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N

NN

Qe

S

- O

egsrmimizyria ven s I}

* SAML 2.0 JfU5 K S IR, 165 BLE SAML HL USSR , 5 89 1L

fic B % P im bk 4> EL (Client Address Assignment) ¥

2 1P Ml ] B AAA IRSS%% . DHCP RS 28 A0 1P Huhib b /0 Bic o 3B ANE T, 1P Huhik 2l
1218 AAA %525 DHCP IR %525 F1 IP Huhbyb 3617 . AAA HRSS 2850 E 2 /7 ity TP HihEAN 37
Realm Il RADIUS %4, #iffCHCE realm 5X RADIUS IR 4525 AF AL & s 1P Ml

fi & 4R SR #% (Group Policy) % & .

ZH WS S AP AE A SRS T ) — 2 B PEFEX, 28 SGERE VT i) VPN AREG 1 VPN H . 1&.
DI F 40 S ms i B P BB & SC e TP ik, 2% P W& . VLAN MG P& ERE SR
. RADIUS #ZBUIRS #3 6 2 o BC A S ms, BN Y A IE B B SO kI . A ORTELIE R, 1S
AL EALIms , 2 46 1L,

i T—% (Next).

EFE VPN H POl & # 2 FE V7 W) VPN 1) R % P imRE .

AR P il L A BRI 4 VPN R EC A e B2 346 3 Cisco Secure Firewall Threat Defense 13 7%
()24 SSL B¢ IPSec (IKEv2) 14 7E &M i1 £ 5 E e FEvs il VPN 3§0% f5, VPN H 7 v LAZE
FL e #S ohday N BT AL B R A 1 TP Muhil, LLR %% JF %3 Secure Client.

A RACE %) e B SCPFRI 2 R R L, T2 41 3E0% Secure Client 15
M T—% (Next).
i &5 N VPN 77 8] R M 4845 0 (Network Interface for Incoming VPN Access).

BTG R 4 o B, I R PR RS AR . R A XN SRR D AT 0 . XL
AT LAFS 20 BOETT DUE A s ERCE 2 EEE LI R . A PR RHE 5

o LA - R AR T X
s Od - oA E T 204 (A e .

Cafk) R, dhEMRRIZEALBA DTLS (Enable DTLS on member interfaces) &% HE .
DTLS & ] T SSLM.

it &% & IE+H (Device Certificates).

WAAUET (BARA S IET) TR BIE R 2 #2550 ) VPN G, B3 H T VPN 9SGk
T E R RAERIUET . MIES SE M (Certificate Enrollment) #7412 ik £6E4, 85 di + 3 IniiE4.

it VPN 27 832§ (Access Control for VPN Traffic).

BRNTEOL R, VPN BEIE P (0 I A O e 52 10 fn) 428 7 Segs . 3 h %33 E MR E (sysopt
permit-vpn) AYif7 ial3E H Sk B% (Bypass Access Control policy for decrypted traffic [sysopt permit-vpn])
STAEHE, AV i) 42 I SR rh S i e R I S Uy Il 4 I SR A A, (H VPN i JE#E ACL
PAR N AAA JIk g5 s B 8K 5 5 iiE ACL 453& ] T VPN Wi .

pEib

AR R IET, WTE T T AE Cisco Secure Firewall Threat Defense 1% £ & 5TV in) #5120 , 58
14 TR I FE U7 ) VPN R il 28 1 SR s

EiginiE VPN I}
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iz ia VPN |
. £ Cisco Secure Firewall Threat Defense 1% & & 5 # i/ o] ¥5 I] S B&

5 IEHET— (Next).

P$IE16 EEEREV M VPN R ENRHE.
R U SR B H AT b CRCE T TRV VPN BEE, SRR R P A L R
Vil VPN S 2 1 s BT 1 A G B 1 B B o
WA AR, AR E (Back) DL KL

LT LB (Finish), DLSERGEFEVT M) VPN S 3 AN E

FESERGEFE VT M) VPN S 10 55, RIS AR vl . M)5, & DNSECE, A4 VPN B/ idE
Vi #Eh), AR E R NAT #6 (WEBE) , PLSEREGEAZREY; ) VPN RIS E .

T—5HHtta

{FFHZEFE VS ] VPN #5 i (BER (Overview) > = HIE#R (Dashboards) > i#2ifia VPN (Remote
Access VPN)) KIS FE & F LB FE YT i) VPN 215 S o . 48 mr DLPREAf 2 15 H P 2 i %
(il R, [ B 2R P 2 IR () . A ORTEANE R, E S B A2 U7 i) VPN #56i [B .

1£ Cisco Secure Firewall Threat Defense 1% % F &7i5 1035 %] 55 B&
BB 0] VPN SRS 2 R, 2048 S0 1F H 5 Cisco Secure Firewall Threat Defense %75 ) VPN
VL U BB B I s R SR o I BRI SR VSR B AN DR T i, FLrR YRR Sk s R
VPN 4%, Hbrk&AE R~ F M.

S

ER O WIRAE CUimE L EICR FIERE A BRBERIRE ST 1 a iR H SR B (sysopt permit-vpn) ZET, )
TC 5 BB A7 1) VPN (I35 15428 1H SR

Je AR FH T AT VPN SERE IR I, i AR P IR 300, 1 A R U vl 423 T SR s 5 FOUISE 18 48 SRS AV

Ho

AREAE R, WS PR EIZFEV ) VPN 97 R, 55 40 UL,

FiaZ wiI
{EFHZEFE VT W] VPN S 7] 58 sGzE FE V7 1) VPN SRS it &

HIE1 {E4I1 Cisco Secure Firewall Management Center Web JL [ 71, & #E5RBE>7 a3 .
WIR 2 ik B ) 455 s 557 111 4REE

WU 3 G sl ARANELI S IE L o

IR FRERNNI B OJHEEE B
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$IE5

SIE6

PR

$IE8

FIE9

) mENTH% [

PR RME. RIF EERES

A X IR R DL N

a) MR X IRIE RSN, AR5 s 2R (Add to Source).

b) MR EE X 3, AR5 sl N2 B #R (Add to Destination).

7E ML IR FIEPE LN

a) MAETH MG IEFENTMEE (N OR/EA T ML) , R AL RmE BExR.
b) M ATRMEZE Fik$e VPN bty 4s, AR5 fidh iR Mg .

et A T 75 A O I s R R, RS AR AN (Add).

ARATF A DUV U i) 475 11 SHE W

(A1) BCE NAT 5%

LI
PIE2
SIE3

TR4

NAT # i Se e dttohl,  JF SOV SR BHURZERE EHUAE 532 R BHLIIER: . 5 54 NAT
—hE, T ANEERRRE L) ERUE e A ZI0R I A L AT T NAT 8 %. (H, i)
NAT #8850 AR E S 010 S B bk IR G S Btk Rl st il CGRALT SR NAT) o fEH]
A B NAT DL RE U7 1) 5102 i 1

NI REVS ) Bt £ E) VPN BB FE S 5  NAT I, e Z500 T i i 2 RUET0UC B NAT o U SR 3o 1%
A, BB SRR AN AOL BIME NAT fiv & P fE 03 1, iR Bontta. flin, &
A B A B AN TR 4% DX DHCP JE IR B BRI R 28 1 1P Huhit o B iy 75
WIS VE UMD AR K Ui B EL R AL B E 11 TP Huhik, A2l e e X3 A VPN 250 i 3] A 3
W& B ENURTE, B AR P EUERI D CGAED Ik, IEWLSSRA R
B

FHiaZ |l

Ko A3 B A ZCRE VT M) VPN SRS H bR i & LR B RCE T NAT. W OFE HAR 4 LA H NAT, 1%
DAZIGE U NAT S, &y VPN Vit i B H R 5o

FEE M Cisco Secure Firewall Management Center Web FLiI I, & #& > NAT.

IEPEEL IR NAT 5, Bl @ SR ms LA R Vr A S F M I 4 (1) NAT KU 61 2 NAT SR .
A ARARER, DA NAT B,

16 “UNIITNAT B & O, BB N2

a) i “NAT FUU” EFEF 50 NAT Z0.

b) & R EERE.

o) Al BEOMER , RJFIEFEFHARE XA

PR

BERE PN GO S AE IR VT 1] VPN S0 e £ 108 AR ) o

EiginiE VPN I}



B ==ons

TR 5 VPN |

HRPEAER, ES R EZFEY; M VPN (Y5 E0, 5 40 1L,
a) st # R JFIEREIEAT H AR 4

* RIRIE I R R RYIR

- R B A EiRER BR

FE R EWR T, AR EBRED LERKIE ARP.

AEBFED LERRIE ARP -y Jrits 1P ik i)t N A A HIACEE ARP. G RS ] 5
FURH ] £ 0 5 o e i, DU R G o Al T AREE ARP R B 2 WS s ik R T4 ARP 855K, AT 2248 DAk
SEHLhE Sy H R . SRy SR UGS 1, RO e A AR T A 2% 5. Jn R
2, ATLIAEHIACEE ARP, (EURIG 00T A DR A5 LI b as B R IER A B

R E (OK).

TEREE MBI % _EACE DNS, DUMEA AR5 0 VPN. W35 DNS, 345K ikt AAA
MRE5 8445, fv4 URL 1 B4 FQDN 2 FHLA 1 CA kSs#s. ‘& HAefidtT IP Mk,

fEH “FEBEE” Bl'E DNS RS2 RGNS B A k2 0. TR B, 155 [ DNSHIDNS i
% .

G AT DUE L VNP 2515 ] DNS BR45#%, NIZEZ SR R AL E YR bEiE, UL i DNS i gl im i
Vil VPN B&iE . ACTEAIE R, 1S BCE 45080 %,

il B2 Pim B & XX XML 32

LA e B S LA XML S BRI E S8, 207 Sl P Z O E R %% ) i )
BAEMSNL . XS H (XML dric) A5 BN FRE DL BCE, TR 2 % ) i D g

Kég)i' Ui e B S G A — KR T GUI IWRCE LH, ER 225 P i AR — 424t
Ta T LU F b g 2% R 401 7 Kég)j i G B SO o SRR AL T B L WIEAT. AR TR
F'ir@ﬂgjtﬁi A M PE4I(E B, 1EZ W Cisco Secure Client (55 AnyConnect) 2 b1 45/ o

FiaZ |l

Cisco Secure Firewall Threat Defense JZLFE 1S 1) VPN SeMg E 0K 22428 P unlic & SCHF A4S 0 iics
VPN & Fiigo 1A LUK 28 w0 B SO 2 31 21 SR

FEATLAM Cisco B R aibt R a8 22 4% 7 e B SCAF gl o
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| iE#2iniE veN
i) EsEEE

PR w&E > ERiAL.
IR 2 fUHE g VPN RIS 571111 4RiE -
SIB3 S EYN N Secure Client it & SCHF 1) 4w%E .
IR A Ul REEHRES . WOREERERS IR A NS, 1E AU AR
PIRS L REE Pim > BEXH.
PIE6 N BRImECEIN Y TRy PR — AN EE S WU R BRI I A P v il B SO, 3
AN JFHAT LR HRAE:
a) FREleE XAt AR
b) sy MBT I 2% vl E SO XML 3Cf.
pE b
TR 2 G IAE, B {RAE Secure Client it ' SCAF R BB B E A 60 Fhal K.

c) miilifR7F (Save).
BT RN

(AIik) B & 5 ERRiE
P BRIEAATVF VPN M 2 P P R M 4%, iy H S VR R VPN BEIEAMA R %5 . Uik
ZLICVF VPN H RIS BT RE s 7] VPN IR ) SRl R 2%, I ar LARC 5 p BFEE . B0 B0 FiE
BN, IRENREBRED] R 512 B VT 1R 51K

ARG R, WS PIRCEAFN , o 46 1T,

TR EH RE > mARIE).

PYR2 pali EO FUE B FIREE A R VT 1) VPN SR 5534 (1) YR58 .

PR3 FESRINERN B S b, fidr W48 .

SRR A plli TN DAASIN4LsRNS, o il dRiELA R

TR L BH > 2 EIREE.

FYR6 M IPv4 iR RRIE ol IPVE IR BRIE 7R, IEFFHIRR T EEER ML o R VPN i+
FEBRII R 2%
BOABCE AV A iR VPN fE

&

EiginiE VPN I}



mieipis VPN |

B o esassame

$18 7 S ERET )5 (Standard Access List) 5i# i/ i85 % (Extended Access List), #&J5 M Rz
PP — AN ) B SR BN BT U7 R 413K

IR 8 W R BE B I AR HE R RV 0 ZI3,  THPAT LN A
a) APV B S T AFR (Name), 2A)5 siididin (Add).
b) M RIE THAIERTIERE 1F -
o) IEFEAVFIEIE VPN FEIE (1) W 45 3 i iy FRn.

W9 LRAFH K
HXED

ZIEES
(Ali%) ELE SN EEE
WL BN A FIBEE, 0T LIRSS DNS S04 i 2> FIBEE . B0] DUBCE R VPN B8 o 2
BRI FERR BN S L A B, TR )X I O B OR B AR VPN B IE 2 A il A
AJ UK A% B 28 HE HCM_E Y Cisco WebEx, MR VPN FEiE th i 58, U T RAZ AR
W2 rp IR S5 SR I i . AT ORI B LD RE I TEAN{E B, 162 A FMC & 2% FTD [l E AnyConnect
AV IEIE .
FIaZ Al
fany DM A ER L R0 B AN 7.0 SR S ARAS I B D RE . A RIS IH AR By, T
LLIZ IR A ] FMC #E4T Firepower Ja0 i B5 1111 /51 4% AnyConnect VPN #5541 1¥) 158 B3 i F FlexConfig i3t
1TRCE .
itz

W K2 IO BN AT 2h A /bR IE
a) & IRE > miZiHE.
b) T E O HCE ) A0 B BEIE HE BT 0] VPN SN 5514 1) YRig .
o) TEWRIEBME I, il i -
d) siili RIBLHTRER
IR 2 {5 NI/ RIEH R EE X 1HHE T HCE Cisco Secure Client F 7€ &
a) fiiiCisco Secure Clienti I .
b) mifi BEXEMY, AR5 +.
¢) M Cisco Secure Client B% THi51%& Tiktf shs o EIEE .
d) sl + QUEHTI B B PR % .
e) AN HE BN R AFR,
) BEE-fEEX S AT A VPN BEIE R4 .
AT DAAERE I P AL 5 K AR AR TP M ik 1
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| iz#2ipia VPN

wirsssapEns |

g) HERRIE-457 &K M Vs 17 VPN P HERR 844
FERR AR PILLE, 37 ) X L4 1 3 FKE £ B A VPN BEIE 2 Sh

h) fiidifR7F (Save).
i) RiFFARIN (Add).

HIB3 A O E I A ErE, RiG il /7, DURAFZLRNE .
T4 SR TFELRASIE .
LS SdRTE (Save) DMRAEZFE VT ) VPN RIS,

IEBN 7S 9 ElBE

I HE

T—F 4
1. AE BB L A .

2. BOALE EPr B AN Secure Client FACE FIB)AIFBFIERE .. BXRIFER, ESH KiLs&0
FIRFIERCE , 26 19 UL,

B E

# BB
I LAR fir 2 B UE S A& 7> IR TE L A -

* show running-config webvpn
* show running-config anyconnect-custom-data

* show running-config group-policy <group-policy-name>
1£ Secure Client

o
ﬁﬁ%ﬁﬂ%ﬁ(l_)l’%]ﬁ, SRR VPN > GEVHE B T LULES) AR FEBR 4 8 R A
i

S EAMEM S LT FENL_EFT T Web ) %%
L2 WANCE BD I R TT ] VPN K 9%[3@ URL.
SIB 3 LRI, AP AR, K5 s BR.

a4

EiginiE VPN I}



ER2IE VPN |

B oemameE ven EraE

WRAE R G g e o, s Hhdary VPN HIEHL .

IR AR 2R % P, VPN SRR R 3k 224 % P i

T4 N R i (RS FHiEHET] VPN,
AR BATES . I T S ARG, 6% 3 Cisco Secure Firewall Threat Defense ZE %
Vil VPN M. 3EH 1 5 5 QoS Hems AR 4k #5 I ze FE 77 i) VPN SIS Jic ' Sk it

S ZE B IZFEIEN VPN SRERRY Bl 2

ML B
3" =1

SERBLAT I ERERE A VPN 00, LU OIER AT AT BB (0 SR B SO RI D B L) R
M. SRIE, BT DU RA RLA BN, IR AR B L VPN,

\}

AR BT VPN H SRR 2 JCE A VPN RIS . 3mSR I 2 mT DL sl e
Piln) VPN,

1 EFIRE > VPN > miZ i),
P2 RIS L 88 .
PIE3 MBI FEi M VPN $8E BFR .
PB4 SHHE (OK).

T—% it a
TR B PR G, S BRI AR YT TR VPN SRR AR B, 5 20 UL,

B 2158 VPN SERL 8 BFrig &

FEQIHIZFEYT i) VPN SN o, 5887 LIRS SRS 73 Bl 4 a9 9 18 5 4%«

$E1 % 18& > VPN > migifFia.
SR 2 S ERENEFE VT ) VPN SRES 551 4RiE () -
PE3 LR E.
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| iE#2iniE veN
At s zieE ven gmiaxs [

T4 PATLL AT 18 A4E:

o BOR BT ] FH PG B A A A TR S R, TS AE TR Rk Lk e, AR A S iR,
o ] LA TOnT FH e AT Ik B
o BRI, 1 A BT i& & (Selected Devices) #1)38 (K46« i vl F X B 4 45 4 5534
[t RS (W),
PEBS Ll E (OK).
PI6 At RTF (Save).

T—F Mt 4
© BREBCEE NG WS AR E

WA s 5 A2 3 N\ VPN SR R&HH < BX
ST LA LA VEN SN HIEE, DL FAH L 5 (0
ORI ORI (B, S

RN VPN BE A S AERE R, ES 0N E U VPN ) AAA W8, 524
i

~

$E1 %P 8E > VPN > ZIZiF ).

PR 2 pii B YR IRV M) VPN RIS 55101 4REE (2) -

$IE3 Al AR (Local Realm) 5532 4% % .

P4 NFIRPIERE R FURARSSEE , Bl A0 LA oET 6 A Ak o
PIR5 MHHE (OK).

YR 6 LR TF (Save).

=t 4
© WREBCEE NG WS A E
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ER2IE VPN |

B =tzesavenes

H{hiziEi51e) VPN B &

(=1

EEREENHIZE
TEFEVT ) VPN BB AL 55 1 X i W& IR Iie SO F . XSS BRmE 5 B R A B o2, i ] 5e
AAA, VLM K VPN % i oy lic il (DHCP aRHbhlbit) o ST EFEH T EdE, X jm ke
T AV LT B N AAA JIRSS 8% LRI 2 SR TR o . BEA IR
Default WEBVPNGroup [ ER A E RN & SCMF o 10 I & SO Rl 1 51 2 vb R 18 1) S 0 & )
A E AASFEI VPN P 4% TSR ORLRR A8 A 488 ] DL AN FH P 218 0 2 R S
1, FFAEREFE VT In) VPN W b 4E 1 2 AN E RN & S0

P EPFIRE > VPN > miZ i),
P2 (AR IERRINA SRRV 1) SR, AR5 i AH N 1) S I A
$IB 3 W EIERLE X (Connection Profile) , #RJ5 fiili 4548 (Edit).
PIRA (IR AR EE B IET R E SO, 1 AU RN (Add).
FIES BLE VPN % i 1 1P Hhhk,

BeE VPN &7 i) IP kb, 55 22 01
W6 (ML) FHHEFEVI M VPN [ AAA .

BUECFEVT i) VPN ) AAA WE , 5824 1L
P iR GIEEER4 .

B BCHNE L E SO 4 B 39 T
P8 RAFHE L

Bc & VPN %= Pimay IP bt

& kA E SR VF RS O RE VS R VPN P 20 AC TP Mk .

0T LA HE TPt . DHCP IR 4545 F1 AAA RS54 A ZE FE VPN &5 o 73 10 TP Hitik . 7558 1 AAA
Eﬁﬁ\%&/\@ﬂ; SR AR SS 28 20 i . AERRIE TR L E B Pim bt S B SRng,  DLe XAl ft.
AR T 2 00 SO 1 DR B A S s B R G RN 4 3 DFItGrpPolicy Hok e SC TP iy, A A% i
PO E SO b oE X TP i

IPv4 Hiibsth - SSL VPN 2 7 it A B2 21 g B A v 45 e 21 8 TP Hbhk . Muhbyh e SGEFEZRR P iy
A DL B MR TE . ATk 1Pv4 R IPv6 HibEVS INE: 22 /54N ith o
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\)

mE VPN Zrsmeg 1P it ]

iR

UM A L B TP L TP Mkl AT BLAE AT AN (Add) ZEIUK BB Tk, S35k,
DUE IR &R > W RETE > skt B AedE BB O P g IP . A RHEIE R, 12 Iﬂi’@hﬁ/ﬁg

PR EFHRE > VPN > miZif )

ARG AT R R ) SRS o

a)

b)

c)

HIR2 PRV ) VPN SR, SR i g A

W3 IEPRE T E N E SO, RS S g E A

$I 4 (£ % Pimitit 58 (Client Address Assignment) i£55 K K, $AT LU R #R4E:
HIE 5 i ibith (Address Pools) 553411 +:

ittt it (Address Pools) 553/ + LA I 1P ik, SR 5548 1Pv4 85 IPV6 LS IIAH B Y b sl
. ME]Fi(Available Pools) Hik#¢ 1P sk, 285 siididan (Add).

AR

IMHAEL & Cisco Secure Firewall Threat Defense W £ 2 [0 L F2 15 0] VPN ZE0S, 15 2R00T &
u%%ﬁh/\?ﬂ Hohbt, BRAEMEH A g0 S5 o5, KRS B 4 e e SUSHy— AN E—Hh
bt ZEW A NAT I OL R, FRE2 ek, DSk,

7E ikt (Address Pools) 7 111 5 o5 ] A ittt (Available Pools) 52321/ +, LAV IR ) IPv4 B8 IPv6

ﬂﬁhHﬂz WUREPE TPv4 h, IEHR AR AR o) TP Huhik . 0 SR RS H 10 TPve Hubikh, %
I TVEH 1-16384 Z [ MBI EIE . 752 & WAk L ARG, 1B HE 515 78 Sk 1l n] LA 4

—'3 IP Ml o, AOCTHEAE R, 1ES k.

Mt E (OK).

W ATk gm e TP Mk, ) SCAAS A LR 1) B IR AT DL AU R
1. MOEFEYT ] VPN BN /Bl % o
2. kP IE T ERE (Deploy).

BB 2 M B OB BT ARV 1) VPN U, 4RV VPN 20, AR TR O
K.

3. wily IP MUl 5% 3 (R R A nD SCEAT SR, AN, IR B g EAT AT A
ILHEV) ) VPN BCE .

4, WGV Aoy R A IS RE VT ) VPN SR .
5. EWE FEEECE .
TEREVT ) VPN % P ity v] DAAEEd 7 1 )5 45 21 3 7% o

I 6 it DHCP BRE 88 (DHCP Servers) 53] + LAV Il DHCP k45 28
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sErgiisl VPN |
B ==aesevenmamnigs

.

H gt 1Pv4 Huhikic s DHCP k455 Hotik: .

a) R APEAN DHCP (BhaS EHLECE M0 MRS ASHBEAE A M2 % . midh R, R M R51
RPIEFMRS 4. midh MBER LABR DHCP M54

b) sl FREER VU RN A IE B S, N R ARR UL NG, RIGIEFRIFE
EEI (WHERD o AREZEL, 1S PO N 20 SR V4 578 i

c) milifAZE (OK).

LT AUHRTE (Save).

HX

HxER
fio BN E SO, S22

BcEiTiZi7 (9] VPN #Y AAA i &

FiaZ |l
o T ORAE L L8 BTl (v LN LR e A5 A7 5% U BT iE-BAE R, W25 R g
(T S

o AT IR A 22 i BUE M. A OCTEME B, 152 (Cisco SecureClient (f14%
AnyConnect) & HE A5

S EFIEE > VPN > i1,
IR 2 EANF PP A L FE U ) S, SR A A N ) SR AR AR
PIB3 ERE TR AAA WE FEBNCE S, ARG At 4R > AAA.
SR 4 Jy BHIEIEEPELL N L.
o BRIEIETT IR Hf S AE SOVEH U ) X 28 0T 0 8% A 4% 2wt HeEA TR R O X o v ek sk
PO R AT GRS P A ) kisdlvin . oWl fetdh ok A %5 e .
SRR SR VA AAA. (XB FimIEB A AAA + BRIRIES .
I IERE L N BB IEIE S 3
* (X AAA - U EF RADIUS 15 4 B3 3G IERR S5 25, IFZBUIR S5 2 A R Bbik . AR
PR P ERHCIRARSS 8E . M4 “ B IIERSS 2 FHiy R iE$: AD Fil LDAP H/,
WIRFE)IER IRIAR S5 28 A1 e kAR S5 38
* SAML-{ ] SAML Ft 518 S5 il 45 s AN H P 3T S0 I8AIE . A R PEgIE S, TH S EH]
SAML 2.0 [ 5. S8 sk G IGUE , 55 87 T,
B 2= SR A2 FRaiE B -k £k T ng i i R lie S F E SAML Y R i () 1dP AiE 1578 76
SAML #2 AL 1 = S R LR FIE TS . M IdP Rz pl R rh ik FRiEP .
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BB BB | Bt | iEIE/2EE BENZE |RRSE
Bife | 4mS
Use-Client-Address 17 |45 /R 14 PG 0=CZ%ZH 1=t H
VLAN SCFF | 14014 FLAH 0 | 4094
WebVPN-Access-List W |73 P PG 7 [a) 7| 2 44 B
WebVPN ACL SCFF T3 | AT FLAE e L1 WebVPN ACL [ 44 5
WebVPN-ActiveX-Relay S (137 [k B 0= CUAAM Otherwise = T4
WebVPN-Apply-ACL SCHE (102 [k B 0= 1= B
WebVPN-Auto-HTTP-Signon SRR (124 | /P A g
WebVPN-Citrix-Metaframe-Enable SHE 101 | s PAAH 0=C%H 1=02H
WebVPN-Content-Filter-Parameters W | 69 oy PG 1 = Java ActiveX 2 =Java JIA 4= 8=
1) Cookie
WebVPN-Customization pa AR E T L) EEE A E A s
WebVPN-Default-Homepage YHF|T6 | R <R 5} URL, #1201 http://example-example.com
WebVPN-Deny-Message AR B BT (% 500 545
WebVPN-Download Max-Size SRE (157 | 4% Pl Ox7fFFEFFF
WebVPN-File-Access-Enable HE (94 | HAE 0=0C%H 1=8H
WebVPN-File-Server-Browsing-Enable W96 | g PAH 0=CZH 1=5H
WebVPN-File-Server-Entry-Enable HE 95 | HAE 0=0C%H 1=8H
WebVPN-Group-basec HTTPHTTPS Proy Exception List| %% |78 | 5244t i HTHEE R (%) 0325 40 0 DNS/IP (4]
*.cisco.com. 192.168.1.*, wwwin.cisco.com)
WebVPN-Hidden-Shares HE 126 | dsy Al 0= 1=ma I,
WebVPN-Home-Page-Use-Smart-Tunnel SeHF (228 | /RME B EUR D CH T2 O Rt &
WebVPN-HTML-Filter R |69 (K A 1 =Java ActiveX 2= JIA& 4=pL% 8= Cook
WebVPN-HTTP-Compression | 120 | gk PG 0=% 1=Deflate JE4q
WebVPN-HTTP-Proxy-IP-Address S (74 | B & 5 5M WA DNS/IPS 1, 45 hitp= 5% https=fi
411 http=10.10.10.10:80+ https=11.11.11.11:443
WebVPN-Idle-Timeout-Alert-Interval S| 148 | Hg ALY 0%]300=C\25,
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BHEAR EiRh |BIE | 1EIEIEE BENEE |RASE
Bt | 4R S
WebVPN-Keepalive-Ignore W | 121 | sk g 0 21 900
WebVPN-Macro-Substitution H (223 |55 PRy TR
WebVPN-Macro-Substitution H (224 | 2% HAE TePR A
WebVPN-Port-Forwarding-Enable R |97 | PRy 0=C%H 1=02H
WebVPN-Port-Forwarding-Exchange-Proxy-Enable | 37 | 98 O A 0=C2H 1= /M
WebVPN-Port-Forwarding-HTTP-Proxy |99 | PRy 0=C2H 1= H
WebVPN-Port-Forwarding-List TET2 | Al g VG Fe 5| 3% 44 FR
WebVPN-Port-Forwarding-Name YT | FAAY TR AR (i, “Corporate-Apps”
WESCACRE R e % ) w11 )7 £ 00 E R ER
“Application Access”
WebVPN-Post-Max-Size SR 159 | s LA Ox7£FFeT
WebVPN-Session-Timeout-Alert-Interval SHE (149 | PRAG 03 300="25M,
WebVPN Smart-Card-Removal-Disconnect SRR (225 | AiRME REER ] 0=0c2H 1=t H
WebVPN-Smart-Tunnel S 136 | e Bl B R 1 44
WebVPN-Smart-Tunnel-Auto-Sign-On SCRE (139 | FAF R FLAE BIREREIE B BN RAFRANE (AT ERAL)
WebVPN-Smart-Tunnel-Auto-Start HEE (138 | g FRAE 0=0CEH 1=88H 2=H31H3)
WebVPN-Smart-Tunnel-Tunnel-Policy (227 | 5 PG “enetworkname” . “inetworkname” ¥
—, HH1 networkname /& $55 % 18 [ 45
MR, e R AW EIBEIE, 18T € ks
VIREL 3R
WebVPN-SSL-VPN-Client-Enable YHE (103 | s L) 0=02H 1=t 8H
WebVPN-SSL-VPN-Client-Keep- Installation | 3743 | 105 | g3 Ay 0=0C%H 1=2H
WebVPN-SSL-VPN-Client-Required YR (104 | sk L) 0=02H 1=t 8H
WebVPN-SSO-Server-Name TR 114 |25k Yl e
WebVPN-Storage-Key YRR (162 | A
WebVPN-Storage-Objects R (161 |25k Yl
WebVPN-SVC-Keepalive-Frequency SHE | 107 | sy L 15 3] 600 b, 0=%[4]

EiginiE VPN I}
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ER2IE VPN |

BHEZR BiAh | BIE | 1EIEIHKE BENZE |HPERE
B | RS

WebVPN-SVC-Client-DPD-Frequency SRR (108 | #5%K ek} 5 2] 3600 75, 0= %]
WebVPN-SVC-DTLS-Enable SR (123 % Pl 0=0C%H 1=
WebVPN-SVC-DTLS-MTU SCRE 125 FAH MTU {i }y 256 F 1406 A~£77.
WebVPN-SVC-Gateway-DPD-Frequency SCRE (109 | Hky LRI 5 3600 2, 0= KM
WebVPN-SVC-Rekey-Time SCRE | 110 | Hey FLAR 4 % 10080 73-%f, 0= KM
WebVPN-SVC-Rekey-Method SCRE (1L | ek LRI 0 CRHD + 1(SSL). 2 CiksiaE)
WebVPN-SVC-Compression SCRE |12 e LIk 0 (MDD 1 (Deflate JE4f)
WebVPN-UNIX-Group-ID (GID) SCRF (222 | LRI 1754 UNIX 41 ID
WebVPN-UNIX-User-ID (UID) WEE (221 | 4%y A A% UNIX f§ /" ID
WebVPN-Upload-Max-Size YEE 158 | dEH Yl Ox7fffEfff
WebVPN-URL-Entry-Enable HEE 93 | Hek P 0= 1= 3
WebVPN-URL-List SCRE|TL | AR LRI URL 4R %5
WebVPN-User-Storage e [160 |55 P
WebVPN-VDI SCRE (163 | FAF R LRI BCE IR
3R 4: %i%7| Cisco Secure Firewall Threat Defense ] RADIUS [& %
B BHHS |iEL. RE | BENSE AR B
Address-Pools 217 TAT R L) S BB Ve % b LM % 440k, F TR0

B Ay ik (2 P i B R ) VPN IR 114

FM. fE3FE (Objects) T g XL RT5,
Bannerl 15 TATH LAY REDAESS SN R TR N/
Banner2 36 TAT R LR P76 S I 7= PR R P 28 70 o A 2 B on 28]

il 1.
A F# ACL Cisco-AV-Pair | merge-dacl iH 3T Cisco-AV-Pair fit & KL FF.

{before-avpair
‘after—avpair}
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pesEmernsrniz [

Bt

BitHms

Bk, £

BEHZE

RASE

yEsE ACL

86, 87

TR

FLAH

g% ACL i1 RADIUS 4588911 ACL £ k51
Mo eEk il o4/ ACL FLE,
PME AT PAE RADIUS $ZAUGH 645 F Z i &
86=Access-List-Inbound

87=Access-List-Outbound

Group-Policy

25

Al

PEIER TP 4L SN . A ZRAEIERE VT ] VPN
LATRME DU EUEEALSRNg . SmT LU T AR 3L —
Ptk 3

o SRS A4 TR
OU = 41 W& 42 7R
OU = 41 5HIg 2 F5% s

Simultaneous-Logins

FLAE

SCVFRL PSS IS I AOE R N R, 0 -
2147483647

VLAN

140

LS

LENE

PRI P 441K VLAN, 0 - 4094, B2 4 @i
)5 715 45 1) 132 11 1t Bt VLAN

IO N ISE 3% [0l ) IE-Proxy-Server-Method J& P E W E L FEHZ —:
* IE PROXY_ Method PACFILE: 8

* IE_PROXY_Method PACFILE AND AUTODETECT: 11

* IE_PROXY_ Method PACFILE AND USE_SERVER: 12

* IE_PROXY_ Method PACFILE_ AND AUTODETECT AND USE_SERVER: 15

BB A 24 _EiR A 2 — T TE-Proxy-Server-Method J& VEI, 7442 (IARHT 56 E .

B @2 B B H i B & YA A

AR R E S & T A FREE URL. REFE V5 1) VPN B BE 63 0] DS slR4% 551 44 A1) 4
URL. VPN ] /7 0] LAZE 3% %5 Cisco Secure Firewall Threat Defense ¥ #5 IS #6514 o A1) LT JE 586 4]
TEM A BRCE T A ER N4, CLIT RSO 4 SR . BIEnT DAL E 5 4 URL AR, EHZ
Ui E JA BNV 7] VPN IERE I 0] LSRR i Tk 8. W A 4 URL AT, R
SO A5 90 44 URL DUHC 3% B0 SO AL 3d sk e AT

S EFIEE > VPN > iImi2ifF1E),

EiginiE VPN I}



ER2IE VPN |

B ==msemiaven siEzn

P®2 SHEE NS LY 4REE (Edit).
P 3 E N LA s 4 B B S b T 4R (Edit).
FEA Nk RE.
FES TR G, HIAT LR
a) Aiili514 (Alias Names) T340 (Add).
b) faiE Bl
o) EPEAE LTHE BRSERELLE T4
d) R#E (OK).
FIB6 EIRINA 4 URL, HPATLL N 1R4E.
a) A7 URL %14 (URL Alias) F A0 (Add).
b) MFIE LS B4 URL BLAIESN URL X% . A x1E415 E, 52 M A1 URL X %.
o) EPEAE R E BB SERELLE T4
d) Rf#E (OK).

TET PRI

HXER
LB ERE R E , 220

A& FE 119 VPN 89151913 0
I iB)HE QR A Y T A A 12 LI R A R e A I . e AT B P T3 #2497 8] SSL BY IPsec IKEv2
VPN i&E#2. %K BB N D 8 IR A4 R 82 DV 42 S AT s DA A R T T B il
F44 )2 22 45 (DTLS).

FE1 LR E > VPN > T2 E).
P2 (PR IERRINA RS FEVS 1) S, AR5 i AN 1) St P
$I3 fidiiAiaiED (Access Interface) LI .
LB A BLRIVTR D, A+, JREERINIAEIED (Add Access Interface) X UEAE Sy DLN R TR
{H:
a) FEED - PR TR R 4L E e A X
P O B2 A XS AT % FH 2R . SRR N VPN HE AN S At e T 2

b) AR LR TR SO 5 5 U ) OG-
* AR IPSet-1KEV2 - i F LI A] i H IKEV2 T .
* JRF SSL - EEFFILIE T AT 5 ] SSL ¥
- R BREERERERS.
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| iz#2ipia VPN

mEEeyE veN mnEzEn ]

kIS, KRR O R AR R AR B2 % 4 (DTLS), I fuiF Cisco Secure Client
() AnyConnect VPN R A HIPAN 2D B 1E (—> SSL ¥ fil—A> DTLS B%iE) g7
SSL VPN ##%.

JF F DTLS RJ 3k Gty 528 SSL A FEAR SC KA SR AT T8 [, I vl S wetd T8 (e ils
BRI PRSI I AR P RE

FANCE SSL & LA TLS Al DTLS WA, 5% 55T SSL % E .
P E Cisco Secure Client [f] AnyConnect VPN 5[] SSL ¥ &, 524 4151% Secure

Client i,
Bk BREZOBESMMES EEHE, REMN FhdRhiEEFE ZEO05MES .
WMRNEREZ OGS IET, BN BES.

WERANKE R O S A IE B S A, B SSL £ /B HHEH -

¢) MilifAE (OK) LLRAE K.
HIBE 7F FaiRE FIERLL NI

© RIF R PIEERIGE FRYERELE X (Allow Users to select connection profile while logging in) -
WIS 2B R E ST, b SRR SOV TP 76 S S ) 26 43 1 A (1 e T S
AN 1Psec-IKEv2 VPN IEFEIEIETI

* BR{X HTTP VPN Cookie (Enable HTTP-only VPN Cookies) - % H it 5 i HE 1] 53 FI{Y HTTP
VPN Cookie.

PIR6 LI P E SSL IR E:
* Web i 18lix 05 - F-T VPN 216t 1. BRAui 112 443,
* DTLS imO5 - 2 H T DTLS 421 UDP i H . BR 1A% H A 443,
. ;;; ;ﬁ%ﬁm# SRR OB ESOHES WL E 1 SSL £F/BHMES KA T A%
ez Au

WD AT IPsec-IKEV2 IRE, HMFIFRTIER IKEV2 HMER 508 INES k.
HIR8 7t VPN 2 RYTESH) H0F, W B G s ) g, kPRl I
- HEMRERR BT a1 H| SR (sysopt permit-vpn) - BRUE UL R, ORI B34t 1 a4
TSRS AT A . JH L “Oh RS I i sed vy M HI g 7 et ACL #57, {H VPN i
JEAS ACL LA AAA 5545 NS 50 iE ACL U5iE M T VPN Jiti
Pk 4
R LR LIET, WIS TEFEBIE Cisco Secure Firewall Threat Defense 1% #% I 587 Uiy ] 4 i) 5k i
, A 14 TUPFRE I AR VT 0] VPN K7 1] 455 1] S0

TR fRTF, CRAFH
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sErgiisl VPN |
B ==mimio ven wEgEs

XxEHR
B0

Ao B F2 1715 VPN BY S 2R i% 10
BR R2E Pk RIK

L% i MK
24 7 A A RS 4 VPN I EE D s R T B AR R 4 5851 2 4% SSL 5l IPsec (IKEv2)
TR WAL BT ek P o, R AT DU N A AR L A RS2 TR % i VPN S P I
MIFE I TP Hiutik, DL 2809 4¢ 3¢ Secure Cliento JEMMYI 1 25 N 85 m A2 vH AL EAE RGEUCHC Y
K. NS, RPN A RS AR P, G AT B R R,
R PBIMSTS D VA 6 Ky A 5 iy (K AR A 0 B O TR ) i
TRV ) VPN 5 B GUESH 1 B 1K) Secure Client {5 55 VPN SEBEAH SCIRE . 45 BE 53 AT DAY O Bk
AN SRR I B A 2 R A P R
Cisco Secure Firewall Management Centerit ik {ff FH SCIF 0044 FRif 8 #/E RG0SR . il P E w44
SAFTIAFE R EAE R GG S, W20 B RAE IR BT S A E R
T V5 7] Cisco A R #H0ask F 2% Secure Client WG SCAF .
HXEM

Bt 2245 i WU INE Cisco Secure Firewall Management Center , 55 42 17T

1% &£ % Ak &R INZ Cisco Secure Firewall Management Center

BT LU 2% Pum SN S5 22428 il g A% 2 Cisco Secure Firewall Management Center

ARVEMFER, WSS ARE BRI ER, WSO 2R b wig ,
42 Ui,

HIE1 %P %% (Devices) > iLFZ 78] (Remote Access), IEFEI gmkE 51 H A VT 0] S, ARGk SR
(Advanced) T+

P2 fUdnRn (Add) DL 22425 7 i AR .

P 3 L REF P imbR& (Secure Client Images) XiEHE[) 7] A R £ & P im R {& (Available Secure Client
Images) ' i i A0 (Add).

WA v N 2% b BERHAZFR (Name) A58 (Description) (RHJEE)
WIS 5T (Browse), FREAHE EALRE ) v .
PR 6 LHRTF (Save) MBS AL 3] & B
1K 2 P i A% 4% 3] Cisco Secure Firewall Management Center H, £ F 3 B s WL I #4E R G5

/Lho
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| iE#2iniE veN
FaaiEA VPN e wexpnng ]

W T B R R T, 1 s RN E T HEF 3R (Show Re-order buttons), 42X 17 EE A N
B Ui A .

AXER
OB A i W, 2R 42 1T

EFNEIZEN VPN B Rinf 2% P iniR g

4 R BT D SR 224 i SERTIN, AT BLTE) R B TR LR In B R
VPN 5, DMEARYE HHAE RGAE VPN & i R 40 BTGB & P ik A .

FIAZHI
IR 23 w0 1Rt B T S B 4 5 % 82 Cisco Secure Firewall Threat Defense VPN ¥ ¢ [t B2 A\ VPN &
J S (R 224 P i 2 P AR o SR 22 e R T, IR TSR R G
o MWEVRHAE T 80rhot T Bl i) 2245 7 i AR SO
* 7t Cisco Secure Firewall Management Center Web Jtifi [, # % &R > WREE > VPN >LE2E
Pum 3T SRIEUSIFTIR 22 %5 7 i R ST A

#HIB 1 7E Cisco Secure Firewall Management Center Web Ftifii I, #%#1&& > VPN > ZiZ3EN.

W2 il B R VT ) VPN SRS 5311 YREE -

PR3 miih SRH > REE Fimg > &m.

PIR4 N THNREE P imREG hakses s m B G ook, ARG sl R
WG TR 2 - o, s i S IE EAEYER .

PES Ll E (OK).

FIB6 (RAFILFEY) ] VPN S0
CET BT ) VPN RIS 5, B 2% i WL AE Cisco Secure Firewall Threat Defense
WA LR, SR AT E N IZ RN VPN WG, 208 VPN H P &R VPN WOCHT,  FH #AR3
% i R R RGN I T 205 Secure Client H% . % T34 VPN FH/7, Secure Client %
BAEILR —A VPN 28 8.

HBRERR 2% i MR LT 85 N2l Cisco Secure Firewall Management Center
WA AR BT — A 22 % 7 g ARSI 3 R, 1560 FH R P 3L FA% 31 Cisco
Secure Firewall Management Center. | ALAMENI W a0 5, AT LI vy ) VPN 282 5B Ab
D0 YA R A
T DM &2 & P ST GRS MT 88 A S A% 21 Cisco Secure Firewall Management
Center. 1 RVHAIELR, WS %,

| EiginiE VPN I}
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w2 iE VPN |
BN

E-F A
o HBEIR) BB LA R I — S AR ST s R

o RS ER M TS AT A IR A E G 5, HAEIE R VPN BCE 8 - e s, 4
SR T AR AL B S B

%1 1F Cisco Secure Firewall Management Center Web S il [, 1EF£i% & (Devices) > iT#2i/8] (Remote
Access), ILFEI RS H IRV o) SR, AR SRS R (Advanced) i< .

PIR2 pith REFPimME T REE PimsMRXI RS H ) R .

WIR3 N 2% i AL BER A IR RR

WA LUl ST JFFREIEE AR I AR Y A A S A

LIS LR TE (Save) TR BS F1LF] Cisco Secure Firewall Management Center .

pE
p R AT R BUAT M s AR BB Re 7 1) VPN 4%, TN BB BT F iRk i
e

WIR6 RAFILIEV) ] VPN S0

AR ER
OB 2 A i WG, B 42 T

ITFEREN VPN He ik 4 B SR B%
U S A8 6 £ 7] LA A TPv4 B8 TPv6 SR TP Huhik /3 Bic 45 i A28 A\ VPN %) i 40 CUlE B 22N ik
SIECTTI, W) SR B AR 2ok AR AN IR T, ELRHR R AN TP Mk A L.
IPv4 5% IPV6 S H%

AT LIMEH] 1Pv4 B IPv6 SEmS 6 FEFE N VPN 2 i) 1P Huhb b4 T FHhk. w556, bzl il
IPv4 S0, AR5 22 d A IPve SR
o (F FIRIAR 55 85 EREANH P 1Sl L AN BUIR &5 28 A R okl o R CUBCE TP kb1

RSS2, AT . R IET RADIUS [IFZRUIR S 28 S Fruhik 20 i . AD/LDAP U
A Er. WIEEGEH T IPv4 Al IPV6 43 e Sk

* (£ DHCP - M\ fri&#00 B S04 id B 7Y DHCP AR &5 5 3k B 1P Hubil . 834 0] DL i 78 40 SR s
fic & DHCP M 2% yu [l ok 2 X DHCP AR 2525 oI IME F G TP Mk v . S48 DHCP, ) #E 3
£ > WREIR > P ECE RS 5. WLTEIEH T 1Pv4 4 Fl S .

472k DHCP [ 2% i [ H B PR A5 6L, T 25 [ 41 30ms H R It
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| s&#2ipis VPN

g & F 3 iR 5t
pUE ]
T
$IR2
I3
T4
FIE5

mEirsng [

o {55 B PR ER BB St - A 0 PC R P bl Yl 20 P b s DA T B R e R B ¥ o T SR sk gk,
IR & > WS EIE > bkt A k% a1 1P Hodilt, JE7EEE BN B SO T A AR R e B
JTETE T IPv4A Rl IPV6 43 He 5%

© RVFRRRL 1P Ml —EREYE 2 R HERFER - (£ [P MhhbiR 2k i 5, IR By
FEFAE . BN IR A B TR By RS AR PR IE R 20 TP M hE IR E B ) . BRSO
IR BCEANE . MPEIERSER, T ABUEIEE Y 0 2 480 WK B4, DIMESEIR 1P ik
Brorlc. VEMACE ICEEH] T 1Pv4 7 FL Sk .

HXER
Bo S B SRS, 322 T
TEFEVT ] VPN S 5GAE , 26 4 1T

AL UEPS WG, S TT DR UE 5 1) 5 BN 2 58 SCUG RC A E B SO R P AEAS R o e P medft $
Bz M 5% L RUETS SRR

F ) B UE S SR RS AR X S

LRI > VPN > Ti2iF 5.

TEZ R P L FEEAT I R ) SR, SR el AF . 14 e P e o

P SR > P ARET .

M EERE SRS R IR E s P DL IR

PR EE TR, SR B — NP UL EC I, W42k n) F VCRECA R e It 43 2

TR, DURCTE R A SRANHE R, UM Y BRI ST (FEIRAA D Tt ik

PEUL T AT BRI a7 I 00, DA 37 5 o BOE FF 5 USRS B8 7 i (1 RGBSR (BRIE 4D .
* 915R4H URL FIEHRREGS EEC AR R R ECE S0, MIEM4H URL.

* {3 FAEC & A9 WA B PUEC 2% 2 e B 3CH- )t 1 b e vl DA e i A ST S b e SO
e

a4
W B UE S WS R A KT TR B S B Ul 7 0. RGBS B ] N Pl o, 1A%
JERCE 1 5 I uETr ik

7EIE P B 3% $E AL B SCHERRET (Certificate to Connection Profile Mapping) #573 F, iR iniRgt (Add
Mapping), LA A i S5 G g F 15 BEHERC & SCPF IR .

a) EPFREIE EFRRET RFR K E

b) P 2 AL UE D RS G v PR U N AR A 1) SRR B ST

o) AHHE (OK) LA .

EiginiE VPN I}
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sErgiisl VPN |
B ==azw

FI6 ritHRTE (Save).

Bo B 4A TR A%
1 WG AT AL AL SRR G i) — AU PEAEDNS T2 SG A7 1) VPN AARSG . ildn,  7EZH SEmsx)
Zep, ATLIRCE AL PRSCRE R BB A H R 1
TEAESL VPN BRI I, Reff e T3 F P IR0 50 . RADIUS F2AUIR S5 4K 23 20 A Sl B i
G E S AR

\}

AR BRI LR TSRS A AR SR . 0 TR ] SE R AL SR B o ISR AAA RS54
PUNII SRR 55 WARRAR E AR T 52, WAL H] O VPNGE B2 0 B 1 BRA L3 . SRR
SRS AT LA BN BRIV, (H AR 122 SRS 70 MO 4 3 42 I S ELR P AR ) A 2 e I 4k 2% 5
W% o

P EPEE > VPN > miZifial.

P2 (B RAIEPRINA IO FEVS 1) S, AR5 i AH N 1) SR o

$IB 3 kSR (Advanced) > A3 B (Group Policies) > &40 (Add).

I 4 A FLATRES (Available Group Policy) 1|3 rhik 40 S mE I sl iivmn (Add). 80T LUk £ s
Vi) VPN SN IR 1) — A B A2 S

SIS SHHRE (OK) LR ALk L7 .

PI6 RAFH

HXER
i B 2 S o 52

fii & LDAP [ 4Rk 5

LDAP J& 4 Fxks LDAP H 7 sk 2l 8 1 44 BRI 31 Cisco nJ BRI 4 FR . & PEBUT K Active Directory
(AD) 1 LDAP %23 P A EREYES Cisco JEMEX R K . 0] LUBAT AT b HfE LDAP J& ik
SR AN HERN B RE 2 B PE (VSA). BT LK — A2 A LDAP J& MWL 2 — A5 Z /> Cisco LDAP
JEME. 4 AD B LDAP HR 45 83 AE R FE UG 0] VPN JE B N 3 [a] 1) JaJoip B A8 8 46 3R (0] S A B0 AE I, Jak
JUlr A 152 4 T LA 245 B R 2 Secure Client WA 58 Jlii%E 4% o
L AEDN VPN S AR R A U5 ) AR 2 VPN Y 28, S48 0] LAZE VPN AR 45 2% L 1id & A A VPN
M, AR T ST IR R X S S S WL RN o A8 T UTE S B A rpod 4 ] LDAP J 1k e
fi & LDAP #ZBOCK 2B H . B8 H LDAP K415 e s H 7, (s Z0 e & ik LDAP J& 1 ()
Wt
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| iz#2ipia VPN

T
PIR2
PR3
PIR4
PES

IR

CETINY TTC |

LDAP J& W e F& = A 41AF-
* 4fiE (Realm) - 52 LDAP J& TEWUR 227K 44 BRAR R T 28 Ak A= 1t o
« B RFRIRET (Attribute Name Map) - £ LDAP H /7 5841 J 7k 4% FR L) 31 Cisco m] FEAR 1) 44 7% o
- BIE{EMET (Attribute Value Map) - ¥ LDAP F F sl 4L & 11 b i fE e 31 BT ik 42 FRWLER 1) Cisco
JeE PEAE.
LDAP Jig P il S o P 40 4 SR Bl 28 N B FE U 1) VPN e B R IR 4L SRS S 3 . I FE VT 7] VPN
TC 2 P o 2 SR st 2 M B A G 1) LDAP & PRI

HEIRA 6.4 3] 6.6 1, AL FlexConfig il & LDAP JEMEMLS . 3 CPEANNE R, 153 1
FlexConfig i & AnyConnect FEFILE S

75 7.0 K FA A, A DG LR R

HHIEE > VPN > IEi2if 15 .

TEFNZE T BEIAT (I R V7 ) Sl AR5 RGAH Y. 1) 4R aE I Fr o

S B4R > LDAP [BHRET.

M (Add).

FETCE LDAP J& P v b, e s B s v et (1 45 .

MR (Add).

AT DA 22 A Pk ST o A S e S 0 R A i 4 K A A S

TRAER 5 LDAP Jm PR iy B DL ) .

* Jy LDAP JgPER /DL E NG ASRVFZARATHIE LDAP J& PEA BRI .
s BOE RN AFRBRES LLEIE LDAP J& PEBLT .

o IR B MR R I R YT ] VPN BC B AP A R E B SO SRIE, 5T UMBR AT LDAP J& 1
WSt o

* X} 5 Cisco 1 LDAP J& ' 2 AME A H LDAP J& PERL I IEMPF SR KRS .

a) {ii LDAP B, SR WAL PIEFE P Y Cisco BIERTR -
b) sl FRANERRST JF155E LDAP B1E{E 1 Cisco B1HE.

TP BRUAS N SE A

FRT RlFE (OK) L5 LDAP i PG e & o
PR 8 i 4RTF LARAAXT LDAP J& P WL 1) B 5
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https://www.cisco.com/c/en/us/td/docs/security/firepower/config_examples/advanced-anyconnect-ftd-fmc/advanced-anyconnect-vpn-ftd-fmc.html#Cisco_Generic_Topic.dita_998d04c3-a931-4876-818b-426e5ebe9143
https://www.cisco.com/c/en/us/td/docs/security/firepower/config_examples/advanced-anyconnect-ftd-fmc/advanced-anyconnect-vpn-ftd-fmc.html#Cisco_Generic_Topic.dita_998d04c3-a931-4876-818b-426e5ebe9143

B == vennsns

ER2IE VPN |

w15
HRVEARB], 1S M FTD it HA LDAP S 43K AEFIZ AU RA VPN,
HXER

ft B A VT ) VPN [ AAA W&, 5 24 7L
T FRAUSE AN S S, 5R 6 T

B E VPN f13k15%)

%F VPN &ty
B H i VPN 387 o VFIE I & 508 2 A T 41, FEE RS 2 AP o i fE
BN VPN &1, VPN 38 T & AE 51 2387 20 A 1 15 4% 2 (8] 3L = Secure Client VPN £ iffi .

VPN G 5 T i i, A A AR 3R . VPN S i 4l iy & 808 2
BN B A . B BR AR A, AR R R AP IR AN R SE A [
S, WATERAMFE KRB E .. SRR A VPN BT 5B 26 #8mT Lon
NI . B SCREH] AnyConnect 2242 %¢ /1 ¥t SAML £ 3 JAIEHEAT VPN a1 .

VPN S b i T EH B A R B il gk . VPN SR ml LUK B 1) R 4 b S gl
RIBLE, EFTA A L R I LU ORI T R e Bt I, SR sl i P REA iy m) YL

VPN £ £ 3  ah2E 14
LAR 2 VPN G 8 i i 2 F -
* fa g 9754H (Load-balancing group) - H1 %4 & 502 & Jub Bl A B e 4R eI 2L, T35 VPN

.
VPN S i 2 mT LU 5 AR [ RROAS BT B AR 1) S B 0 e s (H IR b A SR AR RN
VPN A .

HES RS VPN G 4 s, 5 49 TURIAL & Ak dr i Hom e &, 45 50 72,
S @28 (Director) - HAIH I MNE &R U TR EEAP IR B2 MR 7k, 325
552 VPN £ 1H AR S5
S REAR MRS BESERANNEEN, RGNS TENE. T8
ARG &I E; ©n DAE B2 D). B, Wb a5 m) 28 & 2 s,
AL — G R WS S A, SRS S 28 .
« B 5 (Members) - 2] 1R T ) 28 UAMO B S BRR R . B2 5 iy L im fe bz
A VPN ##2,
fl'E S 5% &BE . 550 U,
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https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/216313-configure-ra-vpn-using-ldap-authenticati.html#toc-hId-2138638102

| iE#2iniE veN
5E N fzinsnaigE |

VPN 1 83 E Ry RTi 544

* iEF (Certificates) - & HpSHAH FIE F5 00 2004075 34 452 7 1) 21 (1) ) 28 A RS 02 1) TP Hikik 5% FQDNG
BN, AR ATE . UE 22508 A FH 3 AR A R (SAN) Bl FLAFIE 15

* 28 URL (Group URL) - 7E 40 B SCPF A in VPN S8 #5241 1P #bik (9241 URL. fi5 €41 URL,
L A2 TSR T 7 PR IS 4L

o IP Hidibith (IP Address Pool) - 2y % 53 ¥ £ e FEmE— 1 1P Mk, J58 &% & H O PR
B IP HB,
o WZEHRERE e (NAT) i 1R8] DAAE Sk 5 3880 i 4 i) — 8 4

VPN £ 5 34 % 4 ) F BR o)
* BRIAE UL N AR VPN S, i s A VPN .
o JAE B IR e A1 BB 54 A REBA In 3 S 8 s i
o A B DI DG G BB B
o SRR ey P A T LU i 41
o AL IR (NAT) Ji T P 0o A R AR Sy S8y i 41 1 — 35
© UBGLBUT A R AR R I, TARAR L E FRE N VPNOE B B . AR IR )
VPN % H%.
o BEE R LIS OHIE UG A # AR A RR (SAN) BB RCRF.

BLE VPN S #19mHIRE

AT LUR VPN S 8417, IR EE T B LA i A LB . AE QIR AL, fnT DARC R
TN S HE.

P11 EFRE > VPN > EFRRif ).

W2 AHEGR IR YT VPN S 541 4RiE -

PRI llimZk (Advanced) > f#34%7 (Load Balancing).

$®B4 LGB BABRIEEZ A 518191 (Enable Load balancing between member devices) ] #4241 LA
FH A 8 ¥4
RYGKATIT iR E v . ASE0EM T HBSOHA N i %

$BS  WALEH, R 4B IPv4 ik A1 4 1PV6 Hidt .

BEALRE 1K) TP shik T4 T4, 03 108 A N VPN JERZAT T I 1P Hiuhik.

FB6e A4S BIEEO o S R DU INEE D 4 el 4 X k.
AF L P — TR, S M O e Tl R 2% PO A 5 R

EiginiE VPN I}



sErgiisl VPN |
B ==cavensess

SR WA TELF SRS L 2 I TMEER UDP 30 o BRiAuG 14 9023,
S8 A IPsec INEE V4], A5 1 28 A1 51 2 0] 3815 300G IPsec I .
Ja N 5 2 A FH T S 3 AE S ) 2 R D3 2[RI ST TPsec FEilE o

MIELEIS T IPsec in%E (1Psec Encryption) 50 (14 B~ THE sk b2y S b B v & i, il R
B F NS A 2 TR PRI A ANIERL, LA

H9 AT IPsec M5 MNEEEE4A -
FE10 SEHHRE (OK).

BB AN ENEMIEE
VPN 3 377 it FoAth 15 B 5 FQDN Al IKEv2 EE5E A o

32
HB1 P& > VPN > ZI2iH .
HIE2 il B R DT M) VPN SRS 5514 1K) 4RiE .
$IE&3 midim% (Advanced) > fa#9#; (Load Balancing).
FIE 4 IR COLE, 1T BRARRIE&Z 88 51 818918 U1l LS T fuk 4 .
SIS S E.
$IB6 1 1% FOQDN £EF 3 EiG &M AR 1P Y3 LUs FIAE FH 5 4 IR e 18 44 1 7 562 1)
BN, BBt N2k VPN S b1 552 5] Hh 1) TP Mkt 2 45 % 7 i
$ET %FIKEV2 EEE 2 —:
« £ SA B IGEE B E E )
« 7 SA ¥iE L B E E )
$1B8 il E (OK).
HIE9 (A7 L.
BEES5KEMIZE

B S 5 BEER A E B WA AE VPN G i e gk AEBtsk BRI VPN 7391, e X
sk |, AWINECE S 53k, R EM MR . US55 8 i e 3R 0L e 4
G 5. IRSCSOBE, VR BUBA T RERCN B Ay, AR AL B . BRI BERAF N %
LA o
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BEZIZEA VPN 0 Psec 28 ]

{EL
o

P EPEE > VPN > migifial.
BB 2 pih BRI R N VPN SRS 5541 dRiE -
$1E3 HiE%k (Advanced) > $1 3147 (Load Balancing).
PB4 WK H OB, FIT BRK R & Z B8 S8 %E DI Ug H 538381 .
$IE5 [l 58 &S5 (Device Participation) ¥ & :
WESE WHYIM T Prikic i VPN BLE 1) sk . o DIBCE IR %, i N VPN 2
T B
a) FTIF G383 Uidesl, ik m Ha3st, SR rid 4mi.
b) FIABEMRER.
BRATHOL R, SRRl 5. ol LI 1 2] 10 ks — T
c) MRV T NAT 2 )5, 15k VPN 0 1P Huhl45 & 1Pv4 NAT 5k IPv6 NAT ik,
d) Hilif%E (OK).
P 6 SR TE (Save) LURAFIEFEV W) VPN SEBS & o

L& IF23E N VPN B9 IPsec iR B
HAE N E A VPN RIS IR E$E IPsec 14 VPN WhUN, IPsec W& A &M . &0, mJ LA
“ORERUT MR SUEAE G H IKEV2. ARG, ES R E R W) VPN FJ5 R0, 2
40 T,

FHIB1 %R E > VPN > mi2iial.
S 2 AT VPN SRS H R, e ol 1 1) S ms
$18#3 il Advanced.

[Psec B B AN s o it Ao K] T LT R

LB A PG 51 [Psec I
a) NNERRRET - I m” v sl T AR EE A T IKEV2 PR 4. R T IKEV2 PSR4
¥ BB BN B . BRI WU, TSN E AR VPN I MU, 5 52 Ui, AIAE
JriEED (Access Interface) H, hifksE [ VPN SIS INEMHBR 2 D 4. AR, 15S0
B B FE VT i) VPN FV5 420, 26 40 UL,
b) IKE 5B - % A% i A ] IPsec PhBUHAT RN,  “IKE Hlg” BLIPREZ HUE H T Brik
VPN Sl BT IKE SRS %o ARTEAE R, S0 mfEE N VPN ) IKE 5% , 26 54

EiginiE VPN I}



sErgiisl VPN |
B ==z ven st

o BRNUE IKE 50, 1520 S IKEV2 SIS 5. BB 1S RE 224 % ) i IKEv2
B . ANSCREER = T ARUE TKEv2 2 i o

c) IPsec/IKEV2 S4§ - “IPsec/IKEV2 240 ” BUHIATH ] LME M IKEV2 235 E . IKEv2 24 Kk
B\ IPsec WE M NAT FEEWE . A XTFAELR, ES IR E T 0] VPN IPsec/IKEv2 224
, 555 1L,

PIR5 mdiRTF (Save).

AL B ITF2HEN VPN 025 A5
XA H IPsec-IKEv2 PhislifHz [, 4 A SN AE o mlt . Ar7Eifr a3 0 (Access Interface) 1,

NI E ] VPN SRS el b O 4l A TG R, ESRECE Y M VPN im0, 25
40 11,

P11 EFEE > VPN > imigigia.,

W2 MWTH VPN SR FIER T, B e I s 1 SR .

$IE3 LS %R (Advanced) > INZEBRETS (Crypto Maps), E£E T 1473 A 4wtE (Edit) LLgw s me
S IE TN o

$£IBA4 kP IKEV2 IPsec 218 (IKEV2 IPsec Proposals) J-i% 65 i i A FH IR S 47 56 0 A0 s By b it
PR T P R A AR S AT i

S5 R FEBAREBEEEN (Enable Reverse Route Injection) LLJ %28 H 1 54 A\ 51 52 70 FE b i 24 3
PP 10 W9 28 R0 AL 6 R kR v

$IB6 EFBAE KRS (Enable Client Services) IR & 115 .
& IR A5 IR A5 2 A HTTPS (SSL) Vi), LA ARV 4% 7 ity B3 R i BSR4 0 S A
ARHALFN H g RS CSD. SCEP PA K& 7w i i (W A SO N3k Ak t, 15 e % 1
IR 45 i 5 o ARAN R & IR 45 IR 454, PTG R 8K 224 7 v v] B = ZE (AR o SO
fEnl LU S 1R [ — 3 4% RIS 4714 SSL VPN AH Al 1. BIFFEL'E 7 SSL VPN, &t A 20Uk 5 Ik ik
T, DMEIERE SSL K IPsec-IKEv2 %5/ 3 o4 1 SCE 4

N
g
~

B R £ mERE (Enable Perfect Forward Secrecy), 4R )5 ik#645%44H (Modulus group).

A4 FH 5 & 1 1) PR 25 (PFS) DA BN N5 A8 e 26 RIS P ME— ST 8 o e — 2 TR 2 ] LR A e o T
Jo AR, R RN e OB i s HLC 3 L8 30 A9 2oty B 45 A I P 2 sl R A 3 . i SR 4%
IERET, WIGERAERENEE (Modulus Group) 5138 14 % PFS 2314 %5 $H {4 FH 1) Diffie-Hellman %
ARSI TK AT

REE L T-AE A TPsec X 254 2 0] JR A= I 52 88 B i ANKs HoAH B AR ST i) Diffie-Hellman 41, AR
Kz sy, (HT B 2 AT 8] . PIAS KSR AT UC S (AR 2 . e PR EAE I RN
VPN it & i So RIS
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| iE#2iniE veN
sz veN mzsss [

* 1 - Diffie-Hellman 241 1 (768 %)
* 2 - Diffie-Hellman 41 2 (1024 f7i#5%0)

* 5 - Diffie-Hellman 20 5 (1536 fufi%h, BIK 128 sS4t br iRy, {04 14 Fhr) . Wi
{EH /& AES I, i tbd (BCE &4 .

* 14 - Diffie-Hellman 41 14 (2048 f7A5%, w2 128 B IR ALEAF I ORYD ©
* 19 - Diffie-Hellman 20 19 (256 Al i<k 7 BN
* 20 - Diffie-Hellman 20 20 (384 {7 il gk 7B
* 21 - Diffie-Hellman 21 21 (521 {7l phk 7 BN

* 24 - Diffie-Hellman 41 24 (2048 £ BE50H 256 £ ZH 741D

$IB8  IREE S EEEEERE (#) (Lifetime Duration [seconds]).

LRI (SA) WA 3] CLARR o ) o il A di IR, SA B HAAZIAE A X 254k 2 T
FOHPI R B, RRERREE LR D, IKE Phmistk e 4. R, ARdr A, Kk
BEE TPsec 22 4RI 5 LU A= i o) TR IS B4R

ATHEE 120 $1) 2147483647 Fb2 [AAI{E . BRINE A 28800 FF,
FIR9  FEEMBABX/) (FFT5) (Lifetime Size [kbytes]).
A1 R R 22 4% IR Tpsec X442 A1 7E 1242 42 I B RT Pl (v i CBA T35 S B

8 10 3| 2147483647 T F T 2 [MIME .. ERIAEN 4,608,000 5715, A MG R EFHEH TC IR %L
i

HIE10 LFELL R ESPV3 i€ E (ESPV3 Settings):
« IIEFEN ICMP $EiR38 2 (Validate incoming ICMP error messages) - £ £/ 5 i iF il i IPsec
BEIEHN, JF R T I MZS BN ENLT ICMP 4539 .
* B “AHE” %HE (Enable 'Do Not Fragment' Policy) - 5 X TPsec T 2 4 i ] b 2 K 8 %4
i, XEEHHEALE P L F RS T A H (DF) A2, 2RJ5 MEERE (Policy) #1IZEF LU —T0i.
* 521 - 4E4 DF £,
* kR - 2 DF fi.
© WHE - WEFEH DF .
< B BEIRRIEMY (TFC) 38 & (Enable Traffic Flow Confidentiality [TFC] Packets) - 3 ]

REPL TRC 20 tn, IXSeHiaaml b, HThEmomi i & SC. v LA Burst. Payload
Size Al Timeout S5k R ZF i 46 %2 SA FIBENLK E FEdE .

R

Ja AR PE (TFC) i & nl B 11 VPN RRIE AL TNk A . Bk, w8 T TFC £,
D) 2 SR TR G ) VPN 28 R I AN 2 2 P A o 15 2 3] 21 S s e e i
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EA2iiE VeN |
B =i ven e ke e

o S0 - H8E 1 B 16 P2 A .
o BRI/ - $55E 64 3 1024 752 IR
o HRIN - FRE 10 B 60 B2 0] K118 .

LN SHHE (OK).

X ER
o

2N VPN FEY IKE SRR

TR A 4 (IKE) A2 H T8 IPsec AR AT SR IR AE, PRI AISR K IPsec IN# % P1LL & H Bl
7 IPsec 24 KHE (SA) I A BRI . IKE Vhii S ANBY B 5 1 BB R A TIKE 45k
) ) 22 4 ORI, AT SRR BEEAE 2R 2 I BOh 22 45Tl As . B2 2 M Beth g 3030, IKE Jy HAt v FH & 37
SA, Bt TPsec. PN BCAE W i B A48 320 o TKE RIS — 4 AN ] TR L 2 i) )
RS . R MR AL (B85 IKE SmE )5, BIJTU IKE P, Bhoms s mimpit 2z 4= 2
BOH TR 5 42 IKE B o

\}

R UM FRE IKEV2 BT e\ VPN,

5 IKEvl AN, 7R IKEv2 T 5, BnT LIFE— S rp i £ 2 DM EAAIBAAL .t TOu S5 AR 1
B BCUR i I AT R R, RO R B RN IKE 7%, (HRH AR Z AR R, LA i 21
TGRS g X T IKEV2, SRS SAE B, HARSNS L A0E LSRR EOK .

B E AR IPsec VPN I, F53E IKE 550% .

e B AN VPN IKE S

IKE KRB, 24 2242 7 i i A TPsec PSR/ T34 32503 1 Frik VPN BC & (K BT IKE K
WX % HRFENE R, ESMmfEfE N VPN 11 IKE 5% , 5 54 Ui,

)

IR WU A SR T FE N VPN I IKEv2.

HIE1 EFHEE > VPN > TR 1]

P2 AT VPN HEmEHI &, PR A8 O B E I SR

$E®3 L ER (Advanced) > IKE 588 (IKE Policy).

PR A RN (Add) AT IKEv2 S e, sOAs g i) IKEv2 SEIg 48 LL Rk 5

Il z72isiE veN


management-center-device-config-76_chapter34.pdf#nameddest=unique_890

| iE#2iniE veN
B&72i1 VPN IPsec/kEvz 25 ]

« ZTR (Name) - IKEv2 SHE [ 44 F5
* 152 BH (Description) - IKEv2 Tk [ 7] 3% 13 BH

* MRIER — LA PN WA KK (SA) I, HESG G T B 52 WU P 0 25 AR LA ) TKE SEmes
I o

« S Ay EHP (Lifetime) - 224328k (SA) Ay F3 CLARD Ay 547D
o SEEE (Integrity) - IKE SR A FH 1 00 S50k 1R e 38 P 5040
* 0% (Encryption) - JH 72755 1 BB SA TR 56 2 BB i) s sy,

* PRF #1%! (PRF Hash) - IKE S - FH (1) 8O0 3 (1 D BE ML R 5L (PRF) 843 7E IKEv2 H1, 1
CIRY WS ESFToe ¢ i=brel N il = A7 8

* DH £H (DH Group) - F T % i1 Diffie-Hellman 41 .

PIR5 midiRTF (Save).

it & iT#23519) VPN IPsec/IKEv2 %

UK

P EPHLE > VPN > migifFE).
wIE2 MATH VPN SEBS SR D, B RREE o B B I SR
$123 i 549 (Advanced) > IPsec> IPsec/IKEV2 2] (IPsec/IKEv2 Parameters).
PR 4 N IKEV2 SiEGEEFELL R LI
* RIRE WK BB -E LT S AE IKE Pred R A8 IR E S 1 S0
« BERI-FOEERIA E IKE P : T IaE =22 80 1 1P kb 5 A F 1 Sy 50E ¥ UE 15 DN
(AZSCF) -
o IP He3ib-f8 F AT 4 ISAKMP 5 4345 BV AL TP Hudil.
* EHAFR-IH A H ISAKMP & 435 S ENL 58 2 IR E 384 (FQDN) « AR & F L4
k4 o
* FEWTEERRE L /3 @ A-Y SA EHAI N EHR 0 51% SA MU RIEFAAILER, fRirE s
3 B F )6 SR 2 TKE 340 . BRIATE L N 228 H A2k i 4

CBEARFRFENSISEERA SIEWL - USRI SE RS 0 AT A sh %
1o BRINE UL A2 B S B A

LIS H IKEV2 22 KEk (SA) IREBEFLL NI

EiginiE VPN I}



. B % X Cisco Secure Client

ER2IE VPN |

* Cookie [Eif]-2: 15 [ W A 15 #6  3% Cookie BT, LAWY SA K IEEEE, Xnl LLEs BB

fEARS (DoS) Bidie ERINEOLT, 4 50% ] H SA IEFE PR A H Cookie ). IEFELLF
iz*ilﬁ‘Z*:

s BEX-1EE BEIAEN Cookie & HBkERBIBME, X I&F RGFEAT PR R SA E0H 4
b XK AR IATAT SA 1 #f & Cookie Fiifl. JulEH 0 2] 100%. ERIAH 50%.

© UHE-URRIERE N SE B A5 KL cookie T
o MAS-IEFE AN )0 SEBE 95 K 3% cookie JTTH

© RVFIHETET SA EE- I LUBEI PR 1 SA R RE R . WR 5 Cookie SUMRCA L], ATLL

e B AR T BEBR I Cookie JFTy B, LMESCHIATRMAZ XA T . BRIA 100 %.

s RIFHIER A SA EE-[RH ASA F AV IKEV2 S

IR 6 Jy IPsec IREIEPELL N LI

s FERTB S B -k I VPR I A SRR IP 4 1 NAT B XA SIS FE IP 4 F () NAT
WA IBAT o

RiEmAEMATENL-ETLUTH PMTU (B KL RI0) 2, WE SA (42X
E’J PMTU ) [5] b

c BEEEB-MA SA (LRI K PMTU HEE N HLEMHE K 2 P8 A RGERE 10 ) 30

Gl BROMELA AN SZ R .

FET ) NAT igEILFELL LT
s REFEEIH S FM - WPOR TR NAT ORFFIERH S 58 NAT 3 [ fREFIERH] T 4E VPN %

B LM S AMAAE B (R JF HiZ i X IPsec WiihAT NAT I, ALhmpriFidsz
TR A SRR FE BRI I, T AR 7 SO P ) B9 2 R AR (0 DRAFIE AR 5 Z IV TR) B (LA
AL, DR TR . BAE AT LA T 10 2] 3600 #b 2 16). ERINE N 20 £

o B PR- 1B NAT {RFFIEREAIE, JEHEM 10 #23) 3600 #2. ERIAE N 20 #b,

PR 8 midiRTF (Save).

B E X Cisco Secure Client
A LA B RO E 2R um e X, R EERE R VPN ki 4 7 LR iR

B,

JEUBITAEN B 2 2R IR L8 0 o KB Ao o A B B n] AAE Z 0 E H E SCRAR TR

REEBROLPAANREERIKAEX

AT LAE 152 FA ExER
GUI SCAFN R HE XA AL 2245 7 i GUI | A 72 AL 22 4% ) i GUI
SCARME SR . SRR . 28 58 1L
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| s&#2ipis VPN

zezpisarxaenims [

A LUE 15 AR BEEER
Kl bR R 5 H 5% X Secure Client GUI I | H 2 e a2 i B b F 5
Fr. BB EE Fr. 59 L
JI A MR P ST BT VPN 206 | 22 4% P it £E 20ty i 1 3
N, FERunk & LB HA, | FHA, 561 0L
RIS 22 4% /7 g APTISE 1 7 | AfHH R 425K 7 g AP E
INAEE R &N, H 62 1L
H 5 SR P i H € 2 a8 P 2 31y H e A it AR, o
64 1
A ML 22 B R P i 4 AHA K Uiy R T o AR P ity ZEERE T, 5 64
L

REZ P i B E SR F0 R

— AR BRI

 WIRAEH CLL7E BB F IR 7T 7.4 AT B8 R, WIS 7E R 8 R
MR IZ e B E R .

© TARAESCF

& 6: RER PR B EX AR

AT LATE ) PRI
o FEAE I B SCZ R, 20T IR 502 A ) i o
© NSRBI S
o W REGNAL BRI ER, AL AT B L GUI 2 T
o FLOT RAES ) i P EEAT TR . i -
< REWE CEHIIED
* ANSAFAE IR 55 2% 8 S o
* SEIYIHUH B

GUI SCARNY B A E X

© AHAC R RE T HUAT .

U R P O RE T IF AR 2 A 7 i (R R G T s, MU
A R R . 35 B 0L A JROHRE R IR ASTRR 5 3 it
REIF, DMEZREEFIT. &AL Get text 5525 =
I THPAT .
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mieipis VPN |
B s zszmou xamns

AT LATE Y PR I
SEZRISEASRES'S AT F O CZ T, AT A B 2 4% ) i o

© AR SO G AR 2427 ) i GUI AT A LG . RS
ERGHIAF A HANR, T HX 3 KNG A REEMRER
SIS §RRAADRIRAE R, ESH R 2R
J i B DR

R BNAER, WG IES R . 5B OBl
i 73 B 8 AN TR UE B

* MacOS ANSZHF F 58 545 ) i B SN B A

W E E A o AR P HIE4T—> OnConnect F1—> OnDisconnect fi4
A BRI, IXEGHIATT RE S A sh AR A

o SR L REPAT H P ARG FH ) Dh g
BT B ST JE 3 (SBL) GUI Ji3 3l OnConnect JHIA .

] Cisco 22429/ o APL (|« H UL B € SR, W RAE A BE O 8 SR RROA I 22 42 %
BEHD S H e XN S, AR DT R 0 A € UL

H e & i e 3R * I H w XAWE A T Windows.

BE XA T 2% Fif GUI SCAFIHR
T LD E g4 i GUI SCASHME B/ B . 08T L E E LB EETE 5 B GUI A
AP E
BEX GUI XAFIH 2

FLHE X GUI SCAR B S, ATEL R B SR B R T DUEEE R, DR B B e s
ZHAER . Bl

* BHCE S UTHE P AT b2, G ANKs 2D 1B 208 3RS,
* FEAR RIS A IS I SCRF R R N TEA (B

ARk GUI 3TAFDE R

B 51 AR 5 A7 P e R e e 2 4 ) i 1 s (KRBT P B e S R BT RER A VPN
I, 22 i o UM 28 g b v L X e B NI o UM DI B 4 SHF 128 Fft XAk B B
BOATEOL T, A i DL 208

o X TRRN A 5.0, SRR S IBOAAS AL ORI N T 10— #50
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/customize-localize-anyconnect.html#ID-1408-0000011a
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/customize-localize-anyconnect.html#ID-1408-0000011a

| iz#2ipia VPN
mmaExzezAE o xamEe

* X}F AnyConnect % /'3t 4.x, T LA Cisco.com & JLFE S AR SO, IR BAL 2
(eI M

ey (5 S22 A% ) 3 GUI SCAAN R

FHIEZ Al
BB — A ANE RV ) VPN IKE 5% .

W1 NLZEE R A EEL Cisco.com SREUEAMIMR 8L #3044, #1141, AnyConnect.po.
PR 2 A SRR AN BB E 1 bRl R .
HIE 3 P 5 AN msgid 4 [ msgstr P4 H
P4 RIS
FIBS QAU 2 2% i H o %
a) WL TR > WREE>VPN> RE2EAHKEEN .
b) s REFZPFIHBEEX
c) N E A RRFI U .
d) M BEXZEB ALY, %45 GUI XAFHEE.
e) MIBE NRFIET, EHFZHILFMBIRENIES.
D) Al RSE HFE R SR, KRR SO A A4S pos .mo FT ixto
PR 6 N H o SURINBE RN VPN 55
a) P IRE > miziAE.
b) AidiIE R VPN S (1) g B 1 b o
c) HMii B >REFFPHBAENX > Ktk
d) muili + ERHA AT
e) miili iRin (Add).
) Sd#E (OK).
PIRT mdRTF (Save).
IR 8 LfE FRE > EE I NGB B P Bo ) v et . EAEE I E, A R

T—F 4
BR8P € o ATRTEANME R, TS0 Bk 2 4% i HE S, 5 65 I,

BEXZEZ PinEfRi0E %
fon] LU A& Ay [ 52 X Secure Client GUT [F#kr BE A E bR .

I EiginiE VPN I}



ER2IE VPN |

B vreexzezrsmenEs

HH % X Secure Client GUI FJ#bR FMEAE R, DAAEE B3 Secure Client H 32 W % .

I 8 SN G0 A RRIA IS 24 ity GUI U UEHE o REAMEEAE R B SR AN, IF HIX 4
KNG o FREGMAERGI A FIRAF/DITEANE R, SR RN A% b B 0L R
Mo

B, R EE e Windows 2% i (1) 2w EUbR , 20 4 FK A company logo 1) H & X AT4,
FERF I B 5 SO S B R N VPN SGEms o an 5 1 e SO SAE AN R A K, W02 45 7 i 2
TP A M. (R, WEREEE A AT HAT SR B S GUL, W) SO0 SnT DL AT
(B2

P BRSO A

* Windows: %PROGRAMFILES%\Cisco\Cisco Secure Client\res\
* Linux: /opt/cisco/secure client/pixmaps

* macOS: A FF

Uiy 9 R S A 7 S AR o

FiaZ /i
Be'E — AN AN FE YT W] VPN IKE SR o

FERN A IERY AR E b el 1

Nil

8

AR EERNANIER, W EMRTCVE R 7S o A8 B b s e 73 A Ve 46 AN B TG R/
AR FRANANEAE R, TS0 AR a5 e PR .

BB 122 42 7 3 1 8 X5

a) WRIKIERE TR > WREE>VPN> REEFIREEN.

b) it REFPIHBEEX.

o) N H E SO G AR AU .
IO 1 SO B4 FR S 2 4% Pt GUT SCAFR LA . A3 CSCE A TN G B, 162 R4
i B G HR R

d) M BEXZEE Muykd, &t BRfEK.

e) MEE FMFIEPEETS.

) miili WUSE JFIERESAT . SCRFI SO e 44 W png. Lico F1 jpeg.

g) FIEILIK 2a - £ LR INZA KRR A

BB NG in2EfEfE AN VPN 5.
a) EHI&F > ImiEHE.
b) iR VPN Sl I8 g 4R b
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/customize-localize-anyconnect.html#ID-1408-0000011a
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/customize-localize-anyconnect.html#ID-1408-0000011a
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
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ERrssrnrsts rnsms ]

o Mili B> REFFIHBAENX > BFrME .
d) sidi + DUERESCIE.

e) i A0 (Add).

f) Mili#fE (OK).

PR 4 R TF (Save).
WIS P EBE > EE PGS E BT R EEE MG, IR

T—%#ita
A2 4% i B E X AREAME R, WS BIE 2% o H e L, 565 I,

EHRE%EFinELinRE LEERA

RAELUT AR, T DOl 22 4% )7 i T BONB AT A :
o A FH B B AR OB B 7 VPN e i e SR R BIAS /2 OnConnect JAIAS, R i BIAS 5
LA AR FOPIESE VPN il AN i A S IIAS .

o B B AT T 5 7 i VPN 23t A il (A Z OnDisconnect JAIAS, PR i IIAS
B TS

IRECA T IDIEAT, AR IERE s & . AT DR 4, JF B &g Fn]
PUT. 2R Pl 44175 OnConnect I A< onDisconnect BIA. ‘& & H A4 #r L OnConnect
&Y, OnDisconnect TSk 30,  H 20 SO 44 o
UL RER— LSRR

* VPN &2 5 BT 2H 5w o

o £ VPN &3 223 MBIk sh 3% .

 1F VPN WP Rz 3 0 45 IR 5 2%

LA, 5 AE VPN BCE SO Bik BRI LT . BOAROLT, ZrimAs Rshias. %o
S AN EESR UK E TR 5 90 S IIA . & mT BAES ) a v SR s ] LUSAT A (N o O 1 AR )
S i) CUR BIIA, B AR dr A TIEAT -

SUHAE PSR VPN 2335 5, 2% P A BE IR shIAS . S8 J0ik W& i A 3)) (SBL) GUT A
%)) OnConnect 4. #E0AZ07E VPN BiE SCHF ik /2 Post SBL On Connect RIS JETI, 4 RE7E
PP s R R A . 2435 P e 32 AW . #E 64 47 Windows A FFIZ 1T BIAY, AnyConnect
K48 ] emd.exe [ 32 A7 IRAS .

U] DAy 22 A 7 SR N E SUBRIAR

FiaZ wiI
1. BB RN VPN,
2. {E VPN Jit & S e F A .
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B saznzezpiannEaEmm

3.

1 VPN BCE SRR INEZ R Vs i) VPN 41505 .

FI21 A5 4% OnConnect F1 OnDisconnect I A< .
LI 2 QI A% ) i H g XS

a) MKUGERE MR > HREE >VPN>REZFIHBEENX.

b) mii REEFRIKBEX.

<)

BN H E A FRAT ] o

d) M BEXEE FHyIERS, EFE AR,

e)
f)

2)

MEE FRSIERPEFT 6.
BEFELLTR — LT

* On Connect: #%E+% OnConnect A< .

 On Disconnect: 4% OnDisconnect HI45.

sy 5T JFE PR EAE b EIRAT A

S 3 ¥ H g I EEFE N VPN 5

a)
b)
¢)
d)
e)
f)

R 1R > mIZHE .

R RN VPN S (6 4 45 bR o
i R > REBFImBENX > K.
sk + R SO

st AN (Add).

Ml E (OK).

PR 4 mRTF (Save).

SRS LS EBE > BE RS HE BT B B AERE LA, AU AR

T—F Mt 4

BAIE 224 i H 8 o A RTEANE R, WES 0 RE 2% o 5 e X, 365 T,

FRHERZ2E i APl #32 B E XA
XFF Windows. Linux 5 MacOs 15 AL, 0T LLEIEERI B4 H 22 4% i APL 1) B 5 SU& T ity o

T LU e 2 i b R S e 42 % ) o GUIL B CLL a3

ER2IE VPN |

FIPRAT SO RERS IR R S N B O AR FT BRI, IR (R B8 B QKR AT SO
T LG BRSO AR RO 44

RIS T AR RSB b ] AT SRRSO A4
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4n{Al{E A Cisco Secure Client APl 33E B & X 1 FB .

R 7 REBPIHAPITXHRI G Z

& RIRRIERR % Pif GUI 32 % P CLI 32
Windows vpnui.exe vpncli.exe
Linux vpnui vpn

MacOS BB A, (IR, L [vpn

A A 7 (i Altiris
Agent) B i GUI 1) macOS #8
BTHAT A

4{a[fi F Cisco Secure Client API 358 14 5 XU H

FHia Z |l

it e — AR ZANZFE VT ) VPN IKE S0 .

S BB A% P APL A H 2 XN H
W2 GIEUE I A% i H o LS.
a) MKIIERE MR > WREE>VPN>REEFHBENX.
b) mMii REEPmBETEX
c) HNHESIAFRAU .
d) N BEXZER Tk, EmH ZsHs .
e) MEE TRHIERPIEFETH.
) s RS JFIERE o XN H
I3 KA SN I B R N VPN SR o
a) L gE > EREE.
b) Al FREE N VPN S 1 g R b o
o) Mii B >REFFPIHEENX > Tt H 3.
d) miali + eSO
e) Aiil 70 (Add).
f) i zE (OK).

PR 4 SHRTE (Save).
WIS LR ERE > ERE KGNS B T L W A . AERE I G, AR
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B eevzezrszsrs

ST DAL B A 2 ) i 2 SR P FS 2 10 12 SCREHOR R S22 4% ) 0 GUIL. J0n] LIORE 36 40 3
B AR A T B D T AR o BN S RS P 2 i 2R R e L A 4 B 2 i

AR A XAGE T Windows.

A EPIRREERF

0] LABH I Cisco Secure Client 2236 F2 7 s IOV Bl o B B OV FH 8% 300 Th RE SR BI 16 22 36 FE e o 16
W o R ks, (AR 22 24 1 MST AR o X S AN B0 PF 22 d FE 7 B e, 1
AENRER P i GUI bR

Cisco Secure Client W5 MR AFREIE AR AL L4, B2 0 0 7E _FAE S8 B A4 H) Cisco Secure Client
WAL DR e 4 PAL R Bt . T S IEAE H BRATT A A e 4, T I ORAE AL BT Cisco Secure
Client ¥4 H Cisco.com ¥ d5 5t i AS B Frix vu it 4,

WA B EX B AR PR RIEF

FHia Z |l

it & — AR AN FE VT ) VPN IKE S0 .

TR QIR A A

SR 2 QRPN 5.
a) KKILEFE R > WREE >VPN>REEZFIHAEX .
b) mili REEFRIKBEX.
) HAHE S AFRABL] .

d) MBEXZEE! (Customization Type) Ty, 1+ BEX REEFEE% (Customized Installer
Transform) sz it 1k 22 3532 Fr#% % (Localized Installer Transform).

e) MEE TRyIERPIEFET-5.
) sy MY kP
WIE3 K A SN I B RN VPN SR
a) L& > EREE.
b) Al FEEE N VPN S 1 g R b o
o) Mii B >REFFHEEN > BENXRERFHIHRI Kb RIEEFEIR.
d) s+ PR
e) il 70 (Add).
f) i E (OK).

PR 4 LHIRTF (Save).
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wirzszpizgey [

SRS L ERE > BE PRI EE BT RO A . RS TS, S ARG

WitREEFiREEX
IR E
LERBE ST, IO P IIERE . il MAEAER (5D ) BIFFLAUER F e SCE R
i
T
1 BUR7RBl 278 GUI SCAMNEE A 2 AR (E B AT B2 s /9% ) i en_us Al

.

import webvpn translation-table AnyConnect language en-us disk0:/AnyConnect en-us.po

2. VUR ol B E SCEFR AR BIATE (5 S . K Secure Client Bibr H € X ABC bz

import webvpn AnyConnect-customization type resource platform win name company logo.png
disk0:/company logo.png

3. LUFRH &7~ HE X OnConnect fl OnDisconnect JEIZAS (R EIASTELN 5 8 o TEFE IS I AR S 8 o) 2% IR
ey, Wi IEFE A E 2 9 45 3K 2%

import webvpn AnyConnect-customization type binary platform win name
scripts OnConnect mount.bat disk0:/mount.bat

import webvpn AnyConnect-customization type binary platform win name
scripts OnDisconnect unmount.bat disk0:/unmount.bat

A BB S HIER EX
TEBUPNSTAE_EAEH DL A 2 50 E 5 e LR
* show import webvpn translation-table detailed: &7~ A] FH ({I#E#He 4 o

HQ-FTD# show import webvpn translation-table detailed
Translation Tables' Templates:

AnyConnect 1a4DaAXNSv15pZboQRGJIcs IKMXY=
customization

Translation Tables:
fr customization BWWodsOt1PbvDvYOp8hLb3W7a64=
ja customization INvUk1+gTLNZyNrBcApMQPHNm1M=
ru customization UgqyKyUACIR+xTGUtdiIFnoIiwW5U=

2N

« show import webvpn AnyConnect-customization detailed: &7 2¢42% 7 s 5 I FELME

HQ-FTD# show import webvpn AnyConnect-customization detailed
OEM resources for AnyConnect client:

linux-64/binary/scripts_OnConnect conn.sh w6+n7z80D/8AR+ul2f7DvTImcDTw=
linux-64/binary/scripts OnDisconnect discon.sh jx5LJIC2XBEMEkGeww59CAkszvnI=
linux-64/resource/company-logo.png GsfBDrogGSQEEwuBDS/3DJNVv88=
win/binary/scripts OnConnect mount.bat dzjfsLYYft/XM1PlzskK1+Wvlbw=
win/binary/scripts OnDisconnect unmount.bat k6x1KhF112IRyJu08+sdYXgKNgM=
win/resource/company logo.png cmEvxwgvtaS+Pz/6sb9n3NzudS4d=
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B cizezrzazy

WiFREEPimPRIBENX
s fERAF T, md B RIER TR R O HOE E R
il DART T H A% iiz o

REWIIREEFIHPFHEEX

AT LATE ) B

GUI SCAHIH R A E X * BIE2e A% S i AR UL AL E R S AL H e S
f:
* Windows: %ProgramData%\Cisco\Cisco AnyConnect Secure
Mobility Client\l10n\<language-code>\LC MESSAGES
(AnyConnect WA 4.9 % 55 H A

* Windows: %ProgramData%\Cisco\Cisco Secure
Client\I10n\<language-code>\LC_MESSAGES (Secure Client

FRAS 5.0 S B HLRRAS)

 %FT Mac OS # Linux:
Jopticisco/anycomnect110n/<L ANGUAGE-CODE>LC_MESSAGES

© WAEAHAN L B 8 OCHFI N A, IR e TS HAT A
A A AL FERF R . fFl41: AnyConnect.mo

SIFZHISENERES'S * BUE 2 A SR A AE LA LAY B E SO

* Windows: %PROGRAMFILES%\ Cisco\Cisco AnyConnect
Secure Mobility Client\res\ (AnyConnect iz 4% 4.10 & 50 5.
FBRAS)

* Windows: %PROGRAMFILES%\ Cisco\Cisco Secure
Client\UT\res (Cisco Secure Client 5.0 5 =A%)

* Mac OS Fl Linux: /opt/cisco/anyconnect/res

* BE A SRR BT 2

H % 3. OnConnect Fll i ARSI R A RS DALY
OnDisconnect ¢ * Windows: %ProgramData%\Cisco\Cisco Secure Client\Script
(Cisco Secure Client 5.0 & 5 =i i AY)

* Windows: %ProgramData%\Cisco\ Cisco AnyConnect Secure
Mobility Client\Script (AnyConnect A 4.9 & T LA

* Mac OS Al Linux: /opt/cisco/anyconnect/Script

 WUEIIA
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BEzezrm gveNgE [

BLE RE£ % FPin SIE VPN fZiE

R%"&%F‘ Ui ARG, P VPN FRIE S 5 AL M I R:, TG T VPN H M IEHE] VPN,
XA B T U R A TR ik 2 R R R IR A . AEREH F REE VPN RS IS 5, 5 B bR
KW FIE L

ASHRI P ICAE PN A B IR 24 i B VPN BRIE RS B o AT BB rpuy Web S iiE
JE BT O 22 A i A BRI T DA B

o AT UEBI S 08 uF M4 URL iR B XX .

* MRS BROLE T4 URL FIEZMARSEE (WREZE) AYSecure Client EIE VPN B & 1.

o [E AR VPN ICE SO (CHA B A0 & SR 10 7 IR IE . 2 S TEM L TOREE ) (4R %R
B o

HRACE 4% i B VPN BRIERFEA G, (ES0 E il LR E 24% by & 2 VPN
bl , 25 68 T,

REE Pim E1E VPN BRE R K FNRTIR &4

REMEEEK
FEALF JEUB BT AE Web FEIfIAE & b0y RRCHE %) i BB IEZ AT, RS S A LUR 4
P

o PRORTEAE T RS BUPM S A A A B ARy BROAS 6.7.0 B e AR

o N WK 27242 ) i VPN Webdeploy AL 4.7 B0 m A, R85 L B4R 2] g b o A
Vi M) VPN,

o B DRAE I P INC B SCAT o S B B G B
* TRORAAEZH S0 b e BRI
o A PR T A SR e [ 5 T B TG

IEHERK
o B E A RAT R YT 1) VPN A RS e, JF B BB b b ZiA AR R A UE A
RN (CA) FIRRIEF .

o JEFEFNEEL VPN BRI 1) 28 0 U A G R S IE TS

o BB AE B IR ) CA GEPS A2 AE Ay b, T 3 (1) CA UEAS A0 222 AE. S D17 1
.

[l — A CA Wk & 43 UE TS A AE T E G X .
IEBAEEIX GEHT Windows) FI/ER RS GEH T macOS) -

EiginiE VPN I}
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B =2o=r amven s R

2 &% Pif B 12 VPN FEiE 89 PR %
* A AT VPN BRI AR, TIARSCHIET AAA IS
» RS A .
* ECUEREAT I VPN BRI, ARSERE2 4% 73 THIR AnyConnect fi8e F 4

£ BBl EBE T2 % Pin 32 VPN f2iE

L1 FHESREIERIZE VPN KIEEE
RO EZMAEV ) VPN G5, 1ESHECE B v m) VPN &85, &5 10 T,
S$IE2 BEEEIE VPN BB EIEREXHRE:

pEL
FAEAUT T A% ol AL VPN BRI 1R i H i Sk

a) ZkE OB R Ur ) VPN SN .

b) IEFEFEGRARE T T P VPN BRI 4 B B S .

¢) riii AAA> B3I6IFF 3% (Authentication Method) Ik X BR & FimiEF (Client Certificate
Only). HR T ZE R EFZACICIK 13 o

d) ATHIERNLE SR & (Aliases) IR .

e) FEMERLNCE U URL B4 F1 URL B8 F, A5di3n (+) (Add [+])-

f) sidi/BM (Enabled) LLiS ] URL.

g) MiiME (OK), A5 ridifR7E (Save) LALRAF RN & AT E -

AR E S B BE R PR S, TSN BRI B P RE . 56 22 0.

FIR3 A REEFIREREXHRERROEEEREREXH:
a) M Cisco B FalhO T8 22 42% ) i VPN B IRRE IR T BCE M 4RiEaR (WM AR THD -
b) fHH] VPN HIJ™ i o v B R ) el A B BR T T B SO IR OR A7 SO
o) AFMAEAEIERNCE SO ECE 4] URL KRG & IR S5 #4% 5112 b 10 ik 55 4%

A AL FHIC B S AR 28 R G 4 B B SO TE A 5 5L, W20 Cisco Secure Client (445
AnyConnect) I 3 57

TIR4 QIEEERENR:
a) 1E Cisco Secure Firewall Management Center Web $10 I, M4 MR > M REE >VPN> LS
& Pim X
b) M RMEEE P um -
o) FHE wARR i I AR .
d) iR EE (Browse) Jk£E U OR A7 (A5 B P 10 & S0P
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= B LRE ez srvenE ]

e) il SUHEB MRAIR, KGR REFTFIHEE VPN B E .

) iR 7E (Save).

P2

TSI T LU A e kB i 2L SR P 22 A 75 i U P R A B BRI X B . 1 S R 4 5 Secure Client
I

BEBREE N SHERE KR EHRBLE:

TS AZIOKG B BE VPN FC B SO N2 5 H T BT VPN R 0 1 Bt B SO ORI 4L e . 2 H
FUERN, RG4S TG VPN FLE SO DL Cms BI41 5ms i B P VPN B E S, AT e 4
P VPN F5iE D fe .

EE

ot (No Banner): A H-ff CRACTE 2 SR s v B P C B AR . &80T LAE4A SR B (Group Policy) > &
i E (General Settings) > ##1ig (Banner) " A A E % & .

a) YiE N VPN BEE )2 i i B A

b) st RIBLATKRER > REE R > BEREEX .

¢) FMiiiEI2 VPN Bt & 32 (Management VPN Profile) FHuai#, SR 5068t ()8 P & Sk
PUE”
R
Rabny LA s + JEIS BT A ity A E VPN LB SR

d) HEHRTE (Save).

EHERRPEE S FIEE:

a) miii4miB4HREE (Edit Group Policy) > E# (General) > 4> ZIFZi& (Split Tunneling).

b) A IPv4 BC IPv6 Zr FIRETE IR T g iirf, GE4 T E 46 E BIBR 8 M 4% (Tunnel networks specified
below),

o) IEFEHFIIREIE ML FIRISAY: FRAETIEIFIZR (Standard Access List) S Bz ial %3k (Extended
Access List), SRk (V5 i) F1 3 DL Vi Bl i B VPN FRiE .

d) riiifR¥F (Save), CRAFIFHIBFIE R E -

TEEFimBEXEM

LA i B VPN BT SOR 7 FIEOA G S BRI E . W R SR SRIE P 2 i H E X

JEE, DU 23 I B ok 28 B VPN Figii,  WIW] LS FlexConfig $HAT UG ERAE, BAIh 45 B

6.7 Web St AN SCHF 245 P im € g

DL 2 24 o B g SURVER 76 dir 2

webvpn

anyconnect-custom-attr ManagementTunnelAllAllowed description ManagementTunnelAllAllowed
anyconnect-custom-data ManagementTunnelAllAllowed true true

group-policy MGMT Tunnel attributes

anyconnect-custom ManagementTunnelAllAllowed value true

ERE . IIEFNISIEIIZ i8] VPN SREE:
a) K P VPN P& IE ACE 0 2 s .
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management-center-device-config-76_chapter34.pdf#nameddest=unique_1432
management-center-device-config-76_chapter34.pdf#nameddest=unique_1432

A2 VPN |
B sissnniz

it
S RGO AUERER] BB AR5 R VPN I, A Rl FLREE VPN ICE SO NI
J vt SR

b) BATLME REBHE Fin > VPN > FiHER HRAE 2 4% ) im & B VPN F$iE.

14534 1] LUt ] show vpn-sessiondb anyconnect iy 475 Jah B Bl iy & 3275457 o K A 5 31 VPN 2515
TEAE

c) fEEHAL Web Frifil b, sy ST DUAE R PERRE 2 15 S .

HxEHR
fio BN E SO, S22
A A B I 2 S s ot 5

%I B 5IE

FFZAUE BRSO I UEBERS L SR B AR 36 UE T LB B A HOIE S, DAR IR v & a2 b R R 15
%, WANMERT DA PR G4 UET, LARVELE SSL 5k IKEv2 EAP BB A Secure Client SR3E4T
VPN i 1]

Wi ZAE D, af LA R e B R U P AT UE B S e . an R ARk P pb e, R
fest ML P BATIE B S 96E, T A REIR] I X B & BT IR B 5 IE

% EIE P 51457 30 1E BY 4 T F0 PR 1
AW

AR WEZIED SRR, MR EFR Secure Client Bt & SCAFE# & 0k
AutomaticCertSelection [FI{E % & & true.

* ZAET S AR RAIE 2 i S0 RAIEAS BCR R A

* Secure Client WA R W SCHF ZUE T E B0 UE . A RAZIXHE, 99 SRAL ] H b — R L 48 5 4 4aniiE
Jivk, BMERRE R 2247 7 o MUAS 4.4.04030 B R RRCAS SCRESE T 22 TE 10 1) B B

o AR P AN SCRRE T RSA HAE T3
o TE AR LRSI E], (NSRS T SHA256. SHA384 il SHAS12 HIUE1S .
 AEH S M IFAGE S SAML S 5E 45 S8 H
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rasirtsannir

Fo & % i 5 30iE
FFHE 2B

FERCEZAUE TS MU [, THIORACE 7T SRUCRE & JgUW 9 A 2% ) S5 UE TS FRAE P et
%o ARHAMELE, HSHIEBPE 5.

S EFEE > VPN > iImi2i719),
HIB2 VeI FEVT ) VPN NG, AR5 i 4wig (Edit).

WA NG B VPN, IE fAiiidsin (Add) DL BT FE 2 N VPN S
IR 3 PRI RTINS M, DMERCE 2P S K

FB4 S AAARE, RGEFREHIEIEA X (Authentication Method) > {X % FifiE$ (Client Certificate
Only) mi % FimiEF 1 AAA (Client Certificate & AAA).

ERE
W IEERE TR il A AAA G IGIE 7%, 1EEF B IEIERRS 2 (Authentication Server)

$IES5 KBRS IER 5HIIE (Enable multiple certificate authentication).
PIE6 EH—ME P LIS EPimERFRIA P&
F—MNIE-IE LI LA A VPN 2% ity A I S LIE R I 1 44
o ST ANIER - IR PR I LA AE S i B TR PR T R R 4
WA JE HAGE B &M IR, W&o s H P Ao E VPN Sl 4. AT AAA Fl
IET S EUE, VPN il 7 2R T iR 72 1k i
R
I R IEPERRET4E EFEX (Map specific field) 35 CHL$5F P umiE A 4) , WE (Primary) -
BeHI5#4BN (Secondary) F-Be# kil BonEBRE: CN (2F&) FIOU (LHLRRAD .
WIRIEF(EREA DN (A28 (EARPRIE, R AR B4 . 175 # 45K (DN)
& RSB AL E— AR T, ATEER P S B B SO FUC RS FAERR TR DN LU - 14555 1)
UE S B o
WERIEERE T2 UE R AAA B RE, HiEH FRPEREATEERFHARZ Ko, CUE
7EH Pl Cisco Secure Client [1) AnyConnect VPN A Bk IZ -5 it PR 78 4 B FH 7 42
cAEEFRAORBRRPSE: HEH) LR NE ) il BHIE RN, R R, SO A S
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MELF AL E N BOF 2308 K] Duo Sy IAEACRE:
* Windows: https://dl.duosecurity.com/duoauthproxy-latest.exe
* Linux: https://dl.duosecurity.com/duoauthproxy-latest-src.tgz
* 7t https://duo.com/docs/checksums#duo-authentication-proxy % UF A% 46 1«
* Bi’E Duo BB UE XA authproxy.cfg. %M https://duo.com/docs/
cisco-firepower#configure-the-proxy UL [ L 115 B BC & 5 47 B0 UF L B W L o

authproxy.cfg Eﬂﬁjﬁﬁ“ﬂz‘g)ﬁ\@ﬁ RADIUS gi ISE E&%%g\ Jﬂﬂb%ﬁﬂ&%ﬂ‘]ﬂﬁéﬁﬂﬁﬂ\ Duo ’ftfﬂ
MRA-ERVEAIGE B SRS I APT EHLIELIME B

* ffifR authproxy.ctg XA EF IEHIR API EHUE R .

* 7t Duo 2R %528 > Duo EIEEMR> M > B& ONE RADIUS VPN I, 7EH1 22341 Duo L
IR 45 % i B AR BT T R, B B S AL N R

= 11: 5378
R #R4E BEXER
IR | 3% Cisco Secure Firewall Management
1 Center Web LMl »
AR | )7 RADIUS IR 452541 RADIUS JIk 55 #% 21 12675
2
SCIR | 458 RADIUS i 45 #5241 - A1) 2 RADIUS | RADIUS Jit 45 %% 3% 1t
3 M52 0t %, 4 Duo AREEAR S 45 4F b & R
B, ERTRITEL 60 R A PR Y RAE, DI RAE %4 S
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EARSS A%, AEFEVT M VPN IEBANAIN T — 2% 4. BB S0 RAIEE, Z4a% )b VPN

F 7 b g Ay 241 AR IE A BE sk VPN K

Cisco Secure Firewall Threat Defense ZEF21Jj ] VPN S #:{Y AAA A2 wiiE 5 LL A AAA S 364F 7

EINE TR R/ ATl
B 2:3LA2if15) VPN 8 BHS W E & 436

FTD VPN
Remote VPN Foas
User Y
{ ;
A

1. Attempt Connection

2. Request for Credentials

r Y

3. Respond with Credentials
(Username, Password,
Second Username, Second Password)

Authentication
Serverl

4, Request

(Username, Password)

Authentication

(Second Username,
Second Password)

Authentication
Server 2

5. Validate

User

FY )

6. Grant or Deny VPN Access

( VPN tunnel is established only if both primary and secondary authentications are successful 0

AXEHR

FC B RE YT 7] VPN Hii) S I8k , 25 85 1T

BLELF2i7719) VPN 48 B0 &4 38 E
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AR %523 1T Lt RADIUS R55%% UL & AD 8¢ LDAP 4t .

o Bfa] DLl 1) Cisco Secure Firewall Threat Defense 45 U7 0] AAA k4528, LIMERCFE DT 0] 15 )

VPN BCE AR BEME (F 1R& > IRFEE > RWIBIRE > IBEH) IR AAA JIds aeidk:

#HIB 1 7E Cisco Secure Firewall Management Center Web #tifii I, #%£%1&& > VPN > iZi2ifzia).
IR 2 (R g, ARG sk dRiEs  BE S R LB I R VT M) VPN SR .
IR 3 X TR RS ] VPN S, TE 7RO FER S SO B E AL E B I uE . X THARCE, EHa
B O SO B S, RS R REE
TR 4 L AAA> BHRIIEAR, AAA B B PImIER T AAA.
o M IEFELL T BB IIE A %

% PImIEB 1 AAA-GE] % amiE AT AAA IR 554% O 58 B 3 e«

* AAA - IIERIEFE RADIUS 14 SR IEIERR 5588, MIFBUIRSS as BN R ik #E . AR iz
IR EFACIKAR S 28 BN “ BRI SS S T RS Pk SE AD M LDAP I, #§
WIRT- BN 7 e PR A AR 55 28 AE MK AR 55 25

© TCIRLEFEMRAT B G U0 UE 7 i, PR PG LR A P AL TRALEIR B B oF S 1 i

- [ERHEHENFHIIE - R ESMRAEZAh, EECE TS RAE, LUEDY VPN i SR Ao

LAY A SRR OUEH T AAA IR FimiERF0 AAA G056 UE T

SN T IR Th e, XINREELR VPN HI e e P iy Bk bR AN AL
ANV o R T DLRCE ) S IR R 55 & s P S UE B U Ze i B 7 440 B0 S 6
R B0 B 0 S UE I BRI, A P R ) VPN BB IR WERAT A B G S TE A 55 4%
Toid i ) 8> SR RAERIE, VPN B e R b

WIRAE T BB S B0IE R, A% BI T  Z REEIEES B A B S IR IR Al (AAA RS ES)
iR, A LUK B AIE IR S5 2 1 E A LDAP B Active Directory Ak, 4% B 5 45 561F ¥ & b
RADIUS A% %% o

ph s
BRNIEOL R T4 B 5 3 S5
SUIIEARSS RS - o VPN JT ) SR B T 44 A0 A 1 5 B8 B 40 B0 TE e 55 4% o
Ve BN SRR IERI A P2 LU T LT
* IBR: AEXS VPN WECIN,  Seon P AL 2 A i

cERESHBIERFAE: M AT BRAERSS AR, T 325 0 e A B 5 656
s AAZB N P AR o
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* WAL PEBREHF EF BOATL,  Frh RAR A IS KT A . W EREEBL T BORE
WRERIME: CN(2 R AFR) MOU (LRLRBAL) . WAEFEMEANDN (AIDHE2FR)
ERRPRBIETL REH AR S0

AR L7 BONGH B 7 BUWU (O P52 TS T BB IE A & M

- ERAAEFEOMEIER P AIA PR (Prefill username from certificate on user login
window): Il 242 7 g VPN 2 i E R I, FIURCAS B Sl b s B
ER

cEEFREORBALZ: W ZE R S TSN, EX ] B
PR S AN SAE SRR ) 44

£/ VPN STEREBIA A& W 2 M TE VPN SR RS s 3l

ARG R, 1ESH IEIZFEVIH VPN [ AAA WE , 524 1L,

HXER
FoE I ERNE s, S22

£ SAML 2.0 B9 2 2 B R B2 561

KT SAML & & R B 4101

ZEWEICTES (SAML) & —Fi e, Hﬂ?k_l_FHF'E,HJﬁJT SO ) T 8 SR 31 Y H
e HHSE i;ﬁActlveDuectory (AD) BEi NIRRT, A5~ S50 b1 48 itk &
Y5 B A H SAML ¥4 H = 8 s B H AR Y H WJﬁnﬁE%WebEﬁr“ Mo AN G- EIE, ]
JA G AR R BN N FH AN R AR UF AR . SAML SR p5 85055 (SSO) M kb I 7 (1 S I — /M B (5
MR Ldma) 5 —MrE ORGSR Sk TAE.

i#3d Cisco Secure Firewall Threat Defense 31T SAML & 7 % 3%

Cisco Secure Firewall Threat Defense W AT 22 4% P im A 2 U7 18] VPN 363517 SAML 2.0
N B SR (SSO) B I AT UL FE1E, A HEfE Cisco Secure Firewall Threat Defense it &'
SAML 2.0 SSO:

* BRHEIERF (1dP) -Duo i i) W2 78 1 S R AEFE 7 LT FH 7 B SRR IF R BT 5
* ARSI (SP) - WS 4% 78 M MR S5 HE AL 7 I M S A S SRS R T 55 o
* VPN & i - 245 7 i oy il i i A ) B 8 ok $4T SAML 2.0 & 435l .

SAML 2.0 &4/ | F0 R %1
« BT LA T SAML BSR4
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 fu% RSA Fl HMAC [ SHA1

 fu2 RSA Fl HMAC ] SHA2

o BB 4 SAML 2.0 T2 [1-POST 4552, T SAML IdP 37 3k T fig
B AUTHAE SAML SP. £E W A st 645, EAREHE S RO RE .

o QRIS H G 47 HiME 5 5 SAML 3G AD Al AH < BE, e PGkl ik SAML & 473 360k i H -
ST ) SRR . (HJE, EAIER T Azure AD SAML, KA E 753 Azure AD [FIFH /2 ID &
B A 15 2% b OQIBRAIUE, 1D (RSN o

o IN3ZEFE DAP PPl TR A SAML S5 UEfEYE (GBI AAA RS 2% K 1% RADIUS & )4
UEM R 5 ) RADIUS J?E,' ) o BB SZEEST DAP RS A H SAML HIZH il {Hi2, A
SAML SO 96AES, kst & )mbt, KOy 4 8 v b SAML S $EHEFE e bt il

o RN B A R O3 T LA AR U A 5 SAML 1P [ RN RIE AT LA A B 5 4 B T
T DR AR AR N AT A o

o BT EBE 5 THAE B PR A 1dP R AR AU, HEIELU N R
o fE PP _ERCE 1dP I, 2N E 1dP 2 IE .
© JEUBITAE A2t AP MO B A E BT A R A

* SAML W& #1145 NotBefore Fil NotOnOrAfter 544 JBiMH B 18 SAML B & 1588 I 55 33X 9 A4S 4 A
TAZH:

* U5 NotBefore 5B 2 FIH.F NotOnOrAfter, W ¥ 78 75 NotOnOrA fter.

115 NotBefore + #IF T NotOnOrAfter, N NotOnOrAfter 4 %%

o WARANTALE NotBefore JEVE, B BIE KR4 S xiE K. W RATELE NotOnOrA fter J& 71 H.
ARV E SAML I, B 40 48 5 S5 3K

* JEUBIAE ANE 1A A SAML FR 828 1) Duo, 1 T AEXURI R S Bl (i AX0S
B s/ me 31 1) A 42 FQDN B2, X2 kel 21)% )7 i A CBR K Jub Bl 480 64T 5 3 Bl

K SAML 5 %A% Fuiic £ A F I SLSSECEEIP
o LEN TSRS A SR VFASSZ AT I IR 45 280 1
* CLI 8¢ SBL 25 FR AN SRR AN U B 2% SAML £E .
o ERIZEI A P SAML B M RAEAR S AR i S, RZIMR.
o AR ELATCE, AR N 2 A B B Hr s N, S8 %frﬂﬂﬁ’m& fltn, S

AR P AL T IPv6 JE4E 2R IPv4 JE4%, (EHR N 20N W28 n] fE SH 22X IPv6, iR
IRER o [RIFE, AE 22 AREAR B R MU ;zé%?FiﬁﬁTﬁEélEl@@J&ﬁﬁf%t& Mk A
O Y B E 22 AR BE IR B R MU T RE 2 A5 1 Sl

« Tl SAML Zhiig, 511K BB AE R LI TR RS (NTP) AR 455 5 1dP NTP %%
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o« A EE 1dP &5 n, BBV B8 SSO Y P B IR 25 7% o
* SAML IdP NamelID J&PEAfie H P I H P 44, - H TR 2k F VPN 216508 2

* SAML AR XTI 3l (SBL).
o RN FFEE SAML Wi s ke 2 AN E e .

A& SAML B =5 5% S T iE

FrIaZ |
FEAIH SR P B 48 SEFE V7 1) VPN L E SAML Hu U8 sk 20, AR 2 og i BL T 1
* {3 ] Duo Bk /.
* N# I %34 Duo Access MK,
* WEEI¥ SAMLG (3218527 (Duo) SREXLL M R
* S PR ALFE P SR ID URL
& URL
* V1# URL
* bR AR AT
* BUE SAML G R IR S A B e A RTRAIE B, WS TS I U8 Sk IS5 i o

A

ER LRI ) VPN S ) 00N TSRS I, T DU R R E
3244 (Connection Profile) ¥ & Hh 1) it — > Ffi pi % iﬂ&%%ﬁﬂ%&

FIE1 EFIRE > VPN > migisa.

FIE2 i EON L E SAML B IRAIE (RS FE D7 1) VPN SIS 5512 1) 4548 (Edit). 0 S0 dUH S, 1 4
70 (Add).

P®3 S EE SR E S E YRR (Edit).

FIR 4 P AAA B E, RGNEHIEIEA T (Authentication Method) "~ 7413 TFik# SAML .

WS EPEITHE N SAML H UG SRS 25 1E ) BB I IEAR 55 28 -

IR 6 MUELCHEY M) VPN Frdi i & .

BT R BN 1% EARAE R B FE V7 ) VPN S
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B ==samin

HXER
it BT AR VT ) VPN B AAA WS, 5524 1
fi & SAML 21X
%F SAML %4R
SAML FZEGZFR(E AAA FIBh AU ) 5% (DAP) HEZEN 1K) SAML Wr 5 3L 2 )@ bk #& T LU

GO R R SAML Wi 5 J8 ML E A B RN, ARG e TSR A R/ i o Uit J o vl )t
DAP i/, LDMELE DAP 105 HH 8 SUEREAATIHE A IX 28 % . SAML Wi cisco_group_policy 2 #
FHTHE ZN T VPN 2335 20 5% .

MASIF IR B R T
7£ DAP %1, DAP @M%l PR En:

aaa.saml.name = "value”
/], aaa.saml.department = 7 finance"

B PR H T DAP %8¢, W R

<attr>
<name>aaa.saml.department</name>
<value>finance</value>
<operation>EQ</operation>

</attr>

ZERM

DAP " R ZEHETE, Jf H DAP RO LRS!
aaa.saml.name.l = "value”

aaa.saml.name.2 = "value"

Active Directory memberOf /1%

Active Directory (AD) memberOf J&VEF:5Z2 5l ik LDAP i i) b B U7 20— U1 Rr R AL B
A4 FK DN ) ON J& Pk #os .

NI 55 242 AL S P <

memberOf = "CN=FTD-VPN-Group,OU=Users, OU=TechspotUsers, DC=techspot, DC=us"
memberOf = "CN=Domain Admins,OU=Users,DC=techspot,DC=us”

BN ARV 1) HEME Jegi 1 -

aaa.saml.memberOf.1
aaa.saml .memberOf.2

"FTD-VPN-Group”
"Domain Admins"

cisco_group_policy B AU fRFE

2 emg nl LUl ik SAML Wr 5 B ok F . 24 Ui f B 2 g e “cisco_group policy” B, AHMY[H)
W T IR Bl Sk ms
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FHia Z |l

RIS CAER S (a0 DUO) Lt B W i 8 5%, IFSE O 5 10 S 3 HERE 17 (1dP) FAR &5 3 ik v
(SP) W H .

ARVEME R, WS SAML 2.0 (5 08 5% SR E . 55 87 Il

P B R RO SR RS A 5 (IR MR LD«

a) MKUGER W& > WREE > AAARRS R > BAERRSE.
b) sl s B RBRSS 88 (Add Single Sign-on Server).

o) HNH UG RIRS ARG R, R)E i RTE

ARG R, WS BB r % g5 25 .

TEIEFEFE N VPN JEFERC S S I E SAML S 50 F .

a) W IRE > migmE.

b) i EO HELE SAML SAN A T S g (1 F U 0] VPN SR 1) 4ig .

o) iR ITHE ISR E SO, AR IERE AAA.

d) N\ BRIEIERRS R FHd R Ik fUF KRS 20 4

e) TRAFIEFEYT M VPN BLE

VLPC DAP Sl ¥ SAML 441

a) 1EFF i&#& > Dynamic Access Policy.

b) GIESHY DAP sigm I 41,

c) g DAP IdKE G I il 5%

d) miiAAA £ (AAA Criteria) > SAML 4 (SAML Criteria) > iR/ SAML £ (Add SAML
Criteria).

e) MY SSO AR 4% #s iR [fr) SAML Wi &5 d il it SAML 4414
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Secure Client 7] DL £ Ff Cisco iy & ity 8%,  FH# H AR AT Secure Client A HLHE (34 55 1
LA,

Sas T U FH T/ i i S 4R [7) £ 555 23 % RV BE Secure Client Fiblk . 4 1] P 42 84 g by dI, &
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FERCAS 6.7 B S maffeAsh, n] LU Hy 4 B0 rho O SRR o U B 4K Secure Client BEHL7) K 3|
LI IF AT B, AR)m, XSRS ARIV ) Cisco i 22 At T7 842
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HE
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o Oy RANE HAEA 2 E Y Secure Client BRI & A4,
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Secure Client 15 58

AMP SRR

A FH A B AT 283|858 Cisco Secure Endpoint CLAFTAR A [ 7] Z¢ 0 (1) AMP) o 1ZHHLH Cisco Secure
Endpoint M ARV A ASHLFE T 1 IR 55 2841 1) 28 o RBTHGR fit T RIAM I 22 A BE, AT DAL 4 %
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£ Cisco Secure Client 5.0 ', AMP J& HIF2/ 73 H T macOS. i&EH T Windows ) Cisco Secure Client
LML 5 Cisco Secure Endpoint /58 44 .

ISE £2ii % %1

i eI 3t Cisco Identity Services Engine (ISE) $UAT 20 22 4IRS EE, I an B #5844 I )
WERAE. BERGS, S &Mt . ISEFRME N AR S A5 o) 2 5 . ISE i 22 45 F
AT AT P i VAl o % i A Sk i SR A 2 i 22 A PR SR SRS . AT e e VAL B s .
S5 RS HEAT LUER, IR AL 4 R AR m] ki o

P 28 AT HL 1

A5 FH M AR T ek o) 8% T A0 A e s 2w N (R P R 40 o A8 AT DU R IR AE AT My S AR T A
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A ER B I Cisco Umbrella 7837 22 45 IR 45 5580 DNS J2 44, 4k, Cisco Umbrella 11 B ¥ 42
BNzt yE. ZEENS . FETEIR . Active Directory 525 £ Thg

P 222 &

5 FH A R 5 FH H Cisco Talos #2113 F51%) Cisco Secure Web Appliance (SWA). AR ER2> i@ i fH 14
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s WSA 83Tz (1 Cisco Cloud Web Security #%5 Web ¢4, AU E A 4.5 F1 Secure Client
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W 47y 5] E IR 2R

AR PR 22 A (R 55 2 JZ R4S, JFRAT B B B IE LA VT ) e A1 I e 2% o I 2567 i 7 PR ) 22
A7 ) B 8 B0 FH P B o6 B4 A7 M I 226 U i) B SCEAT A B

W 281 o) B PR 28 4F macOS 8Y Linux AR,

BRETFFIE

G RHT A 3l (SBL) FLiFH /- (56 5% Windows < B 5 b IERE it VPN 4z, 43% SBL itk
JG, WAZIAE Secure Client VPN Bo & SCH /B H SBL, FEK NN B4 N\ VPN 24301 .

W E IS K T E (DART)

Wi T H (DART) ¥ 8 240 HERIARZ WG B, DIHEER AnyConnect 225 R 2 ) il 145
T LK E e R % 3 Cisco TAC BEAT Mk HERS o

HIAEW R, 6.7 K EMCARIHT RA VPN 4 256 4 K )5 ] DART. 7E 6.6 X R RAH, ERIAEN
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1%

RSS2 5t (CEF) B S84 RS H P DY Be AR ER (45 S o BbfE BURE L FRATT T g H P 4k
4, ML Cisco k422555 Cisco Secure Clientff)Fis . A HEPE. PEREAH P 456 .  Secure Client A
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EC & Secure Client &R By RTIE &4

o F A I BT AT I B OCIR IR 7 A
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Secure Client VPN
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RIXIEFE B8 > VFATIE > EREFAIE DB B IG R D) BE .

Bt & Secure Client 23R A4 N
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Bt * xml

ISE 3 2 4= vEAk * xml. *.isp
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£ EBhEI %% Secure Client 151k

FHia Z |l

RIS BCE Secure Client FLERIFTTHESAE , 55 93 T Fl fiL & Secure Client BEEL[IHEN] , 25 94

W WRFLE, EEA NPT Secure Client B4 & S
WIR2 EHOUE R k.
a) MCEBERIFEIERERE N VPN 21 S b s In e & SC .
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PR G RE > ERIHE.

P2 RPN VPN SRS, AR5 s gmiE (Edit).

PR3 G NEERE ST, ARG YR (Edit).

$EA4 LB LEKRE (Edit Group Policy).

PSSl RERPG EIR.

PIR6 Al BPImRR.

LT i+

$IB8  NEPumiER (Client Module) K713 ik — Mk,
IR NETHMEEXXH Ny Rk S E SCrf, soad + e E s
R0 kb BRER T S U7 2 0m bR Bk
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B2 WERESIE 2R, HEELERT 2 1.

13 fUlifRTE (Save).

T—5#tta
L R B

2. JA3)) Secure Client, #EF VPN BLE A4, R5EHT] VPN, Secure Client £ FZ23& B L& W
PR

3. HHARCE. AXFEANGERE, WS KAE Secure Client BHRLECE , 25 96 Ui,

I&3F Secure Client f53RfL &

7E BB

76 BB AT BUF fiy 4 A A Bl & SO R Secure Client FEHURC & -
* show disk0:- & o B 31 F L RC &
* show run webvpn - #5224 % i e B TR {E B .
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EBRE LRBEETRA (PerAppVPN) miziria PN I}

* show run group-policy<ravpn_group_policy_name> - #r & %4> % )" i i) RA VPN 41 5l (1) 741

fRE.

* show vpn-sessiondb anyconnect - #1515 8% 4% 7 i VPN 2316 PGS o

AR iE

1. f#iH] Secure Client 15 Pl fHIEE 7. VPN 4%

2. B R E RO CAEA Secure Clientt)—#7r FHUIF 23k,

3. IGUFRCHE MECE ST CAnRA D 78 B S R G e & SO il s A7 B 5 A

£ BB

R LA S #4215 1) VPN 26 (BER > 327518 VPND s B R BRI R VPN %
Bl BT DLPREE S ) S A S IR L, [ I A 194 2 R F i i

rERRHgE LR ERETHAR (PerApp VPN) itfEifia] VPN

MI84# ] Secure Client N8 44852 VPN RN, B & (BFRAMNANHPRE) #imid
VPN %,

XFT4E Android 8 10S FIzAT AN B4, v LARRSIE A VPN BRE I H o 3X 0L T H IR fE
i1l VPN F5 A4 Per App VPN. 24 [l Per App VPN, #5420 22 FIC B 55 = 5 85 5 % 4% & FEL2% (MDM)
M. 5 MDM 1, 8% T i VPN FEIE A H 1) CHEAER 5136 . 80T LAAE b i Sk g
JE H Per App VPN, LU/ [#] MDM 1] LATERS 235 5% bR F 48 11 35
s
WA FE V5 1) VPN BRI A CUAEHE IR 8 F 6 e Ak A 4 -

o PERE - BRABIAL % 11 VPN L R VPN R i 65 U5

o LY - ORI L VPN BEIE G288 3508 B AR HEHE R TR R N (R 50

AL E Per App VPN B%i&E B9 AR XA Al

AR &1
o HANNCE A = B B B HAE (MDM).
TAZHAE MDM A B Tt AE BB A1 Sk 15 4 G B SR VRAE VPN A A B
AU Cisco # A T % HhLy F % Cisco AnyConnect Enterprise Application 1% 2%
fas T B T Hok 2 X Per App VPN il

EiginiE VPN I}


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/deploy-anyconnect.html#ID-1425-0000015f
https://software.cisco.com/download/home/286281283/type/282364313/release/AppSelector-2.0

iz VPN |
B #ceammwsmD

YEAT
* Secure Client Premier, #{ Secure Client Advantage.
o FERBARF AT R 2T VF Y R DI fE
BHE RO TP IG IR D BE, T IKIEFE BREE > W RTE > & REIFATIE.

WEMZNARRA ID

L ST FT LSRR 1 B B B A (O T PRI VPN 2T, a5 A 00 s A B o Se
SR

FeATam 2N WA R P B s i ah ERIRS B i A PG (MDM) LS Per-App Sl o IXAE AT LRI AL 1
SO E o AR R E EAE T OB S VRN ISR, W 25U 5 B PSR Y ) 5 B A I FH AR
ID.

NHID (#5108 AR ID) & % Jnl DNS A FK. & A s H R S Il Rcsr. #lan, **EoR
RN, com.cisco.* FRTf Cisco NH.

LfE N ID, EHAT L TR

* Android-7E B 2530 W45 T 42 Google Play, ARJEE SN IR . i ZE ARVFRINV ] (BUEISAE
N ED , SRJEEE URL. N ID f7F URL W) id= 244 I, 1, Facebook Messenger
) URL 41 F, BN A ID /& com.facebook.orca.

https://play.google.com/store/apps/details?id=com.facebook.orca

X Tl Google Play JoiASRAF I AT (FIAE B QRN AD » MR MR AIRER SN H]
LASRIGZIN ] Do Cisco AJGAEfT A TN F5 45, (HIX LN 22— W B i A2 JE I 75K

« 1OS-WH HEM T IERFREINE ID. LU &—Ma k.
1. SR web WA ()40 Chrome) #2R N HZFK.

2. HEHREE S, A Apple App Store N EIZNH F15EFE . #9141, Facebook Messager #§28
LT

https://apps.apple.com/us/app/messenger/id454638411
3. Kl id FATH SIS . AT, B 454638411,

4. FTIT—ASBHINSE R T 1, AR RAZ AN 2 LUR URL KR
https://itunes.apple.com/lookup?id=
FEAMIH, BP:  https:/itunes.apple.com/lookup?id=454638411

5. RGUMIRARIE N BOCARIA, ZSCAFE T AT 4O Lixte TS
6. ESCAGIEA: (WIS B0 I, A4 K bundleld. #ill:

"bundleld":"com.facebook.Messenger",

EABF, YR ID 25 com.facebook.Messenger. PLUILAE AN ID.
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mExFumneNEE [

AN ID FIF S, S5 mT LA B fift e e 5 s

BcEE TR A aY VPN BB

ZHIFHCE MDM B JG, B80T ATE BB i Sk 4 b ) Per App VPN 7EK3 i IS, #8110
MDM 4542 38 1k VPN 32 31 Al 93 2% (K 15 ] o
FrIaZ |l

* BfRE CAE B HE O ARV ) VPN SR .

* fiff F§ MDM Bl E Per App VPN, JFK4E & % &1 M 2] MDM %525 .

* N#J Cisco AnyConnect fMV 5 1 FE2% .

1 fITH Cisco AnyConnect £k H i HE4% € X Per App VPN HHg .

AR W QNE —A R) £EBAF SN, JfE MDM P SCRVFRIN ] HJE, BnT DL K dmfi
S ESVFAEBIAN RN AN o N R B RN N, 15 1 I — A4 FRAT N T AR B TD O A4S
FI R AR . AT OSREUN ] ID RTEANE R, 523 e sl KR 1D

T AnyConnect 4V F & #6461 SCHF Android 1 10S P56 (1) £ &R 1F Sng, AT L R
1

a) M Rz E kR Android 1E 47 G, FERCE LRI
* ZIFAFR (Friendly Name) - i A\ SRS ) 448K B4, Allow_All
* App ID-%I N *.* DUVCHEC T o] e A .
o HABEIRFEA AL

b) M FHFIRFIER IOS E N &M, JFHCE DL R &I
* REFZFR (Friendly Name) - fi A\ SEHE (440K @11, Allow_All.
* App ID-% N\ *.* DUUCHC BT ml EAT R H .
o AR AR
o) RUIEF: KA > ERE KRG USRIURIS T base64 Hifid 715 5
b5 R AL SO BB 2 SRS R BN XML SCPE . St . AE BB ECE Per App
VPN I B IR/ 5 .
{F ] A HEE O AE BB Sk B4 R Per App.
a) JEPEIRE > EIRHG.
b)  EPEEFEVT ) VPN S, K5 S YREE (Edit).
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B zisrupms

o) IR MMEREE M, AR5 SdigREE (Edit).

d)  ri4miELAKEE (Edit Group Policy).

e) Mili REEPIH LK.

0 sl BEXEM, Rl +.

g) MNZREEPIKBM FHHIFRTEE Per App VPN .

h)y M BEXBMEXR FHgEPEEg, sokid + 4.

4 Per App VPN 8 BT IH) B 2 SUBHEXT ST, 1% Cisco AnyConnect £l W H E R #% H 1) 44
R ULHAFN base64 il HEHE 715 B

i)  JAUHRTE (Save).
i) AR, KA AT RTE.

W3 AE EHL

T—5Hit4
1. J8%h Secure Client, %&$ VPN FCE S, R)51%H:3] VPN,
2. HRARCE .. ARFENERE, WES BAEREA N HECE , 28 100 1L,

WIEET M HEE

7E BB BA1E
15 BB _EAEHI LT diy & A5 Per App BT & -
* show run webvpn
* show run group-policy<ravpn_group_policy name>

* show run anyconnect-custom-data

FE&im
L5 BB ST VPN IS8 G
1. S E Fit{E S ElAs Secure Client.

2. BEIERER (Tunnel Mode) $5J& “M HF%IE” (Application Tunnel), 1A “BFiEFTA =" (Tunnel
All Traffic).

3. BEENZ A (Tunneled Apps) #41 Hi#& 7 MDM H i R e i .
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A EFH R

IZF2 3715 VPN 7= 15

ARRFIB TR PR RE2E Pin w5k

iziiia ven =51 [

AR B4 VPN {8 H] Secure Client 3] Cisco Secure Firewall Threat Defense 217 1] VPN

PSR REE I SN R OTTR DS L BU R U

S BITAEN A P KR S5 TR (QoS) BRI B Ky 9 »

DB DR B L B2 s A T P AN A B G BERCE,  T DULSEAC B G BE B, Bk
HE 98 A A B 25 o G R U0 el ) e TR, BBl 1 2 5 ST e A

TR | AR RIE EXER
1 O P A 7 LDAP 41385 Active Directory 4RI 4TI H 5%
2 Dy G B U AT RO P BB | - S B QoS Sl LB QoS K .

QoS M F1 QoS HLN .

* 52 BLE QoS M LAAIZE QoS AL,

3 fid B AR V7 0] VPN SRS, JFEPEHal | GBI fe v ) VPN 5emg , 55 12 70
RIS T P S IRALE .
4 B RV M) VPN S TSSO O

LR YR

ID 8937 [e]4= &1 A N {E B VPN &1
LB | R RE BEZER
1 BRI A B LDAP 4tk sk, Active Directory 45 F145i1ek H
o
2 Bl 7 B ) SRS I 0 5 4 FE T * WGSBSy g LG S TR .
152 GG 0 DL S 0 B
3 W5 B A SRS 5517 ) 928 T SR A DT o P LAt B M 55 177 ) 42 S AH DG Bk
4 fid B FE U7 ) VPN S, JERPERE) | GUaHr i R Vi n VPN Sl , 55 12 70
R EIEAT P S 56
5 HE L FE T [A] VPN S0 T B A

EiginiE VPN I}



management-center-device-config-76_chapter70.pdf#nameddest=unique_1137
management-center-device-config-76_chapter20.pdf#nameddest=unique_876
management-center-device-config-76_chapter20.pdf#nameddest=unique_877
management-center-device-config-76_chapter6.pdf#nameddest=unique_126
management-center-device-config-76_chapter70.pdf#nameddest=unique_1137
management-center-device-config-76_chapter70.pdf#nameddest=unique_1137
management-center-device-config-76_chapter76.pdf#nameddest=unique_1618
management-center-device-config-76_chapter76.pdf#nameddest=unique_1619
management-center-device-config-76_chapter42.pdf#nameddest=unique_873
management-center-device-config-76_chapter6.pdf#nameddest=unique_126

wigipiE VPN |
B ==mwoasicssnri

Fic & BB B 1 % UE 5 519 35 iE

ETZIEBrI S0

BT Z UL K B Oy S UE SCVE BB A R UE T LR AR . T ARG RE R AN VPN JEHNC B AT
ORI S O AR R 2 M. ErTLLY AAA SO RAES G . TR VPN JERT
I I 2 AR IE TR A VR R UEAS R GV S UM P A B S Ik . BR 10 (K 5 ik
PREAT AR IAUE LA S ¥F RA VPN U5 ) 2 4h, SXFEIE AT LU DR e m U i e o 87 B GY AT LR
Pt NTHEELIE A2 F P e AR B P 44

WRALE T2 METUEB RS0 50AE, W4 VPN & 3R I ANIE S :
—MEH (First Certificate) - % 25247 5 A BAE KT HLUE TS
« BZMESH (Second Certificate) - X} VPN H /2547 B3 56 1E (K F e 15

AR BUP B A AR I PEANE S, TE S I B A S

BR %
* ZAET S BAE 1T 2R IE A B PR A
o AR I ASCRERE T RSA HIIET .
o AE A RGOSR, A SRR T SHA256. SHA384 FiI SHAS12 [iE15.
< IEB S IRIEARGE S SAML G433 4s S

MIEH FRETEH P &

TUEFEH P 2RSS VAT B 7B, IR T 5 42 AAA B I0IE (R o W
ANUEPHEAT B MU0 UERT, 7 EE 5 AT LA TR 7 Dh ik B A IR A 0 ) 44 B0AE . BRIAIE LR
TP AR AR ON A% I s —ANET) o wRE R “00r

157 (Certificate Only) B3I UE ik, TUEFAMIH S 4 24 FHIE VPN i P 4. Wi e H AAA FI
WERGRIAE, VPN 23l 5 48 56 T Wi 78 vk 1

AIFEREN VPN BLE 2 iEE S 565E
1. 7E Cisco Secure Firewall Management Center Web %tifii I, #£#%i&#%& > VPN > T2 EN.
2. GBI U SR, B BT R SR AT G
TS G EUR ISR UG ] VPN Helg , 5 12 7L,
3. MEPEIERENC E SO LARE Z AR S0 E, AR5 Al 4REE (Edit).

VS G BN E SO L 5 22 T
4. P AAA, RIGIEPBMIIEFA X (Authentication Method):
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| s&#2ipis VPN

mEsmasiEsaniE ]

3

Edit Connection Profile Q

Connection Profile:*

financ-user-group ‘

Group Policy:*

DfitGrpPolicy v \ +

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication

Authentication Method: ‘ Client Certificate & AAA v ‘

[ ] Enable multiple certificate authentication

Authentication Server: [ Internal RADIUS v ]

|:| Fallback to LOCAL Authentication

v Map username from client certificate

Certificate to choose: ‘ Second Certificate v ‘
(® Map specific field
Primary Field: Secondary Field:
CN (Common Name) v ‘ ‘ OU (Organisational Unit) v

) Use entire DN (Distinguished Name) as username

[| Prefill username from certificate on user login window

Hide username in loain window

« (WERPRIED - A& il 5 P AT SR SR . & S e 150 J07E VPN 25 ) bifg 24 i
FRCE. BUAEO R, A URAE B bl B CN R OU. a7 il 5 (1)
HAhFBebdge TH P4, WA “37 (Primary) A1 “%i8)” (Secondary) 7Btk i i >
1B

« T RIRIEFHF0 AAA (Client Certificate & AAA) - fii ] AAA FN% 7 i UE 0 IX P Bl & 43 36 1E 24
TSR AT S B0
5. WPRBA%IER 54 IEIE (Enable multiple certificate authentication).

6. MEPFBRETE FimiE$ PRI P& (Map username from client certificate), 4% & M AT 1% BIIEH
(Certificate to choose) T4 & PkFEUES, DUEMHFALUE M b p k£ VPN 2535 1)
M4,

« E—ANEH (First Certificate) - WS T HIE BT S 4.

imiziis VPN ]
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B ==smmasissnni

* £ ZMEH (Second Certificate) - W FH U UEFh i S 44, DMEXT VPN AT S 56
1k,
7. WCE P I BN B S B R VT ) VPN W
8. TRATIERLNCE SCAFREREVS M) VPN Sl . 76 BBt bR B m sl VPN SR

A IRIZFEVT ] VPN AAA WE G, EZSHECEZRETIH VPN [ AAA WE , 524 i,

DAP FBJIERECE

8T LAAE DAP Gl sk RS EIE B4 F ko K AE 2L P S r B0 UE N VPN 25 )7 i e 21 - HI - A
THEHLUE N2 3225 ) o) 50E (DAP), LA ORGSR 1E 55 B O B Hems o 48m) DURE 5 B
il SRS RS, AZUE T X i e ST S SR IE

1. KIRIEFRIRE (Devices) > Fh7sif7ia) 55 #& (Dynamic Access Policy).

2. SWMRBLAH DAP SMSEEIEHT ) DAP HENE, SRS G % R .

3. ILHEHUAM DAP sk, SEIEEHT ) DAP sk IR ILHE T g4 -

4.  EFRZRIEE M (Endpoint Criteria) > iE3 (Certificate).

5. EFFILELAIFERAE (All) SUES (Any).

6. AR (Add) LAZSIIIEAS R Tk .

4

Certificate Criteria X
Certificate (@ Certl (O Cert2
Subject | Issuer | finCA SHA |
Issuer ‘ Name H Finance CA ‘
Subject Alternate Name ‘ User Principal Name H Finance Group Cert ‘
Serial Number ‘ 0x04C11DB7 ‘
Certificate Store (Z) None (® Machine (°) User

=3

7. EFIEH Certl 5 Cert2.
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zreEAveN win iz ||

8. EPHERE (Subject) FrHg ik 13 0H F -
9. IEFEMMAMAE (Issuer) A5 UE MR HLFIA FK
10.  EFERE B ZFR (Subject Alternate Name), Jf 44 ] 45 & BAC L R
11. 8T F%IS (Serial Number).
12. HEPHERFHEX (Certificate Store): o THEAHLEH /.
WEE I E AN — A SR A i b B AN P PR IEIE A5 A7 i X
13.  AidifR7FE (Save) LASE BGE B 4F R E .
FCE i i) DAP LR E, SRJEKE DAP S A VPN Gk,

11Kk DAP ITEAIME R, S 8l Ui ) Sk .

IZFEFEN VPN BT RE [ iR

Ihee IRt | EERE EAER
=IERA | &IKEA
VTIEREE O _F ) IPsec | 7.4 T 1£ Cisco Secure Firewall 3100 £l Cisco Secure Firewall 4200 %45 F, £7&
VTR aRIiTh VTI Ml O _E H3hJE F IPsec 40 723t -
A P i H g X 7.4 UR=% 0T DABCE 2245 ) v o SR 38 ) VPN ke 4 7 e 4

B R, UM A SR IX A [ 5 SR B i«
* GUI STATIHE &
o IR AIE B
. A
o TEEHISOr
o A SCRBTE T H A
o R 2Ry
BB U B
c X H > WREE > VPN > REEAIRAEN
E

cRE>ERERED > SR >REFFHEEX

WAN LI AR it WAN B8 SO FTR PR
PG R 5«
#hE > #=HIE R > WAN f5E

WAN fi 2y ifilige |74 3

i
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B e venomemeies
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EIEFL
KA

R A BT 4
RAKMRA

FRER

SCERIE R SAML

7.2

(=S

FATHEHr TR A VPN BUE [ 7, PSRRI 5 A SAML #E47
FTBIGTE. 0T LUK RN VPN LB 4 72 Kt SAML S 30 iiE 2
A TSR P e T AT SR B0 E

IPsec 431

7.2

&

{E Cisco Secure Firewall 3100 I, ERINIEHL R0 IPsec Jit. HIUREE
IPsec 3 14 [8] VPN BRI FEV) 0] VPN %4508k (SA) J5, IPsec S K 4 4
WS I AT g FE T TBES (FPGA), XN iZas it mix & T ge.

{4 0] LL# B FlexConfig Al flow-offload-ipsec fir4> 5 i & .

Z A~ IDP 51T 3 HF

7.1

£

il

Cisco Secure Firewall Management Center 32 37/ ] Microsoft Azure %
AN G-I P E AR AL XSG AT ] URAG A [ AR IDI 2 AN N
B HATHE— S UEF .

AnyConnect VPN SAML
AR B

7.1

3

G

T IAE T DABCE AnyConnect VPN SAML A3 2%, LU FH HoAth 5 473
USAEIETH, B TE %05 5 4y 5 AE . WebAuthN. FIDO. SSO. U2F L%
HH T Cookie FRIHE AMET 253E Y SAML KK . 4448 F] SAML 1 by s f%
Vi ln) VPN R B SCPE ) 3 S B0 UE 7 v, T BLEFRLE AnyConnect
P i A5 FH 250 7 i (4] A 0] B3 45 110 AN /2 AnyConnect 1 A U P28 K
1T Web SUMGAIE . IR I AT AE S I VPN B 43 5 1E A A Al 2 5f 22 1)
JA FHER BB 55 (SSO)e U B MBS R T VEAE IR A S W #3 HH UAT 19
Web S S6IE 755 (I B DR AE 5 4 B UEFH Yubikeys) , tHATiE#E
I

AT B TR YT 1) VPN EEERC E SO, BULER T LA & SAML
BXRRLE

ZAUEH SRR

7.0

Cisco Secure Firewall Management Center I{L7F 37 £ 2 FhRE THE 1K) B
B B 30E, ARG UELAS B 2 UE D, IR A A 2 Al A TR 5 45
BEAME o] USSR R P I Sl T, DME RV ] AnyConnect 2/ Ui gk
17 VPN $ X\

VPN g3yl

7.0

VPN S i o A2 i Ex & s G B il o0 4, JFE S LN BE e
Z AP RO RN VPN 231k, A% B A AR S 4

AnyConnect H & & 1

7.0

Cisco Secure Firewall Management Center J#£ 32 AnyConnect H & &
PE, ISR AL S AnyConnect 75 7 S D) BE (1) JE Al Bt , 1 JC T 76 18Uy
7700 E- A oned X S Ty 1) A G A S

ARSI S 3 AT

7.0

T IAE W IEH Cisco Secure Firewall Management Center Web F [ £ &,
JUMS A FRECE R EL P, OO R I RN VPN B IRk
BEAHH .

7.0

DU, 0T DL PR R IR B HERRAE BB IR0 S R N VPN A 1 ] VPN
P E 1 S
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zreEAveN win iz ||

Thie EEHL | RARE | FEEER
RIKMA | RIKMRA
SZFF AnyConnect fith 6.7 EB=y Cisco Secure Firewall Management Center I 7E 3 ## L & AnyConnect FRER
Hic NIC B S DA e e 4k
Y LDAP #7248 6.7 1T 14 0] LI ] Cisco Secure Firewall Management Center A3 f£42 N\ VPN it
& LDAP #Z4L.
mHEHEN VPN [ 6.7 R AT LA EFEEEN VPN K SAML 2.0 R 45 2% HC Bk 5 5506 55 B A0 311 R
SAML ¥ i 6o S HF 55t o
AnyConnect ¥ VPN |6.7 A= BB SRV ] VPN SCEFRCE AnyConnect 5 B VPN fiiE, %b%iE
S SERERT FEVFAE AR 28 i i L IS ok VPN EE R 30 Aoy, 1 JCHT VPN H P 23
VPN,
SRR AR 2 242 | 6.6 = DTLS 1.2 BL/EZERIN SSL &AL — 2y, JF H'gw LA TLS 1.2 it
(DTLS) 1.2 B .
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