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Name © 10.10.4.231 (VPN /P: 71.1.1.1) HUB-HA1[1010.4.226] (VP..  EBGP-Topol
EBGP-Topol
0 o 4 10.10.4.232 (VPN IP: 12.1.1.1) HUB-HAT1[10.10.4.226] (VA.. EBGP-TopoT
EBGE=Tope2 0 0 4 1010.4.231 (VPN /P: 11.2.17)  HUB-HA1[1010.4.226] (VA..  EBGP-Topo3
EBGP-Topo3 o o ’x 1010.4.232 (VPN IP: 12.2.1.1)  HUB-HA1[1010.4.226] (VP..  EBGP-Topo3
EBGP-Topo4 0 0 . 1010.4.233 (VPN IP: 21.2.11)  HUB-HAI[10.10.4.226] (VP..  EBGP-Topo4
SVTI-SVTI-1 1010.4.234 (VAN IP: 22.1.17)  HUB-HA1[10.10.4.226] (VA..  EBGP-Topo2
0 0 1

LEAR VPN BEEME S VEA R, 5T LR 8 AE:

1 A5l bra iy fEpgiE .

2. niili BERETERFR (O) Kir. REUK RS BEE VRS SN 2 8RRk .

3. A TR CLI FMER JETR, & IPsec LAKIKM show A& ATELN (B .

Tunnel Details 9 X

Summary

&) Node B (7

Transmitted

IPsec Security Associations (1)

(Lot ) rummel [ rs Group 21 R ke v

Outbound: 5.25 G
10:14:04
Remaining Lifetime for SPI ID: 0

Inbound: ( Outbound:

i (VPN Interface IP: ) (VPN Interface IP: . |

show crypto ipsec sa peer show crypto ipsec sa peer k]
show vpn-sessiondb detail 121 filter ip. show vpn-sessiondb detail 121 filter ip..
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B o sowan s amiEss

EEREREMREERED
AR TLMENE VIR CEE VT,
1 k& > REEHE.
2. pilirPL sy STBER R g AR KA
3. Aii#EA (Interface) LK.
4, i ERIREE (Virtual Tunnels) IR,

A LIS B R VITRITEAE R, Pk, 1P ik, IPsec Bix. BERIEJEE: CIVR4I{E . $db4s
R R R XS 45 TP

TR TSI DVTI 828560 A RN $Z R -

10.10.4.226

Cisco Secure Firewall Threat Defense for VMware

Summary High Availability

} Interfaces [AUGTEIRITILEE

Device

Routing

Interfaces

Virtual Tunnel/Interface Template

Inline Sets DHCP

THPAT LU #R A

VTEP

Tunnel Source Interface

SD-WAN 18t |

Tunnel Interface Logical IPsec . Remote Peer Path
o Enable Name Mode IP Address Hardware Name Logical Name Topology 1P Monitoring
Tunnel1l0 hub_link...  IPv4 22.22.21.2/24 © GigabitEthern...  hub_link 20.0.01/24 SVTI-SVTI-1 20.0.0.2 Disabled
v Virtual-Templatel VTIZ IPvd 10.1.0.3/24 @ GigabitEthern...  TUNNEL_SRC_1  100.1.1.1/24 EBGP-Topo2 Any Disabled
Virtual-Access1 VTl d_va.. IPvd 10.1.0.3/24 @ GigabitEthern...  TUNNEL_SRCA 100.1.1.1/24 EBGP-Topo2 Any Disabled
Virtual-Access3 VTl d_va.. IPv4 10.1.0.3/24 @ GigabitEthern...  TUNNEL_SRC_1 100.1.1.1/24 EBGP-Topo2 Any Disabled
Virtual-Access5 VTIlva... |Pv4 101.0.3/24 @ GigabitEthern... TUNNEL_SRC_1 100.1.1.1/24 EBGP-Topo2 Any Disabled
Virtual-Access6 VTI_va... |IPv4 10.1.0.3/24 @ GigabitEthern... TUNNEL_SRC_1 100.1.1.1/24 EBGP-Topo2 Any Disabled
— =N = . SYAN N —_
PRI T SD-WAN i) T AR R O X A BEE SR AU 1 (SVTI) 7l :
Cisco Secure Firewall Threat Defense for VMware
Device Routing Interfaces Inline Sets DHCP VTEP
w ual Tunnels
Virtual Tunnel/Interface Template Tunnel Source Interface

Tunnel Interface Logical IPsec 5 Remote Peer Path
Name Enable Name Mode IP Address Hardware Name Logical Name Topology p Monitoring
Tunnel outsidel... IPv4 251.1.1/24 GigabitEthern... outsidel 11111/24 EBGP-Topo1 100.1.11 Disabled
Tunnel2 outsidel... IPv4 2611.1/24 GigabitEthern...  outsidel 11111/24 EBGP-Topo1 200111 Disabled
Tunnel3 outside2... IPv4 56.1.1.1/24 GigabitEthern... outside2 11.211/24 EBGP-Topo3 100111 Disabled
Tunnel4 outside2... IPv4 5711./24 GigabitEthern...  outside2 11.211/24 EBGP-Topo3 200111 Disabled
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| sp-wan g
so-wan magesiEmEs ]

SD-WAN [1i] 5 M FRUC ) TP uhibytols TP kb 43Pt 25 X S b e 422 1 o

KIEHOFIS 32 ERIERE
LR SD-WAN 6 4h (O FIAR S 10 BGP FCE, AT BA T #R4E
1 EFRE > REEE.
2. Ui PR sy ST B IR g A A
3. iR & (Device) I k.
4. piii M (General) R CLI » RGUK R CLI #BEHERR (CLI Troubleshoot) % [
5 1t ¥ TBRPEMALU T4, AR5 AT T
* show route

* show bgp summary

SD-WAN If1 g B9 {5 F =1

o A3 B A R RERE O (DVTI) f462r SEHUR 5 ot (i (s
o i FH B H RN (DIA) KN R I & 0 SCRLAS % rh 34) B35 )
* {fi[f] Umbrella [ ))B% 18 O3 FLIE MY I8
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/usecase/b_wan-deployment/m_dvti.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/usecase/b_wan-deployment/m_direct-internet-access-usecase.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/usecase/b_wan-deployment/m_sase-umbrella-usecase.html
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