FE $AB6 ER 25

ARZEA T RT REFU K 4 () BE A & LS 0L % H 7 Cisco Secure Firewall Threat Defense 115
2/

o KT HERM i SRR L B 5 5K (VRF) 58 1 T

* F e SR B OB s B, 587 L

o REFLES BHAR I ER AT HR 45, BB 9 WL

o UL b A R U RN BR ), 55 9 WL

o EHIRLL Web FEIT - B DOEAE O, B 11 T

o EPLRERAE thas . 511 0L

 BUELREAARR BH S . BB 12 0T

o IS thas , 2 15 0L

o BRI ARG E R, 2B 16 UL

o JEPLEK FHAR IR g sl sk, 5 54 1L

KT RE $ULES BB 25 F1 RE B% B 5 %% & (VRF)

AT DAGIE 2> RE L i s I AL ol e hio . i TR SRS i A8 40 H SR TR,
DAL T B 58 4 7 B 28 T 6 (R R o

DRI, s ml DU —2H 30 P 1) 0 2% 6 D P A B2 S AN R TR 2 SR IS o 4534 mT LA P R 0L 18 et
A H B MU IR P S B R, I, REIT A R4 by — fRE T ddk A A o9 45 o 4

JEFOLIHS P H4 S it  FOL PR AT R D RE ) “ AR A JROA (80 VRF Lite) , "EANSCHEE BGP 2 Philld™
J& (MBGP).

U LS AR, T ZON B s e O . AT LUR S e 2 D s — A LA — A L e
fivo ARG AT SE SCRFAS R 1, IR HEAUL (h 2510 B 1 P (140 OSPF 88 BGP) o ifw] {4
AN WA 6 v TSR B R, DU 2 Wk PR B S A P A RO e A ] 0 2y A
A AEHTREAURS thds, TAER PR 2% L AUEZ R W I 4%, DU DRI 28RS K 0L e 2 1)
TR B

H T4 R ST AEAE, DRI ] DAAE R O0 6 bl 2% A AR )l S (R b bk 25 1) o il m) LK
192.168.1.0/24 Hutik== 8] FH PN ) R RS 2%, 4970 ]l AN S A Bl 4 0 =7 5

| bt |



Engms |
B srenzmmzmazwm

TEERD B HEAULHG i A A7 S 0 A BRI it T 3R 9, dn SRR PR T 1 3 e R UL
ar ZEE R i H AR e 0 O RE UL T 4 (1 s 1% 1 o BT R

KT RIS B 2R A0 7S VTI

EIE RS VTI

T DAGEE AU 8%, REBhaS VI L IX e 0L th 23 K,  JFAEM 28 h g esh s VTI K Zhhe
LCREBhaS VT L 4 Ryl s SCRR RSOt b 45 DRk WﬂuR%H*AM*VH\m%*Aﬁﬂ%
EER

b5 DLR TG (1 R0 Eh 25«

* Z)#& VT # N = N VRF (IVRF).

* BEIiEYEEZ B A Front Door VRF (FVRF)s.
BN VT K IR 52 AR I 2% 42 11 A6 Z50 e - [ — RESPA th 4%« 0 Z00RHA5 T TP 45 VRIS 25 VT Bk
SF B[R] — R AU Fh A% o BRI IR EE 1R LU 2/ B SO ph A (0 — 340 .

BAE BN VTT 58 1 13l i8] VPN OB L ey, 1620 W 2h & VTI RS R U
Hias . 22 0.

HRBCE RBIKPEA S B, ES 0 i FHshZs VT 5 2508 VPN 47k B 2 AN RS 211
M Ega , 55 33 L

fAE AN VT BL B SR 88
SR AL A L A VPN R A BN VTT RO MR ph 28, SIFBRAT B R geffe s
IR HRRLIRE EE 2

—_

A A MK R AS VT LRIy 32 B0 | G E T 1% b ok A /) VPN
FAS VTG 2L T % i i3k 4508 VPN

2 O RSO 45 o O g 4%, 56 12 0
3 et oy o g R AU h as o W AR P % 5 12 0T
4 Oy PR S T T B SRS O HH R S R A I L
S Oy TR S R I T i) 42 T SRS DA HH R RS 2R 1 I 2

FE 0L FH =5 B9 Bz A

T DU P R AL e b B B S S B g R, DAL/l o s FA 3 ) 22 4 SRS PR R 4 PRk,
JE UL rh 4% T LA B S

RN BN TR T 1B i e R o e 7 ) B i

W EngmE


management-center-device-config-76_chapter37.pdf#nameddest=unique_1103
management-center-device-config-76_chapter37.pdf#nameddest=unique_1105
management-center-device-config-76_chapter37.pdf#nameddest=unique_1105

| mnissems

spmppexnEnzns

o ANTFTEITY 294 226 R ] 22 4 SR A B
o ANTRIEST T o 9 2% fR L LR R RN

ERMAREXBERIEBR

EREMEBS
WF BAT B H DI RE %, RASERIANGIE 2B H 8. RESHE M T EN
ECL A R RS HH s o % B DA DUE T e X RE AL B A B A S RE AL A o AR U B
TN T2 1) AT REH0L % B 28 DO RE I RRCAS I, LA EHA B E T o s A 4 g o 406 ER 2 1) — 3840 o
AR EXREKBEE
FH € SR R0 th 2e e R B g s . ] DULE — B Lald 2N B h s . (HeE
ATATINAGE, — AN S L RE ey — AN o U BT 2% o EARHH 7 e SCIP) R HUL% Hh 2 S it
Yo & IhRE, HIUH DB REANAE 4R R LM th 2% A2 3 R . P s U RE 400 Hh s S ek T e
BG5S A VPN (B85S VTD  GRESAIZE VID .
T IEHIThREAD S IR R BE
1 U REAE A Jy e L% 2% L C DA R D) RE:

* OSPFv3

* RIP

* EIGRP

* 1S-1S

* Ak

o SRIEAY I i (PBR)
T8 L ) Flex Config SRR ISIS  GEZ [ TIlE XK FlexConfig X %) o JHUAIXLETHENLE 4>
Jei RE R 2 1

DHCP It 55 #5 1 20 B 2340 F I H2 3R A1) WINS/DNS IR g5#5 . b 1 SR A 4 ) s 408k 1 2
Mo

T LA REANFH P 5 SCIRD R 00 ph 88 B 8 DA Dy
o BRI AL SLA sy
* OSPFv2
* BGPv4/v6
o SRR S (IRB)

* SNMP

bt |


management-center-device-config-76_chapter81.pdf#nameddest=unique_1110

Enns |
B e=swumaszsns

MEWERY IR RGEEN, RS T I (BHRE) « XD ] 4R REAUEs e
PR . KRR, WERZIIRERLE TR0, W Us T2 R s i ds . 10— 200,
ARGTCWRATIN T8 B A2 A I AN R 55 A 1 1, e e e 4R R UL e 4 R A T it e
T
* DNS I g5 s HI T HT U7 1) 42 s RO h A P PR 52 A BRE A48, sl b ping i & 044 Bk i 2R 45 €
any 152l DNS 55 s B3 1, MR GUANH 18 42 Jm) REAOLiE e 2 T i3 1

* T VPN [f) AAA RS- 28BS 3400 HUREAE 4 R PLG s 3 0 ERCE VPN Rk, H
T VPN [I4h AAA JIRS5#% (1 Active Directory) A5 nJ i it 42 J) e FUL K H 2 v 042 1 5 1)

Fic B 5k W& LA 3% R R +0L I FH =%

O RSO AR I, 2 RSO T 45 K 6 R e 2y F1 3 4 SR R 0Lt o 25 AT AT A KR 038 £ 250 BT
Ko HIE, LKA AU R

B, R EIEH] T AT P FR 22 A DR U5 R U, 2R T T B A RO
s LT . XS BRI R AT A BRI AR BN, wRENTA R #AR BELLE VS ) AH TR
I NS URL 25

(HE, R AT ZEOA L rp A R AUk o 5 B TS, U 2 G R 35K 2% 5 R UL % (4
A SRIG, AR AR FIIERT H AR A b 8 TR 0L o & R A ) 22 421X

A3 S8 FH 8 53 5 47 B Ay 73 BE 5 P R UL ph 8 R4 AR 22 4 X, 88T DUAE DU S b 2 5 R
S A SRR R«

o i) 4 SR o

o NIRRT

* SSL fifp s S o

o SOy SRS A S 0 TP M hE O o G LA R UL b A T S s R, S E RO A A
Fh 2 O 2 A R A5, D S 7 SRS O U v T s

WA KON Fh s A L = ), U S FH 22 A DX DR FH IS A R SR ol an, W R AE AN
FRP) EFOL K A A 192.168.1.0/24 kb= [R],  JUIHEE 192.168.1.0/24 19 45 115 1) 42 il AR KE Y.
T WA A 28 T it it . A SRR R I 2 I, ST DLadiad U S — A i SO i A Fe e
W5/ B 2 A DX BRI TR 3

BEXERIR B
BRI I B

a5 TT DA B A O % KR UL 2 2 I e 6 IR R vT L L B AR i Tah ek, B
] LLE Y BGP W E S AR

W EngmE



| mnissems

apEnsas ]

SR ER
ST DG P A 1 R R B e KR UL e 25 2 R PO

B, U SR AEAE 42 SR UL oh 2 P i AN 1, AT DAAE RS AR R 0L o 25 P i B AR BRI S
HT, DCRFR AR BNZAMBIE Lo ARG, ToVAAESS 2 REAUL 25 PN 8 el IRAT fr R i R R B 42 )
Herhas, AT S .

JREFOLES E % < TR TR B E ek % e s, 30K R A 485 2 b i 21 G At R LB Hh 8 o s
B (Bl VR B HE VR2) B, AT VR2 2] VR &R, ZAFR =M VRI i VR2,
WAL E R B o IR T — N B P 0 DR B A B N, ANTR R e W OCHhE, T
AR H bR

TR AR AL, R SAE AR fas AR A D )5, RES AR AUt
N BRI MAC HE. PRI, AR RSORS00 20UR AT F T F AR i i ) sh A GGRED
o A

3l P R A1 A [ R 0L B 25 A PR 1 A bR K NAT R, 3 SRV R 0L 3% e 4% 2 Tl 6 £
Pkt WIRRGESE NAT HEAT i i A SRR T, MR 24 % FARB, Rl 2 A U e I H A2 11
FILF] NATed Hudiko HE, H AR a8 N EAT > CFA0 H AR 1P bk by, DURETR B
HenT LU ) o

AR NAT JUUAS I A R Ak b Rt 21 50— S sl th o, (E08 TR ORIEI R th,  diltee
XS UL 5% 1) B i PR O e R A i e e . R BT i i, A R T RETG IR
VU PG UL C AL, JF HL AT REAN 2 B B4 o

REFLRS F A SRR ICER B ph it B . 9, s JEBR B 2T VRIL VR2 F VR3 MEHUEE (4% VR3
HEOERERIMES 10.1.1.024. IUAE, LR VR il VR2 di 0 4 10.1.1.0/24 Bl & T %
fytE, 7E VR2 ik VR3 O 10.1.1.0/24 52 X T B it eis it 854S o iro N VR Bk
VR2, #RJEM VR3IBH . WIRAAAE R i, 3% i A H0R 1 26 A N R L Hh 5 19 B th e ff ot 1
L, RGEE B A B iR, DLET T Bk k. 7 bRk, W EE BT
Bile fEARGEIH, HOEOAER D, FtmeEASmLt.

L HBMSAE LI (FEHD) VR I EIE T, A E A VRFE Wk h. B, BsamA
VR - VR1 #l VR2. VRI1 4Bl i BGP BATAT B2 B4 HH SN ILAMH S R SR BRI % i 1) 4%
5, 0 VR2 WAL BRACE T A VRF MIERIA RS M AN, 08 VRIAES T —Bk. 4 VR1 B2k
HHH AR IR (I, VR IGIERIN ) By (B ) VR ER T BN, JF HAB4 1A VRI
RikiE, ZinEREHEESR, MASREEM. XS, BATEUEE T BGP 4 VR2
Jic i 2h A ¢ ph it

f&£ A BGP 5t AL B9 B0 75 B8 H 3ttt s

RnT LI A5 2% B H RS R AL DK% p SRR S BH 2% (LLfn VR SRS BGP &, AR5 RAH
A 1R %t H b AL XN IE BGP 3232 N2 H [ BGP 2k SEHLURE FLEE th 28 A0 16 fhitts . 5 NI i
FbR ALK B H R RSt (Leln VR2) i o B mT LA 8 e SRR o S8R b o 42 JR) AU
% EH A 10 2% R AR RT DA 21 F P e SCR) AU B3, 2 IRSR . BGP HE UL H 24 (] 2% b vtk S 5
IPv4 F1 IPv6 A%k .

A RACE BGP % it FOFELI{E &, WS WAL E BGP i i 3 A/ 3 B

bt |


management-center-device-config-76_chapter30.pdf#nameddest=unique_1112

B ==ruu

=E IP it

Engns |

BGP % F ittt s /M
o B ORIL YA PTG AT A i 2 © AT F BN 1 RSO 85 i e

o BN FEPLES th A5 48 FE ECMP. [RItL, AN EEAEAS A (1 2 S0 1 4 2 ()P B ECMP. AR
U 88 S A E S AT ICIEE R ECMP. Wt e, i8530 AT T & Mok 19 2% e AP
ANTF) R FO R s S N B LA R UK A% (4RI ph A R e BRI A ) 1, R
A4t OGR4 BGP It 2500, Al — At &S ANBIHN Rl g .
filan, GndIERES] VR M4 10.10.0.0/24 Sl BGP il 15 24 /g % th 2y, 2 5 iEHe3
VR2 B3 AN B A A Rl HhE 10.10.0.0/24 1) 9 48t i BGP 15 314 Jm e il rh 2,
VR 4% t2s 5 N2 4 5 L th

o FP 58 SCHRESOLE th 8 AN SZHF OSPEV3. AL, T ANEDRE BGPV6 L &R OSPEV3 I i XK
JEAV B 2 Tt 1) 42 ) K AURS 4% . (EUE,  SETT LUK BGPv6 BC & 0l i 5OH 70 &cf OSPFv3 42
Jeb Rz 0L i o i it e RS D P A SCIRD R AU 4 o

o AUCK VITE ., 2RI A L (R VTI SCRE, A ERRIEE ) PR B A — Rz 40Uk i 2%
(870, LAB o S8 e -

REAOLR th a2 G 22 IS R B 3R S, BRI AT DA P AR R R & 1 1P ik, o HoAN 2 & Al
Fo BT STV ] — 2% A WA B2 A RE UL P 2 00— P80 o IR 2 B AR 2 1) R 0L 4%
GO IR 2SS

BT DHUGI AL, B D RE LURCKR 2 8 NGFW AT IPS DI RE#SAN 252 % IP MUl iRy, LU N¥#o At
P HATHE S TP Huhik BRI 2h 8 LA S AR K L8 PR P 33
EE IP il a9BR |

225 REAVL o P R TP ik, A OR LA SRS, S8l 2508 D S8 ) 1) S s
W BRI REZE RT3 DU 2 A X IR 7 2 DB V2, DAEAE T SE ARz 1

FEAEHIEE S TP HhERT, T BB L P D REA A IE #1817 -

o LI (Network Map) - 18 £50 ™ 4% I SR i DAHERR — S8 & (1) TP I BL,  DAB PR WL 1)
S P ik,

© “Lr5NE” (Identity Policy) - SHAMUERUETCIL DS 73 HEFL (h 2% AR EUL PR, 15 LA 7] AUk
IS5 L bk 22 ) R AL 1 45 o

LU R b, TR ) RN, A AR R e T ) TP 1 B R R R 5
- Vi e
- IR R
» QoS/HLK I 61

* SSL 5%

W EngmE



| mmismens
wmpexmennsg trE sae [l

EE IP it AR SHF AT BE

* AC SRBE LT ISE SGT BIFLN] - MR 42 k555 1% (ISE) T 3 HIH A L 40 hR%E (SGT) 2 1P
HiHE RIS AN 2 BN RS th 25 o W R TR ZEN AN L th 25 B A R 1) SGT WU, i A REA
REFULES HH #% BE B HUY) ISE REE. WIRAT SOKEAH R 1 TP bk e 210554 0L 8% e 28 (1 AH [F]
SGT %5, WITLTHFATILERE

o NSRRI UL h 25 ] & DHCP k55 4% it

o HIERIHT - IR B ST AR T P 8 RS AT S O WS, R R — TP ik P AN [
8o EHL, WIEIRNC oy A, 2[R B P AR TR I TP Y BUHEAUES th as AR I, X
M AN UER o

FERAPEXHEM A LBCE SNMP
B T AR R R4 R R P h S Bl 2 11 1 SCFE SNMP,  Cisco Secure Firewall Threat Defense JL{E
I SVFISAE T P U R PO e 2% 1 SNMP 4L
LEFH P2 SRR FOL 2% 1 B SNMP ML IE L Rl e
1 FEBR AN,
2. QUK B #S
3. {EmEPlEg AR O ERCE SNMP EHL.

N

AR SNMP JoiEM eSS e . PRI, A0 58 U B UL o 25 LG E SNMP IR S5 45 I, 5 i ORIk
bt ANE HA 1P MLk,

4. KBl E #BE 3 Cisco Secure Firewall Threat Defense. £F/%IIBE G, SNMP & 18 F1 [ BFF 8 1o 57
FOLI O 2842 10 R 326 301 0 49 7 Bl o

IR F LS X 57 BY & K RE RS R 252

AJ LA R B KR R h 2 R e T e T . A T HOR MR 48 nT LR % X\ show vrf
counters i X RGHATE, %M A BoRiZ 6 0 e U KRS A 8cE CRRRE 4R &
P2 o NRPPETF R P A4 R B has. X T Firepower 9300, X735 F T R AE 45
Ko

XTSRS D RE & (14 Firepower 9300) , i LR J5 0l & 554N 25 2% 92491 1) 5t K KDL %
A E: K K L 2 B DA 25 L0 AR5 e LML 45 1% S (A o8, JEIY 4 FLN
PRI I, B, IR G 52 SR 100 AN R b 28, JF H'e A 70 ML, WA O
LY 1A AR A (PUE A —AS) o B, 20T 6 %0 1 SE 1K S 8.58 /N REfl ik
s (U F AR 8D, M HECA 10 AMZ L S S HF 143 MRS ey (DU AR 144 &

| bt |


management-center-device-config-76_chapter15.pdf#nameddest=unique_419
management-center-device-config-76_chapter21.pdf#nameddest=unique_937
management-center-device-config-76_chapter6.pdf#nameddest=unique_126

. RREBESHONRXEMRARYE

Engns |

REES RAEMEHBLE
Firepower 1010 5
Firepower 1120 5
Firepower 1140 10
Firepower 1150 10
Cisco Secure Firewall 1210CE 5
Cisco Secure Firewall 1210CP 5
Cisco Secure Firewall 1220CX 10
Cisco Secure Firewall 3105 10
Cisco Secure Firewall 3110 15
Cisco Secure Firewall 3120 25
Cisco Secure Firewall 3130 50
Cisco Secure Firewall 3140 100
Firepower 4112 60
Firepower 4115 80
Firepower 4125 100
Firepower 4145 100
Cisco Secure Firewall 4215 100
Cisco Secure Firewall 4225 100
Cisco Secure Firewall 4245 100
Firepower 9300 ¥ 7%, Fifg A% | 100
Threat Defense Virtual, Fif 15 |30
ISA 3000 10
EES L

P f S (0 EOR AT 41

W EngmE


management-center-device-config-76_chapter8.pdf#nameddest=unique_266

| Enems
Enmmgnesamess i

FE 1008 B 25 RO B OK A AT HR 574

BSXHF
JEU B3 40

SEFRYSE
(SN

RRft

BB B

¥ 2% 77 P 5
LAHAA

FE $OLES ER 2% B 4 T 0 PR 1

B X iEtE 45 SR N
JE UL £ 4% DCAE B R BI7 R S04

BEOHESEY
s BRTLAH BRI MR DS A AR B2
o AT LUy REAULES Hh 2 0 B AR BRI RR
o UG HAIZEARR A1 VT E d14 10 4 Bl B an 1Y g SO REAULES 4%
y %g%ﬁ%%i%ﬁETuﬁﬁEE%ﬁﬁiEJE@E&ibﬂEE%EEi%IQ, T MREAOL R T % TP IR 2 1, SRS P LR
o
o T LU J) R 0L 45 At ) S R AU o R 11 O O RV PR 2% o

o ANEERF DL N B O Begh FH e SO R AOh s s -
* EtherChannel ¥ 57

s JUAHEORIR .
* BVI i o
* VTI 25T VPN, Kk, 7Eg b G, A2t i 4 s H VT 3T i .
YHrE A, LLAAE BGP. OSPEV2/v3, or EIGRP HIBhA M .
o JETH e SRR B s 1082 T JevE 1l U B RA VPN,

R 3
|



Engns |
40 2 4 U B

* BNAS VT S H I 1) 52 A4 W9 285432 11 20U T W) — R UL i i 485

o DAJBUKEAS P TP B CURIZNAS VT WS 1 Al — R L 4 o

o P8 U RE AR R 25 AUSCHE BGPv4/v6 Fl OSPEV2 i M.

o BEIEYERE AT LI T 5802 VTSI e S0LK Hh 35 2 A1 P 5 SRR R ot e 25

o G A IEAE R 3 (19 11 Bl HC Rz 032K R 2 A Ak 10 i b A7 T 0B L R R A el e e, 3
5 e 100 sl o 2 0L 58 £ 24 A M B ik 2 % o

o BT OB REAULE 8 4D T AR R, R DN R th A 2 RS
Hi#s (ot ms fasi 2 M7 2 N hids ) I, R Gealasim i IR 2 0 _FC B 1 1P
hbo BeO LR IATE A S Z b I, 7R REALRR 2 2 )RS Bl 1 2% I 2 i 1
BN P, WA EAERR S 1 BRI i

£ 5 RS H 25 A
 Car A EAE T AR L th a8 10 8E Dot 4 R R th & 00— 3873
o TEANBE N SR R AUk 2 MR e R 2
o EANREAZ e g Ja) R UL S 1 45 o

< MW, FERCEAR I, WORBGHE NI EEE R ] A A B Gy, TR B B
SpIRlo AP AR AUk o 2 SRR A AR AN PR - DR B 4 R R AUk e 24 11 TP ik

7/

SROEN
o e A BRI ph T AR R A AR RN, B o I SR e AR R I T 1 F P A
Tt it SRJERE RS SRE R IO E A AL AR BRI A B TXRE 2 T BN B %11 % i
R PRI BRI LR ()3 o SR SSNI B A AR 5 — B B O BT I P T B 2 2 1, K2 22 500
. B BRSO A, XS el BGP il g A0 S 0 P
Pl EREEEA I (28D, R A T AR i

o MAERE R AR PR (0 T O, W BGP 3R A0 s % Bl o B ECMP B4R 3H T 8. (H
J&, IAEBGP TR AN 8yl /5 (BI210F0) , A4 WAEREES B 28 b I B3 lE S5 2 ECMP i
%, NI, 76 BGP B at& v 222 5, 10 AF e ECMP B840 K 4k S4F A % il -1
e .

HAoEm

o TE BRI HASBC E BGP B, & 0] LAFE[R]— R 401G B A8 9 FE8T 0 K Jd T A ET U s B . 451
tn, Jok OSPF VR2 %5 A 3] BGP VR1 /1, % H A% OSPF VR2 H#/) & 3 BGP VR2,
SRJ57E BGP VR2 1 BGP VR1 2 ) Jic & 1% 1 i -

* TR IPve ACL RL g it ik it th o HSCRFiTER 1K

© LARRERME - AR RESNS A LA AU 4% . WIRHKE 1P Hulib. URL 5 DNS AR n 2
PBHIEZIER, W pr A e sl e as B o 3 —FRAIE AT AT 22 4 X% 1 .

W EngmE



| Emismms
wamdn web 5 - gemmEeH

* NAT B - ANEEFE NAT BN AR 4 1o AERB IR i rb, Q0 R E IOU5ORT H (e o 5 (B
A 22D A8 T AR R s i3 0, A NAT B 2ok A —> REPLE 4 70 i 2
AL A . NAT SRR fas R PO NS DT B th k. Wi 22, /eI
JEAVLIES 25 7R A AR g SO I o SRR L 0RO any, URZOMENE F T 4 1
AN RS RE DL P R 2R

* DHCP /4t - N2 ¥7 24 DHCP Fhdk HiZE BRI g tha% . #lan, a4 VR1#:0 L5 H 7 DHCP
R P, MAE VR2 320 8 H T DHCP 4k IR452%, W) DHCP i K A9 & 3 VR2 #2
H2Z4b,

o BB SRR IR R UL ph s - A RS EDRT B — A 101l PRSI (0 RS T %, R TS
i — AR R, T AR A i g o W R R S TR A OB A AU 2s
T AT A R UL o 2 A T AN TR R A4 R

EIEFD Web 571 - BSH ITEIZ2L

JE ALt b D REAN SR I+ U BB 6.6 -2 i (1 e s AN DR s 5 o X PR SR B %,
Hrpuly Web Fi 1 s (12 B0 6.5 BE FLRRCAS [ “ Bl 7 (Routing) JUIHT. 2 1 M SCRFAL ] RE4U
H R DIRER B A5, 15 S % B 5 R 23 i) de KR UL h e A

T DAAE SERFBEA 1R i e 01T v T T R AU 8

1 SHRRE > REEE, Wa B BB,

2. Mg (Routing) LAFEN KL b 2% TUH

T R R DO RE L, “B% 7 (Routing) U 1 A: i A% /s AR LI .
« B EMERHES - RVEEE) AN BRI R A
* RSV H DB - B T k2 0L o s i 5 1) % e i

s BHNKE - RVFEECE G T RS 2310 BGP MBS . /B BGP ZEHEn] & X
HiAl BGP W& . Z2 BRI i 24 h0 B HAL BGP W&, ST B il (¥ BGP.

Parlax \ =]

EIREMRHES
MR bl “RERAER 887 (Virtual Routers) TA% L& IR E IR 28 (M anage Virtual Routers) Itf,
BB PR L 287 (Manage Virtual Routers) T . 7T TR ROCIHE: O LI 1
PO 3. ZEBCTUI D, LR MERERE () Flg. WLTH%EE(y)*ﬂﬂﬂ'JF%(')fﬂF

5 SRR AL b o SR TV N 4 o R L b o 1 HLABAREE () 4R s AUl e s e
fH &

| bt |



Engns |
B ozensss

£ 2 FE $UL % FH 2%

P KKIER & & > REEE, JFH9E By B .
$B2 LA,
$IE3 G ERERIERHEE (Manage Virtual Routers).
S 4 i FmEREERE () .
WIS A OIS tHas” MEH, SN RS 28 16 2 BRRT I
AR
WS GIE—NE 1052 B BRI R L 2%, RGO — SRR, 45 H IE e MM 12 R ) 1%
Ao Gt SR A B S0 B 1 R SO 2, U R B 1 R UL eh A AN TR IR 44 R
PIE6 LUHE (OK).
RYOK R “BE 7 (Routing) GUIAT, Hr o6 2 (1) 2 FUL 2% ph f DI

T—% it 4
o TR SO P 4 o

fic & FE IS 27
T LLJG P 5 SRR R AUk e 28 3 PO 1, O D LA MG i ph SR o AR ANBE T30 4 J) AUl e
AN TN MR 1, EURT A A a5 1 B B e SR
FHia Z |l
o BN E SCRR REAVARS Hh o O SRS, TSN R A . TS D QU AR e . 2R 12 00
o ARRE UL b e (BT AT i G BB E MO T R R R as . AOCREERIE R, WS

W

o FP € SCIR REAVL S £ s L SCHE AT IR 5% e B3

W EngmE


management-center-device-config-76_chapter24.pdf#nameddest=unique_1079
management-center-device-config-76_chapter24.pdf#nameddest=unique_1079

| mnissems
maEnxnasz [

$£IB1 £i% % (Devices) > & Z &I (Device Management) VU, iR RN th s S H % SIS
H. A s G e, ESH &AL Web FHI - B vTH &S, 5 11 0L,

W2 N NRBIR S, R (R S
$IE3 {EERIEEEEE M (Virtual Router Properties) B4, #m] LME S
$IB 4 BRI, i/ERT 450 (Available Interfaces) HE Fik#3% 10, K5 AdiRmn (Add).
T ICE LR LA
« AT A OAE MO BAT B AR08 1o 8nT DAgmi e L R e O R e 2 0k . 15id e
TRAFSE, DM SR AR

o AA IR AR nT TS, AT AR O HEAU R 2 B2 AT A S0 Ad P e SCI R HUL % Fl 28 1
0. FReTPAGS BRI 2SO FHO . JURFED. PIMF4. VTI Fl EtherChannels,
EARREA T R A O B R N Tkar 4, B TCiRE R b .

T RERZ W 1 2> Bogs 4 R REAUL s 4% o

IS BRARE, milifRE (Save).
PIE6 T IO A L B b S, T A AR, F T I 1) R 1 -

* OSPF- ] /758 S R #8477 5 OSPFv2. OSPEV2 [Ty HoAth 15 B 5 A MU0 2 3 4%
H—FEE, RO AV EAGE PR E A & 1R th2s (e 1. 48] DLk 4 J= R th
%5 X OSPFv3 Fll OSPFv2 i Hi%kh . 5% OSPF ¥ & {5 &L, 152 [ OSPF.

* RIP - JHE R4 Jn) E R th #3190 & RIP %t 56H% . 45 ¢ RIP W E IS B, 1S HRIP,

* BGP - It B /R AE IR E (Settings) FH T & #) BGP % Ml i & :

s BT KIS ID W ES, BB Ut T _E AR IR B . SR AR U E R T YR
K7 AR IR E (Settings) T 5T A 4% ID WE .

* BRCE LA BGP IPv4 5% IPv6 1, WIIEEMILE (General Settings) 11 BGP 1L [f]H
Ja ] BGP 10,

o AR H AR A P S RE RS B 253 S0 RE TPv4 T TPve Mtk & 4111 BGP L& .

KN E BGP BB ME R, 1EZHUBGP.

© FRISERHE - A UL BEE R OE XONES E H BRI 28 AR LR AL AL 08 AT LU A i EOR B KR

UL ey I s B e o AT DU I o Sl Jm R AL o i PO 11 1 e e A8 B e
. FMC G420 Brgk, DHRaeIm 155 Al s o ol B chittdig . D4 Ak it
T, EANESRE Bk,

AR TH A A © AR FOLER Fh 25 St IR 1) b Ao LA 1P T B b ) R 0L T 2% o RN B AR
M, WHZF s N/A.

| bt |
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Engns |
| R

TCARTHAS K tHE T WA LK th 28, #8471 Nullo 42 11 DL 525 5% BT & 1 [R]— Fe 400 % el
RO,

ARES I BB G R, WS RSB R d.
© GRIE - HUAE N AR R UL oh AR C B AR BK SR . A OCALIR B E G, S WAL .

PR LRAARE, miliRE (Save).

T—% it 4
* BRI %
o T3 R UL 8 o % o

12 A0 RE 0L FH 2%

T T UG R AL 25 P 0 AR A o SRS

W KKIES: & & > REEE, I A9 B hi s
P2 pUERE.
$IE3 AHEIRERIERHEEE (Manage Virtual Routers).
JIT AT RE AL EH 2 LA A 23 IE TR 2 1 #8 e /s /e FE LB B 8% (Virtual Routers) T .
PB4 EEUR RIS thas, AT LK th #8541 4R ().
Pk 2
TV oA R R I b S8 M LB . PRI, ANBEOh AR by S A T S s iR E QO
KA G WA .

HIBS TRAE N, iF 51 R7F (Save).

T—5 Mt 4
o TR R SOLI Hh 45 o

W EngmE
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| mnissems
misenzns

A B R $A 2% ER 2%

FHia Z |l
o ANEEMBR 4R RE AR i ds . DAL, IBRIETHAN W] T4 Ja) R UL 1 465
o REATLL— UMM ER 22 REAULES 1 2 o
o W3R FD R U386 £ 28 P BT AT i e SRSt A R
o WM 0 R F0L 1% e 45 ) A 42 VAR A ) 3 4 Sy R AU i 9

o WUREE MRS AAEARAT IR (IS 1P B o) WA EAR Y 58 J5 A Re M R itk
H1 %% o

W RKKIESE & & > REEE, I By s
$IE2 LKA,
$I23 LB ERIERHE (Manage Virtual Routers).

JIA M UL e 5 DA W) P42 1 #6887/ EE OB ER 2% (Virtual Routers) BT
ST A TR A s, 37 AT M LS th 2 5 R (W),

SRS MR A B ds, AL CTRL B, i BRI ROk . By, AR5 sialiiBR.
FE6 LR, 1 dHRTF (Save).

HE R B% 28

TS AR 4 MEAT WP AN R HEBR i S ki CLI R BL R i 2.
* show vrf: 7R kE LM R ot S L OCIRE: LI PRI L
* show route vrf <vrf_name>: {7 iE 401146 HH 2% (1 1% P3R5 5o
* show run router bgp all: 7RI MEHLEE fH#% 1) BGP B HTE4015 S
* show run router bgp vrf <vrf_name>: 7 K401 %%  BGP % th 4115 &
« show crypto ipsec sa/show crypto ikev2 sa: i/~ BEIE RSG5 b 2 (0 e 415 S .
o T DATE ol i JR) A TR B h M s Bl (HRBRIAR > w518 VPND

{6 BRIEARAS W Erh, B BRI L, SGEERE O, RJE AT BUR G IRERSS LLAE U
B3 VPN B - B4 TR -

| bt |



Engns |

B =sazarsse

FE $UAES F 25 RO B & 7R 191

LUNEIBG:

i FE HELES FH 25 B% FR 2T A2 AR 55 2%

FERERAEG Hrp, T CARI A2 A R SO Hh g ok B D AL e b s i i 2, AT S I 28 43 85 . 7
%%%%T,Hﬂ%%EmMR%ﬁf$ﬂ%@ﬂ%$%w@%%%ﬁ IR TR K SO0 Hh
P LI LAT 1) A B 22 BRI EHLIFE Y

T, BB 5% R o ) (1 B 5 0 ke B REUERAE L ) B B T 4 1 PR A R A T B k. AR R
B EIAEE, EBHEEAHR CEREIRTD S8R5 AR 2 Bk el tas 2 MR i i o 26 it
TN 0 22 Bk MR R e R, FESRE AR, SRR AR BRI A (D PRiE
ZmAE PR BRI A (HASD 8Osl . M HRNSAHEE 2Bk, BIETEER ‘&
7 R A G BB AR H AR (BP 10.50.0.0/24) [F# o

1: BEEXA AR BUER B 27 - TP

Internet

t

Threat
Defense

—~
(1030.0.0/24 )
[ »
1 B
{i
A
- -0
Virtual Router Virtual Router
Sales Warehouse
Gio/1 Gio/2
h 10.200. 0/30 10 40.0.0/30
Sales Warehouse
_Router 1 _Router 2
9 10.10.0.0/24 10.50.0.0/24

Sales Warehouse

FriaZ Al
R BB L Sales Routerl, AR E M 10.20.0.1/30 £ 1 2% tH 3 10.50.0.5/24.

BB Z o eh R RN A I B A I N R 1 (Gio/1):
a) UGk E > REEE > #END.
b) ik Gio/1 $2 10

o« ZFR - APl “VR-Sales” .

s TR IEE.

W EngmE
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smsEnsnssnmnenss |

 JEIPVA T, X5 1P 2B, [EEFERRESIP.
* |P Hhtit - i\ 10.30.0.1/24.

c) MiiHBRE (OK).
d) stk (Save).
BB EA IS O MBS 28 1B 1 % 1 (Gi0/2):
a) WKUGEFRE > REEIE > EO.
b) ZwiE Gi0/2 #5110
o ZER - AHth ok “VR-Warehouse”
« EHRREIERE.
« FEIPV4A H, XFTF IP B, R RERERS IP.

o |P il - R 2 X RGEARVFRAT AR ) 1P Hidik (10.30.0.1/24) BLE B L1, KRR
AN P e SR RS 38

c) RiiiHfE (OK).

d) riilifR7E (Save).

Gl T R BT LK AT E AR O

a) RUKIESE & > REEIE, HHYls Wit 3%

b) KIIEFEERE > B EMIKEHEE.

c) AUHIRINEPIEE BRSSO BT BRI .

d) ARIMERIEEEEE IS O BRI h .

e) MBS thas Tyl Rk “@if” , NG EREEHERIET, W “VR-Sales” 1 hikE
O AR

) MBI A FRAIER PR O, REEEREEERBFE M, W “VR-Warchouse” 1
hikEZEO IR

FEFUi i “VR-Warehouse” 2 L C & -

a) WIEFIRE > REEE > &0,

b) EFX “VR-Warehouse” #1155 il 4R . K5 IP Hihib4552 0 10.30.0.1/24. BLAE, T4 1140 Bl 40 id
PSSR R R, DRI R AV “VR-Sales” [1)[F]— IP HihibgEAT &

¢) HilifE (OK).

d) MiRT7FE (Save).

HA MRS A (10.50.0.0/24) FIAGZE 56 (10.40.0.2/30) A1 M 28501 4.«

a) WIERFR > HREE.

b) WUEPERIMMLE > HRANA R

o ZFR - A F K “Warehouse-Server”

o PLE - s “PIZR” JEHIN 10.50.0.0/24

bt |
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¢) Hiifx#F (Save).
d) KUGEBSRINMLE > RN &R -

o ZFR - AR “Warehouse-Gateway” o

o W& - s “EHL FFEFIN 10.40.0.2,

¢) milifR?F (Save).

FIR6 E XIRIH “VR-Warchouse” #% 1K) “4H45 " AU & o (10 % et Tt -
a) MKUCEFE & > REEE, JFHIE BB B
b) EFEHEH.
o) MR RE Rt B HRS, Rn A ER SR
d) sUlRNBEE. {ERMESHEBEE T, MLl FAR:

- 0 - kP “VR-Warehouse” -
o M4& - % F¢ Warehouse-Server % % .
o Pk - K ILR A B M ) D) AN R A, TE IR O,

Add Static Route Configuration

o
Type: & IPvd PVE
Interface®
| VR-Warehouse v
Available Network C Selected Network
Q, Search Warehouse-Server .
.an',-—:pvzt

IPv4-Benchmark-Tests
Pv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

-

Gateway*

Metric:

Tunneled: | (Used only for default Route

Route Tracking:

e) RiifE (OK).
) miditR?F (Save).

W EngmE
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smsEnsnssnmnenss |

TR AL O R s, € SR I das 2 OGS
a) M RIFIRTIESRE B R A, N5 RERSEEE .
b) RN . ERMERSHKBAEE T, HELFAR:

e 3O - EF “VR-Warehouse”
o M4& - % F¢ Warehouse-Server % % .
* P k- $¢ Warehouse-Gateway $f 4.

Add Static Route Configuration

o
Type: e IPv4 Pv6
Interface*
VR-Warehouse A
Available Network C Selected Network
Q, Search | Add | Warehouse-Server u
any-ipv4

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Ensure that egress virtualrouter has route to that destination
Gateway

Warehouse-Gateway A4

Metric:

Tunneled: (Used only for default Route

Route Tracking:

Cancel | “

c) MiifE (OK).
d) riilifR7E (Save).

LIRS M E SOV G PE RSS2 Vs ) B R o LAV b, s FE SO e e X . AR >
IMEREME>EO. KKIEERIN > REXEI A “VR-Sales” Fl “VR-Warehouse” )7 224> X Ii;
%f F-Warehouse-Server M 28 % %, il Warehouse-Server 2 140 (K KiEFRFHn > 3 E0O4R)

SIB Y KL PEREE > 7 = HI A E Vi RO, DAASVRR RN RS RS s R s 1 B
] H ] Warehouse-Server W Z5%f %11 “ G147 L s HE: 0.

B, iR R B A PR AL T BT e, i T RS s
MR AL T “A DR 2 DCtlrb, U7 )42 R UK 2n 1 ik «

bt |
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B vertessswu=anERREERR

SalesWarehouse Analyze Hit Counts | |

Enter Description

Inheritance Settings | Policy Assig

Rules Security Intelligence HTTP Responses Logging Advanced Settings Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity P
—
Filter by Device ¥ Search Rules X | [[] ShowRule Conflicts @ + Add Category -
Source Source Dest VLAN Source Dest Source e
Name el Dest Zones el <o ToiE Users Applicat... | SO0 = URLs T Dest SGT Action &) @ B 2

v Mandatory - SalesWarehouse (1-1)

1 Warehouse-Rule Sales-Zone  Warehouse-Zone Any 10.50.0.5 Any Any Any Any Any Any Any Any © Allow &

NI {4 61 & & tik == [B) B9 ELBA W) 377 2] A BR

A FH B F AR iy, ST DU B B 7E S B ph 2% D I 2 AN DS A R I s bk . (H2, B TAE
TR G U KR AL ph 2 2 pR ) TP HBEEAR ], DL A SRR ) NAT/PAT i 4 42 1 N H
NAT/PAT KN,  DUAAARAR [0l B BA TE A B i3t e BB AE 7 O /85 330 58 i k24 1) 11 T 8 R 42
2% H 2% F1 NAT/PAT £ 0 FRFE o

fian, B fE L4z 1 vrl-inside F1 vr2-inside # AR 1P ikl 192.168.1.1/24, MM K £ iy
T A HAE 192.168.1.0/24 WL R 113 B Lo B AR V30 o 95 it FH A [ ik 23 a) 1) R 00 3% ] 2% 7 1) |
ERY, 185 206 NAT B A3 73 N RN e B as v 1082 11, S FH SR M) NAT 5% PAT .
AT LM ] PAT 4 VR bl #4484 10.100.10.1, 35 VR2 dr Uitk 4644 10.100.10.2. T
BB oR T ULV, b i ) ELID6 I PR A 11 2 A SRy i ER 3 1R 358 43 o 85l 20 ) I e 05 11 i
[T (vrl-inside Al vr2-inside) K7€ X NAT/PAT FLN - fEH “ATArr” V54 ¥4z DA R G073 E
B, I R PR AN AN RN K82 11 BT BEA7ELEAH 7] 1) TP Hbhik .

PAT t0 10.100.10.1__*

172161024

192.168.1.0/24
192.168.1.0/24

e " PAT to 1U.1ﬁﬂ._1[]__2__ T
Inside Networks E FTD IPv4 Public

Internet

)

AR BRI AN et il () PO AL ph A P ) SR 1, B 5 SONAT HUL, DU
PR R IR, RO OR AN A8 M DX 202K 9 -5 LI 4052 () 45 READLES £ 2 Z 18] (R A

$E1 h VRI LB W& AN 1
a) WA FIRE > IREEIE > N,

W EngmE |
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mmtassswu=ananRsanE |

b) ZMiREEAECY VR (4.
« ZFR (Name) - 7E R B ol vrl-inside.
BRI
s {EIPVAT, XfTIP KB, A RERERS IP.

* |P ik (1P Address) - il A\ 192.168.1.1/24.

¢) MilifARE (OK).
d) ATfRE (Save).
3 VR2 it &% 2% B P 34 1 -
a) WA FIRE > IREEIE > END.
b) iR E LY VR2 (K451
« %R (Name) - 2~ F o vr2-inside.
s TR IEHE.
s FEIPVA R, XIFIP B, 1HIERERERS IP.
< IPHbfE - BB ZREA SRV AAFE TP ik B O, RO MAR G P o
SCH RE A% 3%
c) miilifE (OK),
d) miTHRTE (Save).
s VR FI S AR 1 0 AR BR OB i v -
a) WUGESR &E > IRFEIE, JFHwiE b %
b) KRIEFRERE > EIBERIEBE. A HRMELIEEBSE (Add Virtual Router)JFA1%E VR1.
¢) AT VRI, #EHLIFEAEEREM (Virtual Router Properties) H43 At vrl-inside 7477 .

d) iliE#7SERE (Static Route).
¢) RiiRMERE. ERMESEEBEET, el MAR:

* #& 0 (Interface) - EFEA Jay i HH # I ZMER 4 11 .

* M4 (Network) - 4% any-ipv4 X 5. XA L8 ZTVEAE VR B HT AL AT 30 & BRI
i

© WK - REIL R A i R 2 DA R d s I, IR0 R OG

bt |
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B smrsessam=anERRSDRR

W EngmE

Add Static Route Configuration

Type: @ IPvd () IPv6
Interface*
| outside v |

(Interface starting with this icon [%signifies it is available for route leak)

Available Netwark C + Selected Network

| Q, Search | any-ipvd

|IPv4-Benchmark-Tests

IPv4-Link-Local
IPv4-Multicast
IPvd4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

L[]

Ensure that egress virtualrouter has route to that destination

Gateway
| ]+
Metric:
L |
Tunneled: (] (Used only for default Route)
Route Tracking:

v |+

Cancel m

) ri#E (OK).

g) MilifR7F (Save).

Pt & VR2 FE AN EE C1 A A BRI % itk -

a) RUKIESE & > R&EIE, JF HYnds Wit B
b) KUGEPEERE > SREMBEHE. AR MEREEHES (Add Virtual Router) Il VR2.
¢) XIT VR2, 7EREIIEASEE M (Virtual Router Properties) H 4 At vr2-inside JH 1547

d) MRS (Static Route).

e) MIHRMEEH. ERMERSEHEESE Y, Hobl FHR:

* 0 (Interface) - EFE4 R4 & AR .
« M4& (Network) - 245 any-ipv4 XF 5% o IXANRILE AL TCHEAE VR2 P 4% b 4] 37 B2 1 BR A %

Hie
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mimpessswu=anapRsawE |

© WK - KL R A i R 2 D AN RO AR I, TE )RR OG

Add Static Route Configuration (7]
Type: @ IPvd () PG m
Interface*

| outside v |

(Interface starting with this icon [#signifies it is available for route leak)

Awvailable Network C' + Selected Network

)

| Q, Search | any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local
IPv4-Multicast
IPvA4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination

Gateway
| w |k
Metric:
L |
Tunneled: [ ] (Used only for default Route)
Route Tracking:

v |+

Cancel | m

f) rdi#E (OK).

g) HilifR#F (Save).

FEAS SR 2 I AME O LB E IPv4 B A BARG i, B 172.16.1.2:
a) MKKEF: && > RFEIE, I HE BUhPis .

b) EFEEE (Routing) Jf-gmfH 4> =) i i #s Jm 1

c) MiiERSEEH (Static Route).

d) AERMEE. ERMERSKHEETD, HEblPNE:

 #0O (Interface) - P54 5% 2 AR
« M4& (Network) - 3% any-ipv4 % . 30K FH T IPv4 & B A S H

gEnmE I



ez |

B vertessswu=anERREERR

* WX (Gateway) - AR OO, M FRAIRPEREFENA . DR EHRCENS, F AR
fn (Add), AR5 R AMEREE L1 1 2 % g — i IR R G I TP ik (FEAHIT R 172.16.1.2) €
MENNS. QEXNG)E, £ “MWR” (Gateway) T B HHIEFZN S .

Add Static Route Configuration (]
Type: e IPv4 IPv6
Interface*

outside v |

(Interface starting with this icon @siéniﬁes it is available for route leak)

Available Network C + Selected Network

| @ Search | |W| |

| any-ipvd |
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

| IPv4-Private-172.16.0.0-12

-

Gateway*
| outside-gateway v | +
Metric:
1
Tunneled: | {Used only for default Route)

Route Tracking:
v |+

p—
M..:\I:I-‘.He. | m

e) miiliffE (OK),
f) mERTE (Save).
HIE6  FEHiUT I vr2-inside B2 E -
a) WIRIEFIRE > REFEE > EO,
b) i vr2-inside £ 1) 4R%8 (Edit). % IP HuhbFi 24 192.168.1.1/24. BLE, T80 07350 Blgy
PRSI () UL Eh 2, DRI R AR VFIEAT ] vrl-inside FRAH A 1P HhikEAT RO
c) miliffE (OK),
d) riiifR%E (Save).

i
g
~

B NAT #UJ, L% VRI (¥ PAT A-4MEAE4iE] 10.100.10.1,

a) ILFIEE > NAT.

W EngmE
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b) i FIREE (New Policy).

mmtassswu=ananRsanE |

¢) %A InsideOutsideNATRule 524 NAT g 478, ARJGESE B s . SdiRTF (Save).
d) 7f InsideOutsideNATRule G, sidiidRAn#LN (Add Rule) 3£ LEL T A %%

« NAT #17| (NAT Rule) - %% “F-5) NAT #0]” (Manual NAT Rule).

* FE (Type) - EH “3)

A7 (Dynamic).

« $B (Insert) - W RAFLEALMTBNA NAT FU, JEFE “ EJ7” (Above).

* 154 Enabled.

s FHEEOX R (InterfaceObjects), £+ vri-interface X7 %, SR midi iR AnZiE (Add to Source)

IR S AT H, WE7ERT SR (Object) > 3R &1 (Object Management) > $0 (I nterface)
A — %D, RS IEREANEBAE LR NE B4R (Add to Destination).

« {E3EHR (Trandation) |, iJ&#43& (Original Source) %% any-ipv4. X T-45#:B9j% (Trandated

Source), AN (Add) FEH 10.100.10.1 3k 5E X EHIN % VRI-PAT-Pool., 1EF
VRI1-PAT-Pool, 41 FEFiR:
NAT Rule:

Insert

In Category
Type

Static

Enable
Description

Interface Objects  Translation
——

Original Packet

Original Source:*

any-ipvd

Original Destination:

Address

QOriginal Source Port

QOriginal Destination Port:

e) MR (OK).
f) 5iHRTE (Save).

R0 NAT #UU), L% VR2 (] PAT HN-4MAEALHIE] 10.100.10.2.

a) ILEFIEE > NAT.

PAT Pool  Advanced

Translated Packet

Translated Source:
Address

VR1-PAT-Pool

Translated Destination

Translated Source Port

Translated Destination Port:

b) w4 InsideOutsideNATRule LAsE X VR2 NAT ARl

* NAT | (NAT Rule) - EFE “F3) NAT HU” (Manual NAT Rule)s.

bt |
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B vertessswu=anERREERR

* 2K (Type) - EF “Z)&” (Dynamic).
* BN (Insert) - WIRAFAEAT MBS NAT B, LS “ EJ5” (Above).
+ 15 i Enabled.,

« fEEO XK (InterfaceObjects) ', 1E+E vr2-interface X%, #RJ5 fid+RnE]R (Add to Source)
IR ZATTH, HEITER (Object) > MR EE (Object Management) > ##0 (Interface)
AR, SRIEIEFRAMAE N AR nE] B R (Add to Destination).

« {E3EHR (Trandation) ™, 4J&E143& (Original Source) 1% #% any-ipv4. X T-4#:#9j% (Trandated
Source), AidiiRAn (Add) FAEH 10.100.10.2 K€ X FEHLXF % VR2-PAT-Pool. EF
VR2-PAT-Pool, I fR:

NAT Rule:
Insert:

In Category v NAT Rules Before 5
Type:

Static v

Enable
Description:

Interface Objects  Translation ~ PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
any-ipvd v Address v
Original Destination: VR2-PAT-Pool v
Address v

Translated Destination

Original Source Port: Translated Source Port:

Original Destination Port: Translated Destination Port:

¢) miifAE (OK),
d) riiifR7E (Save).

LR BLE RVFRLE M vrl-inside T vr2-inside 32 L ) AN L 105 1) $5 0 SR, A8 75 LAt 22 4= X 3
AR > M REE > EO ., EFRMN (Add) > L2 X8 (Security Zone) I vrl-inside. vr2-inside
AN O A 2 A X3k

FIR10 LFFSREE (Policies) > if5 [a]4% %] (Access Control), 2K J& & U7 [ 22 U LSS FKE vrl-inside-zone Al
vr2- inside-zone "' 1) &AL i 2 outside-zone.

s G 7 LAEE A A4 I, ) SR 70 B S 1) EL IR I AR AR DR T s s ] LUK 3L
il Z 08 FH A M7 v 8 ) S s <

W EngmE
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Add Rule

Name
AllowinternetTraffic Enabled

Action
D Allow v

Zones Networks VLAN Tags M Users

Available Zones C
Q, Search by name
wr'l =inside-zrone

vr2-inside-zone

s 2 BBk e B P P 42t £7 RA VPN o) [

Inser
into Mandatory -

Time Range

Applications Ports URLs SGT/ISE Attributes |

Source Zones (2)

vl =insade-zone

id to Source vr2-inside-zone

GnAAT 52 1 X+ FE 6L ER P B BRI 48 7£ 1T RA VPN if7 [g]

25 I REAU S K BE e b, R AR SR AU e 1 _ES0FF RAVPN. 7R B3R 1 SLVF Secure Client

PP R 2 7 R SCH RE UL b 25 P 25 RO R o

7E R M7 %19, RA VPN (Secure Client) H /7 IERE:RIMbAEY 172.16.3.1 (1) BB 4h# 00, I
1F 192.168.80.0/24 115545 1P Hudik o 1% H ;GBS 0] 4 =) R UL (o o8 (1 N SR I 4% . B2 A vPum e ai i
FH 5 SRR HH2s VR [IR4% (R 192.168.1.0/24) , 5l 764/ VR R E A ok

T %

inside ~————, 172.16.3.1

Inside Network

192.168.80.0/24

192.168.1.1 '
VFi-nside Jhreat
Defense

outside

Secure
Client

gEnmE I
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B i seir st e e a0 ORI 41247 RA VPN 58]

FHIEZ Al
PEZR BIER S COBCE RA VPN, 58 SO ey, OB PR Ho g A1 R RE UL 2 o

IR NCE AR ALK B3 2 E SCVRL R E R
a) IKUCESR & > KB, I H% 5 BUhpiHE &,
b) smdiEE. AN, RIS “4JRkHEYE” (Global routing properties) UMl .
c) AiiERASEEH (Static Route).
d) AEHRIERE. ERMERSEBEERET, el PN
* $%0 (Interface) - % VR1 P EE .

* M%& (Network) - iE#% VR RERLE thas 2806 52 o 8] ML IR &R (Add Object) 1E €1

A
© PSR R A o gt 2 5 S AR AR I, T 20RO
Add Static Route Configuration Q
Type: e IPvd () IPv6
Interface*
vr1-inside v |
Available Network C Selected Network
Q_ Search nw-192 168.10 ¥
IPv&-Private-T0.0.0.0-8 N

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918

IPv6-to-IPv4-Relay-Anvcast

nw-192.168.1.0

Metric:
1

Tunneled: ] (Used only for default Route)

Route Tracking

(oo | I

PR (S SRV LE VPN W 40 JE TP Huhik 1) Secure Client U7 1] VR 1 REF0LE% H 28114 192.168.1.0/24
I %

W EngmE



R e 38
s 2 BBk e B P P 42t £7 RA VPN o) [

e) MiifE (OK).
IR 2 FUE M VRI 24 )5 M4 EE fh 2% 1 2% bt -
a) WRUKIEF & > REEE, I HYgH it 4.
b) midiE&H (Routing), #RJ5 M g Hik$E VRI.
c) AiliERASEEH (Static Route).
d) sidiARmEEE. ERMESEERETD, el FAA:

* $%0 (Interface) - WEFEA R K ha IAMTHE .

* [4% (Network) - 4642 Ja RE LU F 2 P 44 06 42 .

© WK - REILR A i R B D AN RS s I, TE )RR G
Add Static Route Configuration o

Type: o IPv4 IPvB
Interface*

outside v |

Available Network C' Selected Network

Q_ Search | vpn-pool

o)

outside-gateway =

| vr1-inside
VR1-PAT-Pool
vr2-inside

VR2-PAT-Pool

Gateway*

Metric
| 1

Tunneled: [ ] (Used only for default Route)

Route Tracking:

v

| Cance |n
e AS R 11 AU TF 192.168.1.0/24 4% (VR1) 2835 ) £ VPN #2rb 732 1P Hidik () Secure
Client K&z,
e) miiliffiZE (OK),

bt |



Engns |

B somimisssE ven @ipk a2 A ENHEEORSTE

LUNGIBEBR

T—%#ita

i RA VPN Huhibit 5 H P g SCRO B LS el 88 T 1 1P shbb S, IR Z50%) IP HuhibfH F R A NAT
KA, CUS I EM M b, s, ATUE L RA VPN Hbfibits, DAl ES.

J3h (8] VPN R R B 2 1 E UG R 25 R 4572

FEJA P RS ES Fhse6 b, U 4R R UL PR a4 11 L SRRt A I) VPN AN REAE I T 1™ i i
FE UL (K4 D _ERCEE . lkl:TW'J%u:{ﬁFI’JhF?IBC REMS I o 3k A5 TA) VPN R OR A B S ] 2 X
T READAER T P9 RO I 26 (R B o RO g B R ol s 1) VPNGE L, DLELARIZ LI ™ 5 SCH RE UL e 1Y
2%

BAMRBXHFE AN 5 FE5: SCHUI P28 R 2 ) 5350 19X % 2[RI i A TR VPN 3 SEHLAA A 1 i
%ﬁﬂﬁﬁm%m%oﬁﬁﬁ%ﬁF,ﬁﬁmwmﬁnnmeMQ§MM%%%DL%Xo%
VPN ELHE N 5B M 4% 192.168.2.0/24, 1 CTFUHATRISMNICE ,  PRA YR 11 02 4 JR e FOL h 28 10—
gre fHIE, 0 192.168.1.0/24 W24 (4 VRI EHAMS A8 1) —#0 50 $fitul fA VPN ks, W
ZIEILAE AR AN VR AL E E A B Bk M B2 2 . 0K VR SIS 55 (R] ¥ VPN B

172.16.3.1
192.168.2.0/24 l_:_:gi_s'fl? ______________
192.168.1.0:24 VPN
192.168.1.1
wri-inside FTD
FrI6 Z 7l

IR BB I CAE A H I 4% 192.168.2.0/24 HAMEBIN 4% 172.16.20.0/24 2 [A]JC & 3 2511 VPN, & X
FUE FH Y, 0 2 1 I SL 40 O 25 AH Y. 1 S UL FH 28

TC 5 A2 J) R DL E 4 B P E o SO VR TR % ph IR -
a) MKUER: && > RFEIE, JFHEE BmPis k&,
b) midiBEH. BIAMER T, REMER “2REHEE” (Global routing properties) UL [f
o) miiligRSERH (Static Route).
d) sURINEEEH. ERMERSRBEE T, el THNAE:
* $%0 (Interface) - HEFE VR1 EfE

* M%& (Network) - £ VR1 RESRLE th a0 52 o 8] LML IR 3 & (Add Object) 1E €1
A

« PR R A CREES M 2 5y A R AR I, 2R

W EngmE
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Add Static Route Configuration

Type: e IPv4 IPv6
Interface®
vrl-inside v |

Available Network C
Q_ Search
IPv&-Private-T0.U.0.0-8 N

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4 -Private-All-RFC1918
IPvB-to-IPvd-Relay-Anycast

nw-192.168.1.0

- |

Gateway*

Metric:

Tunneled: [_| (Used only for default Route)

Route Tracking

K 8 M 21 5 -

WfATE T 3 2 (8] VPN R$P 5K B & M IEBUER 3R O R &

Selected Network

nw-192.168.1.0

o |

]

L RS S VFS2 0k AR VPN [ISME CGERE) 280 DRI R 283 17 i) VR REFOLEK £ 25 1
192.168.1.0/24 % .

e) MiiE (OK).
IR 2 FUE A VRI 24 )5 M40 EE fh 2% 1 2% i vt -

a) RUKIESE & > R&EIE, H Hgils Wit &

b) ridiE&H (Routing), AJ5 M FHFIEFik#E VRI.

c) MiiiERZSESH (Static Route).

d) SRR, ERMERSEBERET, el PR

* #%0 (Interface) - EFE4 ik AR /M E L1
* [4% (Network) - L84 Ja RE LS FH 2 P 44 X6 42 .
© WX - R

AN HEAUER B AR, TS 2R G

bt |
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Add Static Route Configuration

Type: w) IPvd () IPvB
Interface*
outside v

Available Network C
Q_ Search

.anv—ipwl

default-ipvd

inside
IPv4-Benchmark-Tests

IPv4-Link-Local

Metric:
1

Tunneled: (Used only for default Route)

Route Tracking:

Selected Network

external-vpn-nw

o)

=al o |

ez |

BEERAS I R 192.168.1.0/24 BIZ% (VR1) ¥ £ KRR R4 0l 1 TR) VPN BEE &Rz, 7EAS R~
M, IERR S IEAERYY 172.16.20.0/24 M4,

e) MiifBE (OK).
IR 3 K 192.168.1.0/24 ML w15 0] VPN IEFRACE A

a) P (Devices) > VPN > ufi s (8] (Site To Site), 2R dwf VPN #ifh.

b) 7E£&RiR (Endpoints) FF, iR A A i,
) TEHEELER (Edit Endpoint) (11 4R M4 (Protected Networks) ZBcrf, s ali iR AN P 48 3t 5
(Add New Network Object).

d) INMI4E A 192.168.1.0 ] VR P4 %5 :

W EngmE
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S0 A1 FA Bh75 VI 35k 5 18] VPN 42475 5 % /30186 i 38 O 2 7 2

Network Objects [+]

Available Networks C'

| Q Search Selected Networks
- nw-192.168.1.0 [
|PvE-Private-Unigue-Local.. L]
-192.168.2.0 ]
nw-192 168.2 0
outside
Cancel ‘ m

e) HilifAE (OK) JIRAFHC .

an{AI{E A 2075 VT i@ d ik = (8] VPN ERIPR B 2 4 RE LS B 2R B W 4537 =

ISP W AN[A 3 P B AEAN R R 20 B 2% o S mT LA B UG 2%, B804S VT 5 ik 2 i 0L 1% 4% o
B, MY REEE VTTIIIEE. W LUK EhA VTI 54 Rl 1 7 5 SO RE UM th 8% e, s>
JEN BT % T LA S M B A R E AN E AN P U B R 2 3h A VTT K. AN P e
SCHRE RS 28 R v DU — AN 44
ETRATTHE FEAE AN 2 T B X 485 5 L AN 20 SEATURA) X 29 2 R TC B 3 1 6% 1 10 30 05 1) VPN (s 4]
ISP )R A e — AN sh 2 VTIAEZeas, C A FH AN FH P 2 SCRRE FOLS PR A 5 B A 28 1) R I 45«
VRF £EOH VRE 2060, BhaS VTT S L2570 DL % % 2 [a] g 37 vl o5 /] VPN

* &1 (VRF £kt0) A4y ZHU 1 (SVTI 4332 1D

« 22 (VRF 40{0) F4r=ihli 2 (SVT2 4332 2)

bt |



B oz v BT s SE VPN RipsR S 5 AR B RN R TR

i
g
N

$IE3

B 2: BH S AR R R EES VITEYEE S8 VPN

Inside network DVTI1 Interface
unnumbered Interface
SVTI inside network
@ '_ﬂ?— SPOKE-1
VRF Green l‘ . n [£|
|e | [ S—N
Outside A M -
Outside1 /-‘ '-
(VRF Green)
o
- L
DVTI-Hub ™ me
= A Dutside2 ‘ .
(VRF Red) H H
Outside m ‘ '.q—p
- -
VRF-Red
SVTI
work
SPOKE-2 inside netwo
[ —
Inside network DVTI2 Interface
unnumbered Interface

L7 451 3 B e e R AT Zh A VT 3 s IR) VPN S B R AT 20> REFDLEK 4% (1 2%

TEAELR 2% P EZh7 VT B,

a) RUKIESE R&E > ®EEE, I HGwH BB %

b) IEFERMED > ERREEO.

o) ML EhIS MENBRERE .

d) BELAFRIEE N DVTIL, N304 VTR E T 25
e) MR

f) TR la-e, EHELL DVTI2 FRE S A& VI
N1 FRCE A VTL

a) WRIKIESE 18&&E > REEIE, I LGB 4%

b) EF HRMED > ERREED.

c) JEF BRIERB N BRS.

d) A RRERE D SVTI Spoke-1, JF A VT BLE BT 4L
e) MiliRTE

f) EHLE2a-e, EH 2 EREFHA VIL: SVTI 23 2,
SR SVTT 145 R 4 F e % H 284k 25 f] VPN

a) WKUGERE && > uhmiE) , AR5 + &8 VPN,

b) 7E HAIMEFR FBP, N VPN RN AR

o) ILFE BETFEEH (VTI) JRikst O iRSTEY 1E 4 M2 fh o
d) Al &am IR,

e) HLE T LAMZNSE (DVTIL A SVTI 4332 1) M Ho s sk

W EngmE

ez |
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WAEEMBRTHRNIEERNEENZEEARE .

f) W, VPN LE IKE. |PsecHl S 1.
g) HiliRF (Save).
hy EEAPE3a-g, fEP0 (DVTI2) Al SVTI J3 3¢ 2 2 [ECE SR — AT s Kt 2] VPN 364

R4 FOE MR i as .

a) WRKUGER: & > REEIE , I Rk,
b) ritHE&H.

o) MiEIRENIKBEE (Manage Virtual Routers).

d) 57 Add Virtual Router .

B4R E AN VRE 280, FRE 0B 0Ls th 2 w1 .
e) HEPBE 4a-d, E VRF £ 4.

WS KL O Eogs R h Ak

a) TSRS, PR
b) 7E EMEREREM T, L AED AT AL RN

Fahas VTI #1005 HAhF: 10— & il .
c) Ailiidn (Add).

HIB6 N} VRF £ (0 FH 5 5a-c.
SIR T CE RIS B ) % bl S

a) MW FHrzr, LR t s

b) sl BRASEEH L — A
o) BLEHHSH.

d) AiifR7F (Save).

T—F Mt 4

TEPEH ORI RIS, ARG BRE . MRS, MBI DALES N s s bR (HBEA > 34 &8 VPND
rp A 45 VPN % .

RO T U] MR P R A % o 28 15 00 AP I i B0 RO A o0 FEREAT d b HR R

IR IR R PR RN ES MR ENNZBIRERE

TemT LLAE BATAH ) P 2 bk 0 ROl iz ehr o B O S AL W R EAUAREEAS, 57T DARCE UK NAT .,
ATRGIERAE T HCE NAT A DU B B 4 26 EHLIIAE Y o

e Nz, S EVLENL AR ENLB JE TAFE R RS h#ds: VRG (321 vrg-inside) 1 VRB
(300 vrb-inside) , 205l HA M 7/ 10.1.1.0/24. FiLW & FHELE, 5018 A NAT 5%,
Hrp VRG T ML D5 48 TS NAT Hbdik - 20.1.1.1, 1ff VRB ML EAF 5648 T LT NAT Hb
Bk -30.1.1.1. RISk, EHLA S 30.1.1.1 5FEHL B HEE; FEHLB MH 20.1.1.1 Uil EHL A

bt |
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=1

B vosspsatnmrEaREENs BEETE

| Outside | Internet )
172.16.3.1", J
N

FiaZ |l

HoRpIEE B L
* vrg-inside F1 vrb-inside £ 73 i 5 MEAULE I 45 5CHK:  VRG #1 VRB LASECE 1 AR [H] 1~ W ik 1)

vrg-inside fl vrb-inside #%1 (401 10.1.1.0/24) .
* 53 H vrg-inside A1 vrb-inside # H A 142 H X 38 VRG-Inf. VRB-Inf.

* VRG FIENL A, BRIAM K vrg-inside; FAL B {7 VRB 1, vrb-inside 14 ERINM Ko

P A NAT B LA EE A =L A B =L B i E. EFIEE (Devices) > NAT .

P2 piiFEREE (New Policy).
PHIE3 M\ NAT SRS AR, RIS IER BBl %% . SRz (Save).
IR 4 7 NAT Jid, ASdnRinin (Add Rule) Jf5& X LLF %

* NAT #0| (NAT Rule) - ¥ “ T3 NAT N~ (Manual NAT Rule).
« KA (Type) - EFF “HA&” (Static).
« $H (Insert) - U RAELEAT /T NAT B, LR “ EJ7” (Above).

* riii Enabled.

« TEHEOX SR (Interface Objects) ], %#¢ VRG-Inf X%, X5 il in2)3& (Add to Source) (1
RS GAT ], H7EXF & (Object) > ¥R B3 (Object Management) > £ (Interface) H il —
X5, SRIFESE VRG-Inf X 40 st N El B #7 (Add to Destination).

* 7E5EHR (Trandation) HHIE$E DL &I :

W EngmE



| mnissems
wiEEngatnmrEans sz agane ]

* [R44i& (Original Source), %+ vrg-inside.

* [R45 B#% (Original Destination), A0 (Add) F4H 30.1.1.1 & X%
VRB-Mapped-Host. %$¢ VRB B 4L,

* B ERYIR (Trandated Source), , fididsan (Add) HAH A 20.1.1.1 & X%
VRG-Mapped-Host. ZEFE VRG WL AL,

- #3589 B4R (Trandated Destination), i%#¢ vrb-inside, 1 F K Jix:

Add NAT Rule o

NAT Rule:

Manual NAT Rule v
Insert:

In Category v NAT Rules Before v
Type:

Static v

Enable
Description:

Interface Objects  Translation ~ PAT Pool  Advanced
—

Original Packet Translated Packet
Original Source:* Translated Source
vrg-inside v Address v
Original Destination: VRG-Mapped-Host v
Address v
. Translated Destination
WRB-Mapped-Host v vrb-inside v
Original Source Port: Translated Source Port:
v v
Original Destination Port: Translated Destination Port:
v v

) I
2 BB BE 4 13247 show nat detail iy, SCREE IZRILTLU T AR -

firepower (config-service-object-group)# show nat detail

Manual NAT Policies (Section 1)

1 (2001) to (3001) source static vrg-inside VRG-MAPPED-HOST destination static VRB-MAPPED-HOST
vrb-inside

translate hits = 0, untranslate hits = 0

Source - Origin: 10.1.1.1/24, Translated: 20.1.1.1/24

Destination - Origin: 30.1.1.1/24, Translated: 10.1.1.1/24

PIRS rE (OK).
PIR6 mdRTF (Save).
NAT FEGn K s

| bt |
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B veEmviznesmpOsEt TEREERE

Host2Host Show Warnings
Enter Description
Poli
Rules
—_—
Filter by Device
Original Packet Translated Packet
: Source Destination Original Original Original Translated Translated Translated
o Diectun Iyee nterface Objects Interface Objects | Sou Destinations Servi Sou Destinat Servic Oet
NAT Rules Before
1 & Static VRG-Inf VRB-Inf By vrg-inside By VRB-Mapped-Host By VRG-Mapped-Host By vrb-inside
Auto NAT Rules

NAT Rules After

FEFREBC B N 2> I — 4 7 S

Validation Messages:

m 1 warning
ManualNat64Rule: Host2Host
w | Warning: [ManualNatRule 1] The NAT rule has source and destination interfaces belonging to different Virtual Routers, the traffic will be able to leak

between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRB]

AT {EF BVIHZE O A RMEP KSR T EEES MR

TEAT LAAE 2 T B (90 5% 2 )32 Y 0 3 PR SIS0 R/ 3 ] — X 2% [ L ) 2 B oK s o 2
SCHLUEIRE, USRI Aok B BVI. R 4H T AEREAUER i #8% H G E BV FIRET

BVI 2%t s A RSO 1, FLAR T SRABL 150 % e 1 o EANSCRF RO, (R i e PN 6 3

F AT B IR AL A% N B Y IX SE M0 1 ) P Bl e A sl BVI 4 1. BVI AR D4 5 2
JE AU 11 B AR K P B AL K1 93 5

FELLRonfilH, 78 VRG HICE T BVI-G, MR 1 2810 Go/1 F1 GO/2 Ifis ez 1. [RIFE, 1

VRB it E T BVI-B, WAL 2 J&82 00 GO/3 Fil GO/4 R 3% 10 . B A BVI AT HA R 1P 1
WL, 140 10.10.10.5/24. T BRI RS, eI R LYRE 2.

W EngmE
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i Bv EOEgmp e Tereang

Internet

.!dnma':
s3plig

- ||

28pug

7 dnoug

G0/3 GO/4

TR EFIRE > WEEE. MEITNBE.

$IE2 /30 (Interfaces) 1, %R MIED (Add Interfaces) > M#f¢H3E O (Bridge Group Interface).

a) A4 BVI-G Hi A\ FAIHE4I1E R
« Z#R (Name) - fELLRBIH, 4 BVI-G.
* W#%4H 1D (Bridge Group ID) - ZEA F 4 1.
 ATA#EN (Available Interface) - #6421,

s FEIPVA T, X+ IP B, EEFERESIP.

« IP #hhk (IP Address) - %ii A\ 10.30.0.1/24.

gEnmE I



B veEmviznesmpOsEt TEREERE

Add Bridge Group Interface

Interfaces IPv4 IPvE

Name:
BVI-G

Description:

Bridge Group ID *:

1
Auvailable Interfaces C*
| Q_ Search

GigabitEthernet0/0

GigabitEthernet0/2

GigabitEthernet0/3
GigabitEthernetdf4

| GigabitEthernetd/s

b) miiifAE (OK).
c) MilifR#F (Save).

Selected Interfaces
| GigabitEthernetd/1 -
Add GigabitEthernetd/2 .

Cancel ‘ m

a) b BVI-B A\ FAITEAI1E B
* ZFR (Name) - 7R GIH, 4 BVI-B.
« M#54B ID (Bridge Group ID) - ZEAH K 2,
* AT A#ED (Available Interface) - B8 T H: 1,

s AEIPVA T, X IPZE

B, THIEFERFRESIP.

ez |

* [Pttt (IP Address) - ¥t B R A, A RGEA RPN D BHAGESW 1Ptk &)

DA U 0] WO AT 20 D5 RE DL T % R O68 5% J S (AR TR] 1 TP il

W EngmE
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i Bv EOEgmp e Tereang

Add Bridge Group Interface [ -]
Interfaces IPv4 IPvG

Name

| BVI-B

Description:

Bridge Group ID *:

2

Available Interfaces ¢ Selected Interfaces

|, search | GigabitEthernet/3 .
GigabitEthernet0/0 ‘ Add | GigabitEthernet0/4 .

GigabitEthernet0/4

GigabitEthernetd/5
GigabitEthernet0/6

| GigabitEtherneto/7 )

e

b) siliE (OK).
c) RilifR7E (Save).
HIE3 QI BRI 2, Bl VRG, RJEES BVI-G 1E N H M.
a) EHFEE>REEE.
b) Huiikss, RIGIEFEEEH (Routing) > EIRERIEEH S (Manage Virtual Routers).
¢) Kiii Add Virtual Router . #ii A FERLEK tHa 44 FK, K05 midifE (OK).
d) EERIEEEBEM (Virtual Routing Properties) 1, 1£#% BVI-G, )5 sdiifkin (Add).

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers Virtual Router Properties
These are the basic details of this virtual router.
VRG 3 VRF Name:
Virtual Router Properties
OSPE Description:
« BGP
IPvd
Select Interface:
Static Route -
| @, Search
General Settings Available Interfaceg” Selected Interfaces

a|

| Bvi-G

BGP

¢) RiifR?F (Save).

FIE 4 QIR g, Fll VRB, RJ51ESE BVI-B /E L HM %
a) EFRE > REEE,
b) RAEBEES, ARJEIEFEEEH (Routing) > EIRELIE HEE (Manage Virtual Routers).

| bt |
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B veoerREsRscRERPRSHRIE

c) Aiifi Add Virtual Router . i\ RIS HZS AR, KRG mEHHBE (OK).
d) 7EEREBEM (Virtual Routing Properties) 1, #%$% BVI-B, RJ5 Aiidiikin (Add).

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRE v

VRF Name:
Virtual Router Properties
OSPF Description:

v BGP
IPvd

Select Interface:

Static Route -
Q, Search

General Settings Available Interfaceg Selected Interfaces
i} vrg-inside

e) MiifR7FE (Save).
WIS FFrViin BVI-B BLE:
a) RUIEPHRE > REEE > #EO.
b) s BVI-B £ 1 W4R48 (Edit). K [P Hhhkdeeh 10.10.10.524. IUAE, BT 0050 310 FL4s P
AP EAARE 35, P RZ AVFEAMT BVI-G 1I[FR— 1P Hhhk b T &
¢) HiliffE (OK).
d) riilifR%E (Save).

WA BVIGESE, 5 H AN th 2 E B DG, fEEZ N BVIsh, WA PR, ff
FHPI IR NAT A5 B2 E 4 W Ok BVI IR . A AL B 03 L B NAT B, 75258 2 i
Pl EASBE N MMFLH$E O (BVI) A LS NAT. LEMFREA % 0 3% 0 2 (R FAT NAT I, 235
SEBR e k. R REfR A “ATR MEEED .

MAMERES M RECE R P 59551

B, AT LI E 2N HAES 1P MESH P RS HEs . EAfH, VRGH VRB 2
AAHSIP-192.168.1.1/24 M4 E thas . PRSI I P R RIAEAL T H 8 1 R 2% TP 192.168.1.20
o N Tik VRG I VRB FI U5 R LRSS 2% 172.16.10.X, TR i s 210 4 = R U 2% . Al
U5 NAT RACFEE S 1P, 24 T#H VRG I VRB F P HIV5 i), 2004 A BR PO BB H P AIE.
L S F A Active Directory St LA S Bt 3 RN S W SR 30 UF T St e b T 8B
TEH - S B0 E J5 A R EAAE T, DRI O8] 45 1 S me s B P U ). B R B RS
FH P B e, VST FH B 47 SRS R I A i) e v 4 ) S g6

W EngmE



| Enms

mmeREsRsrRERrsHwiE ]

FMC

172.16.32.X

172.16.10.%

< Inside

VRG-NAT 10.1.1.

192.168.1.x%
20

[E—

L.

P
fll ouside  (
) 172.16.3.1 | Internet

Domain/User: SO

abc.comfuserl
Domain/User:
wyz.comfuserl

VRB-NAT 20.1.1.1

FIaZ Bl

PR e S
* VRG #1 VRB I IIPI & AD JiRk%5 4%
 ININTAEHE AD 4431 ISE.

$IE1 4 VRG BB WA N BRI
a) WIGEFIRE > IREEIE > END.
b) MR EY VRG K451
* Z#R (Name) - £~ 5] 414 VRG-inside.
s bR EHE,
s EIPVAf, ST IP 2B, HikPEREESIP.
* |P ik (1P Address) - fii A\ 192.168.1.1/24.

c) AiiFEE (OK).

d) MR TFE (Save).

J9 VRB e & 525 1 N 32 1 .

a) Wk #FigEE > REEE > #EN.
b) ZwAEEE IS VRB M.

N
5
N

| gEnmE I



ez |

B veoerREsRscRERPRSHRIE

* ZFR (Name) - £E =45 41 4 VRB-inside.
s R IERE.
« FEIPV4AH, XFF IP B, 1HIERERERS IP.

 IP 3ok - B R A IZ ARG SRVFEAE A F ) TP el e B8 1, UM MR BRI e
SCH REAUL R H 25 o

c) silifzE (OK).

d) sk (Save).

¥ VRG FIFERZAS BRI v M 5 3 4w % ch #5911, LM VRG 7 U e 38 FH R 2% 24
172.16.10.1:

a) MKUGEPE & > REEIE, I H%H BhpiHE &,

b) KUGEPEERE > EIREMBE AR, AR MEREEHE S (Add Virtual Router) -6l VRG.
¢) XT VRG, 7EREHIEEEEERE 1 (Virtual Router Properties) 1143 fid VRG-inside Jf 1547

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

¥RG b VRF Name

Virtual Router Properties
OSPF Description:

< ‘

IPv4
Select Interface:

| Q Search

Static Route

General Settings Available Interfaces C Selected Interfaces

| @ vRG-inside

o)

BGP

(@) VRB-inside
@inside

(@)outside

d) iR 7SERE (Static Route).
e) MlIRNINEEH. ERMESEBEET, el THNE:

* 0 (Interface) - EF4REF HARH A A,
* 4% (Network) - £ any-ipv4 X4,
o WK - R ILR A . K R B S — AN B LS AR, T 20BN OG

) sEE (OK).

g) MR (Save).

¥ VRB FERA BRI B b iR C 2 21 4% JR i 3 1 82 11, DU VRB 7 [l 2L IR 55 2%
172.16.10.x:

a) KK I&& > REEIR, I A BB %%

b) WKUGEFESH > BIREMKHBER. SdHRmERIEEHEE (Add Virtual Router) -84 VRB.

W EngmE
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¢) XIT VRB, frE#IHEBEEM (Virtual Router Properties) H143 it VRB-inside JF 1547

Device Routing Interfaces Inline Sets DHCP
E—

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRE M VRF Name

Virtual Router Properties

OSPE Description:

v BGP ‘ ‘

IPv4
Select Interface:

Static Route
‘ Q_ Search ‘

BGP
Available Interfaces C' Selected Interfaces

VRB-inside (@ VRB-inside

o)

d) siliERSERH (Static Route).
e) MRIEERE. ERMERSKBERET, el PN

* 0 (Interface) - M4 )m B th A 00 AL H .
* M4& (Network) - £ any-ipv4 X%,
© F3K - KR A . K B B O — S R AR R AR I, TE R G
f) MdifE (OK).
g) miiliftR7F (Save).
$I®E  F P70 VRB-inside 4 1 & «
a) fRKIEFIRE > REEE > %O,
b) riii VRB-inside £z 1 [{14548 (Edit). 4 IP Hhhikde e K 192.168.1.1/24. BLAE, T4 0050 540 Bid
AR B LS 2%, IR R & AR VA F VR G-inside [FIAH [H] TP HuhEEATHC &
c) MiiEE (OK).
d) riifR7F (Save).
FIB6  AYPEXTS VRG FI VRB 73l NAT MU, 55i73% & (Devices) > NAT .
W1 ruli#EREE (New Policy).
WIR8 i\ NAT KBS AFR, RTEEE Bh b % . st (Save).
HIB9  {E NAT JUifi, sdiRmngin (Add Rule) 314 VRG & L LL R NAT:

* NAT B (NAT Rule) - iEF “ T3 NAT #” (Manual NAT Rule).
EB (Type) - L% “HFA” (Static).

* #A (Insert) - WERAEAEAT AT NAT B, WIESE “ EJ7” (Above).

* Miili Enabled.

bt |
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« fEHEO %5 (Interface Objects), % VRG-Inside X%, X5 i nEi& (Add to Source)
(IS AT, i57E3F & (Object) > ¥ & &1 (Object Management) > $# [ (Interface) 14
H—S) , RJEIEFE Global-Inside X% If iR N2| B4R (Add to Destination).

* {E%E4R (Trandation) FigFFLL R :
* [R44i& (Original Source), %+ VRG-Users.

* L3RR EYIR (Translated Source), sdidAn (Add)FFAE ] 10.1.1.1 K& X% VRG-NAT.
&P VRG-NAT, W FEFiR:

Add NAT Rule (-]

NAT Rule:
Manual NAT Rule

Insert:

In Category v NAT Rules Before v
Type:

Static v
Enable
Description:

Interface Objects Translation PAT Pool Advanced
—_—

Original Packet Translated Packet
Original Source:* Translated Source:
VRG-Users v Address v
Original Destination: VRG-NAT v
Address v
Translated Destination:
v v
Original Source Port: Translated Source Port:

FE10 SEHHE (OK).

LB L NAT G, AdiRmMN (Add Rule) 3124 VRB & X LA R NAT:
* NAT #L0| (NAT Rule) - &£ “F3)) NAT #0J” (Manual NAT Rule).
« A (Type) - EH “HA” (Static).
* #A (Insert) - WHRAFAEAT A NAT B, WIESE “ 177”7 (Above).
* sii7 Enabled.

* fE3EOX R (Interface Objects)'', 4% VRB-Inside X%, #XJ5 siiiRNZIRE (Add to Source)
(IR ZAT ], 5 EXTSR (Object) > 3 & &I (Object Management) > £ (Interface) H6)
HNER) , SRJEIEFRE Global-Inside X% 3f s 5% N2 B4R (Add to Destination).

* 7E5# (Trandation) k£ L Nk
* B34 (Original Source), i%#¢ VRB-Users.

W EngmE
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« BER R HOIR (Trandated Source), s5idiifn (Add)IEAE ] 20.1.1.1 2k & X xf % VRB-NAT.
P VRB-NAT, 1 FEiR:

Add NAT Rule (]

NAT Rule:

Manual NAT Rule v
Insert:

In Category v NAT Rules Before v

Type:
Static v

Enable
Description:

Interface Objects ~ Translation ~ PAT Pool  Advanced

—
Original Packet Translated Packet
Original Source:* Translated Source:
VRB-Users v T Address v ‘
Original Destination: VRB=NAT v ‘
Address v
Translated Destination:
. -]
Original Source Port: Translated Source Port:

v

E==m]

;12 SHRTE (Save).
NAT FLU a1+ fos:

Rules

Filter by Device

Original Packet Translated Packet
u Direction Type Source stination Original Original Translated Translated Translated
b Interf: Interfa Sources Services  Sources Destinations ~ Services
NAT Rules Before
1 & St... any any Fg VRG-Users By VRG-NAT
2 & St.. any any Fg VRB-Users By VRB-NAT

P AE B R AL TSRS VRG FIVRB P INFSE— 1) AD IR %545 - IR (System) > AKX
(Integration) > 4fid; (Realms).
4 RS (New Realm) JHHE B . AKX FEERMTEAG S, 5SROI B .

1
15 ZEFEHIR 1 VRG M1 VRB H P V7], 12 X 2 4™ Active Directory, 152 [ 4 H S A A 20 7 B
Z: A7 LDAP Ak Active Directory 45 Fl45ilak H 5%

FIB16  (E & HdL TSN ISE - kR B % (System) > & X (Integration) > 51443& (Identity Sources).
ik

$B17 A B9 BRE 512 (1dentity ServicesEngine) JHHHE 7B . A XL F B TEAIE A, TSI W A
JoAa ) FH P 5 I & ISE/ISE-PIC .

PIRN8 QUGG Oy SR AU, SR 5 5 SOV R I s, DUES IR 9 VRG A1 VRB B (K135 1]

bt |
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gn{AT{s£ A BGP >R E % [E FAE% FH 2%

UE, T LE s ERCE BGP I E, DUMHAE AU ey (AR P SRS e ) 2 1)t
Tl e o YRR BRI h HAR S MBI BGP R, HZR XA R ANRH 1B 3. 25 H
Mo P 55 AP SRR AU 8 3= A R R A el SRR . TEERG, T B BGP R I &
NS AR P 8 R B AL A% ERCE, A AE 4R R AU i .

eise T B K &L T LA R RS s Fi 2 1
« AR AL E T A (10.10.1.4/24) FIFRMEE (10.10.0.5/24)
* VR-S (4585) MRS 250 & T Insidel (10.10.10.7/24) F1 outsidel (10.10.11.7/24)

* VR-W (xF) L% h23CE T Inside2 (10.10.12.7/24) A outside2 (10.10.13.7/24)

BB AR B (VR-W) IR EIIR 4540 45 (VR-S) R4 SR, JF4% VR-S [RAMHHE: 1 #% t1 3] VR-W.
IR, AR 4 JR s A RO A B4 11 8 Rt 45 B B (VR-S)o ol T S itk oh 253 LI ) BGP
Lo WA

3: (£ BGP & B R B EEIMEHES

i 1 T ies 1
: Insidel 10.10.10.7/24 | | Inside? 10.10.12.7/24 |

| Outside1 10.10.11.7,/24 l : Dutside? 10.10.13.7,/24 I

______________ Export Inzside2 and Outside2

m‘ g Export Outsidel

=

Export Inside2 and Outside2

1
Inside 10.10.1.4,/24 |
| Outside 10.10.0.5/28 |

FIaZ Al
o Qg E LS 2% - VR-S Fil VR-W.,
* 3 BGP, J AR BRI 28k £ ¥ BGP LD HT 20 A& F2 14 i (Configure BGP for

redistribution of connected routes).

S BCE VR-W DB LA s e H AR % i 5 H 2 VR-S:

W EngmE
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a) %% % (Devices) > R &EIE (Device Management), Zaf 4%, X5 B H (Routing) I
o

b) TERERARK A N RS ISR VR-W.

c) i BGP >1Pv4> SIS AN/EH (Route Import/Export).

d) 20 VR-W Bl 2] VR-S, AE % i HARbricig tr, LUK VR-W i 13 H 21 BGP &
o, IR BIbRiCEE t H bR . R H BARS 4 (Route Targets Export) 7B, fiAN—AMH,
%1 200:200. 55N (Add):

e Pyl
Manage Virtual Routers
Number 100
General MNeighbor Add Aggregate Address Filtering Metwarks Redistribution Routs h
Virtual Router Properties
e Route Targets Import Route Tangets Export:
CSPF ASN:nn {or) ASN:nn ASN:An ASNz | A0 | ASNinn for) ASN:nn, ASH:nn ASN: | 8ee
~ BGP o ) T 200200 ) M

Pud

e) MHMEAUEE tHEs N hry K hik$e VR-S.

f) i BGP >I1Pv4> IS B AN/SH (Route Import/Export).

g) ZENVR-W IR, IERE “ S A HBEAR” (Import Route Target), P O 454k ak
T KD BGP R S AFMCA Mt HFR VR-W B . /& BF#RS A (RouteTar getsI mport)

FBOTL FAE VR-W G KA R i FRRAE 200:200. A0 (Add).
& Pd
Manage Virtual Routers
lumber 100
General Meighbor Add Aggregate Address Filtering MNetworks Redistribution Houte
Virtual Roarter Properties
ECMP Rioute Targets Import: Rrate Targets Expart:
OsPF ASN-nn (ar} ASN:n ASN:nn, ASN:1 | A4S [ ASM:nn for) ASN:nn ASN:nn, ASN: | AdS
~ BGP zo0-200 1l

Pad

pEsk E S

R N VR-W Il R FH AT 2 A4k, 7T DAYE 6 WU G b g e DU A6 1R, JRAE R P R HUBE
22 S H & A& (User Virtual Router Export Route Map) Hik#6i% L 6. [RIRE, S ARG 2
M BGP &5 A VR-S (1% T 4010, & LA A PS8 BH 88 S\ BE FRBR ST (User Virtual
Router Import Route Map). BMFEFFAESE 3 HidktT T A 4.

FYR2 BCE VR-W LU FL% 3 b 214 ) R AL 25«

a) BFHEAE— VPR VR-W 2% 5 H 24 R 26 th R 12 th ] . JEFE3T &R (Objects) > [ R E
1% (Object Management) > #& 1t & (Route Map).
b) RSB HEE (Add RouteMap), JHdr4 (Ul Export-to-Global) , #XJ& sithiian (Add).

¢) fREFFIS (SequenceNumber) (Lt 1) , AR5 NEFH S E (Redistribution) THizlFRiE£E “iz
177 (Allow):

bt |
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d)

New Route Map Object ]

MName

| Export-to-Globa

» Entriez (1)

Seguence Noa Redistribution

& Alow £ E

Allow Overrides

[}
(o] I

M RTF (Save).
TEA T, VR-W 2% i it B4 R th e . BRI, VAT 0 2% b LS G 2 DT e 4 14

S 4% (1B E (Routing) 10, ARG IEFE VR-W. i BGP > IPv4> BB S N/SH (Route
Import/Export).

M B REEE 28 5 H R FR & (Global Virtual Router Export Route Map) Fz4ilZd,
Export-to-Global:

Enable Pwd:

AS Number 100

General Neighbor Add Aggregate Address Filtering MNetwarks Redistribution Rout
Foute Targets Import: Route Tangets Export:

ASN:nn (or) ASN:nn,ASM:nN ASN | A2 ASN:nn {or) ASN:nn ASN:nn ASNg | A

200c200 u
4 2

User Virtual Router User Virtual Router
mport Route Map: Emport Rout= Map:
[ —-select—- |* [ --select- |V
Global Virtual Router Global Virtual Router
mport Route Aap: Export Route Map:
| --sglact-- - | Export-to-Glakal |~

HYR3 ZOCK VR-S FHME 1 i it 2] VR-W, 35 AT LT 384F

a)
b)

MEESLR 2% T hrp R ikt VR-S.
sl BGP > IPv4 > BRI S N/S H (Route Import/Export).

W EngmE
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2)
h)

)

k)

D

n)

0)
p)

Q)

st Bep skEEEnmE ]

BKs VR-S B il 2] VR-W, AT B AR iC s B, DMK VR-S 2% 3 21 H BGP %
i, JFAEE Bl bCE  H bR. 7ER%E BARSH (RouteTargetsExport) “#Bef, A —MH,

40 100:100. 5 5740 (Add).

MBI s N Rz, i%$E VR-W, RJ51E$E BGP > IPv4> lEHSAN/SH (Route
Import/Export).

P VR-S Bl s, IERCE “ S H HAR” (Import Route Target), LUHEM R 444

BB KM BGP R T A H AR VR-S B H . 7EESH BFS A (Route Targets
Import) FB 1, i VR-S 1 H#r{E 100:100. si:diEA0 (Add).

AR, T8F5 20K VR-S BN 1 6 PRS0 MR 2] VR-W. E£E3F 3R (Objects) > X REIE

(Object Management) > BZ2%I3R (Prefix List) > |Pv4 BiZ8%13 (IPv4 Prefix List).

sl 1Pv4 BT48513% (Add IPv4 Prefix List), #24t%F% (U VRS-Outsidel-Only) , #RJ5 i

HiAn (Add).

{5 F5S (Sequence Number) (Lban 1) , G NEFHEL (Redistribution) 741 3% £
“IZ4T” (Allow),

B\ VR-S outsidel £2111¥) TP ik CHrpgAN /A7 4D .

MR TF (Save).

A AT 28 512 (1) match AR BN S ] . A BB (Route Map). s i 4N N 3% FR BR

5t (Add Route Map), J&E4FR (1 Import-fromVRS) , SR )5 ridisdsin (Add).

fRE 55 (Sequence Number) (Ltan 1) , RGN EF S E (Redistribution) 7413k #
“IZ4T” (Allow),

7ELEFA) (Match Clause) X3k, i IPv4. it (Address) 1K K, sSdipIgR%%&

(Prefix List).

7ER] F | Pv4 BT4R%513 (Available | Pv4 Prefix List) I, iE$¢ VRS-Outsidel-Only, #&J5 s 5340

(Add).

MR TF (Save).

LBV ERE (Routing) 1EX R, SRJFi%+E VR-W. iiili BGP > IPv4> BB N/SH

(Route Import/Export).

M2 B EHI B RS N B HE (Global Virtual Router Import RouteMap) Rz, ik#

Import-from-VRS:

bt |
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) Enable Pyd
Manage Virtual Routers
A5 Number 100
General Neighbor Add Aggregate Address

Virtual Router Propertias

ECMP

Route Targets Import:

QsPF ASN:nn (ar) ASN:nn, ASH:nn ASN: | A2
- BGP i
Pud
IPwb
Static Route
General Settings
BGP
3
User Virtual Router
mipart Roube Map:
[ imper-fem-VAS IE
* Experte-Glokal ol
Impart-from-Global
Import-from-VRS -

P4 FLE VR-S LUE N4 Ja) HEAULHG FH 4% (1 F0 5 2% i -

a4

Filtering

Networks

Route Targets Export:

Redistribution

ez |

Routs

ASN:nn for) ASN:nn ASM:nn, ASN: | Acs

200200

r Wirtual Router

Export Route Map:

Giobal Virtual Rowter
Expiort Route Map:

| Export-to-Globa

TN SR R UL A R v, S AU M B B b o S A . DRI, AEAI R,
VR-S J& M4 JR R UL £ 2 R AN 0 2 N ER I (R i o

a)  IEFEIT& (Objects) > X5 EIE (Object Management) > BiZ5 513 (Prefix List) > 1Pv4 RIZE %%
(IPv4 Prefix List).
b) AU IPv4 BT4R513R (Add IPv4 Prefix List), #24t4F% (1 Global-Outside-Only) , #KJ5 s
ER0 (Add).
c) REFFIS (Sequence Number) (Euln 1) , R MNEF4 B (Redistribution) 4751 ik $¢

d) i Global Outside # 1) IP Huhil: CRIPHAS 241D -

W EngmE
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2

h)

)
k)

D

st Bep skEEEnmE ]

Add Prefix List Entry o

Action

& Allow -
Saquence Mo:
Range: T-4734307237

IP Addresses: (Limit 250) Address:
0V24

Min Prefix Length

Range : 1

Max Prefix Length:

mange - 1 - 32
Tange

M fR7F (Save).
MiliBR B (Route Map). siidiiRANEEHBRET (Add RouteMap), fREHFR (Wl
Import-from-Global) , #A )5 siiidin (Add).
R F515 (Sequence Number) (tban 1) , X5 WNEFH 4 B (Redistribution) 7513 1% £
“IB1T” (Allow)s,
7ELELFA) (Match Clause) ¥E3iK b, st IPv4. it (Address) k5K F, sidipIgR%y%E
(Prefix List).
ERT F 1PvA BI48%13 (Available |Pv4 Prefix List) T, 4% Global-Outside-Only, #X)5 fidiif
fin (Add).

Add Route Map Entry

Sequence Mo

1

Redistribution

& Alow -
Match Clauzes Set Clauses
Security Zones Address (2] Mext Hop (0) Route Source {0)
——
_ Select addrezses to match as access fist or prefix list addresses of route.
iy
0 Access List
BER %) Drefix List
Others
Available IPvd Prefic List L4 Selected IPwd Prefie List
4, Search Global-Ouwtside-Only ]
Global-Outside-Only
MR TF (Save).

AR A (Routing) BT, $RJ51EHE VR-S. riili BGP >IPv4> HH S N/SH (Route
Import/Export).

M2 BRI R S S A\ B E (Global Virtual Router Import RouteMap) Rz, ik$e
Import-from-Global:

bt |
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. Enabde Puvd
Manage Virtual Routers
AS Number 100
YR-5 v
General Meighbor Add Aggregate Address Filtering Metworks Redistribution Route b
Virtual Router Properties
Ci
ECMP Route Targets Impart: Route Tangests EXport:
OSPF ASNn (or) ASN:nn ASN:nn ASNa | 299 A5MN:nn {or) ASN:nn ASNnn ASN: | A8E
~ BGP ¥
1Pl
PG
Static Route
General Settings
BGP
b
Usar Wirfual Router User Virtual Router
rmpart Rowte Map: Export Route Map:
| --select-- |~ | --select— =
Globad Virtuad Router Global Virtual Router
mipart Routs Map: Export Route Map:
| Import-from-Global |

--select-- -

$IB5 {R7F (Save) FIEFE (Deploy).

FEFARS 2R R A SEiE R

ThRE BRI | EABE | FAER
RIKARA | &AKAMA

FH P58 X VRF #2101 | 7.6 7.6 FH P58 SUI UL R RN #5 & (VRF) $2 T IRAE ST & S e . F AR
S EE AAA. 1icIk (AAA). BRI HE L.

FER A WEY, BAET LU A VRF #2112 e Xl 1 41
CLC & A1 B 5 03 36k i 55 4% GRS ok

BB AL 8% (Devices) > F &% & (Platform Settings) > 4R
B3 183F (External Authentication)

W EngmE
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Enmnznneins

Ihie EEPO | BBAE | FEEER
BIRAEA | RIKARA

HAA VT BRI | 7.4 7.4 AR, AT LR FEF %t ik 2 R) VPN BLE A 8h A& VTI BB L

o o
BrEAE T B 4. 1] (Devices) > X FEIE (Device Management) > 4
% %% (Edit Device) > B H (Routing) > FE#l B & E M (Virtual Router
Properties) > A Fi#£ 0 (Available Interfaces) N “zh4 VTI £
1" (Dynamic VTI interfaces)
P R AR AN T B A B T PR o AN SRR AR S
AR % o

XF ISA 3000 (1 4L £ | 7.0 7.0 &R LATE ISA 3000 i ZHcE 10 A BRI s .

S HE

TEF S5 SR RE A e | 7.0 7.0 10 LR BRI i LS SNMP.

& 1) SNMP 37 #F

HEE MR L% thds. 6.7 6.6 T LNl Bl 77 48— N B 22 A K400 R A
BrEAE ) B % 1] (Devices) > X & EIE (Device Management) > B%
M (Routing) > EIREIBE B 2§ (Manage Virtual Routers)

FH T 975 A0 R 0L % | 6.6 6.6 IRAE VT CAGIEE AN e HOL s Ko e A i s e iR . B TR

HH#5 f1 VRF-Lite.

FERUS A H O R, R el LLe 4 BRI 4 B & i i o
E LR FH 2 Sl R AU FH N R D RERG “ 42 28” JAC (B VRFLite)
A H BGP 2 WYY i (MBGP). 1] LAGEE i 5 Kk e 00 % rh ws g
H5-100, FFHGRTEART .
BrEAE L B 4. 1”& (Devices) > X FEIE (Device Management) > 4
¥ > B E (Routing) &Ik
BB FICLT fir %

* show vrf

« MLLF CLIr4 T [vrf name | all] <874, JF HAEEH
FITE DL T 3 T Fe 7 BRI th 25 BB % clear ospf. clear
route. ping. show asptablerouting. show bgp. showipv6route.
show ospf. show route. show snort counters.

SEABRE: AIEF Firepower 1010 B¢ ISA 3000,

bt |
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