7R B& B B B

ATEA QAT sE A A TR S TR E T TSR C L JEEB A DASZ R SRS TR B ((PBR). LLR B
IR SEmE A% . PBR FE AT PBR HCE

« KTIRmS A, BB 1T

o SRS b VR DRI BR ), 58 3 0T

« WM, F4W

o FCEIE T ORNE R PR S, SR 7 T

o SRmE TR GG E R, 5 10 TT

o HAMAAIEER PBR IECE &~ F] , 515 1

o JETORME I DD e sk, BB 17 T

3 Frh I

X FRrEE R
A s il B iR E H i IP Mk @i AT o H2, fE5E T HARI RS R g0 rh B ok e i
(R 2 B R HERR o SR 2Ry (PBR) S 9 RN 70 % R I AR A RO AT BT A 1 50T 8 i 1)
Pl
PBR AVFERE IP 0. BIL SRVFA S B A, Bl s A o s i .
PBR, 0] LUE SCHET- H I I 2 DA RAE R BE i . H sk, Higsm . Pl N,
B XL R .
T LS PBRARIE N H . P 44 208 G 3 FH 2 A 2 DR TN I 4 i s B AT 20 28 o i Pl 7 v
F T KB B U 1) KR 2 3508 28 oh () S AN 1K 3 5. AR 4 b, KB BAT 2 AT I 4 i i
VE R BE T ) VPN R R s i Il 4% B AR S aR (Fh 4 o X SB35 S BUH Bl (g .
Wi PRACRI i A 5 ) e S JIRIK 26 0] R0 B o IS () 52 8 3 A B
PBR g iE 8 REWE 2 At rh Wb e N I . S8 1T LAYE Cisco Secure Firewall Management Center
F P St Bl E PBR SEEG, LAV EEVS i NV H

At AfE R SRREELER B

BB K FHEANRINL B2 A ARG — A el vl IRIEIR . BN B BBk, Tdy— 452
R 98 IR AKE SRR, . A AR SRS A SO, vty 8 R R R i A 2 B B ) 417 9
SEIR B F (] EIGRP 5% OSPE) etk Frse BLIKHRFR T A MRS Kl 7> CURA R 43D %k

| wmnggm i



| S e

gmagn |

BRI . T PBR, AT LU I v 98 A G S X B R i AL e B R R, T IRy
/e SR B A T A BT AT AR

AT S S mT LAASE P S 2% b (1 J LRl 5t -

EEEKMEZEAN

FESEHR AN, K E 20 SCHURE S A ) DA R B e 8 LI, T AN At e T 1) S K VPN B
8o 1% SCHURE S BB A E B 1 LI HH s, JFEA R (N L) BT PBR SRS,  DUEAR
5 ACL e XN . T By DU A RgUs s S 63) Mzaedibnid CRed o) KR
o AHNHL, VRSl R R R A B HECM 5L IPsec VPN BEIA

_ Cloud
| Applications |

A,

i
=
1
1
I
1
i

Branch
Firewall

DIA for Selective
Applications

Branch Headquarters

Metwork

| — - - NPN IPsec Tunnel

- VTl Source

—_— Interface
(5] 2 377 18] 4% PR 7R 7 S % % R

FESEH M, ok B HR RIS B B0 46 F U e B A T ISP-1, ok |8 RS 2% 137 et m) TG 4
RLISP-2. DRI, SRS R o SO 90 205 B D3 B A [ S5 07 e A PRI SRR B e, A R TS

15P1

g8

¥ ECMP $i s 5 2 (1 (Bl A& L= Dhme s, A BT B3 AL A ml LA S it SR S AR U AR A A
LRI LW I KB o

flun, e AT ) AL T R R 7 ST (0 S o, B B AT D B SRS R B R e M
BRUR A 25 2 ISP AR A AN TR M 2% 22 ISP2 AL, ISR S8 3L =
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R BB % ER RY R U 0 PR 5

B M ER e SR N
PBR XA HH 7 KA N 52 3 FF
&N
* PBR £ &R (1) “ORMEAYES 7 (Policy Based Routing) LI AE & BE A0y 7.1 S i RRAS TR
W FS2SCRF.

o Mok R B R A TR IR 7.0 KR R RE, WA PBR G EES IR .
DA ZUAEE FH T SR 1) % i T P OREC . PBR W R A A O RRCASAR T 7.1, Tl 2
FlexConfig /X HLE PBR, JFHHIZILMBE N “BFR” o

o NSCFRAESEREW & P ESE T PBR RSN H . P B Fl 2 4 2hbnid (SGT).

#OIEREM
o« R )@ T4 R R AUA S 2 A B ph e R ARAS BEL I D A RE R B 0 N I B e 1
o FJ7 5 SCR RESOL R 4% AN SCHF PBR.
« HBEFES o CRATZ AR .

A VTT HRERRCE o th R b

* (EARSEHATICE AT, TR CRREAS 2R N EURIHE DI R 22 [R])— 1 ) ISP A2 1, DASE itk
HIAS AR P EURRAMT N, JEHGEAEALE T NAT A1 VPN I

Iy

af

IPv6 33
PBR S ¥F IPv6.

£ TRz #) PBR 1 DNS AL &

o FE TN PBR {3 H] DNS BEWrahAr AR {4 DNS 35K DL SO SCIE R Jgur B i i
JS IR A 25 8 Hy: - DNS Ui A2 BN

o HRAINEE B S AT DNS R55 2%
H KM E DNS RS FIVELN{E B, 153 [ DNS.

7R X 46y H B% R &8 2 A B9 PBR 3R A%

LT S IS B2 — PN I ThEE ;s a2, CASNH TR NIESR R — e, JrAelt
I IR R S 2 . VR, R NSRS T I, WALk PBR, 3
CUW ) NAT, U NAT &6 b4 0.
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PBR kSN & THIHR =

\}

AR IR IRV H bR 8] MR 5T R R TR

FES TR PR AR 11 A F o — bbb it R G 0B 19 VPN SIS I, PBROKE N FH 15 38 2 7 i b 1) 95 DT
BLrAMTEE . Rk, PBR 2Bt N/ ity A 3% BB 1 LBk, {HE, PBRIAF&M\ﬁ
A5G R VS B ML i R [P . PR, ANFEHLE VPN R P iR Rl (L
RS, VPN il ) 25 T80 A R0 g 557 . U 207E e 1 C B AT S8 dR AR I
DA S %

E T HTTP By 812 Mz N

« PIBRERIL dw FUEAERE L 7R MR SR L LSRR T HTTP (AR I . EAE R s
EAZSE

« HTTP A& IPv4 %F 3 AT ping #:4E . IPv4 Fabs 15 %% & 1Pv4 1 IPV6 i & .

* BN R,  Cisco Secure Firewall Management Center Jii FH & T- HTTP (M 2. {HAE, MEL
HIIRCAS T, BRSO T AN S eI 230 3 e .

HoEm
o % FRTIASR FR BT A B A THE L PR AR Sy BRAME R A GRS T

© PN SRS VL RC A AF 52 LACLI, S mT LUTIUE SO IR Fpa £ 2 AN, DUB RS 4% i 4%
H (ACE). 15 Bt v, FiE SON ISt b W 2% Bl 35 0 G AT A4, T ﬁﬁéﬁ/\fﬁ'ﬂ“ﬂ%
k5541 (NSG) HEAT A7 o S22 W] LAEUIE 1024 N IESR NSGo W T 9 43¢ ik 55 4L 23 a5 5k
eIk HHT, RIEEaIneE seriie N 51,

o BRI AR K (URPF) 2 M40 4% H1 6 1M AN & PBR % 1 it 55 S 0641 422 111 32 i 1K) 60 4 1
IP #iht. JA H uRPF i, @i PBR 7682 O B s kg 58, RO e IBsca s e % h 4
H. B, fiiH PBRIN, i&6fi{#25H uRPF.

PBR i H# S TFR a2 0 3% (Bh&HRFS) ki = .

PN (SO EICED SURESRNS, PIWARI T (RTT). £13h. PR ILA S (MOS) FifEA
PO ER . XERRR S T e 4t PBR Wi itk 4%

ETF ICMP BY381% %

F 11 BR8] ICMP 45003 230 A SCHE B4 11 (¥ BRI W) D% sl o (1 e Rt 45
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ET HTTP BYyRIZISHE

AR WS ATV AN I 2 A TR SR 1) R TR bR o B I 2 ST LA Kk ik L P o0 s WS 42 R A
EZN N AR, BT LUK, HTTP 56T ICMP:

* HTTP-ping R LLIRA: 2R 55 #5 A0 N LR (s A2 M VERe Fiabs,  Forb BT .
o W ERER AR N S AN TP ik, DR A Y R 55 4 TP ik B eI B e K A

\}

ER aTRIAER D R RIECE ICMP I HTTP. 4 S SR mE b i) H A S5 AT ek 1P UCHC, DM FH AR S 1)
febr. g H A S AT CUACE kAR VCAL, 0] PBR 8 H ICMP H IR AR IE B AL B2 11

BRIA BRI A 35
T RPN A%, AT BUR vk i 4
o FE DU T 28 (R RE I 1] 2y 30 Fb o ahb ] B I 1) 2 7 R0 1 4 (1 FA A

PR P B S N 1 300 o SIS ) B2 % VS BT 0 (1 A8 0 F 56T T PBR
L Jl e B 1 5 0

* ICMP [f)42: 1 IS P AR BRI TR) A ) [0 4 —FD o b ) IS () 6 7R & 1% TCMIP ping AR .
« HTTP (3 R 2 R0 Te) B g 10 BB o SR IRIBE I i) 268 3% HTTP ping FOAR . 4% W P4 1)
HTTP ping M55 30 MEAK T F- T HEE .

N

AR SN RENC L UG AT I 4 1R TR B 7]

PBR F1E%1Z 8545

76 PBR Y, JRUHIHE SR OB O RO AR E M (B TR R . RO RAR
7.2, PBR i FIET IP () 12 ok e gt 1 Pk e R b (RTT. $13h. Z4F1 MOS) . PBR
AT TR IR A e R BRI GREORED) o BRI 2 5 1) PBROH &1 4845 O 5 Bt
T PR . PBR 23 B I 78 B0 P PR 3 2 IR s D (W ol Fa (e, BB B i A%

ST D EBRCE T RTT. #13), B MOS AR, EielEIies S sh&abr. il
PO ERAIRIR-4E LRA. (FERE P BB A AEAE o

TR AR VR P s A M s P 0 B M 7 28 28 . PBR W UL I Fe VI R f 8 AR R 2 T s (M b . 2
I3 TG E5 2 T S ) S e e, 2R 7 0L

PBR FAEF HTTP BY&1R M54

MAE B RRA 7.4 TT46, 7T LAKE PBR BCE A A AT T HTTP f 42 42 R AR N s P E A
A —AS H I TP Hihk. BoE LT HTTP NS, AR A S SL AT ah . AU
AN DNS 4 A RWriny, A IR A R CAFT IP E R, a0l s I
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W HTTP i KA Y. . >4 DNS 8T BN 2 A 1P ik iy, 55 —/MHT it 1P b A -1 ik
TN B gkstings, B2 1P Huhk B alihe T HTTP KB AR I

MR HTTP WM N AL ], B I SN A PERE TR AR o BRI T bR 2o 2 e A 21 PBR,
LS Ay P B2 RN T 2 7 A PR e A3 B i AN A e B A R A R A2 4 T LU FLR b A 21
PBR i ik, VGG % th Rk PR 4. X T AR s fa b vl G 20 10 f5 820 &, PBR
SRR RSN L ph R SRR it e

)

AR NSNS VTG ACL R 2 IR 554, 18T LI 24> TP ik (¥ 2 /M50 H] PBR.

EFET HTTP [N H AR A, 024 PBR BC & AL LA N AR, B H A0 A 208 N H/NSG KBk
BB,

* ULAC ACL L35 32 M 2 B H o
< ML RAT g D HE P R [iE PBR S
)
© RRFH RIS
o FRHAT AR N [A]
s TR

BLERERIERE

PBR WA 58 R IGHFER: (W TR N (RTT) , #13), “FHELES (MOS) Al E4) Sk
ThE M B BRI AT . Bl e Te e 0 X ssdsbn. 7F# 0 (Interfaces) Vi -, ALk
A IR B BT ), DURE ] THads 8 1) ICMP #8358 HTTP ping.

FIB1 K& & (Devices) > i & &I (Device Management), Jf fidh B ¥4 1 48 (£). RE:
RINERESED (Interfaces) T [fij

P2 YRR O HREE ().

HIE3 il BIZMEE (Path Monitoring) ZEX .

P4 ERCELT ICMP O, s BRET IP BYIEIE (Enable IP based Monitoring) 5 1EHE.
PIES M HIRER MRS, IERRAH DGR

* BE1-H5 ICMP 0 AL BRE L1 IPv4 BRINC . W2k IPv4 RIORANAEAE, At P 2o R0
REBIFZ T IPve BRINM G

* JFEER 1Pv4 (Peer IPv4) - 4 ICMP £ A% 245 € [0 46 IPv4 il CF—Bk IP) DA T 4.
TR PRI, 1A B M RY IR (Peer IP To Monitor) “F-EBt R N IPv4 Hidik,
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o JFTEE{K (Peer IPV6) - B ICMP H A& 28 248 52 XS &5 IPve Mok CRF—BkIP) DABH TR, i
VeI TN, 57 B ISIZ B R EE(K (Peer IP To Monitor) ‘7Bt IPv6 Hidik.

* B3h IPvA-H ICMP R k0% B4 T I ERIA TPv4 R,
* B3 IPV6-14 ICMP FRI ik 21142 L1 1 BN TPv6 K,
s HEIETURIE T T VTL 1. BAZHE & o A 1k .
o WA AN —Bep 2 H . Wate e, Afeh— A0 45w 2028 st

HIE6 LN N, BAET HTTP 8952 f 445 (Enable HTTP based Application Monitoring) & iEHE 4t T

EHOIRAS o W SR E FVRCE G S s B, A HE AR PBR SIS UGG ACL i £ H] T A%
AR PTE N o AL T HTTP (M4 FUIR S, TS BRI S HE.

ST sl A, EORARE, Sl RE

W6

B AT RSB ES B R

T LU AR E AN LR, ULECARAT (FT RV a2 A L0, A8 “SRNg AU 7 (Policy
Based Routing) U [fl - it & PBR R H
FrIR Z Bl

TR R AR AR AR RO A D O B R R A S g, U I E R AR R BUR . WS IR
B BE . 56 L.

WOGESE & > & EE, JFHYHH P B .
R ==
T RRE R .

RS TR 7 T S L R RS . RS R N T VAR DA SRS TR el 5 ) SR AT R
.

TRE SN, i TR

70 RSB X R, R RS R ADED .

ERE

N R ) AT A B ELIR T4 R LS S8 3 1. (ELR, AN ELAT A4 BRI VLAN
AL o RONSIE {58

LEAE NG TR UL A PRI A R4, 33 il M.
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WERT AL RN RARAE XEHET, AT RL T 4

a)

b)

d)

M Match ACL N, RS R vs =65 R A 5. Enl LifiE X ACL Xt % GEZ[H
WLEAHE ACL A5 el hn (0) BIRRAIE N % . AESRER YT R 181515 34 & (New Extended
Access List Object) HEH1, FIAXFR, midiidvan (Add) LT IHRmT Bimia3)%&k&E (Add
Extended Access List Entry) XJuiiHE, %A LAZEIL 24 PBR s e UM, il 7 S0
SGT sl UERE 444

A LAYE ACE e XCH sk s v/ ' 543 /SGT .

B PEE AR S NS EN T PBR, A LLYE ACE HiE CPHLIE4E . 24 S ULES ACE FrBE 141
M, AR B h R R B D 1,

M KIEE Fhrpidk:
o EEEPANCE D, 1R HOdED,
o BRI IPv4 /1Pv6 R —BkHbhl, 1HER IP k. 4P, 7e, 59 00

WARCER BOEA, N EONFE TR A k1.

* #4R AR (Interface Priority) - 45 N LS ZUpe i i o AT T S T B R AT SR IR
SERAEMEL T MO, SRR RA T MR R 0. i,
i Gigh/l.  GigO/2fil Gig0/3 7p AIME & T L /e Al 0. 11 2 . i pife i ) Gig0/l. 1l
R Gigo/L BT, Uit HCR B K 21 Gigor2.

R
TR E RIS, 13 ik SRS R el DU R E B O R . XD, Rt
LS, ARG miahi RAF. B PT LATE 3 1 BB B B L e

M B O AL e A A R, R AR O 2 () s .
* JZIRFF (Order) - # ML AR 2 13 LI P 46 R & . B, B Gigo/l. Gig0/2F1 Gigo/3

AU IS, Gigo2. Gigo/3. Gigo/l. skt k3 Gigol2, RJ5H: KR 5
Gigo/3, JGit HALSC LA Wi

* fgzvERED (Minimal Jitter) - It i & BB sh B BRI O . B2 0 Bs s
5, LU PBR $RECRIEN{AE .

s R ATHERIES (Maximum Mean Opinion Score) - #i f 4 i 31 AT fr P30 235 WA
4y (MOS) 0., B EARD FH AR, DUE PBR 3k MOS {H.

o $ g/ MEIR BT E] (Minimal Round Trip Time) - #9846 & 31 2 AT e /MR IR T8]) (RTT) 4%
o BTEeR 0 bn g mies, LUE PBR $5HU RTT {4.

* JuRNIR B E K (Minimal Packet Loss) - i e i SR e MIER W BRI D . 18
T EAEE D F R AR %, LUAE PBR 3R AU

7 A REOE b, BT O RIS . WO BIER T, Sk Aan (+) YA LA I 2
Pk I, ke 7k, B9
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a4
8 H R P A AE AT P 1 AR B e

WRIERE T IP R4 (IP Address), 157E IPv4 Hitlk (IPv4 Addresses) F1 1Pv6 #tik (IPv6 Addresses)
TR A E 540 Ba ) 1P kb iR TR 1P kb ¥ P %

pEat

M AN — B 1P Huhik iy, R IR ER T 1P BT R, H R R B T B R
— Bk IP bk PTRCE T B A .

MA 5B (Don't Fragment) FHz 4k “a2” (Yes). “7” (No) ¢ “Ji” (None)o U1
DF (ANrB) bR BB 2 (Yes), v a) % iy 2 MOASBAT 30 020 B

TN TR R NN R B, i BRIAE 1 (Default Interface) 5 IEHE .

IPv4 i& & (IPv4 Settings) A1 IPv6 Settings (IPv6 & &) I VR 2 VIR ZRIA R & -
iR

X1 e, L BEdE E IPv4 B IPvEe N ki .

« Y3 (Recursive) - FLAT S4B FTIE 0 EHREVRE 10 T BRHOHEATIRA K —BRALN, 4%
BB AR . R, T LA I, Hofr iy T — BT B LR 3% .
BORL, 2ot T BEMEALUEAT I AT, HERER 300 SR B S DURCA U R
I 26 F AR B

* B\ (Default) - 1 5 1FE 5 4 AW AL =, MR E S K3 e~ —BkIP
i 8
Ve rh Xkt (Peer Address) SIEHE, LUEFEAE TR — Bk hik A b % 544 ik
SRS GE R B P BRI T — Bl Mt Jak 0 3o &5 4k b 1k i 251 345 Py WO A
X T IPv4 Wi, 0] LAZEISER] R (Verify Availability) TR 7 2%t e i) — B2 75 vl 1 -
R A () AR IR 5k 1P Mol 4 H
* IP Address - #ii N T —Bk IP ik,

* i (Sequence) - 1 7815 $& K oEAh 4 H » iR A AR LTS . A R00H
K1 A& 65535,

o BREF (Track) - I ANB RN ID. BREEHE N 1 & 255,

MR TF (Save).

FRAF IS, Ry ARTF A ERE

JEUBITAE A ACL SRULECHUR, JFRHAURAAA T o SR, OB € M EEAT UG ACL
(RS R, AR NZ IR AR E el MRAE . I R Ae s, PBR e W] DLL SR 1
BOREG thiiie . )i, KRR BRI 53 ORI ORIG, AR i%3% O B 206 P A At M PBR o

wmnggm i



g |
B snscsssnms

AN IR B AR

PR AR, D20 AR W i TS I 25 45 1 iz TR BLIR 7 (Health Monitoring)
T

P11 EH RS (System) > E1TIKN (Health) > 1542 (Monitor).

P2 EFRE, KRG Al R EIE R .

PR3 AN B TR 44 K

P A A IRk XA, s ATFRE SCRBER N 4441 .

PE|S NFIET, sl O - BREER.
BRUMHOL N, RESIEREITE AR, DMEER A BN bR Bl iRk o 54 Portlet, &
AT LU i BB (W) SRR A

PER6 sl RO HIEAR

SHEB L o 0 B

B — N LT R AL I 28 37 55, LR BT AT 43 SR LR DX 8% 3t e I ok A b o &% ) 86 T8 FH ) VPN, JF
PETF BN 3 B ANBE R o 30 LA Mb  28 U ) b P 853275 11 Web B 4 5 850 KK M 48 47 e Fn 43
JAS . R BH T B EEC R N PBR O R

TEIHER T NPT $ o 43 ST IR P Z Il BE T~ 3% 1) VPN R . R4, AT
MBI 2 Wl E Ok A EE S SR G N SR AR v i . BT PBR RIS, 2 SCHUR BB 21
BERF B U 21 WAN 25 1T AN A2 R 0L 50 1) S« SLAR R & IR IR L T th 1 VPN,
PR BIE UL T Wil i ] ECMP X3RS WAN A VTI $22 H DLSEEE 28 35 15 .
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LT el |

1. 75 RO S SN BBEAE _EECE SRR EL R B

Physical Connection

Internet — — — — VTl Tunnel

{ Applications ) ECMP on VTl Interfaces
DIATraffic

i WAN1
el DY vz )
Crpoate Corporate
Internal Threat Defense Threat Defense Network
Clients . 5
h Management Center- Threat Defense i
! Management Connections i
(R U T O YT N VO P S T TP SR SR | RS
FriEZ Bl

PR BIMEGE R 04 A B P20 STHUARL BB B A BC . WAN R VTT 21

TR o STHUR JEu B A C B SR T B i, SRR DR

a) WKUGER: & & > REEE, JFHomi BB %,

b) FEE&H (Routing) > SEME B (Policy Based Routing), X )57 5B % H (Policy Based Routing)
U b, AN (Add).

c) 1F iRMNREEELEEH (Add Policy Based Route) X[ iGHEH, M NO#EEO (Ingress Interface) 474
FrpEEE O (A, A 1 (Inside 1) AT A 2 (Inside 2)) .

PR 2 JRE LR AT

a) Al (Add).

b) s MUCRLAA, i il Fhm (1) 541

¢) {EEEY BB FIFRI TS (New Extended Access List Object) ', %A\ ACL {14 F (5t
DIA-FTD-Branch) , #AJ5 riifiiRin (Add).

d) eIy BiAiE5)%RE B (Add Extended Access List Entry) AHEHES, M5z F (Application) i%
TR AR IE PR R T Web O -
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B 2: “NF” (Applications) i£I+

Add Extended Access List Entry

L7
Action:
| &Alaw -
Logging:
[ Defaun - |
Log Level:
nformational v
Log Interval:
Metwork Port Application
Apgplication Filters (& Clear Al Filters X Awailable Applications (3) Selected Apgplications and Filters (2)
4, Seanch by name | 4, youtube )(| Apphcations
» Risks {Any Selected) w o YfouTube ]
[ Very Low 530 o Youtube Upload ]
[ Low 450 YouTubeMp3
[ Medium 280
[ High 128
[ Wery High 50
» [Business Relevance (Any Sslected)
O Mery Low 57T

=1
15 BB b, ACL H ) R A C R 2 g5 20, I HLAEAN I FH B C A D9 28 R 25 %
[ 34 ACL

New Extended Access List Object

Name
| DIA-TD-Branch

Entries (1)
Sequence  Action Source Source Port Destination Destination Port Application
YouTube
1 @Allow  any A A 4 YouTubeMp3 79

Youtube Upload

Allow Overrides
[

Cancel Save

e) milifR7F (Save).
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LT el |

f) MECE ACL (Match ACL) K414 Hi%+¢ DIA-FTD-Branch.
F®3 et O
a) M%Ei%ZF| (Send To) MF0EOHEF (Interface Ordering) FHz4E T, /il “H 1420 ” (Egress
Interfaces) Al “#z LG4 ” (Interface Priority).
b) 7t Available Interfaces T, siehiAH N4 AR #28L LAAS I WANT F1 WAN2: {ER] F#E0
(Available Interfaces) T, A NEL A FRIT) © $24H LAV I WANL FI1 WAN2:

4 B B SRR B EE R

Add Forwarding Actions [7]
DIA-TD-Eranch v |+
Egress Interfaces w

* | By Prigrity e

e ¢ © ©

¢) mMiifR7F (Save).
P4 O HE

] LAAE 4miE 32 $E O (Edit Physical Interface) 7ok Sk A& EUEE H (Policy Based Routing) TUf] (HL
EEOMED hRCEEOMLLLE. EARG Y, HAd “gdmegn” gk,

a) EFHEE (Devices) > & EIE (Device Management), 4R )& 473 ST LA gL £ .
b) WEEZAMMLEY. SO (Edit), RGN 5E:
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5RBEROMAR
Edit Physical Interface 7]
General P 1Pk Advanced Hardware Configuration FMC Access
Marne:
| wan
Enabled
_| Management Only
Description:
Mode
| More v |

Security Zone:

: WAN v |

MTU

Prricrity:
| 10

Propagate Security Group Tag:

¢) MiifAE (OK) Fl{R7F (Save).
PIRS G TR ECMP X 35
a) fEE&H (Routing) Wi, Aiidi ECMP.
b) FORE O CHE] ECMP X3, i fAdiidsmm (Add).
c) TEFE WANL FI WAN 2, SRJ5 61— ECMP [X 1 — ECMP-WAN. [EFf, #in VTIOL Al VTI02,
AR5 B —> ECMP [X 15 — ECMP-VTI:

& 6:1%¥% O 5 ECMP 18 5XEX

Dewice Routing Interfaces Inline S=ts CHCP

Equal-Cost Multipath Routing (ECMP).

Manage Virtual Routers

Virtual Router Properties

Name Interfaces
ECMP-WAN WANT, WANZ u
ECMP-VTI VTION, VTI02 |

Policy Basad Routing

IR 6 Ay DI L A I DLSE I A 28 f -
a) 7EESH (Routing) T+, sHiER7SEKH (Static Route).
b) MdiRin (Add) 324 WANL. WAN2. VTIOL A1 VTIO2 $5 @B AR . #ifd k& T-4H[F ECMP X
R R e A R R AR CPIRS) -
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anmakznpeRwRER [

[ 7: 7y ECMP X {33 O B B4 7S B

+ Add Routs
Neterork a Interf ace I\:,T::_:IGHI:EE' Gateway Tunneled Meitric Tracked
¥ [Pvd Houtes
any-ipvd vTIoz Giobal 152.108.102.21 false 1 |
any-ipyd wTIon Global 192.108.101.21 talse 1 |
any-Ipvid WIEMNZ Giobal 10.10.1.65 false 10 Pl |
any-ipvd WaMN1 Global 10.10.1.33 false 10 f i

i
A OR D a1 HAT AR [ A H Ak REAR, (H R G IEAN ] o

FIBT AE5 SN BB () WAN X% e E 2 (54T DNS, LA ARG 2 A Hb it 1) ELEC I <
a) EFRI&E (Devices)> F &A1& E (Platform Settings), 4R 5773 SCHURE BB 6% DNS 50 .
b) ZHREZAE(TH) DNS, i sididmig (Edit) DAgntE 5ng, SR)5 i DNS.
c) ZJ WAN X ZALHI 1) DNS f##fTHE 2 DNS e %545, 1575 DNS i & (DNS Settings) £ 1K &
it DNS JIlR %5 a8 4014115 5., 285 I D0 Gk £ WAN,
d) 18] =151 DNS PR 88 (Trusted DNS Servers) XL 4 DNS BT HE A5 T 4 & DNS RS
o

$IZ 8 R7F (Save) FIERE (Deploy).

K E AU N 4% INSIDEL 5k INSIDE2 fATA] YouTube #1217 in) 175 Sk #2421 WANL 5§
WAN2, [K4E11# 5 DIA-FTD-Branch ACL VCHC . AFfif Hifthidsk (5121 google.com) #i54xii id 7E i
FilA] VPN ¥CE P ECE ) VTIOL 58 VTI02 dE47 8% 1 o

[ 8: 34 = 18) VPN

'llcllli"l_l‘;' - ’ O Analyiis Palbzias Davicad Objscts ane Intalliganca Doy =} f ﬂl- 0
—
Acdd VPN
Node & Node B
FTD-SJC fWTION / 192.168.101.20 FTD=BLR / VIO / 19276810020 o
FTO-SJC /VTIOZ / 192.188.102.20 FTD-BLR § V02 / 192.168.102.21 E-3

WARBCE T ECMP, gin] LUCEEH V-7 9 2% it 4

HA{RZ M8y PBR HYEC & 7~ 15

SERGIVEAR A4 T O LR BAT S Fabn 1) N C B BAT B 42 I 4% ) PBR:

| wmnggm i
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B =2szcsmweeraEERA

Nil

B

o HAAREN IS sl U H (11, WebEx Meetings) o
* {1 RTT M6 T = AN H] (Bl Office365) -
o HAT AR T Mgt 15 ) 450 CRATREE A H AR .

FHIEZ Al
1. BEoRBIERE B 5NTE PBR IHARC B AR

2. BWEMHERHAFCRECE N ORE D8 0. EARG T, NOEOm4 0 Inddel, 1 HEz 11
74 4 1SP01, 1SPO2 F1 1SP03.

B0 1SP01. 1SP02 F11 1SPO3 | 1) Bk 42 IS d i B

S O D B debrlcEE, e e AT b A O AR e .

a) PR IRE > IREZEIE, SRISomE BB .

b) 7E¥EDO (Interfaces) LI F, izl (EFRANIREIF K 1SPOL)

c) miiliBg{Z LR (Path Monitoring) L5, & /3 F B2 l53% (Enable Path Monitoring) & ZEAE,
RIGTRE IR GES M E B kERE , e D .

d) AdifBE (Ok) MRTE (Save).

e) HEAMFEIMZIRIF N 1SP02 Al ISPO3 fit & A i ix ik & .

A B IR 23 SRR C SRS R iy, JEREN I

a) IKUGER: && > REFEIE, I A% gt .

b) EFEEEE (Routing) > $REEEL L R (Policy Based Routing), #X 5 7t SR B ELE& B (Policy Based Routing)
TUH b, i n (Add).

c) TEIRINKREELFEH (Add Policy Based Route) X1 iEHEH, MANO3ZED (Ingress Interface) FH7%1)5&
HHEPE S 1 (Inside 1)

i VLT 4% 1«

a) miiERAn (Add).

b) TEE XU, W R () Bt

¢) {EFEY EiFBFIRITSR (New Extended Access List Object) H', %N\ ACL 4 FK (5t
PBR-WebEX) , #AJ5 siihiiRmn (Add).

d) 7ERmNY BiAE 5% & (Add Extended Access List Entry) #fFHES, MEZF (Application) 1%
TR PRI AL T Web [N A (4 WebEx 2130
1B
75 BB F, ACL v () R A A 0 R 2 IS5 20, I HLAEAN I F e T A D9 288 IR 45 ) 1

e) milifR7F (Save).
f) MECES ACL (Match ACL) TH7413& ik $ PBR-WebEX.

| Rl
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srgmunnnneics

SE4 Rt

a) FEAIXE (Send To) FHuFKAH, EH “HOE O (Egress Interfaces).

b) M¥EOHERF (Interface Ordering) N74& T, EH “eim/hl3)” (By Minimal Jitter).

¢) {EFIA#EN (Available Interfaces) F, sichHIRA% L RO NG AEFK (2D &4, LAMERM
ISPO1. 1SPO2 FiI 1SPO3.

d) HHRTE (Save).

FEEDBE2 B3, KlE-—# 1 (Insidel) G PBR, LUE K 1 Office365 FIFET- M 4% (1) 15 1] 2 il it

H

a) GIEITHCAMRT S (i PBR-Office365) , 4R )5 ML A (Application) 551 < rhik 4 Office365 V.
M.

b) MEOHEF (Interface Ordering) Muy&rh, & “Fedpiifl iz IS H” (By Minimal Round Trip
Time).

c) R M 1SP0L. 1SP02 F1 1SP03, 2R i A ii R 7F (Save).

d) BALE, GUEUCE 44X (B4 PBR-networks) , JF7EMI%& (Network) 2E3 - 45 e Y545 1/ H
iz Ju

e) MIEOHEF (Interface Ordering) Nk, k4t “4idg/h 24" (By Minimal Packet Loss).

f) FREH ET 1SPOL. 1SP02 AT ISP03, 4R )G s iR TE (Save).

1R7F (Save) F1ERE (Deploy).

LEHE AR IR, 1L PR % (Devices) > IR & &8 (Device Management), SRJG7E E% () A
BT HEHE (Health Monitor). ZEAF &4 N IIRARTEAE B, AU I A Fa b g il 1
o HRVEAE R, TESHE ARG , 25 10 1,

WebEx. Office365 FIEE T M4 ACL i ES M 1SP01. 1SP02 AT 1SPO3 F I KITRFRELS LK)
e tE B B TR K .

E T RIERIIE AN IR

=1
Ih&E EEdL | EEREE ERES
=IRRRA | &IKARA
T B SGT 1Y 7.4.0 7.4.0 PiAr, o] IR S AR ) 41 0L A PBR SRS K] SGT X W 2% it &t
PBR iM% 19125 AT LALEE XL PBR SRHE 19 i ACL I E£ B I SGT X% .

BAE I b RV AR G IR E I, H TRCE R T
T I % FH S . 3F8R (Objects) > R &3 (Object Management) > iy
i) 3= %% (Access Control Lists) > 03 & (Add Extended) Wi, F
P (Users) #il &2 £4H#%RiE (Security Group Tag).
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EIEFL
KA

R A BT 4
RAKMRA

FRER

T HTTP MR 4%

7.4.0

7.2.0

PBR HIL{E ) DL A I 3 3 F () HTTP %% st b A 7 s 40 W s U 4 1
fetEbr (RTT. #1535 Z0H MOS) , MASER & Hbr 1P _ERFEFr.
BRSO R, hFE R FHEE T HTTP (0 a8 05, 448 ] LU FH D fic
ACL It E PBR 5%, 1% ACL B AT T B A0 10 52 4% N AR AR
7,

BRGSO B D v R T S R AR R T I R
(Devices) > 1% & &2 (Device Management) > ##481% [ (Edit Interfaces) >
%1% M #2 (Path Monitoring) > R & F HTTP 8957 F 1445 (Enable HTTP
based Application Monitoring) & EHE.

XL WANV/ISP J& i 1
EELS R

7.3.0

7.3.0

FEJ3 HIXC WAN (K1 g B eh . BoE 7o R 5 Bt AT
MAE . BUESEOE T ORHC B B AR B2 DN SOy, DUEAE s i Lok
bR I YEFFIE AT IEIE . A B Oy BSIRCE PBR,  LURYEIL/E SR SLA
FAbRs SF B IE VA M tapnlp (8D 432 111 B R 21 H rh—AS m T A B %
Ho

PBR % WL A~ — Bk

WE

7.3.0

n] UAE o B G A B RO RIS, Ok PBR G RS P T — Bk

TG G K DR R VAN N4 B e R AT I P TG R LR
Bt IRZEIE (Device Management) > 2 (Routing) > 5 BE B H (Policy
Based Routing) > s In¥% 4 3%1E (Add Forwarding Actions) 7T [fij .

PBR 42 5

7.2.0

7.2.0

PBR i 2 I 5 K 4 H DB D M e Fe b (RTT. $13h. HA
MOS) o S ) F B A2 M O B 4 28 8 . 8 mT LIE o 4%
1 2 Tt A PR oK B . PBR SIS

WGBS R e D U TR R AR AR R T
(Devices) > i& & & 18 (Device Management) > #&484% [ (Edit Interfaces) >
P12 U5 $5 (Path Monitoring) Z£ T .

M FMC Web Ftifific &
FET WS T

7.1.0

HERFN . AR EEHZE FlexConfig.

TS IAE T LA FMC Web FHIHIAC & S T 6 B (PBR). & 0T AAR B v
XS REAT 02, IR St LB LRI B2 N (DIA) LKt it 2 S AL
R R IR B HIE . 28 0] DL X PBR RIS FEEAN D8 0 _Ed AT RCE,
M6 58 DL BT A AT AT P e AR S b e B AR e i, Jd ik
HH T2 1 DR 5 ) 4 o1 SRS DTG P Y 45 0 2k

I Ih T FMC A4S ERIRRCA 7.1+ ¥ FMC THEBIRCAS 7.1+ I,
FE MR BIAT () 3T W& 111 2% 1 FlexConfige B % TR BIRA 7.1+ )i
W AE FMC Web Fi1H 0 BB B0 AT 25 T SRS 1R 6 (TG o 6 TR TH 2R
K71+ W4, G EM FlexConfig JHG HACE 2 “HBIR” #HE

WHAE S . RE > REEIE > IBH > RIREIKE
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