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T IAE BB 18 LK T 5 Microsoft Azure 73N CA UE 0 VEM A (54T £, Microsoft Azure
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R YEE 1-7200 b, ERIAJE 300 F5.,

« BRXTERERM 2% _E AT i/ i8] B4 1dP (Enable 1dP only accessible on Internal Network) - £ % SAML

3

IdP {7 T N FB 4% I, IR e . s o 25 78 24 5, 148 I BE 44 webvpn 28 7 7 A
IdP 2 [H] 737l «

1B°K 1dP 2% bE EHT 31T B 10 38 -0 R bk 00 DAAE BE VOB S ) F P AT S 36 uE, B 2 A1
H 1dP 2 0H 3

© SUVFTE EE-1E T L AT IEARE LA SRV L B A SR IR ST A R AT B

P 3 AR TF (Save).

AXERM

B usEeE

Fit EICFEYT 0] VPN [ AAA WE


management-center-device-config-76_chapter35.pdf#nameddest=unique_1285
management-center-device-config-76_chapter38.pdf#nameddest=unique_1286
management-center-device-config-76_chapter35.pdf#nameddest=unique_1285
management-center-device-config-76_chapter35.pdf#nameddest=unique_1285
management-center-device-config-76_chapter38.pdf#nameddest=unique_1286

| dgee
el |

EIELES

Vi RRTF (WRR AT IR [ACLD , EFRIRSE N T B E. ErT7ER B e Thhg ()
U s, 0E R e B S, TR ACL BT R VERI R, RGN
%, T “PHIE” FRENS MRS R HERR . MRS BRI B AR U SR S L AR .
T DAL LR 2R ACL:

o PR - AR YE bR v R H AR RE s R . SR IPv4 R IPv6 ikl CRTBAZESS e B

WAD .

o bRUE - SURYE H ARl B = . INSCEF IPv4,
ACL H—AsZAVi #5114 H (ACE) B4 . ACE FINFAE R FE 2. VPl ACL LA & %L
WAL S “AVF” ACE UCECR, A0 4 4k B 105 P £ XA ACE HEATIIRR . 48

RIVCACTN S, ANFEAETEZ ACE. a1, WHRE “ 4”7 10.100.10.1, {Hi2 “FHil-” 10.100.10.0/24
M Ak, W) R4 H AR R4 H 2 Rir. Sk Ut, K5 58 BAR RN E T ACL R THER .

5“7 4 HAVLE S g a0 A 52 B E .
PUR A A e & ACL X %

AL &3 & ACL X%
M FEAR PRGN H ARk PR SCRE L  H 2H D G e e Gn F A e o IPve, BT E YT ACL X
%

pUk:

W R R > MREE, RN H P EF: 7181513k (Access List) > & (Extended).
PIE2 PATUL FEAEZ —:
o RN RiAiE 33 (Add Extended Access List) BLAIEEH K ACL.
* Hili IR (2) AR N R
HIR3 IE “HrEd R ACL U AEX 4" (New Extended Access List Object) XGHEH, #AXT R KB A
PV R, HFRE VT R4 H |
a)  PATLLFERIEZ —:
o SAn (Add) DLEIEEEI 4 H .
il #REE (2) DgniE A 4 H .

b)  IEFHRME (Action), ZAVF (LR EZRIE CAILED a1 .

a4

| sgeE ]



BLEH R ACL 3R

©)

d)

e)

B usEeE

sggE |

HRI2F (Logging). HESRZFI (Log Level) L1 &% B &8 (Log Interval) YEIAY ] T+ 1) 0]
CBE N2 DT B4 RN B ACL) o H1F ACL AP AS T35 N, K03 S0 1 B L BRIA
18,

LA AE— A 4% (Network) BT~ 1 c Y5 A H brttbbik:

« )\ “AIH” (Available) 513 LT M 48 6 G oldl, SR )5 s nZl & (Add to Source)
2R INE) B#R (Add to Destination). % m] DUl sl 413 LJ7 ) + L B F T % .
LA A TPv4 A1 TPv6 Hbdl

o ZEYREY H ARSI T I g AE R A bt I 5 T30 (Add) . #8 AT AFR 2 AN M LHBEE Cln
10.100.10.5 8% 2001:DB8::0DB8:800:200C:417A) 55,1/ (10.100.10.0/24 5% 10.100.10.0
255.255.255.0 ¥, B 2001:DB8:0:CD30::/60 iXfh IPv6 F& )

s A (Port) IR T LA ME—T7A R B S5

o AT FIB R APk T 5 1 6 5, AR5 e AN N2l iE (Add to Source) 54 A0Z) B 4% (Add
to Destination). 0] LIl 5554136 L7 I0 + el At % . w4 n] LR 2 TCP/UDP
Ui 1. ICMP/ICMPv6 1 B ol A i (A% “AFR=7 [any]) o (HAE, W A0
Uit 11 3252 TCP/UDP. 8 JCvak £ 1141

X}F TCP/UDP, i&iEnt, 0B ENHEE TR H AR 7B, DA 2504 15 & v A FE AR [ (1) B
W B, WASGERE 2 UDP Y 1F1 TCP H AR .
o FEVH L H AR H R T T AR G BEATE g N B3k B 11 R BRSO AR R (Add).
iR
FRBGEH THTA IP W4 H, WEESIEE “Fra” Ut B kx5 .
mi A (Application) ZEI, AR 5B L Ny B HE LR U7 n) SR 2 AL P 8 H

EEEM
* ANEENERERAATCE N B, ek IR AGE ] TR %

o AAEFE TSRS 1) 4% s 6 Al FH A A N FH I8 e ACL. i) AE A sems A F e, DROA 3L
T RRINHAZ e R AT SRS i i i BT B A/ ISE i &, %8 ik BAEd i
ACL H 4 FHH 7 &> F1 SGT.

AT AR AR A1 B — 20 [ e I TE SO o b 1) 26 2 07 el gas sl s ms b n] R 1) 14,
R RS At (FQDN i fiiAfr A TP Mk Al 1) A] LUK I B iX 263 . W
€ SGH T VDB SERT AT RO,  JFAE ST SR I 2 s B AR

o ANSZREH P e U A s SONFH RN H 41

o HAr, O BEA SRR e U E e SOW BN 4L, WA SR 818 Seiie X
%%,

o BRI AR T L gy T 2O R R i3 i 2§ (Application Filters) R ALILIESIZR



| xgeE

g)

h)

mErEAcLxz ]

TR P (Users) IETR, SR A IEFE 20 HS LKt (PBR) 20 3R IHT < T AL 85
EEEM

DO SRS AL e R R P AL P P BT ACL. 52048 HAR S rh A e, AN
FAT AR HAR S Ff

ER
* A F45itE (Available Realms) %1)38 4> 7 EUC # ) Active Directory/LDAP 4t . 4 <tz
TN AL M5 B, 152 02 45 LDAP 4l sk Active Directory S A145kek H 361487
P4 o
TR
AL A R AT FT Azure AD 405K .

« A A F (Available Users) 5113 2> /R iTik AD/LDAP 45Uk (it &0 & FH - i o dl. 3R
WA AP, E SN EERK (Integrations) > Hfth & X (Other Integrations) > 47
13 (Realms), 4R 551 HHIEM Active Directory/LDAP 43 s 3 (Download).

P2
JEP B R 22 W] SRR 512 AN 4LAT 64000 S TP R .

o FEF P 6 sk s E AR AN LR B3 B 0y SECSCR), P 21 TP ARSI P ™ 2R B3 5 i R T
BT B HEIL R BT

mhREEFRIE (Security Group Tag)ik ik, AR JEIEREEE hy B8 LI Uj 1] SR IE 2 2R (195 SGT
Frico

EEEM
DO S AU b ) SGT Y™ € ACL. 1§ Z04E HAB SRS H AL e, RO AT A AR S0 HAN 32
SR

AR
Al R £ AFFIC (Available Security Group Tags) 41| # 4 R OIS & (1) 2 a4 brid. &l
PLIE AL ISE SGT sk @ik [ 52 X SGT.

* BiH ISE SGT, Effiffllid Cil NS EEREM M SXP 80K ISE 5 4 B0 5=
. FRISEEMMELZER, ESWEE DRS00 K55 51 (Cisco ISE) S M5 71k

iR
SRR ISE MAAUFE 3.2 34 1. 3.0 1 2.7 BN 2+,
o HRAE A E X SGT MfE R, ES I AIH# 27224 bric %, 540 L.

HEFEHT AN, AR5 SR AnE N (Add to Rule).

* WEY E ACL XS HECE H AR 28 RN H o

sgeE ]
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sggE |
B ==rm6acws

o BEAVI RIS H BRI ITE N (Nertwork IRES5%D A kAN M 45 ik 9541 (NSG), Bt
FEAE BB F e NSG M T HAR LRI Vs 1], MRk L BTk B T2 A DB e ek o b AT 23

%,

i) slERIR (Add) DU HES B % .
P g, W REIRESN A, AR R s N B R AL

FALIZ L DL A s R S P i LAl A

A R AV IS ST E R, IHE T RIFBESIENE; WS AV GER 12 T
YIS AR TF (Save).

B & #r/HE ACL X5

RS H bx 1Pv4 hEVLRCHE, S bR ACL XS5, A0, 54y € ACL.

W G R > WMREE, RGN H P ESE 18155 (Access List) > Standard (Fr/).
PIB2 PATUL T EEZ —:
o skt IRINERAET AR DLAIELHIN 5.
il dRiE (O) DLgmiE A % .
PR3 7 CHEPRMEACL Vi FIFRN R WHGHES, BN R AR CRARVHEH R |, FFRCE U 4%
4 H :
a) PUTCLFERIEZ —:
o miiERAn (Add) LAEIEEHT 4 H o
* miili HEE (2) DmiEILA 4 H

b) XfTEAVIHAERIAH, THECE LT R
* #4E (Action) - £ AuvF (ULED) 2RI (NGRS FEARAE.
* W% (Network) - 78 I T30 W5 H AR IPv4 450 G4l .

c) AidilRn (Add) LUK H S B4 .
d) WEWE, ESEIEESIRH, DA BRI R R RS BT AR

HAZ LR LA sl e S (AR 4 H
TR A WORZ VPRI R T B o, TR RIFBEREIENE; WS ARV RN, 5 12 T

B usEeE



| dgee
soatst

PS5 i RTE (Save).

ot
AT LAy IPv4 AT IPv6 L& 1P bk, iZsthhbu ol TR RER2 Wi 1, 5k T VPN S RE v 1) fic
B TN DGR AERE, ] URE & MAC Huhkit .

L1 EFITR (Objects) > 3 & EIE (Object Management) > ikt (Address Pools).
P2 ik IPv4 it (IPv4 Pools), #RJ5 sididRin IPv4 ith (Add 1Pv4 Pools) JFHCE LA~ B

N

o AR - AL 2R . IREZATEE 64 MERF

o AR - izt T v e .

o |P bk - Fy At R a] R YE . A TR a HhE D 45 R il (a4 T R Tk A R T
ilfr: 10.10.147.100-10.10.147.177.

« HERD - bF UL TP MLl R T
- RV - UL SVERE O T R . ATRIF R kT SRR R T DU A
KA Ho VAR, SIS, % 11 L.

I3 AR TF (Save).
PR 4 riddi IPv6 it (IPv6 Pools), #AJ5 siidiRin IPv6 ith (Add IPv6 Pools) JFHACE LA F 7B .

2o Sohy

© BER - BN HEEH I AR . B TR 64 AN TFRT

o ERA - A% I e .

o IPv6 bk - 6 AT B i P e TR 28— TP BB AT RS (LA B0 o it
2001:DBS::1/64,

o MBS - AR bt R TR TP Mol AR TR TPv6 Hbdik 0 .

c RIFEE - LT MRIEMEN AR A EITEA TSR BER . BT LB SRR i
IE I . ARV, SN SE S, 411 .

PS5 LT RTE (Save).

W6 sl MAC ittt (MAC Address Pool) , #XJ5 sithiidsin MAC ittt (Add MAC Address Pool) Jf

fic & AR B
ToF T AN O R R, T3 OIS MAC Hhlikit . A3 0 FZhi0E MAC Hhilk 3EAH W,
(EAN R RE R TR SR, Wi 1 AN D40 Be ME — 1 MAC Hihik. 152 Bl & MAC M.

sgeE ]
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B amoes

AS %1%

PTIE1
FIR2
$IE3

IR 4

sggE |

o BER - EAHHEBI A FR . R TEE 64 NTFF
* WERR - it N el ik il .

* MAC #b11ESE Bl (MAC Address Range) - i A vt o] I () MAC bk iya . T i bl A gl
ik Ed A k2R, Fl4n: 000C.F142.4CD1-000C.F142.4CD7.

© SV - TSI HE T R . AT T R R . (T B AR AR
IR . AR, SRR, 11 T

B RGP D L P, 80T DU I I R REACRF A A XU 25 SRIAE . S ATRL)
NGBS, TP AT BT BT DX GAE B, AR GUH AL Rl uE a8 O 2L 5 0 SRR LAY
F 58 AL e, QU e By S ARAE A A A 7 SCR N T gt o A7 QTR ., TH 2
ISP B SIGRe

AS Hf R T E BGP Mk, &2 AS S5 /e, i HnT LY ) M 4% . AS-PATH 2 JE ik
PEECHE B0 AL 35 10 5 1) B EH TROY5RD H AR % ER 28 2 (M 1) AS 25 391 AHAR FIG R 48 (ASes) 1
BGP A A1 A7 ] AR AS RFZRIITH S o LERRAN K HH 28 8 A7 5% H b 1) S5 R 8% 1 R8T
ARG, &K% B ki R A B LR B B 16 P S FR b RN i A2 i M Rk B LA k. T
UEA5 BT ) AL 4R, DRI G AR T 2 () R I E B W JL 0 — ASS 45 TUE 1) BGP W5 B P 1) ASes
B3R, MRS B HIIAS-PATH. AS-PATH DL AS Rif 4 It (0 4% Ay B i) A it i BRI s A HE
i “BE AS #6457 (Configure AS Path) UL AIE . S HIAI i B0 RS (AS) ALK . &
Al LA AS BR AN G DATE L 2% FH e . SRS . BGP ARJa i JER AT H . AS B A2 I JE A (15 R
% 3 o AT P 1 U R ok s i B v BB R

T LIRS IS B 5 i A B2 A

WL FEIT R (Objects) > 35 B (Object Management) Ji- M\ H sk 1k £ AS #§1% (AS Path).
AR AS B2 (Add AS Path).

FEAFR (Name) BN AS BREXT R4 FR. HRENT 15 500 210,

M ETE AS BRIEXTR (New AS Path Object) % 11 _E #3750 (Add).

a) MIRIE (Action) FRIFIFEFERE “ RVE” (Allow) 5L “BH1E” (Block) XEIH LAHE 7~ B 43 & Ui 17 o
b) ZEIENZRER (Regular Expression) =B H e H T2 L AS BRI JE2 1 1E ) ik 2

c) miliERAN (Add).

B usEeE
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| dgee

$IE5

SIE6

BFD 154

$IE5

sro 1ztn ]

W ARVER N BT G, LT RIFBERIEE;, WESHAVINRES , 5B 12 L
M fR7F (Save).

BFD #itdit s —2H BFD [AIk#fiE. BFD BB ECE (¥ BFD [AIFREJF AR e T A0 . tksh, ik
A ELA R 2 B o iR I B S e UE . BRATE LT, Echo SEAUCHZEAPIRAS o 8 m] DAL gk )5 ]
[E

IEFE TR (Objects) > KR EIE (Object Management) > BFD 4} (BFD Template).
Rl AN BFD 4R (Add BFD Template) 5t 4748 (Edit).

a4
WEREIEAE AR, WA B O A ARAIR AL,

7t Template 255~ |, PcE DL Rk

* Template Name - It BFD BRI 445K 20050 e — N4 FR, A REBC BT IR S K. iR
RSN, I HARMNOEH T .

« KB (Type) - midi 2Bk (Single-Hop) 54% Bk (Multi-Hop) ik 4 .
* Enable Echo - (i) A B BARAR i FH 15 .

WERAR PRI PIN ZhEE, BFD A0 ks DL mide 4 20X LA S A i 1o) o R L) [RI N Zh g, BFD
P A B oHs LLAL IS K P R A< R T G T K [ i s DA ey TR A0 o R T g, Ffi T
UG AL [ N

FEERRIET R b, AoE DU R

a) MIEIFRZEE (Interval Type) 513 IEHRE (Microseconds) BiZ#> (Milliseconds).

b) 7EEE(Multiplier) 7B, SN TV EANHI S R . AERIRAE BFD 75 BS54 A I
WAL 3 )2 BFD XS5 AAH Gl 2 Ji 2004 1k >k B % BFD X 45844 1) 4 BFD 5 il Hiis f0. 45
T A 3 350, BRIMIEN 3.

o) {EE/MEH (Minimum Transmit) B, A MEEREDIGE . JEHET 50 3] 999 2P ak
50000 ] 999000 = F 2 [a],

d) 7E&E/MEY (Minimum Receive) F-B, i N/ MEERBR DEE . JEE/ T 50 $1] 999 ZEFPEL
50000 %] 999000 = F» 2 [d]

7F Authentication &I~ &, FCE DL NIED:

* B3I UEZEE! (Authentication Type) - AN Hz41%& L+ NONE. md5. meticulous-sha-1.
meticulous-md5 &%, sha-1.

sgeE ]



sggE |
B =ez4nzx

* INEFZERG (Encrypted Password) - (Rl i) Ji ] B4 6 1E 55 i in s

* Z8G (Password) - W ZfH A IEAT B 473 50 UF 1) 26 b B iSO 50 A mh A R I £ 40 60 UE 25
ARERAME 13 29 N NG FRECF AR PR, AR — DR R e B 7 a4
Mo B, “lpassword” B “0 password” JERK.

* Key ID - ILECE P L= 540 1D, YalEh 0 3] 255,

PIR6 RHE (OK).
HIET Ll Apply IARAE BED BEAR LA

ZHEEHTIR

FHEEYIERE 2N EE BRI S . B TUE SCE S EHEACE ] TP i SSL =k TLS i
SR AN RS SR LAAE SSLORLI A A F 5 AR S M A 21 81 AR B A SSL 43 ik %
Ui 1R 5% 3 42 75 A6 L Z I B Bk s i i . W UK S i 51 R i 2] SSLA, AT 1471
R AR RS E AP ) SSL 2 Th ARG AL A o

)

AR BEREWEEAE B SIRAE Web St b w] (3 AL EANIR, AHAREAN I B Sl R i
.

BIEERBEGHTIR

PB1 EENR > HREE.

PIE2 P ZRB YL PR EFBEHFIF (Cipher Suite List).

#1923 57 Add Cipher Suites.

P4 i\ Name.

$I1E5 WA A ZEHY (Available Ciphers) 51 ik £ — o2 N &L ELE,

PIR6 midhiAm (Add).

ST #, AMFTHERED (Selected Ciphers) F1I3¢ B IR 1K) AT T 3 L 45 1E 55301 1) MR (W ).
PIE 8 LUiliRTF (Save).

B usEeE
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X FI3

FE1
PIg2
PE3
PIR4

$IES

axsx [

T—%#ita
© WARIEBhsRE I ERIX B, W AE O E G TE S I E

A AERTE L IE BGP . ARG SR 4R E PR HAx. e T dibsid. BGPALIX
JE PR AT 7 PO 2 58 AT SO 7 B AR AR JE OB AR T hic Sl s PR — 418, b
Wr B R AT LA PO S ic W P SO e SRS, {51 2 o 08 0 R R At 1 B I s B S At R
T “PCEAXAIZR” UM SRR AL X PRSI G 8] LI AL X B30 5 LLAERC
B P S SR RS IR P o T A A X B3 Gl s A i phy S (R DL PR3 A i A P PR A DX AL
DX R FEVLEETE A RAT P83 . H AR AR REAT DL, B A 4R BIVLRCIOA 1k

AT LIRS IO B 5 g A B A

IR & > I RETRH I H ik X TR,
iRt X 53R (Add Community List).
ERBFRTE, 1RE XY RSB ILHR,
M EFTEAXTERIFER (New Community List Object) % 1 _EHIR AN (Add).
B PR F Ik 2 LAFR 7R AL DX ) 2 7
FRUERE X H) 2R H T 45 0 AL X R X g 5 .
R
ANBEAE A 4L X H RS G A I A “RRuE” FAER “dhe” AR 4 H .
a) MIBME FhgR P ks « Rvr” ok “PHIE” I LAFR /R FH 2 A U7 ) o
b) AEFXTFE, e . HRERT B 1 ) 4294967295 5 M 0:1 F] 65534:65535.
c) IEFRAHMNAIBE R,
o BEEM - PSR BB EAIAEIX . RGBT AR (TR i 5 B AR X
i
s il - E PR e AN E C ALK . REA AT (AN S B A AR X
M H
s TS - ERREARHEMX . RGN FE— B IR RS0 I AR EA 1) 15E R A 1 LA
FHIAARGE S B IO R o AS2S 1) A6 2508 15 I L B 1

TP R IR AL LU R s A DRI Y

7 JEE A DX ) S 1 IR U T v AR X . IE A R T4 e 2 54 DX s P UE R A
a) MIRIE N ARk “ ARVE” B PRk LI LR /R FR 2 A VT 1) o

b) FEFIAN T BUP R E IENRIE .
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sggE |
B r=ux

FT pihiRm (Add).
FE8 WREAVIS IS ST E T, T RIFBELIENE; WS AV SRERS , F 12 1.
PRI midiRTF (Save).

i RFLX

BRI LA R IE S A TR R . BGP ALK 5154 A T JH T4 345 0 P
(LA . R TIAE RS 1 0 match 600, JTTF 50 11 AL 1L 11252
(B S T B AL S 51U SUOMS IR G AR ATILIE . ALK B VLR )
HIFTFPAIR. B S ARRBUNE T ITRS, B BURE RAT IS B b ChRME) sRIEMIAEAR ()
USRI A 5L 7 SO SRR A AL K 514 e 4.

\)

AR PRA X AIRAGEN TRCE R 1 S A ST,

T LR IO B 5 g B A B % e A A

T RUOERE R > WREE, JHEHRXTEFHXTIR > T RBHEX.
$®2 SR B X %1% (Add Extended Community List).
T3 ARMTBN, IREY AR TR AR BRI EA RIS 80 N AT .
W4 R AL
 filiFRAE (Standard) PRI, FRE A ERE AN H bR
* R R (Expanded) ik ficil, e IE#RA A
paib
TR — N AL X XS G AR RN R AGE “hRif” R 4”7 RAL K HNE AL 4 H .
WS iR (Add).
LI WIR CIEBAREE Y AL FUNEAY, 45w LR N2
a) EFFIS TR, SN ZRIBAT T .
70 5 LB b S —

b) FEIRAE T RAIZR T, W B AVERAT AL TR € UL RO RS i RSBk i, TR RE RV, R
4 B ATE AN € RO UL G i H AR e, 15 e #ERELE .
¢) fEERE BFRTBT, REH N HAR.

o JET RAFE FAAN 2% H AR I s B ey H AR — 4 UE 5 20 R B i H s 120 1:2,1:4,1:6,

o HAUETT LA 1:1 3 65534:65535.

B usEeE



| dgee
puepipvs it ]

s AN HPRZATLAE 8 ANE T H AR,

s NREES Z AN H WE Z R HAR. #lan, {24l A 1:200,100: 100,1: 300 i i H Frfic &
seql, Jf# A 1:300,100:100,1: 200 % 1 H brlic & seq2. XS SHKEZ RPBEH, HI
1EERE

TR WCRCIERT RAFAY AL MNIZRAY, 1R € DL R AR
a) FEFFISTEBR, A ERNRAT I o
Fe B 5 LS A AL IE—
b) (EIRAE N RS, AR AV HAT PAL SR E AOULHC IR MR IL SC By, TR R iR
JE26 FAT AR E RO UL IR WA SR B i, TR PERRLLE
o) fEFREXTE A fE IENZRIEN,
o ATRAZE NG F RS n s el H AR e — 4L AR B i e b 4, N(16) ] (18)):()$-
 BZATLLR NG H PN 16 AMERERIES
* NEF 2 A4 HIEZ RIVIEMERIE fln, BB A(16) | (18)):()$ 4 [0-91*$ i

i HARECE seql, FEAE A [0-91*$((16) | (18)):()$ M i H Al & seq2. X SMKEZ
KENRIEX, HIEE .

1% BGP IENR LRI TRAME B, St

PB8 WRE AV I SR TE R, T RIFBERIEE; WS AN GER 12 .
YR LR TF (Save).

A DA 6 R LR X B B 51 40 52 1) mateh 1R 5 YT FEALIX 514K -

o FEMHBLH NG, PR X VRN A R R E RN ST 55 B > Match Ff] > BGP > 4t [X
FIR > RN BAAXFFTXSTEHEF . A7 SCHE M th Wi HH LS BGP B E MITEANE B, 165 M h
WS, 25 74 T,

 FESRMEHNLS Grh, AL X AR M A AR Won (LR ISR 5 3k > HE XA > S/ny R X 5%
XFTHEF . A RAESRIR SR P ICE BGP WE MG R, WS HIkyIER . 5 69 1.

DHCP IPv6 it

XTS5 BT S A RE (3 FH IPv6 BT B2 7 diiy) A4 FH JCARZAS Hukik F L& (SLAAC) & 7 diig
A LU E X DHCP IPv6 it I8 H 20l % DHCPVG JIR 45 28K BC B Bt , DMELE S AT gih i
A R R SR (IR) Zid (U i $2 41k DNS R 45 28 5k 42 5545 5o BB A {03252 IR Hdifn, A&
J 0 Sy WO o SRR AR g LS TPve [ AIC B SR BC B R P i, DA A CU TPv6 Ml
A Pt b e OIS FI S BCE I, BT 3 1 v B P I 3 R AT 2RO I L TPve Mkl 4ty
WU, ARYE AT AT SRR R B RS .

By, 1520 4123 DHCP IPve6 ith.
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sggE |
- REE

Z\ == F

A] 57 #8 A FR
RT3 HEAL TR GARTR I A FL B3 EH Al FH 38 sl & & 1m0 HE 44 B ST AE TLS/SSL ) A 4
AJ O HE RN G RN S ARG B i TLS/SSL 25 1) 55 7 St AR 55 2% A 15 4 FH H54% ) 20 44 FR A Ry Al
FH A 5K 3 IR 25 g UE 5 ke i in s it 1
(AT ARG I v o A R S i B e )
Al AR DI S R XA . A4 AR SUahr, HEE Rams M AM4. 6
U, https://www.cisco.com BUEPHPHIANH LA cisco.come  (EIFHLIFAE R EX A A 81, Al 203
A% (DN) B A4 7R T and A $ 0 4R D UE5 0] LU & 224N Al £E R0 451 v B A DN i
A IE A FR (SAN). 1K SAN [H1E4I(5 B, 152 RFC 5280 5 4.2.1.6 15,
o | 38 FH 4 Wk 0T 45 3 44 RO 5 A% 20K en=name. WHRRIIANY con= [F) DN FR &4, R4
FRATTIN | on=y  FHRAEXT 5.
TR (DN) B AF it prid, RG] REAE IR 555 % Bk FR 7~ (SNI) (Server Name
Indication [SNI]) JKUCEE TLS/SSL AL+ [¥) DN,
A LRI R R A B (RESBERIT) B— Nl 9325

R LA D PERELE

Bt it AR SIFRIE

C [ 5/ M X AR PIAS TR 71

CN AL % 64 NFRECE . BHL () EFHE (). 515 ()
5 (%) TAT A

0 a4 B% 64 NFREECT . AHL () EFHF (). 315 ()
S () FAEECHS

ou YLAAL B 64 NTEECT . RHL () ETHE (O 315 ()

5 (%) TS

B X DN BN F 4R EZ LA
© RGUE AR 55 A8 1A S U, DN Helli AT ClientHello ARFE, XM IX W] E2s 5L

EASUTAMEE

IR SS #ei sk TLS 1.3, W) TLS R4S 2% 5 45y A IV B ] DARAAR AR M0 o Samg vk s 2w s
TERSSZRUETS, MR B . HRPEQE R, TES I 5 0 S 2k

© WRIEIERE T R - B4R (Derypt - Known Key) #4E, WIDGIARCE nl 20 2 R4 T
IPRAF ORGP IR ST A UE 1o R B iR, PIIE T 4 S iR AL .
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HBLE SCANEEA RS R R M IR . el ] AR E D, BRI DR AL b2 i X
—AWEANE T WEA AR R ULE, EET DUEAERCRT & X2 R3S MR
NI

*® 2 A RBEREEEA R

B THc U

CN=*ample.com example.com mail.example.com
example.text.com

ampleexam.com

CN=exam*.com example.com mail.example.com
example.text.com

ampleexam.com

CN=*xamp*.com example.com mail.example.com
example.text.com

ampleexam.com

CN=*_ example.com mail.example.com www.myhost.example.com
example.com
example.text.com

ampleexam.com

\ )

B DNX% CN=amp.cisco.com 5 cn=auth. amp.cisco.com ANUCHE, DAt FR AT ] g oS A S e o Al 3
BCAF o

B RVEAME BRRG], ES 545 (DN) B4
X ER
Ay HE 4 Bk (DN) 04
SRR I ATRIT &R

UK

B EERR > WREE.
FIB2 JEIFAI S P5&FR (Distinguished Name) 5 1, ARG FEANIFR (Individual Objects).
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#1123 T Add Distinguished Name.

PIF 4 FH N\ Name.

PIRS 76 DN FB, WA AR A - A . 1847 U NIk
o BRI ER, WA E A RR . S 30 U A AN B (LLESFRIT) .
s WERINA 4, WA RS 2 A bR R L AT o

I 6 LR TF (Save).

T—% it a
 WERTEBNRE S KN 5, T IERCE LG TS A E I E

DNS AR 55 254H

W44 240 (DNS) 4 282k 52 4 R etk 44 (FQDN) (4914 www.example.com) fi##T 4 IP Mkl .

€132 DNS AR 52X &

LB EFITSR (Object) > X &K ETE (Object Management).
PR 2 pidi ML 5418 1K) DNS BR$5254H.
LB 3 nialin DNS BR$S254H.
HIE 4 Hi\ Name.
PSS 2, AR T EEE A e EHLA N EALE.
I B A T B IR S5 45 41
FI6 BIAWBE AR RS O, %%, nf T X e,
o FAREL - KRB BN, Tk DNS RS2 F1RIRELL AT 0 F1 10 ez i) ERAE
H 2.

o I (Timeout) - 2214 T —-> DNS JIR %528 L B 255 A, /T 1 F 30 # 2 [i). BRIMECh 2
o FHRRGH RS ARAIL, MRS .

HT B E T4 DNS BRE 88, w4 IPv4 R IPv6 # X E S 0 s H .
— N2 A E 6 /> DNS 445

B usEeE


management-center-device-config-76_chapter6.pdf#nameddest=unique_126

| dgee
s

P8 MitRTE (Save).

T—5Hit4
7E DNS JR45 2341 HP & 1) DNS ARSS 288 243 21 DNS P& BEE P I O % . ARG S, i
2% DNS.

ShERIE %
NSITR

AN G &FeE# ] REST API A8k f# ] Cisco Secure Dynamic Attributes Connector#s; 2 ] — ¢
ZAN 1P bk, 2% Ge8 I R BT TP k. X Lesh AN S n] T U7 4=, s

EYERHIE NIk A

)

HRZHIAN G, BHAR G A IR E BIFEE B BT A2 s sh A Gs 2oy e £ 56

pE
FE A 7SS LR T RN Cisco Secure Dynamic Attributes Connectorffiié J5, X% (H < Rk
EFEE W& L RS .
ALLT LA shasx % .
* fifi Ff| dynamic attributes connector 1] 2 [ 5 25 % G A 7E A1) 8 J 37 R P HERE 3] A B rpuly, JF Hik 4
7€ J1 58T -

* AP G ) Bh X & :
o RIP b, A7 EREAT SIS 1 (CIDR),  Af LAE VS il A b Al T, 55 0 4 4 %41
FHAL
o ANSCRESE A B e 4l 4% Bl b
o DAZIAEFH APT EAT BT

HRINBNGEHEAMEE, S T APT RIS, 5 38 L.

BHXEENEIR
W AR R EATAT A%, W 35 (Objects) > 33 & & 32 (Object Management) > SMERE 1% (External
Attributes) > #ZSXF& (Dynamic Object) &1 Frow i L IHLE R

WRE LA T Sy SN R, S AHEEN5, 538 1.
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No dynamic objects have been defined yet.

Add New Dynamic Object
OR

Choose one of following options to start using dynamic objects with Cisco Secure Dynamic Attributes Connector (CSDAC):

FMC with integrated CSDAC FMC with CSDAC embedded in CDO FMC with On-Prem CSDAC
i) This FMC “{| This FMC =i This FMG
Feed Feed o Feed
¢ —=_ @ ® “ @ ® ©
Dynamic Objects CSDAC integrated in Dynamic Objects CSDAC configured in Dynamic Objects CSDAC On-Prem
this FMC coo

@) How it works
You'll need to take following steps:
Prerequisite: install the Dynamic Attributes

@, How it works @) How it works

You'll need to take following steps:
You'll need to take following steps: T wing step:

1 | Go to Dynamic Attributes Connector in £l
1 Enable CSDAC Ve Connector
g = = CDO
tegration / Dynamic Attributes Connector Tools and Services / Dynamic Attributes 1 Log in to the Cisco Dynamic Attributes
2 | Create at least one connector Connector Connler.t:I): i,
You should have the URL for it
Source of dynamic objects Choose your region:
LISA 2| Create at least one connector
3 | Create at least one filter = USA i
~ " Saure ynarn hjects
Condition to target range of objects Europe e

& 5 3 | Create at least one filter
Asia, Pacific, Japan

Have guestions? Refer to our @ Help3 Condition to target range of objects
2 | Create at least one connector
4 | Create at least oni

FMC to which ta se

Source of dynamic objects

3 | Create at least one filter
Condition 1o target range of objects z
Have questions? Refer 1o our @HelpLs
4 | Create at least one adapter
FMG ta which to send dynamic objects

estions? Refer to cur @@ HelpDi

SH I T, G HRAT LT A
o BRI RI AT 5528 dynamic attributes connector(f) ¥4)
o sl TERER DUAHA KR IR R E i s 2 W .
LAUR F et 245 H.
* fifi Fij#tk A2\ Cisco Secure Dynamic Attributes Connectorf| &5 &% % , %5 35 1T
o fH TR R 2R BB B, 5 36 T

o LEAHAIEE SN AN Cisco Secure Dynamic Attributes Connector , 5% 37 71

* it I8 FIOTARSCN AL, W R TR

« AR T BB K CSDAC B9 FMC J59%, T FF4a 20k fits 2 ar LLS FIFIRC & Cisco
Secure Dynamic Attributes Connector 47 & 3 & (Objects) > ¥ R &I (Object Management) >
SMERIE T (External Attributes) > #h7ZS31 % (Dynamic Object) .

HREMEE, 1EZ0)HH Cisco Secure Dynamic Attributes Connector.
* AR AT CDOFHERANT CSDAC B FMC J57%, W FF4& Ja 3 SRS A P 25 o

AREZAER, WS AEH] RN &S (00 25 A2 Bl s e #7082 BT K s ) B
1 .
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{FRA# A Cisco Secure Dynamic Attributes Connectorfl| & s 75 3 & .

s R AT {ER AR CSDAC B9 FMC v, ) FFiE v ik#8 F# Cisco Secure Dynamic
Attributes Connector, U118 i A IXAEAL o

HREE R, ES0 (Cisco Secure Dynamic Attributes Connector it &5 ) o

{EFA# A Cisco Secure Dynamic Attributes Connectorfl| E zh 75X &

n A 45 e 4R AL ) Cisco Secure Firewall Management Centerfitt & Cisco Secure Dynamic Attributes
Connector , ZRZK; W ~LL F M. Cisco Secure Firewall Management Center &2 5 il T Cisco Secure
Dynamic Attributes Connector (8% > Dynamic Attributes Connector).

FMC with integrated CSDAC X
aws
Public Cloud Feed GitHub o q 3
Guoegle Cloud A Azure
Cloud
"""""""""""""""""""""""""" On-Prem
sl O DY Y T
ire Fee
i vmware

Firewall Management
Center with built-in CSDAC

AT P S P 2 2R

1.

J& H Cisco Secure Dynamic Attributes Connector , 401 J&5 ] Cisco Secure Dynamic Attributes Connector
Tk .

Fo B Mz RS HL R 1P HuhE RS

ARWEAER, HS OISR

Mo B S A JE ML pEas, 1T e 2L B B0 ) TP
ARVEAMGE R, WSS m LIS .

2 E 3R (Objects) > TR &I (Object Management) > 4hERE 4 (External Attributes) > zh7SxF
% (Dynamic Object) () 5h &Rt % .

FEVT B AL B 5 (ORI > i B HIARRR > i EH=H, AR5 iy sS4 &
).

AL S A G VT RPN EAISAEPT H AR e 1 B35
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s e AR BRI 25 AL & Cisco Secure Dynamic Attributes Connector ,  ZRZ0H i

PA R B o
FMC with CSDAC embedded in CDO X
aws C :7) Cisco Defense Orchestrator
CSDAC
Public Cloud
Gittub Office 365 g Eeed ' of
Google Cloud A raure

Secure

On-Prem
< L)
[ v |
Firewall Management Secure Device Connector
Center (Virtual Machine)

RS RATR R TR G E AR R A RS R AR ZTAIE R, 12 Secure
Device Connector (SDC) &Y, SecureX 1 CDO,

AL S P 2 2R

1.

FCE N o IR S5 Hr 28 TP bk )RR ds

ARVEAER, SO IERS.

Mo B S A JE M peas, 1T e 2% B B0 ) TP Mk
AREAER, HSHES B IERS.

Bo B G AL 2, K TP Huhik & 3% 3] Cisco Secure Firewall Management Center &%, z< A2 4+ 1) iy <k B i £
EFU]_‘\

HRVEANME R, 1ESH A SRR 8 28 A 07 k858 BE A0 K BE Cisco Secure
Firewall Threat Defense 175 J¢ 0 2 IE i 28 777

BB ONIERCAS I Cisco Secure Firewall Management Center o

@i Cisco Secure Firewall Management Center H AR M AR B, 58S , REEFE B
1 FMC.

T F & (Objects) > W R ETE (Object Management) > 4MERE £ (External Attributes) > 175X
% (Dynamic Object) 15 &% % .
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EARH B 7S 3T % Cisco Secure Dynamic Attributes Connector .

6. FEVIFEHIR A s A G CGREE > i R HIARER > 7 elisdl, AR5 A shZSE 1 Lo

).

AL BN BB VT RPN EATSAEITAT H AR B 1 B3 38T

ERH B 575X R Cisco Secure Dynamic Attributes Connector

L A O AR 78 K A 25 Cisco Secure Dynamic Attributes Connector Bt & A Kf sl % % A& 1% #| Cisco
Secure Firewall Management Center 8¢ 2 284 (1) 7 KBS # 0y, 25 W7 BUR DL .

FMC with On-Prem CSDAC

Github

Google Cloud

i ST}

i Bul

Firewall Management
Center

X
aws
-
; MhAzure
Public Clou
Feed Cloud
On-Prem
ViMwa
* Feed
vmware
CSDAC

{Linux Machine)

FESZREM Linux 2L L2234 Cisco Secure Dynamic Attributes Connector o

IP M hb R4 25 o
% (Cisco Secure Dynamic Attributes Connector it & 57 ) "7 ol 2 i &

Mtk & 3% 2] Cisco Secure Firewall Management Center 5%, 25 A2 4+ 1) 57 K 1 5 2L

HRVEQME R, W20 (Cisco Secure Dynamic Attributes Connector it & 4575 ) 175 &G @i id

M BB AR ML uEas, T e 2% B B PG TP Mk

% (Cisco Secure Dynamic Attributes Connector fit B {57 ) "5 R & 304

TE R (Objects) > ¥R EIE (Object Management) > MR 1% (External Attributes) > Fh7s %t
% (Dynamic Object) 15 &% % .

LA G B AL

1.

2. WENBRSHR
AREAER, 1ES
Yo

3. BCEIEKCHs, 1P
Tt
B IY o

4,
ARVEAMER, S
JE L BB K 43 o

5.,

6.

FEVT RGN A B 5 ORI > i B HIARRR > i EH=H, AR5 sy shSRE 1 &

.

AL S A G VT FPEHN; EAISAEITA HAr e 1 B sh i,
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HREAEE, S0 (Cisco Secure Dynamic Attributes Connector At &5 Fd ) -

&\Eiﬁj] lu\ij-g

W CUlCE — L 8h 750 %, ) 338 (Objects) > XF & &2 (Object Management) > 5MNER/E 14 (External
Attributes) > #1753+ (Dynamic Object) 4t K] F UK Bonun R .

Dynamic Objects @ Fiter ¢
Name Descrij iption Last Updated Number of Mapped IPs
0365_Common 21 Jun 23 09:44 AM 34
0365_Exchange 21 Jun 23 09:44 AM 34
0365_SharePoint 21 Jun 23 09:44 AM 9

0365_Skype 21 Jun 23 09:44 AM 12

tﬁﬁﬂTﬁ%t/\ ARG INE L, IFARVFEES BN B2 GO TP k. A7 GRS
B WS AN WU, 5 38 ﬁo

ENZS I RBRGT

Lo 54 A API 5 f# i dynamic attributes connectorfit B 2 A% %, WIS M S HpO kil
B ENE s uRlEndINTHITN I

FEA BT BOX L 1P b TSR, T Al BARARET 1D, W R E PR

Dynamic Objects @ Filter c
Name Description Last Updated Number of Mapp...
0365_Common 06 Mar 23 08:2... 50
0365_Exchange 06 Mar 23 08:2... 34 |
0365_SharePoint 06 Mar 23 08:2... 9
0365_Skype 06 Mar 23 08:2... 12

IP bk Fili i ()BT N, PRI N 2% R SIPRAT B, JEIRAE U7 1) 42 L U R 4% T I& AT Fo 17
UK.

HXER
o XT API QIEEMIBhAX %, #5381

* &7 Cisco Secure Dynamic Attributes Connector

XF API EiZ B E 7SI R

AN Ef5 2 i H REST API A F 5l ] Cisco Secure Dynamic Attributes Connectorfs 2% [1)— N B,
ZATP M%) %, & % Beus I U5 05 TP Mudbik o XS8R %n] AT mlds fan, ot
H )5 U In) 153 0 SR

4 9% dynamic attributes connector [JTFAIME B, 120 (BRI 2z m i Efm)  amii .
BIAS KT R INA L% G2 0] () 22 S L

* ff ] dynamic attributes connector G 1B AR S 70 A 5 7 RIgEHEIE 2] A By, I HIES
JE TR .
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* API G BN X %

o P ML, A7 EREATEOIGSSIRIAI B B (CIDR), AT LATE V5 42 RN A, 55 i 2 0 AR
HHAL

o ASCFESE A e A Bt B VE T
« DA APT AT BE T .

HXER
wsneigmiE API QBN S, 539 T

AN 4RiE APl B BB ST R

SEIERE R T A I sl ZhAX 5, Sia GO 4L APL (1 1P duhik, R LAFE D )42 il A L
rh s ] s AN E R0 # 1 (CIDR), s & M 455 % —FE.

\)

ER W Cisco Secure Dynamic Attributes Connector , WG ATICIERE, Kh'e 4 A sh )i sh
B

FHiaZ |l

B IRAFH X G % REST APL 4 IP X S A HhE (5 5, 152 Firepower 5 2.0y REST API i
N6 o BN G ARTEHE

TR pih R > WREHE.

IR 2 fHilAMNERETE (External Attributes) > 75338 (Dynamic Objects).
HE3 LRSI R (Add Dynamic Object) 28 #R4E (£).

FRA WAL BFRAATE )RR .

$IB5 EZE (Type) K+, Ak IP.

T—F 4
WATAEE, AT APTORBUF A& 5o ANl 2

T &AL

GAYFRIC (SGT) X445 58 AN (SGT) . 4 m] LA A AR A i) SGT X G ked bl Ay FhdE o AR
ISE 7)) SGT BHIRE . AR 48 % SGT X% .

| sgeE ]



sggE |
B oezsarions

HXED
M B E X SGT A 5hid S ISE SGT
H5E X SGT 411
ISE SGT 5 H & L SGT M4 11

S E R EAFRIETE
5 e/ 4 R rh G X S 5 . AR L M A BAE X S, B R TR . AR REY
n W, AT AT IES AT,
FiaZ |l
o 2%1] ISE/ISE-PIC 4. 44 1] ISE/ISE-PIC 1 A5 435, WIARESIE H & X SGT X%,

T U AGE R > HREHE.

$IE2 LdiAMERIE T (External Attributes) > %2 248512 (Security Group Tag).
$IE3 LR E £4EHRIE (Add Security Group Tag).

L4 i\ Name.

$IE 5 4 A\t AR (Description) (A[3E) .

PIR6 7EFRIE (Tag) T-Bh, A SGT.

PIRT R TF (Save).

T—¥ it 4
© WERTEBNSRIE S SR 5, T E IO E G TS R E I A

X5

IR RS SRR, T AMP 285 R HB U B SR AR B AR B0, AR o] DKEAZ S in 31 SC A
B2, DUERE R GENS T i S 2 SO o IR eSO FH SHA-256 BUVMEIATHR €« RN SCAFFI R 5
Z 0] I 10000 NME—HT SHA-256 {H.

SCAEFIRAT IR TIUE S0 -
Fery3R
WEARRE A SCAFA B3R, WARG ) AMP 2 e T T A B .
B E XN 5%
WK S IN RIS R, WARS N AMP 2= 9 H Il T8 R A AR B DL
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BT TF B4R g X B85 R AL S I SO BHLIEAT A, REEASTE AMP 2 T A HIX 28 ST (1 4 4
o RGBS s T RN Gl BB 3 = &1k [Malware Cloud Lookup] 2PE 1F T EE 4
[Block Malware] #:41) FAVLHC ) 3L A G S SHA i .

A

il

AR A THFRI R P OEERER . THRIIERSE S AMP 281 & SRls1&

A R BIR S

Al AR LA SHA-256 {H A 151 R (132 55 73 B A (CSV) P53/ 2 A~ SHA-256 {ES InE 3¢
AN o B BEAROCMIGIE N 2 I8 FH A 2000 SHA-256 {HIE 78 U413 .

WA IR BAT esv U AL I BSOS o BT RSB LIS (#) TFks ARl
TR, A bfe. MANK HAN A S —A SHA-256 {f, fiBRUEAIFLL ur B crivr AT 445 R &R
Gkt o B 4 B AR A B

THERLL MR
o MICHEFUZM RIS STt 23 AZSCAT SR MR BT A7 AR 1K) SHA-256 R 8IME -

o QR AT EARIE SO S BOCSIR A S 10000 S SHA-256 {H, WIAEENS 2SS0 I
e RIZILAFHIZ

o BARR, RGESEEMB T 256 M FRITRE, UOREET 256 AT, WA A S,
WO SCPAF (\)o WERARAE A, K 2SO B4

* AT AR SHA-256 fH AR HEAS I B S EIR . ARSI HIR 7 SHA-256 8, JFH AL T
BFRZAA WS, B B EASE SN SHA-256 . A 55 SHA-256 {HAH G ¥R 1) 5L
B SCPFRAE B R A TN, AT BUY A% PR it IR ORI T 54~ SHA-256 {H

* RGANSAEWSATH _EAL TR SHA-256 fH.
« MR ZA EAERIE SO R SHA-256 {4 H, RGURHAE I o e .
AR EFEAE SHA-256 HINZ AN %H, RGO A —1.

© ABEFENS GG Bl A o B GRARUSSC  BEAT S AU SE EAAE A, IR R e P Y
RIIAS, ARJE EARAE R RSP

© SNSRI 4 HBUEFR A I SHA-256 {18 . AR A SCAEZR MR AP SCAT, St
HIZAE ) SHA-256 4 H I H0ks 23 kb 3 IR SO A7 3804 H IR .

1% B4~ SHA-256 1EiRINE| 3CHEF%

A R ) B B A D AR VAT IR
] PAEEAS SO SHA-256 i LK L8 B SC AR 4138« ANBEAS INEE & 1 SHA-256 11 .

| sgeE ]
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o EFHFA I R AT B A A SO O RUR AR, AE SR R A B B AR 2 32 (Show Full Text),
ARG HI 58 2 ) SHA-256 {H LUK G 21518

TR EFEHR > WREE.

PR 2 MG EMH| R IERESCHFIFE (File List).

B3 AR SCR T AR B A e SR ISR 57U 1) R (2).
WHR B RE (©), WIFRBINGE T, s BB SO SRR .

T4 NHRMAR (Add by) FHFIZRHEFE Enter sHA valueo

HIB 5 7E Description - B i N5 SO ik .

PR 6 1k SHA-256 7Bt P A BRI SCPFIR 8880 . REEA SCRFILACES 0

F],T pidiiRm (Add).

PR 8 nitiRTF (Save).

T—5 it 4
« WSS G N B, RO E G WS B I E S .

)

AR EMENEE SR, REAHEN AMP 2 IR PSS

BB EERISHTIER

TRAB AT R Py (0 S B A VP AT E

WA EDR SO R AR I BN SCEBIER, WIaDRs SO F A% 2 Cisco Secure Firewall Management CenteriJf 47
TN RV SHA-256 fE IR SCAFARINBIZ138 . REAK T SHA-256 THELHI ST R
558 T St A AT PR A

T RERER > WREHE,
T2 WX GRME R IEFRSCEFIFR (File List).
PR3 BRI SR T R B s RN 51 3R 5510 1) 4REE ().
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wirss eeaxunz [

IR B7RRE (©), NERWIN G E TAHIEE, s SR A B O R B .

TR 4 NRMAR (Add by) Mg, 11+ E SHA (Calculate SHA).

WIS 5, (EitAR (Description) FBEH NS UL o RNV, 75 AR I ST 4R g A i
W

FIE6 il (Browse), SRJGIEFEE ALK S0,

$IB 7 St E R SHA (Calculate and Add SHA).

YR8 L RTF (Save).

T—F 4
« WARESh M G RS B, RO E G TSI AE I E T .

)

AR EMEEESUS, REANHEN AMP 2 ARSI PSS

RiIR 3 LRSS

TRAB A UL (1 S B A VP AT E

P EENR > HREE.
$IE2 i File Lists
W3 il TG SO 1) R IME R S5 R 55 ) w5 (2).
R RIE (©), WKV G )E T, sE SR B ST SRR .
T4 NHRIMAR (Add by) FH R F, %EF vist of sHAs.
YIRS BE, 7EiiAR (Description) F-BrH A AR SCAI UL o WERAFIAN UL, RS 4.
IR 6 LT (Browse) J W2 S0, ARG Rith B FRMNFIFR (Upload and Add List).
PIRT miitiRTF (Save).

T—5Ht4
© WSS G NI S, RO E G S B E S .
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wgEm |
B 55154 sHA-256 (&

\)

AR EEERSS, REATEM AMP = UAEHSIR P ST,

IR 145 P Y SHA-256 {5

s AT M0 R P 80 VF T

F U el B SO 212 P A SHA-256 . 1R, ANRELEN G BLAR b e R U S . %
BEATSE L, 2 S EAR B BT, IR ARG MREIA, ARG EARAE BUR IS

FIE1 EHETR > HREE.
$HIE 2 L File List.
FIE3 L EE N R T A R B 2 RIS 2R 551 1) 4R4E ().
W ERE (©), MFVINTSRE TG, sUE B BET SRR .

BT 4 0] DUIAT DL T A
o 1 WO SHA-256 351 1 %48 (&), WA 7 355 i SHA-256 Bkis BB (Description) i
o HENR T SHA-256 35010 MK (W ).

FIRS nilRTF (Save) LA AR IS4 H .
P 6 R TF (Save) LURAFICIFIZR .

T—$Htta
A I O %, LB S B

\}

AR ERMEIEESUE, REATHAN AMP 2 DI RIIR P SC

MITHFIFRT SR

S AT BRI BT PEBI 8 VT

B usEeE
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| xgeE
FlexConfig .

BB EHENR > WREE.
P2 PN ZRIG| R TIEBESCHFIFE (File List).
PR3 mh BN RSO A R B H s SR AR 57 1A 4R ().
WR B RE (©), MRV E T, s EBA1E SOT S IRR .

PB4 LUHE TR Am R ().
$IB5 LT TE SHA %3 (Download SHA List) Ji4% B3R R AEE SC1F
PIR6 ridixH (Close).

FlexConfig

] LU FlexConfig S0 ' ¥) FlexConfig Sl 5 4y Jai i b5 1 1 46 _E 8 A Re A8 Cisco Secure Firewall
Management Center 73 17 C B ¥ DI REFE AL 17 2 XACE . A5 K FlexConfig SIS HE 215 8, 5SS
FlexConfig SR o
AJ 24 FlexConfig L& LA N RIS o
AR
ARG € LT AE FlexConfig % G FIVEAR f 1) H TE U SCAR AT o X9 Gon] DLEAT
M, BURZMEMIER.
H LRI CSCASS % 0] LU 72 X FlexConfig X4, un &A% FIAH LK) FlexConfig % %,
W) T B SO B I 2%, BIAT E & X FlexConfig XA B 45 € WA 07 0. fEgniE e X
XIGT, AEECE RS WA QIR A RS, TS B SOX S R BRI, 8% 2 i
PR XA W T3 S i 2R o — A FH - Ay B[R] — FlexConfig X G H T — A AN RIS £ T g ©
HHIEIME R
HRBCE ARG, EZSHEE FlexConfig LA %,
FlexConfig *f &
FlexConfig X R AH R A I E fr 2 LREMHAE SIS, ERERELR D, Kby
4, DI —RY A 0 XS HINCE w4, HTHCE H bR B e hae.
IXEEFR T2 ST RS HCE B R B A O SRS AN VB o UM ThREZ Ay (P #H TR, %
ARAEMZ G (B #ATHCE . DATKATEATIR T Cisco Secure Firewall Management Centerfit

TS (BIIMZ%) (1) FlexConfig HHANSIRLT HI#, 7 IIZERTT FlexConfig 2% F7 fif
DL, RRRERIR

A KB E FlexConfig X R M 25 K, 5 ZHIBLE FlexConfig X 4.

| sgeE ]
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B oeecn

HE TR TE 3

sggE |

T B R A AN M B A7 0 AR R GE UM o 32 4 10 0% L it e ) U I A ) — A 2 A ] ¢/ X K
Mo FIFERSE Web Ft I o (KA AL EAL IS AN B, RG4S . SSL SRMG . Ry il
VPN ML G, 7y g 5 LI 1) SR RG24 [ 50/ X9 2 1A D7 e P2 R o

FERORAT ] BB 5 HORIEDE R 2 i, SR o A DSUA 5 0T BB B M 72 (GeoDB).e

S E BN BN R
Tz

PB1 EENR > HREE.

PIE2 P GRRY| R P EPEHIBALE (Geolocation).
#1123 JLiidi Add Geolocation.

FIE 4 fi N\ Name.

IR 1 LA B P E A0 G ) [ S/ DRI AR N S IZEAE o 328 R K e i R P BT A [ 5/

X, LA GeoDB HUBRHE K il e N B2 M N (10 A7 B 5 /0 DX o IO e Hh U TR e TR K/
XSS B B Pz R o A AT LA R K A X O AT B 2
MR TF (Save).

T—¥ it 4
© WEARTEBNSRIE I R B, T E NG E G TS S E I A L

BEASE DVAT DA Mo s 22 A DSR4 SR, WS DI 2 o P J ) 22 4 siemis . il ]
LCRE “ B> S0 Eos] «“AES” DBk, ks “Ah” SR EeE] AN XBR. i, T PR E
ViRl RIS, SEVRUR R AL BISNES, HAS SR VE AR A . B AN S Fy 2 42 X,
111 HL At SRS D) SR DX AR

ARBOMZVEAE R, WS %A A% O 4.,

TR AR S, ES A A AR O 4 5.

B usEeE
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| dgee
we

T SR BE A R AP, SIN T TN RSN 1A 180 LAWY (1) IGP X AR HEAT B 43 Bl
(FrfeHea . Feda PTn] B AR AT AT T8 DS O AR 3 B, T fRa s, e
o T B 1R ) B P R B )R o B SO P T BRI P R I B R o ARG B PR (L 3 P
3 R SR SO IR I, T4 S IR A S IR B B AR AT B TR b el TR
IR R IS o Fe B S GEH] T~ OSPEV2 M. U SR A A A- B HoR 4K 205 3))
w41, W OSPF Al e — M RCE HIRYERE X S AR 2 M K BB R

)

AR SO RUEMUEH] MDS I 5k,

EIREEFH

N T YEFFROE A, BRI SRS PIRE S IR S DI OR, R A DhRE RN 2 A
Blo WPARER BAE TR PN RO R A A ], Rt T Ph e LD B PIR SN . B AT %
BIEAF IR A o S DI P KW L8 8 AL THm B IR

FYVEET RSP B A P A7)
o« BRAALW] - WAL ) B HEAT SRS 18] 1 52 S I I T T
o JORAAFI - WAAE T3 B HEAT S PSS 18] A3 S I T TR o
FEFPIUROR AN, B2 i b T B B ] 0RO s A E B L i
BRAAFWIN, BERR AN RZK B A B % 1T
USROR P B AA ], AR 5 e B AT I TR 26 1) MDS B4y B8 ik 4] o
TR
« MEPIHESHZ A RCEYIN, OSPF S F/EA7 IR KA P,
© HERAERAAF IR
 WEREPIAAF AR, U R 1D B K E .

I EH AN R

1 GRS WREE.
P2 MWW GRBPIR LR A
PRI  RdnRmERE.

| sgeE ]



B oezauns

sggE |

TE “USINE RN 27 XEHE R & FR T BOh Hin N Y1 BE 4 7
ZAIRUAL RIS T BTk, R R AP R 7T (- v+ D
T BRI A, i AR (Add).
TEZ4R 1D FBUT R E BRI
W ID H AT 0 B 255 Z [0 AR LB H N AL E 0,
BT BOMBERB AN 288 - B0y ) s SCRE I VAR 252828, B MDS I 3.
EMMEERFHFRABPMANEN, REEBIANEZRAFHBFBOT A XD,
o BRI R KK SE Tl 80 AT
© BRSANEE A AT B AR ISk TSk o i, €0 pass” BL“17 A GRUE Y.
TR A A 5 HA B AT B PR e IR0 4 52 AR B I I TR (DBl , TS (R R R TR AR R X 15
TR R A A -
pE i
“CHII TR EBRA ) UTC X,
ORI R T R e 1), B S2/ 0 32 A A 5 SRR 1 4 e B 1) A B30 o BRI 6 SR ) Ay 30
ET8
LA A FF (R0 45 SRR (V1 560 J )«
« FEHRE T G R AL, TR AAEIANT] Ky 2 {8
o HRS2 BRI AT S I T U A A 06 250 LR L (14 45 R A A7 3

SdiRAn (Add).

FEEOPES 210 OV H . A A ES AN S AR O 2 DA% . XA TPk i Tk
ISR 2 AR R A

BN 51 7 1 -

o W ARVEX I R AT E S, HIETP RIFBERENE; SR AT S ES 12 .
o WIS SR I BT %, E T “ZE %7 (Override) #B4) J ALHRAN (Add): 1S RN
MHRER , 013 Tl

MR TF (Save).

T—%#ita
© WERIE SNSRI I KX B, T E IO E S G TS S G

B usEeE
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| dgee

Rz

o) %
W80 GNP ik R80T AAE 2 A B AT 2 AN, A 45 U7 [ 42 SR .
ATE. SO PRI R RS BRI AESE .

G AT EE AR BRI, ARG AahidiEsIR, LA Tz iy AL L 4. i,
R Tty ZEEHIN S, AL T 5 257 K

RILE RGP LU AR 2R
E#
AN TP Mtk
IPv4 71 :
209.165.200.225
IPv6 715 :

2001:DB8::0DBS:800:200C:417A>EE 2001:DB8:0:0:0DB8:800:200C:417A

IP Mtk .

1Pv4 755451 :

209.165.200.225-209.165.200.250

IPv6 7510 :

2001:db8:0:cd30::1-2001:db8:0:cd30::1000
W £

kb, WA T,

1Pv4 7 Al :

209.165.200.224/27

IPv6 71543 :

2001:DB8:0:CD30::/60

\}

AR RET S ISAEH] Jo FERG TP Hikkdk.

FQDN

FANSEA IR e 44 (FQDN). £ 1] LUK: FQDN AT BRI M AL 1Pv4 ihit, X IPv6 Hihikok IPv4 Fl
IPv6 Hitik, FQDN @420 AE 78 P REFF LRSS 2 o FQDN A R VFAl FH A B8 $e F ke Rl 2k 1

HP TR
ot

| sgeE ]



B rsEmmes

www.example.com

\)

sggE |

ER RS ) RN TS e U R A FQDN X%, s F ) NAT B, PR o BRI T fdiE
i+ DNS 2r#63R ) FQDN IP Hbdil. 4§ 1] FQDN W28 0%, s O 2 MIFE DNS 45 241

, 2f 32 JUMIDNSH U E DNS 4528 % & A DNS “F &K HE .
TSANBEAE S 40 B 4 FDQN 25860 %2

WIS G R R A AT LUE AN SRR ) A S gt
IREAL. 2 LURE 10 N4

AR AW S B Z AT LA N 100 AN RIEE ST AN, BEMIRE M SO0 R 4R 2 w) LUELE 100 A4

W28 3L

o) 2% 188 BB 5 4860

AT LAN “X R AT FE” (Object Management) U [ 1) 2 A1 FE fic 245 #8560 %2 .
fEn] LA H A1 19 IP Mk (R R 28 00 G o AT I 2866 52 L4 8 Ay S35 190 28 A 1Y 48 SR ISC A 0] 2

A P E PSC AT HE RS P 190 286 6] S AE 90 286 X 52 91 3R LTI 1) 268 (Type) 51l mh 41 P 4B EC 7 -

M FCAT HERD S AN IELL KA HERD IR TP ik o AT U HE S R 8 C A 199 406 X 5 G S b v 19 4 0 5 A1

NS I HERD o

IP Hk 7451 R 4% 18 e 15 2 PO ESit]
192.0.0.0/8 VNER IS
10.10.0.0/255.255.0.0 ANZFF K 2
10.10.0.10/255.255.0.255 ;2 ¥ 2% 5 i
72.0.240.10/255.255.240.255 B ) £8% 1 L 47

)

AR SUA/ERCE LTSRN IN 4 S VEAL ] 199 £6¢ 0 C A5 0 G DA S A 35 o0 465 30 IE A5 0 2 R0 2 4«

o ik g% s
o U [l 2 51 SR
* NAT 0%

B usEeE
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| xgeE

ogmsnz [

JE T 0 PR

o BOIEM ST S, IETE R L UL TR IGES: 38R (Objects) > 3R EIE (Object
Management) > M & (Network) Jf & RN 4 (Add Network), 285 midiidvinad & (Add
Object), EFMLE (Network) I H-H AY g+ M E X PE . 7~
10.0.10.10/255.255.0.255,

© SRRSO AN RECRE AN BB WECAT SCARER AT R T
* A IPv4 Hidil S RF M ZE B RC AT 0 52

o EFELL F PR 7.1 K AR T SCHF I £ C AT S

* X Snort-3 325 M 25 FCAF X 5

Bl M Z X R

PR > WRERE.
MK B ik £ 4% (Network).
MRINM 4 (Add Network) 7 ik £ I3t & (Add Object).

B, BT BRI NG, SR g S LGSR I o s B B (R A D 25
e g Kl bR

i\ Name.

Hr AR (Description) (Ai%) .

TEME By, EEEPTAEI, RIEHRAE U ES MY, 5 49 T,

pEap

TE W 28505 G b i 22 A LA I 100 N E8 507 AL, REAMIRE M 40 S 4l i % ] DAL F 100 AN 4%
Lo

(Y PR FQDN X %) B F s bk £ DNS M HT LU C 42 75 Z0Ks TPv4 Hidik. TPve Huhl, Biix
W/~ Hihk 5 FQDN Gk
BB G
o WRFE ARV S TE S, LT RIFBEEENE; SR AN GES 512 0.
o W RO S I B %, i EIT “FE 7 (Override) #5450 1 AR IN (Add); 1S BRI
WNEEE, 913 T,

M fR7F (Save).

sgeE ]



B s =z

sggE |

T—%#ita
© WA BhsRE I SRR B, W AENCE G TS A I E

FAMBEITR

PKI

16 PR SIS B, WS IEE S AR S, 5 4 L.

FAF SSL Iz FH &Y PKI XF &

PRI R F 45 M BT A 2 WFAEE TSRO RA G, A T CA AP TR LA
(CA) EFS: I CA ATGUE I SUEBROA ALHT. 14 MAISMAE P AT RS B 45 P
AT BB 15 TE R L.

G R A UE AR IR XS G P S IE PS5 oK i & 5 ISE/ISE-PIC ik, W mJ{# F ISE/ISE-PIC
15 R S35

D SRAE Y A AIE P GOR M B B R 26 11, AEEERERIHT K Web D SE &3, AR GT RTS8 UE o 1 9 2%
I B 2

L SRAE Y AT AR UL UA WU SORBC BT, W AT G E S LDAP 8% AD 55 &% (1 % 418 82 .
W SRAE SSLOMNHH AR PRI XS5, AT LLVGHCALE A L GEA5 s (14 37t e«

o HMBUEAR S e

* AL CA XTGP CA BAKETBiAE CA S AERE IES

G RAE SSL M4 PKI X%, nf LAfigss -

o AR GRS ATE N CA W% RS 28 IF PR TEZS)

o fE N N EBIE P %0 i A FAED
AT NE PG R, PSR S BRSO, R CR, B R U RGHTY CA
PR E5H .

FEX GGG TP PRI XN R AR, RGRAE R W Je A M s e Sl . KRt
PFTEARAE T A B IR A 0 e ] 3 WA AR . A JLABIE B I TEA(E B, %% PKI X4,

\)

AR PO AR B AR R AR AE N T CA X AN BIE X R T RV T, e T BERLA:

JRATE PR EATHEAT INEs o R EAR B SR ALY, B S AT R B B el i I
XA FHBEALA S B PO IL N, AT ORA7

B usEeE |
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| dgee
masEsmsians [

FTEH M AT PKI AR

UEASEM A5 QU I 2 415 5K (CSR) AL FE SE FIEFS MUA LR (CA) BRI 43 UEA5 i 1Y)
CA IR 55 2315 AT 240, IX 8% ah K AEAE S K A S PSRRI (PKT) A

UEFTE A B8 v] B FEIE P R . A8 PKL. BEBANEB N EAE S, EZSHPKI
LAt RO AN E T E

PIERIE F A& A A X &R

TC & AR P E BATUR ML (CA) REZARR AL TEHI CA B CA AJLEHIET . IR x4
FFRS CAUEFIECXS FABHAL R #8 AT LAFE SSL R A4 FH P4 38 CA XS 4 il 4 FH P4 5 CA X AR
45 BAF P HEAT BT 44 KA AL IS .

\}

AR WRERE - EFE A (Decrypt - Resign) SSL AL H 51 H PI CA X%, HAZHU 5 s 25 1& HH T
B, CEPpET SSL ¥R T, FH 7 I Ba 4 nT RE S B i AT o ZERE G b i) {1, 35K A3 CA X5
UESI I B B2 A5 AT ARUE 510 25 ity s 81 2

Al LA R LR 5 A0 A B CA X5
o PN IET RSA BEET-H I Hh 26 (1) CA UE P FARAAT % EH
o "ERCHTINFE T RSA ) H4S CA I IR %]
o HEINARZE L FIFET RSA B CA IEPFFAE ZH. HH NI CA MR A, WS — CA &
AUE B2 455K (CSR) LLAHIE #1725 44
GRS ZAE BN CA X% )5, FTLLF# CA IE P . REAEH T PR AL 35 i 0 Tk
FIE S A AL HEAT s
T ARG ERGE T P B N CA MR A FR, AR LGB UL AR, (EA RS i AR XS 4 8
P
ANBEMIBR IEAEAE FH B8 CA X%, BbAl, 7egmfEH T SSL SRBS I N EE CA X% S5, AHSCER I i)
P SRS L i o AR B 2 7 ) 43 ) SR A R A ARk

CA iEHFNFASAEN
nf LB $ N X.509 v3 RSA E T AR S8 RIS N CA X% . AT LA EAE R R A Lrh—Fp a2 3
FER i 1 SO A

o AT gAY RN (DER)
o FSRALE o i TEAE (PEM)

AL B ) SR BT RY, 4P LUR G A RS . L UE S A YIR T PEM AS R GTS, JE ALY
STRIPRIL .o

| sgeE ]
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wgEm |
B =) cairsmns

UPREE EARSCAE, SO bR S IERRIE S s P S, IF AT DU BRSNS o R GEAE DR AR ST
K BAERCRT o

\}

AR R RCE A Decrypt- Resign B IRIN, B T AEATHC E AN 4P 2 86, 2B ARG 5 RO Y
i CA PRI E HIE R VLCR R . fldn, D620 EAL— TR thZe i) CA ESS, DA 2%
TG P P ST EA T A S el A

S CAERFFALH
UL

TE1 EFENR > WREHE.

PR 2 BT PKI R, RJFIEFERER CA (Internal CAS).

B3 NS AN CA.

L4 Hi A\ Name.

$IB 5 7f Certificate Data 7Bt 177, i Browse 4% DER ¢ PEM 4 #) X.509 v3 CA iiF 1534
S6 /1 Key 7B LJ7, Aiili Browse 4% DER. PEM 4ifith (¥ e FA A 2 913 1F

ST R PRS2 EERY, EEPEmE, FiA: (Encrypted, and the password is:) & EAE -4
N,
IR 8 Ll RTF (Save).

T—$Hita
RIS I A S, R T S B i

4 BCRTEY CA SEH FIFA%A
A LTS LA B T RSA 1Y 1185 CAVEB AL S BRI E I 7 CA 14
AR CAEPA 0NN 4. A ONRIA T 2

TR EHNR > WREE.

P2 BIT PKI 5, RJGEFEREBR CA (Internal CAs).
HIE3 LUK CA (Generate CA).

WIE4 i\ Name.

B usEeE I
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| xgeE
szt [

HES HAFR BN,
$I2 6 s Generate self-signed CA.

FEBIUEH
AT CA I 44 R BE B 75 CA X 5. AL AL T

o FALTUNE B AL E B CA X5 XS E R AR AL LS, 00 m &5 F5 2 1) CA
R IE P25 4475 3K (CSR).

o 15 CA WUR LG, 1% EALTEF RN CA X%, LV MR 2 2T
124 T CA B E 8 ZAE T, A BErE SSL BT 5] FliZx % .
Sl ERZZHEY CAEHEF0 CSR

PR IEHEWNR > WREHE.

FIR2 BEIT PKI ARG RJGIEFEAER CA (Internal CAs).
$IE 3 miiiHE R CA (Generate CA).

P4 Hi N\ Name.

LIRS MASRIRENE.

$®6 il Generate CSR (4 H CSR) .

P S CSR LU HHEAZ ] CA.

PIE8 MHE (OK).

T—%#ita
o WA LA CA MURKIAEZUETS, TP iTiR EAL ywe N CSR MU RS A4 UETS , %5 55 1T

e NER CSR MMk K2 & IE+
FAZ R, S AE AT SSL IS

TR EHENR > WREE.
PR 2 @I PKI AL, RJEIEFERER CA (Internal CAs).

| sgeE ]



wgEm |
B cricsnneTs

FEI ST SR CSR AR AU CA XH 55U REE (2).

FIE 4 i Install Certificate.

$IE 5 il %E (Browse) 4% DER 5% PEM %ifi% ) X.509 v3 CA iE45 304

FIR6 WUR BAL RSz ik, WikTh 2%, %54 (Encrypted, and the password is:) 52 ZEHE I

N,

HIB T LHRTE (Save) LB UEH EALS] CA X145,

T—% it a
© WERTE SNSRI G SR 5, T ENCE G TS R E G E

CAEPFIFASA T £
W DR B A PR CA 5 R E P A B L SO Sk A B ALy CA E 1SR AL
A\

ER RGUAEK T EREPIE A TE R 2N E .

RGACRAFEEYIE DR, S RENE R B YD AEARE N TS CA X G P I FASIREAT I . 2R
MW CA FHEAEBAMRY], REAE SIS UEB ARG RIS Z 0T, 23 8 ux X 285 Bk
fifss . Rm, BBIERAERG TN T ES .

A

IR AFNRGEN B TR R PR, SRR AR AR I 84 S

T &k CAEHF0FAER
] DLE] I by 2 g A eH S48 R CA IE .

T EFENR > WREE.

W2 JEIF PKI A, RJGEFEMER CA (Internal CAs).

WIB3 A FEILUF BRGNS CA M55, sl wiE ().

FE4 LT

$IB 5 {£E5A5 (Password) AN Z5 45 (Confirm Password) 5Bt %y A\ in a5 265 .
FIE6 LHAE (OK).

B usEeE
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| dgee
gamrsmenaz ]

ZAEEIER I A IR

P B A RED S AF AR B ATA LI (CA) M EAKE T 3251 CA 19 CA RAHIEF . IR i 54
PRAT CA A ICEPIEAS ALl n] AR LT A7 BAR AN CA X ANAL:

* SSL #ilg, FTHdil Ml 325 4T CA sUfEAREE T AR CA 2544 Ik s i i i o

o MUERICE, TS5 LDAP 5 AD R4S 2% 1 24k d%

* f45(¥) ISE/ISE-PIC 4. & pxGrid AR %588 CA (pxGrid Server CA) 1 MNT AR552& CA (MNT
Server CA) X Gk 532 5 AR UE MU MU AT 5 o

B2 A5 CA XS5, A LUME A4 BRI INiE PR 512 (CRL), (EAREF ittt % @bk, wr
AINE 2 H) CRLEE A R, BB LAERIX S CRL, WAZMIER1Z%) % BB B X 4 .

\}

IR {F ISE/ISE-PIC i hc & i A 6 %k, K CRL U3 in B1Z6 S B AT R H

ABEMIBR IEAEAHI R 5 CA XF 5. tAh, FEGMIRIEAEMTKISZMHE CA X5 R,  SRIRIN Y I #7161
SRS S I 3]0 A0 T S U I 4 ) SR A A B

ISR CA MR
HAT DL B4 X.509 v3 CA FE P RECE AMH CA W%, Al LA ALK T 0 Hd—Fh 57 37 1k 4w
15 1) ST A

o AI GRS RN (DER)
o BaFALG s LB AE (PEM)

AR S SZ B R, AR AR % 5 . W UE SR PEM AR b, 38 i) LU IR (S B .
A SO LG G IRE AR B, A AT EL B4R CAGIET: RGAELRAEN R Z T2 HIE AT I IE -

W ISE CA X R

TR EFEHR > WREE.

P2 JEIT PKI YA, RJEIEFFZ{E1E CA (Trusted CAs).

$®3 il Add Trusted CAs.

PIF 4 i\ Name.

FIB5 i8S (Browse) {4 DER o PEM Zwfid ] X.509 v3 CA iE 15301

PO WA ZHM Y, HEP 2%, EiBA: (Encrypted, and the password is:) & LEHE 4 A %
i,

| sgeE ]
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B =cacanssmirsmmsix

FBT HHRTE (Save).

T—% it a
© WERTEBNSRE S AKX 5, TIERCE LG TS A& I E

% 151F CA X &R R EIEBHFHT 5=

BRI LI CRL _FAL B2 (54T CA X %, AR SSL SRS Fh 5| 32 54T CA X%, W] LUAR PG Kk 2
TINEEUE ) CA B G 2 5 2 U IE ok s i i T L AR A R 51 Hoh — a2 52 i a0
T IR SO

o 0] AL (DER)

o BRRARE G FE R (PEM)
ISINCRLJE, 7 LAEA CHRESIE TR B O FAERIX G0 CRL, WA ZMIBRiZ0 % IF 5
[ERuE
HRE FARALSE Y CRL (IS0, Al INEISZ 54T CA M%) CRL E B A BRE. HiE, Sk bk
CRL ZJ&, WASCARER BRI S —4 CRL.

\}

R fF ISE/ISE-PIC 42 Ac & b A 6 %k, K CRL U8 in 2126 S A AT VE -

[6) Z{51E CA X SR MIE B HHT IR
\}

IR 7F ISE/ISE-PIC 4 lc & Hh A 6 %, K CRL ¥3 in BHZ6 S B AT H

T EHERR > WREE.
BIR2 JEIF PKI A, RJGIEFEFZ{E1E CA (Trusted CAs).
SIE3 filinl {5 CA X RN 4t (2).
AR BRRE (O), WIFRMEE B T, B R S i AR .
P4 iR CRL (Add CRL) 4% DER 5 PEM % [¥] CRL {4
YIRS mHE (OK).
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T—%#ita
© WARIEBhsRE I ERIX B, W AE O E G TE S I E

FNERUE AT &R

TR E RN IMBUE R R AR R — DA R T I LIRSS ds APIE T . 20 R X R A BRANIETS
UREe W LAAE SSL I P A HT AR EAE 100 GOMURT R AU R AL T 25 sl s it i, 44
UL AR RAE AR B 2R AR e 1S, (HAREM AT W5 CA IEBHEATIRE.

&R DL B AL X509 v3 RS FRUE TR E SN IE A o LA EAER A B b —Fh 52 SCReks X
(KIS

* A FEgmiL ) (DER)
o BaFALG s LB AE (PEM)

AL E A RS SUEBAF RN, AT RA BRSO RGAELRAES G T 20 SO BEATRIE -
WEARAEAS K] PEM A% s, 3] LU IR E E

EYIIEEINE PO ES

TR EFHR > WREE.

FIR2 BIT PKI R, RJGIEFEIMERIES (External Certs).

$®3 il Add External Cert.

FIE 4 i\ Name.

$IB5 /& Certificate Data 7Bt -7, it Browse 4% DER ¢ PEM i) X.509 v3 k45 2k 5 304 .
PR 6 LR TF (Save).

T—5HHtta
RIS I A S, B T S B i

PRIERIE 3 &
TR BRI BUE 1o 0 AR — AN B TR U RS 2 A LB IR . AT G i B4 B
ASEEPUE PSRBT R AL R 4P LATE LA A7 8 F P e o A
* SSL B, FTd e O AN AL BH A 2 A N B A UL b — &5 IR 25 A I i 2t
* %) ISE/ISE-PIC . & MC BRES2&1EH (MC Server Certificate) 7Bk HBUE T % .
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« SRBIZSTTECE, FH T AEER B I Web X1 S0 2% B S6T s i X 45 171 7 158 4% (1) 3 0 34T 5 40 56
iF. MBRZZ2EIESP (Server Certificate) 7 Bk A #iE Pt % .

A DU _EAEFRET X500 v3 RSA BFE -6 5 2 i IR 45 23 0E P ATARC X ) AA A 28 0 SR Bic ' Y 3 Uk 1554
%o AT LA AR R 51— 82 52 R 2 SO A
A5 gL KU (DER)

o BaFASG s L HIEAE (PEM)
WR SR 2R R, AR A A . R P A2 K PEM RS 30w, 3 v] DL IR

15 Blo
TR AR, SO A TER IR e S R, I BT DU BN . RBAERAERT BT
H4 56 UF B XS

QN AIEBX S e, ATEME SRR, (HANREIE SO R R 1t

ANBEMIBR IEAEAE A I A BE X 5o SO, AEGMBEIE AR I A RRIE S XS B, SRIBRIN U i) 42 1 55
Mo i YT TR S U ) 4% A SRS A REAE S S A

IR ERIE R A R

TR EFENR > HREE.

PR 2 @I PKI AL, RJFIEFRERES (Internal Certs).

$1E3 fidi Add Internal Cert.

FIE 4 i\ Name.

FIB 5 4 Certificate Data 7B 177, it Browse {4 DER o PEM 4w [t X.509 v3 Hi45a%ilk 15304
$IB6 7£ Key 7B LJy, Aidi Browse 44 DER. PEM % fith [fy % FAAT 2540 S0 )

P R ARG IS 2Ry, IR BN, BEEA: RIEAE AL

PR 8 mitiRTF (Save).

WEEEMT&
W EE S, Bal DI IR CA FIER. 545 ER CA BN, HIF SR CA KIS 4.
CA FFERESE, LLAS—AEM S OE o8k,

UEASEMN S A S QU2 4415 5K (CSR) AL SE FIE T MU LR (CA) SRHE A3 UE 45 B 75 1)
CA M55 &5 BANE NS 8. X853l R B ARSI R AT B DR Al it (PKT)

UEB X %0 ] AR UE PR (5 B . 43¢ PRI BCF-iE BAE ByEA g5 8, 52 PKI
LRt B UE .
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WAER EBEMA R

UEFA M G H R0 ¥ v M 31 PRI SE A i b, Rl AT PA R B E S0 FE VPN IERL 1% %

FEIAET A (CA XS -

1. EUEPEM S e T CA S IAERTEM IS5, et e=s8, JEHE & DR AR IH
B A Fa e ME— I R W E

2. HETREGDUEPIREANTE B4 LI bnt % . fEw & b, e
MAEBEN G5 AN &R e R LR &G, RN RS SR, T B
SCEP, EST, F1PKCSI12 CAFFMER, Sl FEl Aai#AT, XEWE AN T EAT A5 5 B
REAE . TFHUE T M LA A R .

3. FEMEHY VPN ALE rhs e 0 KIfEAT M.

ERIEHEMT R
T PR S, TR R R > MREE, RGN BHUE R T IEEE PKI > EREM. R0k E
ZT_\‘ u‘[:,f)a‘/%\:

« A IE BN A RFRIITH H .
R TE ORCRED ks,

o BRSO BRI ER AL WORAEZERI S rp ., AT DU DL R VEM v

s BER - TERSEERIL A A A LARIE .

« EST-# &l FH e AR 5nE M M CA SIS M E 1

* SCEP - (BRIA) fa] il A5y PR i ¥ 45 A8 AN CA SREXS G iE 15 .

o FH - MR B R T AT

* PKCS12 304 - 7632 FF VPN B0 BB L % & B 5 N PKCS12 0ff. PKCS#12.
PFX 5 P12 SCHFK5 45 2 UEH AR Fh IA)E B AR AR A AE — NI Sk rh . SN O£
AT

« B2 (Override) FIHR/RAT SR RVFE S (SHOEERG) BREARVFESR (O X) .« WiE
BoR—ANEer, e A 7 550
TR “PE G BRI0 2 XAE N VPN IE B — 3 AN & O RS . B iR A 11
FE A VEAN S BAR S ME— 1. T, 7EVPNECE T, AEMNESEES “AHA” & “AEHE” .
1 A AT IR R RS B E L IR, WSS RE S 5P 11 .

o fihigmiREbr G2 AR B BEM A% . R LR M Gk SAFR L B4 %
RIS, A BEVEAT SR . 5 S D0A S B AUE BT R S R N B o S 0T DAE SR M e 5 % 0E
1T 9m%

o A IMER ERE i) AR A A KAE B A S . BAE BN & O SR T
HoRBE, WITEVRs FLIHER .
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$% (T)RIEBEM (Add Cert Enroliment) T FF R A0IEF £ 8 (Add Cert Enrollment) % #E )i
B OUEBENN S, WGSBS IERTA S 5 62 1. RIGERMEE fun s L2 aE 1.
HEXEM

i B2A M ek 1

8 H EST M3k 1)

18 H SCEP ¥t ¢ % 1E )

18 TS M e BiE 15

1 PKCS12 SCHF 2 30E 15

AWIIES E M AT R

T LR IX e R 5 P B ek o (b URAT A B 5 sl 2% A8 PR B3R BR A REAA T IUAT:
%o

W FTIFRINE S SE ARSI AE :
s HAEENNRAE BT AR > WREBHIAT, MWPHE R PGS PKI > EREM, REH%
IRIER SE M
o TERCE L WA 761 & (Devices) > iE (Certificates) Ji%iH, EFERMN (Add) > iRMFHIE
$ (Add New Certificate), 4RJ5 i iEF £ (Certificate Enrollment) FE¢ff) (T).
FIB2 WA EIS 2 2R (Name) F1i52RE (Description) (& a3
MG, A TR A 5 AT s A SR FE A % I 448K .
¥ 3 1JF CA {E2 (CA Information) XEIi-RIFEFEFEMAEE (Enrollment Type).
s BERIES - 1Fh CA IMFEE WA A A O HEAIRUE T . RS AN T 2L A AE R .
pait 4

M AU, DAHEIE-RSHOH R E A AR (CN),

o EST-7E 22 A5 il FiEM. $8EESTE R . S FAE By Mt % ESTIETH , %5 64 7L,
* SCEP - (2R FisiF ByEMpril. 455 SCEP {5 K. S MuF Bl % SCEP k1 , 4
65 i,
« Fz
* {X CA (CA Only) - ¥ it ZEHE R JITiE CA B3 CA ET5. AL Ry il a0 g & 4iE
e
WURANKE R AR HE, W) CAUEBAS LS RBITEM o 48] DAAE AT CAE B % il 42 i CSR
RIS E 15 .
« CA E# (CA Certificate) - 7EAEH R IE PEM %20 CA AE15. S8t n] DU ok M HA e 46 &2
il CA UERSRBUZIE 15
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R PEAE T CA UEFA R CSR, W] DLKE BEAE B 45

* PKCS12 3Tt - 753 HF VPN R U B iG5| 3\ PKCS12 30/, PKCS#12 5 PFX
KRS BAET . FEE B AR — I . A O E(E.

o Phid CAEBEAKRH| B CA #rEHZE (Skip Check for CA flag in basic constraints of the CA
Certificate) - W1 R ZE Bk I A A A5 AT UE 15 T A EEABR 9 J A0 CA Arids, THIEH I IEHE .

* IIEfE A (Validation Usage) - ZEf 75 VPN 352 0 [R) 563 E 45 1Ry iz 11 -

* IPsec & Fif - %1iF IPsec ¥ 15 (7] VPN IERE % il 5.
* SSL & Pum-fEEFE VT ) VPN JEFE 220 0] 96.4F SSL 2% F it iil 15 o
* SSL ARZ5 8-k PELATOAE SSL R4S #8UE 10, 91 4n4E k Cisco Umbrella 45 28FE 15 .

$E4 (W) FTITIEHR S (Certificate Parameters) L1548 EIF BN 2. S FAE-BIE % E1
ZH, 66 L.

UERAE B B TR, MK 2 IR B AR ] — 5 3 T o) I 25 R
TS (AL FIITER (Key) 00 2GR SR B S78E0 , 2 67 .
W6 (E)  RUHHEEEIE IR R AR TES PR S IR, 5 68 L.
FBT WHTFE, RiFEE (Allow Overrides) HEX 4% .
FE B PRKCS12 E 5 M % L SevF 7 s i, b AR UE P A 5 1 1 46 L BrE 3 0%«
ARNGHEE I EREU, SN SER, 5811 0.

FIE8 ritRTE (Save).

T—% it a
RIS GIPR 2R % b, e BRI —MEE AT

BXER
T B B M e e e
i ] EST yEM 2 3E0E 1
{# ] SCEP VM e B53E 15
18 ] T BhiE M 2R e P
18] PKCS12 S 225 0E

AN IRIESS S A
UL

TR WABIR.
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sggE |
B ocsamxigestin

ST 2 WE S BRI E] PEM K41 1dP ES FB .

iR
WERAEAS A HRAUE A P RIIEAS WA 20 22k W IR A o TS 1D

PR3 midiRTF (Save).

WER EM AT R ESTIIN

Cisco Secure Firewall Management Center S #5132

g > WREE, KI5 M MBS TTIEE PKI > Cert SEM. il (H)IRINGEE A (Add Cert
Enrollment) 4] T A01ES ;£ A (Add Cert Enrollment) $FiGHE, 4R 5 £ CA 15 2 (CA Information)
IR .

FE
SERREL-WE N EST.

\}

R * EST vEMERIASFE EADSA %41,
o AN HF EST £EE Bk A B 3hid: I & i oh g

£ URL (Enrollment URL) - 225 M 223 E M 2 CA IS #%$1 URL.

i https://CA_name:port JEzU¥) HTTPS URL, 1+ CA _name & CA k45251 41 DNS 4 FRok IP
Hidibo S S ok AT

AP Z-FHTil CA RS2 4.
ZRL/FHINERRL- Vi ) CA JIRS5 3% 1550

/Y- BST KR CA IETI, ALK CA & # i ANTa Sl M HTESURAE CA T4 8 iE 1511
FCSEER B T B b AR GBI 2 =7 B BAE PR EAE . BTN ) CA R4 254
& (Fingerprint). 4 &H N FME S UE B IOFRSORICHD, WHE R dh . it B R g 48 3k
I CA FIFR4L.

REO-5 CA IRSHAZILME N . BOAMGI T, BnigWrk . ERARE O E A0, Wik
PR 1 22 4 Xl AL X 5

ZBE EST BRZFFIEPIIE-EBNG O T, EST MRS #HE P UE CL e . T S 200 Ja ol B A1 563 31F
EST MRS #iE1S, ik it 2 B4

B usEeE
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WER I EMXT R SCEP JEI

Cisco Secure Firewall Management Center S 7512

Mg > WREE, KI5 M PN E T IEE PKI > Cert M. il (HIRIGES M (Add Cert
Enrollment) 4] T A01E$ ;£ A (Add Cert Enrollment) 4FifHE, 4R 5 1%+ CA 15 2 (CA Information)
ﬁlﬁ%O

FEB

SEMZEERY (Enroliment Type) - % & & SCEP.

7EM URL (Enrollment URL) - 4 5530 E I B CA IRk45#51) URL.

/] http://CA name:port JE:/f) HTTP URL, I+ CA_name J& CA lx%5#% 1 EHL DNS £ 7%
o 1P Mo B 1 5 O DA A

\)

AR WRAEH =14 /FQDN 51 SCEP 4545, i {# H FlexConfig X ML & DNS A%#%

W CA I CA cgi-bin AN B AL ERINLE (/egi-bin/pkiclient.exe), WIJHE A DA ZIUKE AR bR vE BIAAT
AL ETE http:/CA_name:port/script_location JEZU ) URL 1, H:H1 script_location J& CA JHIAS ¥ 56 4
AT

[RIAZERL/FAIA Z 05 (Challenge Password/Confirm Password) - CA A 45 2% 56 11F 3 4% 5 43 s BT A 1 2%
fho ST DL R CA RSS2 BOE 7T 19 286 30 B 25 rh A N LA M ik SR B 15«
http://URLHostName/certsrv/mscep/mscep.dll. M CA flx45#8s 3R HH) S 723K B 60 5
BT DRI, AR RO S5 R

Eik B8 £ (Retry Period) - - IEA515 K222 [ RN BG CLLR BN 567D o AT 1 21 60
arbbe BRIMEDA 1 204

FiX i1 (Retry Count) - #5715 g Ko R & HAEH, N7 EIRARE . HTLUE 1 3] 100, ZRA
4 10,

CA iEH & (CA Certificate Source) - 5 & 3K H CA WF 5977 K.

* £/ SCEP #2F (BUAILIL, W/EME 32 SCRFINIEI0 - ] ik Fi AU (SCEP) A CA
g5 a A ZAEAS . AT SCEP #E B AN CA 55 as Z AR MR . AETTURTE NI REZ R, T4
TRAFAE T B CA JIRS525 (1 2% HH

/YL - Al H] SCEP K& CAUETINT, ALY CA IR AHATRE. T HIREURUE CA MRS 2HIET
LSV B T 07 1R R FAL I A =5 A R BGE BRARE T . F N /N Bk 2N CA IR %548
84 (Fingerprint). ARG A B SUEB RFRSORILAS, WHESH AR . il HHGER: CA ik
55 s BE I AE W4 255 30 Bt i N LR M bR CA R EL:
http://<URLHostName>/certsrv/mscep/mscep.dll.
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MR EMA R IEF S
FERIEF] CA IR AR HOE PVEsk b AR (5 e SRS RSB AT, B s A e 0T
il — 7 BT A

Cisco Secure Firewall Management Center S:fii 213

TR > WREE, KT N BHE R TR PKI > Cert SEMF. ¥ (TT)TRIES EM (Add Cert
Enrollment) 4T 7175 0IES 5 A1 (Add Cert Enrollment) XFi%HE, R )5 EFHER S48 (Certificate
Parameters) i3 .

FH
fdE HIbRE LDAP X.500 6 U N T A 15 S

* €1 FQDN (Include FQDN) - & 744 5 £ (1) 56 4 B E 44 (FQDN) & 7Rk i sk . 1k 1ihn
e

* Hig& £ =M1 FQDN
* BAREEIES PEM FQDN
* BZEX FQDN (Custom FQDN) - IEFFILLEI, AR5 75 {7 (11 B ZE 3 FQDN (Custom FQDN)
B FQDN.
« B &% %A IP ik (Include Device's IP Address) - 482 1 (¥ TP bl & AE i 15id sk .
* 2*Fi# (CN)(Common Name [CN]) - ZLELFAEIEF5 1) X.500 22 H 44

N

AR M ASAUETN, DATEIE SRR E AT FR (CN).

* BB (OU) - A ETEIEB P INA L AL LR (FIEsT 1470
* ¢H40 (O) (Organization [O]) - AL & FEUE 15 R4 A 7] & FK

* i E (L) (Locality [L]) - BALSAEUE T 47 &

* JN/%& (ST) (State [ST]) - ZEALEAEUEAS 1 (P 24T

* ER/MXKES (C) (County Code [C]) - AL & AEUEF A S/ . IXEARIL AT 1SO 3166
FAM X AE 5 IIE, Bl “US” KoREHE.

* BR1E (E) (Email [E]) - ZA S AEUE T A R MR btk

« 81218 &HF 5= (Include Device’ s Serial Number) - & 17 % & 1 B4 560 S e E . CA
P H 5 RHE B EATIONE, 508 2 KB5S W& ARG, Wi 5Em], &7,
A AR R AT

B usEeE
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WEREMXT &R RN
Cisco Secure Firewall Management Center S 7512

TR > MHREI, KT FHUEH DL PKI > Cert M. 3% (TH)IRANES M (Add Cert
Enrollment) 77T i&A0ES S EM (Add Cert Enroliment) SFEHE, SR J5# 2548 (Key) LI+ .

« Z4AAAI_RSA. ECDSA. EdDSA.

iR o NFT EST {EMZER, 5211k 5 EdDSA %4, BN EAZTE.
* EdDSA 1WAk filA] VPN 3R 32 .
* EADSA AZHEAE WL FE VT ) VPN 5 O3E 15 .

* FEARMR- W R B S UEF ORI B PN OARAE, WL BHR & B R AR WS X AN
15, W7 B AR e B BOgh W A0 W [ A i) 28 A I A Bk o W RN TR 8 440K, RGHHAE
H 54 IR e 1844 (FQDN) 504 .

« BRI (Key Size) - WHRBARIAAAAE, W LTS RN (B, DA ) o #l
KN 204807 o FEEGHOK, B4 (HJE, AR R K i 3 B 75 B K ) (RO
T 512 A T B — A3 b el K TR) ), 17T ELAS e s R A H e ] o B K

|

BEEG o /5 B0 AUBEI 7.0 AR L, SIEEAET RSA INasSE
VP RSA B89 A/ T 2048 fr (BRI 4. R, 7T L
G 68 35 0% 19 PRLAE-PVE A, LASR VR A RSA I SR
BUNEGIR/NE) SHA-1 [IE 1.

o PTG AR 7.0, BEICTEAE RN INT 2048 A71F) RSA %5, RIS
JA F T 59 s T S

* BRIRE -WIRAAYBAE [Psec LR ) S iE A5 (3 PIE AT RE S DA A9 e h I uE (e, TRk
¥ 2% |Psec AR o nT LUMHI IPsec 20/ il P B B HIVEAR 2. BRIATS &0 R AR
LTI

N

R Xl AR VPNIERE, BT A Windows IEBAMA NI (CAD , NIERIA
N SEIEY 440 IP 24 IKE Hria). A8 b BRI &, W6 25 K i
XTGP 288 IPsec ZFERMER L. HN), ZumJoikse il &Sl VPN
E

e
|
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B =msmzmekEsEmn

£ F 55 0% /Y PKIIEH 7 A

SHA-1 BUH 244 5080 RSA B4H KN (UNT 2048 i H TIAGE) 78 &bty F1 BB H17.0 X 5 &
WA P AN SZF . Al UAERSAZE CR/NNT 2048 £7) KA MHIER.

AR IS TR T 7.0 RO B E L 7.0 R REXSSRRE], 0T AR Uk B AR A S
gk FATAEBSCVHE A g9, Oy S PIAN I B s PN P 22 4

)

AR U 7.0 BCE AN IR E ORI T 2048 SLIIRSATE S, IS SRV 5 I

LR BRI SsnE, ESNE & > BB . sidee g ks iR I BREBEmE (
B . 29 AR IR N, AL e BRAEOUY 99 e AR

)

AR Ul TR S EGE AR, L S BRI, SRR S g . 15
FE )R HE TS9N, A F by B e b 59 N85 0 B i S s 5 T R

S 2 HRR A FRE] B L1 7.0
METHHR) BB AE 7.0 1, BUAEUEBRCE SR . (H2, G0 R IXEEIE ) RSA %58 /NT- 2048 47,
JEAd ] SHA-1 sk, WG T 357 VPN iR . BB Z3REL RSA %4 K/ KT 2048 f7 AIE
P, B VPN L Fe 455 in a5 e 1

WE S E AR 3T 5 IR IR
TH i 3 PERIC A 26 VA48 S AR AR T IR IR & o A A BRI T IR A, ANk AT A
—Fh 5% (CRL 8 OCSP) .

Cisco Secure Firewall Management Center S #5132

Mg > MR, RIGMPHEH DL PKI> Cert SEM. % (H)¥RIES M ((+) Add Cert
Enroliment) 7 7T ARiE S ;£ 41 (Add Cert Enrollment) XFilHE, 4R 5 EF53E5S (Revocation) 11 .

* BRIEB A3 (Enable Certificate Revocation Lists) - %717l i ] CRL A 25 .
* {ERARBIEPAY CRL 9% s (Use CRL distribution point from the certificate) - i 1 A 35t
ok BUEF IR 5114653 % URL.
- EA BB ERERTS URL (Use static URL configured) - 32 1 ATV e A (0 T2 SCHIRCRS 51) %
70 % URL. RJE N URL.
CRL AR%588 URL (CRL Server URL) - i \H1 R #& CRL (1] LDAP Jl¢ %5 #& ] URL.

URL %L http:// JTk. 78 URL P& 5 K IPve HUhERGAE Ty 554, Bt
http://[0:0:0:0:0.18:0a01: 7c16] »

B usEeE
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* BAELIER IR (Enable Online Certificate Status Protocol) (OCSP) - &/ 7] J&i i OCSP
@ﬁ:o

OCSP BR%5 28 URL (OCSP Server URL) - 7 2£1E4T OCSP f i,  H AR 2511 OCSP k55

#%1 URL.

URL %2 A http: // I3k ¥ IPve Mtk 45175455 4, 1. http://[0:0:0:0:0.18:0a01:7¢c16] .
« MRFIHE B TEFRE, 1FEEIEP 2T B (Consider the certificate valid if revocation

information cannot be reached) - BRIA AL T-EHOIRZ . W RAEAAR SRV REERAE, THBGH L IS
B,

RERFIZR

A “BCE ISR TR EE . RGOS SRS G o 1 nT LG SR 51 45 5 LLAE AL
LR BRI o AR BR AR T 5 L SRS BRI, REVEAR T AL BRI SR 5113 rh i) B A UL BC ) o
A i AR T ARG B A BOE 2 s 1R . SRS AR ] U AR A RSB A AE R VL B A7
IFBEEAER]— BRARWURT A BTSSRI SR SN RIC B R o 2 A SR SR AE RS A 45 H AR AT IL
BCIN S FIeAT SRS SR AL AE AR N S 1 R EAT L

BTLUR O B g A ek .

TE1 KREFENR > HREBH N H P IEFEREETIR.

PB2  AUERIERRETIR.

S$EI  HERIRFEANFEMY R R4 S BRAHRAX KNG,

LA NIRIE FRHR IR VRl &P RS RS 1]

PSS EOEDR U BT B AN R e B R
EREAEOH) LT, RIS V& n] il H S F im0 DR X . 6T ARTE X S (R
A LE BTIE X 38/42 O (Selected Zone/Interface) 513 F 7 I FBC AR O ZHR, ARG mdidsin
(Add). AEW &AL AT s Qe XN, R4 SERS LRE 0.

L6 ik eI DU o AT A HAT AR in) 51 2R BT R B 2R ARV H AR R R R E
TR e B R BT BRI FRAAT UL, AR5 H AN B B2 T UL EC bR vE U 1) 51 2 6] S 8l R
Y ESOE W

LT R T—BEDR, FRH R B ARV IR YR BT A R AL N — Bk th s b (AT AT 2%
TR i e DI R BB FIFRAATUCHE, AR5 i N B B2 T UL L bR vE U 1) 51 28 6] S B AT
BHNEINF

B8  RULERERIEIR, HOR AR R SR BTSSR E (1 b1k ph i b A AT AR S5 S A

| sgeE ]
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MR AL 7 (85 SR B AT G DR AT VLS, SR a0 A\ Bk £ 2] TV RE IR AR S (7] 81 3000 B B iy
IR R
s AS BE{ZIETN R LIULAC BGP HA RGtERAE. WIERTEE 2 54 AS #fe, W ] AIULRAE— AS
A%
A REBMIET R, PLSCRPR BGP A X )™ AL X 73 T3l 5 8 0 AL X B30 G sy e DX ) 3 x
GANILEC . WERFREZ RN, RGN IER 2L KA VL BC SRV 45 ke
a) ZONMINHREALIXFIZR, TR RIIR T BOH N E MR (2). X IR B RFERT AL X
SR N EFHRIIR, AdERm (Add), AR5 REEE (OK).
LA BGP #LX SR AL X SE VL RL, ik T S £ LR HE B AL X AR
b) ZERIYEAXSIZ, EATEET BAXFIRTBT NS EMRIE (D). §RAX SR BORTER]
R BAXFIR T . EHFFHEIL, mdnfim (Add), K5 Ridi#E (OK).
pE s
P IEAL DX HIZRAE T HCE B ) R AT H .

s R AR S ERIC T DAVE RS AR AT 22 e 41ARd

a) fERERR T BOP A T ILE AR E. ATV AN LU 5 BRI . 8 I v B T D RC 2 AT 47
SEFERRINALATBE 1o FRFREVEE AT LLAE 0 21 4294967295 22 [H].

b) fERRE BT T IR bR . ATEUARA ZA LS 5 2 W . 3l e B T DL R AT AT A
AHRE ZARAbRC I . PR (e F7E 0 2 4294967295 2 [H].

WR B VPR N RAT R 55, TP RIFBERIEE; WS AVINRES . 5B 12 UL
mMiifR7F (Save).

S 1 %6 G LA AT AN ] (1475 2XARERAS [ Bl
TCP #A UDP
AL 2 DI CORBUS AR N, 0 AN TR SRk 1 el VB D X 5. 4

. tce(6) /220
ICMP #1 ICMPv6 (IPv6-1ICMP)
AR BLIDE I 2 P S0 I ] e S R R (1) g IR 5o B 0T: temp (1) 13130

P A] DA R RACHS Chn 53 FD SRR | ICMP 8% IPV6-ICMP i 1% % . 5 ¢ ICMP 288 R14L
IEE R, 1HZSH:

* http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

* http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml
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Hit
AT DA AN FH ity 1 A HeAth IS i ity 1 X6 52
480 O BB A v 5. T8 U B IX L BRI S o BRERIAXS G LAAR, ik n] LAY
A H e S A% .
AJLE 2245 Web FLTHIH FIAS [RIA7 BA8 FH i O 0 %41, A G sl srims . om0 2 5 01
FEO) . i AR R 2R B, G S G AU G B e R A R e v L A O Sk
RGO 2R G, AT DU R 48 A TSR SR B ot X S 1A g
A FH g L % I, U A LA R
o ANBE A ) 0N A T AR IR TCP 88 UDP LAAMPATARI e bk, 700 0 o 5
YR AR H BRI A, AN RETR AR S
o WD AN B2 SRR BSOS 0 21 B 08 11 4 Rty OGS AL, DU T R 2 )
FUUAS S AEFCE W& AR
o G BLE g RS TCP A1 UDP it R 65, R e FL s n ok R0 00) (s 11 4502, AR
IS E bR, R IRR,

B 2 im0 X R

PB1 EENR > HREE.

P2 YK GRMLFR P kPR O (Port).

P33 FMmEEO (Add Port) FHzF1E P IE LR INIT R (Add Object).
B, BT LR BRI I L0 5, AR g S DL A E e N . R B R A e LA %
(1) SebE bR,

FIE 4 i\ Name.

LB S EFIY (Protocol).

P 6 ML LI, Ham D (Port) BEAT RS, Bk +E ICMP 22! (Type) HI4KE5 (Code).
Al 1 %] 65535 Z [A][1u 1o A% 74w i Ve . kRS ERE (ANl PR Ui, s
Ziff FHE AR (Other) T 441 & 44 11 BRI 5

PTG G0 i

o W TE ARVE I R I TE S, IR RIFBEEENE, SR AN SES , 12 1.
o WSS SR I BT %, iE T “FE W7 (Override) #54) F AL R0 (Add): 1S RN
WHRES, 513 1,

sgeE ]
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B s 00

P8 Mt RTE (Save).

T—% it a
© WERTEBNSRE S AKX 5, TIERCE LG TS A& I E

F A A X R

ARSNI N ZREAE R, ESHIEAESANS , 54 50

RIZR 53R

AT LIy IPva FIl IPv6 G AT 4891 36 % 5 DAAE G & 35 st . SRmS s . OSPF i € o BGP 4B s ik
JERFAEF o

B & IPv6 BIZR53R
i/ “HCE IPv6 HI 2414~ (Configure IPv6 Prefix list) VUG & . S I ATZR RN 5. B L
U RTEEHN RN G LAAERC 2% tH S . SRBS LR . OSPF 1 JEEL BGP 4B Ja i uk i A H
fanT LUK 5 55 B A e 4 — A

T RKIKIERITR (Object) > R EIE (Object Management) J M\ H sk Fh ik FE R 51FT (Prefix Lists) >
IPv6 BI48%13% (IPV6 Prefix List).

PE2  AUHRIETETIER (Add Prefix List).

$IE3  EFEEIHTIRITR (New Prefix List Object) % 1 B FR (Name) 2B H i N Hr48 51 6 4L 1) 44

HIE4 S EAIETRI S (New Prefix List Object) % 1 /¥ 340 (Add) .

LIRS IRIE (Action) FHIFIRHFIERAIN FHEAE C “RVF” [Allow] 5% “FH1E” [Block]) » LAF/REHT 4>
avr

PIB6 (LSS (Sequence No.) FBe i AN T 4R B AT 4 F11 2 45 H AT O N BBC & M RT 48 21126 4% H 41
R BA RN E ME— S WRORE a8, WF A5 BRI LT o i 5 K7 815 K
5.

ST A IP Hbhik (IP address) 7Bt 5 5E TP Huhb/ A5 K kS 2C ) TPve bk, HERS K 20T 1 Al
128 Z [l A R

PIR8  {Em/INETEAE (Minimum Prefix Length) Hy N5 /INATEEKC B o A6 UK T HERS K B I/ T8l 45
T KT KE” (Maximum Prefix Length) (Z1RFEE) -
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P9 ERABIEIKE (Maximum Prefix Length) 7B NS RATEAC R o 0N TEEE T “ el
AV ” (Minimum Prefix Length) CATSRAFAE) , siE K TFHMEEKE (R ATEE “&/DI%HK
J%” [Minimum Prefix Length]) -

FIE10 AU (Add).
BB WREARVP I RIS, T RIFEZEEIEE;, SR AV GRS , B 12 T
L2 LR (Save).

fC & IPvd B 53R
] “TCE IPv4 B4 %3 ” (Configure IPv4 Prefix list) TUIIAIZE . & HIMgmiEar R0 5. Kal Ll
I HTEE AN G CALE I B B p L) . SRS S . OSPF 1 yEEk BGP 48 i g I HH
AT LK % 5 gl 5 e — ki o

F$EB1 HKIKEFEITR (Object) > 3R EIR (Object Management) Jf M H sk Rk £ aT48 %13 (Prefix Lists) >
IPv4 BT48%3% (IPv4 Prefix List).

P2 SEHRMETSESIFR (Add Prefix List).

HIEI  EFERSTIRTR (New Prefix List Object) % 1 Li&FR (Name) 7 Be iy A\ R 2% 5128 5 5 1) 44

$B4 RN (Ad).

LIRS IRIE (Action) FHIZIRHFIERAIN FHEAE ¢ “ V7 [Allow] 5% “FH1E” [Block]) , LAFR/RTEHT4)
avr

$I®6 (LSS (Sequence No.) FB i AN T 4R B AT 4 F11 2 4% H AT T N BB & AT 28 41126 4% H 41
R BA RN E ME—S S . WERGRE S8, WF A5 BRI BT o 5 K7 815 K

5,
ST 7F IP Hbhk (IP address) 7Bt 485 TP Huhl/AHES KBRS 200 TPv4 Hiuhil o FERL S A5 1 AT 32
Z B %A .

LIRS  {Em/INEIEIKE (Minimum Prefix Length) F 4 A B/ NATSRAKE o I (H LUK T HERD K B FF /N el 5%
T “B KK E” (Maximum Prefix Length) (Z1RFEE) -

P9 ERABIEIKE (Maximum Prefix Length) B AN SR ATEAC R o 0N TEEE T “ sl
AFZE K ” (Minimum Prefix Length) (ATHRAFAE) , siE K TFMEEKE (R AfEE “&/DI%HK
J%” [Minimum Prefix Length]) -

FIE10 AU (Add).
PEN WREARVP I RIATE S, HETRIFEEEIEE;, ESR AV GRS , 12 T
L2 LR (Save).
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PN et FEOBT 70 A BT R DR AR I R 2 (P B e A o A B 2 2 BRI B It 23 A
JHES RS o B P R A2 S 17 SR VPR R 4 0 B e PSL KO MR L it Tl E00T 0 A 2 H it g R PO
B ETIRSRT UGS e phr SR ) S FR T e e WS 2% H g R AT B e S A5

T LIRS I B 5 Ol A B A

FHIa Z |l

B TR ) U PG — AN AN G AT AR5 o AR 5 L QU IR IR 2,
LAPE 5 6 P SR

* WS ACL.
NI LIRS

< NN AS EAE.

o W INFLIX AR .

s WNINYTREALIX B .

N

AR AR AR ASGE T TRCE B R AT .

* IS INSRIE 12K o

KIKIEPERT & > ITRETB I H S IR R BR ST .
RN S FR AR ST
A EE IR AR ST T 5 (New Route Map Object) & 1 #3750 (Add) .
EFRFISFE T, AN 0 2] 65535 Z MY, AU HR/m 8T % WL 4% H 75 O 4 U i i i % %
e (1 % EH ISR 4% H Ze v (R4
ERE
XA LL 10 RGN AT gR 5, DU R AR LG N T A) IR B 5 5 [
MWEFH D& FRFIRPERFRAIN FEAE, B “Rvr” s “PHIE” . DIFRoR IR KU .
s EC B F R IR I IR AE H S P LR &R ITRE (2%t -
« X - R N/ FEOULERE. o LUEBE X IR IR e 4, siag g O 4
FRIFI IR L4z 11,

 IPV4 - H4E DU R 4&- UL IPv4 (B /i) 5 Pz -kl e X451k
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1.

wmmst [

s bR B TS ARSI 2 by ik SR DO % el o 6 T IPv4 Mk, 335 AT 7 138 o s A 1
Y7 IR BT AN AT ILRC, AR5 S A\ B P T UL A ACL A SRR A1 R X 5

A TS — BRI DU % i 7 — Wb R VT RERK 1o 65T IPv4 ik, 5T HrsIZh
HEPESAL VT ) P3RS R MEATILRC, AR A\ Bk £ T ILAC ) ACL X 5 sl
ZINRXE

s il B R RE T DURRAHRG it e 70T o S I SR UL REBK Hy o 65T IPv4 Sk, R8I
HEPESAE VT ) P3RS R AT ILAC, AR i A\ B £ 1 T I RS ) ACL X iy
LRI E

* IPV6 - AR B R 0 % ik . T Bkl BlE S YR R TUAC TPve (B tH/AR D S
* BGP - 45 LU N 2 /FKILHS BGP (B i/ ED) 5 IEFZIE IR Al & AT
1

st AS BEIZIETI R LLSCRERS BGP H A RGUR ARV 1) 5112 548 52 (K #4215 1) 1 R AH UL .
WARARE 2N BRARVT IR P, Ui b ol AL SCAE A2 1s i 213K .

FAL X FRIE IR BLECFEHS BGP A1 X By AT DX 73 31l 15 Fi 52 R AR X B 2060 B iy Je At X
FIR X GANVLEL -

© BONRUUFR AL AL, i RdnEEH RINR T B N4 e g (2). KPR ERE
ARAMREXIIER . EFEHTEIIER, SdRwm (Add), AR5 AEBE (0K). AU a]
A IR RNE R, ES AL, 527 0

o ENINY AR, A Y RERIIR T BT NS ERE (2). ¥R TR
RRER BT RAXTIR . EHEPTHSIR, AR (Add), )5 R E (OK).
AR W B AL AR A5 &, TS Y ALK, 5 28 L,

L BGP A X S @A AR X G g e L, ik e 2 B EH X RN, SELEIiA
T AL XS

e

WARAREZ AN, RGN ISRt ER A VLR AV BB 4 1k
it 2 R LS PR AN S5l 5 5 A D — AN TC AL AN TC R ) % e

T SRR FIZR LT DAMC B RS PP R AL BE BGP SNG4 2 NSO 51| 3R AE % S
2 H AP PATILECIN, AT Sk SR AAEAR N s PE_EBEAT VLR .

© Efth - MG LLR A PEOR UL TS h sl i
1. {EARFRERERME T B P AN Z T ULRCIOFEbn (e, DASCRFVLRCES i ffdabs. nT U 24> LU

SOorBRIAE . L E T VL AT ¥R e PR AR AT AT % o FEF(E YO T LATE 0 31 4294967295
2 [,

ERREE B N T UCHC PR ZE . v AN Z AN LR 540 B O AE . 303 e e T T
FCAT-AR] HLA 45 58 22 g br i s . FRicEYE BEAE 0 3] 4294967295 2 ] .

396 AR Y ) B R 2SR I LS st 2R AL S . A A0% 28 0 Externall. External2.
Internal. Local. NSSA-Externall il NSSA-External2. W] UL MBI H1 i3 2 Mg 2,

sgeE ]
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PR FAREFEEIR DRIEAE H S IE SR LR 2 R BRI /R
 fERRME - WA T . T B R

1.

B BE T B LA/ BT S N TR AR (R ER AT 55 . A RUEETE M 0 21 4294967295 ) HE4K
@o
MIABFRZEEY [ hr 51K R Ik 4R € H bR U FEAR 2R . HRE A : internal. type-1 BX
type-2.

* BGP Fa) - il LA N 5180 E BGP B ik R n] g A1

1.

st AS BEARIETIR LME L BGP % 1M H A R G4

1. fﬁﬁASW&?&*%AAS%ﬁ%ﬁ,UVEEQ‘%%%é?ﬁ$ﬁEﬁBGW%
Fo JHEAMH AS 4a'5 THUE 2K, MIMIEINERRARAEKE . WRIFE 21 AS B2
Yn's, WA DITUEAT— AS g5,

2. TEBmE— ASTIEZRI AS BRIZTFBUPHIN AS I424m 5, KA AS B iR TE i f5— 4
AS %5 . K AS G 1 2] 10 Z [ H1H

3. MEHPISEREARIEEEIROD AS BRIEAIAHE LUK % th IO O B G R AR

2. maliAXFIFREIR DL E AL X

B usEeE

TEAFERX R

1. i Jo B il DL T4 36 2 b SRS (R 7 28 b I B e DX e

2. A EA X R AL X S (CnFSEHD o ARUETE Y 1 42 4294967295
3. ETIARINEIIA AL X LUK AL DA In 2 2 A HIARIX .

4. &9 Internet. JTiBE BT S W R EAE DMEH C A X 2 —.

EAFEY BALX FIEE BER 7B, HiN ASNinn B2 RH l H AR 5
o« AT LURINAE 1:1 3] 65534:65535 Y 4 R
ST AR AN H R s A i b H AR 21 LA 50 B K % E H bR e 1401 1:2,1:4,1:6.
s =G HTIRZ AL 8 AN H xR,
o BB TN RS 2RI B H AR H

il B T DAL A R
1 EFIRE B ESRE LWL A3 SRS

2. EREBARMERI BRI BIG RGBARN HIETE. A 0 2 4294967295 2 [HIfK]
fE.

3. HIRENETE PN HEN BGP ALE., KA 0 3] 65535 Z Al fh1H
4. EFFRE BGP YA, AREA AR IGP IR,
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5. fE “IPv4 WE” Horrh, fE i O BT — B Bk 1Pv4 bk, B EE
FHABHE B A1 SRR E 24 IPv4 Mok, DUEH 60 ] AFEAT— TP Huhikfav i .

EFAERTE TR TR AR T HRIE Pv4 BTRSIR .

6. 7E “IPv6 WE” Hhorrh, fad B i BT — B — Bk 1Pve Mihk. EAEEE
FHABHE . AR5 € 24 IPve Mk,  DUEH €0 n] AAEAT— 1P Mk .

EHAERTE TR TR AR R IE Pve R SIK .

SIES  AUERN (Add).
PR WMREAVP N RIATE S, HETRIFEEEIENE; SR AV AR, B 12 .
L0 LR TF (Save).

AR D) RET EIPS VFnUE GEHI T BB B siffdrvFnniE Oy JAb B 284D
ZARRE B AU L TP kb, A URL (4R S, W Tl v b 1) 3R sl 1 4% H RS
i

« PRI N T EHENESES

o YR —E MR T HTTP 8% HTTPS B Hi s S4ES .
GARBREH RPN -

* DNS (4

o % (1P Huhik)

* URL

Rg-1R YR
Cisco $ LA MR 22 R e 5.«
o AR e E TSR R B BLR U5 T R SR UM R BE: - Talos
* Cisco-DNS-and-URL-Intelligence-Feed (£ DNS FlZ&FIY )
* Cisco f gtk O T~ 1P #ulil, 7EMZE 5 FRFGIE )

BARTCVEMIBR RS I dR, (Ea] DLRE i L sE s (a8
* Cisco-TID-Feed (FEMIZE3|FKAF )
BEIEANEE U ) 550 SR mE 1) “ 22 42 Re” IR .

e
|
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B nwaexzessns

M, )5 HFFECE Cisco Secure Firewall B2 AE 5 ) 2% DI AT ULIE, & & TID nf MigE
PO A E/ e S

] DU e 5 ok v B R LE 2B kA 2 TID Je 3 B,
HRVEE B, 152 Cisco Secure Firewall JB V& e 5 m) 5

MEXFFR: 2FEILETIRMEF[AREILTIFR

RYPEMIE (DNS) | IP Ml (M%) F URL e X4 R BHLIEZ R FIABH IR A1
RBHIRAEIH T AN . BEERHIR, HS0 RN B aesE . 979 it
BOATHOLT . U 42 A DNS S A X 2847 Fpf 22 e e — B0

B E X

AT LA AR =56, B, R A LB, %0 AFE B AT 2 Cisco Secure Firewall Management
Center ¥ 7 IR AU HE th R iA i dr Al G2 B A1 3R

THS A E LB, 56 84 1.

BEXFFR
8 AR AT s R I A 4 R 41 3
W FOE e REsIR . 586 Ul.

BEXREEEYIRFMREMAR T
o IP HUhEANIIEDR - F 05 i 22 100 SR (R B E AU R AMAN R LR BRR, A o e B e — 870
* 54 - FI 7T DNS SERg LS RAABLIESIZR, 102 2R Rer—H o).

* URL - H] -1V il R ke (R B E SR AN RS, 04 2 e . Bedh, SienTLL
FEVT IR PEHIA QoS MU ] URL 5126, IXLERENIIK) 73 At MAL BEEY BOR AEAE A BE L )

MAIE R 2 EREXTR

SRS LI SUZE . RBLIESIZE. 5k Sinkhole XIGrF 9% H, #HATLL F o f:

xR LR YRAETHRE mIERREFEEMNE?
H 7 SCRH I RIANBH 115122 RIS G BLAS EAR AR AN | A
I

BRI (HEE SR BLIEARR | A R SR ORI A% H s | AN SCFF
FURBHIEZR: )R, JEACFIRS | X S B2 R 4% H
S
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xR LR HmAETNRE WERETTEENNE?
RGP R PN B8 B AR B A ST | A5
P,
ERE N GG B BT IR 5 |
Sinkhole IR S R AT T B . | 2

>
RN LEEE/ETIER
B AR <AL AT CRBLIE” U4, R P 524 B AR L5 e e
R, T A0 VAT B S B A KB BT 45

B, RvE R BINAZ HAT 4R 1P b A Bt 2, nl LASZ RIBH (- IX L6 TP i dik .
HAR SO RERT B Loy Bhint ) 4 BESE AL 4%, (B TCH BB e

BRIATE UL, Vi 42 AT DN'S SRS A X L83 ] 1 AT 2 X I AR g1 . 5T DL REAN SR
PR LT3R

\}

AR R IUGE ] T 2 . R R EL E O P R R R . FIRE, et A s A
B ZAF AR BRI AR VL LR R S AABLIESR . A7 RPRAE R, WS ST 2R e,

ZEEREIIRINZ AR
LA HE
» BRFIF - YA SUB T FREE TR SRR BLESI R . 2R oI 3L & i a1l 22
* JEARBRIZE - ICHE R BRI AR IR LIRS R B2

TS

B TRENE VT (EANRESNAE) RFIERZA, R THEEEAT B Cia #5114, a5 I A 7R A
M%7 i, 4204 Company A {13414 -

o BRPE 1A ZR-A T A AP RS R -A ] A

* DNS B H1EF) -1 A, DNS FIIAFHIEFIR-AF A

* URL IPHIF5%-AF] A, URL FIAHILFIFR-AR A
SRTEL LA s (R AR B R AR TS DAME IR IR B 2% . ) DA S S O 2w AT A A I
HZINBH RS R FNA LA o AH A S R4 B 51 vl DAIBR 28 b 1 35 H o

A e B AT LA B0 A BRI 2 7] A (e (AR ) TP MBS BELIE 2, RN A/ 7 B
PR JEB B B2 o BB 200 TP MR )
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B sxesnasezesax

A JRPHIEAIER U 4 R B 6L AT RO LR
s WBHIESIR - A F] A O AT A BB G AT ORISR

FRIETIR
Jr AR 2 SN2 i JE A Q) 182 A AN B LR AR L E B o 73 B AR

Ja ARSI IRARAT T, DR A B B PR3 B B3 T DLRAT T 22 A RE Ve L, (HAD e v w38l s O
F R R 30 H S B ESRANASL L 512

o, AR A LR S AR
 JFARBHIESFR - A JEARABHIESIEE - 45
* J5fX DNS P53 - 45 J5 /X DNS AR5 - 425
* Jif8 URL BHIEFIZ - 42)5. J54X URL AFHIEFIER - 4205

N

xR

JaAREIRA BRAEN ST B G h, BOAEN TR S, AR TGS, e RfEgn]
DA ENTHIAL & g il P2 S Al DNS SRl

BEERMEIEREZEERETIR
AETE AR IR, 65 o LU A 5SSO A TP Sk, R URL B3 SR ML

FI, SLRIPH RIX S

FIRE, R 2 e e AL T A BB AE 2 A R RERH L2 e e DM G I B AR VA AU B, T UK A
HR TP Mk 3O URL AN BIH0E X “ AN 213K

FEBHSTIN ¥ 22 A REBT B, KR I L8 11 h 1) 2% H VPAS
ARRXIIIRIVERE L, S0 SRR R 2L, 579 1

FIaZH
TR 4% B I B 22 R e R s s m U i) 42, Db 20 HA DU Horh— oA
B
s OMAS: MO a U BB, I B iR i A
o [Al A Ao M HI5HS 7 (Modify Access Control Policy) Fll R fic & #2115 45 (Deploy
Configuration to Devices) B[R 1) 1 7€ LA 5,

WERIEH], SRR LSRR A5 TR AL A e AT S v
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TR PR OE TR 2 AR e Lo b T 22 A BEFH LA TP Mkt 385 URL (4t
T2 AHEAGE TPl 3k URL, RSB A 3 T

IE A LT EEAIRR
IP Hidi: e 1N TES TR ZIES
B 1N ITES RN ENTRIES

SIS TP HEHLV I B0 1) 26510

URL J% URL V%] URL [04 JRBLIE 51
# URL V3 N3] URL 42 J5 ASPH 131 2%

URL B+ 1) URL 1 B N3] URL 14 JRiBHLIEF1 3
BRI F] URL 14 R ASBEL 21 %

DNS 2 if) 7B )4, B N 2] DNS (194 Jm B E 2 %
B N3] DNS )4 /AR 1R %

Tt 4

$45 I ST 8 S

RS MR H S0 MR ARSI 4 H L 5 81 3L,
NERREERETIRPHEREE

N

[N

AR ISR TPEINAH . SR A HIR IR R 2 e ek . 5 80 .

PR EHENR > WREHE.
PR 2 G REE §E (Security Intelligence).
P33 hiid ik

* MERFIFRFERE OO 1P Hihk)

| sgeE ]
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* DNS 7IFRFE (T4
* URL FIRF0iR

Yarsy

P4 fil “@RFHIE” (Global Block) 88 “ 4R ANBH 1" (Global Do-Not-Block) #1)3 55 121 (141 4E .
PR A E MRS H 55U RS 42

ZEHRERITIRINIREF

BRI SEFT 2 K BUAT B3R s SC A 0 B SR IR A e IV SCHE RGBT SCAE I N AN 2 5

BO o (HAE, WERRGAT LU RMES P — D H, T O 4% H .

BOAEOLT, BP0 B Ly, BT EUB SO . B O R AR S B R
SEHMEIEBFEE Y. BAh, FEEBCRRE 30 2B B DT AR OB B St

FUE SRR IR, 12 0 O R eI SRR, 5 82 L,

FREERIENEHIME
T LAFR € Firepower 5 B 0 B HT 22 4 34 BEYR 19 1R o
A REERICEANE B, WS 2 SR REIP R R R , 2 82 UL,

P11 EENR > HRERE.
$IB2 EITRELERE (Security Intelligence) 5 £, SR 2 5 SOH AR (1 Y5 287

REHLALT) URL Y55 DNS FIRFE R 55 IF

PR3 AEEIFIHESTIL, mili $RiE (9).
IR W E (©), MIRWI S g ek, BE BT 18 SO B B .

I8 4 %i%H Update Frequency.
YIRS midiRTF (Save).
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BEXREERETIFRMIR
BEXFIRMER: BX

FRFFAER

BN G R BLH A FUEAN KT 500 MB FRTR] BLSCA SO B3R SO A HE axt T % . BHATERE—A
SZHEBERE: —ANIP Hulk. —4> URL. — 4.

Je

BRI 1A H AU SO BN 0, BeAERE. P URL KR 100 747 (fufd
Punycode 2 4 3 L Unicode F/xAIRATHT) 1) URL FIR A5 524 JTALL ERH .

75 DNS ZI 2% H i, 60T LONBbREE 8 € 22 55 () MRCAT . Pradssedl S mE Ay UL, o, 4&H

www.example.* 5 www.example.com %D www.example.co ﬁJIT_E@EO

WARAEPESCAF P A INERAT, WIS () FAFIT o WER EALFATHERBOCHE, MRS 2
FE_EARSYIRIMIER LR . 8 PSS AR 4 H .

REX

BB YR, W URL $8@ & ; {H URL ARE(EH Punycode 4ifid.

ST 30 204 el 5 A B YR S B ARG, 4545 E MDS URL. X A] LABT IE S N 80 8 Do i, o Sy
AR5 2 ARHRAE MDS URL, U205 FH 42 70> 30 204411 K 2 1R) B

AT BT MDS BRI, eso A AU O E DUHAT B SR SCA S o RS VR

URL %1|3=#05E: URLE3LFOPCHD &4

LA URL ZIRANYE (R 54 R B E SR AN RS2 b (1) B 2 CHRAYEAI 5 H D W LA LL
WA EATRA PRI ILECAT A -

s B4
B, www.example.com.
* URL

example.com LAC example. com fTH 7k, flfi www.example.com.
eu.example.com. example.com/abc fll www.example.com/def -- {HAfULEE
example.co.uk I examplexyz.com i example.com.malicious-site.com

T AT LR RS URL #%42, Bl
https://www.cisco.com/c/en/us/products/security/firewalls/index.html

| sgeE ]
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B ceevzemen

A

FR O EELIAE A e L URL. M4 FI DNS ¥, o, #A[LLEE URL s inH
Jr A R RL, 5

https://admin:password@server.domain.com/list. txt
B, WA SRR AT, BIInE S ) @ 77, WAEAR RN

TR IS B AN B AT R R 747 . 503, BSATBAAE URL T4 H 4 i 25
fithe

* URL KREMFHL, HIT-45 e KL BC I
example.com/ {{ /L]l example.com; AL www.example.com ST h URL.
* %75 URL "ARATERRE AT (%)

AT AR R B I S8 B P AT o, (HABEROR M B AT R, ANBER AR URL PS>
AT T AR # 50

AR
* * example.com
* www.*_ com
* example.*

(lhn, XFVLRC example . com fll example.org fll example.de, {HAJLFL
example.co.uk)

* * example.*

* example.*/
TR :

* example¥*.com

* example.com/*

* IP #uhil: (IPv4)
SF T IPv6 Hiutilk, 353 Eiqd 50 [ 5k CIDR 7k, 8 H 2 e M40 % .
Er L E — A2 N LR ) AL EC AT, #1140 10.10.10.% 5F 10.10.% %,
FHiES M H w L SR ae0E , 586 Tl
BEXZEE IR
H i XA = 7 AR RE R Fe VAR a4 B G b A s B SR ELAS 2 R U AN BE L B R RTBE 1 -2 2%
KY 78 RGP eV . AT DAV E N SR an AR B AN R BT 2 A Cisco

Secure Firewall Management Center % %%, XK 1R45 .

7

~

B usEeE



| dgee
tezestE

\)

AR AR AR AR RN AR o PSS HERY, A SIESIUNBHLIE SR SRS . I R
BEL 11 S b et i BT 9 i, 1 20 S e P /0 2 B8 42 (Monitor) BXFELLE (Block) KB4 (15 1r) 2 il B
Mj, FEXFEM4E (Source Networks) #1 B #xM 4% (Destination Networks) i I BRIAME any.

T AT DL R ST A MDS B30 ISR 2 S 77 N BB IR R A A _ECR SR #E L

HREATHESL ARSI FFT P EGZI. T REA LK MDS AR T B, JCHGR AR OK )
SRHI

\}

R R U, RACRIATRSE SSLUETIE, RGeS HE O E TSRSk (1 Tk
S A5 B

QSRR 2R G TR R S K N TRDREAT P A P, mT AR BB SR . (H2, B3R
i PR SRR IR AR K o

ERZIL R [ ol SN VT < N S R IRt
WS HE XPIRAE: 2k, 5 83 TUsg sk

tIEREERR
ST TIPS VFATIE GER T BB &) s VETE Oy Hfth e %2880
Tz
BB EPENR > WREHE.
$IE2 JRITREE#E (Security Intelligence) 5 15, SR 5 EFER N IR .

P33 GhIE G AR 5 T YRS A e T
< RIMMESIRFE G 1P Mk
« 50 DNS %3 #0j& (Add DNS Lists and Feeds)
* {0 URL FIZRFNjE (Add URL Lists and Feeds)
PR 4 KA AFR (Name).
PIES MR (Type) FHglRHIERERE (Feed).
$IE 6 Hi AR URL (Feed URL).
HIET i\ MD5 URL.
KT A LXRERTLORIEN S T O, BIEREAS R AR S
/T30 43 B SE B )R 5 %2 MDS URL.
U R IR R S5 2 A LA MDS URL,  WAZ5%EHE 2 /D 30 4380 TR B o

WIE8 EFEHINE (Update Frequency).

| sgeE ]
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B =o=rzesen

FIE9 fHRTE (Save).
BRAEC AT R, SRS S T EIFR RN,

FHEMREERER
L ZIAT TIPS VFWIIE GEM T B et ) ORI VFATIE (FT 7 Hofh i 2580

FHIEZ Al
IRE NG — AR IR B L

puk ;S
TR EHNR > WREE.
$IE2 JRITREE 8 (Security Intelligence) %5 55, X5 L EIREAY,
$IE3 i E R (Update Feeds), SRJGHEIA
PB4 T HE (OK).
Cisco Secure Firewall Management Center | 2 F5G UEJR BT 5, 2B T o] 58 ol 40 AT W & . 11
8 FF AR A SR s DR T
HEXZEEEEIIFR
GAMREINRIET 2 PAL B RS TP b A b S . URL 83844 1 1] i S 51 38 . i R 78 Flf
A #.A~Cisco Secure Firewall Management Center [ ¥G8 W & IR B L R — N2 /23R, B XHIRIRB
HH.

B, Bn SRAEE R R Y 5 M PH b SE BRI U ), (AR SO AU AT, R R A
P RANL TP bk 558 SOANBHLEAER, T AN AT ) P25 SRS 1D BELLE 5103 I3k TP 3t Bbs0oxk
%

\)

AR EAREL A AR R P o M HERD, K HihkE S NBHIES R BB IR . a0 S
BRRH 1 SRW Pt 0 B A AL, 3 2 Sl AL B B3R (Monitor) BRBELLE (Block) KM A 1 In] 42 61
W), FExTIRM4E (Source Networks) 1 B #rM %% (Destination Networks) 15 FHERIAE any.

ARIFS AR, FERLT 0
o HiHEPL S HERD T LA o B 32 ZIAJEE o B 128 Z [A]KIHEE (43 o0lidi T IPv4 FI IPV6)
* 34 1111 Unicode 24201 ] Punycode ¥ AT 4l5, I HAX 0 KNG,
s WA TR TR KNG
* URL "'f#) Unicode NAH ] 11 73 g i XEA T 9 ) o

B usEeE |
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1B E R 28 eIk L 153 Cisco Secure Firewall Management Center .

* URL 1 HRH I TAF X0 KNS

« LIOES (1) T804 H B A TR -

< B HEPNRAYR: R, 5 83 BT A H A AR A ESK
A RICRCIIBIZ S H, TR LR

* WRAE URL 5 DNS #IZ P AEEBR PO R, WRSE Y 72Okt hc. fln, ik
example.com (ﬁ%bﬂi” DNS @Ji%, mu%gﬁ‘% www.example.com %” test.example.com i@@@ﬂo

* RGEAKT DNS 8 URL #1132 45 H 44T DNS £k QR BRI o Flan, wlikia URL S13& s
j]ﬂ http://192.168.0.2, ﬁﬁﬁ;ﬁﬁ*ﬁjﬂ http://www.example.com, U‘JJ%?}ELQS http://192.168.0.2
VLA, ﬁﬁLj http://www.example.com KIT_EEBO

BT L £ & 485k L 152 Cisco Secure Firewall Management Center

P
TIE2

$IE3

T4
$IES
$IE6

PR

LR LR EINE, BIESIESEIF EASERIA . ANGEAET Web FHRDRIESCCIF A . WA
TCVEVT RSO, FTRAMR ST 2EIA

LRI R > WREE.
JETT & £ EE (Security Intelligence) 1 ffi, SR 5L PRI LI,
TS A T Ik 41 2R R e T

< RIMMLEFIRFE O 1P Hikb)

« 57N DNS %) 3&F0iE (Add DNS Lists and Feeds)

* #R/0 URL %R F0E (Add URL Lists and Feeds)

i N\ Name.

MZEE (Type) FHryERF, EFEFIFE (List).

it e (Browse) W W RIF K | exe S0, SRS i £ (Upload).
iR 7E (Save).

T—F Mt 4

RO B A X L B A, R E NSRRI MER 2 H TS AR 2 A BESR IR
ZH . 5581 5.

sgeE ]
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B2 EaETIR

TR EFHR > WREE.
$IB2 JEITRELERE (Security Intelligence) i £, ARG EFRARAKAL,
P|I EEERMYIRFL, il wEE ().
MR RRE (©), WIRBIACE B TH e, B B 15 i & R .
PR 4 WRTEXN BB PR EIA, 5T, RGNS R %81 38 5 A2 8 SO S
WIS AT N HI R AT R L
FIB6 76 AL Pl E Db, iR SE LA S EME E B, ARG Al B
PIRT R TF (Save).

T—5Htta

J88 TG T BB S B X S B AT A R, G SR B R A IR 4 H IS I A S 2 A R 41 3 P
% H , %81 i,

Sinkhole

Sinkhole X7 %483 24 Sinkhole F1 T 1844 $R AL AR 1T 4% Hu ik f¥) DNS Hik 45 2% 5 5 15 fdt Al 31 IR 45 2% 16 TP
kb . & LAYE DNS SRBEHUN 5] Sinkhole %74, LUK UCEC I & 5 5 5] ] Sinkhole. & 520 4 Xof
% [A I 43 TE TPv4 HuhilF0 IPv6 Hidl.

£l 7 Sinkhole 3%

SN PS VEATHE GEFI T BUBI6 B4 sRIRPVFITIE (PP 3L 4 21)

B EETR > HREE,

PR 2 WXZ LML ik$% Sinkhole.

$IE 3 TR0 Sinkhole (Add Sinkhole).

FIE 4 i\ Name.

FHIES 4\ Sinkhole 1) IPv4 Hbilk (IPv4 Address)fil IPv6 3t (IPv6 Address).
PE6 AL IR

HRER
88



| dgee

SLA ¥z 8%

siaisizz I}

o W SLEDRE R E T 0] 21 Sinkhole [k F54%, HILFEIER S Sinkhole Bi%E#% (Log Connections to
Sinkhole).

o W R EDR R R T E 1) SR P Mk, iR IEFHER S Sinkhole BY3%E#E (Block and Log
Connections to Sinkhole).

$EBT R G HE R (1oC) M4 HL4y Sinkhole, i MZER) (Type) Ty rhiks—Fpesy,
FIE8 MiHRTE (Save).

BEAS TR OIR 55 200 DS (SLA) M5 #8852 S5z A2 Ut (R R SR, IR BRIk e Ol I AL
M AE ICMP BN SRIFEEAF N, e ar it t A AT Ik o A SRRSO, % g A ik e
TR AL A3 i EOR R e SLA IR ARV AE AR JE L RN TH AR IFRF8a AT, BRAFE B i B R
SLA MifEdt (B, W IFRIEHD o BRI BMUIRSS Z05 PR (SLA) M ¥ 35S S HIAE IPv4 i i
ISR ) “ B FHERER” FBerh e TPv6 B JCTRE FRl i it R A AL ] SLA M85

T LUR IX LS R 5 i B e a2 A

V3T &R (Object) > % 5 &3 (Object Management) - M H s ik #% SLA #4#2 28 (SLA Monitor).
AN SLA 144788 (Add SLA Monitor).
EBFR (Name) B S AT I 4 7K

(A3 7E15 B 7 Be 4 AT S 1 Ui B
FESEE (Frequency) “FBeH i ICMP [RIN & SRAEHIRAIR CLARR N A7) o« ARUEIEHE A 1 2
604800 #b (7 K o ERIAE N 60 F .
R
AIRANGE /N T s SR DA UK AT B 3 Ry = F0 A W] EL I P M
7E SLA M&3%28 ID FEL ¥ SLA #AEM ID 4i's . {HICHIN 1 3 2147483647, fE— Mk Lz
T LG 2000 4~ SLA #:4F . BN ID 9576 SRS RN 5 25 e B Fh L Z0 A2 ME— 11
EBMEZBF, HAAE ICMP BN iE R 2 5 BAEE S LT WRAE 2 J R4 il (G fa] (A= Rb o Hh
A7) o ERIVER A 032147483647 ZF0 . BRIME N 5000 =Fb . BI{EAH F4a 8t e AR A
] DU P X S S A S A IR . AN 52 W das b nl ok P 1) e b
1) (AN N o R R o
7ERBRT (Timeout) “FBt 1, %N SLA $/E2 45 ICMP [H 317 sk mi 5 (1 I 1) 5 (LA RR A pr) o i
Ju A 0 31 604800000 ZFP (7 K) o BRIAMEN 5000 ZFb. Wi SRR B e XK a] A A B2
P HuHE ISR N, DU A B P R R AR A % R O P A 00 B p R

sgeE ]
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B s

a4
I EA GG SR CRIR (O 2R AL N T

IR EHEE KX/ (Data Size) FEH I ICMP i KA B 713800 (L R4 o SR 0 21
16384 741 BRIMEN 28 7717, B OlgE— AN Erth 64 F 051 ICMP £din . W20 I E S = T
S AR f KA R A, (PMTU) UV i KAl . A T SEBLATIAYE, mlAET S8 BRI B K/,
LUK RN H A2 [0/ PMTU il K PMTU &5 iGTERE, 0 FA I B s a0, )] §ER R
A8 P 4t B K A%

10 7F ToS FB i A AE ICMP i 3R Ed 0 11 TP 43k s AR 255 (ToS) [M{E . {EYEH 4y 0 £ 255,
BRANMEN 0o BEFBALEIEIR ., REH. WEEMESEE R . nIAEm g b I A e 46 T s % b R 7k v

AN AL RE
BN AHIEEHE (Number of Packets) 7 BUH M A A& I8 Al . fEVEEA 1 21100, BRAH 14

WRAHO FE AL n] e iR M 5 3 Cisco Secure Firewall Threat Defense 1 25 A ki 52 Wi 455 (K #uhk TE12: 15
i), DU B I RO B A

LIE12 EZIEERYHHE (Monitored Address) 7B, Hii A H1 SLA $ff L mT LR 1P Hodik .

FIE13 A XA R RN SR KR 4. A XIEAED SR, I B R A v S A A 1
B R 2 . BRI D B X e AL E S A X I
R A G o ANAE B A B FTik e Vs X Sk, RAEA SE & FRCE EHL

L4  HRTF (Save).

N e

A+ (8] SE [l
0 5 PR S 5 S o T .
A\

ER PG 7.0 FFEA, Snort 3 IR TISHA] ) ACL.

SIZEBTESER X &
AR A B IEAAE R E I TRVE AN, 15 EIE—MITRVE R %, ARG SRS P8 € 1% 0 % .
TR, WX RAGE R T By %% .
SUREAE A 2 RS T 41 M 1) SR Mg 2 70 vp g o e TR) V8 L 0 42 o

\ )

AR BT RN A AR (), AR 0 SRR TR) 96 [ (10 SR s v S HH B (R) Ve Rl o B XA 2 B 50 45 TR D
B EEICUERCE, WSTE EYI4E CLIH, {8 show time-range timezone i1 show time iy 4 (ii§
21 Cisco Secure Firewall Threat Defense iy % 2% 161 ) o Ak, AU KIS X478 o5 5 B A0 IX

B usEeE |
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| dgee
b el |

FHIEZ Al
AR 5 Ab B e (14 VA SCIDR IR I DX I ()Y o BRIATE L 2R UTC. B2 0 5 & ORI IR IR X,
R wE > FARE.

B EERR > HREE.
P2 NAZRMyIR T, EHRESEE.
W3 iR meTESEE (Add Time Range).
PB4 A,
B ST LN R
© WERELER NN G2 TR LR B A2 AR AE, DK Oeha R 2 B FR T B bl & 7 i 44 BR
il o

* PramEEzy UTC, BRAFEALE 8% > FERE T A RGIENX.
o AEHH 24 /NI BRI TR, a0, HA 13:30 & 13:30.

o BHRE NSRS, IR R ORI ] CRITLRNE 5 BRI B 8 AL BRI
ARG, THEFE “VEHRAL” SEE .

- BB RIS, IR BRI L8 B TS A ORISR 0 b B
AR IR “ WX SR ER.

o BT AFE AT R i 2 42 28 AN TR

o SR REANRIR BIAN RN ) 2 S ANIELE ), TR ARG a0, ZEAEARET
AR I 5] LASI KD A7 IS 1] 5 FE SR, 3 03— AT LA A B A2 1] B P P I ) Vs [ 0 B2

o B RURTL R 5 S E] R 8 ritaE H AIRE, RAK
« BN 5 RBIEN— B 8 e E R k.

IS iR TF (Save).

T—% it a

P LA I TR -
o Vi
* Tl g s R
o FEEAI

* VPN 5%

| sgeE ]
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B ==

7E VPN 1 5mgxtgep, 6] i el B8] FBUR e TRTE X 5. A VERE B, 152D E 41 5%
W%, H5 113 TURIZH SRR s 2R 0k I, %5 119 7,

A [X
TONFEE W ATE AR X, 1EAIEN X ATS, RIS WA W26 BEE R 48 B iz X %

B AN ) M) T AE SCRE I R A SR (ol an g il Pl S0 JE 48 AT VPN Sl ) rp i R
YRR I TV o T SRAN D B O IR X, AETX LB SR b BT IR TS N, R BRI UTC. R 4¢
HH IR AT iy A S fE AN 2 1Y I DX 52 R 4 IR I X

SUR B B S HFI KT
Y

AR\ EH AL 7.0 FFAG, Snort 3 W SCREEETINE] ) ACL.

P i [X 43
I8 308 DX SR S A BEAT R R AT 10 WA I AR 2 AU W S AidBg I . BUAR S nT LICKE B [X
PR SEIC B P (2 R, EEAR R OXR
ARVEMFER, TS BEIE DR L g

URL

|

EEEU AR RN E P IR U RAE I e s, DL U )4 ] R QoS SEm& i URL AR
), #&25 T3l URL L.

URL % %€ LH#AS URL 88 IP Huhik, 1ff URL 5% % n] LLe X 24~ URL ittt & 0]7E A5 Web 5t
THT PR [AA B URL SPGB 41, ARG 5 ) 256 Sems A F a2

FEAIHE URL XN, 350 E LR 2

* URAQ S AR (BDURL 8/ 545D WULREAHE PR SS 4% BN . Wk — Az Ay /
FAF, WA URL PRI T A fF R ILid. R85, Il 2 LU E—450F, T URL Bl
SN E

© FRPERALT URL 1Tk

B usEeE |
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| dgee

A

ALECH |

%N, ign.com UL ign.com A1 www.ign.com, {HANJEHL verisign.com.

iR

A

AT ANEAE ] T2 URL 3 L 1 = FovrA ool 19 5 s o gt (BRI,
WA/ FAFIURL) PRI AT e 2 BEALIR 55 4% O 1 I A% 200 ik A

REZWEINEYNL (HTTP 5 HTTPS) o #ef)ifiii, fnFBHERIus, RGO MR A %M vk i
HTTP A1 HTTPS Vs, FRAEGEAEH AN A& e R e il EAIE# URL M4h, AR
BL¥R e BN S P B, Al example.com 1 AN http://example.coms

R TR URL X G DL EC U7 e 45 R0 o 1) HTTPS Jife, 8 A8 FH s v 2 I B A FH AR 2
bR AR AR ZN G A, RESZMAEHE AR AT, Bk, AR
W5 B Bltn, i example.com M4 & www.example.com.

HUER, AR BT A4 T RE S Ml IS4 58 e ok . I, youtube.com TEFS H KA

M A4 5 *.google.com (44X, XAl e B MO o WURAE SSL %2 5EnE i % HTTPS
Pt AE URL o i FUU vy T sems, W m] RESRAT 8 — B 45 2R

pE s

£1)32 URL X%

W B TE B EAFTH, JRERKE TLS 21%, W URL X4 ANL
Bt HTTPS & . Mk, RdR5ColcE URL X%, WrlReafslA—38m
HTTPS ERE45F .

PR EHENR > WREHE.

P2 MG AEAY|IFR LR URL.

$IE3 IR URL (Add URL) Rz it FaRmsT & (Add Object).
$£IB 4 i\ Name.

$IE 5 4 A\t RR (Description) (T[iE) .

$IE6 4\ URL 2 IP Hbdik.

PTG R 7

R AVE I R TE &, P RIFBEEENE, SR AN SES , 512 1.
IR SR N IR 5, TERTIT “HE R (Override) #43 JF sl i m (Add); 162 VS 0
WHEE, 513 T,

PIE8 LUiliRTF (Save).
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B z=s
T— 4
o LN S I R BT S M
A 2 4
TEE

A AR B AR AR R R SR U TP Mk Hobs TP Mk Y FA0 H Axsi 4. 4 nT AR
AR S S A R s AR 1k 8 3 I E B SO S A FUUPR A P ) 1P ik

Je

BIn IR AR AP AR 0 208 A SCHY SR AL, AR B8 B U8 mT DA g e

A DU AR AR AR AT . o ORI L. i DM R BRI R, ] DLAI
H O EE RS ] DA AR SR S ehite SCERAAZ &, DL INAME SO e SRR 5
R K 22 HL 0 G R IR ARV SCAS TN 1) A5 FH T SRR BRIA AR 5o o SO &% i 150 431
n, KR BEIAL FH A B snome NET $5 8 SR 4%, A AR B sExTERNAL NET FREARZ LR (B4R
O W, Ak, B AT 2 A P AR e SRR B, RS A R X 28 i 55 8 1 e VR
FIBEMER sarTe sErvers Ml seTTP PORTS AR 3,

2725 B o AR S I R R IR B IR, R AT . D WS B BRI AR R AR R R (R BRI
AR B (B0 ssome neT) IEMIHLE M2 H. surTe servers BLHGERIZ% ERIFTE MRS 2%, AR
e Ak BRI R 4 P A DG R G T BEVE B

BAFHARE, R R AR BRI S U ] 45 AR OGN AR SR B ) 4 S (R BRI . BRA
THOUT , BRIABCE S RERL BV nl 42 i SR AT H 1R BT 1R 5

W MEERNNIMER R EESHIINMBI TG EE; Wddl, SR EERE RS Y
B TAR RS AR RS, AT LU I e AR & DL B e SCAE )AL S R4
W, ARG TUE BB EANBRNR AR . BRI AR A K A A AR TR fe ) e Ok SEBR
I, 0T PE AR, A% BRI A i Talos %5 BE /N ¥ 8 76 R0 00) 5 57 T4 A 42

AR AT LR T SCER AR S OR B O T C 2 ) BRAE,  HERRE BUB I Sehi e R R 4R .

A DAUAE FHERAAS S AR AR i, (HAEVF 2500 T, $UAT R N EE TS Bl Kaikb: in—A ez
AN EE SRR AR R ECE AR AR RN AR,

{2 AR AR 45 e, BRIAAR S A v AT ] A0 Sk 9 2 Wi i e A S0 At AR Bt AR P AR S Y BROA
18,

WHREFE “X LA (Object Management) L[] I ) 25 £ £ (Variable Sets), XS %45 Fi 4 471 H
BN AR DL RSB AR o R .

TEAB e RS b, BRI R BRI E SR BRI AR 2

R AR A OTE R AL AL ER AR & DL S M AS B AR I A 1 8 SO & VTR, W] A
BN RS, (ARG 4 BRI = A

B usEeE
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| dgee
regwrnzes [

A

AR AV RGNS BN R S DL AR BRI AR B S R B AR P LA BRI AR B W R B
WEBEUSG AR T PABNZEEN A€ R, R 2R,
AXER

EHAR R, 5105 T
AT EAE , 5 104 L

NRRBRHTEE
B, Firepower 7402 KBk IR < 5117 bl ons o P RO 7 A2 0. 638 407
NG M L EMGING 5 000 1 T B8 F s A A A

A8 TR ] 37 T SRS (R N A SR BT A T 10 5 SO AR, AR GE 4 IRIZSRIS IR, 7E Access
Control BT LR HORZS Wos Al b o 0 Z5U T s 28 i 0 I 2R Sms A Be Al A AR S LU/ 18
e ERINAZ AR, AR GE SR AR SRS FR) T AT U5 1] 42 TR S (KRR S N I I, DAL, i 250
P8 P A U T 42 FR S A R Al B e

g
iR LN R —:
BN E
Firepower RAHE LI AL & . AR Ay 4 s PR BN AS &, BABE ST SO BONE . B, WLLEY
BRI AR 5 1) B A
HEXTSE

OV &, XA n] A
© BT RN
G BN EIERN, RESKZALEMN “ERINE R (Default Variables) X 2] “ A
& XAF & ” (Customized Variables) X3k, i+ ERINEREAEF FIAREAERE H g LB REES
A BOME, P, B SRR B T BV B U A HoAth AR A P iR
LNIER
o e AR

T AR IFI R B AR, fEAN AR RAR T B SOX SR 1A, DLACK A e U R
HEOVEONME. FE M e WA RR, X BRREE “Hw AR (Customized Variables)
X 3

HIP e AR AT LG U 2R 2
* IERASRARE P28 iR T A ENLA TP ik,

* Uiy AR R E 9 2% 9L i 1Y) TCP 8 UDP 3 -, A8 IX W R 1 2R AL IR any

| sgeE ]
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o, R G R SRRSO, T T TS SV [ SR P A, LU
i S R0 s S ey S AL B e A, ok, WSROI U BB 7 (DMZ)
PPN, FTLLOIEEA S sovz A Y, BLATAUL C R EEROIRSS 28 1P HubE . SXRE, 7EFH
VA SRS 9T B P 1] DR sonez A8

aRTE

Firepower REUAEHFE TG UL M I AR . KSR EE AW AT IR

MEXBINES

BUIEDL T, Firepower RAHEHE—AN i Tl BRI AR B4 I ERIN AR B4 . Talos £ fig /AL Al F AR
D) S S A (AT T RN S T AR N AR R B FeA N AR Sk e 3R, B R BRI AR & o

M1 T RGPV 2 AR AL T POE SCBOAA R, PRI X S8 B B IS A R ) AEAR ]
BT A AR P B X LU BOA A R I, AR g T2 o i P AR B YU I 2 Y A

A

RIAZRGEWTE

AR YT S AR H 2 LSRN R SR AR R A LA BOA S . R
v)\ CRAECE AR T RABNASEER B E SRR, W IR ZME— AR

RN ARGIRAN AR IR B R AR BRI 4 E T A8 AR 5 T3 B,
THIBCR Tk MR 55 B RFR T

TEAM

1L RA O

SAIM SERVERS

€ L EVHIH) AOL Instant Messenger (AIM) IR%5%%, JFHFRTW | ANFZE.
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F 199 2% it T AR AR HE
ALK LT 190238 B EL (R A T 2 A o 8 A
© WATHIMI 8 IR FP IR FEI I 8 ARt . IR AN 8 0 S MR AL &
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Hohik,  BHERR R BAT TPv6 Hbik .

K WA BIHERR I & 2 AR B kAT BOE R, 2B, T RAVCHCER T #HERR 10 TP M ik 5
Mok B CLANE B AT TP il
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8N LU AR AT AR 20 & v BN AN SO EECRIVE L R 51t 22 AN S0 3 EE RIS FL
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TAEREE ARG EAT, HRARA SRR KBRS (8192 747 BB E] (5l 0
WAL o fEATAFRA T, AT AEATAT 58 S Ja A R () BAT4F
i H USER_CONF 2 HiE 4% .
TEEE

FEAR AR i B AR I b, ATDOR AR B EON B . RS T AR A .

ROLEEEE

EEEMNTELXE FIREEERE EERME

NN E NN SWUE S EiEs

AP € X ENNE] any

BRIAAZ B ] o S AL I E 3L i?ﬁ%ﬁ%ﬁﬁ(ﬂ@ﬁﬁ*@

L A E SR IR R R I B 2 BAEBOA RS R A PN A A

B usEeE |



| dgee

X
il
b
[

BTERmaT

M, A BB SN AR R AR R (E B & BUFT AT A SRR AR 2R R N BGAE. W
REEEBEKOER, FRARERRR, REWEZRRAIZZRETRA B EE. BiEE
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TR LR > HREE.
PR 2 WL EMY| L kT 25 (Variable Set).

S| 3 sk S AR R AN iR (9.
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o WARIEBNHHE S BRI S, TE TS NCE TG TS I T .

VLAN #r&

BB 9 5F VLAN AR ic X 248K —A~ VLAN Frid sibrid Ju [
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SRS WU A S R AR RS, WEBRE g Bl B SR 1N E SO G .
AR FBIMUFHER, Az e A 14E UL i 2 os U BEA T UC I o 24 UE WS 5 G v (R 58— AN U 7=
HE—ANULECE, DRGSR,
S
IR > W REIE > VPN > i it

o BER - AR S, DUERTDAONILAECE Az VPND 5% .

o BRET S - 5 E EVPAE AOUE RO N A . S SRR A R LSRR L K, R R s 2 A
R G IR R B ST

© FER - MR k5 A AU IR UL LA 7 B o
U R S B BN AU I el s I, MR AR R 4 0 A7 Bl
o (B - SRR T IR AR AR B S i A LA

Y

AR SER (FFIS) A - #itkh “ LE” FBIREFIT. UL S i
W#E AR P55 Je PR L R .

| sgeE ]
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. Secure Client B EX B &

« BE - HILRCRNIERFS HAT, W PR:
o BT - AEBAF DA AR ILAC . R EAIATE AULH, WK 4
« W - AEBAMFLAEE A RE. GURAMEAC S 2, WIERR YR
« NETEBHAAREE TRMANE. B, T —AEEr “EEAX” uEBaf:,

LURHRAI “Sef” A, WR% i) “ERMX” T “SGE” , WHERK IR
4.

* AT - IEBHAARRE T MANE. B, T AR CE A UE AL,
LURHRAI “Sef” A, W% i) “EERMX 7 s “Sem” , WHERKpHE
4.

o B - VRRCRUUMEL.  fan A\ (BRI (1 LA R S ARSI

EXxEHR
i B IE 5 e g

Secure Client B EX BN &R

H 52 g Secure Client Tl % Per App VPN, fUF eIt IR A B &I bEiESEThae. —
H e SR A — NI — N S EH. Jew SUBTERZEA, AR50 Bl R — a2 A a4
{H o T LME ] 43 A SRAVE 2242% P i (Secure Client) H E BTN %, FiXT SIS N4 5
S, FPrgHSRmS S FEdE N VPN RBE, BUEH VPN & P it ik

BB A A SCEPERT S SCRECL N Dy fg

* Per App VPN- Per App VPN Y RERT H5 Bl iR moPpsr 8 & B Gl i VPN SR VR I A RIS % i Y
s

* SIFSEIR AL - JEIR T2 i Secure Client ] ' 4EIR Secure Client FFR 1) F 8. WA % i
BB, ST LARCE Secure Client ()@,  LAMEFT FF— ANy in) A P & AR BT BB I4 2 A ZE IR
THER AT HE o

* FI7IF S BEIE (Dynamic Split Tunneling) - B S A&FFbEE, &0 LLABCE VPN B b

BCHERR TP bl 500 2% (1 SR ms o ek G gt 19 e S Pk R FLA I B4 S, ] B B A o) E k%

45 B E Secure Client H & B TERI 500, #5551 ¥ b0 Secure Client 7€ SUBMEM %, 5 111
LAl

A FEATHRERLE R B UMMV, ST Secure Client kA1) (Cisco Secure
Client ({44 AnyConnect) & Bif5F) -

X ER
2H 5% Secure Client JETH , 8 115 7T

B usEeE
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77N Secure Client B & B MM & .

5N Secure Client E EX B &

Fr & Z il
£ K Per App VPNV I A & SR M G2 1, 1 H R CLoE A N #R A
* Per App VPN 70l id MDM IEMRCE , Jf B AR B #2000 31 MDM IR 45 %
* {liH] Cisco Secure Client 1M 3 HI G £E 2% T H A REAN N HI B base64 Ziith 545 i o
1. MIXHLR# Cisco Secure Client £y W k#6451 H o
2. FITRNHIER LR, RGN EMI T RER G BB &
3. N A LF B FRANN A ID S IR LR B P B
4, {EZRHAE L, s 3R (Policy). 4l base65 ML AL AL A% 202 /R .
5. BRI AT R, IR R AE DAL J5 761 2 Secure Client H & SCB MR SN AEH o

HIE1 EFEITR (Objects) > X R EIE (Object Management) > VPN > B E X B 1% (Custom Attribute).
PIE2 fihREEPIHBEXEM (Secure Client Custom Attribute).
P33 N BFR FOEJE 0 15 .
$EBA4 ) REEPHEM (Secure Client Attribute) F 4751 hik#—ANEVE:
* Per App VPN-IEFEILIETUTAE B MEE HEP 5 € base64 il K74 i .
© RIFEIREHIF-EFELL NI — IR E T A5 LA AR VFEIEIR Secure Client %% )™ i 537 :

* ETRRE A PBUTIRIE- Whdongs VPN I, BRI I8 R VFEUEER VPN %) i
Cik

© BIRIRTE B - PR AT s fi e LN (] (s, A BB RE R 4R E RREEIN ) .
* TRFRRFREE FHRIE-ILPILLL L A 3h SR VF sl fE VPN H05T .

o BRIAIRIE-EBAE R 2 7w B I BRAE 18 A5 SR C B E ST TG 7 P P BRI R A4
YE. #a] LIBT3 Secure Client %5 /7 i BE 1R 55 35T .

* BRARRRA-$57E %) i R ACVF IR OB I Bl 22 4% )7 o AR o

* BNESHRS BRIE- LSRR TN 7E VPN FEE P A 5 R TP M bk B 4%
« B ER S AEZ Y H VPN BRIE A .
o HERRIE-i5 52 K IR 1) VPN BESE H HERR (1444

PRS b RIFEE UM, VPRI R AT .

| sgeE ]
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B aazwsmmazyEs

$I26

M RTF (Save).
B & @tz m s & .

T—% Mt 4
B B E SR AR AR SCI . 15 25 [ ) 41 SRS Hh s o 8 2 U 5 58 112 0T

[a) 2B SR & R iR AN B E X B 1%

PE1
$IE2
PR3
$Ig4
PIR5

$IE6

b ZINs A P € SUE MRS AU AOCIER, A e UM T RE Vs 1) VPN 38k, 4

HPE IR > IHRETE > VPN > LHKRRE.

VN TR 18 2 S5 W6 i 6 AT 2 SIS o

i ®EE Pim (Secure Client) > B EX & (Custom Attributes).

A RN (Add).

W L% ik B (Secure Client Attribute): Per App VPN, S VFAEIR B 5T 8 5h A& 7> Bl % i .
MHE LR BEXBHENR -

AR (H) BUAPTIE 224% 7 i JE PEQUEERT B SUBTERT % IEn] DUIFE R > FMREE >
VPN > BZEX BRI B @ USRS . 1S HIVR N Secure Client H & BIEX S, 5 111 Ui,

st AR (Add) K PEORAF SIS, AR5 A RTF (Save) K B fRA7 S Hems .

HXEM
20 W% Secure Client 1 , 58 115 W

B B 97 i 20 5 B of 5

1 AW AT AE AL SRR G i) — AL PEAENS, T2 SG AR D7 1) VPN AR . ildn,  7EZL S xS
S, ATDARCE AL B SURI B R A

TEAESL VPN BRI I, Reaff e N HT 3~ F P IR ZH 50 . RADIUS FAUIR S5 35K 23 0 A Sl B 4
G ESCAE AR

\}

iR

B usEeE

JE SR AT AR AT A SR s Ak R S P 6 P I e R I A SRS X 5 o AT SR I AAA IR 55 4%
BUNBIZ SRR 55 WEARARAR e A skt 52, W] O VPNGE B2 0 B A BRA L3 o SRR
SRS AT LA BN BRI, (ARG 122 SRS 70 Mo 4 3 42 I S ELR P AR U A 2 et I 4 2% 5K
o
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Ot L et |

LA S, Bl S SR REVR AT IENR 7 SCHRK1IX 2 Secure Client VW IEZ —, JFR M T%
AR T fE -

* {{BR Secure Client VPN
* Secure Client Advantage

* Secure Client Premier

HXER
BB Mt %, 5 113 1L

B B A SRR X R
2 B B AL A B, 2 112 91

pUE ]
PB1 EFETR > HREE > VPN > HEKE.
REHKGHNH 2 AL E RS, BRSO RSV Eo, v UAgniE. A ol BR 2 SR
IR 2 5l RN AR 58 B ol B G AR R 2 I SRS
HIB 3 LIRS RER, B 0] LAE PR A N RR .
WA Z W 64 AN ERF, RV . U2 T LA 1,024 N5
U4 WA SN ET , 5 113 TP TR, h 4R E MBS .
SIS UYL Secure Client JEIR , 25 115 WA, NIHALRISTRE £E£ZPimSH
HUR6 WAL WS S POET , 55 119 T TR, b4l ds c a ks 5.
PIRT MR TF (Save).
B SRS AL S I 20 5 b
=Mt 4
B 21 SWE S G N B FE VT ] VPN JERENE A
2B SR BRI I

SMmEE

MR > WMREE > VPN > AREE, il sl iR InE SR O B g (1 TSk ., ARG B
#M (General) £+ .

| sgeE ]
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VPN i FFEX
F5 5 N FH H2H S5 s IS R A B (e R A) VPN B 288, SSL a% IPsec IKEV2.

IP ikt

PR MR PSR 2 TR FEV7 1) VPN A 4 kbt 3 1) TPv4 Huhik o) pic . X T2 #2145 1) VPN, 1) LA
U 48 FH RADIUS/ISE HEATHZAL FH P 4143 B e Mk vt A () TP Btk o 38 0 ks e HH 7 4
FEE LSS AE A “RADIUS #2407 J&@ 1 (GroupPolicy/Class), 1] LAk R 40 Hh AN %1TE 5 45 i 7 5T
JUHTCEEA TSRS ST o BT, S0 kg TS S bt Tl (1 7 0, i R SR SIS B — MR 2 I i,
LSSV A AT ] R A0 b 7 1) PR 58 P 8% o

SN 4 %% P15 A TPvd MBSt AR SE MG+
1. IPv4 #uhbith ) RADIUS J& 't
2. NS RADIUS J& 1
3. WA BRI B SCAF 4 s rh st v
4. FEFNCE SO IPv4 bk
ST b TP Mk F L PR
o ANSCHF IPve Huhkih
o NS R 2 T CE NS TPv4 Mk .
o B A H P bt B 2 HA B AR, R B I AT AR AT B T, SRR T

o i 44 bbb BRC B A M A I, AR T RE S R, AN R TH M B, S
SR, DAEOR 8 B

7 &r SN

P83 B R i 2 -
® show ip local pool <address-pool-name>
®* show vpn-sessiondb detail anyconnect

®* vpn-sessiondb loggoff all noconfirm

HEEFER

P2 B S L) F 7 WoR IR IE SCAS . KJE B 2 T LA 491 N4 WA BRIME . IPsec VPN 4% )7 by
W T4 S FF5E 4> HTML, {H Secure Client fXSZ 537> HTML.  ZEAf £ ) e B2 FH P 1 E A B s i i
WXT IPsec 25 /7 i fdi ] /m brid, %F SSL %57 il <BR> Anics

DNS/WINS = E5

W4 54t (DNS) Al Windows Internet iy 4 R4t (WINS) it %545 . HIT Secure Client £ FXfif#T -

* & DNS BR5525 F14d BN DNS BRSS88 - MEPEak B — AWt %, w8 XA B 41 d FH 1Y) DNS s
75 ] IPv4 BY IPv6 Huht .

B usEeE
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A 3% Secure Client JEIR .

* £ WINS BR 5 25 A14HEN WINS BR 528 - L FEal O — M Rgext 4, o a5 A S 4L T 1

WINS Jli 45281 1P k.

* DHCP M #&3tEl (DHCP Network Scope) - EFE A — AN 2500 %, o & —/Nrl i f (1)

IPv4 Hihit, b5 Fragits SR — 7R, (HANIEM § N . DHCP [l d% &3 52 It 1P bk f & 1) -1 4 Jf:
Mz skt > e 1P Huhik. W RARIERAICE, VPN SIS SR R

G RAE A B SO R S R C T DHCP IR45-%%, DHCP 15 H k& b B A T b 4 A Mk
Wi 7 . DHCP R4S 28 (1) 3t bk i 06255k B AR FSsbR PR FA]— AN 70 1 3 e Vs it %
DHCP R 25-#% 7€ RIER 4 bk, T ubkre 4.

R XML, ) DHCP R 45 2545 42 bk v e > 70 Bic TP Muhik . et & i, E3)
KIUASYEC b A 1k o

VUL RERFE O R IP Huht T8 i B . #0dm, it >l 10.100.10.2-10.100.10.254, FzHHh

14 10.100.10.1/24, WA$ ] 10.100.10.1 /£4 DHCP Ja . 5 AN ZAE 2% 405 . DHCP AL A]
T 1Pv4 Tk SRRl AN SR B D b, AT RS A Y G A B .

H AT A LINK-SELECTION (RFC 3527) #1 SUBNET-SELECTION (RFC 3011) .

* BROASEL - BUOABRI A4 PR 5 € TR, 51401 example.com.

IR FEEFER
ProrbEiE 55— SR il VPN BRiE Ones) , BRI R MR ES1 5% VPN FREsE R
e “CAHSCEA” ) .

* IPv4 F 5 BEIE/IPVE 3RO BEIE - BRINVIEN T, ANFHIRDBEIE. YT IPv4 A1 IPve, MBI %K

HEARVFATAEREBERE. WRRHILBE, KAZ WK EARKET VPN k.

LG EYR P BRIE, THIERE T 48 T RO BR8P 2% s HERR T T 6 E RO P48 SIS SR e DA 122 SRS T
ARECH VI

« RO FEBE M BTN RER - BRI TR . IR 5 FF sl AR A B 5 R o d RR 177

BIFIER. ATREAE S, SR RSIE, 519 I

* DNS &K IFHBEIE - WFR AR5 DNS. it & FREE i () DNS 474

FROATFOLT . AR TR DNS, IR HBE iRk 2 BB SRAR & 1% DNS 15K . G iaLLiE
B& & A 1% DNS 1K 5 K I A7 DNS i st i s i ik 314 HI I 25

LRI 7> DNS, LSRR ELIERERE, KSR 7B A A K. XLt
TR HF 7 BEIE MR AT 2L FH 2% o PITAT JLAR AL B AL 22 FH DNS iR 5585 BEAT il AT o AESRZ1) 2
EMATAEH, FHZEABZ S0 AP R RKEARET 255 NP,

AXERM

BOE A M0t %, 55 113 10

4H%& B& Secure Client £ IR

XYL IE T Secure Client VPN %% )7 i O #4F

sgeE ]
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. 4A K% Secure Client 1E£I5

S

W& >ITRETE > VPN > AREE. it iRANZA R BE LB g (1) M iy g . ARG IEHE R E P
(Secure Client) £+,

BLEXHFE

B & SO - RO & 2R il E SCAE SO . IR R BN B, 1S I e
%, 125 T,

LA P A E SO AEAFAEAE XML SO ) B 2 5. Secure Client B4 F ‘e e fic & B0 AE
B AP RN RIERE A H . XS (XML FRid) IERS B AR % F LLA £ Secure Client 1)

fE.

LT GUI I 2% P i B B SR A (DM IOZ LS TR SRkGIg 224 % P e & S
HRVEME R, WS RAMNRAR (Cisco Secure Client ({14 AnyConnect) FH GifRr) H 264
%P i B S g Ay — .

ERREXHTE

BB VPN & n] S At 7E 2ot 7o I IE B2 2 A i 2, B SR 2 P Rl ) VPN JEEAR S k.
S VPN BC & 3-8 BN E SO P e % b s FURIEE S A B VPN RS IE 1) B

ST AE B VPN I G B SO o T QBT AR IC S B SO R C SO 4T EONER
BAE BTy B E SO A

AREBIMBCE A TEAE R, S0 U %, 5 125 1T,

& RintER T

Cisco i Secure Client VPN il iof %t ) BB SR ORI 22 e h o IXSEBERER AL W 2 224, L0
(1 P 5 TR P 2 S DR SR 55 o BN SRR AL B AN P A,
AR SV R 41 A 5 .

PLF Secure Client BiHE AT ER, & 0] OKEIX SRR AL S 7E VPN /7 2 AnyConnect i T 2%,

Secure Client:
* AMP B2 (AMP Enabler) - >k &t 3 & m SO = K AFB ' (AMP) .
* DART-filigk 24 H B IELA 2 Wi {5 B PRI, v A6 3 Cisco TAC BEAT MbsEHER: o

* ISE &% 2144 (ISE Posture) - {f ] OPSWAT AT £ 0ty 2 A VPAG AL A, VFA% i 1) & 1L
M.

* MK R EEEE (Network Access Manager) - 47 2 FITGZE M 45 17 il B2 41 802.1X (55 2 J2) Al
B B JRAIE o

* PRI (Network Visibility) - nTHET- i DA B O AT A ORI S5 MUk Ao A 2 42
7 AT i) e

« B RABE (Start Before Login) - iliid 7 Windows g 4HEHE B2 17 7 3l Secure Client, 3
T P 6 3% 31 Windows 2 BFf IS VPN 82 1M % 82 2 b JE R 3 i«

B usEeE


http://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://software.cisco.com/download/home/286281283/
https://software.cisco.com/download/home/286281283/

| dgee

A 3% Secure Client JEIR .

+ Umbrella ;&% £ (Umbrella Roaming Security) - E41 4 TG s A& 1) VPN B {&4E DNS 2
A,

* Web R4 (Web Security) - A4 2 A e BT e 3, RVFRTES2 I 28, JFRRLIE
R EZ M 2%

MR (Add) R RSB i AR R R DL e T«
* B PimtEHR (Client Module) - M\ F1|3H11%$E Secure Client £,
* ETHAIECE S (Profile to download) - EFEER G A5 22 4% P i e & S ST %, 5
KA ZERETEANGE R, WS W X%, 55125 1L,
o BRSBTS -5 50 H Zun LN 80K oA DL C B SO W R R, T i B N UK
Ju e S

T GUI Y A% il B SO iRy (— MO E TR kORI 1% i 20 4T
A o AT BAM Cisco BRAF N0 T8 % ) i B SC gmiH s o AOCTEAE R, 1ES WA
FRASK)  (Cisco Secure Client (4% AnyConnect) ) ) 22424 ) il B A dmdE gy — 5,

SSLiREFE
* SSL [E4E - 7 /i A i, 2R, DBEE SAEH] Bl 4 )5 i%: Deflate o LZS. BRA
0L N 245 H] SSL 4 .
s gtk 7 A dmd R, EMEn TR SR N AE T RN CPUE TR . Kk, FRIRT
ZABA NS AR

* DTLS &4 - & 5l FH LZS My bb 4l R i £ 1L 4 )2 22 45 (DTLS) i 4. BRIA L NS 254 DTLS

* MTU X/)\ (MTU Size) - R} AR Secure Client VPN & SSL VPN 442 4 7 [ 5t K ALH A7 (MTU)
Ko BRIMEH 1406 749, ARG R 576 31 1462 5.

* 7B DF i -} 75 RS 20 BRI “AN0 Fr (df)” 2. SevFasibifs & DF A
OEE oy By AT A R 30 0 B T A% 35

EEIRETR
c EREEFIHRM VPN MXZEBRERFERER. ALERBE - 2 WX SR 0 A8 R R
EERAE R, AEREA T TR IE T AOS AR s . BOABCE YR . PREFERE B LB
BN TR AL far . ARUR SR A RE R B AR AR TKE PR IE B 0 2 18] S5 A5 [ I A)
[IfE CLLRR g A7) o BRIATRIRE N 20 #0, A72800EH A 15 31 600 75,

s BRKRMITEMREN... . KHEREE - JE0 50 (DPD) Fl#fi{R VPN 224 Kal VPN % 7
S PR ARG ) B0 A AAAS T 1 Y DA A R I o BRIATE DL, 2k I SRR P g Jt % 4
H . DPD V.8 LAV E B )R] AR g . Wi a A, W AN R 7 B 76 & % DPD v B 1] 45
R (R A)R% CLARD AL o BRINTIRRR 30 75, ARGIEREY 5 2 3600 5.
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. 4A K% Secure Client 1E£I5

* BEZE PImSATIH - 80T IR E 22 WS BE IPvA e CLEe MR AV IPV6 i i) B8R
FHIPv4 i (M IALAVF IPv4 diE ) 175
4 Secure Client £ 375 3k (1) VPN EFN, Sk ] LLA S iy 7 B IPv4 Fl/8% IPve ikt . Wi
ki) Secure Client X 73t —> IPv4 Hulik B —> 1Pv6 Hutik, & CABLE Client Bypass
Protocol LLEFE I um AR NS IP ik (ERIN. B2 . KBS MK HRE, iR FXiEss
TSkt FE N i LA IR k. “ I SOEa” ik (B ofRE) .
wltn, ke Mo g —A 1Pv4 Hilik 2} R4y Secure Client 342, H &b A Sk . 2420
SR VG ) 1Pve HuhEI, WERAEH R P i 55 B s, W2 35 IPve M (HA2, Wi )gH%
Ui 57 I, e AN P i LA BH SCIE SXOKIE TPve it i
SSL EFTAE R - % 7 i AR N R TR A ], FR R I S PR aa A e, A
M EEE M2 art. AT, WkELTZERRE. BHE, o CUESS & e ) kg it
ATEBE, SIERE R AR, sulid g LN F BRI RE

« F53% - A SSL Eopr AR s it vl . GUEEETBEE (BUA) sE N i TR A BRE e

* [B)FF - J5 A SSL FHi AL AR I . WE N 4 B ERE, G 4-10080 40481 (1

&) .

% P B AER - £ 3B KRR VPN 2 i 7 6 G S By KRG T . R T
bndsistohit s HARHIER PR 3 VT IR ISR M s Bt S ] o SOt R4 . 3k
FEOR QI LL A S 8 e ACL. 2 SCE P M 28 0 LLP e 1) L F P 4 i 8ot FL/sloE A
o) & 0 ) LA FRIE LN I VPN BRIE 2 AR L “ B30 8 A i ot

N

B i1 ACL V& TCP/UDP/ICMP/IP i LA M. “fER” « “/ER IPv4” i,
“ATRE IPv6” SRS N 2%

HA 84T Microsoft Windows ) VPN 25 /1 i A AEAT A X b [97 Kk BE & .

BEXEMFE

AR 435 H Secure Client T 'E Per App VPN, fUFelIEIR TR A A7 # b5 E ST RER X%
Jri HE XEtE. SRm (Add) DL 4SRN A g SUSE

1. % RLZEPikEM (Secure Client Attribute): Per App VPN.  fFIEIR W B ok A7 HIF%IE .
2. MR IEE BEXBMENER .

A

AR NI (5 LURRTIE A& JEEENET B e SUB RS . BT LU R > WREE >
VPN > BEX B M 3w EMEXNS . 1ES Y IN Secure Client |72 B MEX S, 5 111 T,

3. miili NI (Add) s P DrAr BI4L5RIS, AR5 iR TE (Save) H 5 Ll A7 24 5 .

B usEeE |
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RS

pguszzn [

HXER
FiC AL RIS S . 55 113 T

RIEIN

SERE

& > IREIE > VPN > AR, Sl iRNAE SRS R P g iR M YT Rns ., REEFER
(Advanced) #£I7 F

HEUESEFER

* PIE1 G FRATIE BT - X i Y 28 T A N R SR A 5 A AV IE S Bl I VPN I R B T8 AL i i
P, FUUFETEwyEht . HARHBRERT IS4 . 1B VE R, VPN i JE2 S T H1iR1E
oo EANEE TN RS A B VR T FT T (04 Bhidi s, fdn SIP GAAIERL. 7 RE Ui a5 51 2 iy
AHO G T ORI I A . RO e I 2 SR (K BT e ACL.
PRI VPN 2 VLAN - thF8 4 “VLAN Bt ” , SR e 1% 40 5ms v H 2 1215 1 H 1 VLAN
0. ASA KB EMNZAH K BFTE VLAN,
A FH I P 1) 4 S 40 i VAN AT AL U5 ) #2561 1) b Jeg PR IR A2 AE 15 TR ) ACL i 83

IR T BRERAE CRBEED 4b, 1% F g R AU 7RI ASA L E 1) VLAN.  FeFROME
JaE A 1 2] 4094,

SERETR
* 7 eI (8] - LEFE BN VLR B o R G g s A A S W] T R ) L (K TR Y L
AREAE R, WS I NG , 26 90 1T,
* BTAFPRRRERE - 32 AV P AT IR 2 RN G, BRIMEDN 3. S/MEN 0,
FREEIL SR IR D ) SEVFA RN I T e e 3 & VI TR fE
© B KRR 8]/ &R (B B® - $5 8 S K] IERLIE ], DAZM oy . IR SR, REES%IE
HERE . FAMEN 1) BRI RE TS 5E AL BIE S RIERE I 1R] L) Y™ S 73 5 2 T P e 1) ]
e o
© RGBT EAR IS - FRE S RS GBI IR, DL BN By . T SRAE BRI 1R Be AT 3R
RS, WARG S IEER. BRI 108 BRAEN 30 208h. 4R IAI R E1E
3 7 RN 1) A 1 FH ™ S 75 7 SRk T PR g ) T o

HXER
BB A RmE T 5, 113 1L

BB BA1E IPSec 121Y

TENCE VPN $hi, Al IPsec /7% (BU#E#4E) o 765 ISAKMP JEAT IPsec 224 e s HHIR]
A5 A TR TR A o o T R R R e Bl vt o AN AR 1 7 R A ]

sgeE ]
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B = ke ipsec mEnin

HRIE IKE IRA (IKEvl 58 IKEV2) , FEAEAFEIN IPsec 7 EM 4
* A% IKEv] IPsec /7 % CEHAE) X, nlLLEFE IPsec 1817 1A, I I 75 160 I Al
SIS, AT DO R R — R T, IR VPN PR AL, 150 24N IKEvV]
IPsec J5 X % .
o 4% IKEV2 [Psec 7 0% RF, T LLEE: VPN F 4 (a2 f8y) 557 . 78 IKEv2 T
JHTRL, X S A B L0 ) S HF I e B il I i

IKEv1 Fl IKEv2 IPsec J7 Z#4 FH 3 3 22 4 W) (ESP). ‘& nf DL AL B IGAE . Inas il e AR IR 4%
ESP 3 IP 257 50,

)

AR AT VO IPsec BEIEAL I Ml 43 Bk .

Bt & IKEv1 IPsec 5 =X %

FIE1 R FEIT R (Objects) > X R E 8 (Object Management), 2R M H s 1%+ VPN > IPsec IKevl 77
Z (IPsec IKev1 Proposal).

R H LI RTIE B %8, 48 RE0E SUM BRI, MRS 1285, #TLl %58 (2). 1E
(O) o MR (W) .

S

HEFEARAN IPsec IKEv1 773 (Add IPsec IKEv1 Proposals) LAGIEEH 1) 5 % .
LT SN AR (Name)
FHEN R IR 2 SUVF 128 D45
FIB 4 Ity 4 1% BB (Description).
SRR R U] % foVF 1024 DNF4F.
PIRS W ESP N Jrik. MLy MBI 2 Al (ESP) I Sk,

T IKEv], EFRAHIGEINL — o 7EURE T IPsec 77 S BN AU Sk, S8R FA R T VPN
IR TSRS . A IR e BB, 355 B s A F IR AN Jon s 5k

1B 6 i ESP 85| (ESP Hash) i #— ANk
A RIET EBEU ], V52 5w A RSeS| S

FB1 SR TF (Save)
KB 7 ZIRmBBIR .
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>
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B E ke Psec 5215 ]

AL E IKEv2 IPsec /5 =X &

HIB1 K RIE TS (Objects) > 3 R &2 (Object Management), #XJi M H 3% HE4% VPN > IKEV2 IPsec
77 % (IKEv2 IPsec Proposal).

ARG LLARC B T 5, B R GUE SURBOAE . RIS 0], el HiE (2). E
(O) ok HFR (W) .
FIB 2 kRN IKEV2 IPsec /5% (Add IKEV2 IPsec Proposal) LAz 7 7 % .
PR3 NHITRMA B (Name)
MR HR . % VF 128 DNTFATS
FIE 4 NIk Z¥i iR (Description).
FERN RV . B2 FLVF 1024 D5
SIS SRR E P TSI UE ESP 8151 (ESP Hash) J7ik. #{ sl se B 5005
JB AR AN SRS ] NULL % 1) 1PSec B . #fi R4 A IPSec IKEV2 $#2130% £ NULL % .
T IKEv2, B 132 FF ESP #1131 (ESP Hash) HIFTA LI, 7 I 52 $E UL, 155 i vk
S8 A FH L 51 S0
PIR6 EFE ESP INE Tk U7 R AVEH 2 4 UL (ESP) N 5%

T IKEv2, i “HE$E” (Select) BAFT TF— AW IEHE, 70X THHE o ] DG R 2SR BT A e . 78
YUE T IPsec J7 SR MINE MBI FIEN, AR T VPN 8 & B SR 5% . A R
MISE VLI, TS 8 YU WA I 2

PIRT R TF (Save)
KT e mB R .

B A B 150 IKE 5 B

IR AT 4 (IKE) & FH % IPsec X & ARREAT S SeIE, Wi Ao IPsec N 3% B LA K H Bt
37 IPsec ‘%A RHE (SA) M HE B IKE Thid B & AN B 565 1 B i A TIKE X 55442
H) ) 22 A Rk, MG SRR BEEAE SR 2 I Boh 2 45Tl As . AR50 2 M Beth i 3], TKE Jy HLAt 3 FH & 7
SA, il TPsec. PHANM BEAE B i IR A4 FHR I . TKE $2 302 — 4PN A T4 H 2 o)
RS . RS AL (B85 IKE Mg G, BIJTUR IKE B, BIRmsg s Bmpit 2 4= 2
TR 522 IKE P o
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B == ke sz

X IKEvL, IKE J7 & AN R AR R A . 88T DUl ff D8 22 N0 S A0 1) S ke £/ 22 /b —
NG SRR SRR S UL . 5 TKEvE A, 78 IKEV2 J5 58, Bl BLE— NSRS Rk $E 2 4
SREMBEAL . i TR EEARAESE 1 B el ra I IRIEAT a4, DRI AT Qs A IKE U5 2%, (HEHIE%
AT S, BAn ity S5 AR B L e 5. X T IKEv2, SIS SAIRE S I0iE, I
AW A 2HTRE SCEH A B BER

AT 5 E] TPsec VPN I, 5% IKE 5RMg . A1 E4E R, 1535 VPN,

B E IKEv1 SREEXT R

fH “IKEv1 3E0%” (IKEv1 Policy) UL IG5 . 2R ol bR IKEv] SREE XTS5, X HE s % %00 & IKEv1
RS TS i S8

HE1 KIOE IS (Objects) > ¥ & &1 (Object Management) 31 M H s thi%4% VPN > IKEv1 5 8% (IKEv1
Policy).
RGN H| H 2 BT E SRS, B RS R G0 U ERAE .. AR U5 g5, ErTLL 4RiE (). E
(©) ok MRk (W) Iy %.

P2 (R EFR IKEVL 3REE (Add IKEVL Policy) LLAIE BT Mg X % .

$IB3 IR N BFR (Name). 2 FLIUF 128 N T4

4 (AR T E IR AR (Description). % LV 1,024 AT

FIBS  (EHER (Priority) TN IKE Sl LG -

PR AR I LA RIK (SA) I, LG A T A i 1 A b i 0 854 P IR) TKCE SR o Rz e
IPsec X A SCRFAE RS IR R — A skl I E B HL, B2 MEg b e NS 17
BAETERR 1 3 65,535, BUEMAR, DLoedobls. WACK LB s, 8 b Ods o BB AR R 7
BCfE, A1 IFERIRIE N 5, JFLL 5 M gkat,

L6 MBI PEPINE Ik,
LEYE5E R IKEv ] SR Ad B WA s FUE A BRI, R IKIEFE IR T 064 44 S I v . 61 VPN 4R
NP AN &, SRR S AT AR T L A 5k . KT IKEvL, R CET Y —. f LI
MI5EEEBIH, 15 S [ P s A F WA I 500

BT RO B EF (Hash) HE, T T B se 5k
LEYRE N IKEV L J7 2% VIR RR AN a5 AR Sk, B3 R T8 W& SRk . X T VPN
SN AN RS, AR PR S AN SRR T C () 500 A S TR SE 3R UL, T 2 ) vk i il 1 W £
ISP

$I1E8  i%'E Diffie-Hellman 4.
FH-Fhn%% i) Diffie-Hellman 2H . BB K22 A PEr, (H T30 2 (KA FRIN ] o AN AR 20 L

HUCHEC IR B o BERETEAE VPN P RV . RGN 3E U, &S W o e B
Diffie-Hellman F04H .
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$IR9

5 E ke %515 [

WE LA (SA) ) HEEHARR (AR N A7) o AIHRE 120 3 2,147,483,647 B0 2 [A](A4H . BRIAE
A 86400,

M RREYIBRIN, SA I HAM A P XA R bR o T, FraRipBoE G
B>, IKEWp R4, (A, FPEEIBB, KR IPsec 2 4 IR (13 L AH LU R 5 B3I BR 19
R

WE AL IS0 SRR 2 A8 ¥ B3 36E 77 7% (Authentication Method).

EPEPIL B . IR ME SRR, WA SZRRIE D S AR . 7E S S ER By, Tk s a A
FOVF LB HAE AR AR 2 A2 E i IKE A o R ARAG ] A — Pt = g 15 5
FIGF AR, TGk 5T IKE SA.

s MEZE4 (Preshared Key) - /£ G IR B, FiIL 52286040 fu i S BHAE AN S 44 2 TR) L 2t
HIKE . an SRR H R — Pt AN & o — NS 5 RSk, WJGiE# T IKE SA.
* JE$ (Certificate) - 24K “IUE15” (Certificate) H/FE VPN 82 (1) 5 0 56 UE TS, 5454 )\ PKIT
FEREBEIE R ) CA RSS2 S A UE TS, I AN BT S 00 501 .
iR
FESCHF IKEvL ) VPN $4hHh,  BTik IKEv] SEIE X % 48 52 1 BAR IR IE 535 25 ol IKEv] B8 583iE
ARG ENBRNKE . XL HUCHS, 750, 5B 0HE R A

rMiRE
IKEv1 SR MEFE 4.

Bt & IKEv2 SREE AT &

NN
¥ g
w N

%
&
=

i “IKEv2 5% 7 (IKEv2 Policy) X EHER B . MHIBR A4 IKEV2 Mg 5, 1K SLSREmE 6 B A5
IKEV2 S0 I 75 (1 240

R EFEFT & (Objects) > ¥ 5 EIE (Object Management), #XJi M H ik $% VPN > IKEv2 5
(IKEV2 Policy).

RGH A TG E RN, LR RS SO BRI . AR 20, T LSRR (2). B
(O)EMIBR (W )3

PRI IKEV2 5KB% (Add IKEV2 Policy) LA H 5

h LSS N & FR (Name).

FWERT G4 HR . % RVF 128 74T

h I S i N\ 35 BB (Description).

ISR RV . % VF 1024 NF4F.
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R (Priority).

IKE 77 RE SR . 22l 0 W22 000K (SA) I, AUSE ZRAR mIAf 22 AN Wb A ) 5544 L ASC )

IKE J5 M o WKL RE Psec X SFRANSCRFAE RS IS — AN SRIG Pk IS AL ezl 4
AR SE LRI g LS H . ARUEIEE Y 1 2 65535, AR, DUoEgim. et v &
B, B LR S R AR AR M, A1 TTURRJE 0 5, JFLL 5 i grat.

WE LA (SA) 1) HEEHARR (AR M 567D o mIHRE 120 31 2,147,483,647 B0 2 [A] (A4 « BRIAME
A 86400,

M RREYIBRIN, SA FIY HAMAAE P XA A M BB R . T, FraRfipoe Cemieis
B>, IKEWp R4, (A, FFEEIRB, KRB IPsec 2 4 IR (13 L AH LU R 75 B3I B 14
R

B TKE S A5 T 1 O S50 1) S B M B 5% (Integrrity Algorithms) #573  BO8 S B v i 2,
©H TR B e HE .

FERE A TKEV2 77 Z A8 WA OIN 5 FELA ST, S IR T4 B & ORI S0 . T VPN
FNPHIAN B, AP S AR TR RC I 50 . B PEEAE VPN SRV T ik . A7 QLI
HIsEBEUL ], TS D o f TR L Oy 0%

ERER T HLES 1 BB SA (FHTRYEE 2 MrBeth i) in% &% (Encryption Algorithm).

FEVRE N TKEV2 J5 ST FHWIR R N 28 A B S Sk, S 1 B PR T4 W& S RIS, 1 VPN AR
AN, AR AN SR IEIC I 5. IERREAE VPN R RVEIR T Hk . K0k
TR SR, 12 ) vk A PR n 5

£ FPRF B3£ (PRF Algorithm).

IKE S A% 1 B SE I DA BERL R £ (PRF) #5> o £ TKEv1 1, SEHEPER PRF SEAINJT, {0
FE IKEV2 Y, ATLIONIXSE SRR @A A 5. WEFE 24 VPN T SRVFI BT Sk, A RIBTI 58
UL, S P e A IR RS S

1% -3 in DH 4B (DH Group).

FIF 0% ) Diffie-Hellman 2 . A0 TE K 22 4 vsy, (HRR BT 2 AL BERS (0] . PSR 20 B
HVCHE AR o EFRIEAEEAE VPN P R . A ISR 52 30 0T, 352 P v e B4 T 10
Diffie-Hellman B34 .

iR
IR IR BRI &, MBI IKEV2 SEIg SR INBIZR . n ORISR, B2 BoaniiiRig R,
LA N A5 B A, DA Dl DR AT I SR

Secure Client B EX

U, T LAE R SO A i, JRREX LS 8 SR8 B VPN Sk 25 28 7 22 4 ) i 145
I, SNSRI A [ 5 S e ) 24 -

A E SO BRI T B8 R A K SO BUN A SCRR I R A 7 i E X
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* GUI SCASHI B

* EIFRFI P

B

o T HEHISCME

o B AR R
o AL AR T e e

A7 L B X e 2 A iy 1 E LIRS B, 162 H 2 X Cisco Secure Clients

A “URINSCAF XSG A “ GRS 57 RHEHE AT DL BT M SO0 B SR R ORI E
ISP, 3B S ] T R YT 1) VPN SENg . e 1) DUELE 22 4% ) i e B SO 22 40 %5 ) i
[ Sl

A ST (P C & S G 4 A RS AnyConnect BEEUFT Secure Client 573 VPN @1 & fe & SC 44, I
VA 2 A2 g [ — 3508 430 28 810 A O o SR ¢ g FH 7 B SROFA i it b () B 0 B UE SREmS AAT RS Y
BT O 29 P S A it 4 i FH P A

FEBIRE S XS BNy, A B A OB A LA A B AZ SO E I RIAS . AE QIR 22 (O I s K 2540
KOS MR MR A, BRI RIS AR SO R 2 A B L P 5 DU S0P 5
I, AR Z SO E R R RSO )

FEFE R E S I E I, 20 RAH DI SO R BB AH . H b (K 34
FT AE BRSSO s i LA R 30—

* &k (Download) - fith I3 224 % P i S

* YREE B SO BT R

* HIER (Delete) - MIER Secure Client SCIFXS G o AEMIBRSCAEXTRING Ao WICHFA7 Ak 78 IR AR ¢
BRESCAE, 1 R IR IZ AT 5

S
5 (Objects) > 3 R &I (Object Management) > VPN > %2 £ & Fif X4 (Secure Client File).

FE
o BRSNS A FRCLR A SO S5 e nl LA N 128 N4 o
o XHRFR- A RSE DLUEPESCIE . ERESCIFRT, RGESU IS4 RIE#EER12
o B EREE Pk SO R SCAR A . DU SO SR A AT

* BT Pinf5 (Secure Client Image) - 4% I Cisco F A T 20 R 21 Secure Client
WIS, THIEFR IR,
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S0] LUK T (K B0 BN ) Secure Client W% 5 VPN SEREAH I . #5-t m] LLEUY SCBEAN 32 S FF
Ry il A= oy ) 3 28 1 10 28 S R,

« LEEPig VPN BLE X4 (Secure Client VPN Profile) - iy Z24s% /i VPN Bl & S0 Fik ¢

BERAY,

{FHIETGUIN 2% P i & g ay CHOZRCE TH) SREVERCE . AN
f5H, WES WAHNBAK (Cisco Secure Client ({45 AnyConnect) ] J'#8F) HH) %4
P P E S g Ay —

s REEZFIHEIE VPN B & 3 (Secure Client Management VPN Profile) - 754 4425 )7 b

B HL VPN RIS AL ST IR R

M Cisco A F PO FE 2245 i VPN S IR RS I 37 Al B S miEse (IR MR~
B . I A& G P VPN BRI 1 I T T R O S A

AMP JE B2 FBR S BLE S0 (AMP Enabler Service Profile) - 1% 0 & SO T 2242 ) i
AMP J3 . i yi il VPN H P IERES] VPN I, AMP JH gl &8 FIUHHEC &S0/ 25 N Jk
AR 577 40 326 ) £ b

FSREC & ST 0] LU NG S AR I S e B SO T B A, DU k& 2 R
18 F A D BEFIRS HR 435 L

* ISE i % £ 14 H B 34 (ISE Posture Profile) - 41 5135k 2242 )i ISE &3 22 4 A%

BEPER INAC B SCAF, 1 LRI

* NAM R %5 Bic B ST 9 26517 ) 457 B 0 SC A2 A 2 TAC 2 RVAS I NAML BC 2 SCA
W4 AT 1M AR 55 BC & 30 (Network Visibility Service Profile) - 424% /7 i 9 2% ] R A e

FURCE S RnT LUEE T NVM E B SO 2 8 2 Q1) el e B S0

* Umbrella 8 %2 2 Be & - 10 SR A8 A T C & SO 94 28 QIR 1 json SCIFESE Umbrella

AR, AU R I SRR

© W4E% 2 AR 55 BC B ST 75 N W45 22 A DA I SE B SO I B P SR 2R .

* Cisco Secure Firewall £&im% 144 B4 E — ¥ Cisco Secure Firewall 2835 2 PPAl 4K

PRSI BRSO A . BRSO AERC B S AV ) 50 (DAP) I Tl A ok &b L
ARG, PPWRE, AR RIBT KBGO

s REE PRI Yn 884k €1 (Secure Client External Browser Package) - 304258 T4

SAML Ff. 155 55 W0 25 B 47 56 UF 38 64 D S 00 U o A 4, S
ST LUAE S RRAS [ A58 3046, SO o] P s In e, S A
HREAGEE, ESHEEZRE M VPN 1 AAA & &,

* YERR-AN AL B .
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BRI
KRR

R A BT 4
RAKMRA

FRER

431 ACL 1 AV
ACL

7.4.1

=

B RS 3R (Objects) > > X &R EZIR (Object Management) >
RADIUS AR5 2&4H (RADIUS Server Group) > i/l RADIUS B (Add
RADIUS Server Group) > ¥4 7] T3 ACL 5 B%} AV 3t ACL &3 (Merge
Downloadable ACL with Cisco AV Pair ACL)

B CLI i34

* sh run aaa-server aaa-server ISE-Server protocol radius merge-dacl
after-avpair

* sh run aaa-server aaa-server ISE-Server protocol radius merge-dacl
before-avpair

Secure Client H & X

7.4

U, SEPTLLAE % i, JPRIXEE A 52 S 2] VPN ki .
MR AT PRI, BT 2RI [ E X A B

.

%I CRL 1 OCSP URL
I IPv6 24

7.4

HIAETT LAC & IPv6 OCSP 1 CRL URL.

ER[EI R PRS2 1 41
PO

7.4

IAE, 8T DL AR 2 B B e O B 2 PR R 11 e 1 4x)
%, KRG, BATLUK XS T PR RE, 441 DNS A4 28 HTTP Ui
8l SSHo  SCRFFR I AT hRE AR SZRFFARIZL . BT R, DNS AL
R Epi O,

PSR R > WREIE > EO > K> Z0O4

IRIEZ OS2 AAA

7.4

AT LAEF PR Bl 1 410 & RADIUS il 55 4%«
WGBS b RE: MR > WREE > AAA BRS58F > Radius AR5 =540

0 190 2% AT 11 0] ¢

7.4

TR INAE T LU e B 2% Rl I . fEXT RS (WR > WREE)
sk 11 B R 286 B 55 L IKET TekE KR, RS, T DATE OB
G0 JE M A B R ERAEE
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DHCP IPv6 it

(=S

7.3

fii 1] DHCPv6 BZ8Z)R% ) iy, mbhls i BLAE S R4 1 DHCPv6 T
RS 29 SLAAC 75 i ) JguP B 480 ik A B oK (IR) Hidls £l
I, PSR 25 ) EAT ISR A AL S5 HLANAR B . BB RS2 IR i
£, AN 2 o3 o bk
B MG ) B«
* 1% #% (Devices) > & & & 18 (Device Management) > £ (Interfaces) >
wn/4REETED (Add/Edit Interfaces) > IPv6 > DHCP

* X% (Objects) > XK EIE (Object Management) > DHCP IPv6 ;th
(DHCP IPv6 Pool)

BrME S T4 show ipv6 dhep

BFD ##)

7.3

LEZ B RRAS R, BFD M figiliid FlexConfig 78BSt _LiEATHC & -
FlexConfig AN 3 FF BFD FU'E . BUAE, #B80) BLAEAE B Ay UT o0 b
BHfEIACE BFD #ehg. [Mk, 5IN7T BFD B4 .

BT A /A5 D) S LI
cRE>IREFETE > KW > BFD.

* 3% (Objects) > 3 KR IR (Object Management) > BFD 44§ (BFD
Template)

FHT SR i 1Y) B
NH” (New
Applications) JE I~

B

7.1

PREVT IR BIZI G GIN T —ANBrE i, - a ] Ao E T
W i Sk CROm R eh D I

BEAE I bR 4 I TAERCE 3T &R (Objects) > X & &1 (Object
Management) > 37518513 (Access List) > # & (Extended) U [ I £ Y
FH 8T I .

YA Cisco Secure Firewall Management Center

Wy ALK H 0 %
il

(=S

7.1

FINT Y AL IR G, TSR A b 5. i AL X 31
B GALTE ] TAE RE S 23 1K) BGP %t SOy b 2 A BT HH g .

BrIEME S B T B SRR 51 B b ] KT 5 38R (Objects)
> W RETE (Object Management) > X513 (Community List) > 3 &
# X (Extended Community) T f

SCEFIMP & Cisco Secure Firewall Management Center
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LigE EEBL | EABEE | FAER

RIKAEA | SIKARA
Xt SRS B AN | AT 7.1 P75 SR s 51 AN i i AR B R8T 5 N B AL X B3R R R LB T
IS oS B2 (1 48 5

BB B F T OB SRS S SRR EH SR R T I XF4R (Objects)
> W& EIE (Object Management) > 5RE& 53R (Policy List) > 4 X M|
(Community Rule) TR, LLAIF&R (Objects) > 3R &I (Object
Management) > Bt & (Route Map) > BGP > #t [X %13 (Community
List) &I,

SCEFPP & Cisco Secure Firewall Management Center

Snort3 ETHTM R |70 Snort 3 oL SRV R T 28 000 T T L0
ACL %Fj SCRHAT R BB

A EST | £F 7.0 SCRFI I 2 A AR A T A -

B AS I RS R B R TR (Objects) > PKI > iEH ;E 4 (Cert
Enrollment) > CA {2 (Information) i i i (1) 8y iz 1t

il

SIS Cisco Secure Firewall Management Center

¥ EADSA WF PR | 4T 7.0 W0 T EE B #5425 - EADSA, #5 kMK 256,

BRI B4 fERCERTR (Objects) > PKI > iEF iE A (Cert
Enroliment) > %A (Key) & 10 I (8 iE 5 25 B 1B 10

FFIT-E: Cisco Secure Firewall Management Center
EAE YIRS | AR 7.0 ANHFEAL RSA N84 501001 SHA-1 UE T LA /N T 2048 {71f) RSA

BH . ESIAUE T L X SRR, R DALE BB A s 55
WL, {HE, EANREE RN 2048 711 RSA %41,

B B S ARG & (Devices) > iE$ (Certificates) I (1181
el

SCFFF&:  Cisco Secure Firewall Management Center

Eil

©h

i
>
(aYay

Ptk it 2= 6.7 B E 2 A RESE KB SR AL I (5 20 BRAN 15 2080

ANF 30 4 BRI T4 5 5 MDS URL, LAY 1l 5K S ol itk
FRLENT

PSR RE: AEFC R £ E ¢ (Security Intelligence) > P4& %13 FA
iB (Network Lists and Feeds) i 18 A 26 101

oS

YHFF G Cisco Secure Firewall Management Center
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Ihe EEHL | RARE | EEER
RIKMA | RIKMRA
RIS 70 B (esv) [ AT 6.7 AT PAMIZ 5 3 BRE SO AN G — R Z 1T LU 1000 N34
AR EAA 5 MO B LR R A 4R [R5 363 (Add [Object Type])
FHAE A HA B S AT R (Import Object) 11
* A[ 9§42 FR (Distinguished Name) > B4N3F 5 (Individual Objects)
© MLEITR
< iwmA
* URL
* VLAN #r%
SCEFIP & Cisco Secure Firewall Management Center
Al B O B0 | A 6.6 P 3 R 5 1R S
I PG RS P8R (Objects) > Xt 5§ &8 (Object Management) 1
30 (Interface) tH 4 LRI 4 A ik ek Em R @) .
SCFFPF 4 Cisco Secure Firewall Management Center
FINT X X4 B3 6.6 TSR] LRI DXy M2 Jal Bl A e, DABEAE N 1 I ) FR) SR I i
.
BT RS 3R (Objects) > X &R I (Object Management)
BBt X33 & (Time Zone Object).
SCEFIP & Cisco Secure Firewall Management Center
RAE T AE Y 23 IR | AT 6.6 HE BT )5 BRI 5 5 30T R I DX X R s B A P, DA ) 4 v R o i 0 5
ol SR v Al FH BT WS 8 P 5 I T R )
XS T A L 5 050 T S R s D6 . 9000 2
A B AT (1) TR £ RN X SR A
NI 8 g R D A | A 6.6 FINKIThRE: (EEE T SRR, T A S Eon G4 PR

BRI BN

JSYibprATI

PrEIl: A R UL RS WA L AR AT R e, R T A E X
GRS SIETH: PEREE . HFRMZ. P . HAxRm AT VLAN bR
e

SCEFPF & Cisco Secure Firewall Management Center
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