{52 A AR T 38 28 N\ 15 SR B

AT 2R 208 i A RO ] 2 AR S«

o NAZ R EIERR AR, 51 0L

o NMZRUUSEAY , 552 0

o NRBUNFF IR SR , 553 1T

o NAZFUI SR FIRTFe 45, 55 3 0T

o BHENREME AR RO, 55 3 0T

o NS RN NS 984S, 26 9 1L

o NRFNPIRZS 5 25 15 0t

o NG TH I AR AR At gy, 56 17 i
s BNEIMPRE , 2523 1

o ISR BENERE , 55 26 1T

NS AR 38 28 B fith #1R

AT LA A NARE SR o (KR 0 BT DA FE o0 R RN« R SCAS LR AL B 25 0 00 T R DUR S
A B

R PR BB R A2 AR sl 5 S T AR AR RT S R . i RIS, RGeSzl
VERC IR i A A o A TR IRK A5 2R (R A 3 . s T AT B NAR SR, DB RN 7
7 SHIE i RS o0 1 A 5952 o W11 VL = 95 o B o o I = G 22 L O -
Drop and Generate Events [ SO0 DG B (1) 9 5 A i

TS AT LR R AT 3 R s R B — >4, SXRE sl 8 326 406 222 S cSCHCR DD PR 2 o 1) 4 8 P s 07

pWIE
NN SR S HCESREE T ) PUAC RS, RGu e HE L A Be s, BRI 28 i ok

M 4 £ 1 OR A RS
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B o eanxn

N FWIE it

AR RN 28 58 F TS DR P 190 2% el £ D ) — AR 8 SR T I 2 8. M R SRR,
B Bt A 5 BRI R AR E I AR PEAR LA, IR A i A KU 48 PR BT AT 2 AR IR DL fl R
U

NES AR
o NAZHEN,  ATEH 3 A L5200 G FIBR v SCA R
© TOALFR SR, L5 Ky G PR A o e DN E 151 5 L5 28 e B B 1) FoAck B 2 4 S K

R EE T IRX LSRR 1«

R LAREN LR

el 42D |SnortlD(SID) kiR AIAEH]? | ATLUSR
(GID) 157
LS G ) 3 T 1000000 Talos %/ fE/NH & HIR
v SCAS ) 1 % 1000000 Talos 2= IR
(4 Rtk
IHX GID)
1000 - 2000 1000000 =5 & | B I E S = s
R
TOUALS 215 A8 ) e TR | {RT 1000000 Talos = 5
25 B AL — - — N N
P 1000000 B 5E & | 2R 40 7 300 10 e 5 30 1) 2 & e

TCVELRAF XS Talos B3 AT AT I I A8 FE) S0, {ELIRE AT UKS EAB SOt R A S A7 D 8 SCREI o
] DU S U SR 3 Sk A7 L PP A A3 AP Sl i i 11 B TP i)

XEFFrBIEE KIAEN, Talos AEREANERIAAAR MG HH 0 BEER AR ZS o K 2 KUaiA 2R 4 MU AE BRI
DUT CAEH, WA B AR G AL AR MR A e A E A2 A IR & rh Z o i Bt e, s 2
PR

PRI, RGESAE AR B BT AN AIAEAT H € SO SID 22 T in— kg 5 . 11,
4 JEE AR N R RN ) STD K 24 1000000 BT AR, i Je AR I (1 LU ) SID Ks 24 (4051000000
B RAR
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remmermiiEx

NI HRN B9 1F AT IEZR K

BB 1D 1 R E
IPS

NZR MK FIRTHE F M

X

i}
Emﬁ Jjn

=

SEFRYIE
B

BRfe
- EELB

© NG

EFNZREEHEINZ N

T LU BRI A2 AR SR P R SR T 3, O HT 2 AN SRR U R o AT LR sk 52 MU )
TEANGE R, DAMEEA MU BEE BRI SOR AN Al R P40 45 5

S EPRRE > IS HIERE > AR
FIB2 i B4R 1 SRS 571414 Snort 2 RgZ (Snort 2 Version).
WA BRE (©), WIRIIALCE B T, B B 15 i & R .
HIE3 Ll SRR SRS 2 (Policy Information) M (Rules).
FEA EFEMNN, A AAT LR A

o REPERN, AR AR HENE TR BCE UL g RS, 5 15 TP TR
o ML T I HE e BB TS AR U R REAT HE 5 o
« AMENIMKTEAE R, WaE ANERUTEAE R, 55 b prid.
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B oean mam

* i KB (Policy) T A&k #E AN 2R EF A AN A K.

“NZHN” TTES

CONZFN” (Intrusion Rules) BT [ £F HE 32 BRI B Ag b A AR R R I bR iltan,  “FRIPIRAS ™ (Rule
State) S HEH S “HMPIRA” (Rule State) F14H [H] )4 B ZEE 14 (Gener ate Events) K51 H AN .

& 2: “N” (Rules) TTEF

FRRR 1t AR
GID AR R A B 2% 1D (GID)
SID R R A8 G N E AR IFFY Snort ID (SID).
X e U, SID 2 1000000 5k 5E KA .
HE SRR A B A L S T R IR R 1 44 K
Generate Events HILIU P AR A

* Drop and Generate Events

* Generate Events

- B2A
TR 8 A AR I AN 25 300 B R A BT L, AR AU FF) B s U — 2
Co BeAh, 0 nT LUE I s ol AU Ay O DUPER 28 P Aok S SO IR 2 o
BRHEWRIRMPRTS | KR 0 2 3 R PIR S o

FHITIE EIBSRt MR NS R Re S ISR Ta R REE U
AR NS RS A A S O 3 22 2 2
gig (%) Jy A B A (XA SNMP 2541

i (W LRIV o

W A] DM 2 SR g e U4 21) g b HAR)Z 1“7 (Rules) DI VRS BRAE M SRES s n)z,
TR F52 80 26 A H R 0T G A TR SR 1Y) Rules WU THI AR M) 6 44 4 My  Changes [ 5% /2
Rules UU[fl; J3EERE, FEIXLERR bz — i AT 50 o A AR R AT S S [|] . % R iz e
2 F A SR A HE R 1Y) Rules TUIHI -
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NRHMFEMRER

remuizmse [l

TR LU RN PEA (R B ML A B RN SRS . Cisco g BN INITAS o 38 w] LA RIS IR 5E T

I Zh e -
R 3 MMFMRES
is! L RA
EiE PN EE o SR TR TP, AT REAE U SORS A 3540 245 B I

RS (Rule State)

RO AT IR S . s ERCE MRS Z .

/%\$£I' @‘D\(

WAR R Cisco N, MIEARE A B RINPRGS: 20 “ AN viii s, 26
4 00 o IREVCR A IR, R Gt o i A 12 UL 199 2% B 7 B

S WUBIRE| TR 2R GEE RE AR AE RE M LA SR = AR SRR A T RENE . AR AT 70 BC T4, BR
AEB I 2 -
P {EL AR R B A B, DU T D i A I e (L T

i (Suppressions)

A PR e A B, DR T A N Y

ZAIRZ (Dynamic State)

AR A RN U A T R A RUPIRAS s AR T oAz s N s 2 AR ) T
H

>No

IR 3 O R B L ) SNMP i, LT D SRR AR 4 i -
ik I LR IR, AL T oz U AR e e i) T A
SR SRTRUU NS, diTalos £ e/ 4840, B, midi A STAE R A S LR K A

WPEAR A S o

EFNRANFEAER

IR EPERRE > i BT HIRRRE > AR
W2 pihi B YR 1) SRS 551418 Snort 2 B (Snort 2 Version).
AR BIRE (©), WIFRIIECE 8 THe, B B B i AL .

FIEI EFMERF, SSEHEN (Rules).

P4 SUHEEAE UTEAN G SR, AR5 AGE TR 1 RN iE4R{E S (Show details).
B B s PG A5 B, WR BRGNS L, 5 S TP TR .

IS MHINTEGIE B, r DA

ERmniagARER ]
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B o envzsae

o« EAR - HS O N BEE SNMP #4), 2 8 UL,

« TR - S ARSI E A, 2 8 L

* BN HUNPIRZS - 52 B MO P40 £ 6 00T i BB AR 56 7 0.
© B - WSO NN BEE BIME , 55 6 UL,

o J - ES O N IBEEAE] 56 L.

ANRHN L E HE

TR “ RUW RS B (Rule Detail) DT D MEIIBEE— AN BI{EL. D0 B {ECRE 72 o 120U R AR A]
AT

THERL AEATREN, ETBP RN WE s ARz AR % v B B AN RdE,
PBATCHE, MR % 7B

P MNRBI I PEANE S, i B{E (Thresholds) 55 IR0 (Add).
P2 NEB (Type) FHgIERT, ERREUCE 1 BIE .
o CEFEBREI (Limit) LUK &N BRI 18] B i e H0m: i) s
* JEFEIR{E (Threshold) LATEREAN I ] B P ARG 551 B0E B 45 e 2 i S A1
 EPERE (Both) DAFESREANIN B] B N G SE 4 204 2145 e Hos 5 fe it — i 4
$IE3 NIRERA (Track By) Nk, %R (Source) ok BFx (Destination) LL$5 775 S 4405 TP Mkl
RS2 A br TP HhE PR AR 524
FRA (ETHE (Count) 7B, fan N SR BIAE A 0 S22
HIBS EFD (Seconds) FEH, HI A TH5 @ BREF IS 0 I TR BE A CLARD A pr)
F6 HiiAE (OK).

=R
ARG “CFAELIE” FUH RN 550 Bk SRR o WUR U AN 2 AN FAR g S, R
eI BURS AN e

ANZ RN i E

T LA AR SRS H (U A B AN

VER, AEARELRN, TERPSURRE (Revert) sz B ik & 7B E—4
HUAE, WRBAH L—ME, WiEER 7B

B ERANERA R
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manigmsenmegssanks ]

P MNP FEAE S, s HiH (Suppressions) 57111170 (Add).
$122 NINHIZEE (Suppression Type) FHudE A, EHE FyEIHL —:
© GEPERR (Rule) K 58 A4 B 16 K000 iy 4
o SEPER (Source) KA tg U TP kb A Al o A B A
* &P B R (Destination) Kl th & fE 482 H Ax 1P bk 1) £ 604 s 4
FIE3 LIRSk R (Source) 5k B ¥R (Destination), JIZEM 4% (Network) F-Boh N IP Mkl i
HEBesk X S AT R AL A 4RI LLE S 2 B 512
LT NAR SRS 5 AN U7 1] 428 Tl S 0 BRI E AR DG, W o] LAAE BRI AE AR i AR rh 4 s 581 H Y
B,
T4 SEHE (OK).
‘R
RYOHAER AN IR 553016 “FiFd )8 (Event Filtering) 71 b (F 3005510 B /R B84 JE 28 (Event
Filter). ansL a0 rhasin 2 N FifbidgEds, 9Eds By Ronid JEas 4

MAMF S BT I B S B RTS
ST L MO B AN R A B HUUAR . T 05— A B R o B E sk gt 24P
ENA VRTINS, BT 28— ASRE A
B A IR A A 2 1
VHERL, MEATALEN, EFROP S BN RE s A TR % B LR,
PEBATIENTL, WA % T B

T WIS B, 5 3hZSIR7S (Dynamic State) 5714 0 (Add).
$1E2 MWIRERAI (Track By) FHzglZr, e T8 708 B o] ER iR 0) DC e 301 ) 356 51 «
 WEHETR (Source) KR i F R i 1 — AN — 2 5 b & H P2 R0 0] DC e 3 A B
* P BER (Destination) K BREE & A 2 10— AN B4 H A bk (032 90000 DT e 2 (1) 40 i
o EEEFRN] (Rule) K PR ZH0 0 ) B DT Bc I
$123 A IREEA R (Track By) ¥ & NiR (Source) i B4R (Destination), i#7EM4& (Network) 7Bk
NEEIREE GRS AL 1P Hudik .
S 4 fE1RE (Rate) 5514, FRERFAN B IUCEC %, LUk & B iR .
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B o cmmigs sump 5

* TEITE1 (Count) A, Fi o R R (i 1) R 0 DE R 24
* EFVEL (Seconds) F-BLHY,  Fi i BRI A IR R) B AR 2K
FIES MRS (New State) RS FRFIR A, EPER L A AF I BRI Bl .
$IB6 7EABRT (Timeout) B i A 1H .
FERBIN e REUDKs A RIS R AR ZS . SN o mT 7 LB A B I o

PRI rLLE (OK).

=R
RGHAE “BIARE” (D) Fh RN 5514 R Fh AR
JEAS, ILEds BB ORI AR B

o IR ) BRI 78 n 22 A B A HUUPR A L

ANZHNZE SNMP £3)
& 0] LA Rule Detail U1 A KU 15 & SNMP 2843

MNAZ I I REA0S E,  STEER (Alerts) 24140 SNMP 24 (Add SNMP Alert).

=R

RYNGAE AR FUrh i 5 BN AR SR (I8 o R EU P A I AV EAR, W RS
AN EAR I H .

BERR BN Z I

T NN EAE R, SdER (Comments) 551411780 (Add).
$IE2 {riERE (Comment) FB T, B AR
PR3 mE (OK).

=R
RYUH AL “PERE” (Comments) SO 55 0 ERe (M) | S UOR VR IN 2R, VR

LR RO RE R B R

B ERANERA R
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regrhmaganzes |

R4 CMERFINERS, R O MIER (Delete). AN D217 FIVERE BAT AR EEAT AN AR SR B 4
I, A REMMERIZIERE .

T—% Mt 4
© BREMCE NG IES EE A

NI REE I NIRRT R =R

A DL B — 2 A g — A B AN S AF IO 2L 5 oK DE Rules BT A s (RN o

TR T 2% DG B - P 5 L 465 e 81 0 JFG A R DR S sl A o 2 S5 R U e S RO o 8 mT L2 G
BT IE, RPN RN (Rules) GUTH (4 D845 AR L T 7 2 BV RIS 5

NIZ R 33 358 2% 15t AR

P e Won T “ I yEAR 7 (Filter) SCAMER . pd o i S8 48 AR h () DGR 7 RO 7 S 00T
DU g . MIEFEZ A BT, RESMH AND @HG LA A DLAIE S S Rt ugds . 1
n, kPRSI (Category) T HFALIE RS (preprocessor), AR JEi%EPHNM A A (RuleContent)>GID
I 116, WISIRAGITUESS category: “preprocessor” GID:” 116”7 , TR R E T AP
F:H GID 4 116 [ FTAT N,

1B 1T Category. Microsoft Vulnerabilities. Microsoft Worms. Platform Specific. Preprocessor 1 Priority
ygasdl, LU AR AR 2 NS (LS00 o filan, nTLLNZES] (Category) H1ik ¢
0s-linux %D os-windows U\/EEE‘Z /[6%% Category:"os-windows, os-1inux", H:Jﬂ:ﬁ\% os-linux %%UE‘Z
os-windows JE I AT = AL .

SRR IEAR AR, 1 S B ERR
FRRL VeSS T, 1 R R AR .

NIZ SRR RN 33 36 25 A 2 A N

TERZEAEO N, it g, wTLAE R S “ R (Rules) L 20 13 38 #5 ARk
PEEAE I IR B 2/ 40
RO Tk e 2 70 L yE AR T 20 I AR R JE R 4l . VP2 A JE s A8 5 145, [RIE ] DAE
AR MR B P R R o AT e JE AR AT 2 AN, T RETT LA ) R RSN R
T B A AR I I B SRR I DR AR R I, AT I SRR O, AT I SRR R I S R
TR
o MIEPEAE OB I JE RS R A bR C “HUNECE” [Rule Configuration]s  “ MU %% ” [Rule
Content]. ““F&4%5EE” [Platform Specific] F1 “45G4 7 [Priority]) B, Zhr @< e LIS H Al
F QB
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B esmanesmzen

[EJ_‘

ML S AR AP AP Y RORIE PO 7N, f s Ao 0, SRR O R T PR A

AL uEAS T AR ZOCHE 7, MRS Hek B iz o P I BT S 4L

B, s e R AR AW BCE (Rule Configuration) > i1 (Recommendation) (¥ Z
FHEBEH (Drop and Gener ate Events), N 2K Recommendation: "Drop and Generate Events"
A INENL YE S SCAME o WERBE S AR ECE > 2 P IERES, M sEg & RO
LRI

MIERE R T OCHE I L JE AR R AR ( “R0))” [Category].  “432KR” [Classifications].
“Microsoft il ” [Microsoft Vulnerabilities]. “Microsoft i 5 ” [Microsoft Worms]. “{ft5%
2% [Priority] Al “HEITEHr” [Rule Update]) Ff, iZbslesH o] HHS40.

MR IS ITH N, %5 8 N 2 S 7 2 SRR I B JE s o ARz oc i
FOLALIERS T, ORI A N R T I 2

B, 0SS T s RS AR T R R oslinux, TS 50 “os-1inux” VSINENHE# A
HEF . G 9Bt 5 fii Category RI¥) oswindows, i JE## B XN category: "os-windows" o

Rule Content | ] Reference s& 8-, R 74 H AEE & 51 H ID KB [FAE . SEFATAT 5 H
KBTI, 2B E L, At m B Al JE 28 S50 O 7. iR aEds b
CEA 2O 7, IR0 S HC B i A 240

B, SRR S T I DR A AR P S A A (Rule Content) > 5| A (Reference) > CVE ID ,
REK BB E D, RERMECVEID. WHRHIA 2007, WS cve:” 20077 BINENEJER
SCAREF . XA, an SR RS pE LR AR ) B A A (Rule Content) > 51 A (Reference)
s R WORIE D, FOREIRANZGIH. WA 2007, WS reference:” 2007”7 WS
B pEAR SCARMES

MANTR R A AP e PR L 8 2% DG B 7 I 2 K R N I B 8 DG B - RN n 21 0 2 b O DR B DAy
DT ORHE T (BRARR A R RO ) .

i, S e AR P B R oslinux, MU 00 “os-1inux” VSN E] 88 S0 A
e, W SLRE 5 A Microsoft Vulner abilities T [ M S00-006, Jo JiE8%4 T6 4

Category:"os-linux" MicrosoftVulnerabilities:"MS00-006"o

BIEREZ AR, RG] ANDZARIG A G DA E AU R IESs . fln, Rk
231 (Category) RIFIALIESE (preprocessor), AJFIEFMM A A (Rule Content) > GID 4 A
116, NI %Xj??%ﬁ{)ﬁ%% Category: “preprocessor” GID:” 116", }ﬂ?@?}%?%ﬁﬁfﬁ%&%mm”#
H GID %y 116 FIFTH AN

Category. Microsoft Vulnerabilities. Microsoft Worms. Platform Specific FlI Priority id J€ %40 v
PR — AR PR AN S H (LOE 550D o B, wTLLAZER (Category) Hik$E os-linux
I os-windows uiﬁ‘lﬂ{[ﬁ%ﬁ Category:"os-windows, app-detect", ﬁﬁ?’]‘ﬁ%@ os-linux %%UBZ

os-windows %%U EP E‘J{Iﬁ%ﬂmu o

R AT BA% 2 AN PEAR OB 7/ S B TR 2 . B, WRA% ) dos R uE M), AR EUHE

7~ DOS BRI (SID 1545), %4564 High 3Tk g Rt .
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4N TERRE

\)

regmanisesaeen |

AR Talos B fiE/NAL AT RES 3 AL SE B AL A RN S5 0 0 3oL 0 5% o
TR, R B BRI AT PO AR GO (s 1D 3D BARHESCAN (AR ks 1D

1, 2Rk i GID; 1000-2000, FACH) o FRALHAFE N 3E2S o

TRERD (BRI TAREE RSN, 22503 ] TiAL BE e TR
SRR AL B FUU A BE A A I AE WIS P 2555 I
e A I A

UR/i okl EEXHE |[REA.... FIRPEIIE A...
E45
e
PRI (Rule | HR 40 R0 PR P90 E A R ) o i —4 PN
Configuration)
RN P2 (Rule | AR K00 P9 7 2 R AN . i —4 KT
Content)
J&5 (Category) | HRH L2 45 & A5 FH AORE ISR A o TRERS, A |2 KRBT | SR
HR ) St T A A
S AR U A RS P A R B A s b BT R I MG 202k | 1 — KRBT | B
(Classifications) | 25 $k I
Microsoft Jsilil | 24t Microsoft /A 155 2 FRHI . 2 — AN KT | 4
(Microsoft
Vulnerabilities)
Microsoft i Ht | #4511 Microsoft Windows AL il R AT H M. |2 — KRBT | B
(Microsoft
Worms)
FE R E AR R 555 52 A 2R GERCA TR SRIBCE R A e ) o P — KRBT | S
Platfi
gp:;;;‘;; VR, TR 2500 % AR R A R R, AT
LA . B, JiF SID 2260 43502 AN FRA 1] Mac R — I,
OS X. IBM AIX LA K oAb #AE R 5t W21 S 40 g i
o
AL HERE 7 PR AN TRAL BE 25 R o s —4 TH

ERmniagARER ]




B eanmses

ERANARARER |

SERE | RELS [FEA ... |FIRBOTEA...
15
0
ek i PRGOS A £ AT | BB
SRS S AR L5 ettt HER, IR
Sr RIS . WHERE, AL (I S B0 e S
HEIBIND) 2 R A AL 2 B s
1.
FUHEBT (Rule | PERGELALHE N S B IS IR XF T30 | 75 KT | B
Update) LN RS ROl LIRS e o G PN
BEIU SR (X 5 ST T HEA AT RU
MNZ N B B T e =5

NZHW A =i

R 5N M A T IERE

REAT L% 22 A RN v BRI DE R (Rules) U &1 HH R o i dn, i RS FUPIR A
5 i i PR A ANVC O i — 2R, T DLk A ITBC L (Does not match recommendation) AR
P RNPR S BEAT I €

T ST AR B ORI PO N, AT AR B e A S . vk A b A
R, RS S EO B iz o 7 I S 4.

Bhn, hn 5 e fs AR P B AL & (Rule Configuration) > i1 (Recommendation) 1 & F
E BN (Drop and Generate Events), M4 K4 Recommendation: "Drop and Generate Events" ¥ Il %

TV RS SCAHE R . A B S M EZ & (Rule Configuration) > 3 (Recommendation) N 4 B
=5 (Generate Events), F‘JJJ&L/IE%%/{:\EE&% Recommendation:"Generate Events".

it

BT LU 2 A U A 2R 0K I8 Rules ST B RN Bildn, Sl 42 R AN SID AT LApRIEAS:
FAZFN o 7] AR AT TR A AT A 58 H A i 1 (970 62 ) i A 0

I A A EPUR AP RORIEFEOCHE I, T DR S IR A I S . R DRSS T O
AR, WHR LI S B B iz o 7 T S 4.

Bldn, A e AR P W NS T SID, RE0K Won U T 1, FOREEAL SID. LA

AN 1045, W) s1p:” 1045”7 SHENINET BERS SCAKEF . W FLBE RN PR il SID FFKf SID i v 2% 5 Bl
1044, SPETFEE A s1p:” 10407

AT iE R ERAAUTRARN
HE FEM BT Boh S i i w4 o
SID HAREN SID.

B ERANERA R
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INTIET N |

LU g 28 ERFE U &0

GID HAHE /) GID,

Z% LEGI T B L& R b 745 o At ] DA s AL 5 | TR B4 7 1
H AT I8

#efr EHAT alert B pass.

X AL P

J7 1] BT RN LSRR K [

U5 TP A7 FH e A b bk A e A DR RO e (R TP M bl AR e . T DA AL TP ML
CIDR /R4 K i 8 8 ] snove neT BY sExTeRNAL wer A5 EHEATILUE.

H br IP AP S M1k A e A S B o Y8t TP M AR o AT LAeAT 2% 1P il
CIDR HY/RT4 K S 8% snove_neT BY sexternar wer SEAF EEREA Tt g

et ARG SE (R 1o 35 T 1 $1) 65535 2 [a) ¥ B4 mloit A8

H 13 BURRTRE I H ARu o i B0, 1 2 65535 2 ] Ao 1148 4

LI 4 FAT s B4

JeHE HA GG UL SR e Bl . 141, B metadata:” service http” AJ
A HICHAE S5 HTTP W B30 & 1 ) o

N R ZE 3

Firepower St AR s KLU I AL SR TR0 RN 7328 o /E Rules JUHTH,  wT DAL RLNSR L v, MM
AN SEAN I T T R B E R R . i, dn SR R4S AT Linux EHL, WA LU os-linux
FNLPE, RIFEERIR WAL R34 os-linux SR BT A R .

A LUK BUbR i o Befs A0 4 PR B 5 oK 7 i 2 R AU £

\}

R Talos 2 AE/NAL T g2 AL SEHT L AR5 I AN 3 A0 D 248 3

NZHN T =B

T R e P T LB AR R DB A TR T R R RS I T B A R OGRS .
JU” (Rules) BT A K] A SCRLE & (14 Zh BE L5 K00 G 00 i b AP (KDL B8 28000, (HER I A, gy
DUAEHIAE “ R0 (Rules) DI 3E &% AR BEAOAEATORBE 7, A A PEAS TR H L #E I DE A N S
MRS . S A Jn AT RO ORBRE 7, T e Aa MR g s T B FOAR N 2 8. 1 PR GBS 5
WA R REILIEAS SOARKE o LT, DO “20507 A1 “OLoeg” il ygas R SR Rt I 2 AL
SEASFINELIE S (8
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B ennesnem

BATLMEFI B TS PAFR Rali g S I s SO Ag s, DUE R B 2 AN dE 4. DB AR ANRE
BWEIEWZEA, R BEM RS ST, BB 755 (). KTS ) AV T5 (9 55, i
ANWHEZR AR R Y R I P RO RS 8B B IS S H G RN, 23R
A FAF R, IR RSN, T EM SID 7 BUh A7 Jofi e 4444

BROCHET gia M sia Z8b, A SER 75 B ML H 0 FAF 8 o gia Ml sia (NS EA SR8 4
INTAY

FEAS R PERS AT LA Al A Ry, Fks s

keyword:” argument”
Hrp, keyword &2 N2 AL pELS A () CBE T2 —,  argument /& 2275 5 1% RBEFAH ORI — A%
MEEF BT RN AR AR/ R, G S5 ER HAX S RANG . 15T, BRI
AR INCR
B gid Fl sia 26, BT REEF IS B S AR  F 4 B . B, S8 123 $iR W]
"12345", "41235", "45123”7 2%, gid Ml sid IS EA SR [AI52 VRN, i, sid:3080 H4xik[A|
#E W s1p 30805
FEA RS PEASIE ] UL — A AN PR T B PR R RN “WE” 7B, Snort
ID (SID) FAE i ID (GID). #ilan, 47 123 2xaR [N B ) "Lotus123". "123mania™ 555
frep, W2yik[E s1p 6123, sip 12375 . ATH—ANEE A PR RIAT I JE R DA 25 SID.
BT FREH AR 5 K VB I R . B, S aumn, acnin B namin IR —
NS IR A] "admin®y "CFADMIN". "Administrator” “E%F,
H5 5B s Rk nT BUR [RS8 DUECIT. i, F515 5 SRR AR noverflow attempt™
HERPIFEA VLI FZFR/F o, M overflow M attempt XA FFFH AL AN G |5 1) i &A% W)
é?ﬁiﬁﬂ "overflow attempt". "overflow multipacket attempt". "overflow with evasion attempt”
4R
WNSKCEET 0 K A ERRALA AR AW T WA RIS 4 S . 5 R LR 2T
A i B A AT R
A DU JAT B N 2 N ik g 4. Ban, DA REAN Ik BB AR A8 [ 1) R A [+ -

®url:at login attempt cve:200
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P33 AL AT — 5 M E LA A T A g i s

* (EIZUERE (Filter) SCAHE AL, #R)5 1% Enter .
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b TR A B2 R K. G OB (SR B D BRI (limit), RFERER I E VIR | P (Source | P),

HH L (count) BEE N 10, FRIGFHEL (seconds) IKE N 10, WIRGERFILRIF s 10 FREP A &A1)
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VAT B AME W2 ERIZ T B
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HIB2 YRR 551U Snort 2 AR (Snort 2 Version).
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HBI SRS DR S A (Policy Information) iE T 5 3 (Rules).
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i E (OK).
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ARG “HFLIE” (Event Filtering) 71 H (KL 55 14 s S 4Fi3 E #R (Event Filter) o WA i KL
AL g, eSS EECT RN S A B .

BRAT F LRI A A LR AE S SHEmE H 34T I S, 13 i SRR 45 2 (Policy Information), 4R/ &
i #IAE 2L (Commit Changes).
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T—5 it 4
© BEBCEE NG WS AN E

AR EHR
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NN BIERCERRE, FIEGES RS WRAGEE, 7TLAASIET ) B (R o B A {E .

THER, IEAT LB S R B, &RV B AR SRS i ic s 1 A AL AT FoiAct BE 28 A= R F

PSR BE > T3 B FIARRR > AR
e B g B S 553211 Snort 2 RS (Snort 2 Version).

WA BRIE (©), WRWIEE R T, sE SR e e & AR .
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TLORAE I E RS B A LURAE B SR B AT (5 4, 1 sl SRR {5 R (Policy Information), X5 &
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SIR6 EFHDHIZEE! (Suppression Type).

HIET WA R e FR TR (Source) ik B R (Destination), i M4 (Network) 7Bt N B TR € N
YR H A5 TP HHERE TP kb bl ERAR B, B A HRIX S A R A A R 5 R AR

PIE8 ME (OK).

R
RGN BRI 52 % “Fifhid 38 (Event Filtering) F1H IR 5512 /R B4 I2 828 (Event
Filter)o R RN R N2 A Bk g%, aLuds BREeT2om S se s i eE

PR LRAF F RIS DR JEHEE Th AT (R SE o, 1 sl 3R ER 45 2 (Policy Information), #XJ5 s
T IAE B (Commit Changes).
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RS RE (©), WIRVIECE S TG, sl S8 15 SO & IR .

DRI pidr T AR T SRES 2 (Policy Information) it 7 UALM (Rules).
DIR 4 R R S BRI H A s AR
FYRS A7 LU N LT Lk %
o EORBR MWK BT A HE], TEKREFE B ETIE > MIBRIEH
o BMEREEEANHIBCE, WA, AR5 AGERIRFEHAER (Show details). JETTHIHIBEE, A
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FIR6 RiE (OK).
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o IS HCR B EHAT PR, nTHIMEAEA = “AEEHT” (Generate Events).  “ L5 )f/E
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$B6 MIREAR (Track By) Fzslk ks —AMi.
$£IT Wk Track By % & Source B, Destination I, i#57F Network = B s N B2 R ER (45 4 EHLA
Bk PTRAFRE SRS TP Hihik . HbhbdR, AR S f X Sl AT R A A AU UIE 5 BRI 513K
WIE8  {ERE (Rate) 551k, Fa AN BB VT AL, DA & SO 0%
* {Ei18% (Count) B A MH -
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U “FNTPEAE{S . (Rule Details) #LEI .

FEATA TR NSRS S O, iz U Edit BCi0 ) Rule Comment 7] & i3 R
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PR 2 ph E YRR s 554 1) Snort 2 kg AR (Snort 2 Version).
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FE3 L PR T (S 2 (Policy Information) 1E N 7 IFN (Rules).

P4 PP IR R — 4 AR
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