P £& 53 #T FAN (= TR BR L 1A

LAR LR Snort A5 5158 LA /9 28 73 B A NAR. SR -

© WIER AT RINAR SRS IR AN, 56 1 0T

© FS QTR AR A AAAEANR , 2 T

« REHRAEN S A e UK S BT RN Sms , 55 6 1
* PIER AT RINAR SREME A VE PTUE 2K, 5 12 0T

o LRI BT AN AR HEMS (K ZORFIATIR 460, 28 12 7T

o SRR P ITAMAAR HENS , 5 12 0T

« PR PIZE I BT AR K 5 58 13 1L

PR 4% 53 BT FAN AR R B A N IH

28 0 T AN AR SR A A SRR AN RS I RS I S BE A — 8 0%, SRRIEAEAE I
o BN 2SR BBl P 70 A R i A SR AE AR A il Bk Bl AR AT 22 4
MR, XA WA “IDS” .

o R NAZ B FE AR R FINES, B S 3N T 76 W 2 B I 48 I 4% I FEREA T 4 A o o
el XAMIA “IPS” .

4

\}

iR o WUERAEAE I /2 Snort 3 A1 SSL #4581 TLS M5 a5 4y, MDA 25 75 FRBH A T c e 99 264 53 Bt
Felg (NAP). 4 Snort 3 NAP A& TAill Uy, SSL Thfets ALl /e .

o AT VR BB INAR LIS (IPS) FI 4573 B Sl (NAP) HA AR s . it 1PS Ab-FAG
i, 1K NAP B R, 2 R38R,

FENZBAEEE T, 2 R Gk I HE A i -
* W% AT SRR M W] A AL RN AR PRI, DA Rt 2D X SLREAT DAY, JEIE ) - r e R ]

MR A7 H R

EEPTICIONES 3 5 |



Mg SN RERTE |
B senmnsresssans

© NRIRBEAL AR ATRAE B PR I AR AR R D AR Rk ) A ol B 2 15
FAAEBGT . MR HEIE AR ARSI AL R RS A0 T i 7 (L HEAA S e ) 46 3055

W4 2 53 AT RINARE SR B2 e AU il R SR T, (E2 AE AN TR R . FE RS Tt i, 2%
B CFRGRITIAL LD B BORAEAENR B CHARFAL BN AAZ LN B BeZ w5 3o BRIk . 19
203 BT MUNAR SRS 3L IR A 32 HR AT ECE il . Ao AT B Sk I L S s 90 v RE Jal
TSI B AT AIE L e BN R 1 Y 2%

RGBT LA iy 44 1O B 2% AT MR SR (o, P 2 PRI I LU 2 A
FATRR A o X TR SR B SRS, S5 mT LURI ] Talos 7 RE/NL IOZ % A TXLE5%, Talos 2%
BEENRATAL B NP, DAL BRI T4 B8 AR At v 48 15 B (AT A P

RE T LB A 2 2% BT MONAR S o 5T LR 8 ORISR TR, DU R T 2 7 5K
Frariiie, AT RES 3R mF T e (K e LU R S AT 280 o A e (0 )

T AT A P 208 T P A P ATDU SRS G B 8 B L S ORAF RV B 208 20 AT RNAR SO o 485 i
AT 2RI SR IS, 5 0 TR 87 I 2% ST (0 2 s A D0 8 7 % P i, T

e A2 B = =

RN ERERESTHFEENSR
G B B R RS, A RIS RIFALED) W BUR A BT O
ORI B BB BI0F 535 BTk

LR AT R IR AR BB AR B 7 B8 b AR 2 Y o " B el 42 1 S
ey e PG A SR RAS I A, DA SGK SN IR P o 948 70 A MR SRS RE 6T B SR HH 7 o

Access 17T MNetwork '

[ i Intrusion
unencrypted » Control —>» Discovery —>» F|Ie§cll|cy —»| Policy
Rule A& Policy A
lno malch
encrypted a5 decrypted Network Access Natwork
ienigones || Poley | Andveis Conrol  —»( Discovery
Policies Rule B Policy
lnn match
MNetwork Default Action
Default % .
Aitia:n = Discovery —» Intrusion
Policy Policy

FEAIBE T (B, A e L ACHER 1L B W LVl P 6 NP A ORI B B 8 B e &)
RG] LR R RE P ) LPAR D BB R AT HE— 2D & . e RE. SSL . 4%
IIMT NG SO SIS AR SRS AT LR FF e o . R AR AL (Rish kB ) o
PSR IS -

HAet, eIz BRI B, BR AR BE S S ER G E S . NRTUAC R S0 (7
I GERRA N FE7n Bt s A A T RER 7R 2 4 U o

Je

o M SSLICE favr B i, sl BORNCE SSL RTINS, IR S ey il 42 i U Ak 2 2
. BOAFL T, RGN CE QB ARNS R A, SO S ERE O EN N
SCAFRE A R e 22 U AH VS RE I, AT B T D DR OR i e 1 E

B RES RN RERR |



| &SRR ERETR
s, wsiamaeE: mesnEn |

THER, X TRAERN S, BORARGAEYS W BN 2 BTE S p 2% 20 s CaniE pros) , {H
LU CR S N A B e AR A R RNIE R o XA A FE 2% A
SRS HH E L FUAL B AR 7 5

WEREAT IR AITIARBE, U 2R G010 2 VA L o2 S AF AE AR s DA DS A A A TR AT 5
DURC. 1925 53 BT SREms A8 LA INATL A5 I 2607 it A AT 55«

s fERE TRk R

o EINEE R B A ik SSL SHIE iR % Z

o FEJ AT i SO B NAR SRS I 2Z BT
IR 5 3 AT SR A B B A B AL FE . RSB AT =4 TCP/AP J2 AR Bin o, R a4k
A S AL R 0 B0 3 S -

o Bl B AR A s S AR SR AT SR R T e A B 5 O FAE LR B AR LI FA A5 P 5
TCP/IP HER IR A 22 MBS A % T2 T 4 I 435 0 280 W 28 S MR A SR AR I o Bl B AR 2 2 A
TEHE AR K P KB TS AT

FERIBRE S, NI AL BER PP S A . CIEAE) e, DU IR IGh & kt
AT Rett . &2 R B0 0 AL Al FAL B Fe AN AR RN BEAT AL, O HL A B afi R R g ik
PR 0 5 W 2 SRR Bl AT A .

A

AR AR E T, R SRS R A SO R N RC A SR
B AL 2% 3 M Gl BT B IR E AL -

PN 2% 2 R AL i 2 A FE B A IR 1P Ay B s, BT EG AEGAIE I 44T TCP F1 UDP &
TETIALEE

TR, S AR A o0 25 FAL R Py ¥ . 4 SRl T e i) 2 7 SR 1) L A8 o5 A BE ) e
AV AT 2 SR T AS 2 AE R 2% 0 W SRS T B X L R N

B 2 AR 4 S 0 0 B AR RS £ A RN 3 ST LAY B M sk
L PR JE D LGS, R8T LK AR ) P 2R S A s OIS 20 PR T LU 75 52 5%
HECRMOECR AL, BRI B X105

* Modbus. DNP3. CIP fil s7commplus SCADA i Ak 3 #5% v A8r U 9t 12 57 45 I 1) A AR 0 DU S (AL 204k
WA 5 K SR A (SCADA) BMCAT W AR ANEE i Tl . JERNE LU A T A (ltunshilds . A=
KARER, FCH. HUARNEE RSG5 F M SRECEAR .

o AT TR ERGS, W] DURSIIRE 2 8P, Ui Back Orifices 3 414 SYNZ bR A AL T %
B o

TR, EAE R HE0E T B AU n AL LGS, 2 P BE &3 T TR IR (Biltn, ASCIHI
SCATME RSt e ki) .

| PO ONE T T



Mg SN RERTE |
B amnmn. A@xmis

PRIV I 4 i S o, — AN BRUN I 28 43 A SRS M A T[] — S U7 T 2 1) SR s U FH 1160 A7 AR S s
TR AL B . ded), RG] “ P22 A%+ ” (Balanced Security and Connectivity)
LRI HTRMEAE BRI, (H2, ATLCRE LSO o5 — AN R GU B B M 44 73 At SR i B 72 ORI 45 73t
Fel o AEREAZRMERE T, m G T LA TG A g SO 2 03 T s DATAC BT RO R, AT AR AR R
SE LA XL MZEFT VLAN 52 iU AL A% 00

\)

AR TR N (B BV R SRS A A D SRR ER AR (R IO DR MO AR H S il e o, 4
R AT R ST AL i R o IX SRR B rp O S i AT

LIRS Yin \
EESIFN . NRRBRIERE
TEVIIR AL FL S, Uy bR CRAAAE) VR . fERZHIEOL N, B WILACH s — 4%
PR BN GBI SR e R4 N = S BN 15 TR W 2 LY 8

AR YT R FeVERL R N, RG] REHZIP A B AR I« SRR 24k
SCAFMINAR o AN S ARART U T 2 L DU DT R RO E f2 e U7 Il 42 0 SR R BROA R AR AT AR B, i AR IR RS
B AT R IMEARFINAR .

\}

AR A EEE . C TR WAL 2 AT SR R JLREAT TIAREE ) B L E AU I HIRUUAR LR, P RT
AESY BT BT 32 2R SRS ARSI o

TRME ANl A B B R APAENR 5 56 2 TR I BRI WG . AR BRI B RO R A s
P EE WA E, W
* Access Control Rule A R VFVLHCIR BB . SR 5 1Z 070 i W 2%k DI SRS A6 2 & 15 A7 AE Rk DA
FH SO mS A RS2 R ATAE B2 AR SO R R A, B a RNR SR A K2 e AP AEANAR o
o Ui B A ARV R R . HE, FESEEE SR, R B E S SAAENMR (B
BOBEME) , RS SN SCIR NAR BOSCAF S o 1R RD, BRIAESOU R, & ARvrl i
TR X 4 R IR IS DA TR Y s AT E R .
o LEREIE SR, V5 PR SRNE O BR O BRAE SOVFUCIC R . AR5 TR A IR el Y 2 R L SR IS TN
RIS ATRG A o B NAZ TR 505 1) 25 R0 D) B BR A B A AR DCIBER, mT L ((EA L) ] I
NAR KW

P e (K375 1) AN CL A AR AR BELLE AR AR RN A AR G ARG 2 P L E A5 AR IR

ANRRE: ANMRKREE. SUNMTES

FESCVIIR R AREL BIA L HARZ AT, T AR R B R G i foe e BB 2e. AR SRS I R 4t
QTS DN A A AR 2 A, JF HAE NIBREREE hv] AL E BB SO S . A AR I (1 3 2T
REAL A B W48 A AR A0 FRUAR SRR e U LA ey e e AT

B RES RN RERR |



(EEE TN
rets:. gz, anpnzes [

NRFI FRAhIRF2 7

MNAZ RN — L H6 € OB T NS H, A A BRI T W 45 i AT D 5 R A FNAR R R 2>
M sinite, DAGIIFER A 50 4 AR UCEC . ARG HUIR A 5 R4 T8 8 1 4 AF AT LA,
D R B S b R 2 R T A PR ARG IS, WU A SRR

ARG 5 Talos 1 HE/NL GBI A LL T AL AN -
o R BN N,  Cgi i HICE B S0 ORBRBUE BERAE,  niliomn H bri 1 & 1P ahilk)
* BRUESCANAZ N, AT BLLRAF FHAE SO B TRDHT 8 3E ST

o TRAEBHRESY FUN, 4555 48 70 M SR m ) FA R P A0 e A A s A 0026 TS EER g L U o
ABER s PAC BRI BROATS LT, K2 A PAR B & N AR AT a2
FIEA AW R ZE sl S HAE IS v 2 o o PR S A ] AR R

RGN RGP E AT, 58, ML s RAafmz= . NP ORI L5 1075
) S XA BT AR LT 7028 ARJE, AR5 B e 2 ] T A B 0 (i A
PR TR i, 2 FUNAE R T B PAT P AN R B 4% 2R DL 7 U i 77 5 U R e -

o PRI BURRAE N DRS4S E 7 B rp AR VL RC I
o BN R RAE A P Ak ASCIT B HEH] 715 UL FE o
 BlE A H AR A S S BEE P G AR SR E AR A i Sk fa 2.
5 HRE SCNAR SRl - mT LA 5 YRR A LR 3 24 55 RSN 1 O (R bt SCAS R UK 1 4

Kl o BT L M Cisco Firepower FIEELL, 45 (1 4 256 HoRn il 21 i B R 8. IR 55 4 FH &0 7 it 7
PR A PRI B = TR 9 G 5 TR DU A I o

K

==
TEE

HERGERI NGRSO VPSR, SRR R . SRR IR 2 BRI AR
) e T PO H A 1P ik Ky 1 PRI o 45548 mT RAPE AR S v i A s U 2% 1 M)y 25
MUUPIRZS i) TP il

RGP A (e SCERN L A BN 8 . K2 B R R 125 G R0 R bR v S AR R
DA 4ol P 3K S 70 5 SR BRI AR He o i SCR 28 Rl 145 foiltan, KB o MU AR i smome T $5 58
AR L, A AR sExrerRnaL_NET FRERZRYT (BOME) W4, LAk, T FIRHNGE 5 2 Al
oAl FIE ORISR . N, ASIER o) W9 25 e 45 R VIR S0k A surre servers F sHTTP PORTS

AR

Je

4|

Ror WA R SR AL R SRS, SRR WA SRR AR R OGBS B A I MEA
SR 28 AL (AL F I, ARPRAF LA, JF H ARG LRI R G B AFAE A BEs 8l i 2
JUATELBIEE AR ] B SRR A E A FE N R SRS X -

AR ER
g SCERINAL H

| PO ONE T T


management-center-device-config-76_chapter34.pdf#nameddest=unique_1413

| BCELZY

Mg SN RERER |

UNEE S

MAGRH AT REINR I, EaERANR R ERE T H0 CANERANREM) o SR
FCEAF R RV B ALy, AR ] DA R Bl O F St 1R B RS I 28 B8 I By o AR N IBRESE
L FEE B IR W] DA I O DT IS
Kot B b B REAS MR SR WA AP AT R BRI ) RIS R YR H B TP Sk i
Py AERCERPR I EERE s P00 HIIATI a], LAY ORI S H R 505 2o 3t it
Fiff, REuibaridsk A Sl S F I Bt S i 2 i kA 7 8 R B AS .
Hyn i as . PUALBERE S RO 51 B3y 2 S ECR G ERRFF. filn:
© WEAREE AR A (FEM S M sk H S ED >+ 20 Y (BT AR IE I 5 4% 11 TP 4L
PRI B TP S, ARAS A R SEARRE 4 S i i AR e 8 T A A
RGP I RCE AR A8 DU, IR s A AL AR > A

© AR TP 73 B PR FRE PP B — RAVE SN 1P B, WAL BRRE e 2 K AR R O vl E (R 28
e, A THRE A B PRI, ARG LA B e

© FENARIRIN 1B, K 2 HOhmtE SCAS RN R 52508 5 G0 55 O o6 b e e b A i e ZE AR
EE

Bt Bt e R NS, T DT A6 il e Bty e RGN AR B i AN AR PP FLAE 19 4%
S 2R R R R E TR TR

ARG RS B E XRIM K 7 hFINIR R

Securiw traffic not - Defa U]tl Nehﬁ:’o"‘l . pre_PrDcessed . Default ] . Nlet-'wﬂri( ] DefalLI It Acli?n
Intelligegnce ————>» Analysis Policy: —————> Anlion T Discovery ——| Intrusion Policy:
lobal lists only) | blocked Balanced traffic Polic: Balanced
g ¥ ¥

QT AU [ 42 TSRO 2 Al T AR G0 B i R (R Sk LA PR — o BROAIE DL, BB i vy 1]
PSS T AR S I A 199 268 20 B RN AR SREMS ARSI A

I P 7S PNIER 18 AR 915 0 P8 2 R e R o ) SR S T e AR B R . TIUAR BRANAR Bl A B
R W

1:EE T EHE IR AN RBTH

e =N S E (AP
o BRI 53 0T S WS AT £H U In] 428 1) SR s A B (V) BT A U e 1A POUAR B . B, R GER AL Balanced
Security and Connectivity %45 73 41 Sl & BRI S
o 7 I 4 1 SRS ) BRI SR AR SVt R AL Balanced Security and Connectivity A £7 S A 52 1
A . HT B VPR S, 78N s AR AR A o ] BERH L R i 2
RILTh e T DU 2 st th i AL B R P s

© SRS AT A ERIN R 22 A I I (D4R B AR ARSI, AT SSL s & iR
i, JF AN U7 1 47 T DU X Do) 2 O R AT SR Ak AT A £

B RES RN RERR



(BTN

REGHEIA

R M E S TN R .

AT DGR T A A AR B 480 B 35 (10— AN ) D PO A T AR ST S I 1K) — AN (0 199 45 73 M RN AR SRS
AEABRUME . Cisco 1L RGEHRAEAT T Mg

o, T DO I QU A B 5 ORISR E AR BT 2 o S PT RE 2 A BILIX LE s mh I A A i
AL PERE PRI NAZ AN A i 2 v B GV AL P 48 ) 22 A SR o LI A 40 R 2% 3T MR SRS
AT LAARHRE A0 0 C 2R 6 G fr] Ak 34 0 2% 3 A DU H R A ENAR

R G R RN 4% 2 th AN R R

Cisco i RGTFLAAT 105 2% 70 AT FINAR SR o AL T AR GE SR AL IR I 258 0 A RO NAR SRS, f5 ] LA
FI i Talos £ Be/NAL IR0 o X TR L0, Talos 23 $2HE NAR FITIAL BE AR RUNPARAS , DR ToUAL B 3%
ANA i U L (KR AR TG 2

BEAT A R GUHL A SRMK BE W b o2 P A A R A 0 B SO SR 4L s A 22 4R oL (HEEAS IR
SRS HISIR i o L DU 2 L EE, DA i (ARG 240 8 8 1 905 0 SR s B Bt o R AR S RT U SRR AR T R
GEpe b sims, (HDRbSR AUH SRR HAR D A8 SCHRMS K EA, 6 FEHEAT T 8 LI 15 S5 ) RO 2%

Je

RR

I A T AR SR B AR R 2 20 T MNAR SRS, N AZTE B R SEINAR AL, LAHER S [ 2% 485
EXINACRENNGS & LIPS N

Rt 5 BT IR A R L, Talos & A AF ANZMTE R (AR Snort BRI FEHT) o 3% L 0 5 5 ml A&
RGP ATAR] WY 255 3 AT BNAR SR, ELnT LSBT IR RN 8 58T 00 N AR R I A P 3R P R )
WA EF B HCRA, LA B S BOARRS & . U T Bk vl LA R Ge e A8 177 55 e o I B R
M), FF HARAEE RS, DB BN AR
G0 SRR BT s M A (RIS, T DX 2% ST KR 52 5 ) PR N AR R R 488 43 A Sk b o i 8, b id 2
AL )48 ) SR o 4500 200 T 508 28 8 X 1 SRE s 4 R A EL B X 2B 3K
TS W, AT DK R DU BTG E A 18 Bl T A2 R M (P NAR SR (R ER S 2 S (1) ) 4
WG o AR IR . A RFRRE N IcHT, CABu s R IR AR .
AT RSSO I TRAC PR, wASR BT UG R PR R SRS, RIS S T S S MR is A T
TRME AN I T AT SRIEI SSL 4% 43 I RN ST A SR, ) I 3AS W] LA B 3T v 0 Ak BRI i 326 201 4 RN
H.
Cisco 1L ZGTHEAE LR X 258 43 BT R NAR S s <
“CEEREFEE” WKL TFNRRE
XL TS Lo M RS T A . FEE AN, IX LU SEmE 78 24 K 2 B ZUR1S 38 2R ) | Gk
Fo RGERZHEIED PR “ Pl e S FIER:” SR EAE BRI
EEME TR EME D FNEERE
IXLCTEME Lo ME (BERESRIET A BIRD 05T MBIl et 22 Sl . IR
RIS RNz i /D e e g e R . A4 e BEL Lk e 1 e T
KR

EEPTICIONES 3 5 |



Mg SN RERTE |

| BEER G I T e

“REMRETEER MEITINREKR

SXLEING Ly W A St e 22 A PR S R P AR PR A SN i o ENAR SRS T VF 22 ]
RE SR M Bl 2 FE AR LR (10 190 208 e N AR

CERAMIM” WS TFANZ R
PSS HEME A T W 28 SRR it 2 A VE LA “ e PS8 T 3% 42 (Security Over Connectivity) 3
WSS H L, AR RE A KIS R A2 B, ANAR SRR R K B g 2] R R
W, EFEEERA SRR BRI W K O A B AR 7 .
TIEFAMNR REE
TE TSN NAZ MG, B NMZOUFIETE o s (BRI AN 5B 251 .
IR ERE B RN IS AN I T R i oA 5 2 — P i &8 -, T LA
ST H I S

)

AR RIEPTIE I RGP IEACENS, RSB A TN . B SRR, T A SR 5514 (1 R

BEby, W5 R EEERRRER.

B EX M S hMNZ R

T RE 2 R IR G S D 199 265 20 B M AR SREMS rh I B POAL PR PP IO, AR R U R Al 0
ANGE AT AL DTN 2 Al L

Ryl 5 SCHEME T AR b e b RGER IR, I HL AT U VI 5GE M 2% L R A R s T M SR i 491«
T G R RE [ SCHEM, AT DL RS A I 2R 0 L ] Ak SRR, 5 9 28 Ut e TR AR AE AR o
FITAT € SCRMSHRRATREA TS (FON LR, T S rh Ay e B € CBOA R E. R T |
TR B AL O BT BN AR SN (R R T e

FERZHANGOUN, BESCRISIEE T RGP pLasen, (HZn] DU AL B € SOk . AL, i A
S8 SCRMEAE SRS B b 8 LR SEdR A1 SRS AT D e 283tk e - RILU S mT e 1B SR e B I D SRS
DAL S AU S AT e 2 X 4™ A s, RIVEAE P 19 SR A b it fun o G SR D) 5 52 i
E, U Web St 114 52 5 0 SR b ic i 1

HREREIIL S

BRAEOLR AN W25 53 B S FoLA B 7 i 42 1) SR AL B BT A R N e X WA P A 8l
AR A [ BB AT AR AL PE, o8 Ja KA TR A A A5 S RN RIS Y B AN AR RUAR ) %
FCREAT A o

], RGN Balanced Security and Connectivity 4553 BT S & BRI IG o IR 38 FAL B2 (1) — A
] BTV B A 1 S 28 43 A SR AR S BRI

AP PR R A TR PR R P 5, (EL T DI R FA BERE o R AR A 45 P — S8 T VR LA

B RES RN RERR



| MESHIAREREA
IO

o A UMAEHIRGE H T IEE I R | UG EERE Y . 611, HTTP Inspect TARHLFE 7 BE Y5 /L HTTP
. USRS PI45 rh BE AT fd FH Microsoft HLEXMI {5 EUIRSS (IIS) AT Web fIR45-2%, Wn] LIZE
AR T 1S I S W T BERE s I, 9> RGBT

\}

AR AR A SR A3 SN R PAC PR, ER U i it AR I AR B A ORI AR R
TiAL PRGN Bt AT VAL, R SEe AR RIDFE I PR B 28, AT & AEMI 2% 70 S Web 5t
T ORFFEE I

s Frogum 0 COrRaE D LS L AL BERE P B03E sl B, AT DA S X DNS IR 45 25 i )3 5%,
fnEs SSL & iE AT Iy oAb 11, B Hf € f# 0D telnet. HTTP A1 RPC it & AT £ 1 ity 1

X R E RGN, AT LARIE 2 A M2 AT S, A SR E T DLy sUPiAL B A
SRV, AT DARCE AR Al A X L SO A AR AN A ) 2 A X, P48 8 VAN A3 A AR B

)

AR E A E SIS T COCHORZ AL T SR D 2 I B — ST s th Tk BEA
MNZREEDIAOG, KU, BB, B OR Se VRl s S B (0 I 2% 3 A AN AR S gt 1.
b

BEXNZR R
TEAT IR URIC & A AT NAZ BRI U5 ) 5 Semg , BRAERE RPN &, (R E e &
LR Balanced Security and Connectivity A2 58 W& SV AT o BRAEGS N b 2 )0 0 e 5
BRI ERAE, 5 ETE TR A AR SRS AT A .
FEHEXNRYIERE, L2 AR AN, REASSWS A LIS [E y AR s . R, il
FHFR 72 WA TR WS DU WA A 38 8 1) 0 DU A I 7 ) 2 ) SRS o 5 T R U] mT BEAR 7 PR, AT REIR R
2, AEHEZAKARICRCAS I, B X, MEuh#Ef, &, VLAN, i, N, i
KK URL 5H .
NAR FEWE B R BRI R 2 B F1 A F MR N AR AT AL PR ESHU) B G el A&, a0 BT s
o RN NZEMEH, NAZIEFT A GH TSNS SR, I RS2 GE T3R5
IR SE B RE o 7 NIBGES S, ] DAFE a2 WIS e RO Y 1% 25 37 el ol = e 1 o
* WL M Cisco IR, DI AT 488 11 00 286 RS DN 280 PRI B A R 48 RS- RN P it I FH 1S5l £
PP G R 7 I AR 50 G 5 (P U A DG B

o ST LU SSCIUAT KU AR 75 220 5B AR A SCAS RN s AR (10 I ] it ) S5t 2 42 SRS
T e AR SRS EAT B A 19 2 AT

o BRURECE TR PR I BSURAE B, 940 ASCIL SCAKS SIS RS FItt S kb . TR, 16
W) 46 53 B S T G T TR R 2 B (back orifice Bikiy 22 iy 420 DA K 254 DAL
2 PR 44 IO RE TR I M) I AR A B Y o

EEPTICIONES 3 5 |



Mg SN RERER |
B s=omars

o )R AR T SR GUAR 5 AR U DG S PRI 8 A 435 2 I T B A9 ) Bt 0 e 5 bk st ik s
KB A Ao AT B TP 1L RGO AR

o SRR AR S R B A ) U B A A A SRS (1 B Bt 7T LRI 1 R G K A e

I T 028 SR 0 2 P B PRI 2 81, 5 T LR FID e B R0 E A T Bl o
PRS2 5) SNMP BABEIR 5 8 o ARABSIENK, AT LU 2 A PHm AR, BB Rk BI5h 30
AR T AR IEEAT, LU RCEE AR I AR . VSR, BR T TSR it
SRR, XTI SNAL, S AT LA AP 1A e PSR A . e
AN, 2 S N 0

A=
B T X 5 B B BR il
HI T AL BN AZ A I B 3 DIAHOG, Bl S /N OR B LR TC B A VF I 45 R 2% 3 AT RN AR
SRS A BRASTIU FAAK e L, DASEELELAb
BOATEOL T, ARG > B2 70 M SRS FUAL B T 45 08 A P o U 1 42 o SREmgs A BRI A U
I P s PR 18 AR 975 S B O G (1 D ) 2 T SR e T ] AR FR R . FRARER A AR B AE R B
KR,

2 FRT BRI NRBAH

Sécufiw il traffic not . Defau“l NE[\KTO"( . pre_prbcessed . Default ] . Ne{\l\fﬂri(- ] _Defa.LII'[ Aclilﬂn ]
Intelligence W Analysis Policy: —ﬁ_) Adion [ Discovery ——| Intrusion Policy:
(global lists only) Lo Balanced traffic Policy Balanced

i P TR X 28 93 BT SRS G ] A g [l s T SRS AL ER R BT B i I P EE . 5], RGEHAILT) Balanced
Security and Connectivity [ 2543 #T 5 W 42 BRI SR

VAR A HR 1) — AN B 7 V2 R B I B U2 73 B SR A N BB . (E2,  anSRAE B e UM
25 AT A TP AE F TOAL A, (H R G0 7F ZEARE 05 I AR BT Ak 34 85 R0 D0 PFEA o 4k 348 1 s 0,
MRS 2s B8))Ja F AT L TR B RS, SV HAE I 2 40 A7 g Web ST P ORHFFAEH

\}

AR BRI T PR P PR AR IR FE, S R B AR SN 4 R R T S 2 A IR RO R o

WSRAE T 2 A A8 SCER BT SR, W 51 AR 8. e T S i 2 it I 7, il LA iie
I E SCR 2% 53 At s ASITAR BEDC RO B, A ITUAR IR 52 22 4 X8k, AT VLAN 8 AR EL.
W, 38 Fia D7 TR 2 A S S 0 SO TR o 5 2 R UV EL AT DRI 1) W % 20 A Skigs T M
L5 12 ) UG G P 90 e (R FIA

Je

Rn ] LR P4 S0 B LU E B D D ) P2 USROS R (e R B 5 ARG P A SR RN AN R, 4 2
FEWIH I R 2 o M skiigs, T AN

RGN e LT R B 0t AT O Y 25 AT KA UG T o AN (AT 0 2 70 B DU AR D8
C FRJ A 1 BR A 0 4 70 A SRS TIAL B o AR A R/ PAL PRy N B RO R P, (I e, BT
AHAE R TTIE A W25 0 BT SRS AT T AR B, 5 RS AR H ROIERE P S i A DL e

B RES RN RERR |



| MESHIAREREA
mexsnnrs i

MITTT REL B N SRS R A o R, 8 IR 5 90 0% 20 M SRS FAE P 5080 A A PRAIE A Al 1A
PP IR N AR SRS R M2 8 0 o A8 b 0040 U7 (R A SR, DU OR Y IR P 9 2% 0 T AN AR
SRR VPAli e SR K 0

N ESERAAE T HTRIE (FUCELD JERER BT AR B GRIND B Bez firk A6 5 51
BT . D L, SePE & ORISR E R A Bl BRI BosBRIA ML 2 B ATER

UN L (NES
Network Analysis Phase Intrusion Prevention Phase
— I b 7
i i Network p Access :
fraffic naot in blof:k list nlor | Aﬁalysis MNetwork Analysis | an pre-processed | Control Intrusion Palicy J
blocked by SSL inspection || Ruea Policy A | traffic || Rulea ]
| o rlnatch | | nomatch J
Network Access j i
| Analysis ————>* Nem;;;”;' s | | Control | ——> rnlrusmBr? Policy ]
I Rule B | | Rule B 1
' I
| no match |l : no match ]
| ' 1
Default Network | | | :

| i Default Default Action
| SR ROkl | | | Action |~ Intrusion Policy ]|
___________ g e R

FERUAE SR, U I 42 T SRS THC A7 Y 2% 0 288 20 BT DU S BRI 208 20 B SR -
o PZE I AT RN A AT 0 2% 23 M7 SR A FIALBRUC G BE . 2 ), S SR A th AR Sms A HEAT

sl
o PZE IR HT RN B A 9 20 23 M7 SR B FIAL BRIC G B 2 ), S S i th R 3Emg B MEAT
sl

o P R ARTUEAAE I BOA M 2% 07 SRS AT FAC B . 2 ), sy BRI 5 D ) o SRS 1
BRUSAT IR AN AR S AT A o

RGAEPAE B R Z Jm, W DSR2 A EAR o 2% B R 7s BAy 19 455 il P2 R AT — BRI
SIS i 25 s«

© DTIRPEHIREN A SEVRILRCHER . SR)m, R H AR SR A AT .

 Pr PRI B R VFILRCAR . R )a, iR AR F B AT .

o Vil SRS I BN B SR VFULRC T . AR5, R U BOA SRR I AR SR AT Rl
BEASHCHE A0 IR A BRI o 9 2% 53 A SRS ANNAR SR R AT L, (H R GE AR MR o0 . iEH BT
st Ui SR O A 1%, DASO 28 0 R AR5 il PRI RE I A AACBRAR R . i, A
] HE A BECNT 10 SRS SR R 2 A DX R AR B, (EUZAE S AU ) 4 A v A iR s A AN D )

DXt XTI RES TR O AL PR B . DAL, AT 28 3 AT KLU 5 R SCERERS S A FAL P2 —
SRS

TR, W T RANERI S, BORRGAE PRI Z BrEPE M 4 A Hing, (E—SETiiAb B ChF
B JRTAC B R A [ 42 AN e 2 5 o IR ARSEMA S AE [ A2 SCI 4% 20 W SRS I B2 FoiAe
5

| PO ONE T T



Mg SN RERTE |
B ResmmamEmmisTEER

P 4% 53 BT FAN AR SR B B 1R AT IEZE K

BB 1D 1F R E
IPS

P 2% 53 Fr AN SRR B 22 K FARTHE 5544

X

i}
% Jjn

=

SEFRYIE
B

BRfe
- EELB

* NG

FAER: M IINRREE
P £ 3 1T RN A SRS A7 FH ALK Wb it T 4 80 R (A7 o FL G 8 EAT 1) B

G AHAL SRIU SN N, SRUIAR 2 MBI Z8 i el R IR BRI AT Hing (Ao) AR
s CHD TR -

Policy Information Policy Information
= Settings Rules
Back Orifice Detection Firepower Recommendations
Checksurm Verification B Advanced Settings
DCESRPC Configuration Global Rule Thresholding
=] nfi Sensitive Data Detection
1 SNMP Alarting
Sun RPC Configuration Syslog Alerting
TCP Stream Configuration B Policy Layers
UDP Stream Configuration ® My Changes =
® Policy Layers ® Balanced Security and Con %

B RES RN RERR



| &SRR ERETR
mozmnms: masmmaegn |

3 B s AT AR 70 B B i) SRR U B AR R, T DU CRO7) s (RJ7) SRR H
PATTORIC EOR A BE . B HURMEAT B E I, 35 R TR P s LA RR . SETAE S i A

(IR S SR s 2 T e DU B, A5 EJ7 R rp, SR i 2 o B S LT AR
A
RERIER

“HMEAE R DO R AR HIBCE MR E R I A LA 2 2 b S TR AR I s, SRR R
TRAT- B SO, E SRR X SEBR 45 2 (Policy Information) 5510145 i /R SR BE BB B BIFR . LRAT SH 2
ERR AN TIPS

VUG ONEE 5

ML AR SR R <R (Rules) BT, 8T LA T G FRdESCAS LU T4 BE s A0 )
FALPR A FI I LA 5

BRI ((UARKED

M AR S R SURE I GO, AT DURAE R 2 DRI BB RS A5 AR AN i
PR L1190 5 T DR I LB I AR AR ST XA, Ot nT WA 1 IR 32 % P 48 1R 5
i SR E S AN AR SR

WE (MEITRE FISRLE (ANRER)

W 2% 3 W SRS HH ) “ B (Settings) BT AT AU AR AT TIUAL BERR P LK i TOUAR By P P 0
M. JETT Settings 4% 4% s fi5 [7) HEME P T AT O H FOAL BEE > (44 73 15 F52 0 T ) 42

N2 SRS 7 1) Advanced Settings T[] A] (468 3 F Bl A% H v 2 18 DR 7 ] 3K 8 s 2 4% ¥ O T T
J&EJT Advanced Settings 54243 o F5 n) S BT AT O F i 2 4% A4 S T 8 0T P %
HERZ

“HME " (Policy Layers) T ] S 7 4] 16 28 23 AT BRONAR SR (1) 2% J2 1A% 22 J T “SRI%JZ” (Policy
Layers) - F% 2% W~ F 7] SR P 4% 2 B0 200 ) T84z, RIT R 2 PR Bontrm )2 2 a i
FIBTA REIN) S FoLA R P B e 2 1A A A G 5 O R — 2D e

PSEFNE L ME R ITFINRRES

TG B 465 3 AT BRNAR SRS I, SRAG SR B BlR W AE SR T SR A& {5 2 (Policy Information) [
S AR 7S SRS AL B AR ORAF I T O MR S ORAF (B AD) TN, ARG RGA S IA IR EETE L,

)

AR ORAT)E, ARE AR T ERN B SES, S SOA RAERL WRAE SS T ANOR AT, R G2 i B
BRAT I E

| PO ONE T T



Mg SN RERTE |
B oanEi RasmmaGgs

BRRImER M 2
CRRLRATHTIRNE” T CREG > i 4R HIFRER > iy a4, ARG SR D AT R G SR B > i fa)4E
FIFRER > N2, KRG AT MEOHTER) Al “ARZHNE T CGERE > i ESEIRRE > AN 2) Wn
FEA RIS B R, DA 5 24/ IE A 3 5w 10 P 14 B TR IR RAN i — 4
N GGt — N SR o A RPAT R N g, PR = AR S R
o U TP S G R 4 TR 4% 3 AT BN AR SR PR ) IR 5 — FH P e dm iz e, O LR P AR At it
MRS 2, T A ERAT SR I 3R G e A R 2 7 s Y — P IR
« W LLR—F P 5 0y 3l 5 22 AN 0 45 St 1] S48 2 i [] — PR 4% 0 AT BN AR SRm T L, S ARAT X —
ANSZAN T, T TE T AR A %o oAt S 481 1) B 14

fRAT B BRI KR
AT PATHRFIR AT, V22 AR FRLRE Py AR R U3 SR A 1 5 DAy oCAG LA A sl T A 2, B
HHAITAMMKAF KR RAEPIGE TN R IR, RGx AR LR RE, W& sECs
B EA S WG, W Ps:
* WER TSN SNMP JEEAR, (HORBCE SNMP 5%, TGk ORAF AL SRIG . 0GB SNMP
T A I EAR SRS PR ARAT -
o QRN SN AL R IR BUREER MU, (ER A R R U TR AR Y, VA DR A
AN SRMG o IASCVE R GG T TAL By O ORAF SR R 2R PR O P U DRAF
o QSRAE P28 53 A SR AR T T (AR B R, TSR AT LAORAF %3N . (02, RSO
A PR AL BRI 22 0 A A TR B s B2 FOUA BRI 2% ST o DR A R
.
o QUREAE PO 2% 73 A SR AR T N BB, (ELRE AR ] A IDR T A TR BELRE P U8R T AR AT 2255
Mg AL, RGUSENER BTGB E . S NI AE & 5 SR GRS SuVEPAL LR Y
5 5B b R ) Pt e, A R 0 A0 GE AT T < () o 7 £

RX. ERMETFTREENR

FEGHHE I 288 3BT BN AR SRS N, JRSR SR s i AR B, MR GE A7 IX e . AL
TER R ARG, R GAT . REGAT AT LML IR — A RS A A0S AR S
KRAFREARDRAF BTG R IR 2RI 5y NSRS R AT BB S e G o) AN SR Iy
AERAERS B — D HS LU, B AN, RO EFRAA N

TR LLLE R 2% 3 B sNAR SN G 4 (1) “ SR (5 )5 (Policy Information) T[T b4 48 5l 2 5 g B
B8

7E Cisco Secure Firewall Management Centerfit. & 4, 45 n] DLzl
o BTN (EREESR) HRAETRAT W48 23 BT BN AR SR M BT 5 B o s v ¢
o TR ORI RBC SR B H % H &

B RES RN RERR



| &SRR ERETR
gamesmrsaegn [

iR M 4% 3 I N\ A= SR B
UK

QT ELIE H 25 23 BT BRNAR SRS Ry e e, 1 DL R B

o AT - BUR RS FNGEAF B, TR S B B ) o — AN DU A R AR . IETE RS PR
i il B FF T (Leave page) iIBH, =i Ml {EBETIE L (Stay on page) 15 B 1E i 2 S 4 4
i,

o JHFE - BB ARRAT I S, 1 A “Hns 5 87 (Policy Information) T[T 13 5 24 (Discard
Changes), )5 itifE (OK).

o PRAT - BRATN SRS I T, I s “IRIE{S B (Policy Information) LTI L ()& IA B4 (Commit
Changes). A HILEE R, WHATRE, K5 sl #iIA (OK).

| PO ONE T T



Mg SN RERTE |
B sxmsstrsaeen

B RES RN RERR



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



