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flow: to_server,established; uricontent:"/scripts/
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. . .
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| aExAEHm
wrmamzacan ]

PER2 B EF . A LR Lk £

o PBEICAESR AA AN o

« RN WS LR, 519 5.

o IR PTIR AL ESEEMN . 5 23 B,
SRR3Rl NSEL N AR (2), WA RER, W B

ARG RHRE (©), WERWINE R AL, s SR B i B AR .

TR BB,
SRS o, Rl DU

o BN STHS - EE TR BN B ARAE E

o HABANB S - S Bl )g , 5 21 WAAR FAERAE R . 59 WP HE XSHIR
WA KA FHAMBZ 2 15 R

» [E=EIE2E (Context Explorer) - 2 (Cisco Secure Firewall Management Center & HIg R )
AR AR T8, R ARG S s Hh 2 R R0 1) 1 s s 115 8

R
TR EE R 2 O A SRR B 115 23R HE U0 G A IR 0 AME ORI, 3B AR R LR AR

BERRIME| R A

] CA T AR AR A INTE R o I PR AT A7 Bl T S AT SR R R30S S s e U 1 4
AN SIS R

S AL I 05 R R«
o LEFESREE > AR FIARE > N R
ST g BRI SR 55317 Snort 2 RS (Snort 2 Version), SR )5 S EI (Rules).
o EREITR > NMEHW .
P2 BN ES IR AN A LU I k£

o WSSO A R o
o RN SR, 5 19 5.
 RLPEMPT R IAL; TSR, 2R 23 1T,

T3 AU NSFIAN REE (2), WEREMREAR, WAt .
WER R 55 B7n FRE (©), R WTHLN & LG s, sl S 8T 18 SO A BLRR »

| ERPONCIIN |
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BEXAEAN |
B e

$IE 4 5 Rule Comment.
FIRS A SCAHE T NVER
I 6 LUl RiERE (Add Comment).

R

AT B AR A 1) et 0 ML P A A 2 LU R

© ARELGIE DN . AOCTEAE R, SRS HN 5 14 TTEE ST, 2815
T
AR ER

RN, 519 W

BR B E XA
T LA 2400 NS 2 R P15 SO . R R b S A M 5 A
.

A GURMER AR i A MR BAR O2A a0 rv s AT LA P 0 U Al MU AR s o AR SRS v )
Rules JUHIAN - MIER KIS0, DR ANRE R FHMIER (¥ 15 52 SO

Je

BRSO FEAE FE UG AR5 BRI L0 SR . RS 2R IX L R A7 70 A R 53
i, RS GID O 1 (2 REERERIH L GID) 87 1000 - 2000 C7ARIR) —#E41H . % nl DUMER &
Je ISR G RRCAS R TG 3 S a0 R

TR TR M A R R
© LEPESREE > AR FIARE > N R
ST B IR SRS 55 1Y) Snort 2 FRZS (Snort 2 Version), 2R i B0 (Rules).
s EREITR > NMEHW .
P2 A WAL
o MBS BT A AR - A5 ABR At L] (Delete Local Rules), 4R 5 sy E (OK).

[ RN |



| aExAEHm
mzan ]

o MHIRG B SRR - MR 43 4B 75 5% (Group RulesBy) #7412 ik $ tocal rules, i B
B35 IR (W), SRR AR (OK) LARIAMIER .

AR EMR
UNES IR NS

RN

RGBT MR AESCA RN, I H Talos & e/ 23 £ A H s Tl AN 0ok I AR S8 g ) o T
DU FA S 2R SRR 0T A8 i 4 P R o TR

P AT LU IE— T I 2 R
© EFERBE > T RIEHIARER > AR
otk B 4R (1 S 55 11K Snort 2 BRI (Snort 2 Version), 2R AL (Rules).
© EFEXTR > NMZHM .

FIR2 gl TR B Search.

TR 3 NI
4 il Search,

T—%#ita

o WA B RN (BRGEMUIRIAD 3 midnB BRI B . ATEIE B
HS G EHN . 55 14 TEE AN, 55 15 1T,

NIZH A 2= 544
T T A
RIAWIEE SN

&I 158

%4 1D ALY Snort ID (SID) ZPAKU, WA SID F. EHHZE LA, A LI 55
[y SID B4, BeFBR AT 80 A FAF

"R 1D TRRAFMSCAIUN, FEEPE L BHY RIS, ik 3.
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BEXAEAN |

B cuumEsnE omnE

£ 15 AR

HE SRR PR SR, 1 7EH 2 (M essage) T B AU S P AN fildn, 2
2% DNS Htili, "I pws; EHURZEMPIXAE I, I ARH (overflow) .

1328 SRR VPSR PR N, FIEREZ P WERANEFE PN, REACR A IEH T
FITAT DS R o

Pt 11 TR K B R € i B R R, 3 e A 15 B A SR AR

H it 1 SR AT 52 i ] PRV EC AL RN TR N H Ao 5 5 AR R AR H

U 1P SRR AR [ 52 TP Mk () 55l L i UL, 5 i A TP otk s TP Mk AT OC AR

Fl 45 1P SRR A RAL R E 1P bk i Es e i U, 35 A H B TP i hk ol 1P bk AR G AR i

PS=d TR RAFE SR T, A DU SCB vHR Rk I, W] DLE R E R K S T ORI A R . B

A DAAE QB 7L A TN RIS (1) RAVSRCAT T R Fi 2 R

24 (Category)

SR REE IO I, 135 25 (Category) F1I3& HHik ££1%20 .

532 (Classification)

PR AR R, 15 43 2 (Classification) 413 1 IEFZ o 4 FK

FUURA (Rule State)

FEATARE SE SR RS 8 RUUPRAS 8 =B, 175 A — B ZS (Rule State) 413 Hh i 2 56,
IR “ABIRPIERRRES, DI RIRES R E N E N EH (Generate Events). EFHEBEMH
(Drop and Generate Events) sk 22 f] (Disabled) R .

NIZ N #w%8 =5 o1 L RIS 8

RN

ST LG AR U G B85 DT (R R EA T oL i DL Sl s S — R i, i SRAR AR A
W B AR s (R ME AR T _E 7S Al IR B2, 3 AN DR DD RE T REARAT ]

E VRPN UR L1 NP F R TAINE S X Dt SN RIEY SN/ E S5 & SR UM LRE T DI D B G

HESS T SR A 7 MBS TR AT 51 S SRR S A iR, g s AL )
RGBT o I IEAs A RER & IE RIS, RCAT ST AR RIZ AT, BIUR F4F (D KT5 (>)
AT (<) 5o

R T RETSEM TR AR KANE . BT gid Al sia Z5h, FrASHRNTFITH
A AT FFF e gia Ml sid FIZEU IR (A58 4 TR .

T AAE AR U A S5 4 DI T IS SO, R SR B A8 IR (B2 LA e P VLR, 1%3C
PEICRE S ORRFRETT o TR AR A 35 R U F) ST LU mT AT 1

[ RN



| aExAEHm
sz [

AT S e BRABE AT DE &5 o B0\ (AT AT ek PR A 245 A U Bt P O3 [ i A DL T
MR S DT o b — LB AR A A RN A AL DS, TUTPRE 2%, BT [BDRT L g 2 1) 4
R

T Lo I D ORI B8 A (R AL AR R A D g o 0, mT LAZ 4R A AR 0 00 Gt 5% 1T -2
L PE B L YE AR P RN o A R DUAE AT DT bR SO R AR T

Je

Ron AR AP IS UNBCRAR K, X B AR I TR T RE R N, PR R 2o A 2 AN S,
Bt M — R U P R 2 i

KIEFILIE
S DV N e L E 2 S

keyword:argument

Hordr, SR NRAPMIEL R AN CHE Y, SHUR R 52 A — N AN TR e F B
R NAREE AR, AX KRN,

B gia Al sia 246, T REEA I SEER SN 28 . flan, 250 123 BR[|

n12345", "41235", 451237 2, gid il sia ISR IR A 5EAVLE T, B0, sid:3080 H4iR[A
453 SID 3080,

Je

B A A A PR R TR PR W] DR 2> SID.

R TR DT R e R S IS T R S A

R 8 MNT R KRBT

KT tER o]l
. MR 5] A o 5225 854> Arachnids ID 3R [F|—ANEC 2 AN .
arachnids arachnids:181

AR LI | o 14 56 2 55 43 Bugtraq ID 3 [5]—N a2 AN R
bugtrag bugtraqg:2120

e ARG | AR ) SE G 70 CVE S 5 3R 1] — A B AR v 2003-0109

A1 KR IR ESCA RN . ZH 3 KR [l FL =0 R o

gid gid:3
PRI 5| FH b ) 58 32 815 4 McAfee D 3R A — a2 AN .

mcafee mcafee:10566
R4l R () ¢ B 583 > Message 7Bt (RN AR R IR [Bl—A 8L

msg msg:chat
Z RN

| ERPONCIIN |



BEXAEAN |
B =z

KT LA 15
eseus AR5 | FH H ) 58 38 B 43 Nessus 1D 3R [ —NERZ AN eseus:10737
AR I 51 F =) Message 7 Berf— AN 58 3 1) A BEEC 77 4 A3 L
ref ref:MS03-039

—HB AR Al — AN B AN
IR 524 VLG A Snort ID FIREN) .

sid sid:235

AR R 5 [ o 0 58 B s 73 URL 3R [o]—AS s 2 S R0
url url:fags.org
X ERM

SEXFAEGI, 513 0
NRZHETEMFEE , 29 0

ﬂ
33
A
El:
éﬁt

BN JE B T DAL & — AN E R AR . AR RN B 2B SnortID (SID)
A pi#% 1D (GID)o Bian, FAFE 123 SRPREEEH 1 "Lotus123"y "123mania” S, M
253R[A] SID 6123, SID 12375 %%,

FTA P AT AN I KNG IF AR B oy 745 e o B, P45 apmrn, admin B admin FPRAERL

MNER4EIR[A] "admin®y "CFADMIN". "Administrator” 254,

M55 4F dh o R AT BUR [RS8 2 DUECI. i, F 515 5 IER I IR ST noverflow attempt”
HRMIERVLRCHZ AT, T HT overflow Ml attempt XA AT Ef 4 B A NG 5 AL BB 245 )0
é?ﬁi[j "overflow attempt". "overflow multipacket attempt". "overflow with evasion attempt”

FER.

AXERM
MNMZHEAFEAER , B9 T

HERBEFIFREIIE

BNTCHE T AT R O F AR R AL IF L% 22 B T DL /NI I 45 R IVE I . 8RBT 5
AL PEAAT AR RN .

A LSRR RSN 2 AN IE A Ao a0, DAR R T i s [0 08 ) AH [
® url:at login attempt cve:200
® login attempt cve:200 url:at

® login cve:200 attempt url:at

[ RN



| aExAEHm
aean i

AL
A2 NI (Intrusion Rules) BT, AT LURERU I8 74, LAAE R LS A b A ey s U o
), FTLME R I Ehae, AR PN e b al HY AT DI fE
RN PEIC G T 2 R G B0 e ) o

iz

SR AFH LU AT — 575U MR R
* EPESRRE > P EHEHIARER > AR,
PR A I S 55 321 1) Snort 2 RRZS (Snort 2 Version), AR5 A ERT (Rules).
< IR > MR
PR 2 IR, EH LR EE:
o JEFFELREFF AT ATRIUA o SELeR A58 LA v 2 FF 1K) 741

B SRR TH  AT BEAEREAN A, WIFER 28l B I Js h T b Tz T e T R s it

e BRI P S LRI, 065 0 R T OB I BRSSO, %41
A S RFPIETT

« WM 434875 5% (Group Rules By) K #7413 rh ik £ HoAh 2 20 73

L3 EMN 4R T % (Group Rules By) #1131 #E 2% Q) 5% T ) SCASHE Fh i N e JE 7 PR
U 4 % Enter .

IR

M I RS AR (PSR YHT T e % .

NEHN X RS 4

B, ATUE 45 0B PR A AT . R 7 SR RS HD UE REtln
A PP R 5 |4 038 1) B 0 AN B E0 A DG Firepower R 40 1T SCRF ARVFEHATI S Thag (i n
WAVLHC PhSURS E BC I RCAUIR AR 2 VLD RHE 7o R OCHE 7 i 2 W] UE 3C 100 D2
B, 3T LA AR B R A RO TR B 3 BRI o A7 B - Bt BRI AT e (¥ 0]
REPE, (A ] U R ORVE R B AR AR L

TR, St n] DRSS AL FOE M E SCPE, DR N e s A LA S Bl T RO
SE B A B R AL P

AT P IR () RBE A0 T RN G 4 2% P 1) “ A& T (Detection Options) .

| ERPONCIIN |



BEXAEAN |

. content #0 protected_content <=

AR EHR
KT HE MR E S

content #0 protected_content X =

i content KHEF B protected content KT T] DA¥R e BEAE 5 A0 H ORI 1T PN 25
REFIEO T, NIRZAE content B protected content KT AN _FABMETTF, Faaxs N AT
RINALE . FEETX KNG e Ak i,

TR, AR AR F, BT W ARTLRCL 0N B, W@ ut, RN 2R ULAC -5 AL VTG 2 8] #8
TEAE AND X &,

TR, AENIBETE T, AT DU RO 5 E A VRGO N AR LT e o 18 B e U AR SUAR
H

content

] content JCHEFIN S RIS AR o S B sl i R BT AT A . B, WERARA /pin/sn
PER A content REETAOE, WIHLN G| 2 AE B A BT R TATH /bin/sho

LM ASCIL A5 H s FoNBE AR (Cab il ) BOX P AL A RILRCA 2. T BUFER
SR R S HER A BTRAE P A S () 2 18] il mT ATRA T/ 2E ] AR ASCI N4,

1, 190c8 COFF FFFF|/bin/she

A AFE— D4R E Z TN AL EEOXREA, T content SREE AR SEG] . 6 T %0 A
FRULHAC, AT LASR B 250 B o 07 28 s e U i A B P A DL T A T f A R o

A

el

B ARG A content KM, (HA A ZISHE TLEHE Not IB 11, Wl RS AR 3

I

protected_content

protected content JCBE I AT LAEFC BN S E0 AT 5 1 R N A AR R AT 05 JRUGHEAE & AE
it B A R T B B 3 (SHA-512. SHA-256 B, MD5) X744 (B AT 4 i o

WHRAE ] protected content KM AE ] content JCEET, FHI 517 H b 00 7 4k s B im b #%
REF R AIASEAE, HRZH A IETU R B IIEH . FREEE T protected content
K TFIHEINE content JBE T HRINAEAE 2 T KB AME I o

% 9: protected_content 1% 15 51 51

1£I5 15t A

H41257 (Hash Type) protected content BN S BT Y LT
X7 KNG AN

Within IS

[ RN


management-center-device-config-76_chapter88.pdf#nameddest=unique_2084

| aExAEHm
E 7K content 1 protected_content X{EF S H( .

£ L RA
Depth Rk
Length protected content A SCHESA (18 8 1L 10 o

A5 F P 2 VC AL FR P (Use Fast Pattern | A~ 32
Matcher)

PR S UL ECFE J7 (Fast Pattern AN
Matcher Only)

PR VERCRE PP RS A (Fast | ASCHF
Pattern Matcher Offset and Length)

R IR T protected content KRBT AR 2D — content KHET, LA ORFLIN 5 |4
1 FH PR B VS B RE e, AT bR Ak B P AR s bE g o ZEFIU AR, content RHETF NV B T
protected content RHE LAl WHVER, WM 2D — content KT, LI EEEH
content BN “Af HPUEBIAVLECFE/T” (Use Fast Pattern Matcher) Z4§,  FIU 5 [ 442 4 P
WY 5 o

A

EE RN H A A protected_content KRBT, AHBA ISR 1EFE Not 110, nIRESs
GUNCE WIS

HXER
B XA, 513 01
FLA content Al protected content JCBEF S, o 25 T
replace BT, 5 35 1T

E 7K content F1 protected_content XEF S

A LLE A B content Bl protected_content JKEEF IS HURIRTIN AL RN E LR/ . BUE
FT1EM content B protected content JREETFAIIIEIN S LL¥E & B RN %

RHKNE

)

le$§ @aﬁ protected content %%?Eﬁ?i%ﬁbﬁiﬁo

A DLFR /R BRI 5 1 S AR 48 2R ASCIL “F 755 Y 28 ILRC I 206 K /NE o B RAX 9y KNS, iE{EdR &
WA R IEFEARX 92 XIS (Caselnsensitive).

| ERPONCIIN |



BEXAEAN |
. content 51 protected_content X #FHH W F

EelESadl
A\

535*% JJC[ZJ.ZEIDEMQXTJH: protected content %ﬁ?ﬁfﬁﬂﬁo

i EE 5N EY (Hash Type) a1 efse H T2 i 48 2 745 B IR iR 8. RGESCRFXS

protected content ¥R TFHF 4T SHA-512. SHA-256 fil MD5 HANALFE . 40 B8 N 210K
PTG RIBIAILEE, R RS IR

RY AR AR E ERAE . WS T Default, HA2s [ MU 5 NRrE Bl B, HRS0E
¥ SHA-512 s ed %5

IR EE

[RIEEE (Raw Data) L IiFe 7 U 5 | BE2E 43 A il Yk 0 880 (i I8 A S ) 2 | 20 # s
WEEE A, I HETUNMER S EUE . AT 20T, AT BAE T telnet it & I3 H b e
FAEM A telnet 107 1E T

ANBELETE]— content BY, protected content g [F) i Raw Data i A{E{7] HTTP Ij\]f'éi;lﬁ
i,

Je

R A DUCE HTTP A & FiAb PR 2S & Fim iR B (Client Flow Depth) F18R 55 2837t iR [ (Server Flow Depth)
R, DURE /& 75 AE HTTP i A & R aa 2 DR, & 1 R a3 = .

=

PRI 0] R G A AL A A R BT S DL FARIET Y content B
protected content REET MM, WIAZAEZMN th 224035 55— ARIEFE Not IEIH ) content 8L
protected content 9‘%%@?0

A

i

il

) B AL — A LU FE Not SEIN ) content B protected content BT HIFIN . HW, "HES
BUNES P WS

B, SMTP LN 1:2541:9 45 = A content KRBT, Hrh—ANEF T AREAET (Not) L. WL R
B 7 A EEER (Not) 2617 (1) <4 5= LIS A content S5, BT B & XK T2
Y5 ISR U35 Jim 280 N AE SRS 1T e 2 T BUZ SRS R A0

Je

B AR A content JHEFIRINLERE Not S LEHERI Use Fast Pattern Matcher 53 2E4E.

content #1 protected_content XEFIEHE I E
AT LU A R A7 BB I i TG R 45 5 WA AL B DA S Ak B8 R IR

[ RN |



| aExAEHm
girtms: contentizzuEsH ]

RIFHIEE: content B EMIE S
ATEMEHI AN content A7 B X778 TFARTE AR E N A AT B LA RS RIGIRIE, A N Tk
« [ RS 2 (Offset) FIRE (Depth) 1T ml A T4 40 S ke s A T4 R
* [AlIN# ] 2E S (Distance) FISERE A (Within) mf AR 4RI R0 BT R,

D RA R € IO R R e AR T, AR GURE S B S NI BRI

ARERHRFE S AR IET S BEE B ASE B Rk R A M . B, ANRERmFEE (Offset) MISERE A
(Within) JXPIANIEIRAC A o AT AZE RN P 4 AR RO A A7 BRI

MR ARIEEME, RSB RERTEE (Offset) HIIRE (Depth) UL BRUE; B2 vl, B ALt
FAGE IR TN AR, HREIRA % .

ﬁSﬂ u’@fﬁﬁfmﬁ byte extract %ETE/%E{\LIE@:@ E/‘]{Eo
je

R AT DUFE RN R A A T AR P R T

X EM
byte_extract KHEF , 55 41 I
SIFRYLEA: protected_content 3 FH I E S

)I%LIZ\iE E[(] 'l:éfﬁ protected content ﬁ"é‘ﬁilﬁ g1ﬁ&@iﬂﬁ%1ﬁ§ﬁilﬁéﬁﬁfi)ﬂ ’ Ef?%ﬂfﬂ‘ﬁﬁﬁlg%?é‘ﬂf lj\]
TR E DL R IREHL R IR, R PR

[FI A 4K (Length) AR # (Offset) L X0 AT A T-Hodhs (0 57 0k s R Z Ry 745 i o
[T BE (Length) FIEEES (Distance) LEI il X 1 2 B 8 2 A AL R 2RI 745 Hi o

R ARELE TS S IC B[R] INHE H 4 # (Offset) F1EE 5 (Distance) K1, H ] AZE R Py A HIAT 24

i PR IR
WERARAREAE, RGBT BN Bt d, RAER OB fOT T AR, |
EHIULE R
AT LI byte_extract AZHERE AL EIEIN{H .
AXERM

byte_extract KB, 41 1L

ERPONCIIN |



BEXAEAN |
. content 1 protected_content 1 i1 & 54

content #0 protected_content £ i & 54

Depth

N

/_:E;fé ﬁtlﬁ@j{yﬁgﬂﬁ content %%?Hﬁﬂﬂﬂ °

FOE R KA RIRE (DUE R0 Wi B ST, WEORBA G E WA B, W
Hn ol mOTaa T

Bian, WU Z(EHN cgi-bin/phe, offset {HHN 3, depth {H A 22, MUK MFET 3 FFURIER
cgi-bin/phf F-FFRWAICE, FEEAIESERFA N 2 S5 B w i 22 N7 C7s
25) JEfEik.

AR E — KT EEETHE WA KR, % 65535 711, ARESRE(H 0o
BN R BRI & i

Distance
TR R 5 | BRI AE b — IR AP P AR VUIC et R e 0 40 10 e 22 Y 28 DL IE

I A2 v RS 1Y 0 JFARTHSE, A, NARE Uil B 1 ME, BB B s
FILHOITIRREAE R . B, WERHRIE 4, FLBCRE R LA TR

AIHRIE -65535 F] 65535 T 2 [ M. W ARAEm s € TUH, THGIE RN 7l e T Bl T
S bhAbe AT AR R R L AN 7 EAE N, R R S E BRI 26— R
B, R EE A B S A, N AN AR e rE s {10, ey 20, %
ZR AR RO, HosiE ORI HE 15,

BN 0, FRosdk b — IR R VLRCZ i St B R 2 i

Length

)

I£$¥ ljitli:['ﬁ{l{j:@ﬂ% protected content %%ﬁ?ﬁﬁﬂﬁﬁ °

K& (Length) protected content REETF-REIIR /R AFRIIE R F4F R K (DL IALD
Bin, WA T W sampiel B ATIIME, WHEAKE (Length) [HiE N 7. 2OUE X TBH
HIAN—MA

Offset

Fa e B AR P A N A R IO B S B AR S 2 MR (DL A o WIfRE
65535 2| 65535 F 45 2 A AAH

M A BRGS0 0 DTS, DAk, g FEP ol 1 B 1O, DA A £ B it
MITIRRSHE R B, WRARE 7, RGN\ AT,

BRI 0, FRon B e a5

[ RN



| aExAEHm
f8EiR: HTTP content 70 protected_content i F25] .

Within

\)

lf;l‘-% Etﬁ@ﬂi?ﬂﬂﬂﬁ content 3\%%? Eﬁ‘m‘ﬁﬁ o

SEEIA (Within) JIETHEN], ZEARAN, RN EILECL AR A B ORI N AL O S K2 e
e BORI N B, WARESEE A (Within) (e h s, NP 28 DCREC 200 H I A S
PR TR )\AS TN, B IR TC T30 A 5 B R o

ATRE KT B TR E WA KIS, &% 65535 711,
SEE A (Within) FERA BB R R BHIR AL .

#8fi&: HTTP content 70 protected_content X{EF S %

@ﬂ HTTP content EZ protected_content %%?ﬁIﬁy ﬂuﬁ'{ HTTP &E%ﬁﬂ‘fﬁ%ﬁ%ﬁﬁ%ﬂ@ HTTP {ﬁ
SR E R A AU E

LUR AN IETE 2 HTTP i 3 fRIR A 2 B
* HTTP KSR
* HTTPRZSE 2 (HTTP Status M essage)
TEERD, VRN S A R AR R SR AR RS B, (HOX L3 ) HE X Be e T3, DA (375 SCAe
R LAt R 4G HTTP FBe 5 M Ak HTTP T2 B4k &0 i 2% FE ) PR A«
PR LA G SR 75 0 3 2% HTTP 375 R R/ i 13 m FO RS A 7 B -
* HTTP URI
*HTTP 753k
* HTTP 3Rk (HTTP Header)
* HTTP Cookie
* HTTP Z P IE3 (HTTP Client Body)
PR AR IGUR R 5 048 28 HTTP 33 sROA/E0m b i) Js s RIS SRR 7 B
* HTTP J&# URI (HTTP Raw URI)
* HTTP [R##Rk (HTTP Raw Header)
* HTTP J&%4 Cookie (HTTP Raw Cookie)
4% HTTP content JETRN, 151875 L R EN):
* HTTP content ZEHIXIE T TCP ¥t

o DSt PR e O TR, N R B O] B H B S R ER

| ERPONCIIN |



BEXAEAN |
. HTTP content F1 protected_content <27 5%

B, G SRR T AL B KA cookie (B, WA B ) cookie) , I LAZE HTTP 3k
HWRIFEN A, TAIESE HTTP cookie HEZ .

* AFH HTTP £ & PAL BEZSRVE A0 DA S S Pt e, PG i AR Ar] HTTP AH SCHE I N 4,75 52 /b —
MNEEFEHTTPURI. HTTP Method. HTTP Header 5 HTTP Client Body T content BY,
protected content 3‘%%@%0

° Z:ﬁ‘é% replace %%?5 HTTP content E/Q protected content %%ﬁ?lﬁ:@@aﬁ’fﬁﬁﬁ °
A DA 8 BN EVEAL HTTP R A7 B, s FAVE AL HTTP i 5 R AT B AR 45
DLFE ) ZEDC L A X 38, (RAEAE ] HTTP “FBOE IS, 1R LA BRI

° Kﬁ‘é?’flﬁ~ I~ content Ei protected content 9‘%«’5@?43 @Eﬂf)ﬂ}?#ﬁ?ﬁlﬁ (Raw Data) lﬁiﬁﬂ]’fj_
fa] HTTP 335

o NBEFEIR]— content ﬁprotected_content I R I R B 4 HTTP P BGETT (HTTP R
%8 URI [HTTP Raw URI]. HTTP [R#43Rkk [HTTP Raw Header] o, HTTP &4 Cookie[HTTP
Raw Cookie]) A Hoxf [ (A B I (43572 HTTP URIL HTTP #R&k [HTTP Header] u¢
HTTP Cookie) .

o RRE[R N PE B IREE R LA T2 (Use Fast Pattern Matcher) F1LL N —/NEkZ A HTTP 7B
JET:

HTTP &% URI (HTTP Raw URI). HTTP Jf#5#ksk (HTTP Raw Header). HTTP J&%5 Cookie
(HTTP Raw Cookie). HTTP Cookie. HTTP 7374 (HTTP Method). HTTP IXZIEE (HTTP
Status Message) & HTTP 4X75X85 (HTTP Status Code)

fEZ, T RALE A P DRI SCIL Ry 8 DU R L — ML 7 B content BR
protected content %%?KP@/ZTJ:JZE@Iﬁ

HTTPURI. HTTP 3Rk (HTTP Header) 8 HTTP & Pk IE3 (HTTP Client Body)

B, W REFE HTTP Cookie. HTTP#R3k (HTTPHeader) Al {§ i RiE % = ILACIZ ¥ (UseFast
Pattern Matcher), #0544 <5 7F HTTP cookie Fl HTTP RSkt 22 N 2%, (H Ptk = UL g 7
JFFAUER T HTTP #k, MAEH T HTTP cookie.

* R 52 BRAE TR AN 52 BRAE T 25 5 A N, DR A UL AR o DR R BB IR A2 7 B, BL
T 717 SO U 325 ) AR KD i BB A e VA, B 2 PR B TR Al

HXER
content J B P VCHLFR PS50, B33 W

HTTP content A protected_content XEF S %]

HTTP URI
VPR A TR S A IRV AL 15 SR URT - Bp #2 y A TTRC .
W, AR S pere BT HTTP URI (U) KBTI 4541 Sl 240 7 1) N 25

[ RN



| aExAEHm

HTTP content #1 protected_content X527 541 .

\)

AR EIEM HTTP iR A 524 URL. WERERE T HTTP URI,  HARI S 3400 21 & 1k HTTP
ESRBHE L, FO G| Bk 238 R EHR A h BT URT DLBEAT & ERL
HTTP Raw URI

TR PR AR TR 2 AE VB AL 17 SR URL 7B P #2%  2 ILRC .
R, ANEEEILIET Y pere IS8T HTTP URI (U) B3 45 A1 AR R A ) () N 2%

)

IR EIEIL HTTP i REE A 524 URL. WHRERE T HTTP URI,  HAEI 5 A0 1) 6 1 HTTP
TSRE L, NS R S R B B R M BT URT BAREAT N UL C
HTTP 753%

Ve PR AR TR 2 A SR T P B R N A VLR, 1% 7 BOf & B0 URT - i) H i U5 T i B4
(#n GET F1 POST) &
HTTP Header

EFR IR TR 2 4E HTTP WK N I EYEAL K 7 BE (cookie BRAM) W RN AULHL; % HTTP &
ATALFE 2R A HT TP NE L (Inspect HT TP Responses) 155 T, i 2378 Wi 3 48 2% P UL

TR, ARER LT pere ST HTTP Rk (H) KB 45 &4 FH kA8 2 AH [ 1R 9 25

HTTP Raw Header

VEFR AR T2 fF HTTP 3% 5K A I 5864 S 7B (cookie FAM) P2 N ZEUCHD; 4R HTTP #o ¢
THALH 22 AREE HTTP M (Inspect HTTP Responses) YEIH O, 2 70 Wi 3 48 22 Y 25 UG .

THER, ARER LT pere KRBT HTTP JSUURIR K (D) T4 S8 HIR AL A W] (0 4 2%

HTTP Cookie

LR TS 25 7R R A HTTP & 7 i i SR Sk Y IR HE AR A] cookie HPHBZ DL ; Wik HTTP
Ky & AL B 2% (482 HTTP a5z (Inspect HTTP Responses) ZE3 Uit H, i 237E Y. set-cookie %1
PR AR THE R, RGO EIE SO cookie B AE IE T 7F o

BN} cookie HEAT A ZXUCHELE R, 03 F HTTP A0 A FiAb P 23 (1422 HT TP Cookie (I nspect
HTTP Cookies) i&5; 70, KI5 KA R A HE cookie 7N I HEM Rk .

EVE R LU R,
o REe kIl 5 pore JE8E S HTTP cookie (C) BI04 448 FH K48 2 AH 7] 1 9 25

* Cookie: Ml set-Cookie: AT FRdAT o HIHT T 25k LA 2 AR AT K crur FEAE AL T
— M AE cookie F—B U TR A
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BEXAEAN |
B 5z conemtprnzatinmesr

HTTP Raw Cookie

TR PR UL IE TIURE 25 76 J5L 0 HTTP % i it >R 3 Sk PR HE (44T cookie TR AR VLAL; i HTTP
KB PiAb P2 48 Z HTTP MRz (Inspect HT TP Responses) #J5 £U F ], I8 45780 B set-cookie %1
PP RN AICHL; TEER, RGN EIE SR EA ) cookie H1F 1IE LA

FPEAUK cookie HEAT N A VCHCIEZR, @0Z0E ] HTTP A6 1 b B 28 (U422 HT TP Cookie (I nspect
HTTP Cookies) #E1i; A0, 5| EK 48 R A HE cookie 7E P ANk .

TR LR
o NEEK RTINS pere JCHET HTTP J54G cookie (K) 3ETNE: A1 FH AKAR ZA A (K N 75 .

* Cookie: Ml set-Cookie: IRLAFR FR@AT H HIHT T k% LA 2 AR AT IH) crur FEAE KT
—#B43 AR cookie K HB 4> FEATHEAY .

HTTP Client Body

TEREMEE IR 25 7E HTTP %% ) i iy SR B IE SO &R 2L

TR, BRI/, 22000 HTTP AL A AL FEZR I HT TP & P if IE SR BURE (HTTPClient
Body Extraction Depth) &5 & —~ 0 F| 65535 2 [H] [AI{H

HTTP Status Code

TERE ML TI0RE 25 /8 HTTP Wi S (1) = A7 ZOR A AR o8 22 ) 758 VTR

SAF MR I RE R IR [FULHEC, ZUE H HTTP A S TRAL BEES A& & HT TP Mz (1 nspect HT TP Responses)
iiIDj o

HTTP Status Message

PRI IO 25 7E HTTP Wi AR A A A B B (0 ST 3 48 2 9 22 UL C

BAFIGIE IR R [BIVEHC, DA% fH H HTTP A A TiAL BE 2% (A& E HT TP a5 (I nspect HT TP Responses)
I
FEXERR

pere [EMFTLEIN , % 48 1T

R 4% 2% 25 55 HTTP #4364k 1% 75

BEiAR: content XHEFIRFEEN ILEIZF
A

Py Eﬂﬁ protected _content jt%?lﬂ‘, ﬁ%lﬁlﬁ;ﬁﬂﬂq o

DR 2 PR P DR ) 5 K 5 B A 336 8 RO 5 | 8 2 iy B MR L R I REA T DAy o X500 AR
RO F T Bl L DAl P W B, AT B e P RE

BRINTEOL T, BRI L RO P2 A0 e 0 AR B R P i 8 1 B KA s SRR T s R B
AN LB, o LLANR R0 Bk 1

[ RN


management-center-device-config-76_chapter84.pdf#nameddest=unique_2097

| aExAEHm

content X7z nmizrsy [

alert tcp any any -> any 80 (msg:"Exploit"; content:"GET";

http method; nocase; content:"/exploit.cgi"; http uri;

nocase;)

JULF-FT A HTTP % ) i i KA & N cer, (HRRAD S E WA Jexploit.coie ] cer fF AP
B A B0 2 T BN 5 AR R 2 BB N VRS IE N, (B2 AR VLR . HE, X T R2HK
Jri e WK, KA Jexploit. et XFIHBEAT I, MIMIEERTERE

TIN5 A AE PR R UL C R P A0 2145 58 A 28 I AR R PP Al s o 90 an,  dn SR A A )
= content KEEF 0 HIFRE W shorts longer Ml longest, PRI VLHCFE T FH N %¥ 1ongest,
I HACAE R 51 A A 3 b 3R B 1ongest RS HL N XHZHUEA T P4l o

content X 57 RIERK ILECIE F S

Use Fast Pattern Matcher
A5 FH e 200 ] i v A A R A DAL Do B A DR R A o BRARME LR, Fi8 e rA e S
R € 5 [ T I8 X (A 5 S £ S WP P 1 P P e 0./ = R 2 N LR TR A W Al
LER]—/ content JCHE TP FHE A PURE R LELFZF (Use Fast Pattern Matcher) A1 A i 1 i,
TR LT BRI

o LB AR R € — X (ERRIRENR EEIZFF (Use Fast Pattern Matcher).

o SR RIS A P IR R AR =X P BC #2 F (Use Fast Pattern Matcher) FIZREEEL (Not), AN fe it ] BB

& (Distance). SEEIA (Within). & (Offset) FIiRE (Depth).
o ANRER IS iERE Pt X UCHCFE P~ (Use Fast Pattern Matcher) AL R ALA7] HTTP - Bik i :

HTTP &% URI (HTTP Raw URI). HTTP Jf#5#kk (HTTP Raw Header). HTTP J&%5 Cookie
(HTTP Raw Cookie). HTTP Cookie. HTTP 774 (HTTP Method). HTTP XZIEE (HTTP
Status M essage) 5 HTTP X 754X 43 (HT TP Status Code)

R, A DAYE g PR DL AR 48 R DU b — ML B content KEE TR E
IR T

HTTPURI. HTTP &3k (HTTP Header) 8{ HTTP & Fif1E3X (HTTP Client Body)

Bilhn, HiEPHTTPCookie. HTTP 3Rk (HTTP Header) fl { F IR F#E X ILELF2 /F (Use Fast

Pattern Matcher), #1544 25 7F HTTP cookie Fl HTTP k3R N 2%, (HPRdi b = UL g 7%
FAGEH T HTTP #k, MAEH T HTTP cookie.

R, ABELER A content FEHE Y 1 [F]INAE B4R HTTP “F Bk Il (HTTPJRIA URI[HTTP
Raw URI]. HTTP [R#43kk [HTTP Raw Header] 5t HTTP J&%4 Cookie[HTTP Raw Cooki€])
Ko HF I (R ERTEAL RE IR (43997 HTTPURI. HTTP #Rk [HTTP Header] 5 HTTP Cookie) .

U AR 32 RN AN 52 FRAE TR 4 S A, DR DL FERE 4 DR R R A R 7B, B
T A A Kl AT BN 51 S USSP Al (AR 2 IR BUR VAL -

B, W R REE R LA 2 /F (Use Fast Pattern Matcher), i AJ LLIEFR IRIE & T
BLE 7 (Fast Pattern Matcher Only) st RIRE R ILELFZ A #F04< & (Fast Pattern Matcher Offset
and Length) ZEI0, HANBE[F] I EE X P AN L 0T .
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BEXAEAN |
B conen srmzatnmizFss

* Bl Base64 Ky, ABEAL PRI VLRCRE T o

Fast Pattern Matcher Only

ML ML, AT LLKE content KRBT IUTAE PR BN RCRE LI, 1M ASHAE UL . e
ity KU 5 PP A i 5 (P, AT U B IR 49 BE. o, RO EESR I 12345 f T
PR AR AL E . R TERCRE A I B2 A, m R AU v 0y A S B o) e . 0k
AT VPAt o UG | B0 7 FBT VAL Bt Aokt SR B K 12345

AR 5 oAb S 108 R ORIPIRDL . ERa BTt i, 2R 5 — SR 2l o
abed 2T MBLFE 1234 ZHT, RCH T IEIUE IR RN A 1234, ERXMHOL T, BUWGI B0V
SEARI S, O IE PR RIRIR T L EC A2 (Fast Pattern Matcher Only) K <x4a7m MU 5 | A 2%
FRENR.

A T BTN S LA 0

 FREMANR SRS, MR, AR I AP T ATA S Bk, SRR &
&I (EEES [Distance]. SEEIA [Within]. {7 [Offset]. R [Depth] sUiRRE N L ELFE Fr i
FFNKE [Fast Pattern Matcher Offset and Length]) .

© ANEERFILIETI ) AR ERES (Not) &5 AR .

o REER LT 5 RS R LA IR FR R #8F04KE (Fast Pattern Matcher Offset and Length) 454 1
.

* FRE N AN A KNG, B A R BUAN D 23 K/ 1R 7 3 B AR A L
FCREFPrh s ARG AV BIZAE 0L, PR PR N LR X 5 KB (Case

Insensitive).

o ANATEAL MR BGEE R L ECAR LI content KT G SEA T LU RGBT (XLERH Y
BEEAMDS T YA R A B ROED -

® isdataat

* pcre

* content (fF1EF% T BEE [Distance] HSERE A [Within] 4 F)
* content (FEIEFET HTTP URI &L F)

® asnl

* byte jump

* byte test

* byte math

* byte extract

®* base64 decode

[ RN
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replace XHEF .

Fast Pattern Matcher Offset and Length

i FiRERE R LA 2 R B2 04K E (Fast Pattern Matcher Offset and Length) 255 i $5 i 48 R 19 74
SN WRAEAIRK,  H T — 5020 BT D) mT 8 DT C PR B0, Ao Jb 32 21 ] ik /D>
WAETERE . U SRR A LR B 8 T 3RS, R 2 MR iR U DA A A

AT LAAf s PR A VC R e B R 03 28, vk, AT DL R LS5 ok B s s 8 R I R R 4
B (W) DL RN (KD .

offset, length

B, XL N

1234567

LSRG E RS A S 7 AL

1,5
PRI A DR A R P 7 234560
R, AREKILIET Y Fast Pattern Matcher Only 45411 .
HXER
MEi&R: HTTP content F1 protected content JCHe 7241 , 2 29 I
base64 decode Fl base64 data FZFET- , 5 113 71

replace < =F

T LLLE BB ] cepace 6 BFHUHROE Y AXRS SR SSL B KX SSL e 074
S ceprace BT, WHIER—MEN content ST R BEHAR &2 55 F 1 1 2 XURRHESCA I,
SRS reprace HETHRAE—ASHEH, BURRBAI A . BHCEONPY AR UM LI 57
i

\}

535*% Z:ﬁ'éffm replace ?%ﬁf?*éﬁﬁ% protected content %%E?EPE’\J%&‘/U Ij\]:;é?'o

o, ATLUH SIS R AT A g, U i Ja A LART K Firepower R 48 BAFACAS . WERANN
5155, BT AR A shds BN, DS TEYR EIER . SERREATS S BUR 515 A AR
ORIy, W2 SRR 515 AT He S, A RAR 7= s -

"replacement text plus \"quotation\" marks""

/I\%mmuﬁ‘[@;/ﬁ\z/[\ replace ;’%%?, {ER@E@/ET*/I\ content 9%%?0 1X*§’fh%ﬂ}”\u7ifﬂﬁ/\] Ij\]%?-‘:F‘
2 — A Sl

Tﬁﬁé@ replace %%?H‘Jﬁ)ﬁ 7%1@]
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BEXAEAN |

* WA ARG B AR SR, T A ANE® T ORISR T . AT,
AR5V e Al S O A A R ARG s, BUlE R R E S
Hnt, HE S SR R 2% B A oS 9 2% 3 iz B . Sl — AN E AT R — A
PR, AR Z IR, AT LA o 500 COAEN B AN 5y 52 Bk (1 H Br i) B o

o WEREHH O TSGR R I TR AT IEAEIE AT 5 52 BT K Web IS5 A5IRCA Ol LU
B, JRRRIR O B SiSOAR.

\}

ERE A ORAE B DA R R R U PR Y BN AR o PR ZS BB “ AR (Generate Events);
AR E A “ EFIFAE T (Drop and Generate Events), 2 S8 EF, ik

JRTCTL RN T

FER BT IR, Rt AR i A, DUE H Ax SN A] ERf ) i ot .
R, ABEK replace KEET 5 HTTP W RKI M content KT IEINL S .

AXER

content Al protected content JCE#E Y , 25 24 1T
HEi&: HTTP content Al protected content 8T 2% , % 29 7T

byte_jump <=

byte jump FHE T H SCTH LG & W Beh o SN R, R AR G BRI i B A - WA
FE T BRI AT Bk, thn] UKt ot s sloR R gk, il O B A 2R DL BCAT
R ATEE,  HARPR T8 € (LI 26 BAT W MR sl i B ARAT . Bl e P A E
B M B AR R B A

FRAMT pyte_jump KEEFHIHINSHL

% 10: R byte_jump S35

2%

152 AR

Bytes

FENEH AR AR I 7 R
WERAN DCE/RPC —i&AE M, W ACVFIIE N 0 - 10, R ATLUT R

* WRY From gna A, WP HOTLUE 00 W12 Bytes 24 0, 1
FEUPAE A 0,

< WIRYRAERR 1. 2 804 DUSMK 705G Wit e By R o8kl
JNBER A 2E R O

W5 DCE/RPC —#ffH, MWAVFRER 1. 2 Fl 4,

[ RN
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byte_jump 5% .

S i3t BB
Offset AT S B TF AT A PR 2 A 7 8. ofeset HHEEE T 0 FFUATHEL,

DIk, WAZR T8 ofese {i: AR 00 00 280K m B _E— VO A VLGS
I R IT it (17 T RO 1.

45 5E -65535 F| 65535 Fi .
1§&ﬂ U\'ffﬂﬂﬂlkﬁ byte extract &iﬁ byte math %%TE}‘EJ&E%@IE@{EO

RN T R SCRGE WM RS 5 O i S AR e IR I T

= 11: £ T]3E byte_jump £5%

B 15t A

Relative A5 i A% ARG T b DR A AR DL S R B bR

i 4 e A B & T T —A 32 A1l 5t

Pkl T TR 51 4 N HE S W AR byte jump {EARSRMIME, LAZRAS 1)
byte jump 1H,
Wl il, BNGIEP —A 5 %G8 Multiplier 24045 & I HEBOH 1) 775
M, AR B R E T B e ST R

Post Jump Offset | Wi ] HAth oyte 5ump 280 2 1) A Bl ) 5 Bh 715 % (-65535 %] 65535)

IEFE AR 2 AT, R OEDRE = R B R B N E A o K2t
BB

TR, 1648 DCE/RPC 24, — % byte jump ZHATEH]

From Beginning

TR 5 | 35 M Bt B S 80 T an ko S B b g IR 7 R T AN K
N TR VAR =) 7l

From End WK NG i X o Je — S 1Y e T T4
Bitmask He Al F AND S2 SEAF I3 E -+ /N BEBIAL AR N T M Bytes ZHER U 5155

PEHERDAT DA 1 8] 4 N,
25 P 42 SRR P R R B AR S AL B A F

HGE45 ¢ DCE/RPC. Endian 5% Number Type.

WEREE X pyte jump KRBEF UV 7, WA RAESE PR PAHNSEL. WERARIER 71
P28 UG | A R 5 M o

F 12:FV5HEF byte_jump S5

o 15t AR
PN SR 7R AR B R 5 MU 2 BRI B 2% 715507 o
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. byte_jump 5=+

BEXAEAN |

S 15 AR

7N F S 7Nty - P Ak EE A

DCE/RPC i DCE/RPC TRAL PR AL BE A 1R 7€ byte_ jump JRHET
1 DCE/RPC FHIAL BH 28 iff i o 715 e 50/ i 7 19 U, Number Type £l
Endian Z£A 185 H .
WER IS H, 3T L byte jump 5 HAF & DCE/RPC CHE 745 51T .

R R PTHN I — NSOk E ARG T S GBI P 7R H .

R BHFEBESY

28 15 AR

Hexadecimal String | fifi ffj /N 3k i % 20 F - e e ) 715 HR 508

Decimal String AP BE IS 2R e 40 ) 745 HR A

Octal String AP N E R 2R 7S B I 4% R Al

wltn, WK byre jump BEMEMTTN:

* Bytes =4

* Offset =12

* Relative T3 1T

* Align & )3
PG A 258 b O A A VIG5 Wit 13 A4 4 A b ik o, IR EdE
AL ) ATk AR T . B, SRR O L S 4 ST 00 00 00 aF, R

SHFEFH 31, HTHRE T atign (ARG RN A 32 0050 , DIk, RS ks 7 e
AL R 32 AN

B, WERN byte jump BCEMMELIT

* Bytes = 4

* Offset =12

* From Beginning /& /1]

* Multiplier = 2
TR e 2 vk S AR R AR RS o 13 N2 b 4 A R R B . AR A, IR R
FfEare Ll 2, VIR BB ()75 e B, G SR B AL v SR ) 4 AT 00 00 00

15, AT EE SR BRI 31, SR)E oL 2 /98] 62, HIT ] T From Beginning, Pk, K5I
BB Bl T RIHT 63 A7

[ RN
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AXER

byte_test X#E=F .

byte_extract JXHET- , 57 41 TT
DCE/RPC KEEF , 2 73 7T

byte_test XHE=F

byte test KT Value Z 8 L LIZFAF TS € 1071 BLo
FRAMT pyte_test RTINS

R 14: FRERY byte_test 5]

S¥ 15 AR

Bytes s BB T S A
WS AL DCE/RPC FE&AEH, W AR 1810, B2, WHIEEk1. 2
[ D AN S A v P | VAT (= ek = it M G A ) i 1 I ANG 131 21 ¥ D)
W% 5 DCE/RPC —# i H, WIARVFFE R 1. 2 Fl4,

iz FMRRAE, BRILEER.
THEIBH: <0 >0 =0 1 & AL I I 1= 1& B A,
B, WRIEE 11024, byte test B RFEHILIFEL T, HUWHF % FAET
1024, WISA A Cn I LAh fr A B = S UL D)
W, LR =2,
AT LIS LA byte extract LR byte math 4 RIFE IS EIIIE

Offset MAEETT S BT AT AL FR 2 TR 75 80 s il B0 715 0 TFER 18, A

Ub, WAZUT R U ofeset {H: IO A S0 B0 il B b — YO P 7 DL G i)
VS BT il ) R0 1

af LA A byte extract AR ag byte_math g B 5w S A E .

R 15: £ W] IE byte_test B4

AU N R Pk i 2Kt 52 LRGUTER] oyte test B4

2% it AR

Bitmask K AL AND 38 545 (48 & 17N 2 IO HEAS B T A Bytes 25U 7 154
PEAERG AT LU 1 2] 4 AT
4 N 42 5 RS v (K R R 2R (R B AR A5 X 880 1) A R S

Relative A RSt AR T b ORI LA

ERPONCIIN |



. byte_test X5

BEXAEAN |

Hfgdg & DCE/RPC. FH1##RF (Endian) B #F 22 (Number Type).
B5E Y oyte test FREEAUATH MR AT, EN FERPIEFRSE. WRRERFTHITF S,

RO 5 A R S 9 MUY o

% 16: 21 HEF byte_test 55

S 15t AR

PN PR 71 WP A BRI OR339 M BRI B R % 5 LD
/NS /N i -7 G Ak KA

DCE/RPC 53 DCE/RPC THAL LA A BE (K1 B byte test JCHET

H DCE/RPC Tl &b B1 g8 5 Ko 15 05 2% /N =15 5, Number Type 1
Endian 2845

WMAREH S, TR byte_test 55 HADRS & DCE/RPC B 745 G148 -

UM R R Pra I b — AN S HOR € ARG U E R O R PR H .

R 1787 KE byte-test B8

28 15 FA

Hexadecimal String | f [f]-+/N 2t il i 37 e 0 (¥ 745 HR Al
Decimal String AP HE % 2R A ) 7 4% o A
Octal String AP N E R RS B4 ) 74 ER B

W'Jﬁﬂy ﬁu%ﬁﬂ??ﬁﬁ:ﬁ byte test B"]{E
* Bytes=4
* Operator and Value > 128
* Offset=8
* Relative ')A ]
RS SRR ORI 1) AN I N AR DI 9 A5 4 A5 btk i 8, an it
B R T 128 705, TS il A K] o
X EM
byte_extract B , £ 41 L
DCE/RPC KHEY , 3 73 I

[ RN



| aExAEHm

byte_extract <=

byte_extract &= .

HTLME] oyte extract JBET-REEOR b i@ Bo i) 7 W IR AN AR B . AR5, ATRALELR] )
U A P2 A A DAy R b I G v R S A

VEZHARAT L, B, w] A A (e 2 4 Bt et ot e € 25 1) 0 0 ) et A 4 B
PR Ao B, e T BOAT RESR R SRS 4 A AL SR RASE I 4 S B B R

KA N A A

AT LM byte extract 7E—45 KN r [R] I Gl 2208 /SO AR 5. AT DT R 2 O F B e X
byte extract @E%; ﬁﬂ%i@?\ﬂ%i%%ﬁﬁW@E%EXK@E@%E‘J byte extract 7@[‘%?’ E%fﬁﬁﬁ%
ZARRER = X

_F%fl\ég byte extract 9‘%%?@?%‘% B"]%%ﬁo

% 18: FR 5 1Y byte_extract %5

2%

152 FA

SR 75 5

FENECH BRI 7

WRHRAERR 1. 2 804 DSI935 W zitdia e By M CHoNadkbly ik
(51 1 i /)

it

MAREETT SR BT Uf e BB 2 18] 0 715 8. W OE -65535 31 65535 75 . i
RGN O JTAATHEL R, TR Rm AR SR, AR ) B SRR
FREORE 1o 0, $85E 7 KN 8 T M ATV, B o MKt
BABEGE FITAR AT WAGEHRE T Relative, UGN _E— kA
FMIDICEC AT AR v TER, WRIETEE T Relative, W HAESRE 1
.

I UMERELA byte matn & RORTEE LS HUNE

ERAK

FI TSRS B O SH0R R R AR . 0] D TR, (LA
JESi SN

L0 € RGN T AR ESE I B, T LME ] N R TR S 4.

= 19: b w]iERY byte_extract Z5]

2%

152 FA

Ptk

ME S IR AR EL . AT HR5E 0 3 65535 Z MRS ECT . WARRTRE R
., RGURATHIBOAE 1.

ik

FEAR U BB DY & T IRFEAT R 2 7T e 4 il g IR Rk T SR,
RYEAEBAT 5 N 10N %34

AHXS

AEAR B AT T I I VL IC IR 45 e T AN 2 B 280k i
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. byte_extract X5EF

BEXAEAN |

28 15t B
V(R fiiH] AND 3z AR E 1T /NSEHIAL #ERS YT T A\ Bytes to Extract 2321
]
PEHERD AT LA 1 2 4 A0
45 OB i L5 HE T R R R 2 OB A A5 (5 250 k) A B A
HfitdeE DCE/RPC. Endian 5% Number Type.
FE W pyte_extract REETF UV ETILINAM 758, TN PR EEES . R R FE 7T+
FEZ4, RN A FH DR Si 5  o
R 20: FTHEF byte_extract 5]
B i5% B
Ky -7 g R 3 71 MG A B COR 3  05 WGF  BR A ) R 5 - L)
7N /N 7 U Ak B Al
DCE/RPC 4 DCE/RPC TUAbHE 2 AL A 4R € byte_extract KEET .

i DCE/RPC FiiAb B 28 Aff s K w719 T3 ml /) iy 7715

7, #FZEE (Number

Type) FIFHFIEXF (Endian) ZHAEH .
MR R SR, SETT UK byte extrace 5 HAAS A DCE/RPC XKHET-45 4 f
M

A DA s B AR HE SO ASCI P45 i o 208 L ARG UT{ESIR Wb &/ 745, wikd

ERPINR A AN S

R 21: 8122 byte_extract 1]

2% 15 AR

Hexadecimal String

A7\ RS 2RI 4 £ A

Decimal String

DA A% e R ) 74 o s o

Octal String LNk SR UGS 775 5 Hodl o

i, sk byte extract feEm MME:

* Bytes to Extract =4
* Variable Name = var
* Offset=8

* Relative = enabled

[ RN



| aExAEHm
byte_math %= .

W2, GOk EERS CHDRE T b AR DIIERC 9 715 R DY AN 35 P il 1) e v 15 3 44
N var (NAZEH CORJE, SR LAFE RN R 28078 0 B2 508 7 S U ED -

PRIV T RTUAE AR E vyte extract KT HE AR IR 7S 4.

3R 22: 453 byte_extract T2 S

xm@y 55
content Depth. Offset. Distance. Within
byte jump Offset
byte_test Offset. Value
byte_math RValue. Offset
isdataat Offset
AXERM
DCE/RPC Tiikh 2 23

DCE/RPC KHEY , 5 73 1T

LA content 1 protected content JCEET-ZH, 5 25 1T
byte jump BT, 2 36 TL

byte_test KT, % 39 1T

HHEORHE , 28 96 1T

byte_math %52

byte math KEE TR FEMAIEANE E ELRIA AL BRATHCAE T, ARG E AR AT BT A2 e
ARJE, T DV A i) AR oA o HAR SRS E 7 K S 4

18 0] LLAE U A 22/ byte matn S8 FIAT 24 byte_math i2 5.
_FiQfl\éE byte math jt%ﬁ?‘ﬁﬁ%ﬁ/‘]%%ﬁo
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BEXAEAN |
. byte_math 4=

R 23: FRERY byte_math 35

SH# i3t BB
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* search, PAWI/RTEILX) key i T searcn MIBTA RN
® search http, ME%FEEPXTJL kQ/ 'TEH%T search J1X} value ] T http E"]Fﬁﬁ%ﬂ}nﬂo

® author snortguru, ME%EE*XHL key ’TEH%T author j‘-i“;ﬁ’ value {E%T SnortGuru E‘]Fﬁﬁ}ﬂ

.
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® author s, uﬁ%ﬁ/ﬁ;qjjﬂ kQ/ ’TEH%T author EHFX‘J value 'ff}zﬁ T’EE{EJWJ/JR\ (15“([] SnortGurus
SnortUserl EE SnortUser2) B@Eﬁ%?ﬁﬂmuo

Je

R WERFEINAEE key A1 value, WAETEZ ] 5 R key value Z40+ 1
AR IRNEHGE AT (B8 [=) B 740 FERKRIIAF R ZR,
HARIURT key JEITER 2555 (=) R ZEK AT

TR, LR s SR oo s, RaEEl R o BRI R A RN key value B key-value 2
B el —oy. fltn, BUR 2 BTN key value 51 key-value # IR UL E -

ab cd ef gh

H2, RGO IR B RS RN key I value Z I J3 B AT o DRI, T IFIRTRASR
s DU L AT 48 5 i oh 5 3 2104 35 oo et s 9] (1 )

cd ef
ef gh
ef

EoE, AU ERASLENZIN CREE 2R FRE ) FA key value 240 -

ab ef
X ERM
TR, 519 1T

T LA S B oA U et 0 TP i Sk rh mT BEAF AE ) ALy B 2 4 SRS R

fragbits

fragbits JEE AT IP K 120 AR BE A7 . o] LIRS 2 R0 4. 1) Reserved £« More Fragments
{7 A1 Don't Fragment {7 [ L&A 5 o

% 36: Fragbits 5318

54 298

R “BRE” i

M “HEL
D RGP B

N HE— AT £ragoies BT IR, T AAE RO ZHUMEL i 52 1 & Bk (AT is 545

[ RN
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% 37: Fraghit TE T

wixE [

Operator 15t FA

s (+) Ky A AR VL RE T AT 45 52 AL

BT (%) Heyi A0 mT AV BCAT AT 43 52 AL

IS (1) WERARBEEATATHR € AL, Bl AT & 411

Blhn, BEARARBE T “ORE” (Reserved) iz AT RERE TAEM AL MBI, T

ﬂ% R+ 1/]579 fragbits 1ﬁo

id

id R T ARYE AL I OCHE 7 IO S KPR € MBI TP 4R Sk 7 B b il 3 B FeBah s I 5 R A4 41
THAF I BOs B B S R s 2 . i, AE SID 630 Ckr i Synscan i [47145) 1, 10 B
A 39426, IXGRAEFRBCH f A0 (b A 1D 5 1A L

)

i

id ZHAHLAU T

ipopts

1 1Popts KA AIFERI R R AR E 1 1P LI FRIIH T Al IS4

3% 38: IPoption 34

S 152 AR

I EK K

eol FIFRGE W

nop oA

ts I 1) 38

b IP 22 43I
Isrr T Bt
ssrr AR U
satid B HARRTT

3 M i 2 L™ M AT S e, DS DR SIS IE T e S HH 0O PR TP MLk o
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ip_proto

] ip proto BT ATV FH 45 22 0 SCHEFE I 1P s i (0. wT LK TP Wil 52 0 2 255
Z I AL 5 DL N B AL A <o > B0, Bilhn, ZS A E ICMP 1
AR, WA 11 /BN ip_proto KREETFIIE. WATLAAE— NN ZRAMH] ip proto K
B ARIETER, RN G R O 10 2N S R D B AT /R AND DG &R . fldn, R e —
ML ip_proto:!3; ip_proto:te MIHI, ZHNHE 2 AL H] GGP HH3UF1 TCP WM IKI it &

tos

A7 LE 44T 25 2R A (ToS) {H B EAEM 4 LRSS WL e . MM cos SCHE 7 AIRIESRE
AR B B EL Y TP 41k ToS fE. A T-3L ToS LU E N 45 B HLAT & FLI rh )
SE WA AR 6L, A cos SRBREFRIMEKS 2 i A o

\}

AR tos SHUHDL BT .

ICMP R L&

ToS “FB OFE 1P kUM h 7 H, BUMAR 2 12 “ 2240 4 AA5 A5 (DSCP)” (Differentiated Services
Code Point [DSCP]) 7B

ttl

Hea ) EAF I T (el fE9R WA el 57 2 BT AR 22 A0k e TLMIEH] co1 SRBEFARE TR €
BT 2 BN AR Y R A 1 TP 43k tel e K ee OB S ACBEE N BUNIAE (914 0 5%
D arRES AR, PN/ AEAF IS TR A N R BRER B th BN R IR AT . (HTFER, HOCHT
FIAE AR THEAE B A AL B M 530 4h o D I BL TR iEA:

< ¥ TTL % &0 0 3 255 Z R4, L nl LRGN b —ANES (=) (B, mTRHRE s
m=5) .

* [FHEFAF (-) 48 TTL EMIEHE (B, o-2 48€ 0 2 2 Z A, -5 /e 0 3 5 2 [0
FITAAE, s- $aE 5 3 255 Z KT {ED .

* fEHK T () fi75€ TTL AR T MR (P, >3 fife KT 3 MPTHTED o

s R T EEE TS (=) 858 TTL A TE&E T —MRE . (B, >=3 $8E K TEEET 3 [T
A .

* /NS ( $E TTL A/ MRpE | (P, < /e T 3 a1 -

« AN EEE TS (<=) 3008 TTL (/N FEEE T AMRE | (B, <=3 /D TEEE T 3 [
A1 -

Firepower F 4832 £ 7] 11 TR0 ICMP Eeffi t 4 Sk P (K 0 i 22 A SR AR G B 7 (BT, A7
FEFITIUE SCRUUASTIN K 22 20 ICMP SRR o ) 25 18 3 FITEILA IR0 sl L BLA LU €1 e A st
s SRR ML IF AR ICMP BRI, P RE S DR ER BT S5 77 SR AU o

[ RN
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icmp_id 71 icmp_seq

ICMP 515 R 71547 B T4 ICMP Wi i 55 ICMP i SR G R . fEIE R ME T, XEE )& )
e s Bt . A SRRl A A AE 48145 (DDoS) F& 748 4 ICMP ID FIF4UE. MHLLF
AT AT YU HA S ICMP .

FE=r Definition

icmp_id KA ICMP |1 175 3K 5l W 254005 40 1) ICMP ID 5o A% X T ICMP ID 5 1)
i&ﬁﬁfﬁﬂ icmp id %%?Eﬁ?;ﬁo

icmp_seq icmp seq FHETAL AT ICMP [W]3 i K BN 25 AL 1 ICMP FF41 . AR I
T ICMP J7 5 IMEUEAEN 1conp_seq KEEF IS

itype

T 1eype REET AT AR BATR T ICMP JH ERAUE B . 0T LURE A 20 ICMP 28R 58
ToRH) ICMP AR ISR B o i, Mo vl LORE ICMP RIS (E B0 ol i Y
M3 B IR 55 Az Bt

A UMER N5 (<) FER 5 () $7E ieype ZELEAVIH
it

* <35

* >36

* 3<>55

icode
ICMP 4 B AT B E AR, A5 HARA RIS o0 M A OCTEgIME B .

BT BMEH] i coge SRHE T RVUN A HFE ICMP AR {E A EH (. AT LU A 20K ICMP ARG {1
TER ) ICMP ARB LA IR A [F) S Y Pyt

DA T (9 MR T45 (3) $75€ icode ZEEMITE -
LR

© BEEHRNT 35 M, UERE <35,

© BEEHOKT 36 IO, UEHRIE >360

© TR 3 B 55 LM, WERE 3<>55.
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B e mmsmnA

Je

B ATLLFIAEH icode Al itype B ARUUN HIX N H AL . i, ZEHONAE “ICMP H iz
ANH[IE” (ICMP Destination Unreachable) fGi5ZE AT “ICMP i [ A R[5 ” (ICMP Port Unreachable)
FREGK AL ICMP Fidt, 54658 3 1N 1eype KBTI T “ HARARAIA” [Destination
Unreachable] 25%) , JF4RE 3 1EN icode BT HIME (T “%i I /RA[iL” [Port Unreachable] 25
DI

TCP R S {EFREHE T K /)N

Firepower RZSCHF L [ 1T A 2t & TCP 1Sk AN TCP Hii i K/ AR s i) Bt (1 S 7 o

ack

UM ack S8 7RI 5 Ada 1) TCP il 5347 LR W R B TCP #ik 5 500 ack
R TR IR A UL, T2 fi A R o

ack ZHALUBIUNELT -

PR
AU £1ags KEETHEE TCP brS LA S, WERAE CR A 8 b s B O 7, Rk
FE

N

AR TR ae AEON £1ags IMEIO—REIFOL T, NI estavlished (HIN f1ow KEET . TH, W0
FALT AR E A ORI Pr A AL A B R R, AT A stateless (AR 10w KT .

A LA A o R R P T £1ag SCHE T IOAE

% 39: flag %1

S TCP #r:&

Ack N EITR

Psh Bt N A A L Rk

Syn WS .

Urg 05 B S .

Fin KR o

Rst ok R .

CWR ECN 285 1 Clb . XLAHTE R1 280, 5 3CRF I A e
ECE ECN W[, IXPARTZ R2 S8, A 3CHF I 5 345

[ RN |
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Tep srscEmgEi A |

fiH] £1ags RBETFIS, TLMEABE AT RIS RGEMATILACZ MRE . TERMNH T XIS HAT.

R 40: 5 flags S ERHZER

Operator Sk 451

all B DI S TR E bR S . |58 g Ml a1 ATHLE SR G0 & S aksd, BTl
FATA oA AR

any Bdi ] S AT R 2 s & EFE ack. psh Fll any HJHLE LN E ack FI/EL psh bR A
e KU, LA T DO B0 A v i A b

not B ORBA ST AR B, TEFE urg il not AT RIRE A XS 23 i A R0 U 1 s L v B X &

briie

hray
AL

AL £10w BT IR RS b AR 25 TR AT RS A B o £ 10w DT SUVF IR i RIS,
IR 7, M RO H % 7 b S B IR S as i e . R E £1ow JOBET Q) kS 2 £ bis
£, AL E ST ) s RS A (B A IR S DA R 3K S e 0 2 A 2 i A A —
il

B AR HI A A e AL B 2 5 o i A HEAS TCP L 2 R AT i (AR d L& ih s 5
PR » UK flow JSBEAIRNINBNZHN, FHMZ ST EFE Established 24, Wi E 4 HEA
UDP LI 288 TEAR AL, ARG £ 10w B FIN IN BN,  Hi% ¢ Established Z250H1/8 7 W] 2%
. IXFE, TCP 8% UDP UG & AT E0 RS A .

TR TT M2, FO0 51 A B RS R m 548 7 n VRS O BaE . Bildn, 4
ks AT established UM From client ZEUMH £1ow SCEE TN INEIFEAIN,  H 128000 2 ZE A0
£ TCP 5%, UDP JE£Z MO0 N ik, A8 K 5 | ok BURS  ARE 72 25 1 i R 326 TR B A £

Je

R TR EAENERE, NAGZAAE TCP MNEL UDP 2 i U AL 5 10w KRBT .

TERIUTHN £1ow KB THE FIBERFACS L

Tz AMRTSHE X flow S H]

S 5t AR
Established FECEE SRS DT ik
Stateless To B AL B LS PR Wy, #2 il

TERIE T HN £10w KB THRE T [T
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B e mmsmnA

R 42:flow F a5

58 i34 AR

To Client I 5 445 Wi I fi 42
To Server 2 i [ PN A o
From Client B ) it ) S I i A2 o
From Server IR 5 25 T g 2

ijlaﬂf%?y From Server %D To Client #Lﬁ*ﬂﬁﬂ‘]ﬂjﬁ‘é, To Server %D From Client ﬁhﬁf*ﬂ@ﬁ@yjﬁﬁo

XEEE Iy T N RAT BRSO etk @t G SR A I AR 55 45 1) 25 7 S AR )
AR Bk R, AT From servero {HAE, HIRELEIEE I TAGIN A2 7 dii 16 ke 5% 2% L0 R AR B 25
ﬂiﬁ@%ﬂmﬂ, Eyﬁffﬁ From Cliento

IR T AN £1ow KRB E B IRA RS L

R 43: BRI REY flow SE

S 15t BB
R T AR A AN
IR B A F R B e i e

WU&H, EIElﬁ%ﬁﬁ To Server, Established, Only Stream Traffic ¢Fj@ flow ééﬁiﬁiﬂﬁﬂi, i£*$*3é§
TN A ST PR 2 0l v A P B 3 ) R 455 L R 2508 38 oA 2 24 o A )

seq

M seq RBE T W HREHISPISH. FFHS 5 TR E S HOM VLI 10 KRR & fil i 005 e OG- 1K)
. BRI OCHE AR, (Ve B PO A R ) BAT 3 P 8105 (0 e e 0 5 A Y 2%
EEE 1P

window

HI LS window JRBE TR EBOGERIN TCP & HOK/b . A5 OCHE 7 (AR 2. B AT € TCP %
RN BRI, Al . BARIOCHE AR, (AEAT By T PO A A e i) BAT S TCP
T RN (0 2 B (R B e A R 2% 1 4

stream_size

LK stream size KRBT HEAFRMIUEELASRC ST, LUHAE TCP AHEURN A (LT 0 #
fry , BARKE IR

direction, operator,bytes

Jerf, bytes 2P EL LLIE S () 70 FRSH0h ARSI

[ RN
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stream_reassembly =52 .

FRANHT AN stream size T FR 5 AN X 43 K /INE [ 77 T 3 Tt :

R 44: stream_size F{EF E [ S

2%

ikl

client

2ok B ) s RO AL i E B RN UL EE I i A

server

2K H AR S5 A R - i B TR/ MR TS RS A

both

2R 2 i R 5545 RO S8 A 5 4 E R A /A DG P I fd 2

hn, Rk A % S R T 200 T, HLOR FIRSS S Btk T 200
T, B8 voth, >, 200 Hofilik .

either

Mok B & BIR SS o 4 e A TR /NS R i TSRl — P ol
TRE .

B, ok E T i IR T 200 T, 5K F RS A i O T 200
W, B either, >, 200 BHfilk .,

FTRNHAT A stream size KBEFEC A H IS 5H AT :

% 45: stream_size XEFSHITH T

Operator iHER

- T

= Rt T

> KT

< T

>= KT T
<= AT T

B, "TUAEH client, >=, 5001216 fER stream_size KEEFAISE, RTINS 4
() HK T 8845 5001216 7715 () TCP i -

stream_reassembly <=

IR AR R O RN S FARDL T, AT D] stream reassemble REET IR
FEEEH] TCP YR o s, W RAAE RN b 2 DA G BE 57

AT AR VR e A8 P Bt i T

enable|disable,

server|client|both, option, option
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TRANFYE stream reassemble JHEFHL A H A Al £ S 4.

3 46: stream_reassemble 7] i£ 5

2% 152 FA
noalert Jeve R e 5 i 0 AR ] ARSI I, AN A A
fastpath ARSI, RISIERSR R AR ).

Wldn, LURENAER TCP % s Bl i B4, 1 HASERSHE HTTP i B HR R 21 200 OK IR SIS
(R e A T A«

alert tcp any 80 -> any any (flow:to client, established; content: “200 OK” ;
stream reassemble:disable, client, noalert

A LA ] SSL BRI SR 7 FH e A 37 )2 (SSL) AL RS, T M2 il b i B G S B A 5%
SSL AR 2 iR A A5 B

LRI 55 4% BEAT JAS A SSL sl 2 4t J= (TLS) - I il iy, e A2 [l A2 T3
o BORAES TR ARSI B I 1Y, (B4R T S B

SSL Tl A i 25 WF i 98 T BC PR HCIR S AR AAS B I8 T B2 B il 8 B3 FH - i % 2 16 (19 SSL
iy, TLS A CA AR F- I B
ssl_state

ss1_state JEHEF AT T UKL I o ST (PR S 8. BRI A A5 57 T IO BIANBROE & SSL A, 2
KR A 22 A ssl_version KBTS

WERFUAEH] ss1_state REBET, UG HEKS U SSL FALBE g8 K dor i ) SSLOIRZAAE B

B, EERTIE S A Bk B ik B A A B R R 1 c1ientre11o Y E RIS IR SS
WM, PTUAEHN A client hello ZHI ss1 state KEET, RIGHIA 5 KL,
AL 4R Bk SSLORAHEE ZA SR WRIIMEAZH, RIH T OR J&H R s
SHEAT VAN . B, R FEE client hello Al server hello fE NS, RGBSR
client_hello EE server_hello E‘]ﬁ%ﬁﬂﬂﬂl&ﬁﬁ‘ﬁo

W A AR 24 Bl

!client hello, !unknown

ORI A BRI REAOIRAS, NI EAT ssl_state FUWIEIRK 2N o 551 state FOHRE
TR LU R IR 25

[ RN



| aExAEHm

%z 47:ss1_state B

appid XigF .

2%

HA

client hello

SR INE AN, VBB SRR clientrello (UHR TN B

server_hello

%E&%%&”W@gﬁﬁﬂ”ﬁﬁ‘]ﬂﬂ%ﬁiﬁlﬁﬁ‘iﬂﬂh, @Eﬂ?ﬁ’,ﬁ%’éﬂﬁg ServerHello E/.]:Hj'@_qi
?%/%\o

client keyx

P i [ ik 55 s R B B LA Rk B ik 55 28 I35 B I, DLPCH 2R A,
ClientKeyExchange HIETE B .

server_ keyx

245 7 i [v) JIR 55 i 5 8 D LA AMRC oK 1 IR 45 )8 DI, DLHCT RS- AL
ServerKeyExchange E‘]ﬁ?/ﬁ E\ °

unknown

DEPCATA 2 T4 2R 2

appid XE=F

ssl_version

ssl_version DB T UL O N 2 1l P RRCASAS B o T SRR ) 4 A ssl_version RB, B 5%
YA SSL MiAb #EAR A A it 5 1) SSLARANE B .

fhn, anF AN SSL 2 A AR 2 oh D R, AT DA A ss1ve 28001 ss1_version KEET
KAUAAE 1% SSL A IR &

A HEE 5 B AI R SSL AT EZ S8 MRV ZANZH, RGMATH OR B HAFRHX L
SHROIATIASG . i, an RO R A A SSLv2 Iy as s, vl LA ) KIS

ssl version:ssl v3,tlsl.0,tlsl.1,tlsl.2o ﬁ*i’ %ﬂ)ﬂﬂﬂ%%ﬁfﬁﬁﬁﬁﬁﬁ SSL 3 ﬁ)izi-‘\ TLS 1.0 ﬁﬁ
AL TLS 1.1 BIAREL TLS 1.2 BRI &

ssl_version KT R LT SSL/TLS WA IRFFAE N S 4L

% 48: ss1_version B

S By

sslv2 VT O FH 2e 4 B4 72 (SSL) 2 RRAR G A I o
ss1v3 VU5 FH 2 A543 7 J24 (SSL) 3 RRUAR Gl f I ko
t1s1.0 DCRCAE P A% 42 2245 (TLS) 1.0 ARSI & .
tlsl.1 DCWCAS FH A% 2 224> (TLS) 1.1 A2 AL 1 7
tlsl.2 VL PiC A FH A2 64 (TLS) 1.2 RRANG S i 8

UM appia 85 U B A b O R AT BIMS . 25 FH  Web B HT o 541, W UBE S 1 5
2R 52 IR R W R S N o
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LENAZIRINE) appia KT, B E ApplD (Configure Appl D) LA HE—ANml 22 AN BRI (1) 1

A

i B

A ARz F

I UAR 44k, AT A (Available Applications) #1232 [, I H 7R R Gokbil il 454
MNH (BT 100 4 -

o SRR AT, T R AR T Sk

AT TFRA B 1, SR I TR P PR 02 JE LA T T P T TR P4 2, W T 5
i e @) .

AR AT ES
B AR ELC R N, T DAk BL R 77 2UBR ) Available Applications 413 :

)

THURNH], 1 s 413& EJ71K Search by name $é7r, SRGHEAAFR. SR SAEBEN N A
BEATEERN, LU R VLRGN o

SR N I DE AR K BRI, 54 B2 A i3 82§ (Application Filters) 414 . Available
Applications 1| AE RN I JEAS I HEAT S8 iSO, AR GUAE AR EAR SKbric R4
REAEMR A R P U] CAE I S A I i e rh evk OsD I

PR

WIARAEST. Application Filters 5|8 ik $—ANaZ NI UERS,  FEAEIXFRRAS R84 AvailableApplications
I3, R AND iz SRS R k£ 544 =g vk H 1 Available Applications 51 % #7414 .

prig I At

FEEPERAAN ], EIEEGZ N I A SRR RN (Add to Rule). % £ 24 1 52 B IR0 A ) B 7
NH, TE A S T IR 2L (Sdect All),

Rz = iiE

EARTAL B HAT I JZE DA (0 B /A B AUNVEAL AT, (R AT T LA P 43 P Ak P 5 8 oK
KB 2R

RPC x§E=F

rpc REEF I TCP 8¢ UDP gl A b i JF il 4 v F S A2 i B2 B (ONC RPC) JIRjRSs o XA v LA
Rl N AL RPC FEJP AT . AR AT LA RPC i WG F2 73 SHe i e I 2% 12 R iaqT
0] LA ATA] RPC HR4s . i1 nl g 226l uy il ANl oty BB R 70247 RPC () HAtheg . R
IV T rpc KETFHZMNSHL

[ RN |
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ASN.1 X5

3R 50: asn.1 KEF L

asna x5z

= 49: ipe XBREFEH

S 15t B

application RPC [ %5
procedure W RPC ik 72
version RPC JRA

B rpe RETIRESHL, WM LL R iETx:

application, procedure,version

Hrp, application & RPC N %i*5, procedure & RPC i F£4i "5, version J& RPC WA . WhZIFR
rpc REEFHIITA S - R TESRE T — A28, FRIHFRA RS (+).

B, AR AT R AT RPC b U FE T (LA 100000 K75 RPC N H) -, wlff
100000, *, « 1F A S%0.

asnl R TFAERTT DU A B Bl 0, DLE R Al S g .
RN T asn1 KETFHISHL.

S¥ 1 AR

s AR T S A 28 Wk W) TC R £ iR o

X For i T FrAELE rp X KX ASCH 4f5 . 31X & Microsoft Windows P [ —A> &N, {2 H AiASH]
TEWRLE AR 45 n] e S AR H

KK K R F RS20 ASNLL 287, #lan, WS Oversize Length & 4 500, 14 KT
500 ] ASN.1 T ER S fih e FE I o

75 m s BE MR AR S AR W . GFIcE, WM E T EEs T 0 a1 A, D) #l
o, R RS SNMP P50, 1R+ Absolute Offset & 4 0, {H AN Relative Offset.  Absolute
Offset 7] DLJg IF B el /1% .

AHX MR ZRVLEC . pere BX byte jump HALHIAINH S . BEILBERENE “foo” JGH
ASN.1 /&%, ¥ Relative Offset X B N 0, {HAE & Absolute Offset. Relative Offset 7] LAS& 1F
B, GEICHE, W ETHEESNTT 0 I H. )

140, Microsoft ASN.1 JIE FRAFAE — /N2 il G o DXt Y 10 RN, (s ety e 6 ) B0 5k o
S R RAE B WA R GRS ASN Bdla i, K 60 b i BGE AR W] AAE R A R G400 L
BRAGENL ERAT, sUATREFE DoS 461F. LU BUWAEH] asn1 S8 Aor Il I A1) FH e i AOAT 4 -

alert tcp SEXTERNAL NET any -> SHOME NET 445

ERPONCIIN |
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(flow:to_server, established; content:” |FF|SMB|73|” ;

nocase; offset:4; depth:5;

asnl:bitstring overflow,double overflow,oversize length 100,

relative offset 54;)

15 TCP it A SEXTERNAL NET 2% 5 5@ AT AT AT i 1 AR ATA] TP Huhik3% /) SHOME_NET
AR R T SCIRAE i 11 445 FOAEAT TP Hht,  EIRBENPR s A e fb . eah, B0 5 g5 ds 2 1Al
SLH) TCP MEAHATIN . AR5, AZHUUAERS 2 AL B R 2 WA TN B, ZMUAEH] asn1
R AN R A MU ASCIL G, ALAE A b — Dl A A DR RC 45 R ASK A 55 5l SR
100 7 45(¥ asn.1 KRR . GEIAE, ofeset THEERMTI 0 FFAATER. D

ALK uriten KREET A HTTP B & FUAC B 45 A, DU & HTTP didd i K Tk
v R T /MK B B SR AE VS A IR URI

75 HTTP A5 25 AL PRS0 S S HEAT AV AL AR e, U5 B R AR s U PP At B B, I € URI
KT urilen KRB THRE M EAAFARILAC . W] LA FH e S B A AGr I B AR ORI B ¥ ] ) 2B
i, flln, SIS I, DAAEEGE ) D RAT RGO I ML TE B DoS 25 sihAT A4
fhe

FERM A uriten KEETI, HER:
* ;gﬁﬂ?J:, urilen %%?1‘3%5 flow:established %%?M&*ﬁ‘ﬂ%ﬁ‘ﬁiﬁﬁ%%?%é\ﬁiﬁﬁo
* BUWPMERZ5E TCP,

o Hbrimg 46240 HTTP % [

T LMEH R 458 NS () MR TS () $R 58 URI K.
ol
* JRIE s AR, 5 5151 URL.
cJRE < 5 (H—ASHAFFRIT) KN T 5 71710 URL.
< R > 5 UH—ADERPARIT) ST 5 7451 URL.

CHE 3 < 5 (o WS DT AR BRI 3 2 5 A URL.

B, Novell feZs-#% i i 2 A2 W7 512 FH AT iMonitor 2.4 Wi A7 AE—AN AN, 102K [ eDirectory
8.8 it. WE I URI ) — i e sl e ph Xk HY, S A5-280 ok 23 e P P A 2 U B AL i 4%
i, ZAEE W] AR R A REGONBIR I BN BT BT BE 38U DoS 450 LR RUUAE ] uriten 58
By G K 1 A P e TR AT

alert tcp SEXTERNAL NET any -> SHOME NET $SHTTP_ PORTS

(msg:"EXPLOIT eDirectory 8.8 Long URI iMonitor buffer

overflow attempt"; flow:to server,established;

urilen:> 8192; uricontent:"/nds/"; nocase;

classtype:attempted-admin; sid:x; rev:1;)

[ RN
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DCE/RPC =

pcemee x5t

447 TCP Jii i A\ SEXTERNAL_NET 7% & th g SCHAS A A 35 11 (R AR AT 1P Huhik-i In) SHOME_NET
Ap g A SHTTP_PORTS A% 5+ e SR A TP Hhudik, R ALK 25 28 e it o itk
b, AR 55 2% 2% Z AL IR TCP SRR 2N PE Al Bl o aZUAE ) writen OB A I
KT 8192 F A9 AR URL. f)m, ZMNIAE URL P RANX S KNG R E WA /nds/.
X ED

NAZ RS, 28 4 5T

NAZ TR SR H bRsis 11, 55 8 T

TilE SCERIAAL &

MR PR = DCE/RPC X85 n] T 145 DCE/RPC 2 iE i & I . 24 R GEAb PR A7 X 46K
BRI, 21 ] DCE/RPC FlAb#L: .

3 51: DCE/RPC <5¢=F

fEHA..... FERAAR.. ERNHAE..
dce_iface PhaT YU & DCE/RPC IR 4% (54 £,
dce_opnum FEFT TNk dce_iface VUi 2 DCE/RPC R &5 #4E 1 £fis f,

dece_stub_data FERUTINE dce iface M | 58 SCRFAE AT SR w0 W 1R A7 AR KAcdie

dce opnum

1%/35%‘%, EL%EP ’ }Eﬁﬁ%ﬁt dce opnum BT hn L dce_iface, #}EZIS%E dce_stub_data ﬁﬁﬁﬂﬂi

dce iface *ﬂ dce_opnumo

W] LUK IX 4 DCE/RPC S 7 5 SRR N SC B 7 45 5« T8VE R, X T DCE/RPC R, R AE H]
IiflT DCE/RPC ﬁi&ﬂ’] byte jump. byte test }ﬂ byte extract 3‘%%%0

JORHE UL & DCE/RPC S8 IR 42 /DAL — A content JRBESTE,  DARHER KN 5 B84 FH pidd
FESCUCHL AL, AT DO bR A B o A s e B . 35V, WSR3 2 /DA content KRBT,
Tl 2T A M content REET ] Use Fast Pattern Matcher %%, M5 | ZEHS &8 F P s UL AL
.

FELLFHEULR, ALK DCE/RPC WuAS B AR SRR K A5 B AR VG IE 1 P9 725«
© ARG HAD content REET
s HMELE S A content KT, {H DCE/RPC WA FAHARAF BARE HE HAth A 25 AR (52X
%141, DCE/RPC A S ARARAT S SEAT T R LSS 35 1 Py 2 S I

IS AT L rp AN RS RO AR SR PA 8 DG PR 2% 1 R -

o SOFTCTHI )& RE () DCE/RPC B, AFFI N2 105 00 ooy (JHT 05 FZERA. 00 RERRA T K
PDU [ #.o6] 2574 00)

o GHTIEEEHE) DCE/RPC #, R NZ 104 001 (JHT 04 fiAFIF K PDU 284 00)
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. dce_iface

dce_iface

BEXAEAN |

FERXPAFR DL T, FBNRE IRAS S AR AR ST content JCBREFHUERUINIRE, LA FH L= PEp e
JPi A S DCE/RPC WilAbBEAS CL 58 UMb HE . 15V R B content JOBETIBCIE IR @ iX Al
18 T8 FHAE R AR B ST O T BRI RRAS P, 0T T 000w g JH At P 5 DG FBC G 75 X AR
HXER

DCE/RPC Tithb 2 4%

content Al protected content JSEETF , 24 TU

content K H UMM VLR F 240, 2 33 1L

MEER: byte jump Fl byte test JCHEF

byte extract BT, 41 7T

ATLME dee_iface KA UUNHFE DCE/RPC ik o
B, dn] LK dce_iface ] dce_opnum Al dce_stub_data KEEFaG M, LD BRI )
DCE/RPC i .

[i5] 5 1) 16 “7~ 1518 I ME—FR AT (UUID) TR0 43 fic 45 454~ DCE/RPC IS5 BN 4% 1. fgiln, UUID
4b324£c8-670-01d3-1278-5a47bf6eec188 iR %] DCE/RPC lanmanserver {55 (S FRN srvsve IRSS) » %
ARG AR T T ISR M TENHL. SCPFRT SMB i %4 B IE I BETh it . DCE/RPC TRALFL 84
H UUID B AH AR SLA K FR ¥R DCE/RPC 231 -

P21 UUID JE it 5 N HNEE 777 s CPAT R 2 a7 A7 bR 4L

<4hexbytes>-<2hexbytes>-<2hexbytes>-<2hexbytes>-<6hexbytes>

AU I AN A UUID CEEREFRT) Skfaws 0, Wbl F AT netlogon £ 111 UUID H JT7R:

12345678-1234-abcd-ef00-01234567cffb

TEE R WA LA R 1 PR UUID H AT AN AR o RV R AT M 1 51 R A il o fr T 2
TE 5 CLIEA 0 278 UUID,  AH A8 0] B8 75 BAE S N T JE 0TS UUID 4. % & LU AT
RIS RS UUID, 7EJ545 ASCI SCAH, 1% UUID AT = AN 2454 B A I8 AT s DL/ 2 5 I e

WoR:

£8 91 7b 5a 00 ff dO 11 a9 b2 00 cO 4f b6 e6 fc

LA dee iface REETHHEIX MR UUID, Tk e sbili A ETAT, ARJa LUK 71 ML FsCE i
AT, R ETR:

527091 £8-F£00-11d0-a9b2-00c04fb6e6fe
S A DCE/RPC 2 W] et 5 A 1) 2 AN LU K, AHAE — DR P LB — A dee_iface K
Bt T A R U A A I A

DCE/RPC W8 FBAT 5 A S . 8, LU @i e AT IR LUCAS, AR AT i W A
AT AT P TIERKTIREM.

[ RN
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dce_opnum X #EF

dce_stub_data X%

dce_opnum XEF .

B 7 TCP 4MBLS 1P 4} b, ST LR e BRI E 6% 1) DCE/RPC HEAT Ao S8, HEAEAT
DCE/RPC Ay (55— MBRA) 53k LRGN A (F AT P, 0 FLSCRE BT e S BOK st (R
S R THRERRIEEE, AT DUHUR IR R X T 4 AT VA

TRAGT dce_iface KT ZH

% 52: dce_iface B4j

SH 15t AR

Interface UUID UUID (EFEEFR) , HTIRBEALE DCE/RPC it Al Ao 2 IR 45 0 3 H
Bell. S5 AN SE AT i RO DL G B2 11 UUID .

Version B, TTLAERER FHE DR A S 0 31 65535 Fl—ANEAERF,  LAFS B &7 Rk
T ) AT (O T () BAET () 5 EER A .

All Fragments o, W LUESEVLEC S DCE/RPC 73 i SR FT A 45 AT (WHT 4R €D #2 FR
Ao BRINGOL T, WSHAWEEH], Roaxocul v RS 70 s R I 8
Pt S fa e H ARG A BATIL R . R, ST e R EORIR.

AT LK dce opnum S HI DCE/RPC FAbEEAR 45 A4 ], LA S] DCE/RPC &5 $R AL — AN 8K
ZANRE B AR HE £

v Ly e E S SR 2 iR Ss s 8 (I 2% pf 0 ¢F DCE/RPC MV R N ERE) o #AE% 5 (opnum) H
T-1H) DCE/RPC ik Hh R e B4 o Il v] B8 25 BT 0 e B4

%4, UUID 12345678-1234-abed-ef00-01234567cffb 1R51 F T~ netlogon JIR 25 (045 11 iR &5 H 4L JL+
MR EAE, Hh 2z —2#1E 6, NetrServerPasswordSet 1.

NAZAE dee opnum FKEETFRITINN_L dee iface BT, PLUHMEAEHIIRS .

Al LA E AR — > 0 2 65535 Z - FREHIE, v CURE — RYHE AR o i iELE, 80
FRE I SRR ERERE A2, o pg 4 Ve R nl 4 AT AT U HES o
PLRATART 7551 R K 1 2 A3 201 netlogon 3 ES 5

15

15-18

15, 18-20

15, 20-22, 17
15, 18-20, 22, 24-26

A LLKS dce stub data KEET5 DCE/RPC FALFL 8 &5 A, LAFR 2 TE 18 AT ] H A AR ) 326 35 41 ]
FIRU 5 | B340 N AT AR B AR T Sk AR 7 o EERAE dee stub data BT 1T B 40 57 23090 Uk
THURH 6 T A7 M B 28 1 X3 T

DCE/RPC {42 (it 2 F it F2 5530 FH Al DCE/RPC 24T R4 2l 1, X FpLb il 424t 1
DCE/RPC % S H E I FEFIHR 45 . DCE/RPC il 7E DCE/RPC i (o I A7 AR £ b B o0 R sl o Fl
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| IRET S

SIP X

sip_header X #EF

sip_body Xig=

sip_method X5

BEXAEAN |

?ﬁ*&éﬁﬁ%%ﬁFl"]ff:"é?ﬁﬁil%iﬁll)ﬁﬁﬁi‘ﬁ%, A, }Eﬁﬁgg?'f: dce stub data ﬁﬁﬁblﬂ: dce iface %D
dce opnum, ELiH%U*H;%E@E&é%*D%%TEo

dce stub data %%ﬁ?/&ﬁ%;& °

A VYA SIP S 7] HI T 4% SIP 23 1 i A da ] o

THVER, SIP UMM 552 BIHH 48R S5 (DoS) Buiti. FE T 2 (1 Bt B A1 mT BE Al vl SR Beati AL A
I

ATLMER] sip neader SR MERHXI SIP 15 K sl W AR Sk IT SR ITdakr &, JERe A 2 R A A X 41
Sk B

sip header %%?/ﬁﬁ%;&o

PL R 7 BRE I 73 o dig 1) SIP 4K IFULHAC CSeq 4Rk 7B -

alert udp any any -> any 5060 ( sip_header; content:"CSeq"; )

AR EHR
SIFOYNES I RINAS
B AR (R Bk 7 A

ATLMEH] sip_body SBEAAESRIN M) SIP 135 K mlm By S E SO SRR 2, JEH A A BRI R AT
TR IE S,

sip body %%@?/&ﬁ%é&o

PLR 7 BRI 43 v Fig 1) SIP WV IE S, IFULACHTHEH SDP B (1) ¢ GEHAR D FBUh e 1P i
3k

alert udp any any -> any 5060 ( sip body; content:"c=IN 192.168.12.14"; )

THER, MUUAGRR 252 SDP N 7. SIP FilAL B &R SR IBCRE AN S E SO A6 FEmT SR 5 1 4 1

B> SIP ik i) method 7 BT T WK H Ko TEMEH] sip metnoa SR8 7R & 71k
SIP K. MEHIZ SR IT 2 P 5Tk

ATLARR € LA I 24 € SCRAEAT SIP J5v:

ack, benotify, bye, cancel, do, info, invite, join, message, notify, options, prack,
publish, quath, refer, register, service, sprack, subscribe, unsubscribe, update

JHEAX P KNG o T DA IS 5 o a2 AN Jridk.

[ RN
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sip_stat_code X ¥

sip_stat_code X ¥ .

1T AT RELAERE K E SCBNK) SIP U7k, Dbl BLaRE A€ 7k (B, S9TARE X757 « RFC
2616 3 SC T2 N7 BUE, M A VPRI P AP R BB AT (Bl = (A 3D DUSMKIIT A 745
G RBAHERR A AT e 43, 16 M RFC2616. WURRGAEH & TS IRE ) B e 5, ek
fr At sk, HARATNE.

RGUR 2 SCRF 32 5, BAE 21 Rl i A5 11 MOk . R G0R: 2 s 45T RE T B A A
ARTE 5. TERL BT 32 FOE, Wil E R 7% (Methods to Check) SIP FiiAb B 45
I E (M )57 o

WERAEH S e, HedaE Mok, #illn:

linvite

EEE R, M2 sip method REETH AND iBHAHIE. #lW1, AIRER invite Ml cancel
LMW BT E SN 5, B E B sip method KT :

sip method: !invite
sip method: !cancel

BRI T sip_method KBTI DAL E—AN content JEHET:,  DUAORAEIN 5 44 A P
A VCRCRE T, AT DR AL FE T B R s PR e . TEERD, WAL 5 22 /b — content OB,
T AT content KHEE T HIERIRMER LALFZFE (Use Fast Pattern Matcher) 4, JiI5 |4
oAl PR A VT AR e«
HXERR

SIP oAk PH g I

content fl protected content JEET- , 5 24 7T

content JHE FIRUBA VLR P24, 5 33 1T

15 SIP IR B RSO A AR S ISR AR 2 B e 0T DU sip stat code JRETFIIARY i
ARAATDHG SIP W1

FDARE A AN AT (12 9) - MEREM = LE (100 2 999) B AL 15 I P T IR A7
AEHPE S MRHR . WRIIR P HAEF— DK 5 SIP Wi AR AL D, W51 VLR

IR T AHRER SIP ARSI

% 53: sip_stat_code &

EHMEPE... FHEONE.. R SR AE...

R ARG A BOIRASACHS 189 189

ATA LASR S — AL BT LRI = | — i3 1 1xx; HI, 100.

P ARG 101, 102 %

lEIES PLE SRR e 5 — |222,3 222 Pl K 300+
(&R 301, 302 %%
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- T

GTP XHF

gtp_version X

gtp_type XiEF

%< 54: GTPiH 2B

BEXAEAN |

TIVEERD, UG A P i VC LR P R H sip stat code KEEFFREMIME, JCie N2
TALE content FHEF,

A=A GSRP FEIE MY (GTP) S8 v H 7K & GTP iy 2 1) GTP fRA . T B RMAE Bt .
GTP B FAN] 5 HABNAZ T (B0 content Boyte jump) L5 . B gtp info
ﬁ gtp_type %%@?Eﬁ&%ﬂﬂ”*fﬁﬂa gtp_version 9@{@?0

|l LA#E gtp_version TR Y GTP #2415 B LA 2 GTP Al 0. 1165 2.

ARG GTP RUASE SRR SRR BIEH, B, (] ato tyoe 8 ato. info XA
IR [RIIAEH gtp versiono BILIHEFIREN 04 1 84 2.

4% GTP B i — P B AR, R —NMUER — DR k. 7T gtp_type

KEE PRI AR T GTP M ERM M E. BT AR GTP A e AR FE BERRAE B ITER,
Jﬁli?fffﬁﬁ gtp_type ok gtp_info %%ﬁ?ﬁ%ﬁﬁﬁfﬁﬁ% gtp_versione

Al DUV SRR e SR HEIME, o) DR e U, B R e B S X I AR R AL A
ES5rRRAIEE, Wbl R Elfrs:

10, 11, echo request

RGAEH OR #RAEAVCECH H I REAME B AT o AR AF 8 A U I AN 2L . B3R R4 fr]
—MEECPE AT RIS OB VLIS . W R AR AT S JEVR VU IR A B G Y LR (L R R
o BT R

TVER, NRPAER GTP A 1206t [l — i BB AN M. #IW1, sgsn context request
X4 B ZMAE GTPvO A1 GTPv1 H{E & 50, {HLE GTPv2 FF{E & 130,

gtp_type KEEFILHAR RME, AR FEdRh AT . £ Eidorplt, £ GTPvO B GTPvI
i anrh, I OCHE IR B AUE 50, E GTPv2 At rf, WIPTHEE 130, n S H b i 2
RIUMEA AR R E AR C AN, OGP A ISR .
USROS — N EH, WU OB 7 P N RS GTP Ml B b A VLRE I, SCHE 7
SVLHE, oS B AR E IR

TERAN T ARGV O EERE GTP 1 SRR E SCAE A 715 Hi

=l k7S 0 R 1 FRZ 2

1 echo_request echo_request echo_request

2 echo_response echo_response echo_response

3 version_not_supported version_not_supported version_not_supported

=

BEXNZHN
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gtp_type XHF .

=l FR7A 0 FRZ 1 FRZ 2

4 node_alive request node_alive request ANidE FH

5 node_alive response node_alive response A3

6 redirection_request redirection_request A3

7 redirection_response redirection_response A3

16 create_pdp context request create_pdp context request ANidEH

17 create_pdp context _response |create_pdp context response A&

18 update_pdp context request |update pdp context request AN H

19 update_pdp context_response |update pdp context response A3

20 delete_pdp context request delete pdp context request AN H

21 delete_pdp context response |delete pdp context response A3

22 create_aa_pdp_context request | init pdp_context activation _request | ANif

23 create aa pdp context response |init pdp context activation response | A~id

24 delete_aa pdp_context_request | A3 FH ANidE FH

25 delete aa pdp context response | AN F A3

26 error_indication error_indication ANidE FH

27 pdu_notification_request pdu_notification_request A3

28 pdu_notification_response pdu_notification_response AN H

29 pdu_notification_reject request | pdu_notification_reject request A3

30 pdu_notification_reject response | pdu_notification_reject response AN H

31 AN A supported_ext_header notification A3

32 send routing_info_request send_routing_info request create_session_request
33 send routing_info_response send routing_info_response create_session_response
34 failure report request failure_report request modify bearer request
35 failure_report_response failure_report_response modify_bearer response
36 note_ms_present request note_ms_present request delete session request
37 note_ms_present_response note ms_present_response delete session_response
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. gtp_type XHEF

BEXAEAN |

=l FRZ 0 FRZ 1 R 2

38 A& H AN H change notification_request

39 AN A ANidE change notification_response

48 identification_request identification_request A3

49 identification _response identification_response ANidE

50 sgsn_context request sgsn_context request ANidEH

51 sgsn_context response sgsn_context response AN

52 sgsn_context_ack sgsn_context_ack AN H

53 AN A forward_relocation_request ANidE

54 A& H forward_relocation_response AN H

55 AN A forward_relocation_complete ANidE

56 A& H relocation_cancel request AN H

57 AN A relocation_cancel response ANidE

58 A& H forward_srns_contex AN H

59 AN A forward_relocation_complete ack ANidE

60 A& H forward_srns contex_ack AN H

64 AN A ANidE modify bearer command

65 A& H AN H modify bearer failure indication

66 AN A ANidE delete bearer command

67 A& H AN H delete bearer failure_indication

68 AN A ANidE bearer_resource command

69 A& H AN H bearer_resource failure indication

70 AN A ran_info_relay downlink failure indication

71 A& H AN H trace_session_activation

72 AN A ANidE trace_session_deactivation

73 A& H AN H stop_paging_indication

95 AN A ANidE create_bearer request
BEXNEH
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gtp_type XHF .

=l FR7A 0 R 1 FRZ 2

96 A& H mbms_notification_request create_bearer_response
97 AN A mbms_notification_response update bearer request
98 A& H mbms_notification_reject request update bearer response
99 AN A mbms_notification_reject response |delete bearer request
100 A& H create_mbms_context request delete_bearer response
101 AN A create_mbms_context_response delete pdn_request

102 A& H update_mbms_context request delete_pdn_response
103 AN A update_mbms_context_response ANidE

104 A& H delete._ mbms_context _request AN H

105 AN A delete. mbms_context _response ANidE

112 ANiEH mbms_register request AN3E

113 AN A mbms_register_response ANidE

114 A& H mbms_deregister request AN H

115 AN A mbms_deregister response A3

116 A& H mbms_session_start request AN H

117 AN A mbms_session_start _response A3

118 A& H mbms_session_stop_request AN H

119 AN A mbms_session_stop_response ANidE

120 A& H mbms_session_update request AN H

121 AN A mbms_session_update response ANidE

128 A& H ms_info change request identification_request
129 AN A ms_info change response identification_response
130 AN ANidE FH sgsn_context request
131 ANIE A3 sgsn_context response
132 A& H AN H sgsn_context_ack

133 AN A ANidE forward_relocation_request
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. gtp_type XHEF

BEXAEAN |

& FRZ 0 FRZ 1 R 2

134 A& H AN H forward_relocation_response

135 AN A ANidE forward_relocation_complete

136 A& H AN H forward_relocation_complete ack
137 AN A ANidE forward access

138 A& H AN H forward_access_ack

139 AN A ANidE relocation_cancel request

140 A& H AN H relocation_cancel_response

141 AN A ANidE configuration_transfer tunnel

149 A& H AN H detach

150 AN A ANidE detach ack

151 ANidi AN H] cs_paging

152 AN A ANidE ran_info_relay

153 AN ANidE FH alert_mme

154 AN A ANidE alert mme_ack

155 A& H AN H ue_activity

156 AN A ANidE ue_activity ack

160 A& H AN H create_forward tunnel request

161 AN A ANidE create_forward tunnel response

162 A& H AN H suspend

163 AN A ANidE suspend ack

164 g ] i ] AT

165 AN A ANidE resume_ack

166 A& H AN H create_indirect forward tunnel request
167 AN A ANidE create_indirect forward tunnel response
168 A& H AN H delete_indirect forward tunnel request
169 AN A ANidE delete indirect forward tunnel response

BEXNZHN
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gtp_info XigEF .

& FRZ 0 R 1 R 2

170 ANidE ANidE FH _access_bearer_request

171 AN A ANidE release_access_bearer response
176 A& H AN H downlink data

177 AN A ANidE downlink data ack

179 AN AN3dE FH pgw_restart

180 AN A ANidE pgw_restart_ack

200 A& H AN H update_pdn_request

201 AN A ANidE update_pdn_response

211 A& H AN H modify _access_bearer request
212 AN A ANidE modify access_bearer response
231 A& H AN H mbms_session_start_request
232 AN A ANidE mbms_session_start_response
233 A& H AN H mbms_session_update request
234 AN A ANidE mbms_session_update response
235 A& H AN H mbms_session_stop_request
236 AN A ANidE mbms_session_stop_response
240 data_record_transfer request |data record transfer request AN H

241 data_record_transfer response |data record transfer response ANidE

254 AN end_marker ANidE FH

255 pdu pdu ANidE

gtp_info >

4 GTPH AT ZAME R TR, RN oo s m 2oE R — M E A 745 ok R
Wo FTUMER gtp_info KEETAERTE MM RITHITLIT A, IR ER THRENF L. i
TN GTP A E AR B AR BotE, e oG P I AU ] gtp_version.

B TR E O B ME S AT o W AR — ME s A, n] DAAE— S
B Z A gtp_info KEEFRI AL MG EITE.
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. gtp_info KiEF

FZ 55:GTPE2TE

BEXAEAN |

IR — AU EMHARMKZMEETTER, RGN EXLEITTFRITILR. A E T
FALTCRN DL, R OB B de e — el

EVER, AIFAI GTP A B A —AME BC R A AR . B, cause IX/MF EJTEAE GTPVO
N GTPv1 FHA 1, 1HAE GTPv2 FHAZ 2.

gtp_info REEFILALAFIMM, R EER R IRA S . 78 7w, {EGTPvO B GTPvI
el turh, HOCHEETFICHE BRI, 78 GTPv2 Fdlstur, WIVCHLAY 2. &b it Boc
FAEAGE AR P € A A, OB T AL IL R HE ..

WG fE BT ML W SCHE 7 (1 B 2R S GTP Ba b % AE LG, SCHE 7Rt
2 ULHE, Toie B B4R E AR T .

TRAN T RGN A GTP {5 RITRE BN 7 H .

& FRZ 0 R 1 RRZ 2
1 cause cause imsi
2 imsi imsi cause
3 rai rai recovery
4 tlli tlli AN3E
5 p_tmsi p_tmsi ANiEH
6 qos ANEH ANEH
8 recording_required recording_required ANiE
9 authentication authentication ANiE
11 map_cause map_cause ANiEH
12 p_tmsi_sig p_tmsi_sig ANiEH
13 ms_validated ms_validated ANiEH
14 recovery recovery ANiEH
15 selection_mode selection_mode ANiEH
16 flow_label data 1 teid 1 ANiEH
17 flow label signalling teid_control ANiE
18 flow _label data 2 teid 2 ANiEH
19 ms_unreachable teardown_ind ANiEH
20 A& nsapi AN H
BEXNEH




gtp_info XigEF .

R

BEEN

.
[}
B
o .m w..%en_nm
~ |22l e e = . 5 5 |5 5195|122 |5 -
Kﬁﬁﬁﬁﬁﬁﬁﬁﬁnmia_.m.mmOammm_wmdim
B (K |||l || lgslE|B |8 |B|B|e|E|8|& 8|3 |82 |8 |5 |2
g - o
3 |18 |8 |2 |9 o |2
£ |8 |8 |5 |2 |t |& |8
.83 |als|5 (5|88 =8| |2 B |2 2B |8 B |2 R |2 R e 2R |E
¢ lE|2lg (e 22 g lg|2|w | |9 2 2|2 (2992|229 |9 |9 |9 |29 |32 |3
= |8 B (BB |8 |5 |E |8 |8 | |K|& | |K|K |||k |||k |e |k |k
=R R = = = = = = - = - B - = - = = R - = - R -
% |8 (9 |9 |9 (9 9|9 |9 (9|9 |99 |9 |29 |9 (9|49 |9 (9|9 |9 |9 |9 |49 |9 |9
B KKK K& | |K|K |k | |K |||k |k |k ||k |k |k |k |k |k |tk |k
WIS 888 S S8R |Y R IT 2 gITRIRIg IR |% SR 8|S

=AU
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. gtp_info KiEF

BEXNEHN

& FRZ 0 FRZ 1 R 2

88 i i tmsi

89 RS R en_id

90 RiE &R s103pdf

91 ANiEH AN sludf

92 A& H AN H delay_value

93 AN A ANidE bearer context

94 A& H NiEH charging_id

95 AN A ANidE charging_char

96 A& H AN H trace_info

97 AN A ANidE bearer flag

99 ANIE ANiEH pdn_type

100 A5 Sl pti

101 A& H AN H drx_parameter

103 AN A ANidE gsm_key tri

104 ANidE ANidE FH umts_key cipher _quin
105 AN A ANidE gsm_key cipher quin
106 A& H AN H umts_key quin

107 ANEE ANiE eps_quad

108 A& H AN H umts_key quad_quin
109 AN A ANidE pdn_connection

110 A& H AN H pdn_number

11 A5 Sl p_tmsi

112 AN ANidE FH p_tmsi_sig

113 AN A ANidE hop_counter

114 A& H AN H ue_time_zone

115 AN A ANidE trace ref

BEXNZHN
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gtp_info XigEF .

& FRZ 0 R 1 R 2

116 ANiEH AN3E complete request msg
17 A5 Sl guti

118 A3 A3 f container

119 AN A ANidE f cause

120 AN AN3dE FH plmn_id

121 AN A ANidE target id

123 A& H AN H packet_flow_id

124 AN A ANidE rab_contex

125 A& H AN H src_rnc_pdep

126 AN A ANidE udp_src_port

127 charge id charge id apn_restriction

128 end user address end user_address selection_mode

129 mm_context mm_context src_id

130 pdp_context pdp_context ANidE

131 apn apn change report_action
132 protocol config protocol config fq csid

133 gsn gsn {EiE

134 msisdn msisdn emlpp pri

135 AN A qos node type

136 A& H authentication_qu fqdn

137 ANiEH tft ti

138 A& H target id mbms_session_duration
139 AN A utran_trans mbms_service area
140 A& H rab_setup mbms_session_id

141 AN A ext_header mbms_flow_id

142 A& H trigger _id mbms_ip multicast
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. gtp_info KiEF

BEXNEHN

& FRZ 0 FRZ 1 R 2

143 A& H omc_id mbms_distribution_ack
144 AN A ran_trans rfsp_index

145 A& H pdp_context pri uci

146 AN A addi_rab_setup csg_info

147 A& H sgsn_number csg_id

148 AN A common_flag cmi

149 A& H apn_restriction service_indicator

150 AN A radio_priority_Ics detach_type

151 AN rat_type ldn

152 AN A user_loc_info node_feature

153 AN ms_time zone mbms_time to transfer
154 AN A imei_sv throttling

155 AN camel ARP

156 AN A mbms_ue_context epc_timer

157 A& H tmp mobile group id signalling_priority indication
158 AN A rim_routing_addr tmgi

159 A& H mbms_config mm_srvce

160 AN A mbms_service area flags srvce

161 AN src_rnc_pdcp nmbr

162 AN A addi_trace_info ANidE

163 A& H hop_counter AN H

164 AN A plmn_id ANidE

165 A& H mbms_session_id AN H

166 AN A mbms_2g3g indicator ANidE

167 A& H enhanced_nsapi AN H

168 AN A mbms_session_duration ANidE

BEXNZHN




| aExAEHm
gtp_info XigEF .

& FRZ 0 R 1 R 2
169 A& H addi_mbms_trace_info AN H
170 AN A mbms_session_repetition num A3
171 A& H mbms_time_to_data AN H
173 g bss A3
174 A& H cell id NiEH
175 AN A pdu_num A3
177 A& H mbms_bearer_capab AN H
178 AN A rim_routing_disc A3
179 AN list_pfc ANidE FH
180 R ps_xid il
181 A& H ms_info change report AN H
182 AN A direct tunnel flags A3
183 ANidE correlation_id AN FH
184 AN A bearer_control _mode A3
185 A& H mbms_flow_id ANidE FH
186 AN A mbms_ip multicast A3
187 A& H mbms_distribution_ack AN H
188 AN A reliable inter rat handover A3
189 AN rfsp_index AN3E
190 Rl fadn Rl
191 A& H evolved_allocationl AN H
192 AN A evolved_allocation2 A3
193 A& H extended_flags ANidE FH
194 Rl uci Rl
195 ANidE csg_info ANidE FH
196 Rl esg id Rl

SISO TN |
|
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BEXAEAN |

& FRZ 0 FRZ 1 R 2
197 AN cmi ANTE
198 AN A apn_ambr A3
199 A& H ue_network NiEH
200 AN A ue_ambr A3
201 A& H apn_ambr_nsapi ANidE FH
202 AN A ggsn_backoff timer A3
203 ANiE signalling_priority indication ANidE FH
204 AN A signalling priority indication nsapi | A&
205 AN high bitrate AN3E
206 AN A max_mbr A3
251 charging gateway addr charging gateway addr ANidE FH
255 private_extension private_extension private_extension

SCADA <=

FU 5 %4 Fif Modbus. DNP3. CIP #1 S7Commplus F Ik ] S 26 bl 7 B .

Modbus X

A LA ] Modbus S8, AT DOk & 5 ARG 7 (Bl content Ml byte jump KEET) 458

A

modbus_data

LM modbus_data KEETHE 17 Modbus #>K sl M Data 7B 17Tk o

modbus_func

A LUE ] modbus func FBE TR ITHE Modbus N FH 237 SR 80m W 417 Sk r) « BR #4057 (Function Code)

FBL. AILLJ Modbus B BSR4 o S HREBME A 2 KP4

NERIIH T RG VUM H 24 Modbus bR D E SR ATFAT H

[ RN
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DNP3 X2

% 56: Modbus % #7173

one3 x5 [l

& FIF R

1 read_coils

2 read_discrete_inputs

3 read_holding_registers

4 read_input_registers

5 write_single coil

6 write_single register

7 read exception_status

8 diagnostics

11 get comm_event_counter
12 get comm_event log

15 write_multiple coils

16 write_multiple registers
17 report_slave id

20 read _file record

21 write file record

22 mask write register

23 read_write multiple registers
24 read fifo queue

43 encapsulated interface transport
modbus_unit

ﬂuﬁﬂﬂ modbus_unit %%@?%@Eﬂ Modbus ﬁﬂﬁﬂéﬂﬁ}ﬁfﬁ%qj E]/‘J Unit ID ?‘&o

ﬂuiﬁmﬁ)ﬂ DNP3 9\%%@?’ J@‘ﬁf LJ%T:TEEI@?%%@? (W‘Jﬁﬂ content ﬂ] byte_j ump 3\%%@?) éﬁé'fﬁ

A

dnp3_data

ﬁu’ffﬁﬁ dnp3 data %%?Tﬁﬁﬂﬁéﬁ DNP3 }i‘zﬁﬁ}%ﬁ)ﬂl‘ﬁ@ﬂ:%o
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DNP3 FiiAk B K f i SR MU 2 B T 220 o e anp3_data RBEFHR MBS HE 2 BT 3ks 3L

AL AT VL RC o A PP IS JE /s 6E 16 A7 1520 B A I A I e Al o

dnp3_func

AT anp3_func JBE 7R UL AC DNP3 W JZ 18 SR ol BAR Sk i )« e 80 7 (Function Code) ¥

Bto AILLJY DNP3 pREA RS 1 — A CoE I 3ERIE s A O U745 5
NERFIH T RGN 1% DNP3 bR RS & SRE I 745 5 o

% 57: DNP3 iR $51X. 75

& Fr&

0 confirm

1 read

2 write

3 select

4 operate

5 direct operate

6 direct operate nr
7 immed_freeze

8 immed_freeze nr
9 freeze clear

10 freeze clear nr
11 freeze at time

12 freeze at time nr
13 cold restart

14 warm_restart

15 initialize data

16 initialize appl

17 start_appl

18 stop_appl

19 save_config

20 enable_unsolicited

[ RN
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one3 x5 [l

& FrH

21 disable unsolicited
22 assign_class

23 delay measure

24 record current time
25 open_file

26 close_file

27 delete file

28 get_file_info

29 authenticate file

30 abort file

31 activate config

32 authenticate req

33 authenticate err

129 response

130 unsolicited response
131 authenticate_resp
dnp3_ind

A LMEH anp3_ind JSBET-RICHS DNP3 M H]JZ AR Sk “ 45757 (Internal Indications) B H?

AR .

H LA A ERIAR S BUE 5 B IO RR S8R A R 75, WL R sl s«

class_1 events, class_2 events

WEARARE ARG, WO TR UL RS IR TP AR AR . B IR S AL, I — N 20k

{fﬁﬁ dnp3_ ind 9%%%%20
LAURBIZRIRAE T AR G0N H 1 T~ 2 SO DNP3 A a7 b s (1 74 s

class 1 events
class 2 events
class 3 events
need time
local control
device trouble
device restart

no func code support
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object unknown
parameter error

event buffer overflow

already executing
config corrupt
reserved 2
reserved 1

dnp3_obj

AT LME A anp3 obj JCHE TR ICHC I K 5w 3 o ) DNP3 % %413k o
DNP3 #dis thi— R H AN A SR DNP3 S5 418, Fltnsilsm . kbl N, 2545, SRy
PLALHEAT R0, Bl N gl —HERIE N2, SN0 B — AN E A TR . AN
(K% G 34 DL R ARARTE— 0 U], Bilhn 16 A7 388k, 32 7380, R s, REANIXSEAR (A 3 5 )
GRS AR R G AR At T DA BE R T
AT LU L Ay 6 5 i Sk 2L R AR G AR AR A 23 il 2 — N T RERIBUE R A sk . X B pp sy
B A ] e SURFE ST DNP3 X4 .

CIP %0 ENIP %=

H LA P LT S 2 5 R B 8 SO, XSS AR CTP FIAL BEER A 1) CIP A1
ENIP S P UM et o X RIBCE M CHE Y, $REERVEIERN IR L. XTI E, 15

BEXAEAN |

[#CIP THALELLS
= 58:
= ITEL... SEE

cip_attribute

CIPJH B “X R/ LpEvE” 7B $7
SE AN 2 B EUE -

cip_class CIP W “XE K TR fiE AN |0 - 65535
SRS
cip conn path class 0- 65535

AR R o SRE PR
fH.

cip instance

CIPW R “SEflID” FBt. e A%
KA

0 - 4284927295

cip_req JIR 5535 SR B AN

cip_rsp I 55 W 19 SR ANid

cip_service CIP IR R by “JRss” F-Bebe 45 (0-127
JE A B

cip_status CIP JIR &5 M p v R by “AR&” F-Behe 4/ |0-255

ST A REHE .

[ RN
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S7Commplus X F .

e X5EF... ICHC... Yo
enip_command EthNet/IP i 3k H (1 2005, $5 e A~ 284 | 0 - 65535
18,
enip_req EthNet/IP 53K 5.« AN3E T
enip_rsp EthNet/IP i 3 4 B . ANid H
S7Commplus X §E=F

A LLEUAS ) S7TCommplus S8 7 BUAL A KA [ e AR, X LR ARPE S7TCommplus ikt
PRSI A s R Bt o 0 TR B OGRSV IR P RS B B AN R
HRFEAME R, WS 0S7Commplus TALEELS .

TR LU R
o [/— R £ A STcommplus F<8E F#H H AND 28,

* EEQ%JIEIJ\]UEP’T%H?] %/l\ s7commplus func 51 s7commplus_opcode %%‘%?é?%@%ﬂ')\'m B'JFEUJ\;T:
SV o A X SO A R 2 M, IF A2 S,

s7commplus_content

E S7C0mmplus )\@%JW\U ':P'ff)ﬂ content Ez protected content %%?éﬁﬁ, %ﬁﬂﬁ s7commplus_content
SRR bR e A BB HR AR B IT k. AOGTHEME R, 152 M content Fl protected_content S8 7
, 24T,

s7commplus_func
i/ s7commplus_func KEEFVLHL S7TCommplus Sk LA MEZ —:
* explore
* createobject
* deleteobject
* setvariable
* getlink
* setmultivar
* getmultivar
* beginsequence
* endsequence
* invoke

* getvarsubstr
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B zzesc

* 0x0 %42 OxFFF
AR, HerRk A vl H A E

s7commplus_opcode
1 s7commplus_opcode FB FILAL S7TCommplus ik H LA FHZ —:
. ik
* response
* AN
* response2
* 0x0 % OxFF
R, RIS SV b .

4R BLHHE

T LAGi 5 B BAT R 2 R R B A A e AR o

dsize

dsize R FINREHE BB AHIRE 7, TUHKTSRNTS (<> $REMMTE
Filo T LU A DAR iR SR 5 Vo -

>number of bytes
<number of bytes
number of bytes<>number of bytes

W, FERRAKT 400 FATIESE AN, EEH >400 1E4 dtype fli. BEER/NT 500 F45 HIEHE
AR/, AEEH <s00. FEHREFEXF AT 400 F] 500 745 (FLFHG 400 A1 500 745D W4T Hdh 4,
ik, EE A 400<>500.

A

ER asize KT IR GAT M TIAL LA A5 1) BdE 4 o

isdataat
isdataat JCEHEETFFR AN 5| BEAG UF B 2 15 T B AE TR R e AL
FRINH T ALY isdataat KT ECAEH IS E

[ RN
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% 59: isdataat 34

srasE [

S e it 15 AR

fhis A GO R AT . A, SRR T 50 AR IOME, R E so
YER R . | BUTTRT 1sdataat MR A RIEATR R WA B P AR —
e, W &R,
1’/&1@EI L)ﬁﬂ%ﬂlﬁ byte extract ﬁ%ﬂjﬁ byte math %%Tﬁfﬁﬁt%i&ﬁg{ﬂo

FEXT nJ ik (B IVAC W= D R w5 I Lo VWL TR 1= B/ = D (VA W 7 e 0 S i 6 N S e U
B, DA, NOAZA R VR SEAR A R PN Dl P 2R VLG [ i S 1
FATEORZ: 1o BN, TR AR A R e B R A TLC S A LA
b, IR AT WA =R E R 8.

EyERAET Alik 5 3€ H 75 tHATAAT Firepower 28 40 THAL FH 88 MEAT A slON Y J2 RIS A 2 B A7 T )5 4 £

et didiote W bR DL IC S DU S an Rl il b, T LUK 240 Relative
g i

i, EEKANL foo MMM, WERUWFEE isdataat MIMH:
* Offset =110

* Relative = enabled

T2, U SR 5 A A7 B S5 TR REAE £oo ZJGATIIZY 10 74715, RIOK K HER

sameip

sameip B FIMNAEIE YR 1P Hubik A1 H b5 1P bk R EAHRE . e wE 25,

fragoffset

fragoffset KHE TR A B WM . T2l (fan, WinNuke $E 48R 55 Bodi) Al H]
TR BATR WA AR o Frs DI, OB ARAT

i, A B L R RS S Ak 31337 Y, NARE 31337 BN fragoreset IH.
N fragoffset KEETIRESHUN, W LLEHI LM I2SHAT.

R 60: fragoffset =2 F S HIEETF

Operator tER
! not
> N
< T

TEER, ABERAE () 1854 < 80> 455

ERPONCIIN |




B sommzes

BEXAEAN |

Cvs

cvs REEFMHERIFEIA RGE (CVS) diE S AR EARS AN IERY CVS 4 H o Bl LU A #% 2
ATEREI 4 H ks HERS HY, IF HLAE CVS RSS2 BT RS . et 7l F TR pifh 2
A1 CVS IR Zd: CVE-2004-0396 (CVS1.11.x % 1.11.15, LA CVSL.12x & 1.12.7) Al
CVS-2004-0414 (CVSL.12.x & 1.12.8, LK CVSL.1lx & 1.11.16) . cvs KPR AR X IEHIC
3, WERRTIN BRSO ERIN A H, ek B
FUU RN AL CVS IS T FTAEM S 1o BEAk, AT A AT B8 H I3 H 1 1S 0 21 TCP SR (1 5040 it
FHF), LMEN CVS SiE4E R A . TCP i 1 2401 (pserver) M 514 (rsh) 576 H LB
A i AR HIEER, WRIRSZEN xineta k5548 (R, pserver) 1217, ‘BEWLL
LEAEA TCP % H FIzAT o NORHARAT AR bR 1IN 20300 i #4240 Client Ports 41K .
HEXEDR

byte_extract KB, £ 41 5L

TCP HCH vt T A #4328 10t

im E I 2 K 52

resp XEF

resp Al react SCHEFHRAL T PRI RIS S N AR TR . R B AN, SRR R
B I AR UK A S G BN 5 Sl N DG HE 7 R ARSI BN, - DAAE WSV figh 2 [¥) TCP
U <P TCP 4, sl 70 We N A5 1) UDP BN 5C 1 UDP 231 o 2 AR 2300 b (35 3
WS o TS8R, S R AN T OB ks X2 P R R i mT fE Sk e 2 s
BN o
WIRSCRRE BN, A5 b 8 BB W8 . B, 7E N IRIR B ) reace SBE TR H NI,
RG] LY ERL I Wil TCP HE (RST) Al EEAA S QER RO, NI KH
B o EBIMNA SR EANE G S .
M s Sl N A] ARDE, A, RGeS SCVF TCP U E A TCP HUE;  IXAE AT By ki 2l Wi Bt B TE 75
RNy o BEAh, O T A EARHERGE, ARG A SL i ICMP AN ATIE Ei (0 5k ICMP AN T A K .«
AT UABCE TCP Bl AL B2, A EAE AR RI A 13 20 i N e Al TCP M (1 FAt it i 2R
FRAC PRGN B AR B, &SR E e KB IR A I 20 i W 8 B o e T (K P o T 25 [
et 2 A i D 4 AL P S T P (1) B O T s i [z B8O B /) W S D 3
AXEM

AR FSE N (3 2

A LUME ] resp SR Aok 500 N TCP %8288 UDP 231,  FLARE e T Ao L th 35 2 (1) 42 TCP it
2 UDP i,

Rt S H fe e BdR ey 17, LA FE €2 TCP ® & (RST) Hdfi ik /& ICMP ANu ik i ds
ALAE N5 Bl Y o

] IS FATATT TCP HH 58 ICMP An[IE S HCk G TCP EH: ., HEEEH ICMP A nl ik 50k G 1
UDP <.

[ RN
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% 61:resp 3%

react x{EF .

UEAh, AN TCP B E 2 Bl 45 il LUR S (soR/ sl H AR s s b H bR BT ICMP AN rlis
SRR IR B, JF LSRR e ] ICMP M&% . BN L A i Ed e, &
7 (A A X = AN P IA B 0.

PRIV AT resp KA T45 5] LAWIRR AE 7 2 Firepower JRZUAE R A I RN R AR (K1 S 4L

2%

15 Bf

reset_source

s TCP B B Ha 10 51 AL M AN R Ba i 28w o B4, PTLARSE rst_sna CH T 3RAG A
HRNE, PSCFRENESED .

reset_dest A5 TCP T A (03] MBI KR LI BUN FAREH. S, PTLURAE roe_rev O T304
) JE A, SIS D .
reset_both A5 TCP T MU (05| R AR R o S, FTLURGE roc a1y O T 3EAH S HALE,
T 240
icmp_net $ ICMP M ZEANRIATH B 5 R AR %ETT .
icmp_host 4 ICMP ENUA T IATH B 5 2 RI%T7
icmp_port 4 ICMP diig A TIA W B 5| R RIETT . WS T 2411 UDP it & .
icmp_all FLUN ICMP W 25| R KIRTT -
o MEEATIETH R
= CY)| /A7 BeN
o Sy GV Bk
T, AR R ) kg A RO i A I B K P S, T reset_both AN resp KB R
ATLMEFE S R TR E 2S48 W N ToR:
argument, argument, argument
react KiEF

WERER A A, ST LMEH] react SRBETHEERIN HTML UUIRIAE B TCP %% ) s K%
HTML Uil e, AREURAE TCP M K G0 oK A X 5 1 i [ B W react KHE T AN 2% UDP
Uit R A A B W o

wE, WRARELL NS

msg

I B RALH nsg ZEUW react MM, HTML BT L5 FUNFHAH & .
WIRRFGE nsg ZH, HTML TR S LR HE
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BEXAEAN |

You are attempting to access a forbidden site.

Consult your system administrator for details.

)

AR TR AT LS, Pk, TR OR HTML W Ui AN AR reace BUN; R0, Wl R SEOE
S R I BLTC G RN o SERRE AR A PR S react MUNIZ A0 HeBbAT 2 ik
AXEM

REEIAT 55 2 0

detection_filter =52

AU detection filter KU TR IEIEA BN A S, BRARAESR 2 I 18] A A 45 12 B0 O 2o
B A AZAN o TAE AT B LB  FLAE  . n, AE) LRb i P SR RO = IRT e FIUIAT A
{ELAE [ — I 18] A IR 38 o il T RER A AE B Bt

detection filter JHET ity B HI ZHOKE ARGt M ERERIR B H A5 1P shhik . 396 2 Krill 51 2 /b ik
Ja A S R AT AR BT B KN T

AT DA A SE IR F A A

track by src/by dst, count count, seconds number of seconds

track ZHHREAETH AT A RN I 26 AR X B By, 2 A5 (8 T B B Y H AR TP bk, AT
EFE N R AP S EARAR E R G BRER S

% 62: detection_filter JRix5 51

i i5% B
by src Foc U5 TP Mok v A I 2% A
by dst i Hbr 1P Mgtk vH S I 45 A o

count ZHURE EAERA L i, 3R E IN 18] N L AUF 22 /DR A0 A Fi5 € TP il A A iR o
seconds ZHUR E BAFIEA RN A gl i, o207 2 /D FD N A7 i e Hit I 2o A0l A iz el
PRI IAE LI B R NE o0, UL FSHE detection_filter KB FHC AT«

track by src, count 10, seconds 20

FEREZR B, REUAE 20 #0 A AR F 4552 TP HUER 10 DR RN R foo Jo A Mg, Wik
RGAE 20 PN AU BT 7 MO ALE foo, BASA S HZ, WIRAEK 20 B2 foo th
BL 40 U, MENRKE 2 2Bk 30 AP, IFAE 20 F2JE T4

[ RN



| aExAEHm

tag XiEF

ag %527

Lk %5 threshold #0 detection_filter <82~

detection_filter KEEFHURCOHFT I threshora BT . (HE, 4 TIRM )G IANE, Ph30Fr
f# 1] thresnola KRBT, FAREM 5 AL AN AR MG P BLE I BUAELAT ] o
detection filter REETZFRLIITIARE, &G EEE A UL o 7EIE BIHR € I 8ot
ST, RIS ST A DN 2 AR G A i s AEIBCHREE T, W RN e B E R,
FEIE B C M W A, A ZFFER . S, MBI Sl A HLAE A B 45 e
ot AR5 LB R R AE NIRRT, U RN BCE ) E A, s 5T
pAEITET
BB — P B NI RE, ALt B AT . D RETE A S R A S AT o A2 IR
L BEBEEN T L RS 2> T A AR B (K P Bl e, e R B (e T
AR, ATLAENR S T detection filter A5 NZHAFBIME . N2 FA-MHIFIEE
THAR NP EE D REEE A . SIEERS WORA A S RIASH RN, 1 R 77
(K] thresnola FCHET 5 IEA ARG T A AR SHAF B DD RESS Arill KA, SRS IS IEAS 2 R
AXER

MNZHIFEIE

AR S A i

MR 18 2 B A A AR 2

I tag KRBT RIHR/R RGO K BN T AR . A cag SCBE TR E B FRAGUL AR
AR, AT LU P69

tagging type, count, metric, optional direction
LR =AM T HALTTHZ 4.

BRI FRCR RS, PR TXAARIC A TR, 0 R AR ) b (5 )
HELET, bR S HER A Sl R R Fk B A R Sl R Akl sk B [ — A48
. TRk A F— Sl AR L A E R, R AR R AN AT ()
1, flag‘j&ﬁ%%iﬁi content KT .

& 63 1FE S Y

SH# i3t BB

session T3 itk & KU () 2345 R A A

host O SRK [ R 326 A MR U PR bl A E ML B A . T LA IO VBT, DAY
R B EWL (sre) BURIETIEN (ast) K E .

FHRW AR ZLL R M RS, WA LN 24
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S

* 64t S

SH# 15 AR
count T KB I i % i 30 33 1 Kt o, i D 4

UBRE B AL RV 2 H0R 8 (ZSEUERETH S EURTD S

N RAPBH AR —ANERR, DRSS RS2 i Mo 2Tl K .
A

AR Al DR A A T BTN AR, i B R WA T bRl aT R S R, DY
b, 1 55 R I 46 PR BT T A

% 65: HRICRIERSH

S i3t BB
g ) FER A 2 SR A s - Hiodg o B0 B .
seconds FE R ik % 5 AE VB0 S R B AL S

Blhn, WA LT cag SBE T RIRE I fid 5 -

host, 30, seconds, dst

B2 SRAERL T ORIN 30 A Y I ) s i 2 ALK BT Hdle .

flowbits <=

I LMEH f1owbits BT A NTE S BORSAFR . R 2 1 iy 44 IRPRES 7 M2 v vh ¥ )5 2 8
W, RG] UAINAE DS S N B W BGT, IR AT R E R

flowbits IRASHHRRNI R SCAREE, Rl Fogh 2 Uy s 8 20 P Ais e o vl ORI A0 (0 A
B R MRS A ARBREE LA IR B M G AR e S AN AR F A B i I B B X 2 T o B
2 ] DN RN B 2 1024 RS HR . B,  n SR B R R8O E i 855 4 = L%
B AR IVER, FTUME flownies FEBE T RLE S I G R SR B, X R RERS H 5
KBRS, EERAIE a8 BATIRE N 10gged in B ERM UG
I el A0 2 FERRAE RN, AR5 B 57— M f1owoits ORI, P LUK A HA REAE 55—
TR PRSI B L, IF H RO S (R HUERAE

BRI AP T IR MRS A TR — RSB EUE T4 T4 RS 4EREBRPIRA I
AHHEHERF, BRIk, il ABE R 5 2 SQIBRIRPIR A (1 L DA 2 5o At [ P 8 252 AR
flowbits X 521N

FHEANT AT cLowvics KHRTFIMIZBHA. REMAM KA S, TEE, RELHTUA ST
BT FRE A0 () FRIZ O M S ().

[ RN |



| aExAEHm

3% 66: flowbits £ 1R

flowbits x5 [

Operator | Jk751%EIR 46 L)
ot tate name A%k ARV E IR ERE . WA TR, MR
N SE A PR EIZRAS .
set state name&state name ﬂlﬁ ﬁﬁﬁ@ﬁﬁz&*ﬁﬁ%%}o ﬂD%EXT%/[\éH’ m‘UElZTE
N N JE I ZH BB IR EIRAS
setx state name Bﬁﬂaﬂ ygi&ﬁ@ﬁ?gﬁéﬂ¢&ﬁ%4?ﬁi%#§, #El/ﬁﬁﬁﬁéﬂﬁlﬂ
N T AT AR -
setx state name&state name ﬁﬁﬁiﬂ }Jﬁﬁ@‘ETEEZHEFlﬁﬁg/[\TEE%#&’ ijEX/ﬁ,&ﬁlZéﬂ‘:P
N N A HABRAS
vieee letate mame VA | RO LI B AR R
unset state nameé&state name {Qﬁéﬂ }Jﬁﬁ@EX/ﬁ&Ez/l\%EE%?S"
e Gt U AR S A AR
toggre  |state name WHA  |INEEEAMEERE WRCRE) , URRE S MR
- RE FRARBED .
toggle state name&state name /&ﬁéﬂ EXY%&E%/I\?EEW(%& (QDH%EJ&E) ’ uﬁ&ﬁzﬁ\?gﬁ
” - - R R .
tosgte |ana Grg] U BB LR L IR, DR BB R s ok
WHERPTAIRE .
oot |state name WA | R DR R T MR IR
isset state name&state name {Qﬁéﬂ Eﬁi%?aﬁ;ﬁﬁ@tﬁ&ﬁT%ﬁ\?ﬁi%%}"
tseet |state namelstate name WATHL | B R DR R B T AT R
isset any G| i€ 2 OAEfe e A WA TAETIRA .
esee ana gL Wi 75 DR E AL D BB T AR
. BAHH 1 R WA WP SR AR ERA.
isnotset state name
isnotset state name&state name /&ﬁéﬁ ﬁﬁﬁ%?*ﬁ;&%@%lﬁﬁ%ﬁ*ﬁﬁﬂkﬁo
isnotset state name|state name /&ﬁéﬂ %%%ﬁiﬁiﬁﬁ@¢ﬁﬁ1f1ﬂ?ﬁi%#&°

ERPONCIIN |



B rtowbits e

BEXAEAN |

Operator | RS A 15488

conotect | any il S A B o BB (AR A

conotset |an1 ki) i A B P BB A AR A

. A ik AT SR LI B TR . O B AL P B A7
WA IR EZAD .

BN RETS2 WAL | SIS SR 5 AT HAIE SR A S, LB A
e

flowbits <5 =15 F N

1 flowbits KHEFIN, HHE:

* Ml setx BTN, € RS HBEE THOE M4, AR TR HABA.

« (A IGE X setx BT, BRI AN SEBIHRE AR FPARS MR — N4

© WRAETH setx IBEAFIFHRE TR, WAGERZIFE A sety toggle Bunset BH T
* isset All isnotset WHAFRIFHEIRETIATIE, TLRIZIREZ LT

© TEORAENAZ NG T T IN T ONAR SR LA K I U7 i 47 1l SRS T ) AN T 4 ol S i 5 |l —
/l\)\{%ﬁgﬂ]%ﬁ%g/l\)\féﬁimg) ’ ﬁﬂ%ﬁfﬂ@ﬁ*fﬁfééﬂﬁg isset BY isnotset Eﬁﬁﬁ’d%ﬂﬁlﬂ,
#Hﬁ&ﬁ*ﬁﬁﬁﬂ@ﬂﬂ'ﬁj’{ﬁ?&gﬁﬁ flowbits ﬁ‘@ﬂﬁ@%ﬂmﬂ (set. setx. unset- toggle) *Eﬁﬁ,
A ZRGERE e R SRS K £10wbits TP RCIIBTAT RN o

o TEARAE AN NS . TR Y AR S LA KN 7 Il 42 ) S g U1 1) CANE D7 Il 2 il S a2 5 | —
4‘)\1;%%&1%1{%%}4\]\@%@%) ) ﬂﬂ%)ﬁ'%@é\aﬁiéﬂﬂ’ﬂ isset EZ isnotset @ﬁ?@ﬂ@%m)ﬂ”;
%éjﬁﬂ:ﬂ%}%‘.ﬁﬁ%ﬂﬂ flowbitsﬁj\@ﬂ (set. setx. unset- toggle) %DEXHE\??B%%D‘J%’E%@EUO

flowbits < = 7~ {51
AFRPE=AME £10wpies KEETHI7RH

flowbits <57~ 11:

{# F state_name BYECE

XA state name 1] flowbits FiC & M7~
L CVE ID 2000-0284 1 Tk (K] IMAP il A Z%IIAAELE T IMAP sz, JodHJE7E LIST.

LSUB. RENAME. FIND Al COPY x4 . {HIE,
5o

SN Z I, Bk 2006 S B IMAP Il 55
1Tk F IMAP iR 55 48 10 88 SR A A S S A TR KR TR A S A7 AE T AN R I Bl el e, DRI,

DU AR TR KA SRR T . T f1owbies SCHET, AT LARYEE — R HIHLNIK BRERH]

JURET S IMAP JIRd5ds; WERCEX,

JUPEASIN 2 rp — IS I A e AR R R

B EASGER ] iZ 0w, BAS A gt
PUR PSS 368 7 sl e 35— N0 Fr A 4K L IMAP JIli45 25 11 IMAP 53k A -

[ RN



BEXNZHN

flowbits X$F/R~{%1: (£ state_name RYECE .

alert tcp any 143 -> any any (msg:"IMAP login"; content:"OK

LOGIN"; flowbits:set,logged in; flowbits:noalert;)

N JEZRATR RN 73 7 £10wbi s CHEF RS -

Apply rule if
No aclive in
intrusion policy
and matching
port in traffic

I 3

Host in
networks and in the
network map?

Application
traffic

in packet?

Application
metadata
in rule?

Do not apply rule
to traffic

Apply rule if
active in

intrusion policy
and matching
host application
information

3r1ea3

L%Yf%?, flowbits:set &E logged in ﬁ(ﬁ_{k, flowbits:noalert m”ﬁﬂ?ﬁ”%}&, [ﬁ?’\j IMAP E&%ESL
AReS IV 2 TE RN R,

LUR R 2> Fr ZEER LIST 745, AHAAE R, BRARH T2 il -p A AT Ea i & T logged in
N

alert tcp any any -> any 143 (msg:"IMAP LIST";

content:"LIST"; flowbits:isset,logged in;)

T EEARATA > A f1owbits KBTI RN

ERPONCIIN |



B rtowbits sema.

flowbits <5 FR:

BrExAEmn |
SHIRREHNEE

Apply rule if
active in
intrusion policy
and matching
port in traffic

Host in No
networks and in the

network map?

I 3

Application
traffic

in packet?

Application
metadata
In rule?

Do not apply rule
to traffic

Apply rule if
active in

intrusion policy
and matching
hast application
information

371863

FEIXFIELL T, WERZ AT B SO & 20— A iR A A, L5 58 A>3 (K L IKE
Sl I AT

SBRMEMEE

FE— AN AR E AN TR RN P v B AN RS A MR RT B AR IR a SR b i R R
AATABIFIEES, s IR S LU Rl AL — AN 5 2 AR SR T
P EORR.

B LLR =AM Ao AR — Al 42 B IR i -
(msg:"JPEG transfer";

content:"image/";pcre:"/"Content-2?Type\x3a (\s*|\s*\r?\n\s+) image\x2fp?jpe?g/smi";
?flowbits:set,http.jpeg; flowbits:noalert;)

BTSRRI B £10wbi s SBE T SEI :

[ RN



| B =@

flowbits =525l sizhEtnRE [

Keyword: Aowbits Rule Evaluation Criteria Match Result

Operator: set » It match, set
State; httpjpeg http.jpeg state.

fes P State http jpeg set

(5]

Keyword: Aowbits Rule Evaluation riteria Match Result

f match, do not
generate an event,

Cperator: noalert » P es P Mo event generated

372145

A R H ) content Fl pere JKHET S JPEG SCAF FEAHVCAL, flowbits:set,http.ipeg B
E http.jpeg flowbits ﬂji,j.}\, flowbits:noalert IKEJJ:%JWJJEEESZ$#FQ %éﬁ%%ﬁiﬁk%’ﬁ:, y‘le%mb
YU FR AN SCAT R BT B, e1ownies IRZSs DA, — BN AERERLI AT DL BUIR 244 B AL
BNE, MRS EAE, W ERFr.

DA B2y Al e ik JPEG SCIF R 82 J5 KA 1) GIF STHF T 3
(msg:"GIF transfer"; content:"image/";

pcre:"/"Content-?Type\x3a (\s* |[\s*\r?\n\s+) image\x2fgif/smi";
?flowbits:set,http.jpg, image_downloads; flowbits:noalert;)

TR BRI > 7 f1ownits KRBT AL -

Keyword: Aowbits Rule Evaluation Criteria Match Result
Operator: set If match, set http.gif State http.gif set in
State: http.gif P state in group ' e > Eroup
Growp: image_downloads image downloads, image_downloods
Keyword: flowhbits Fule Evaluation Criteria Match Result
Operator: noalert L bl_rr:j:tird:i;f:t P Yes P Hoevent generated ;#i
i
5

AN ) content Al pere KT E GIF U FEAHULEL, flowbits:set,http.ipg WEL http.ipg
flowbit %?S, flowbits:noalert KHJL%ENU%EE%#FO 1%Y£%‘Lu 1%%&%93;@#4\%EW\U%H&EE/‘J
http.ipeq RA, BMMEAFFTEMAE; XA&AR AWM E] 5252 GIF 4, JPEG MM
1k

B =AU P PEBEER — SR 23 F B

(msg:"JPEG exploit";?flowbits:isset,http.jpeg;content:"|FF|";
pcre:"?/\xFF[\xXE1\xE2\xED\xFE]\x00 [\x00\x01]/";)

TR BTEE R > o £rownits BT HISEI

Keyword: Aowbits Rule Evaluation Criteria Match Result

> Yes =

|False positive)
Event generated

Operator: isset » It hitp jpeq state is
State; http. jpeg set, penerate event.

32147

TEE =AW 7, flowbits:isset, http. jpeg BE & W DB EIAEAM I ntep. jpeg KA,
content Ml pere WPCHLLE JPEG U 2 % & HIMEAE GIF A RS E N 2. 58 =/ M4 H
SEPRT JPEG U AAFAE T A2 B R =

BRI
|



grExAEan |

B owbits iRl BiLiRmEENRE

flowbits X5 FRG1: BALLIRIBREHHERE
LUR sl B WA — NS 2RSS AR setx BEATIATREDT 1R IR IR
LU 7 5 bSO  Foon B BOATR, AR A, BLR 7] (6 i 7 A L UK 1 A AN TR £
RELRSTAER—MIREA

(msg:"JPEG transfer";
content:"image/";pcre:"/"Content-2?Type\x3a (\s*|\s*\r?\n\s+) image\x2fp?jpe?g/smi";

?flowbits:setx,http.jpeg, image downloads; flowbits:noalert;)

N EFEZRAETR RN 73 T £1owbi s ICHE PR SE I :

Keyword: flowbits Fule Evaluation Criteria Match Result
Operator: setx If match, set http,jpeg State hetpjpeg set in
State: hittp. fpeg P state exclusively in group i) g Broup
Growp: imoage_downloads imoge _ downloods, image_downloods
Kevword: flowkits Rule Evaluation Criteria Match Result
Cperator: noalert » Ml e £ 4 Yes ¥ Hoevent generated | | @
an event.
5y
ks

ﬁﬂ%%*&%mﬂu%ﬁ*ﬁ{m”?” JPEG I{ﬁF_F%C, flowbits:setx,http.jpeg, image downloads Sk
>|Q,r flowbits ﬂkﬁ.ﬁ&ﬁj’g http.jpeg, #4%12%?&@.@@ image_downloads éﬂ':f:' o

W, TR A 8: GIF SO R 3
(msg:"GIF transfer"; content:"image/";

pcre:"/"Content-?Type\x3a (\s* |[\s*\r?\n\s+) image\x2fgif/smi";
?flowbits:setx,http.jpg,image_downloads; flowbits:noalert;)

TR BTE R 2> T frownits KRBT HISEN

Keyword: flowbits Rule Evaluation Criteria Match Result
Operatos: setx If match, set http.gif State http.gif set in
State; http, glf P state exclusively in group o Yes e growp
Group: image_downiaods Image dawnloods, iviagedawnloods

Keyword: flowbits Rule Evaluation Criteria Match Result

IT match, do not
| o Yes | Mo event generated

generabe an event,

Operator: noalert

372149

ﬁD%%:Aﬁl)ﬂ\UﬁJ\ﬁ‘% GIF _F%A‘*H IT_EEB, flowbits:setx,http.jpg, image downloads %%?ﬂ%%ﬁﬁ
http.ipg flowbits R, FFEH W EALH M5 — MR neep. jpego

=AU 3 AN S EOR R

(msg:"JPEG exploit"; ?flowbits:isset,http.jpeg;content:"|FF|";
pcre:"/?2\xFF[\XE1\xXE2\xED\xFE]\x00 [\x00\x011/";)

TR BTE R > T frownits KRBT AL

[ RN



| aExAEHm

http_encode X = .

Keyword: Aowbits Rule Evaluation Criteria Match Result
Operator: isset t http jpeg state is
i Mo Mo event generated =
State; http. jpeg > set, generate event. > ; > SR Ay =
=
m

T fiowbits:isset,http.ipeg AME, BEIL, MG (EASERN, BEASHA SR, ke
Hoizdk (RIME GIF SN 2R S JPEG SCAF IR P 23 AHIEEE ) o

http_encode %=

$E 0 LA nttp encode JHE FAE AL INVEAL ) HTTP i >R 2l i B H A2 Bl o T gm i 2R R (1) itk - mr L
AE{EHTTP URIH, & HTTP ik 1UE cookie £idinH, & HTTP 13K 4R L 1¥) cookie 1, 8L 7L HTTP
1A W [ set-cookie Zi4EH

DAL E HTTP K & PiAL FE 2% LUK 25 HTTP W)W Al HTTP cookie, MIMAE T http encode J<HH 7R 0|

FRI] Ry U C I o

SN, SanZiAE HTTP A i PUAL BE & 0 L P O RN S8 B 2R 2R P AR A AV RO T, BLAE AR
W H ) http_encode BT AT LAA S T % i iR I I FF

NEANAG T IR A E HTTP URL. #:k. cookie 1 set-cookie A7 4y Fo A= sl S F 1 i 25 4 .

3 67: HTTP_encode 4752

DA

1L RA

utf8

WUR LGSR T T, JE ATt HTTP K 2 PUAL B ds BEAT MY, K AESR A
BRI UTF-8 %ifid.

double_encode

WR LGSR G, JE AL HTTP A 2 AL B ds BEAT R0, K AEdR e fr
AT R R B o

non_ascii KN EHE ASCI A AHEA A AN B R g2, e e A BRI 4E ASCIT
FHFo

uencode IR gm iR C R, FERIE HTTP /o & FAL PR 8SUEAT /AT, B SAEfe e
BRI Microsoft You Ziih .

bare_byte R gD S, IR HTTP A & TRAL PSS SEATARAD, B SAEde e
BRI RR T g

HxEH

HTTP £ A kb 2R 4%

JIR 55 #5440 HTTP G A 1% 55

ERPONCIIN |
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BEXAEAN |
. http_encode X FiE%

http_encode X FiE%

RAINLE
¥ E R TEAE HTTP URL. f3LIE 2 cookie (fFF set-cookie) I8R5 E M gmid2sa,

AR

AL AR A2 AR A A i

encode_type
encode_type|encode type|encode type...

}iqﬂ, encode type ﬁ%@i?iiiq“"lﬁ:

utf8

double encode
non_ascii
uencode

bare byte.

TR ABERINALISR B (1) AT OR () 854F .

http_encode X$EFRfl: {ERAE http_endcode X2 F1E & M 4mag

LA 7 ) —HU rh S AS metp encode JRHE/E HTTP URI H144 %R UTF-8 AND Microsoft IIS
Y%u ﬁﬁﬁ%:

§§*44\’ http_encode 9%@%%2:

* Encoding Location: uTTP URT
* Encoding Type: utfs
ﬁ&ﬁ%y 5%"/ﬁ'http_encode ?é@%??:
» Y5f3{i & (Encoding Location): HTTP URI

* 47E52EE! (Encoding Type): uencode

LA file_type %0 file_group <=+

file type fl file group JHET VYIS SCAF S AL FCAKL @ f FTP. HTTP. SMTP. IMAP,
POP3 *D NetBIOS-ssn (SMB) ’ﬁz:ifizﬁa/ﬂl’ﬁ:o L%%Ei/l\)\@ﬂw*ﬁfﬂ z/[\ file type E/Q file group
KRBT

Je

®on ORI A (VDB) AT LU A AR AN G 45 353 SR A H50B IR SCAFSR I L RO AN 2L

[ RN



| aExAEHm
file_type #1 file_group <42 .

A\

7:‘E7‘|‘¥ ?\%X/g Eiﬂ}ﬁﬂﬁﬂﬂ‘f?&%ﬁuiﬁ}ﬁ file type *H file group j"(%?o

URAY BRI R BRI AR WIS b A B B E B S I fi1e type B file group KT
FADLHC, D250 IS A B FIAL B 25 o

3 68: file_type F0 file_group N3 B4

730 Fr S5 RO i &b 32 85 2 91 b T2 8517 10
FTP FTP/Telnet TRALFLZS A HSE AL TCP fa gk Py BTG AL T AL B 28 356 T
HTTP 7E HTTP it te AR ONAR S0 HTTP K 2 kb 2 4%
SMTP {E HTTP Jit i P AR AR SFAF7) SMTP Tk 2E 2
IMAP IMAP TiiAbPH 2%
POP3 POP kb ¥ 4%
Netbios-ssn (SMB) | DCE/RPC it i % £l SMB XL ##462 (SMB File I nspection) DCE/RPC FiiAb B 43
LT
X ER
FTP/Telnet fift i 25
P BCIYE AL T P 28
HTTP f & AL FE &%
SMTP HiAbEE %
IMAP TiiAb 2 2%
POP THiAb 45
DCE/RPC FiAb ¥ 2%

file_type #0 file_group =52

file_type

] £ite type SCHEY IR AE ALY ORI 2 IO SCAF SR ANRA . SCAFRIESHL (it JPEG A
PDF) TR B AR A 4R A S A% 5

N\

AR BRI TR file type KEETFH A file type B file group FRHEFECA .

RYERINIERE Any Version, (HREEESCARIRA SR VFIEFRRRCAIE T (14 PDF RRA 1.7) ki 2 EAEDR
A R R S SRR RS

AEX AR
|
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BEXAEAN |
B i daa 2525

file_group

1 £ile group JRHETRIIEREIALE . O EAENUR PR BRSPS (Billn % kel H
50 2. SCIFALR A IR AL B R RFSCIFR I E SCRIRRCAS o

\}

AR AR NEIUTR file group KEET 57— file group B file type FHETFHIAMEH .

file data X<§E=F

file data %%?%1’%44\?5%1‘, IZ_THEI:‘%I"T/E%EJHEJ %E’T@j‘,ﬁ%? (W[JQH content~ byte jump. byte test
Ml pcre) ML ESHSH . MNP EMT file data KEEFIR M IR 0] LU
file data KRHETRAR A LU BRI K

 HTTP WiV iF 3¢

PR A HTTP W N A £, 242008 FH HTTP AL A FAR R RS, I 200K 1% Pl A 2 285 I o 25 6 A
HTTP W) . 415 HTTP A6 £ FAS BR800 21 HTTP Wi N 1E CHHE, file data REETHGSHEAT
NI

o RIE4EM gzip CHEEUE

B A HTTP WS 1E SO AR ES6 1) gzip SO, A28 F HTTP R e TiACFE RS, 3B DA 50K Z TiAk
PROSTE Ay 25k A HTTP W 3 DA% 23 e 4 HTTP Wi [ 1E SCH IR gzip HE4i S0tk A e
B AES RN HTTP fa Sz A48 48 808 M 25 25 200 HTTP MaAbE I, 4l HTTP £ 7 7l
AR FRARAE HTTP Mo 1F SC ARSI B AR L 45 1) gzip B4, file data KREET-HFBEATICE.

* FJuALIY) JavaSeript
BRI AG ) JavaScript 208, 02005 FH HTTP K A AL BESS,  J0 Z0005 12 T A P 25 L 5 A 46y
A HTTP Wi . U5 HTTP A A FAL BEES£E W N = AR EHE -P A6 2] JavaScript, file data <
PN HATICR

* SMTP 113

FRAY SMTP %, 4400 B SMTP TRACFEZS . 41 SMTP AL PR 24051 SMTP #E,
file data REEFRSBATILHC

* SMTP. POP i}, IMAP ¥ & " 10 2wt B v~ MB A2 B A4

LA SMTP. POP o IMAP ¥t & AR, 625193550 3 Fl SMTP. POP 5 IMAP At #
AR I EN IR A G . R0, WU ORRE TS FH R A A T A P25 10 A A 2 0 8 AR i 1
(R RE A A F AL DS B AT A o AT LUK B AN T Ak B 25 50 1) BRI 1/ : - Base64 RRFDIRE
(Base64 Decoding Depth). 7 f32/8 {3/ — it #| iR £ (7-Bit/8-Bit/Binary Decoding Depth).
Quoted-Printable f2f3;R & (Quoted-Printable Decoding Depth) fil UUnix-to-Unix A5 E
(Unix-to-Unix Decoding Depth).

AT UAE DR 2 A fite data KEET .

[ RN
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pkt_data Xig=F .

HXED
HTTP i i FiAb 3 45
HR 45 #5408 HTTP MIVu AL & I
SMTP Fitkb 2 2%
IMAP TiAb 2%

pkt_data <=

pkt_data%%?‘%ﬁ-’iﬁ/l\fﬁﬁk 1Z§’E‘%]ﬁ5yﬂﬂfﬂﬂr‘,ﬁ\:’fm3‘§%? (I content byte jump. byte test
M pere) MALESESF

WA B EAL K FTP telnet B SMTP il 5, pkt_data JCHHE TR ) DLV AL Bdfe 4 01 380 0T 3k
AR R AR, pre_data REETHRER 0] J5i4h TCP 8 UDP #8011 3k

WAUA AN ATEACIET,  ZRGEA SR AR NI EAT RV Ak BASE AR R 2 AT A4S0

* J&H FTP 1 Telnet Fil4b #E 2% 1460 FTP < M B) Telnet ¥ X 4XF3 (Detect Telnet Escape Codes
within FTP Commands) &5 r] B4k FTP i & AR TR £

* JA FH FTP 1 Telnet YA BEZS I #SE AL (Normalize) Telnet KL 15 A1) KiYEAk Telnet it it LAEATAS 75 o

* JiFH SMTP kb FLZ5 1 FSE AL (Normalize) LI n] #iE i SMTP Ji it LABEATAS 25

AT DAEE— /MU A 2 A pre data KBS,
HXER

NSO FTP 3% 0

Telnet % I

SMTP TiiAb# 35 i Tl

hase64 decode #0 base64 data <=

] PLgE A% base64 decode F base64 data KT, PLFR 7S BN |2 45 e Z i 4 Base64 45
MR A . XATRE AT T, B, 4 TH0 5 Base64 4% HTTP SHME RS, LLEA T
Ky #r HTTP PUT A1 POST i 3K ' 1) Base64 g i 4 .

KPS KB F R TG A AR & HTTP 335 3K 1 1) Base64 Hdii JUHATHH o AFE, AT LR X AN G
58 HTTP — A 2 AR AT AR AT B3 (il SMTP) S5 8, DLRF IR SKAT R TT 5
AT WERPMTRAFAEZXFERATIETT (R “4r&” ), A 2eRefe o i A ERAT S 1% B R AT
ARART [ A4 BAA T AT b 2 A

base64_decode

base64_decode KHETHR/NAIIN 5 HoAs Ko B BH A 55 0 Baseo4 Mt . Al nI b S 8nT 45 € A6
(1“1 e LS AR K o (il 7 BT dR it o

EIUJT*/I\%EUIUEF‘{fﬁﬂ base64 decode 5’%@?*{5& ﬁt?@%’i?ﬂ‘@j{zﬂ:ﬁ/}\éﬁ\ base64 data 9%%?
ST -
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BEXAEAN |
. base64_decode M base64_data <=

WIS Bascod B 2 T, WIS 6 4B AT AT AR KAOETF . S5 | S8 5 B F AT
BT, R 24K

s WkATE R
* LRI E T EL
_F%fl\éETﬂLj base64 decode ;’%%ﬁ%‘:ga/ﬁ\'ff}ﬂ E‘J%%fo

& 69: Oi% base64 _decode %

S¥ 5t AR

Bytes T BRI F . I RRIR R, R S R S AT 45 R e A AR 4
B (AR E ) o ATLUEEIEZ M IFE.

Offset e M T Edh 03T L w5, i BIETRE T Relative, NIHfEHX T
MR AL E R . TR e R IEE.

Relative P e AT 24 A A 7 B A 2

base64_data

pase6s_data REETFIRM TR vasecs decoae KEETREATAIL1) Baseod Hfi K15 % .
base64_data R TR AT W E ALK Baseod Eidli Tk IT4h . 2, mILABE S HIw] T oAt ok
BT ESH (B content B byte test) - DHIE LM ARIAIE .

1EHE‘ base64 decode %%@?ZEy %\Zﬁﬁ’/l\’fjiim*ﬁ( base64_data %%ﬁi, e, ﬁf&%‘(ﬁt@ﬂ]
base64 data U\JBIEI:@J@Z{ZE%H@ Base64 ;&ﬂg Ik

¥ 2x Base64 FUHE, 1HFRE:
o ANBeAd PR S UL RR P
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