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*HTTPiAE , 2515 0T
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* NetFlow , 5 17 T
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* SMTP JIlR%54s , 56 21 L

* SNMP, 521 11

*SSL , #5341
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 IFRIEZS . 2R 56 0L
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PErp AR TN, B W SR SIS AN R (K05 B3, ] AR 21 65 BB SR AL Z Il D), i
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PR3 ZQIEFRNK, T ETZ SRR (New Policy).
a) MR AIR R R
* BUBNBI N E DL BV T B (K SR
« AT aWE M TAEZ S BIRER FTE Bl bs i HLA Gt = sk

b) AHEI A BER (Name) F1i5i B (Description) (FJik) .

o) B, IEPETN KNS AT R Bk RTRMLAE , ARG sl RN BISERS (EEBO LR InETiE
Ws. ATLAEHE (Search) P B i AN 2 717 £ LA /N A F11 4

d) MiifR7F (Save).
RO OIATENG, HITIF AT S -

W4 TGRS 0 H AR, T ml T B AR 1T B B E NS 55 1A 4R () EIEE

a) MRS ES (Policy Assignment).

b) B ] M B A AL LA SRS,V AE AT AR Bk e FRANAR R R Lk T, RS
R RN AT LA THI K

o) TEMIBRVCAITAC, 1 Al BT & 5L B dLAE ZIh Iy ] PR B 2% 41 55 2111 1
B (W),

d) rili#7E (OK).
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Bikio G, R R OGS th 230X ARP 1K O Hh a4 OGS H1 8% MAC HhikBEAT Wi .
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A
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PR 2 EFARP RN,
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a) sdnRmMCLeIEEAH, WA H O A, AR .
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« BREBAME - Xk e ORI AT ARP .
« BRI - £ AT ARP 45 H I ARP iRk DLt it B 20 A B 5 s e D el & F A B
BOUAMa TR R . A ERIAT .
WA E R DL R U ARP 153Kk, U H ARVF SRS ARP 45 H 584 IERC 138 K .
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DB I, BT RAAE Pk X RN T T BP EEAR AR, RS R R
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c) MEHBRE (OK).
S A RIS ARP 4 H P ETIRNINEA ARP 4 H .

PIRS mdRTF (Save).
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Fart SNZIR
* NZRMAERE, HER SRR I ARSRBITT ] o 28T Wl ” s “ig” ST,
HEAMERACIBIE N o LUR R A AR 2 BAX ) U 1) ¥ A 11 1 1 -
You have logged in to a secure device.

If you are not authorized to access this device,
log out immediately or risk criminal charges.

PR 4 TR TF (Save).
VRN, B nT L R ERE > ERE IR SRR B BT L W o ESRE TN 5, WA AL

DNS

WA 248 (DNS) k254 K EALA MR 1P sihik. AP FE H TAN RS (1) DNS 4528 1%
B BRI R R B . B R A i SEE T DNS A k¥ FQDN [RAEAT Ik 55, il
U7 Il P2 AU A AR U7 0] VPN IR B A0 55 B 10 R Ry i, {80 a1 e AR Al 2 5
Wro WWRLFAGE T $0dl DNS R4 8%, 4% &8 DNS #'%, 152 CLI configure network dns
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N T HE DNS 55 @ IBA5 (K IEfE 1, FERE s A ch gk, (R I Wb it e AR B e T8
DNS [ . ARG R, 1S5 T i 3

AT ALEFE RO E 21> DNS JIRg5as4l, I ENIRIENT A ) DNS 3. fldn, @arfesfy — MEH
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$IE2  fiili DNS.
$IE3 N0 DNSIE EIF.
B4 kT RIS DNSI AR,
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a) 1 DNS k& #2102 AT LR AF—H4F -
s LA IMBIZIR, W R R RS AR A AR P EE T 30 ANk pE s, WG
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¢) AiHRTE (Save). NINAUDNSHR S 8% B nfE Z{51EAY DNS BRSS 28 vl .
iR
FEAN M e 22 ] DAL R 12 4 DNS IR%5 28 o
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Mt fR7F (Save).
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2. AR BRI R T B B L, PR XS B, R A o MBI A SRR IR 7 B
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AN S BIEY

RR#

F P 42 25 250 A8 - BRI Ag 05 () BOE A (<) I8 Linux G801 ) 4, HAXTE /NS 7
AR HARER T F, Bl at 55 (@) RIRHER (/). ANRENAMTE SRR INEBEA . HAE
PR INANT R (FE R SRR S O S0 e I 653 5 ARELE CLI s inflei]. 15,
P BEAE CLL s n, ANGELEE B0 I

W AE 2 HiE ] configure user add 424 P FC B AR [RI T FH - 44, U0 gl Bin 7 480 7 S 5 Lk
PR PR A, AR, PR AAA RS TEVE R, IS AN RE TR AR W] 44 R )
FURIIA AN s AR LLRTAEAE I BB A ) o 6T RADIUS JIR 4585 b LRI T, 15 45 K AL
PR 250 e 65k 55 A A P FH P A R PRI BR a5 7 W8 ey A F AR FH P 36 3 o

FIER

LDAP F M IR AT “Tii'E” BUBR. RADIUS 7wl SOk “TidE” sk “IeAR” R

o

i

FiaZ /i
o BRI ) SSH Vi [H BRIAAL T8 AR A . BEEERE O )8 A SSH Vilal, 12 W SSH Vi)
, 519 T,

* 1555 51 RADIUS H P DL N ERAE, b ATT & 2R T -
* SN YOGS, BB S QU RR AR, (RO REIRIIN G P sl . T TR
FHAT S IE, BInT a3l RG2S U ERBIRTH R “ SabEm sk
HHP 4. WEERUESISE. 7
* WS 1) Service-Type J& PE A A RADIUS 4545 o ek EANIERf, FF HAE{#F RADIUS
E LR P AT S M EAER, OB E BTN AAEREE: BN 2 AR E Uk
R, IR REE? .
TEHEEAE DL R, SSH % ) i ox 7E SSHEEA DI OGP CLL & 11, HEA27E BIRRMHEZ
AT antt. P, WEH{RTE RADIUS 25+ IE 6 2 X 7 1) Service-Type J&
o [FFEHL, M0 B LIREFLIK, FFH Service-Type SR A T oIS, WA K /s B
AT S ERAE . K E RS LR BN R BB R O S, 1 ERE %
A sheif. ”

B R RE > TFERE , O BB S,
$E2  AEIMNEBBRYIE (External Authentication).
$®B3 L EEINEREH IS IERR S & (Manage External Authentication Server) #f4% .
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fsikny LUl fihy B4 (System) > A A (Users) > SMEBE#351E (External Authentication)$] JT4hB

B RAE B o
fit'E LDAP S5 iE X % .
a) AR IANERE M ISIEXT & (Add External Authentication Object).
b) K BHIIES R E A LDAP
c) HIANBFRAITIEIRAR.
d) M FRFIRPIEFIR S REHRE.
e) MTERSEDE, WAEH AP HilL.
iR
WA UE B TLS 8% SSL BET&ER:,  WIAEF i =L 205 - B A i) 20144
VCHL. SbAk, N dsA 2 EF 1Pve Hullk.
f) Crl3%) o i O A A B
g) (M) MAZFMRSESH
h) A LDAP#ESH.

* BLAH DN - 42805 1) (¥ LDAP H sk NEEACRT 3 k4 Pk a1, 2% Example 22 7] 1] Security
éEéF\EP E‘Jgﬁkl&ﬁf%{ﬁ\%lﬁ, l%i@])\ ou=security,dc=example,dc=como Ej@%y )J—_T\!:flg%ER
DN (Fetch DNs), $RJ5 T #7913 b idk FEAH I IR B A AT 23 HE 44 B

BRI -, W EFEM PN % EA physicalbeliveryotfficeName &I, I
HA2y I AEF 0 T iZEE AT R E vewvork, EAURIRAL IMAZEF AP,
1%35’@])\ (physicalDeliveryOfficeName=NewYork) o

* BRP & - A 28 FEUER Y LDAP k254 I - S N ol a0 HE ) S 8K o, an 24 2
OpenLDAP JIz%5#%, HPH PR EA wia JEYE, Jf H Example 24 Security #[7HH B]
TRTE uid BN Networkadmin, JUAE AT LA

uid=NetworkAdmin, ou=security, dc=example, dc=com.
 FRIAIFIA D - A TEO U R
o (R RREHIRL - BUE LT ok,
* % (Encryption) - ritiJc (None). TLSHL SSL.

WIERAE SR s 5 SO vk, W2 R D TS OZ TR BRI . e TLS,
it U N BRIAE 389, WA IEFE SSL N, ity LK E 24 636,

* SSL iEH _EfER&1E (SSL Certificate Upload Path) - %f T SSL 5§ TLS %%, 450 ik
Fli% R 3044 (Choose File) i £—AMiET .

o CRATHD FPRRIER - B KAH .

o BBE-H RN B IE R AT IR L (1-30 2D o BRIAMECR 30,

e
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JE Y B AR PR O R N AN, BRI, A SRIL SRS, TR ORAN SR U
B A AR NI L (1-30 B0 ) o G ROREER N BE Ol S AR, U0 B B A AR B
Py U5 UE P B AN AR -

i) CAJa) QBRI w2y R A 2 S A sevr @ e, 3R CLI i RlEtE o BN, 1
Microsoft Active Directory Server I, i iI7E CLI iFlalE M FEBH#N savaccountname AT H
sAMAccountName FM5E i Al JB PR R AN e v ) P e

j)  WHE CLIimEdiEsE.

WFELL Ik —
o ST HICE SOy Bk BCE IR e (A I jE gy, PR S BRI IERFIERE (SameasBase
Filter).

 BURPE B REHH A AH, AN EHELIESNEEAL . WREE AR
(HIE SRR « B, R Pra M e B R A JBE(EN she1l B nanager JEYE,
] Pk B AT R ( (manager=shell) o
LDAP 245 2% B A FRLZIE Linux G 30 H - 44
« % 32 NEREUE AR, AMINEFRE () AR RIZ ()
- NG
o NRELLE LT () ks ARERTEET: PREASHIL (). at f 5 (@) BRI ()

k)  RiRTF (Save).

SIES5 X TLDAP, WIHRLLGTELDAP RS & B insiBz -, AUl P 2R H B E 5.
a) KIREFRRSG > BF > MR B LEIE
b) riih LDAP R4 28551100 RIE () .

WM P AR R A, SRER—&HEE, Lw(wjju%*ﬂgﬁﬂﬁ%ﬂﬁ Firepower Threat
Defense “J- &5 & B b2 ET BIE “XAHAnie s Lk

c) HEMCEMEN: WS RN E B
$IE6  iL'E RADIUS S 5Fxt 4.
a)  f#iH] Service-Type J& T 7E RADIUS Jlg %5+ b XH /s

PUR &5 SCFY Service-Type J& A :
* FRLEL (6) - Fefit CLI MCE ) 44 IXEEH] Al LAFE CLI FR A B i 2
* NAS #2755 (7) 8BREH 6 LLAMEATATZL0] - 4245 CLI IREA VT 4240 . X2 7 ml LUE A
i 4, #illishoway 4, TRl HERR .
A BRI Linux A 20T 4 -
© R Z 2ATREUT TR, SMINE R () BUNRIZ O
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* BHANG

* ABELUETARF () JFks AReA2ser: MRS (O at 775 (@) 3Rt ()
B, AT LAEAMS S I TE S e XH T (S WP ER6. . 1200 o BIAER BB
{4 ] Service-Type J& P4 [ [l I Jg i 0 Al A2 B e 8 F AR TR ) RADIUS 4545, il n]
WA [E RADIUS fIR5% 28 PN MBS AR I IE N % . Hoh — A0S dm 1iE Ui CLI i ia) 53
deRE N O ERALD , 5 DZRNK CLI ipEdiEss B T gUihpiE) .
76 FE R RSN &2 I8 IE T & (Add External Authentication Object).
¥ B 3EE 77 A A RADIUS,
HINBFRF A IR .
T ERSER, WAENANP ML,
pait 4
U SRS UE 1538k TLS B¢ SSL MEATIEHE,  WHIES ) 4144 4 4005 e - B A FH 1) 2 144
VLRC. UbAh, AN SR IPve Hihik.

(T3 o i O FH (0 BRIAE
i\ RADIUS IR 2BE4A .
(AT3E) FANFHRRREFSAL.
i\ RADIUS 5 ESH.

< EBET () - WANIRB) B B AT . BRIME R 30,
* FIRE - POAALIRS) B8 B i I 2 S T I 45 A I R K. BRUE A 3,
(i) ANMlH RADIUS & LI P, £ CLI iFadEss ~, 4 S5 CLIiFRA AR +
BohimAN RS I P 45 & . B, %N jchrichton. aerynsun. rygel.

fenT REARVEAE T B A 1K) CLI 3 18l i8R ik S S Bl 4 AN LA 5 2RI Ad FH AR [
RSN I IAUERT B o TR, W RAREAEH] RADIUS 5 SCRIHL ™, WLAZCR: CLI i el i3 g

L E2
(RIS 44 DU RADIUS [ 5588 L0011 £ FR2 AU Linux #3000/ 44+
C B 2 AFEREEE, SMIEFI O BRI O
- NG
C RRELGETA () TF ks RREAIRECT: AREEHL O i (@) 51 ()

=

pE s
WK EHAE RADIUS g5 #s EOCE SCH ™, TAZICRS BEEE 7> B 2

RRTF (Save).

B ig% > > FAIRE > MNP HIIL.
sl R (©) W BB BRI AT AT 5
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i LDAP 57 SSL 8 TLS N i, 4 BAEUE B A ek T e A0, B A A S0 s
Ao

SRS I A0 S S0 UE R % 5514 1 B e B A (W) .
MiHRTF (Save).

BN E TG 5SS RSN T .

HEERM— 5.

J& A 2 UL R 2R R AN O

B A8 LA IDNAE S FEBCATCIK (AAA) TE e % IR PR VAT A B, 434 mT LU T R 0L B8 T 4%
G R Bl R0 i B G I, DU B U B AAA. R ALA, AAA
e T AR TSR dORIEE A (VRF) B8 kb, OF B AAA B BRERR e A MU 1 A5 KB FUL%
HI S B 3 T AAA I, SCRFLUR IR g5 sl -

o FHT- A58 5 4 B 3iF 1) RADIUS 55 LDAP R4 2%
* FQDN. IPv4 5% IPv6 44tk

SR R UL rh R 1 1P S 9 B 5 R M S A BRI, A SR S 4 B Al 55 A B A T
UL HT A IR R 11 SRIBORAE AL A 8 53 470 6 E SR s

FHia Z |l

o B DR O A B A IC T I RE UL R RN e (VRF) B2 . A CIECE VRE 20 (E B, 1S ML E
R s A ORNNEASB E NG R, ESRENESSD.

ﬁfﬁ%ﬁfﬂﬁ%")ﬁﬂ% EE%S”@H% IR 22 4 D mlide 40 o A7 DG B gt e 4 X Jacpn e AL A5

* IR CRCE IR MBS RIS 20 o A RELE MBS IR IERIE R, 1S5 BL & FTD
(RIZM8 E A7 B o

© R S REAR S AR ACE T RS A FQDN, iR &0 S 0 TE RS54 (S CRCED B

{EH I FQDN. BtAh, 76 b5 f e 45 (1) 345 1 P B E DNS 45 %5 . £ ¢ DNS 45 25 hc &
KI5 B, 1EZ[DNS.

R RE > FRIEE , IO ogniE P SR
A ilisNER B2 38 E (External Authentication) 2w %4 M5 43 50 11F S o
{EINER B9 389 (Exter nal Authentication) XFUFAET, 1 H T o] A0 22 4 X AR D 4. 0K e 402

H A I 11 5 R S A3 BRI 55 2 UK, TR I AT S0 UL i o B 1 0 22 A X 3l 1
M, RIFHRAT LN A



management-center-device-config-76_chapter6.pdf#nameddest=unique_126
management-center-device-config-76_chapter25.pdf#nameddest=unique_927
management-center-device-config-76_chapter25.pdf#nameddest=unique_927
management-center-device-config-76_chapter24.pdf#nameddest=unique_140
management-center-device-config-76_chapter15.pdf#nameddest=unique_728
management-center-device-config-76_chapter4.pdf#nameddest=unique_166
management-center-device-config-76_chapter4.pdf#nameddest=unique_166

Fars |
-

a) BRGSO E IS A ORI, 1 sl A nEl £ AR5 8% (Add to Primary Server).

b)  (niE) ZREE: AR5 &0 G 50Uk Ik 5525 CHE, 15 AUl RN 20 &9 AR % 88 (Add to Backup
Server). 1% RIS &4 PR S 28 (Add to Backup Server) #5H A T ARG SPIRAS, WIR R &R
Bt B T AR G B0 UE 1 2 0 g5 25« B SE (System) > i A (Users) > SMER S 4138 3iE (External
Authentication) Mt & #5055 # . A RHCE & S E RS2 15 B, SR E FTD [14h
B R TATIoN

PR 4 nHHE (OK).
PR RAFIFARE .

rL A Y | = = |
FEIRE
RINHEOLT, BN S AR IP B m 208 24 M EL, LA ZE 200 NMEEFAFEA L)
B, S e R AT 2 BRI P (Ll NES over UDP) , ] BEFEELLE4 B AL T8 (1 I 4%
o (HU R R G SHA ST O BN, AT Gl s 5 U N 1 SR2E I B o BB s
AT 5 A48 RS (DoS) Xt

\}

ER XU RN O B SR (Y A B AT OB IR DR E T B RN BIRE, A
B BIRRR e D TR S B g I, T LR B R (Advanced) > R 2B E (Security
Configuration) ik, L% (Devices) > g & EE (Device Management), Z’ Jal i 5 1
#, SRJGIEPHED (Interfaces) LAgnH % @ Tk

PR G RE > TRRE , JFOIEagwiE BB S .

$IB2 EPEERIZE (Fragment Settings).

PR3 ME LIRS aURA A BOARE, WA EEABIAE.
© KN (B - K BT ISR AT A8 E AT SRR A0 S AR 0 o B s KA . BRIME 200
NGB
<8 (DB - P B BOVEEE IR B . BRIACY 24 MR, Ktk
TV E N 1 RAE 1y B
< EBET (R - SR BRGNS P A R . BRUMER 5 8. A SRAE G IS ] P AR
BB WIS 7 B

PR 4 1R TF (Save).
VB, EATLAE R ERE > BB I A IS B A IO & . AERE e, A A

W FasE |
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wrre i I

HTTP i771a]

EA] LR - HTTPS AR5 2%, DMT A 2= 0 3 M 8 3 IS T RS & U], g, g AN 6 383 1
#5°%1 AWS I [¥] threat defense virtual 32 tiE iR ZE ML o

ANSZRELE B oA _EAE HHT TP oAt s 0, Ja s 2 34 A FH 170 e A AR =0 AT C 2 1)
Web #% 11

RS BAGE H] T Bt 1, SRR EON DU B R o 8 BRG] T A B . R
5 BRI 0 8. e M T RCE BRI M BB B L B RATOT TP M A S
B

PE R HTTPS, o7 A VEEHL IP Mok i35 B0 . 3 A #E /> B & HTTPS .

Heek HTTPS - rJ5nl 98 A, Wi HTTPS FHU FAMBEE D [, W B M %o aB8 0 Bk
R T

FiaZ |l

o ANRELE]—F#2 11 _E Ay [Al— TCP %t H [ W C & HTTPS F1 Cisco Secure Client AnyConnect VPN F5
oo i, W SRAEANREE D BB EFEYT ) SSL VPN,  WIBJCik7E N [ 443 14T JF HTTPS &
FLEEV AN o QDA 20 [ —F 11_b [ A B IX PN I S g, WS A R AN R (o 1. idn,  fE
Ui |1 4443 FF]FF HTTPS.

o TREMZA G, HTE SOR B SR VF AT BB 4 X HTTPS MR (1 L 45 o 5 mT LLAE SR R
WA 5, ABGUR BT I S AUbR U4 1P ik, BB ORI b s I 2 D Ar (e . PR
&> WREBUNLENS .

N

AR AR RSRENEENSS S . Y AETER ipv4 BEE ipve.

T EH&E > FAIRE , O igmts B s .
$E2 EFEHTTPiFE.
$IE3 kb BRAHTTP BRSS S REHELUS H HTTP 45 4% .
HE4 (WE) T HTTP . BRIAMEA 443,
S5 bR AV HTTP 3ER: 04 LR TP Mk,
A5 FH e ke PR MR A2 1K 252 HTTP i, DU Foir i v aX Be e 2 14 2% 7 g 1) TP Hbhik o 488 m) DA
P48 Huhb A & AN 1P k.
a) AN (Add) DA IE R, ok maE (Edit) DLgm ST R0,
b) T E R JE




-

ICMP 177 9]

$IE6

LI
$IE2

SIE3

Fans |

* IP 3pdk- HITHRIR SCVFEESL HTTP 4L BB R 250 5 sl o ARz s Rk £
—AXG, B R+ DL IR R X 5

o AT FA X 30/ O - 8 06 75K Ao VFEET HTTP SEFE M4 L IX Sl 06 AR b it 4% 11, T
LATE B X484 O 51138 T 75 O 7 B P AL VAR, AR il im0 e (08 s
FIER X IR, A 2RI L N T ik

c) MEHBRE (OK).

MiHRTE (Save).
IR, AT LA 2 ERE > ERE R SR B BT A L e . TEMRE O 5, A AR

BRUAE T, BT LA 1Pv4 8% IPv6 ¥ ICMP $idi A0 R 1% BT #: 11, DL RS 6L 4«

o JEUR IS A AN N 2 ) A2 T HE bR Y ICMP [B] 2K

o SNSRI A N R 3% A R NS 1 ICMP i AR AN L ICMP R RI% S

T I .

H T AR B s eiks, 48 nT LU A ICMP RULKE 32 K1 1) ICMP ) BR 61 R 52 EH L. &% B ICMP
KA, ICMP AU AR S5 555 ) FOUIE AL, Rl B BEA T HE s, 5 s B U HC Y 25 — 4 FLULKE 52
SCHRAE
n kAN U B AR ICMP AR, P Ba a4 ICMP MRS N2 ICMP M3 R IR R, M
HCERIAT . BRI, G AR EEAGE LG LAY B2R AL, IZIAE ICMP U512 1R R N — 5% Fe 4
ATART S BT RN, DAEE A 8 4 7 LR A
FATA, GRZ A ICMP AT Rk SRR (M 3) AR . FE48 ICMP ASi] ik B 425 H] ICMP
B2 MTU ZBL, M AT REBHLE IPsec 1 PPTP Jitfio b4k, IPv6 111 ICMP 0440 T IPv6 4T i &
IERE

FiaZ |l

FERRLU P Tl X R T A7 IEFMNR > MREBUMEN G T EZ M4 Gk e L
it (R ERLE 4%, HLAE B PO Gk e SCE PRI ICMP 35 B 2R

PR RE > FRIGE , OISR .

EFE ICMP i8],

i & ICMP FN .

a) AR (Add) LI, Bt dRiE (Edit) DAgn A KU




NetFlow [

b) TR i 1
< RAE- VR (VP R4 (K30 ILRMTE.
* ICMP BR% - AR ICMP 314 BRI ()55 16 %
* WL% (Network) - B P B4 FL U7 il A PELER) 3 AL 000 25 1) 00 24 ) 5 504
o A FA X% O - AL & TR (e I X 3. e ANE R I P R 1, o) DAYE BT X g
O PR T F BTN 48R, AR5 atli iR an. DO B B8 Ik L e IX S
A oW I RN B T A

¢ mili#E (OK).

FIBA (ATk. O BEERT ICMPv4 G35 ) 9 S F0 T o4 f il o

« SREPRE - BE A ATIEN R RRE], ZBRHIN TR 13 100 &2 0. BRIME AR
145

cREKND - WERKRER, LHENT 1R 10 200 RESRELBEWFIE, (A7EE SRR
2 WA S R 3% i BRI
PS5 LHRTE (Save).
VR, & nT LU 2 ERE > ERE IR SRR B BT AL B o FESRE H 2 5, WA AL

NetFlow

NetFlow L e i 5 BE i WS 0t N BB H 2 1A TP 2 i A5 Lo OB RO AR RURE A D OB R i o
I H NetFlow W43 55 43 54 NetFlow 730 Hrds . %60 LMK B NetFlow #1255, 41
R YA H . IRS5R WERGL A SR IGO0, SR . SR A ZE SR
FEFHAHL NetFlow L& SCRFIN, 2048 FAE R 28 48 H G R A AR A B s

NetFlow ¢ fit e B i Tt s A A DL b 00 228 A i A 2R L PR e 10t

B ERRE > FERE, JrOIEsgniE BBt SR .
HIE2 %k NetFlow.
SE3 A RS IR, B NetFlow 4 51
IR 4 T0E TR0 AR R 35 AR 1K) 5 B NetFlow Z4(.
a) TEBNRIFEIFE- X TG s, F e TSR SR A (R (] RTRE LA Ay AT
b) HEIRFREIE - FE RIRM AR FE 2 IR (LU A L) o WUREA AT, WAL GE
IR, HEAAEQIER G L E S e Fi k.




Tags |
B = netFlow it

o) IRIGEBRNRE - 50 KRR I % Ak SIS IR R (LA B A .
WIS pih NINERS AL EIES . TS/ NetFlow Hsiniicdiess . 25 18 Ui,
FE6 Sl RIREE URLER R, ES KRS IS NetFlow , 5 18 T,
;T AHRTE (Save).
UBIE, AT LLE R ERE > ERE R SR B BT A e A . (BRSO S, T AR

7t NetFlow A7 Ini &R 25

BB EH RS> FERE, JEOIEgmE @y s .

$IB2 %k NetFlow.

B3 AR ARSI B A NetFlow £ T .

LAl R RS DI E IS . B2 T DAL E IR A

S N EH FRFIRT, EPELIURE NetFlow Hdfi 0,5 52% 2 (1) NetFlow SHHISAE 48 5 S 43 g
HLIP Motk COUBR TPv4) o s, fsalbLaial () BIRGR A5 0  2% EH

PIR6 im0 B, WA LUK NetFlow £l 15 3% 2 () UDP i H
FERT  NAREOSHROE Y, EPEB0E I U5 SRS (08 D i D 4. ST BUERE 25 1 Bl

Mo BEOAXSH RO SE SRS — N ED . HAEEN AN D5 B EE RS . 2065 ] LA RS
FOL b S B 1

it () EhF LG 14

SR8 Al ian LA ik .
$IB9 A DU A O LR, ARG iR Bl iz O
L0 SHHE (OK).

S a3 Az NetFlow
112

TEB1 G IRE> TRIRE , HOId ot mihbsfE g .
S8 2 %F£ NetFlow.
SE3I B AT HIFLLL B NetFlow ZiE S i .

B FeuE



SSH

$E4
WIS

$IE6

PE1

SR8

$IE9

AV Y A

Pk

sstipia [l

m RARE S DA B,
15 AR FB, F NI NetFlow SR ULHAC R #2844 K
75 KB TR, PR IR DL PR AR A 2R
* BOA- WORBCA TR R S iR ILRS, VLR
* FIEFIFR- LA A NetFlow A F R KR VLT 4 2 K.

WERIERESE 5 FR A0 268, WL Bl FIRIS &R F s & h £ 07 ) 5IR S 5
pE
ORItk () ERRAIEEHR (R VI I SUF . BB ACL 44

10 BRI, I B FRIT AOX BRI AN A NetFlow SH0F (K &IEHE.
M E (OK).

UARAEEE B I (g ER D) LR T A E L s ), DR T R PP A %45 1 LR T SSH. AT
ST L BB AN A Bl 4 ) SSH gL .

BB 48 JE T OpenSSH [ CiscoSSH M. CiscoSSH 7 HF FIPS & iMEFI & I 3, Bdhk B
JERFRN FF YA X (P B 8T

\)

AR PO FERAC KT SSH, {HILF A S 50 B SSH Vi ln) .

BRI NS R & LA S T RE RS IR IR R R O SdEE O 1) SSH 54
PEEZ 1 SSH AL H W RIAMEH P 412 o SLAb BE & ol db Tl s . X T8 0, A bbb a H
SSH A [ 4128, B4 101 SSH it A 3 S HC &, JFANE T i A s th 278 e B ek CLI
FHCE

ST EHPO, FEECE SSH i %5, &% 1 Cisco Secure Firewall Threat Defense iy 22 % H1 ]

configure ssh-access-list iy 4. ZFELE M H, 152 configure network static-routes iy 4. ERik
TEOLT, FEA)GG B S I I H 0 A BRI o

FAFH SSH, #ABATTZE AV ML 1P Huhk (905 i) B o 488 75 3% FRASH 43 Fid i SSHL

e SSH 2 ml 15 ) #2111 CAUFE 7 o U BRI s FR D) 5 4R SSH ML T4 B4z 1 F, W)
HBEE I AN RO B . AEH P SCR UL th s i3 A SSH I 4 B2 VPN H 7 1 1n) SSH
B, 1AL R — RS 2% B VPN. (HUUE VPN 76 55— /N i e B2k, WAZee &
FOL % 2 TR) 5 6 b vt e

SSH 7 F§ DL %6 Rt Fl 88 £ A e :

* Encryption—aes128-cbc, aes192-cbc, aes256-cbe, aes128-ctr, aes192-ctr, aes256-ctr
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Fans |

B ssuisi
* Integrity—hmac-sha2-256
* Key exchange—dh-group14-sha256
N
AR GRS RG] SSH E sk CLIURIWUE , Hear v #al SSH iE#:
FHiEZ Bl
* W LM A configure user add fir4-7E CLI HACE SSH WA, 16254 76 CLI s i
S BRINEOUR A NEAERTAABCE IR O LG E A admin Bl . 38 W] LGB AR 6 3
EHRALCE MR FMIIE, /£ LDAP 5 RADIUS it EAMTT o IS AT S 90E , 56 8
o
o BT SCAVR S WAt IS SSH I () THLER M 25 M 280 o 8r] DL RE P s x4, {H
I R EAE AN R AR 2 1P ik, A ORI T A D BAFAE . BT SR > MR EHELL
B E RS
S
ER AR RGN any MEE XS, TR EH] any-ipv4 51 any-ipv6.
UK

B G RE > TARE , JQIEagmiE BUBE S .
$IB 2 EFESSH i8] (SSH Access).
FIE3 bR AVF SSH &R AT TP Huhik,
i e nT AR RIIR L6 1 I ¥ 4252 SSH 42, LA A SRV IR SRR ) % ) o 1Y) 1P diudik %5 m] LA
A5 FH 9 268 1k AN 2 BN TP Mk
a) idiENIn (Add) LA IETRN, B 4RdE (Edit) DAZmAE BLA L.
b) AR e
o |P #bit-F TAR IR AR VF@E L HTTPS 4% 10 LB 25 (K I 200 G 504l o MR hr g &b %
—ANKEG, B s+ DA I R 2 5

« AT X1E/#E 0 (Available Zones/I nter faces) - NI SR R VFHEAT SSH FE #2142 1 1 X 45
S FASEE X s (4 1, A) DUAE Frdk X 38/4% 0 (Selected Zones/I nterfaces) 413 1 J7 17 B
HHEENBE VAR, AR5 SR AN (Add). 800 ] LS IR (R 82 DR 0L 4% bl s e 1. X
ML T O B, A S X SR Y T A
c) AiiliHE (OK).
FRA SR TF (Save).

W rewE
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swrp iz [

VRIS, 50T DU 23R8 > BRE TN SRS T8 B P Ao AEARE ECZ In, S AR

SMTP A 55 25

SNMP

WRAE “RGHE” BCEPRCE ISR, WLAZSRIR SMTP fledsds. A “ R HE” BE R
WIS fF bk 26 25072 SMTP JIR 45 2% LA 20k -
FHIEZ Al

B ORAFAE ] 58 32 SMTP JIR 5525 A4 B SMTP IRk 55453 (1 LA (2806 B o MKURIEFERT R > 3
SE, Lo O0%. o, ] DR S I QI 5 .

B Gk RE>FEeRE , OIS B K.

=2 il SMTP BRSS 85

B3 EEARINERRSS RS IP HE TS, DL AT IE IS BN AR $5 88 | Ptk .
B4 iR TF (Save).

SRR, 5y DU 2 808 > FRE A SR 8 RPN e AR 2 n, SO B

{7 P19 2% A5 BP0 (SNMP) DA 75 PC 8] AR 2l Az AT i I 4845 BE AR ol i SC T — P 42 1F 22 R AU iR
# CRIEAZHNL. B e M 2 2Bl IS PIROCPRAS IFRAE T ¥ . B mT LI SNMP IR E
BB KA, AT SNMP 7 B ARl EA T

7] B D0 28845 BE B (SNMP) SZRE PO B IR 24 15 45 o OB} 22 45 W 4 SRR SNMP FiCAS 1.
2c F1 3 HEAT I A, S HERABERT SNMP S2HT ], {HAN S HF SNMP B A5 1) .

SNMPv3 S EHd 1] DES (2% /H) . 3DES. AES256. AES192 1 AES128 ¥ H iz /T P fihn % .

)

AR DESIEMICHFH M. dn R WA 6.5 Z A A2 i) 1] DES N i1 SNMP v3 fil /7,
WU T AR SERE X LE ] T B AEAT 6.6 SOTARARAN) o (H2, EAREHBHXLEH] P I Or
DES I, WAREAET DES & QUEE I o dn SRR 4 B b0 A FILATIB AT IR 7.0+ (1 )il
T, PRS- DES I 1)1 6 1 SO B B ol 75 A 25 R




Fans |

B os7swwe

~

ER SNMP AL E AR B2 Wz

A\

AR BOEAOE R AN SNMP 45 #4514, 1515 0 5B (Policies) > #&1E (Action) > 23R (Alerts)
puk:S

B G RE > TaRE , JHOIEEGRE BB S .
PR 2 1L SNMP,
$I23 ] SNMP Jffic & R A eI .
* 2 SNMP BR 5588 - /275 AL & ¥ SNMP A4 SNMP 5 5o 80T DUBUS BBtk I,  LAE
FEAR FA LB A B [ I A5 F SNMP 5 4% .
EEFEXFRER BN - BONTE N B A AR E SRS, SNMP BT AR A
SNMP 4 [X F 55 5 & SNMP 5 HL T A/E 3 15 F07 W48 35 2 A S =2 . 22 A v 4408 e
T E AL NI SNMP i K2 AR B REX D KNG W F R, 2 s 32 4N
s AN SCVFAEH A% FURE IR T4
* REEERZWR - AR AE R EBIERR NN ZFR RS KNG, &2 s
127 ANFFF e B3, AZATERG RN h
« LE - AL AR E (B, 54 X 42 BH) . ETFAHRX A RANE, BEA LA
127 NPT e B, A EYE h—A
c IH O - AL B AR NG R ) UDP i 1. BRIAE N 161.
TR QR SNMPV3) o #sfil SNMPV3 JIJ™ 5 26 27 1L,
FIES U5 SNMP ML, 430 L.
HIE6 [icEH SNMP [EBF, 5532 7.
PRT HiRTF (Save).

VRIS, SR DU AR E > ARE T K SRS & 2P LM B AEMSE LR, A R

*F SNMP

SNMP J&&—Fl S H PRS0, ATt 0 264 1 % 2 (R A7 385 B A He, /& TCP/IP hisUiEH—&8 7. &
Jolr BB A A SNMP AR 1 2¢ Fil 3 [ ZS ISP 3R LS KR, SRR RIS T BT A5 —ANhoAs . R 72
JE NS A 2 1 IE AT SNMP ACEE, 4 n] LUR T % 41 HP OpenView 2 ZE[ M 4455 B R 48 (NMS) i
PRGBS B L & Y GET iRk L RE SNMP Histiiin) . A e iF SNMP 5 ijiln), Kb 4
JCIEXT SNMP BT . BEAk, AN EF SNMP SET iE K.




SNMP K&

i< 1: SNMP KiE

snwp iz ]

TSnT LUK S o748 A 1) NMS AR, RIVET TR 2 R NG A 15 % 326 38085 B0 1 AR 48045 5K
PSR CRAEmEAD ] DL H NMS 3158 22 48 4 0 B B2 (MIB). MIB &5 LIRS,
T BB YEbr A SCRIME AL B 5 MIB RS M NMS & i MIB # ) — £ 41
GET-NEXT 5 GET-BULKGET i =K LA#ffi %& {8 «

SNMP AT AE A AR TUE SO0 B A (i, 24 k2 R K BERR T AR s TN (R s 0 T~
IR GE I Bl o 8 RO VA AN LG T 1) A B R WL 5 5 6y SNMP OID. ARBHIE 25 1 8 B i
TRAE BN BEAT R

IR H)HAEAE ] SNMP I3 FH AR

KiE 1t AR
Rweil 1E Cisco Secure Firewall Threat Defense 11217 [) SNMP k454 . SNMP fCH AT DL R IhfE:
* XK B 2 B A SRR SR AE
o PEHI A A S (HD SNMP A] DL & ol SRR IS 71 .
« AR SET #:4E.
RN T N BEAE L1 SNMP ARBEFE 1 T 7545 SR M 25545 Bk IR 2 % & RIS A TR DL o BB 3l vl E R HE A
W) 8% 5 BE3G 2 H MIB B[R — % %1) GET-NEXT 8% GET-BULK 75 3k LU 5 {1 -
B B PR Rt &R b MR SIS B AR s 550 . MIB HH K2 50 4% % %
(MIB) AR s UMb R 2 o SNMP W Z85 HEuE BT LI UE MIB,  F115 SR AE H BT e B ol g
PR L 3%
) 288 65 B iy BEE PC B LAEUG 2y T W48 SNMP FiAFFIE FE i 4% .
(NMS)
T B FRREF FHT- M B4 1) NMS 2R B3 6 2% 1 5 03 ) P Fe s I FL SR 45 BRI R 4.
(OID)
FE B FHT A2 N SNMP ACHE 2 NMS v BT LR SRR 4, BIanaERs T e . BER o<

AR AR B RIEECR S H S .

coldStart - it & SNMP J5, SNMP {CHLE B & 241 coldStart [ERF. RHEE RS ) J5 A 80, W
2 I BE B

ERE

WFFAERERT HA 505, G, WRSOE B nE 5 o8 (M) » BPbta L. M4
FERHA S E R I G, T Hfh b B a2 i i ki .

snmp-server enable traps snmp coldstart 4 T i FH A4 B 1 L e Bk 1) A i o




B v s

MIB #npe B

Fans |

MIB H 8 FARvEns & T . ArdE MIB 1 IETF G I 0 KA & RFC . BEPFR 5 K AR 4E i 4%
W& ERE RS, KREZEEM T AT Rl i, SNMP MBI & TFrvE sl & TV ) MIB
zﬁﬁﬁx FRAERGIE T TETF BRI 0 328 & Fh RFC H. SNMP [EBES gk ASA %A,

UAR AT, IR TN B AL E R 3k RFC, ARifE MIB HUBRAE R
http://www.ietf.org/

W% SNMP X G 3 fiids, ML A E Ak R MIB. B FFAT OID:
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
WA, ABLR A& FTP T 888 OID:
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

MIB A S35 By RARFIXT R

PUR 3 A1 HS T RHRE MIB SCHFRIR AN 4

ILFZHEEN VPN 21

% 2: CISCO-REMOTE-ACCESS-MONITOR-MIB

TTHEE oID AR
TEBNe crasNumSessions MHE S IR R .
(1.3.6.1.4.1.9.9.392.1.3.1)
il crasNumUsers P 2R
(13.6.1.4.1.9.9.392.1.3.3) .
1 20T crasNumPeakSessions a%gﬁmu%mM@
(13.6.1.4.1.9.9.392.1.3.41) ET 8

ufi 52 [8) VPN BZiE 516

% 3: CISCO-REMOTE-ACCESS-MONITOR-MIB

UG 0ID 0
LAN #| LAN &1 crasL2LNumSessions METEE) LAN 3
(1.3.6.1.4.1.9.9.392.1.3.29) LAN 21540,
Il LAN 3] LAN 21F | crasL2LPeakConcurrentSessions EEXAEIDIC A EE
% (1.3.6.1.4.1.9.9.392.1.3.31) F & LAN 5%,
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EFERR I

%< 4: CISCO-FIREWALL-MIB

miB x5t RtEixig [

R oD 1% R

TEoh SRS cfwConnectionActive HAN BT KBS 2 Hi A8 T 1
(1.3.6.1.4.1.9.9.147.1.2.2.2.1.3.40.6) AL

AR o2 cfwConnectionPeak EELACISIDE sl
(13.6.1.4.1.9.9.147.1.2.2.2.1.3.40.7) R T 8 P 1) g o S 4

i&o

[P ERE R cfwConnectionPerSecond 5 kA% 1 i Y R AR
(1.3.6.1.4.1.9.9.147.1.2.2.3) FH

RFFP U &5 cfwConnectionPerSecondPeak EEXAREIDE D e
(1.3.6.1.4.1.9.9.147.1.2.2.4) R B L

NAT 45154010

% 5: CISCO-NAT-EXT-MIB

TT#25 oD 35 BR
VEBhEL cneAddrTranslationNumActive NAT %% 5 2477 0] FH (1
(1.3.6.1.4.1.9.9.532.1.1.1.1) kA H S X
Foon N A FNBh 2 Hh
AL Gl ) e 2%

EROM WS
& A VG B 6 e cneAddrTranslationNumPeak H A% 3 5 LU SRATAA] )
fige A T35 BRI e K

(1.3.6.1.4.1.9.9.532.1.1.1.2)

HohEFE A A XK
7~ HARGA B ELRAEA]
I Ak T SR A K 3
Bk 2% H K K ED
(PR E RISl

AL AR L G )
FetskH
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B ws sssmsmnng

BEHRZ AR

%< 6: IP-FORWARD-MIB

THEEE 0ID o
5 Bl inetCidrRouteNumber A
(1.3.6.1.2.1.4.24.6) inetCidrRouteTable %% H
S
BOMTREEHE

%< 7: CISCO-IF-EXTENSION-MIB

TR 0ID 1% AR

TR cielfDuplexCfgStatus g A te w0
(1.3.6.1.4.1.9.9.276.1.1.2.1.20) R FORUTRES

DU 2 (R TAR A cielfDuplexDetectStatus RO i ht ot Ju
(1.3.6.1.4.1.9.9.276.1.1.2.1.21) R0 S X TR o

Snort 3 NMREMERLE

% 8: CISCO-UNIFIED-FIREWALL-MIB

T 01D 1% BB
Snort 3 AM2 A% | cufwAaicIntrusionEvtRate 2E 2 300 #2 14, Snort
(13.6.1.4.1.9.9.491.1.5.3.2.1) AP S ERTEEN
E ARIOE S TbL e

BGP 355 #04R B d@ %0

% 9: BGP4-MIB

I 0ID 5
BGP X Z5:&HH bgpBackwardTransition 24 BGP FSM M %5 i 4 2
(13.6.1.4.1.9.9.491.1.5.3.2.1) UYL ZERILEQ T RERN

S, AR
BGPBackwardTransition
H1.
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CPU FI| =%

%< 10: CISCO-PROCESS-MIB

R oD 1% R

CPU A% cpmCPUTotal IminRev S — 4 8 & %5 CPU
(1.3.6.1.4.1.9.9.109.1.1.1.1.7.1) DILEESE

HA CPU A # | cpmCPUTotal IminRev [ XS HURIE A — 73 B &~ CPU

ReA A, JEp
“n” FIRZOHL

2R

1.3.6.1.4.1.9.9.109.1.1.1.1.7.2 &
1.3.6.1.4.1.9.9.109.1.1.1.1.7.(n+1)

* 36141991091.1.117(2)
-BERY CPU A
HET5E (A
L Sis-v W
36141991091.1.1.1.7.1
W & 48 CPU i
FAED o

36141991001.1.1.17(+3)
- Snort “F#4 CPU fifi
HEF» L s
snort S 1] ED

36141991091.1117Gv+4)
- RGP o)
[t C “Sysproc” #
L fRFISED

\)

IR

1E ASA FirePOWER MR 75 CPU Wi# (hrProcessorTable Fil hriNetworkTable) #H7%[% SNMP OID
1.3.6.1.2.1.25.3.3 f1 1.3.6.1.2.1.25.3.4, 1 Gl o e 44 57 B4 & B AR 152 45 1) CPU I 1R DL TEA

2
H /oo

£ ENTITY-MIB ', 3 2 it 3 ) Cisco Secure Firewall 4200 ff] X EPM 2X100G 1 4X200G
I T WAL T OID - cevFPRNM4X200Gng fil cevFPRNM2X100Gng.

Zhn SNMPv3 BB R

\}

iR

& 5 SNMPv3 G#EH P . IX LD IRANIE -+ SNMPvI 8% SNMPv2c.
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HIER, SNMPv3 HzZgr s P

SNMP JH P A feE I 44 BRI UERE S o s % i LA R A58 P 1 5 0y 3o ik R hn 2 55002

# SNMPv3 H FHEAE ol nl YRR, a0 FEAE R QR BERR T i V8 0BT PR R 15 46 ko8 48t i m FH P 2
£, W SNMPv3 i P A EHIBH & . OB P EEsm, REEIHEAE, Pkl
F P 228 G

SR IEIEE EIEm

BT SNMPV3 7 S E6AE, B0 IE S NN A T B T s s gl K. B, A
SHA-1 Fll AES256 ZEAT I H ' S 43 B Uk R MG, il SHA256 F1 AES256 HEAT (19 5 43 B il

BRI EER I TE MD5 (R, UPRTH-6.5) . SHA. SHA224. SHA256 il SHA384,

MD5 IR FEH] . AR R B EAEAE I 6.5 Z T IRAS G K8 ] MDS 5 4y B0 5% SNMP
v3 HI, AT AZREEREX ST P 1817 6.7 JOEARRMCA ) FTD. {HJE, BTCiEgmRIX L )ik
B MD5 S I uEH:, s ] MDS5 B 3 S b SE SR T o W R A B O A P I8 1T
7.0+ FRAS (R PP D AE 2R 48, U Fia T2 ol Jip 917460 2R 0 55 A5 P MIDS B3 473 96 SR 505 11 65 B0 SREMRE 2K
.

I R T /2 DES (%5, X RT-6.5) . 3DES. AES256. AES192 fll AES128.

DES &I g 3 o R 1035 5 AL F5 45 ] DES % (1) SNMP v3 F /7, X $e ] 24 6.5 2
AUTRIRAS B LR [, 45 n] AAR S IX B FH P T84T 6.7 K A RO I b il R SE . HA2E, AR
SR IX S I P AR B DES %%, WASEEAE ] DES Bss GU85E /. SR A B A BAT AT S
1T 7.0+ RS B B A6 2R S8, ) i) 3 S g i 977 41 2R 495 20 284 JT) DES N (1)1 5 B8 & S MBI

P RE > FRIGE , IO i .
i i SNMP > i P (Users).

AR (Add).

MR 2R N Hg & kR 2 800 .

* Auth - 5 5 G UERTERE AL, R T RS 3EAT S 50 1IE
* No Auth - L H AR I0AIE HIGE AL, S AT BN 22 2 E
* Priv - A7 S0y AE HATRSAL,  RORE G BT S IS uE AN

W FasE |



wmsnpa aE [

FERPZTBA A SNMP 7 447 I AR EAHEL 32 747
FENEE B HRZERY [ fu A b B F A R s A 2R A

* BASC - JE B v o6 A FS B B4 I AT R s 3 A T

o AR - UMM AL R L I ) A

BN EEER PR EFEF AN S 0UE258%: SHA. SHA224. SHA2565 SHA384.
MD5 &I O T - W R B S AE ] 6.5 Z B BCAS G A ] MDS 5 473 56 1E 5535 1) SNMP
v3 P, AT PAgk SR X e ] P e AT 6.7 SRR FTD. {H 2, #IeikgmiiixX de i /30
B MD5 S 56AE5H:, ol MD5 G435 F A G d@sm . A 1 A B0 A PR iB 4T
7.0 LL_ERASHY BT, S T MDS 53 56 0E 502 R 6 150 E S 58 B3 e gl 87 1R Ok
T

EBREIEZFRB B, WA T SIS0 ik <IN s s g2 m” =56 04
A& RA N xxoxxexx..., L xx o NiEFRIE .

ERE

SRR B B R T TR 1) B A B 50 . ST T g, KW GERBI 256/ 74 .
WISIERE “HHSC” AN “hnssssnd” R, IEERINFBIP ERAZE,

ENNZEZEE (Encryption Type) Mg, EPFEEAATH N2 AES128. AES192. AES256.
3DES.

T
B4 H] AES B{ 3DES %5, AZAE A e B N (R VE AT HIE .

a4

DES &I % 5 M o A SR8 QAR 6.5 2 AT I A B IR 4 T DES I’ (19 SNMP v3 I
WU AT AR SR IS TI84T 6.7 S SEARRRCAS 1A JEUh i o (B, REASRESM AR IXLE ] 7 JF- Ok FY DES
s, WAREAE ] DES & QUEE A o dn SRR A B rh O A PIAE RS AT RRCAS 7.0+ B a4,
JUPRS A ] DES N8 PR~ 15 50 B SO0 s 2 2T 48 i o K 2 2R U

FE AN B8 (Encryption Passwor d) 7B A A T (i . RGeS “ s s s 2Ly,
W R A A% AN xxexxexxe., FEH xx Y FoNEEBIE . XTI s i, S i K o T ik
IR A . RN CREAS xx o — AN \BERIMED -

* AES 128 75 % 16 A~ )\ HIME
* AES 192 7% 24 /> )\t hilfE
* AES 256 7 % 32 /> )\ il e
* 3DES 77 % 32 AN )\ B

* DES ] LUZAERCR /D

R
ST HAT RS, KEEBAA R 25654 .




Fars |
| TR LED]

WERZERE “HHSC” 1Eh “nssssid” 280, e A T BUh SR I,
TEN ALEHE (0K).
TE12 AHRTE (Save).
BEES, 0] DL R ERE > ERE PR SIS BT L W . ERRE E N 5, EilA .

7 fin SNMP E#1

{EH] “FEHL” (Host) LLZE SNMP Wi Eff) “SNMP FHL” (SNMP Hosts) £ HR Nk b 4% H . ixub
25 HARoR SUVFUT 1) B 977 7081 6 45 1¥) SNMP 5 B

Z A LA 8192 & FMl. 1HZ, HA X 128 & n F T [k,
A

IR OFE 74 MEERA, FEHAZEREOCHSI. WERRSHERSASEL SNMP EHLKSE& % B 174
Mege Wi, WAk & IF B 2 FEHEA R & AT H SR & BB SR (7.3 FIRE FLRCAS, R
YR 5K 7.4 FTD) &

FiaZ |l

AR X, SNMP EPREU 026560 % PRI > X R TR DL 2461 2.
A\

AR IR M SR IPve EAHL. IPv4 ML, IPv4 JE AT IPv4 1 W bk .

L1 G RE>FERE , JFOIEGE BB .

$£1E2 i SNMP > E£4# (Hosts).

LI AR (Add).

$IEA 7E P MU TEP, AR IPv6 5% IPv4 LHLEGE SR E L SNMP & Bk AL M 245 % % o
IP Hudik ] LU TPv6 ML IPv4 TNl IPv4 Y5 Bl EE IPv4 1K .

WIS M SNMP RRZA T $7 5136 Tk S 11 SNMP hiiA

L6 (PR SNMPv3. ) WA A FHgR P E PSR E Y SNMP I/ I 44

A~ SNMP ENLEZ AT LLKREL 23 4~ SNMP [ 7.

B FeuE I
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TR (R SNMPvI. 2¢. ) EIEEAXFRBTBOR, M CRCE A PR, DI e kAT 3%
i) BRI AN GZ AT R AT A

iR
150245 4t SNMP T3 I 740 5 2 L SNMIP BR 25 88 43 b e XU FAG A R Y, A 5%
BT

SIS W PER A 15 SNMP B 2 [R5 200 . 50T LUEAR L R BRI AL,
o FRiA) - BB 2 BN AT SR AE R
* BEBH - TERAEBABERAEIT, B BABT A 2% B BT
R
4 SNMP F:HL 1P HAIE 2 TPv4 S [H 5 TPv4 T-FYI, T LU BRI BB, 1 A2 NP T

S  EHOFET, HA SNMP EHLY UDP &5 . BRIMEN 162. HREHE K 1 & 65535,
S0 fEiFlRlA R (Reachable By) 1EMi F, E#K &5 SNMP & B 2 [AEAE (3 288, f8n] DLE &

£ (R B CVElORT (22 A X el i A 2 11
* R & &0 (Device Management I nterface) - ¥4 A1 SNMP & Bl il 2 7)1 1o 4% 02 V304738
5.

o MIBEPEILE: VT SNMPV3 BRI, RG0H R VFITA LG E 1 SNMPv3 H P 3E T H ),
MARRT 2P 6, 55 30 TR IERMH . Bk, SNMPv3 EHLA L1F SNMPvI Fi
SNMPv2c¢,

* 4% SNMPv1 HI SNMPv2c A0 HIREFEILEL LTI, A&Wsg A PIR 5, 55 30 P fiTik
FERA T R A o

« X RZIED (Security Zonesor Named Interface) - ¥ £ 1 SNMP 45 Bk 2 )38 i 2245
X ek Bz AT I

* 7RI A X 13 (Available Zones) FB PR X dik .

o NI v I I S A B A R I IX A R X8/ O (Selected
Zone/Interface) F-BtH o W TATEX B L L, 0] LIYEFTik X ig/4% O (Selected
Zone/Interface) 411K N7 7B BEANSZ D AFR, AR5 s i in (Add). B34 ] LLAS A 1]
FE 0 FH AL b 2 I A4 1 o AR RSB S ITikiE D B X, REEA SRR BlCE 3
Mo

LN SHHE (OK).
;12 SHRTE (Save).

VRIS, 50T DU 23R8 > BRE A SR 8 B P R e AEARE R e, S AR
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BcE SNMP [&fH

{35F “SNMP BABE” 3 BRIBB B0 SNMP WIBE CHAEIAD . BRI T35S 01
EFAE (It EATEERE . NATHREERFN RS H ARG A S B A 5 % ) B IR R SR I«
B LB SNMP X§ % ID (OID) Z/R7EMBE 5 K I% K SNMP F4E [ B

FELCREBIEANIE TR S i SR S N T AL AN RS DI Rl 2 . 4
FEAERT A AL S WA I R A, DRI A SR X LS E N B 37 v) 58 #R A1 &4 NI BR B
Bt

SNMP [ BFLERS 2 T ARUEEEE & Tk MIB H E47 58 o FRUEFEBIFH IETF G i Jfid S AE 5 Fh RFC
H. SNMP B2 g5 e B B iK1«

WERTEL, AT DAL RS R 3 RFC. br#fE MIB FIFRAERAE

http://www.ietf.org/

ML AL & WA MIB. BaBEAT OID F 5235513

SNMP X} % G a%

A, MU AL E IS FTP FEUEEL OID:

ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

R RE > FARE , IO BB S .

{fiFH SNMP > SNMP Faff 4 S BfH 5410 # SNMP BEBE (AR an

IEPEIE ) “THHFABE” T, ] DLk B — o AN R T

a) LT ERETE SNMP BaRE AT 7EBE 5 0 DY 5 53 i s s B A B

b) & ERARE RS BERBLUS S BB RS H & B AL

SNMP [P T A2 5L, BRI S 4 v T B 97 480 i H R LAt @ 9 2 . 5 FH T SNMP B
ARG HEMEBER, SNMP BEFEATAE S FEMBAM L P i 2 %6, SERGER. WRERKIA
GiGEIR . RS NITE R, AT LR S ] SNMP FITR S0 H G ERF . st ml DABR 3™ 1 ¢
AECH B ID AR g H RN B, g, Fra DY 212 TRk RS H AN B ID #5 SNMP
HAREL . HS BRI R G H &N B AR, 2 50 1L,

SRR A BOATEOUN, AT O R AR B3 o (R S b

© SOIIE - RSB SNMP il o X T HAAIERKAE X P AR 8, o bt G 4
BRI

« BATHERS (Link Up) - Beas 19— NMEEHER AT (2 “HmBLD , W@ s i,
* TATHERS (Link Down) - e K] — NS B O B R, S b s
« REB3 (Cold Start) - B LR P H 5, LU HC B s b S AR ST REARCE 2.



https://www.ietf.org/
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz
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« BaEN (Warm Start) - B IEAEERTAIAG 0 A 5, DUREHENE B s S SE AR SEBLAN 5

BRS (LSRR MIB S I T it (1 3 FE S B B -

o PIFH A B EAEN - I T E fe i 0 (FRU), Gl s, (FRUGHEHYR. XU
AbEESS R . R BIERAEA 1)

DA ] BRI MR - CANERILIS nT SE o0 (FRU), Wiod E0 4 s .
c BEEEN - SR, W@ s s

PUR6 EZTIRAL ) P IESE T 1S AN B -

© BAEIEEIRE - BRAPHE G RXAE L, ROY CIA BN B R E LR .

SIRT AEEAM L TG £ 10 SIS P -

* NAT #iEE EF - LB AI7E NAT ZHEEEF IP il 24E mlee ny ) 0 2% i bk 4 e b - s 11
O T BT le & ) B 1A

* CPU E##{& (CPU Rising Threshold) - 7ERC & (I RIBE N, 4 CPU fif & L THE 1 il e s
EI, ARl . A eETAT 3 A CPU b T 0 {RL3 %01

« B4 bt (Percentage) - X T B AT, ERIME R 70%; FEEANT 10% A1 94% 2 7). 15
8 (BT G Al 95% .

* HAiE) (Period) - RN WG 1 208l YEHIN T 1 2] 60 732 18]

« N#F L7+ 51E (Memory Rising Threshold) - é{V\]ﬁﬂﬁﬁ?Lﬂi e BRI, 24 il
A1, NI T P AF . 3 H e 00T et P9 A7 L T B

* B4tk (Percentage) - X T BEIE AN, BUIMER 70%; JGEAT 50% F1 95% Z 18-

« #FEEEFE (Failover) - 24 CISCO-UNIFIED-FIREWALL-MIB 5 [{ # b 6 3 IR & ke A A8k i, B

2R TiKIIR
« & 3% (Cluster) - 24 CISCO-UNIFIED-FIREWALL-MIB #f & 42 BES 4R ke A28 Ak i, A itk
s

 XERIBE - 1711 BGP % H425) (H) BGP R 4e Aikid 2 1K) BB B 15 W 2% w] Uy i) P45
KOOI, AR A

PR 8 miiRTF (Save).

SR, SR DA AR E > ARE T K S 5 2P L B . AEMSE LR, AR
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B sst

SSL

AR A IURATE BB IFAE S A A RERAT AR5

IR R IZ4T ) /& Cisco Secure Firewall Management Center ] 5 4 VF i filiAS . U1 S R AE VPA AR
1217 Cisco Secure Firewall Management Center i, “SSL % &~ K#i2EH . bob, S50 Cisco
Secure Firewall Management Center lE AR ARNFF & S H &R,  “SSL W& ” WHi2EH . a4
ST SSL IRV 1] VPN, WIVE ()8 sek 7 o205 FH SR Dhe . AR5 S, 12 (Cisco
Secure Firewall Management Center & BEFERG ) F 4 AT {IE S SRR R 1 o

B ERRE > FRIRE, J0ldakgnt mb s .

HI;2 P SSL.

B3 KA HIRINRERM SSL BeE X .
a) sLdnRICLGIEH A H, W% H OAEAE, Wi ReE .
b) MW FHFIR P IERE T T K L AL .

o WA - R E AL LAY i) VPN 23 I A8 T 7 TLS Bl
* BERF - fRR A 8N SSL WA 24 E 2R
PR A WGP PR R RT R EE, AR5 nldniRan A6 prie il Ik e k. A ORPRaIfE R,
WHZ KT SSL WE , 5 34 Il
RLSLARIE LRI M BURA I o RS2 A bR R T80 B 2 g0 1R — 50k
TS sULE (OK) LR L.

T—5Hit 4
HoH EVE > EDE ANE A R LUK BRIP4

*F SSLiIXE
JE ST Al 22 A H 2 (SSL) B RMEL )2 22 4= (TLS) % >k B FE % P ity (e #2157 ] VPN
ER S R A B AR . i SSL W B H I, #8n] DA B AF il Rt SSL ZERE VPN 1 1) 44 i s 4 1o A
F R (K SSL AR A RN 5 Ak



http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

=7ssigE ]

\)

R EARNCE EHRL R g R DUELE 24 IF (UCAPL. CC B{ FIPS) &#it#i ~igir, B %
PRALLY VPR EASZ RS, flhn, 755 FIPS (AT, &R0 ol B ARES FIPS 11
DH 41 5. {872, HTMHTAGMIEN, VPN BEEASIHITE.

7ELL N AL B AL S SSL 3
®& > FaIRE >SS

FE
FE Y AR 5523 BT AU BRAIK SSL RRAS- $5 5 7E 78 RSS2 i, Ja S 181 ¥ £ FH R eI SSL/TLS P hiR
Ao Bltn, FIVEZFEVT R VPN R SCHT .

TLSREAR—M N g R k£ LA N TLS AR 2 —:

TLS V1 F&32 SSLv2 2 ) b s I Wh i TLSv1 (EE A .

TLSVI1.1 B2 SSLv2 2 /i s I i TLSv1.1 (BB & fRA)
TLSV1.2 FeZ SSLv2 7% ;- ui ) g I p i TLSv1.2 (BB mfiiAk) .
TLSvl.3 Fe5Z SSLv2 %) b [ sk I W TLSv1.3 (B mhieAs) o

\)

R RV VPN F ) TLS 1.3 752 Cisco Secure Client iiRAS 5.0 S T =i A .

DTLS FRA—RHEFTIE N TLS fAS, M TR HIEFE DTLS b, BRIATEH T, DTLSvI 7E B
By e e% FRCE, AnT DN H R LB DTLS FAS.

N

ER OWE TLS PhsUiAs m T & T Ik () DTLS il As . TLS P4 LA K DTLS fiAs:

TLS V1 DTLSv1
TLSVI1.1 DTLSv1
TLSV1.2 DTLSvl. DTLSvl1.2
TLSv1.3 DTLSvl. DTLSv1.2

DiffieHellman 4A— M TR FIR Pk FE— N4l AT HETUA Groupl - 768 7454, Group?2 - 1024 {7 1%
#. Group5 - 1536 541, Groupl4 - 2048 {5, 224 17 Z UM AT Group24 - 2048 {7 4L, 256 {7
2EWr . BUAMEA Groupl.

(= th 2% Diffie-Hellman 2B - A MRz 8RR —AN4H. T HIEA Groupl9 - 256 £ EC. Group20
- 384 fi. EC F Group21 - 521 fii EC. ERIAE A Groupl9.
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TLSv1.2 B4/ 1 LA 3005 () SR«
+ ECDHE-ECDSA-AES256-GCM-SHA384
* ECDHE-RSA-AES256-GCM-SHA384
* DHE-RSA-AES256-GCM-SHA384
* AES256-GCM-SHA384
* ECDHE-ECDSA-AES256-SHA384
* ECDHE-RSA-AES256-SHA384
« ECDHE-ECDSA-AES128-GCM-SHA256
* ECDHE-RSA-AES128-GCM-SHA256
* DHE-RSA-AES128-GCM-SHA256
* RSA-AES128-GCM-SHA256
* ECDHE-ECDSA-AES128-SHA256

* ECDHE-RSA-AES128-SHA256

A\

7%  ECDSA #1 DHE %4 545 it s 4% .

TLSv1.3 B8n 7 %) L 2500 i) 32 FF «
* TLS_AES 128 GCM _SHA256
* TLS CHACHA20 POLY1305 SHA256

* AES256-GCM-SHA384

SSL At & F v F T-35 %€ BL4E Cisco Secure Firewall Threat Defense % #5352 R T iR AS . 2244 Bl A1
TR EE

SRR - 51t Cisco Secure Firewall Threat Defense % £ SCFRFFIH T SSL L M HMURA . 7 FH ¥
WRAAT :

* TLSV1

* TLSVI1.1

* TLSV1.2

* TLSv1.3

* DTLSv1
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* DTLSv1.2

RERAN—HIH BB B SCRENIT T SSL ISR 1IN 22 400 .

ARSI P A B B PRAS VR RTE, BOAE O R ZAgoih “AR” o A BB & Revrn]
RN, BN “w” o BT LLE R I — KRB E T 5 (0 2 2 50 -

+ All f13F NULL-SHA 26 45 2515,
* Low 3k NULL-SHA 2 AP BT 204,

* Medium {3574 249, {H NULL-SHA. DES-CBC-SHA. RC4-SHA f1RC4-MD5 (X & BRi\ %
i) BRAk.

* Fips tldf T3 754 FIPS {1515, {H NULL-SHA. DES-CBC-SHA. RC4-MD5. RC4-SHA F1
DES-CBC3-SHA. TLS CHACHA20 POLY1305 SHA256 [3:4h.

* High JAE4 SHA-2 N (1) AES-256, Jf3&H T TLS MRA 1.2 FIERUARAS .
* Custom 5 AE Cipher algorithms/custom string FE 15 % [ — AN B2 N30 . LA #5 mT LA
{81 F] OpenSSL i SUFAF H 3 B A EAT A i 42361
THEE/BEXFRB- FIH B v SCREFI T SSLOIERLI N 5% . 47 KA OpenSSL
PRSI TEAN{E B, 15 S https://www.openssl.org/docs/apps/ciphers.html
JB P 74 B £ 4 T FH T 52 SCRE R B AR S S «
5% TLSv1.2 SRR %1

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-GCM-SHA384

AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES256-SHA384

DHE-RSA-AES256-SHA256

AES256-SHA256

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-GCM-SHA256

AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-RSA-AES128-SHA256



https://www.openssl.org/docs/apps/ciphers.html

| R

DHE-RSA-AES128-SHA256

Fans |

AES128-SHA256

TLSv1.1 8§ TLSv1.2 ANZHERI 24

RC4-SHA

RC4-MDS5

DES-CBC-SHA

NULL-SHA

R HiE

T RO g BB A RS H & lx (RGEHE

o H RS RA R T LA B S R IRl 5 10 4%

BB ACE ) . R v] DL — ez i RIA B R G H B IRS 4% . LUT B84 H A& d s LA
T H Bl %

AT &EGHE

ARG H SRRk B & I B Rs T R H &

5B SR I IR I 5. R E Bl

B e AR g8 H S RSS2 B IR HS AR . JERHBE % mT LRI H AT BUAE 2 UNIX AR &R
GEHEMST o BRI SRS 4552 BIPR AR AR AESCIE b, sl AR 1 S C B SO T B . DX
Ml H G HSSR B2 R A . H RS B FR R S oAb B A 5 1)

xR 11: .HIR B B 7K Cisco Secure Firewall Threat Defense

5T &I
KXHHE

FRER

WM FRGIE
TR PI2%
LIy

& S ThEE, BT LAE A show running-config i & A A X L4 T fig
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ids MNZKLI R ¢ 400, 733

ikev2-toolkit* IKEv2 T.HA 750, 751, 752

ip IP Mk 209, 215, 313, 317, 408

ipaa IP Hbhik 43 i 735




Fars |

£ 3 EX REATHEIDS

ips UNEAVSaENS 400, 401, 420

ipvo* IPv6 325

licensing* YEm 444
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JEHFEAEAL ] 2 A i I ELAD
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L T ICE 16 MRS HE RS .

o Nz AT Do ik B A A BA R G H B RS A8 . MoK I &L E IR 4 mT LN BIA R4 H
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S H UGS HEN] . 25 43 GO DR

BB R RE > FRIRE , OISR Wi k.

PIR2 NHxPEFERFERE.

$123 Ll BERIERIRE (Logging Setup) LUA I H&idsk, 45 E FTP RSS2 0E, HiRe N, H%
PEAE R, B E A IR ERARE , 545 10

B4 nliAFIZR B#R (Logging Destinations) nLLH FIAPRESE FBRHY HAS IO, JHIRAEA PR 2
Al B A B SCRRI R IR, AOGHAE R, WSHEH RIS HAR, 47 0T
WZRUE Y H &l sk HAR A B A G % H AR 13 B

TS sl EIRE (E-mail Setup) BAFEE FIAE LU IR 2UAAE B 22 48 H ST B Ttk (s ik . A7
RVEME R, SR RS H & B ARG IR, 2 48 1
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FE, WSRO AESHEIIE, 49 1T

P rGIERRS) (Rate Limit) W5 AOX 2P HCE W H RIS R, JF g SCEO L) b B
RIERPE™ B G. AORTEAME IR, TSI IRHI R S H G SRR, 28 50 1T

FI8 rlili R4 BERIRE (Syslog Settings) A€ HaSid sk 8o, oI TAIECEL . JF 8 LA v E DL IR
BB EA D REHEHIR. AXTENEL, WSHLERGHGBE , 5651 )

TR sl ARG H SRS 2R (Syslog Servers) LR E A H Lk H AR R ZE H G MRk 55 42 1P ik
AP A% A X, A EE R, WS HICERSHEMS 4, 552 I
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EATR2EHRAZAFTEEN BMEEHE FE88E
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MAZGHENE, HRZHOUEN T 5 RGa AT RO 447 1 A1 B .
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s BEIRFREEEIR:
+ %1% EMBLEM XXM ALK HE

* R HERIREEIR:
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DRA7 BAR SO DAREA TR, s A R 2 T3l e (O RIA BRER S T
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TR R RE > TRIRE , JFOIES A BB S
P2 EHFRFRE > BHERRE.
T3 A H BRI RCEREA H S LR .

* B BEIEXE (Enable Logging) - oA bS5 fEl 1 4 i FH A~ i &2 4 H E il .
 EMEEBEREE EEBABEIEE - O BB &S (WA A HEIEE.

* LIEMBLEM #§X&X R4t H & - A H &5 H AR 8 FH EMBLEM #% 20 H &l sk . g H
mmuM,Mﬁﬁ%mwmu%Eﬁ%, H &S, EMBLEM 5 TCP A%

R

RFC5424 #% 3010 2 40 H & B0l 8 BoRtse /il (PRD o (HJZ, 76 FHp.od, 4805
H Cisco EMBLEM #% X (1) H & id & ibf, A 2x Bon+68 Ui 1) 54 H & S i) PRIAH.
b4k, WZE EMBLEM #% 304k 2 %5 H ik /H%EPK%E%&%IDQ A% PRI PEAI{E B, 1ESH
RFC5424.,
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X RN é%@[ﬁ%ﬁ CHE T . BRIME N 4096 7 . YUk 4096 F1] 52428800,
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B, B VPN BRE (VPN Logs) Bk $ A A I ic s -5 Frde ™ g 50t B 1) VPN i 12 Wy
G
b) MBRFIEFERS (Logging Level) 4y R ks HECRE BN RG HE ™ EEL .
* i B (All Logs) T H Bl kB BN BN P8, ] DLER ™m0 o =&
wREERBERMARSG HEN S LR FHA L,

* VPN R H & & GO BOA R B SRR -

VPN i Breb bR 2 g8 H S T e fE B R0 BT 2 i 8. BRI, T IR ik ot
Ak, HEERCE 1 ATl ] s BT 1) VPN 8%, e i3l A3h)E K VPN 248
HAS AR A Bt . BT SR H S0 G0 BRI S8R M AL, ARSI RS H S
ZHGL R B L, JEHORAEW KN RAVPN (5 OLT .

i

ARGBINE L, ESREEGO . 26 39 1.
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s FTPBR% 2848 1M X [E] 4% (FTP Server Buffer Wrap) - BE7EZ2 X A 24k 7 o5 2 B HARAE ) FTP
R55a%, TEIETIEHEFEAE DL R B Ry N A B AR B EMIER FTP FCE, TH BN IE R Ibik
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o |P bk - EPEE S FTP BG4 1P Mok i EHL &0 %
« IR (User Name) - St NIE42 3] FTP 4528 ZA I 7 44
o BRAZ - WA T FTP AR H SRR, 2200 X N 28 N ARAFAE LA
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i,
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o (NTF - BAEGEPP X N B o5 2 AR HORAE BN A, e b A
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MRS FEZER X . SNMP BEBF. SSH 2 il fl R 48 H IR %5 45 o
pEb
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FroaZ A
* 1t SMTP [R5 #4516 W B Ui ERCE SMTP JIR45 4%
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BN RS0 H & T A .
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* f£4; (MMM dd yyyy HH:mm:ss) #3204 2 48 H &1 S BRI .
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FER6 WA ARG H S SR BE AR T CERgOCEAN NI, WigEHBERRFHEER
& |D RIEHE, SRJEEESE ID IRAL,

< $EO - AHPTIER DK TP ik, TR AN DRIL R . PR IR IR %
DA ZAA 22— 12 1
* BPEXEIID - I PTESCAR T (RZ 16 MFPR) .
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« BUAEOUR, BLIESIC M. BRIEFR 2, S Bk WA TCP REEH Bk aeis,
AT SRV I b A 7 BE AT RS

o (LG BOAR 6.2.x BUEARIRA T AAH] TCP R4 AR KX AR, KA REEE &
iR, BAEFETH R EIRRA 6.3 BUERIRAE, BV TAAPIRS . #tR T308 e,

s AEAAHIMLIETRI G OL T, BB hECE T 24> TCP RGE H B RSTA I, SR BBy 48 B 4% Ty
) /b — A RS, WARVFI s . B, DCSEB& T RCE ) TCP R4 H B Rgsa A
AN, AN ZENIEST, B A MU RGEH G, iR i & A L R A S5
Pl

$FTD-3-414003: TCP Syslog Server intf : IP Address /port not responding. New connections

are denied based on logging permit-hostdown policy

$IE 4 {EEETIA/ GEE) (Message queue size [messages]) B A 24 & 48 H G IS 28 S0 Int 224
N Tl R 40 H BN B MBS RN S/MER 14 8. BRMER 5120 /5 0 0] RVFA
PR 9 S HERA (2 n] FHER AL

R EEE BN, ENTS W EFIF BRGNS R K. i AT, &H
L E AT KIS A7 . A8 1] show blocks i T i 4 il W AFAE AT o A7 G & AR PERTRAE 5 R
iHZ 1 (Cisco Secure Firewall ASA R4y LS4 151) « Wiikd#t—bHL), 55 8F TAC KR,

HIRS sl (Add) LUz IHr R 48 H GRS 4 .
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<)

d)

e)

FE |P 3k et , Pt s R g HIS RS 4% 1P Huhb A 2% LR 5.
IEFEPMY (TCP BLUDP) , SRJEHIAT BB B 4555 AR SE H s 55 4 2 TR ()3 115

UDP Lt TCP 4R, JF HAE B LA BEE D

BRI\ UDP 3t 114 514 S0 2000 TCP T3 & i 11 1470 AT — WA SCEER A Bk 1025
4 65535,

1% Log messagesin Cisco EMBLEM format (UDP only) & ZEHE LAFE & J& 77 ic ¢ JBRF EMBLEM
BRI (INAEESE UDP 1 D sl R A AT HD

pE S

RFC5424 #6301 R 40 H &M B Won Al (PRD o {HXE, 78 Epod, HA 4 EEH
Cisco EMBLEM #% 211 H & Id sk, A 2 WondB mubhBi i 1t &40 H &M b ¥ PRIME. it
Ab, WYE EMBLEM #% 046 22 48 HAEWH B A2 Wore# ID. A% PRIKITEAIE R, 550
RFC5424.,

KT BRARERZEAESIENE, LML SSL/TLS over TCP %) 4 4% 5 i 45 2% 2 1) & B34 T I 25
iR

FAFH ML, DAL RE TCP K Fu IE (AF 1025 M1 65535 2 [8]) o I AIHE "& > iEH
GO b AR5 R G H SRS 2SI e . &5, BHZIEH A BB s FAER R4 H
GRS, DL Rk AR, AR TS .. SR HAYF BRARE2R%H
A& k.

EFIREEREANREXESIEEEQ, LSRG H GRS HERE.
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f) REE (OK).
FIE6 LT RTE (Save).
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o BEARAETE - NAT FE40 0 RERE TBCHT R 22 PRI T o SRR R I () D0 0K 220 1 93 BRIMEL N 3/
o PEEEE - JERAR RSO A S R IR ). BERREEIN TR AUN A D 5 3Bl BRUE 1 /N,

o £ - TCP P& EF AT A I . a0 S RIS 2] FIN A1 FIN-ACK, MEESHIAN
FER I . R HER T FIN, WH IERGENTE .. f/MEN 30 B0, BRIAESN 10 404t

« UDP - UDP ¥&E4%5¢ A FT B A5 RIS ] o IR BRI fR) 620 K 570 1 40 %h . BRIME N 2 204
* ICMP - i ] ICMP ARAS A RIS RST8] . BRIME (Rl /MED A& 2 75

* RPC/Sun RPC - SunRPC fei {8 s iy (19 25 PRI (] o PERFLREI TR 2000 2220 1 438, BRIAESN 10
AN

TEHET SunRPC (RIS, A0 HAR N SR th IUBR IR IR, 97 10 T3 ml REAN S e Rk 2213
P8y, DA AT UHR S SRS AR 4 BB R DR VAR K34 e . SCOEGE 5, BTN
TIERAAE BN S Z A2

* H.225 - H.225 {5 A& B RTINS Ta) o BRIAELA 1 /NI o 5 SRS B BTy U FH s S B G A
MR, U A 1R (0:0:1).

* H.323 - TH.245 (TCP) #1 H.323 (UDP) SEAA3E 42 ¢ RTINS [] . BRE CRIER/IMED R 5 4%
Biro BT H.245 R H.323 SRR 1V B IR S AR R, DA H.245 (TCP) 4% 5 H.323 (RTP
HIRTCP) BT A N

* SIP - SIP 154U [ < B AT OS] o bR i) [a] DA 2000 5370 5 40 4h . BRAIAE A 30 434k
* SIP 84K - SIP @A u MR C I RT 2SI TR) o ERF S (R DA 200k /0 1 208 . BRUE N 2 43
B, SIP BTN 2% T B4 SIP UDP #E4A% 3 1% SIP RTP/RTCP, A& UDP AE3E it I .

* SIP Wi FFi%E#E - /& CANCEL 5 BYE 1.8 R3] 200 OK [F1EHL N, SIP 23 1 M Bk 2 w14 25 R )
i), ZEAT 0:0:1 £ 00:10:0 2 (], ERINEA 2 408 (0:2:0).

* SIP 1% - PROVISIONAL i 3 FHGEAR A 4 (R BT FL I P AT O 25 IR TRD, 25 A T 0:1:0 42 00:30:0
Z . BRINMEN 3 4341 (0:3:0).

* SIP IlmF R4 - SIP i I BEARIERZ R INAE, (AT 1 2 30 iz (] BRINEN 2 705

* Floating Connection - 3N W 8 A2 7E BAT AN RIFRFR 1 2 A% I, RSl IR0 2 b
BB . A0SR AP AR T, SRR AT LR AT, DA R S G i el T
HALIERE . BRUMEN 0 CEHEKAERD o A T LS B AF 8%t 1R % Y 0:0:30
2 1193:0:0 Z [AIF{E . SErFI 28 ANE Tl Bl bg i B2 1 (VTD Widsz. st VI (193
e kA, BT Bk HE R

* Xlate PAT - PAT #& @i b B i 25 N IS 18], iZEAT 0:0:30 £ 0:5:0 Z /). BRIAE N 30 72,
QS by pH AR R A0 TR ISR PAT Sty 1 BN+, 8] e AR Ba a1 DAY e
7E A T REAT AL T IR IBCIR A o

s TCPRRIEEL - 5 EA MMM IR0 EF =S WRTE, ZENAT 0:0:10 £ 1193:0:0 Z |1,
BRAMEH 1 53%8 (0:1:0).

* ARP #BR}-ARP R EREZ [AIMIFLEL, M 60 F) 4294967, ERIME A 14,400 F5 (4 /NI
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Be B AL F]— & NTP IRSTE/E 0 B RErbuG e gUPh 8 E 3 L E IINTP IR 55 #5 3R U TR] o 2 R
JEM BT AR BB RINTP R 55 2%t AR R RGiE Ui ), Wies 5 gt [R5 I 1E .

%% 3 NTPv4.

“

AR WLZAE Firepower 4100/9300 HUAH Fi25 @bhpif, WLZ07E Firepower 4100/9300 HLAH AL &
NTP, DMERREVFOIEHIEBAT, R NER H IEF IR I K. XFT Firepower 4100/9300 AL4H
ARG, VAR ARIE ) NTP %545 .

FiaZ /i

o WERE QAL BUP B AR v LAVS ) i — /N ek 2 /N NTP RSG5 3%, 154 &0 B &R SE (System)
> Bt & (Configuration) U] 12 T A I [a) ) 20 BC B 14 e 2548 AR [ NTP JIR55 45

o URGRIERE TN 2 A B E NTP ARS8/ 2 rb O I A AGE 1 51 43 36 31F ) NTP IR 2% 2845 B rpu,
M e 4, A G B B A T S IFFINTP RS 88 . (FLE W &K H 5 & B2Ep
Ly MFEI) NTP JR45 8%, (HH NTP RSB AME H S 06 AF. )

o WERS B 25 o7k Vi 0] NTP IR 45w 8B L2380 NTP jg5a%, W25 DL R 2P hishie
FIIB S BRfE B NTP JET.

P R &E > FERE , JFOIEEgwiE S g .
S 182 EHERE[E S (Time Synchronization).
I3 FLE LN Rk —:

* @IE NTP MBAEIER L - CBRILD o FEAE R AU A B BEE A NTP JIRS5as (220 5 4 Kiik
(I NTP RS54 ERA0) SR ], JF B X IRS R a] . (2, SRl 2 LA MR —4¢
PE, WFEE SR A A B0y )20 )

* WA TCIEYT ) A AL 1 NTP 5545 -
o R WA RS O RAIE IR S5 4




wx [l

* BT ML ER NTP (ViaNTP from): SR 7 B OOt T /2 R 45 0 NTP Jleds &, Tk
PRULIRTH, A GAE RS (System) > B2 & (Configuration) > Bt 8 [E4 (Time Synchronization)
R E I A — NTP Il 25#% 156 4 e DNS & 8K ()4 ntp.example.com) B IPv4 5 IPv6 Hitik
o WERIJCIEVI 1A NTP fiRjg5as, W A Lol 78 2 NTP iR5545 -

MECE T 2 NTP g5 a4, BERe A TR YE RFC e U4 AF A 0 id 24 1) NTP JIjg5ds. (AU,
R NTP RS5489 “ IEAEAEH] AR R IZMR S5 4 2 i v A

FE4 HTHRTE (Save).
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ERAEOL R, REMH UTC W IX. oM B R @ AR, 800 R .
TR RE RIS DXORE S T S 47 G T R P SRS 5 I 1] £ SRR 2 o
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ER N BB 7.0 FFUA, Snort 3 S HREE TSR] ACL.

FIB1 K RIE R (Devices) > E &% E (Platform Settings), J6 i sk dw e JgWo7# Sk .
TEIE AT LI 3R SITREIR > B X 001 G I XX 4.
PR 2 JHLL s A XS

IR 3 EPERTIX.
PR 4 1R TF (Save).

T—% it a

o QUSRI FE0 5, ARG )42 A T A MU e IS T (N TR, PR S SRIE 7 il 5
IEAAIN X ORI B 55 o
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JA D& BT R .

* Cisco Secure Firewall Threat Defense 145 S0 7E % HAR R T #55

© LU B B A BEA T LRAE 55
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A, B A e A .

B G RE > FERE, JFOIESGE BBt SR .
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P33 BEWR LKA B ZAVAEA I, A RRERE:
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4t REfC B 1
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HAZ, QR BCRE Bt B2 T VPN BN MU AR s S I, 0wy DU R R RERC B SO, DUERRE S 2
B Bogs ) B Thag . X FE T RE R i RGUILRE
FHIa Z |l
© REERE GG 81T 7.3+ AR RSt
o LUR B RIS RpE REC B 50
* Firepower 4100/9300
* Cisco Secure Firewall 3100/4200 (7.4+)
* Cisco Secure Firewall Threat Defense Virtual
o SRR E e T PR 2 B e A 22 S 0 L ) R AN SRR PR REISC B SO REA T RS A SR I
EOCIEI B2 BR AT B2 IAMIOAE T B, UESE S FHLE.
* DR RN 20 KRR P eV REC B S DUB AL B

P G &E>FERE , 0@l B g .

PIR2 L IMERERCE 34 (Performance Profile).

PSIB3 R NACE S
* B\ (Default) - IX 2 @IS, WER RIS AL'E VPN RN A, ) 2 fe A4 1k 1
s AETIEESRIRIEEIZR VPN FER - 40 1A E A FH/E VPN &Kl ki, e g
25 TR RS U DA 42 VPN Yiiae, U] DAIE BRIk 0ROk £ 80 CPU #0043 it 25 Bk 1
[ B EL A 4 2041 1 90%, Snort 10%.
« BEHMAY VPN ZER - A 1 20K 5 25 HAE VPN Zeiimli sk, (AN Tl 583 SR
VPN it AT PR 42, WU AT DAIE B Tk K 22 40 CPU A% /0o 73 e 45 20 1T - Bbazs Tl e 145
FENRATI . URL i €A At A Snort 1) i 2 Th RE AR BE 45 W 45 Th AN TR) 3 2% o 20 FC LR A5 o
Y F1H 60%, Snort 40%.

« IPSZEEA! (IPSHeavy) - IR AR E VPN, {EAHFH G &7 NZ B, W nT DLk Pe bk m, L
R IHE 7 CPU #% /0 70 Bieds Snort 3EFE . 0T EU 491 4 Bedis - 1i1 30%,  Snort 70%.
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A, Management Center) %% FEPEFTE BE (All Logs). i H H&EICK &K
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FH 7 X VRE #:10 | 74.1 74.1 B Y & BE R R A EELRSS (NetFlow. SSH i, SNMP
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Cisco Secure Firewall 7.4.1 7.4.1 Cisco Secure Firewall 3100 tgiﬁ]ﬂ*ﬂ%ﬁ E]’(] %ﬁ' M2 fﬁ“&ﬁo
3100 [IHLAT T A B
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& >THARE>RM>HBEFEKRE > HERYT
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A4 11 FF DNS, | 7.4.0 7.4.0 ST AR P12 1O RR I T

HTTP. ICMP.
NetFlow. SNMP I
SSH.

* DNS

* HTTP

s ICMP

* NetFlow
* SNMP

* SSH

3G 8 I S FL T
< i%& > T Hi&E >DNS>DNS®RE
®& > FHIRE >HTTPiFE > i5m
®#& > FHIRE > ICMP ifia) > 0
< %% > T HI&E > NetFlow > iRl &R
< 8% > FAICE > SNMP > £ > RN

« %% > FHIEE > SSH iiF1E > RN
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FRAS R IR 2 Wik LK S RE, DR MR IR O F 4

FIFBGE 2K AAA R AT N S SO BRI B e k. BLAE,
HAERE TR EE ML MO (REEEEOD W, A n DU e P
LR,

MNTTFERE, XEWE:
o BVET S H HTTP. ICMP 8% SMTP #4712 W .
* XJF SNMP, wJLLAF “EFR” mAE 2 LrENL.

ST RGHEMSH, EalLUES “FH” mAR “iSHr” kihn
Bl

© IR ARG H GRS A SNMP EALK - & BB L A4 R di i 12 W
Ho o UAZ50R £ B e AR B I T AR (K~ 15 B SRS

© WERAREFL N, DNS kA2 FEnE 2 L ] h k.

TR G R S LI

* %% (Devices) > & & &2 (Device Management) > £ (I nterfaces)

B/ 25 MW 4 show management-inter face conver gence

CPU A%y Bie 7 REBC
O

7.3.0

7.3.0

Ta AT DL % O 45 B0t~ 1R Snort (W RZEAZ 0 40 b, DU R &1
RERHAT AL, PHIEILT VPN FINAR SRS A AH X o ot SR ) - FH
Wi, RO AR R . R RS T VPN (AN
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EIEFL
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FRER

EFEV a] VPN H
TLS 1.3,

7.3.0

7.3.0

PSELAE AT DI TLS 1.3 s g N VPN &% .

A5 B BT AT 5 BB R e A E 7T I FE N VPN IS5 2% ) 0 25 fif
] TLS 1.3 ¥,

TLS 1.3 3800 7% LU 25 A 1 S -
* TLS_AES_128 GCM_SHA256
* TLS_CHACHA20 POLY1305_SHA256

* AES256-GCM-SHA384

VeI RE i BB AR P AR 5.0 S HE A .

BB R &% > FAIRE > R > RIN/RERIE % E
>SSL > TLSHiA

JHT##T DNS iRk
2> DNS 452841,

7.2.0

7.2.0

AT DURCE 221> DNS 4RO B %07 5 R ZEK) DNS 53K . Rl LU
FI3X 48 DNS iRk 5525 4K AR AN R] DNS S K. flan, %l fefy —
AMEFI A 3L DNS 5525 (0 AT 3RB0A 4L, M5 IR g 5,
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L5 FQDN (¥4 4 F P9 # DNS IR 5% s 2EA T AT, 155 A 30k 5585 1)
HERNAE ] Sh B DNS 255 25 .

BATHE S T FE&ARE (Platform Settings) > DNS T [fij .

Y 8 %5 52 3 FF HTTP.
ICMP F1 SSH “F-4 %
o

7.1.0

DUAE, 2B Y- 5 B0 SRS G L TP ki, w] DU A Fo ek
WA 2% R 1R 2% 06 B2 FRT I 8 0 B 2L

SCRFIT G U B

SCRHRE 32 fH 1L DNS
k55 o

7.1.0

SINT 45 € A8 A T TR R Uy 1) IR ] U3 S BE g AfT (¥ mT 5 DNS
I 55 i ) B T

FATT A 0 A IR I U ] PG 52 A5 AT DNS IR S8- 288 I T — /M
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