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X G AFE E TPv6 VN HhEZETY . G R4 5 135 4 TPv4, U] FQDN X % n] LA & TPv4 5§
IPv4 F1 IPv6. FERXFMEH T, Krik$e IPv4 Hudlk,

AREAEHTF-2) NAT HIWi M4 4147 FQDN X%, 7F NAT h, 20 s fii il FQDN 4%,
A A H O ERAE T 028 NAT B

WS FQDN Joykf@dT b 1P Huhl, WIZESRAY DNS f##T 2 BHZ AR AEH .

ot NAT AN

o BEANRE A B R A VPN HR S () REAUL R GE 2 ) (VTD) 9w NAT B A VT R 1 2 5 0000
ALK NAT N F VPN Bl . 45 N+ VTT LI BEE L4 1 VPN &1 NAT HOu,
TEZE ] “ATAT” VRN, iARE TS 2 F 1 4 FR .

© (MURT ABINAT. ) AT 455 5o A NAT B, WERECA A R E 2 A
NAT B, 5 ZEE A [ 2 PR 2 [l TP ik 2 X5

o WAL I EhAS PAT B4 2 o (W 4 b s Sk 55 7] VPN,  LU#E UDP 3 11 500 1 4500 A 25
Bl F ()3 11, A2 PAT B84 2 J (KW 45 RS RS o WS T Tk RS 22 4551k (SA), RN AS
T IERA I 5

o WURT G NAT BeE, I HAAZE R AT a8 0 NAT fic s, 0 A) DAZE 4% CLI
{fi ] clear xlate fiv 2 TE BriL e . SR, T B 3 65 W A 6 1) 24 i T i %

TSRO N N T I IE R (1t VPN BEIED (1955 NAT AR, 55 24§ clear conn >k 11
W, R, SR EUFTE GRS NAT AU, HIEBN IE#IHETT NAT.

A

ER W MRS NAT 5 PAT MU, 4R 5456 FH -5 T B ) v b il o2 (0
SFPHHEZS DT RRIU], U RGO A RN, LA OO BRI Gk i i
HIERHN, O clear xlate i clear conn fiy A BFX LIE A 5. I
A5 T AP AR 3] P B AS 20 i 2 AN L

o ANBEAH RIS £ 7% TPv4 Fil IPv6 Hubkffx S 4], X G2 I RE R Fh —Fh 22 (1 bk

| R
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st nat ) [

o NAT R T R 28 6) AN BE A0 &b aed 131838 AN TP Hiuhik, Hoig i A & Ba sl A & Ae s bk a1
RN L S 51 el 51 A R N R PP v E S NP S o R S P S

PR TF-5 NAT. ) 76 NAT B R A any 1F bbb, “ATf” JiiE (IPv4 55 IPv6)
()58 LR TR . LA Bm 64 IPv6 %5 IPv6 BX IPv4 &5 IPv4, BB il 45 A BERTEd Aot
1T NAT; B ILRTHe 45, BB e & nlafi e NAT MR E any {E. 640, a0 FHcE A
ATAT” B TPvO IR S5 2 RN, HLiZR45 %% O TPv4 MUl ) 4E{aT$s “ATA IPve i .
TR ATA” ) AT BRI, I BRI 282 11 IPv4 Hkk, MME{ATFs “ATA IPv4
TR, DA WS R L B R H AR IPv4.

A LAFE 2 2% NAT U A A [ — s o) 5 ol
WSS TP Mkl A BE (45

o WSRZ T TP Muhik o WSRO IR E AR 3R, WA 1P Huhik e X TR
FIPAT (U d i) 7€ 3 LA AR I AN 2 4% ik

o MR O TP Hudt,
o GEWIRER, ) 1P Mkt

3

WESAE A MZNA NAT SR I S k. B, AN EShE, ik PPTP [ BhiE e dr
AT ARS)ZS xlate, K§GIAHE ST PPTP 4%

JCVELE NAT U R ik R FE U i) VPN ik ity o {25028 bk

RN R H AR, Wi OB D80, A RER R P Ak h. B2, Xt
T 54y NAT, fn] DSRS0 A A b A4k

NAT f0&EH T Fal i . R R AT NAT,

T ANEAS K BN FREAT 2 A R iy 44 454 5 504 pat-pool.

ARELEPTC KA B (PIM) A7 725 ¥ 938 77 2 1A NAT.

(F3) NAT) XU ISP #2 3 E (] 2% e (0 I 4 G0N Bl E 8 O R 0D W'
NAT RIS, EZ) AN e B RS O848 D R U7 46 H 4 IR 2 e X A r
W ASAE T ISP A ml F I AR A i % p RS E B IEM R NAT H 30 . e BAr 4, NAT
TN U 28 Sy HAB R e 4 1

TR B AN 55 2 42 115 ) NAT R0 S FC I3t 2 1) ASP drop reason nat-no-xlate-to-pat-pool,

T N 52 RS B RO B NAT R, DU & ] DAASZ e i d ik

Wiy GRE PEIE 2 unit & NAT, WRENIE Sy FARH R PR s, SN ek s, &
Ui o ORARF I B2 2% B J

DHCP #1 BOOTP J£ i 1 UDP/67-68. 1T BOOTP CL&eid iy, Witk [AliZ4T DHCP, A bootps

gt 1955 NAT KU ) fig £ 330 40 e in) . 185 2% FE A8 H] DHCP Hh 4k kAL 4 19 Bt 2 8] i) DHCP
Ko

3

| meiities i
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| GRS

=18 NAT SEr%

[ 265 s B4 (NAT) 2845 N EE G TP HuhERe e A B e b i So At Bk . NAT F) 22D g
LML TP 2] LSRR o NAT I ] 1P sl e i) 1P Mk, OKf py & 19 4
() FH St a2 45 Dhy 2 P ELIR LA P T i ER . NAAT S0t R AT BRER. (K00 xlate)
DL Eog 35 [P 378 52 17 28 T 0 10 A e 9 o LML

P EPOREE > NAT
I 2 I NAT SHI% .

Qg - ST SRR 1M, . IS PU0IE NAT g, 55 16 Ui,

o ST - TR AR Sk S 1A B R (O, RGO BIATR EME I AR 2R A
T SR NI, (HAVELE B e .

WAt - Al R (&) DRI . RESHURERAE PDF 4R, JLrh s vk, 8
B BRI RO S8 AR R

Ghitee: - o BN ER 1) SRNE S5 HRER (). TSI E H T BV E ) NAT , 55 17 L,

.

M - SR SR 5732 11 BB (W), R AGERRRE (OK). MR A 4k, i
T REEATAT HAB A2 SRS P AT AR ORAT A B 2L

iR

H NAT e 58 FHUE B e, i ANBE M B IR SEms  AH, W R EMMBRAT B EC il
(¥) NAT LI, JL6 00358 3B AN AL AT RN 1) NAT S o AR b — UGS TATA H AR ik
s, BIAEIZ SRS Cad i . 58 IMBRIZ S, A2 H AR H A SRS -

bl

172 NAT RBE
GUALHT NAT SN, 55158 0 o BN — 040K . R S e e A 25U s

HAR, (HDAPAT XA D BIR A RERRE AN o U REREAN AT (1 NAT S I ] TR G v, R4
SR MERPTAT NAT B

$IB1 PR E > NAT .
FIR2 N Fhg R s EREE,

| R
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HIB3 {EZFR (Name) i AME— 47K,

$I2 4 %y NI ER (Description) (FJEE) .

PIRG VLRI NS A
* M\AT 1% % (Available Devices) 51| ik H— N, ARG midiRNEI 5K E% (Add to Policy).
* Uil AT F % (Available Devices) 4113 1 (1) 1 4 K HoHa s 1] BT 1% £ (Selected Devices) 41/ % .
o RS MR (W), ABTIEIR & (Selected Devices) 514 IR B 4 -

FE6 LUHRTE (Save).

Bc & NAT RES B R

O3 i S MR I, T LA S A P S I FE A B oo W LA R A AT ek R ] X, JF:
R ILAs B i ve 51K

HIE1 %HFEE > NAT .
FIE2 A EAE MU NAT 56085530 1 4Rig (&) «
R BRIE (©), WA E BTG, 23 BRE G & B R .
$IB3 LRIES L.
LB 4 PATLL T B

o BB ) PV R A 2H A L e S, AR AT AR & (Available Devices) %13 Hok Hk
o, SR R IR S5 (Add toPolicy). i ) LLEEATHE

o PR VA IC, 3 S PTIEIE & (Selected Devices) 412 I 4%« ) FH 0 B #4541 5514
[ MR (W)

YIRS RE (OK).

== =] 3 S_/
M & T B PR B9 NAT
W g ke e n] BE AR 4. FRATTEE SR U S L AT BEAR Ay B, DLIEE G LA e ) REURT M LA BEA T i
P HERR TGO, (F 520l NAT Z BiAFaHR, XIEw BT, LN T3k EAS 7 s .
NAT Sl Ay L= . RO SRS e Y A 250 NAT 1% %% -

SRS (25 78 MU 71738 T 20 BC PR L6 eERE U o A P e D 0 5 (e DXl 2D SRAfE
R N SRR D E MR H, R 2. Bk, Sl i e O %,

meiities i



Mt |

B ==5TFammE0 Nar

ST ARG N TR AN I Sems A IR e AR 3G T AR 3 O B U2 838 2 e
[ERs S

I SRR A1 1 SR T SO ANE F T DLURATIZ AR 3% H RS IO NAT SEms SR, St 20 i%
FIPRIC A “CMIER” o 75 NAT S s iR 7F (Save) & F B SRS IR 11

D AR A% A A AN R KRN, DT BAC 22 S NAT 55

FIB1 L% (Devices) > NAT.

* s FTEIRER (New Policy) LAEIHURT HENg . A EmE 44, s AL, ARG AidiRTE
(Save).

A r] DAFE LA B e 4 e, i g S O it SR Rg 42 B (Policy Assignments).
o mith 4miE (©) UAYmiE AT B D5 1 NAT S0 .
W EoRIE (), NIRECE S TG, s 18 5 15 o & AR »

PR 2 Yoo (T EE LR KR o

LA SN NAT. 304 PAT. 4 NAT F1 54y NAT B A MEiA, 15S 0 NAT KA, 2
2 ﬁo

TR 3 PoE PRSI D) T3 5 H ) NAT SRS -
A X PIPSE LI LEL, W21 F 3 NAT M523 NAT , 28 5 0.
WA Ve BRI N 2R B AR H E X

HI TR0 UKE NAT SRS P C4s 2 6 e, IATDIFE R & e ERCE M. (H)E, BrTREs R
ARG B N AR, o — 28008 T3 T AR

AR FHRZ LN ZORPE I N AL e 2 ERCE RN . ARJ5, FERIZERT R AR G 5 L A g RS i
AL Ktk .

AIRVEAE R, WS A28k HE U NAT B, 28 19 1T
ez BT L P ERolf= SR
« A NAT, %523 1L
* ZA PAT, 5528 T
« A NAT, 538 71T

o G4y NAT, #4611

ST 6 I NAT SRS FIEL .,
0T AT DL B0 R A B SR s A FLRU)

| R
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nerggazxnaran [

o SR SRR A AR IR U], AR REE T BP Ry, A, RIRET B AT

© LEAMLEOOE ] THEE B N, 5 it & i3I (Filter by Device) JFLE £ (B0 %
UER BN B AT T A3 UM R IZ B R 1, RS T T ik .

o A M AT B R, T B IRE S (ShowWarnings), » 2R JEIEF% % (Device).
T RV R BRI H 2 AL = A AN TR S 1) i BELRS: SR8 358 2 PO T 5

o TR ORI T BB A, 1 A SR g 43 BL (Policy Assignments) 45 J AR 75 2218 Ui %
#wHIL

o BRI R A2 A5, S A B I . State i & B P w AOIE T . AT LTI
0 — 2 RO i ANASE P T 2647 TR A M R AN ) o

© BSOS (Add Rule) 144l .

o SYmARRN, RN REE (2).

o TEBRIUN, 3 SR AR (W ).

o S E BRI SR, W B TT1TEL (Rows Per Page) 413k .

© BUEFZ MU I AT SUNBR, 38 s 1 SR HE sObR P (K REME, SRR AT R
1o

FET HHRTE (Save).
VR, S nT LU R ERE > ERE IR SRR B BT AL W o (ESRE 2 5, WA AL

AE N IE B EX NAT Z

I+ NAT S O 52, o DU 25 e SRS 70 i g 2 A e (R 2 Hn U AN e N R L E > H
ZNAT RN DAL, D R ARG T e e AR 52 B0 48 6 GG B AN R (e 8, O B TR
PN G Coz A DX 4D FH5E SRS I R 19 28 0] 578 15

B U6 Guiff e AE MR LS B o G BRI o 0 4 08 G0 78 ki 0 45 A 9% Aot B AL MR L TP bk
THHHELL MR

* FTD-A Al FTD-B HA7 &34 0 “inside” I KM 2% 192.168.1.0/24.

* ZEFTD-A I, %% “outside” £ ON, HEKHTE 192.168.1.0/24 #ihkF#:4 10.100.10.10 -
10.100.10.200 i [ A 11— NAT .

* £EFTD-B I, M#:% “outside” AN, EWEWFTA 192.168.1.0/24 Huhlt#:4# 5 10.200.10.10 -
10.200.10.200 i [ A 11— NAT .

TP FARACE, BT CL N ERE . BLARIGOR B INIE H T 2h A B3 NAT, {H4&8Hn] DUR I 7 v
I BN NAT J o

meiities i
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BER N IBMISNE L B 2 42 X I
a) EFEXTER (Object) > X REH (Object Management).
b) MHRTIEFIEOI K (Interface Objects) Jf miidiifvin (Add) > & X3 (Security Zone). (%
A DM AL AN R X e
) P I Al

* AFR (Name) - AL FR, U0, inside-zone.
« 3 (Type) - M ik A AL PEEEH (Routed), hi& IR EFE 3238 (Switched).
* Fri$E0 (Selected Interfaces) - K FTD-A/W #5F1 FTD-B/ A #5482 18 N2 T i 51 4 o
d) stk (Save).
e) fidiAdd RN > RL X (Security Zone) 5 XA X 8 & 1.
* ZFR (Name) - AL FK, U1, outside-zone.

* HEO%A (Interface Type) - b LR B4 3E B (Routed), if WIBE #3245
(Switched).

* FTi%$ED (Selected Interfaces) - ¥ FTD-A/4M AT FTD-B/4h iz LI In 21 ik 51 4 .

f) mdiRTF (Save).

1E “XGE L (Object Management) UUIHT 2k JEUAR P48 19 28 1) 8 19X 488 0F 52 o
a) MHTIEFEMLE (Network) Jf sy Rm N 2% (Add Network) > iR In%t % (Add Object).
b) ML PR L R .

* &R (Name) - TN FK, B, insde-network .
« W4 (Network) - S A BIgguht, #lin, 192.168.1.0/24.

%
5
N

¢) MiifR7FE (Save).
W3 O UL NAT Jth O g 190 26 6 G 5 e S i
a) iR (Add Network) > FRIN3T 5 (Add Object).
b) 4 FTD-A fii & NAT gtk
* ZFR (Name) - fALFK, W1, NAT-pool.

* P4& (Network) - fir N 240 5 7F FTD-A i HH [tk [, 5040, 10.100.10.10-10.100.10.200,
c) EHRFEZE (Allow Overrides).
d) AEES (Overrides) bl LAFT FFX 478 i 4113 o

e) MiiAIN (Add) LAFTIF “Us X %7 157 (Add Object Override) XJ i54E .
f) i&+E FTD-B FERAD (Add) LLRF S N2 “Prik 45" (Selected Devices) #1155 .

| R
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A el |

g) MiidiEE (Override) I ¥ M4 (Network) 5 24 10.200.10.10-10.200.10.200
h) sEEEERAN (Add) DK S8 02 %4

M5 CFTD-B M8 i, &4 RYUAE FTD-B LR E OO SN, A T2 o (BT AN 2 SR b e
5E SCIMH .

i) MHRTE (Save).

fic & NAT U,

a) MKOEFIRZE > NAT, JFaId g BT NAT HHg .
b) AR (Add Rule).

c) MCE LT EE:

« NAT M (NAT Rule) = [13) NAT .
* 3 (Type)=3hAs.

d) 7EENOXF KR (Interface Objects) [Ac & LA Nk :
« JREOR 5 (Source Interface Objects) = P X 15
« BH#R#EOXM KR (Destination I nterface Objects) = #M X 1 .
pEb
U G TP AR L8 5 £ BRCE . B T e A o X 675 FTD-A #l FTD-B (14
F, PRI ERAE NAT S0 Bl as HoAth oot , KUt R A0 28 20X PN 5 150 4% o
e) fEE:HR (Trandation) FACE DL R iEIN .
« JR44i% (Original Source) = P & 2% %1 %
- $E3 [ B3R (Trandated Source) > i3k (Address) = NAT x5 .

f) mdiRTF (Save).

TEBLAEAT— 4% FTD-A A1 FTD-B AT AR AR, D BEASBI7 I Ry (K P #8190 2% B2 AR e —
e,

AT IE NAT JL0 5=

T AR AL S8 NAT B, DA Bh A A o 28 s (RN o L8R, DU s DS
Mo VAR, RIS T MR SO 1y 248, (RS EAN 2 5 s B 0 0 4 s 0 £ 3 R AR R T
BE R I )07 75 o ek 9 PR S T AR B A A, DTS I R 30 S S MR prg R

Z’E NAT HEIS IS, m] LME R 07 )7 BOAT AR R A% 2R/ Dk -

* JRIG & ITIE (Filter by Device) - fith 2% &2 (Filter by Device), R )5k LA A LRI %
%, RJE A R (OK) o MU 7538 H T e A B T U e TR o 2 SR A 952 11 sk B A

meiities i
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B =5 zramnzran

=]

3

P RE LA X EE 4, W B 20— AR O T X A I, 2R B T
B AR NAT BUIE F TAFAT 5 ORI H AR 1, e d& T A e

IR PAT IR B2 SR AR, WA R R Tk e o

SR LI ks, 3 S TR &S IE (Filter by Device) HBUNER 4, sikE£ER (All), &
Ja i E (OK).

IR Z -7 TIEE e, BENTFRT R, X544 Enter 8 o %A B RN i A R
THEE . B, Wis N “network-object-17 (LG R IAFR) , MISSRIGAEYR . HARFIPAT
b P A A A2 S )

XTI Ry U 52, %A R b s SR AT N B B N A AT LA T, an R PAT
X% AL$E 10.100.10.3-10.100.10.100 Y, WJAE 10.100.10.3 5% 10.100.10.100 (553743 10.100.10)
AR ZR A FE A % PAT XS R . {H2, VUBCAZ0RE . 7E 10.100.10.5 424 A VLR
I PAT Mt %, B TP ik 42 6t 5 1 1P Hu kil Ya I A .

LML g S, 3 A I DRSS AR AT I X

ZEMRR-WORG P AR RT L, ATV RECE 2 M. midndiEss (Filter)
HELLFT T @ PEpIE, AR e F sl N B R IR M 745 iR, SR sl g s il XL jm ik
5145 NAT BUN A lc B e e e PE CEEfT AND Ja 88, Db vk (0 45 R A 2 5 40
B BTAT J@ DL G AR o

o NP TR R, FIARNPIRGS S RAERD) « —EEE T PAT # Ua F/ZER)D o M
FIJ7 1) Cani/bl) BERRIZEH (FA/EhA) , RfFkrh s ok P AN (IR HE . SRR
FUM B AR, VI TP IX AN SR AE o Qi SR 3 X AN, AT A AT ) 5 3o 3 s T
fic..

TR RN, AL IZEEARSC I S BB AT R o IR SORE A L A DR T 4
190 208 ok G iy IO B RN R A4 TR Bt AT LU o 46 s L6 R P, DL E 77 50 7 .3
AHLZRANA

TR eSS, TE A “adyEss” (Filter) HEAMIAY x , sy “duEss” (Filter) HELAST T F 9z
Y, ARG T R

2% F sl B 22 A~ AL

STUL JA N eREE ] T2 NAT FU, sl I ERAT T NAT B st nl DL AN, R

OAERN BN i+ 8 AR DOE ]+ F 3 NAT,  WEREGESE TR NS, 206t
«PEM%

TR AR SR, L8 Oa s S I AN 2L, B, 8 Ea A AR
SN PR £ R PR -

SRR EFE RE > NAT, AR5 G BN D NAT S

| R
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P2 (k. D U8 NAT BN, DI 4R 32 5 e e )
m%ﬁﬁﬁﬂwﬂ%%,ﬁﬁﬁﬁﬁﬁo%m,%ﬂ&ﬁ%ﬂ%ﬁ%ﬂwu@ﬁﬁ%ﬁﬁﬁmﬂ
Wi,
PIR3 R SRR .
o RUERUNZEF PR AR, DMIEERE (BUBUHIERD SR
o ARSI SEHE,  DATEE 1 i o v B AT R
LERUUN, IR IERE S BOR T o (HSERR b, BelUF SR AR B R — DU A SO PR A P T 4
TR A PATITIERAE . WREFE T 2N, RGeS ZRERMARLE.
TR, ISRt T A B R SR SR AT
s BRHPA RN, 5 iR 2 R1E (Select Bulk Action) > 5 (Enable).
EEF T RO, 3 kR 2 3R 1E (Select Bulk Action) > 22 F (Disable).

TR BT A7 R0, 7 A #R it = 3R 4E (Select Bulk Action) > B (Delete).

R RE

3

N7 NAT
PUF F A A 3h A NAT UL AN i & 54 NAT.
X Fzh7S NAT

A5 NAT A5 A SCBF b AR Bl — T2 LR P9 1B ph W b WS35 00 55 b T3¢
M2 ML o B BLUS ) BRI, NAT 2 MIBSHE A 1% E LS TP H bt o 12
TESERR MR TE e QA e S OUERE BT R 2, T ELEE ORI I, 5 P A —
TPHbbE. PRk, BRI L P A Rl P 55 NAT B W UR S T sz, DA i U 70 %
P

\}

AR RO, ST IR RN SO VFEE R R AL, R NN DU IX SR . R s kAN TR,
P ENLRERR A AT RE AR Ao AR, FEXFPNE DL, l DUKEE DT ) UK 2 4x bk o S RE ENLIR A
DGR A] L EE R S R 25

R R IR BN A NAT &5t. kR EALAT LLEIE NAT 22, SeVRiR[a(m i

| EESHE o |
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B o5 narwss

[ 5: 57 NAT

Security
Aplianc

10.1.1.1 | 209.165.201.1

>

209.165.201.2
>

Inside / Outside

NS G R EAL U SIS IR ) 2L ST AR R R DI, S T
.
] 6: 542 EH S0 [ RR Sh E

Web Server
www.example.com

209.165.201.10

\/

ZN7S NAT B9t sk 5
A NAT A LU N A
o WURMLFB R FSzprgl, IF i msce K, skl e L.

IR R AEIXFE DL, G PAT 8% PAT [AliE J5vk, BRI PAT n] DA A SA— ik o D42
HEHE T 64,000 Vi,

o ANGAH WSt b (RO T i ik, i L AT RV KR R T s ey kT

A NAT S AE T, FAetp iU R ] PAT. PAT ANidEH T LA R I
o WA R 0 TP PR, B GRE 0 fRA.

| EES RS
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mEHsamNAT [

o« JEEZPARNT, EATHE AN I EATEAR S, A2y D Bk, JF HAGE ISR
.

Bt & 7S B3 NAT
2075 31 NAT SIS Mkl #5454 v 26 A7 B0 4% o 2 ph 0 A TP Ml

FHIa Z Al

HPERT R > JFRETRIFAUERN R i R o0 Rl o s, T DAAEE X NAT B I ot
Go WS GLABIH AL LLR BER

* RiaHAE - AL UL MR GiAR4D T H e DOE AL JER TR

o IR RNIR - PRI AT DU N R A, HANBEE S T AASBEIA] IR TPv4 A1 TPv6
hb, B R AR PSR A o AN A RS YO LR ML TP Mk, DTS DK Tl A
NAT, AL IP Huhik¥ T4 PAT [FE,

T RUGEFELE > NAT, JFOIEE o 8B i NAT S
P2 PATLL T ERIEZ

o SR (Add Rule) #8 LA G 2L H#L0) o
o RUiliEREE (O) DAgnRILA RN .

A R R AT B S ORI A AR B R0 ) T
PR3 E I A ) 1
* NAT 0 - EH B 31 NAT #0 .
o BRI EREESES.
$IB 4 FHEEOM % (Interface Objects) it & LA R %55 :
CEREONS. BRREONSR - (P48 E D0IE. ) U050 NAT BN F 4% 10
NS CRARIEE 4D o RS SERRE DS, R iz AN RS . B
FRoe B A R 0 5, I i TP d . BRIEOUT, R0 S Bk X A 20
RELZ ML (ERD
PS4 EMEER FACE DL R R
o JRIRIR - 0SS B Rk 1 X 28 06 5
o FEIR IR BOIR - B WIS bR (1) DR 245 ) G k4
$IE6 (k. ) 7Bk (Advanced) b1k 7 L1 -

o SRR 5 AN PCEL B DNS Bl & - & 75464 DNS N fr) 1P Hidik o - MBSt DA% 5 30 52 f
BEU(F) DNS [A]5, #Hililk (IPv4 A 5% IPv6 AAAA) 0352 NI 5 ) SZhrfl. xR, X T

| meiities i
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MNSE Bz RS 2 LR 42 TG DNS IR, %00 562 A SERBR (B 355 O WU . Ik IR T4 e 1
W, A NAT64/46 4 (JLP BB W AE A Fl AAAA 02 A1) F 3 IR T . %
PEANE S, 1ESHEH NAT 5 DNS ARy , 55 110 7.

« BREEEIEDO PAT (BARZEDD - SO0 R bk f5, & A5k HAREE 11 1P Mok A #%fr
Jiik (HePAT [FHED o Y BEEAE MIFFALK 5210 B bz LT, kI nr . 224
FEL1) 1Pv6 Mk, J)i% o) ik |Pv6 L.

* IPV6 - JE 75 % 1 PAT 4] H (K312 111 TPv6 Huhik.

TR s REFELS I .
SR8 riih “NAT” Ui LR AORAE E 2

fic & sh75F 5 NAT

O

Qe

Qe

g g

N -

21 A 3 NAT Afgi 2 7RI, T T30 NAT JUU. fitn, wREEERE H bt T A
(KrFe . Bhas NAT 245t bk e o nT A H AR 928 i (1 3l TP ik

FHIa Z Al

WOEFEIT R > I RETR, N5 QUM P T a0 e olid]. A GERIN A5 1Pv4 I IPv6 i
bk HAef s —Rheal. i, BT RAYEE X NAT BUUIS QIR 5o X Gt b2 2 L R 22K

* [R9&% (Original Source) - L In] DUE 450 R s, i He ] L& EAL. JEHE7 k.
PRI SR AR, AT LAk AP BRI A P R SE R ART (Any).

o SRR R BN - LRI AT DU MR TR AL, (HANBEAL S . i SR RN [ I, 5 9 LA
FHLIP Mk, WG ERE T304 NAT, ML IP Huhibé FH4E PAT [HliE .
DRGSR [RiE BER F 25 g 89 BAR BB AR, 80T DLk I Se i b 1) 8 ) 48 0 5 1k,
2.

KT B0 NAT, ROL AT LM H AR AT 3 e, fEXS G PR, 1S IO I T TR 38 B #Rim O A
Heit R B B ARs O 100 DN 5. R GURE RN TR E (Y5 1 o

WG FEZ & > NAT, JFOIE g BB NAT S0 .
PATLL P ERAEZ —
o SARRINEM (Add Rule) #4H LLEIEEH R .
* riili4REE (2) LG BLA B .
AR O BT B0 Sl R e AR B R PR 10
i A 1 <
* NAT 80 - SEFEF 30 NAT .

| R
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mExsFHNAT [

o KA GEFEENZS. SWCE SO T R WS H bRk e U, NGNS .
* BR - BRETAEMNETIESIRE . WL AT “HN” (Rules) U b 1478 5 b2 4
e RS
* RN - BN IIEOU A7 E . T UL A (7 F 3 NAT B2 §relice Ja ) s e
R

EHEEO & (Interface Objects) F it & LA %55 :

cREOMR. BIRZEOMNER - (AL D REr. > FT- U0 NAT R ] 4% 1
MO S CLERBEEE A o RSO RS, iz O EAL%. B
PRt S AR I 5, Ul I %% T et o BROATSOL T, SRR T BR AR 4Lk
R ZAM TN (EED

(FEFEHRUUIM Lo ) e [Uan Bl bl (XPv4 BIPve Mihil) + 4, oo Je ah s A0 rh i S
FLHAE

THZ T TR S e B s

Source Destination
/_f—'__\_\ ./_m_\l
I:ll—(\_[nside ) ( Outside ) |:|i
— S g —_ —

Real: 10.1.2.2 Real: 192.168.1
Mapped: 192.168.2.2 Mapped: 10.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

© RIGUR - B B MR LB F R 200) S a4

© BUEEAR- (Wb, ) G FO FARHOAL I S0 AL IRRILRT A, WEES 0 FLER ol
ARSI AL SR FLBR FIIROMEAE TLOY A B A el P AL T
5§y NAT I T 2401

Al LA FEIRTED 1P (Source Interface | P) LA J5iaf H 136 T O (ARED “4FE” [Any]D)
IR REMEE T, WL DA SR —AN TR S5 1 H R H AR S B0 H ) H b i S it i v 1
AT NAT, WEBE I, 124 H 0 H bR F O BEE 2 i O 4

=1
i

i BB il (TPv4 5 IPve Hudik) ; Bldn, B e A b4 O Mg b i 8d ik . wrif
L, A[{E IPv4 5 1Pv6 2 [k AT 46

© BEIR TR YR - 00 WL M hE A 9 45 0 sl
c B BERR- (Wik. D 8 CRA A H Bt bk go0 G a4l Wiy RiG
BARERE 7RIS, AT DUE I8 BEA ] R0 B 52 NAT (RITEHHD

CHigEe ) HE T Mss e ey A ARk 50 1 . JRGg BARim O #MEMBERRO.

BN NAT ASZReom LA, DI, 15K R iR IR R O B3R O B OR B 2. AR, BT Hix
FEARIR RS, DEAT b 1 PRAT o e o

meiities i
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. 75 PAT

NAT Y3 HF TCP 8¢ UDP. F&#uiy I, 1A O S B RS AR 25 6 G2 FR (R B iSCAR [R] CTR)oA) TCP B[]
J3UDP) o XTG4 NAT, v KsAH R I 25 X6E % 5] Bk FH T S B e S ity 11

FIR8 (WL, ) fESH (Advanced) LEFEIT Tz

o (MUGEM TS, ) BiS AN LA R DNSEE - 2 54 DNS N IP bk, %1
B B2 DI AE 5 51 52 br 2 1K) DNS 1152, Hihl (IPv4 A 5% IPv6 AAAA) 0 NLHE 'S
HSEBRE. A, ST SERRE DR R RIS 3 D DNS (18, 120 S 45 MBI B fE 25 Dk S
@ IR T FHE e SO0, A1 NAT64/46 Heffe (P ESGH A A Al AAAA idK 2 A4

PP MR, ARG R, WS NAT 55 DNS A i FmgRNy , 25 110 5L,
EJEE??IH;EI:I PAT (BFfREDD - MOl HAb S sthhl 5, 2758 H AR 0 1) 1P Huhb A &4
Jrik (8210 PAT [BHR) o AUCMBEIERASE MATFALR A 1 H bz O, PRIEmA nr . 2
B 1Pvo Mk, 55123 1Pv6 LT .

* IPV6 - & 15 08 0 PAT A H 2 O 1) 1Pv6 Mtk .

PR RlREFELLS I .
PER0 pidly “NAT” U LR A LLORAF S 5

sh7s PAT
LR E A F8h 4 PAT.
*F 7S PAT

AU AL S o b bk R 1 80 g WS S BN — 3 11, BhAS PAT AJ LUK 22 A SE Rt bk B 48y B — ik
LI [

RN AR 5 B A e 208, DR AN IE R Y5t VAR AN AL 91, 10.1.1.1:1025 FFER A
10.1.1.1:1026 [F) B 5 0

BN IR B A PAT Wdt. DSBS LT LA NAT 2, SRVFIR [P N . Tt
HERS AR F AR A AN AN ), H 1 5 2285 0 B o
& 7: 375 PAT

Security
Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 >
10.1.1.1:1026 s 209.165.201.1:2021
'
10.1.1.2:1025 Z 209.165.201.1:2022 >

Inside /Outside

TR R SN AL, A R U feVE,  HAR R 2% E R A AL AT DUOAGES e e Jm EALI IS . P
i FVHHE CSEBR AR ) ANRT R, By DLBERZ EHUREEA fTRE R A AR, AEIXRMESLT, W]
LUK EE V5 ) R 1 2 4

| R
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g eatwteses I

EHER IR, S DRI,
A\

AR AR LI AR PAT e WURZ AN IR, JUHR T “ARM” B, izt
PeDRHAEIL,  FLBAT I 1 AT T8 R e e

zh7s PAT B ER =

I BAS PAT, W LU Wi ik, I ORA7 mT i stk o FUAS 0T LUK U B8 s 4 5101 TP
Huti HAE PAT Mkl

A PAT AN H T F 2 B AN R T8 B AR 2 AN o A RPN R R, TE S B A 321 1) B
BUA) NAT 287, 2 12 T,

&) PAT A TT BAOJRE KB oK 1 #— TP AL IERE, s 9% T REAS SLIAT R DoS Xt
A DABC & — A PAT Hiuhikith, Al H] PAT Hbdib-& 160 43 e Ak G H X i 400 o

PAT ;th 3 52 I
410y PAT WG MG R, i LU N,

XfF PAT it

o Ui 22 3 1024 3] 65535 Yo AT o 0. %8 n] DLk S SR B 1 1, B 1024 LUR Y
Ui, DU LR AN i Y A T

FEEEREHIZATING,  AEAN UK 5124 0 L BRSSP MEA SR R Oy, JFAEIX S0 LV H A BEAT A
RIS R R BE, WS AR P e R BRI 512) RAMRCH: o U 2R S U R AR B
PR CERAER/ND TR DRI B s B R BBl ah,  DAMIDRE PAT Jthid >4 507 7 e 21 S 1

B

o T SLGE PAT dthJE FHER M AC,  WIANAE 1024-65535 S0 A 20 Ficsm B, DRI, 4 SR 8 FH 5 451
(o5 115 (1-1023), ‘& AT REANEAE o Bihn, %Ki 1 22 (SSH) M FH 253545 1024-65535 Yl
DA 43E 1) 2 AL e 3 L A 1) IS i 1 o

* AE PN AS [ AU P A AT ] A PATT bt 52, USR5 B R DA 5 4 LU S A1 ) O3B . il
UR— 2R E Y& PAT, W55 — 2 R il Z5UH5 52 9 Ji€ PAT

© MR THINA DA S, WK A% BV 5 802 I R PAT 1P bk, 4 A vl Al
S, X AT RELBHAEIERE . A TR IR T AT 3k S s i) AL

o KA AEPERE, UK PAT b i 1P Mkl i BRI 10,000,

%4 F PAT b3 PAT
-+ VP BRI S HFH T PAT.

meiities i
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Mt |

i EhZs PAT BN A P e PAT, WUIASBEAE S 4 ity 3G S D) 1) o) — 5 25 NAT S H PAT it
FRR R R PAT bk, 40, 4nSE PAT whAdFE 10.1.1.1, WIIGEE 10.1.1.1 484 PAT Hihtkf))
AT ity 11 5 D) ) R A NAT .

YA PAT i1, Jf 0 [RORARERE L, WIJEILREY i€ PAT.

* 0F AL ICE 2 TURN () VoIP i35, 15 Z) /19" i PAT. ICE I TURN Hc#i§- PAT JE5¢ A4 fig

XF A AR OR AR A o

 TEABEAESETE P e & AT T JiE PAT.

I7E PAT vt o6 B NAFAE T

XfF PAT it 895016

Bc & %175 H 3 PAT

WM ENIIE A ER, JEHaw el , WISk B1Z BN 5 228 Bkl AL R i PAT 1P Huhil.
KL, IXFR COREME” ANBERBR GRS o WURAZ R A PATIERERS, SK A EHL S SRR T RE
SAEFHAIGE TP Mol .

RAE [R5 1 YRS PAT /% 0 U A9 11 PAT $EIU), TP Huhk" kG4t 2532 21 520 .
XHFATATZS e $2 10, Th S PAT ol 11 PAT; 1520 55 4+ PAT KU,

BT RES A K BINNAE, 7559 R PAT 4l & Utk . i 48 0 &AW /1P
Mt/ VG FE AU NAT e, Rt S S8Rk NAT s, MMmEFENAF. 3@ PAT
Pk S8R 2RI K NAT .

{8 307 F 2y PAT FHI R K b bk 5 46 A ok — (¥ TP Muhib/om VA&, AR AU 24 1P Hhdik. 4%
A LUk SN b CHBRE D Rk B A b ), B0 A 1) PAT R E2 AL T 22 1 m] e

e

FHEZ Al
EFEXFER > X RE TR I QIR s (P20 SRl sy, A mT AR S S NAT LI 1 et

%o
« RegE - AL NIUE MRS GnAR4D i H e RO B JEE .

X AL AL LT EEK

MR ERYIR - Al DR TR € PAT bl
o BFRIED - BAEH HArE bk, AT %,
o AN PAT Hilb - QS 0N EHLR M4 .

* PAT itb - QI — MU STER MRS, SEIE — RN T FE X P 2400 5
Ao At E 7M. AABERNE IPv4 HIPve Hilih, &AM S — MR

| R
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P IKKIEPLE > NAT, IOk B it NAT 5n
PIB2 PATULFEAEZ —:

o SR (Add Rule) #4H LAAI 25 H ) .

i dRiE (20) LA REIAT R .

A R OE AT T B S RGN e AR R e T

I3 I A )3 1

* NAT #L0 - LFE B h NAT 0.

o KB EPEET.
I 4 {F1EO% 5 (Interface Objects) b & LL R 2T :

CREOMSK. BAREOXMR - AR R ST O 300k NAT B 142 1
PN % Ca e 4D o BRSNS, nald g0k g. B
Fro BT R LI 5, el i L ST et s BRUVIE DL, e R A T B I M 4 ok
REFEHZAMO AL (R .
WIES L F e FECE DN
o JRIAIR - 0 E I B H bk ) Y 48 0 5
* FERE RO - LRI —
o ($ED1PAT. ) ZUPH HARE D Hbdk, i51EH B#r1ZE O IP (Destination InterfacelP). &

PR AR O B R O IPve sk, B4 %i4E E 4k (Advanced) - E$¢ I Pv6
M. Bk E PAT W5 5%

o BEH] F AR Dbk LRSSk, SRR ) SIS QI I EALR 2R 5. Bhid il & PAT
HuKipaZt s

o HEFH PAT #h, 1E S RERIRE S,

SIE6 WAL PAT i, 1WIERE PAT jth il i JF AT LA T #R4E:
a) AR PAT i (Enable PAT pool).
b) EFEAL PAT > stk 7 Bt )ttt bk 1 9 286 60 % 4

B, AILLE B AY$ED 1P (Destination Interface |P), ‘& /&S24 11 PAT ()5 —Fh 5%,
o) (AR ML T B RE LA N eI

 ERRIESEC - LUy S o hl i e BRATE LN, WERACR AW, BT —1
PAT $ihit- 2 1if, e BC PAT Huhik i pr A 1 o 80505 70 Bl ok F it A4S PAT ik —4>
bR WA B A A [EI RV QL AR I b L1 P /2 < S b 1 P W1 5 {8

meiities i
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s 'R PAT 3 - [T ¥ & PAT. Wi H ik Rvm O g NS B, AR T34 1P ik,

P& PAT W i 5 H 65535 /Mg 11 0%y, 4 PAT 4640eiy, AN 18 H i H Fl i
HE,  RIEBR N BEAS PAT Hudik 65535 AN 0. filtn, @i @ PAT, #80] LA AE 1)
192.168.1.7:23 B4 2] 10.1.1.1:1027 4, LLATEVI M) 192.168.1.7:80 4% %] 10.1.1.1:1027
M . ANBERE LI A T4 11 PAT B4 11 PAT [H3B .

s BEROSEE. S1FFRBiHO - 724K TCP/UDP i L INHE 1024 F] 65535 (#3116 FEE A

A PG o (6.7 LURRRAD by et PRI o 15 I, PAT A3 S Brifiion 15 CEF AT
A o BRI, G RN FH e TR, D)2 S VAN R RN, KBRS 2Bty 15 AR TR (1) 3
190 PRI PEm R 3 . 1 %1 511, 512 %1 1023 LA 1024 5] 65535, 4 1 38 G R 0570
FEL Aoty 11, TS L B . BEAEHT 1 31 65535 MHEANGE, 53l Ak B8R EiH O (Include
Reserved Ports) i3 X TI247ThUA 6.7 B A K BBt 5096, Toit & kPt
T, AR - G o A T LU IX e R ek B B HE R B % O (Include Reser ved Ports)
W, I ARG R %8R

« BROEC - Jo Ml DRI BC . 0T8RO PAT,  l LG REA ML il — Ao L B,

PIET (k.

MR H NAT &R — /N D e e, an 43t B, ok B ML a 82 8 4 1%
R BEHLIE S BT o R AU BT i RS s R T o, TR R Rl 2
Heo HBELE 1024-65535 YE Y 43 e DB . it IR L S 48 a2, (BT L5 PAT
BN B VS RRE I — AT . Il 42 1 PAT MR,

) 1EEZR (Advanced) %45 BT 7 B 10 :

« BEERIEO PAT (BFRMZEDD) - 4O oM AU bk S, 75K H AR 1 TP Motk H A/ % 4>
D7k (B0 PAT [FE) o AV EBASE WA ZH A 02 1 H M2 LIy, Ieae 34 ml . 48 1
B IPv6 hhik, i3k 1Pve £ T, WiR CURC B 2 11 PAT 15 4 40 ) (1 Motk 5% PAT i,
AN fi 1B 5 3 371

« 1PV

6 - ;= A D PAT 1 H I O K 1Pve bk,

PR sl RFLLS AN .
TR il “NAT” UL FRTFAORAF B 2L

B E BN75F 50 PAT

M A5l PAT AN L BRI, 1A T 2has T30 PAT M. Biltn, o s ZAR I H AR AT ANF]

Ky i o

Bl PAT AJ Kbl e 4l ME— 1) TP i/ AL, AR A 38 24 TP Mk, #mT L

oAl B ok CHBREE bl s bl sl (5 bk ) PAT R B (3t 55 20 1 mT e e 46t

FHia Z |l

WOGEFER R > JREIR, RJm QU BT 20 S slidl. A GERIN A5 1Pv4 AT IPv6 i
Bl HAefa—AhRad, B, R LAEE S NAT BUOUB GIEDN S RGO 25 2 LT 2K

- R

iR (Original Source) - MBI AT DL M 28 0t G skl , 1 Hogn] AR =L, Je e+ M.

R SRR, T LAk e oD BT AU P R 2 (AR (Any).
* SRR RYIR - AT UR 2B TR € PAT Huht

| R
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« BAREED - SN HAREE b, ANTEERLEN 5.
* B4~ PAT i - QU5 A EHLRI 2R 52
* PAT i - G DU EVER S5, s MR L B 9 R 2% 0 5
Ho Aaeteds M.
R EAE RN h O JRE BbR N 3SR fE B B AR TOE A, IR AT LI S Mk 1 A 0 44 0] B
i

X T A NAT, BGE T LU HARPAT 3 L B4 AEXP AT BEES P, UE A ORAT AT H T IR 4 B i EL A
i B B AR D MR . R GORE 2 R E I 1

$IB1 KIREFEE > NAT, FEEIE sk gmt b NAT S0 .
$E2  PATUUTEAEZ —:

o s RANEL (Add Rule) #EH LAATHEHTAL .
© T dRER (O) A ELA R .

AR BAT T BT U0. B R e AR U ) 18 55
PRI BCEILA LI IE T .

o NAT # - EFEF 50 NAT 0.
o A RPN ZWCE NN H TURHE . G Sk H AR e SR, WHZE I IR &N ER A
s BH - BREBA LR FIEsRA. s EEH “HN” (Rules) T A B 5 oh S0 538

T A Z R o
© FEN - ESIEUN AR E . T LR IR AR (FE B 3 NAT B Z Az e ) sl S
LrECR 5

$B4  AEOMNR (Interface Objects) Lt & DL R LI :

cBEOMNR. BFREOXNR - (B8R0 E DRI D T30 NAT AR H] 4
R N % (CRAXIEEE 4D o RS IbrE O, Rl HEAL%. B
PR B N A B, R I % L BT B . BOAIELL T, SR R T Bk ) A 2L 1k
R ZAM TN (BB -

PS5 (RGN L. ) #oe IR EdE bl (IPv4 s IPve Huhl) o B, SR 7E SR s EC £ i) o
ER: N[

HSI T TR AR S RS s R s

meiities i



Mt |
B ==a9s=aear

Source Destination
/__r‘_ 'x_h\ ) /_m_\.

I:l!—(\_[nside ) ( Outside ) |:|i

— S g — s, —

. =

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

o [RIGUR - G5 Rs TEH MR i Bk Fy ) 200) S B4

« BIEBERR- (WiE. ) B HIW EAR IR ST R . WA IR A, TSR H 1 B AR k]
HAE N PR R e . W B e Hobs H 0Ok, n] DL % bl T A A el R S HLAE R
54 NAT Tzt

Al LLEFEIRETE O 1P (Source Interface | P) LA s H I5E TR 1 CRREEN “4ER” [Any]) o
WIRIEPEILIE T, R AL —A DS 1 H G H AR S 4 H I H A bk S e iy sty 11
ARSI NAT, ERRIIED, J14 B 0 H b IR PRIE 2 1l 5.

PE6 M OSSR Wbl (IPv4 B IPve ikl ¢ B, WoRTE H AR DRSS h s ik . g
T2, NI{E IPv4 5 IPv6 2[RI T 64t

s BIERR - LRI

© (JZD PAT. ) BT HARE O, R0 BARED 1P BB LAULERR € H iz
o BT U IPve Hudik, A Z07E 4R (Advanced) ik IPv6 ki, Bkid A&

PAT /P20 3%
o BT HAREE ChE DUAMG AN HRE, IR A& B I LN A0 S . BhIL L B PAT
ML

© 5 EME PAT i, TREEHR IR RYIR B A
c BRERIERR- (AT D Q8 RS b AT H Bk i R 28 0 R ol . AN R Sa
BFRIESE T AX5, W] DO i AT R (06 B NAT (B

PR Gk, D #E TR HARI H ARk S im 1 [REG Birim 0. kR BIRRO.

BNANAT ASCHF o LA, DL, PR IR s TR m O B8R O BURE OV 2. A1, T Hix
FARIR A, DAy H b 1 PRAT S 1 e o

NAT {25 TCP 5% UDP. #3uiing LTI, 15 Af DR S Bn TS ik 2556 G A B SR TH) CTA) g TCP 8% [+
J3 UDP) o XTG4 NAT, W] KeAH [R] 0 R 25 X6E 5 5] Bk FH 3 52 B A e S ity 11

W8 WHATME PAT ith, THIERE PAT 0TI AT LU R 4AE:
a) EFE M PAT i (Enable PAT pool).
b) EFRELE PAT > ik 7 B (Rt s Bk 1R 199 2% 0] S 4

B, AILLEE B AY$E O 1P (Destination Interface | P), ‘& /&S24 1 PAT ()5 —Fh 5%,
o) (k) MRYETEEIELELLFIEIN:

| R
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W

grsnnsersear i

- (EARIESEC - DU D7 U Fokhl i e BRATE LN, WURACSRNAS W, AN —1

PAT Hihit- 2 |, K573 BC PAT Huhik i Fr A 1 o #8055 70 Bl ok Bt A4S PAT sk —A4>
M/ 1, AR AR ] R 2 N ik, AR RS Mk, DA

s 'R PAT 3 - [T ¥ & PAT. @i H i bk Rvm O g N B (s B, AR T-3% 1P ik,

¥ e PAT K4 iR 551 H 65535 Mg 1. 0%y, % PAT 364y, AN 18 H i Hm H R
hE, PRI PR b BEAS PAT Huhik 65535 AN 1. B, @S @ PAT, #n] LLEIEAE D) )
192.168.1.7:23 % %] 10.1.1.1:1027 4, LLALAEVI M) 192.168.1.7:80 4% %] 10.1.1.1:1027
e . ANBERE LA T4 11 PAT B4 1 PAT [H[B.

s BEHOSEE. B1FFRBiHO - 724K TCP/UDP i L INHE F 1024 F] 65535 113 116 FEAE K

AL . (6.7 BUTR A DAy 4 ad P WLt i 115 10, PAT A8 ] S2Brifiisn H 5 (AT
D o SR, WU RN IR, T 2 SR AN W] RIS, ke BRUA SRR i - A [ 1) i
FI Y e PR 1. 1 21 511, 512 311023 BLA 1024 £ 65535, Jy 1 38k G Fi R i 114538
IR 1, TG A B 1 B 65535 AN, i Ak BERE KO (Include
Reserved Ports) 15, Xf T84T AL 6.7 2l 50 mi A Bl B8 ¥k, Joib e Rk Feixik
T, AR ZC S P G BT Lo IX S R G ik £ B3R R Bim O (IncludeReser ved Ports)
W, I ARG R HZBCE

« BROEC - Jo Al LERIMEC . 0 T I8 R OB PAT, AT LI REAS ML il — A B,

M E H NAT SERANAC— N D 4. QS ormicet Tk, K B EWLI G SLIE K1 F Z
BRI 2 (Bt 1o G R LR T A oty 1 (3G i e B T Ao, AR 75 2L il T £
Heo HUAEAE 1024-65535 Y 9 2 Fidum I He . il B AL S 80036 7%, (BRI 59 PAT
BN B Y0 B I — 2 A o B JGEAS 4% 101 PAT [H158 .

(Mi%. ) EEPK (Advanced) L 1EFR T T -

« BHEEEIEDO PAT (BFREZEDD - MO0 RCIHAb S RS, 275K H bR 01 1P bk FHAE 43
D7 (211 PAT MR o AU A MR A 1 H ez iy, e 354 my . Al
O IPve Hitik, 55iEA% |Pv6 1T,

* IPV6 - 15 N 11 PAT i H 1z 111 1Pv6 Mtk .

PR s REFLLS I .

TEN

s “NAT” GO AR LORAF S 5

& Fim DR BCECE PAT

XTI T R BOCURE PAT, 0] LI RE & ML Bes DB, 1o i NAT — R Rl — A e
#e GEZ[H RFC 6888) o WA Ac IR, oK A% LN G SEIE R AT F iz He rh BE AL 52 f0 55T i
Ho AR ENUREBITAT S 1 ARRE S B T 2o, WIRRIE #5200 BesE 2 Be 0 Y B v g 11 () 8
Ja— N EARAMERT, RS RESIZ

Ay WS V) B R AR T b H G0 sk . 0 U, O skIERE, (BN S L Berh
BRI ES . 5 —J7H, XFEAEHESIARSEInE L.

HUBEAE 1024-65535 Yo A 20 ficm DB, (R, 00 R 75 BRI 1K) 15 (1-1023), "8 Al REANIZAE
o Bilhn, sk 0 22 (SSH) N FH £33k 45 1024-65535 5t Bl P9 F1 43 fic 31 AL 0 e 30 Bl A £ ISk s

meiities i
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B smsnnsmes ear
Flo BERTEAGIEE—AN SR NAT RO, S0k 308 AR 15 RN FH AN TP C s %3-S IR NAT,
A CRAZ I AL T B oy BRI 2 i
FrHIAZ Al
NAT HU I ¥4 FH 158 B -
- LA ER RS E (Use Round Robin Allocation) 363, {HICIAAL 49 Ji PAT ME—1k .
A8 BT PR B B (i T B AR 24 1 PAT RIS, Ak, 38 fo ¥ SLAbYs/ H b kRt
(EISH
o [T NAT AR 58 —FF, W SRS SIAT (R0, DA 20035 Bk -5 B 45 R DU AH G ) e 48, BRI A+
LA ATLLRATERR e, W LA e TR . R TIEATR, AN R 4
JRiE B xlate.
S
ERE WA I PAT I EC PAT FUINZ VI3, S0h i se MR, 4%
JE RS BRE SRJE, ST LGSR 6 % NAT B &0, %ok
show asp drop #itH #' & 2| pat-port-block-state-mismatch 3,
o XFTHREIE PAT M, A M T A UG & (BiATRE) BN ARerE— SR 4
Foble, TOAES — A P b, BN PAT B A FEIR AR E . IhAh, b5
NAT B -5 N
ok

T (k. ) BB 4R PAT i HTH I C B

A SR DAl B B 4 R BCE . R  SOX IR T BRE, D 2RC B — 1 FlexConfig
X5, JPR AN 2] FlexConfig SEME .

a) LR > WHREE > FlexConfig > FlexConfig X &, R )5 S H % .
b) BCEHRAECR/N,  BRREASErb ¥ .

xlate block-allocation size value

Yo HE ok 32-4096. ERINE K 512. fEH “no” ATk L ERINAE .

WERAE BRI, TSR 64,512 BEGLEEPTIEN /N EERR (1024-65535 Ji [ )3 180 75
W), o MBLCVEAE s e i, RS E 100, 2 12 DRI .

¢) PCE R EHLAT 73 B ) B KA
xlate block-allocation maximum-per-host number

FRBEET ST RN, RUERR TR 4 BoREA TN ERZ 4 4~ UDP £, 4/ TCP HAl 4 4~ ICMP
Peo JulEh 1-8, BRUE N 4. HH “no” R TR E ERIAE

d)  (ATike ) A RS H S A K

| R
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xlate block-allocation pba-interim-logging seconds

BRNTEOL T, RGEos e I EIE A BR A E R AR AR R 48 H AR R . W3 il H &l
K, RGESHAEER R TR A] B AR B ARV R o 1Ky St v S AR B BT 43 BC R 3 3 i
M, EfEPML (ICMP. TCP. UDP. JEAIHFR#E L 1P #uhil, DASsm B AT LLFRE 21600
4604800 12 (6 /NINAE 7 KD I [A][A] R -

%ASA-6-305017: Pba-interim-logging: Active protocol block of ports for translation from
real_interface:real_host_ip to mapped_interface:mapped ip_address/start_port_num-end_port_num

i
LAR 7= DR By B RN BB 64, CRERE LR RO E N 8, JF HLAE 6 /NN I — Wil iy H i
Ko

xlate block-allocation size 64
xlate block-allocation maximum-per-host 8
xlate block-allocation pba-interim-logging 21600

e) fE FlexConfig f @ EFE L N IETN:
* HE =88R
« 3 = [in
f) AT IRTEFELLAIE FlexConfig X4 .
g) EFIZE > FlexConfig, #8501 B /3 Ao 45 75 22 PR HEX L1 1 (15 %% 1) FlexConfig SR

h) FEV X GARPIERN S, KRG s > BHB SR kR,
i) MiiRTE (Save).

Ll E, R — A HAR S, FFRIE xlate Ay 22 5 IEf TR
S 2 ST PAT b H B4l () NAT HU o

a) KUCEFERE > NAT,  JFES I migh 8 a v B 48 NAT SR .
b) AN INEgn i NAT B, Jf 2 b ReE LR .

« EKB = FHE

o fE B > [RIGIRT, R SO B

* 7€ PAT jth (PAT Pool) it & L R 3L
* EFEB A PAT it
* 1 PAT > ik 6 552 S PAT (14 19 2% 0 % i 4
o LRI BLLLTH .

) PRAFRTHLIH NAT HEms Fir 5 i 5 5
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475 NAT

X TF 575 NAT

Mt |

PUF 58 5525 NAT DAL i) sz i 25 NAT.

AN NAT Q1 SI oty ik 380 i S5 s b ) [ e e o DAL A IS M b ) T AN SRR AR S AR 1), BT
A NAT FRVFXU I R, RIR USRI BN CUn SR e VX RS U R D o 55—
Jith, I BhA NAT APAT, B & TN BRI R Sl AN R st ik sl 11, PRI, ASSCHRERUR)
K o
RS SR RS NAT W5t BeUn A HimalIRas, Brbl, SEls BEHURZRE EALAT DU
.

8: 8475 NAT

)

AR WURTE, AT LU .

3 Frim O353R A9FR7S NAT

SR VG B A NAT LB AT LU 22 S B AT e S 480 A% i 11
Yo A NAT s LU, BT DAk Bt 11 R1/a% TP Hbtik s 21 5] — B 5 AN R 48

N BB RSE R VR S f S R  AR NAT M5, e g s IS5 30 A B 1) g RIS 380 AN ) B ) 3 1
FERX RO R, TP BRI B He IR 2 A TR aRAS, BTl el )m BEHUAZRE LT
DU I o

[ 9: 32 ¥Fim Qe 1R Y BBV ERTS NAT 1%
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—3 % E# 7S NAT

—xtz gz NAT ]

S S VR A i A NAT BN SZRE AT 435 5 i 1 H AR TP Miudik o o SR A Sk 1) Mot 11

NAT FRINARA o5 1) ) H bR 1P ik, SEBR B IE . BbAh, X T F3) NAT, @RS NAT AU
UIP M hEANULRES, (H 5 H bR 1P hEVLEE, WA EFE, AN Hbsim I . DI, a2y fo
VAL R H AR 1P Hht i) B A FAb S s A AN o i, S5 mT LY TP bk e B 2 NAT L)

CANE S FURRYED 5 IR HBCE AE i 1 FE 48 R i T

)

IR TR B E AT N A SN (B FTP AT VoIP) , NAT < [ - b B 11 .

IR AR SR i 1 R K AS NAT AR DL
BB 5pim QR AIERZS NAT

AT LTRSS S S R I A s 1) o i, W RS RN W) 1 Lg% (41 FTP. HTTP
FSMTP) [ =N RS54, vl USR] P AL A TP il DAy X 26k 5%« SR80, vf
DATSC & HAT B 477 g 3 45 RIS NAT, - AT AR 22350 1] 0 s 1R BN S50 TP b ik il ) 1) SEBR
S5 IEAS TP Mk SJo T S 1, DRUR IR S5 2 A8 F (R s Al 11 (43002 21 80 Al

25),

XFAERR L CE Tim O33R ATERZS NAT

] DA FH SZ R VK502 NAT AN Ao D 3o — AN Ebsiki 1, 2 IR il
r, A H PR Web JiR 552543 H i 11 8080, R LSRRGS FH - 4 i 11 80, AR 5 B e ¥ 2]
JR UG T 8080, [AIFE, ZEHE-—DHEme bl wLL S Web H P iEH BIHEbRHESG 1] 6785, 2R
S BT e 8 38 i 11 80

B 4R RSO NAT
T DA T IS NAT, LUK — NS B i e B — /M2 OB/ C1 AL 6o B, 4 SRS 0 1 4

AN 1 1) Telnet U7 in) B2 5 [ 22 N B ML, W A] DLKE P93 B AL TP kb 11 23 WS 31 2854z 1
ok 1 23,

HH, FOEA MRS IR S NAT. R0, AESCLEE 0T, ) E2ORs B S Pt ik e 3 2wk
Sl X)) o BUE- X ZEAS NAT I, H5ebr BEHUAORHER, SRS U b
ke AR, T AR B ENLRE, WU BT AR R R, O AR e AT o B s
Bk o

BRI X Z A NAT 5t i TS bR N LHEAT (K A R T 46 284 P 25— i bt
PO Ei,  SEBREHL TP/ — MR TP e e ME— X 1) e 4k
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B =emsns ren

& 10: —3F % 8475 NAT

fltn, ££10.1.2.27 AN . RAEIERE URL, "o Fop e i 2IEAK Web Ik
55t o

11: —34 & 5575 NAT =451

Host
ﬁ\
G)utside Undo Translation
Undo Translation g 8 2091 65.201.5 > 10.1 .2.27

209.165.201.3 —> 10.1.2.27

Undo Translation
209.165.201.4 - 10.1.2.27 Inside

I:l Load Balancer
10.1.2.27

4

Web Servers

HithREt 7= (R

NAT BRI RIETE, SAVHEMSER S m 7 5 ARAS X X2, afhibxt
% ZXORZRE W BATIEAE D] Xt s X 2w HARWURE IR e & 2 BURSM G
Ao

fEDife b, X2 ZME, HRE, PUNECE A, mHSERRBS RS —H TR,
It CAERAT T SON AN T 20 B A S Bre iE QU 2 B . B, X T 285, DRrgshs
Huhb S NP RS 21 22 AN SR sl (A B 1. B 220 CH|3) o MG SLpriihibin, Nt
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S b S B S — AN SEER U, RIESRHE, EEIBSS T T B b 1k (A )4, BE] 5, CF
6) o XK FEEFA LB 2B il R B RCE R, DOR— SRR sk
WS R LUK AR RSB AL, AE T SRR SEHUAES RV DORE 55— W ik T8
RS BB R D0 2 S NAT 5.

12: L3 % 5875 NAT

DS R 72K | R A /S B LR I E /0 A1V /0 R L W VA2 2R e R d VMU 11811 WA S Pl 10 E P 16 54
ARSI s TP L1k R SRSt 22 1F)  IRA5 T DA SO0 it o ) 4% ) B v [ S Bt i ] DA DR B, {EAS
RERFUR R RGBSt (il Tl (R IP. HAR TP Pm I F ki 1 B miE— 1k, 3R
(5 [Pl Fe 2 5 1) 1 I 0 S Bt D

)

AR 2D EZ R NAT A PAT. USRI & SEBR BNV Rl — e 15, JER R A — S g5 s A )
— TCP Hizui I, I HM & LA EIE — 1P Huhl, A TR ChocAmE—) , HE
BN ER.

R AR 3 D ES NAT 375
13: £ X4 DERAS NAT

FRATTE WA EEXFEAL SR, T DA 7 B0 ) Ak PR d s — 0 — R, Oy A s bk G 5
AR,

B E5%75 B 5 NAT

AT A E 3l NAT FEIUDRE S hE 45 ol 76 H bR 09 46 b i b i HAth 1P Mk o 08 w] DL R &S NAT
WIIEAR TR RECS
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FHia Z |l

PR > JFRETR I P i P80 Rl o s, 8T DAAEE CNAT B I xt
G0 XFGLABIIHAL LU BER

* RigHE - MBS R R GlidE4D i e DO AL JEE TR
* BRI ROIR - T LU LT B IR G e k.

o BRRIED - S HFREE IRl ANTEEERIL G, 100 T LA S L A i A B L
NAT: J5Hbhb/oh DR300 3 O R LA R R 5.

o doRb-EUERA S AL VBT R S A AABERIN AL IPv4 AT IPv6 Hudik;
RS — MR, 0%, BCEA ORI B b S Brstbht,  BUEBEAT — X — Wt
AR, IR ECER AT AAS DL .

HIE RUGE R E > NAT, IFEId s gmtE BBt NAT g,
W2 PATUL FEAEZ —:

o SR (Add Rule) 4240 LLG EL B K .

s R 4REE () AR KU .

A7 B TSR FAT T BY ). S ORI e N R B R g 3R T

IR 3 AN 2 15 -

* NAT #L0 - £+ B 3 NAT 0.

o A (Type) - EFXERTS (Static).
$I 4 EHEOF R (Interface Objects) [ L E LA R £

cBEOMR. BrEOXNR - (P48 0 E LI D T30t NAT AR H 4
MRS CLAeREmREOHE) o BRAEERONXSR, Rz #EA RS, B
PRt S AR I 5, Ul I %% T e o BROATEOL T, BRI 3 BR AR 4k
PHRAZAMIPTI D (BB -

PR (E B LRCE LR
* [RIGIR - A B Nt Bk 1R R 2800 B
 BERIERYIR - LRI

o SUFH Ak, TEERER IR A M ) P 20t Gl 2l . T, TG AR [R) R
S HEANSEBrsthl,  DMEREAT — X — W . SRT0, HuhbACE nT BLASILRE

o CRAT I D A O NAT . ) S F b L i, 16 B #R4E 0 | P (Destination
Interface |P). f&i& UAUEPR ¢ B bsdz O ZAE B0 IPve Hutik, & ZI{E SR
(Advanced) 4% IPv6 LI, 10 IAC B AT Sy BG40 (R i A2 1 NAT . 5tk s 1
A Fz L Ry R R PR3 15
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o (k. ) RIBIHA. G RYIE O - W9 T TCP 5, UDP i I, 157E R iGim O ik
B IR AR s O a5 . Blan, Wl L2, Bl LUK TCP/80 #4i%h 8080,

FIR6 (Wik. ) E5R (Advanced) bk 7 kil

o G35 5 HA N B CTAC A DNS 2% - 2 7154640 DNS N2 rH i) IP Mkl o 0T A IS4z 1 454 51 sz
PR 1) DNS [P, Hilik (IPv4 A 57 IPv6 AAAA) 054 IS8 55 D Senfi o M, X
IS A B W2 L DNS [R5, %40 4 I SE B 55 0 WSk . e 00 145 o
L, I NAT64/46 #:f (b ESMATE A 1 AAAA 02 IR FEH 5848 k.
KPS S, 5SS AT NAT E5 DNS BRI , 55 110 7. a8 R4 T im a4, )
PEIEIAS AT H o

* IPV6 - &5 8 0 PAT Al H 1tz 111 1Pve Mk,

o PRI M LBARET - XF T NAT 46, 1HEFFILIEI LUK 25— 1Pv4 Huhib 630 4 255 —A> TPve Ml
28 A TPva HihE#E45 4 55 — A TPv6 Hubik, RUIEZSHE. WAME A BIE T, WP 1Pv4 fik A
KT XX, DT eI .

< BMEBFIED LERRIE ARP - YW 1P Hulk (& AN BE A HIACHE ARP. B A ] S5k
SR VAR TR R R % g ik, DU R S A AR FE ARP SR N B Wit ik (4T /] ARP 355K, M
PR AR btk H R R . AR ST CARTAG R, TRR B AN b SR AT ] LA Y 2 1)
PG, iR, nTLAARFHARER ARP, {EULISOL T T 200 PR AE LRI ph 2 1 L IR A0 % eh
WH, X TS0 NAT, AT EACHE ARP [, 1 HAFSELLs M T, i %4 ) .

TR sREFELS I .
FIR8 riih “NAT” Ui LR AORAE 2L

Be B %75 F 5 NAT

) H 3 NAT AR AL K7 RIN, I EES T30 NAT B g, R 2R HAridAT A
(KrFe e, A NAT 2K ke o A H RS 9 45 i e (K et TP Mhik o 48634 W) DIOE L i 25 NAT
DU PRAT S I A4 o

FHIa Z Al

WOGEFEI R > IREIR, N5 QU P T 20 e olidl . AAGE R N4 5 1Pv4 Al IPv6 i
bk HAef s —Rhs A, B, BT RAYEE S NAT BN QIR 5o X GOk b 200 a2 B 22K

* JR#4IE (Original Source) - Sk I n] LLJ& 26 0f sl al, iy e vl LA EHL. YERET M.
BT R AU R, AT LB D SR B R R 2 T (Any)s

o SRR RYIR - T LU DR IS E Hen Rk

« BRREEO - ZAH Hbs Ol AFER R . 1ZIE I E HAT w2 3 i AR O
NAT: Y5 b/ 48 A 132 1 A b MURE ) £ 1145

* bk (Address) - G TN JEFEIEE 1 R 200 Gl o TR, AR [R5 T
BEAISEBRIAE,  DMEREAT — X — Wi . R, HuhEHCE T BUASIEAC.
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U A AR RN b o [ 85 B4R (Original Destination) Fi%5#: /589 B4R (Translated Destination) Iit. &'
RS, BT LIRS i b G R g 0 S E A . D R T S R 1 R E AR ER AR
NAT, W] DAk A H AR WS M7 it G il 72, e s ag e 8 0.

8 v DU AN/E H BRI AT o 1 364 . ZEXT G BRAS TR, B ORA mT DA T R g 1 RT3 5 14 g 11
BT 0 5

FTB1 IRKUOEFERE > NAT, JEEIdtakgmds md i NAT 5% .
P2 PATLLNEREZ

« SEERINEIN (Add Rule) $441 LA HTR) .
* il REE () LAgn i DA U .

A SRR AT T BYU0 . B R e AR B U ) 2 55
PR3 HCE LA IE T

* NAT MM - JEFEF 5h NAT HL0.
o R GEREES. XRE OO TR, AU FERE S S, WREE R A
- R - ER TR TARERA . WTLLREE A BN (Rules) TUTT L 147 1ot 5 Wk

T A AZ A o
< BN - ZEAIRUUA AL E . AT RLREHAR A I (FE A 3 NAT N2 Bz J5 ) mldie Y
s 5.

$BA4  EEONSR (Interface Objects) Lt & LU 2L :
CREOMSR. BREOMNR - (NSO, > 3050 NAT BN H % 1
MRS CRARIEEFE 4D o RS SERR RS, R i NS . B
PR B WU LN 5, BRI LT %% . BRIATE DR, e S F B D9 A7 4
REOZAMOT AL (ER

WS (FEEERTIm b D e A b (IPv4 B IPve Midik) 5 B, SR TE B Ah A L b ) B

bk,
WZH N, TR EIR A 4 5 A AL R )
Source Destination

s

-_./_'/

i ey
(outside) ]

. =

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

o [RIGUR - G5 R LR M) i B Ry ) 2 0] S Bl
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s R BHR- (Alik. D A H HERHHER R e . SO A, WIJGIS H B H AR A ]
HRF I PSS 4. A SR € H AR H sk, AT D Z bk B B i A el R ok Al
B4y NAT ] T-iZHhk.

AT LLEFEIRIED 1P (Source Interface | P) LA 5 4f H 36T 1 CRBER “4TR” [Any]) o
IR RELE T, WL DA S — AN U5 1 H I H AR S 0 H 1) H b b S it i o 1
AT NAT, EERIIED, J14 B B H b B PRIE 2 1 5.

$IB6  fiE ORI EER b hE (Pv4 BE IPve Hidil) 5 filtn, W ner HAR$E 0 ML 3Rt .
L, A[{E IPv4 5 IPv6 2 [AJEAT i

c HRERR - LRI

o BUAPTHI— A1l T R RE G WSt HE R R 20 G o G, TG A R A T
S AN SRl DUEREAT — X — W . SR, Mk ACE AT BUAS LR

o (CEAAu D EESE OONAT, ) ZEH Hbsde Ok, 151E+F B #r#E O | P (Degtination
Interface |P). %Ik AZEFRET & HAnie . BAE I /) IPve Hulk, B XHiHE SR
(Advanced) IEFE IPv6 a0 . 1235 P0G EL AT iy L1 A% 40 RO 42 11 NAT s i bk o 11 3%
e A D11 b AR ] (4 3 1155 o

c BMERMBERR- (Jik. D W& SR B MEEE A0 B bt bk i g0 S alidl. Wi Rig
BFRIEFE T — X5, W) DU i e PEAR [R] o0 B NAT (HIGHHD

BT (AR D MR S5 e Heff s Pl H AR ke 55 i 1

G RN E S Frun O R e ERAS NAT, Al DUOAEURT /R B R 1. 411, w7 BAZE TCP/80 A
TCP/8080  [F) AT H 4

NAT Y32 HF TCP 5 UDP. # i I,  35f OR S B MRS i 55506 S K B SCRATA] CTRJ 24 TCP 2]
4 UDP) o XF T 543 NAT, FDREAR R PR AR 55060 B [ I P 3 SI2 B MBI A3 3 11

« REATRm O SR ERYRIG O - IRk ) 1
< RigBrrim 0. FRER B AR O - 2 SCH br bk g 0
HIR8 (WL, ) fESH (Advanced) FEHEIT T IL I

o 453 5 SN FE T B B9 DNS 2% - & 5 4 DNS N2 i) TP Mk o X1+ A IRt 422 1A% 4 59 52
Bz (%) DNS [, Hudik (IPv4 A 5% IPv6 AAAA) 0 WIS 5 Ry SEPrfid. Ak, XF
T IS A B W2 I DNS [R5, %0 S N SE BB 55 0 WSk . ek 200 145 o2
0L, A NAT64/46 #: (P EGIMATE A Fl AAAA U2 IR 5840 F bk .
FVEAIME B, WS NAT F5 DNS BRI , 45 110 0. 0 SR AAE BEAT i 1 B35, )
PEIEIAS ] o

* IPV6 - & 15 08 1 PAT A H i O 1) IPv6 Mtk .

© LGB M LEZARET - XF T NAT 46, 1HIEFEILIEI LU 25 —A 1Pv4 Hhlik 46 4 55— 1Pvo il
FEE A IPva HihE 0 55 A TPve Huhik, (RUEIEHE. WAEA BEIED, WA 1Pv4 ik A
ATV XA, DAY IR T

< BZEBED LERNRIE ARP - g 1P Huhk 4 N EE A5 HACHE ARP. ST A% F L5k
S UM R A X 4 rb g3k, D) R G & AR B ARP SR N 2 i S ik (R AF AT ARP i3k, MM
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LA D H (Kt (K. oA ek Ty ST LARIAL R s R B AN e S AT (] FEAt I 2% 1)
WO MR R, ATLASEHIACEE ARP, RIS UL F w5 22 OR A v i s B BATIERAK % o
WE, XTH 0 NAT, ZATHEA ARP (), 1M HARLAEOLT, 2ol s inl i

- A I Ui = e i N T SR L - o TSR 1 = L B 0 S A9 I U R W i BT =1
AER TP B, SIP ERIAT PSR & LLAE ] NAT Fefie SIP 4Rk, (H I ks #e i i
], A S R IR DL o

PR sRFLLS I .
PR sy “NAT” GO E AR L ORAF S 4

FIREA > NAT BCE, AR A5 206 1P MUk e o AR B o i, SR G0 — 40K NAT N T4
AN TR 2 (R AR IR, ARARE— /N9 2 G0 T NAT,  JUI W] DLOIEE — 45 NAT B0, DUK bk 46
NHAL

KSR S ) B NAT 3 5% .
14: 514 NAT

PR SR A 0 o B 5% 47 NAT

Fc & 519 B 3 NAT
P Y 1150 NAT HUUAT7 MR e B, B Rk AL 40 11 5

FHia Z |l

EFERTR > JFRETR I P i P 280 el s, T DAAEE S NAT BEIU I xf
Go XS GLABIH AL LR BER

* RigHE-Z b UE 2O 5 (AR, M H e AT B L, e K.
© BEIRIERYIR - JLE S IEURUEN B e AR R R 200 Sl S5 mT DUAE AT R R0 52
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T RIGEFELE > NAT, JFOIEE s f 8B i NAT S .
P2 PATLLTERIEZ
o S ERANELN (Add Rule) $4EH LA HE BRI .
© sl dRER ()AL R .
A SR BAT T BT U0. AL R e AR U ) 18 55
PR3 MO EIEA R LI .

* NAT #L0 - £+ B 37 NAT 0.
« KA (Type) - EHERTS (Static).
I 4 {F1EO% 5 (Interface Objects) b & LL R 2T :
CEEOMS. BFREZEOMNS - (WHF4UR R DRI, O T UR50 0 NAT B 4z H
PG C A XIRe iz 4D o BB g, meld iz Ak%. B
FRoe A s L o %, s Il R D B T B 2% BRIATEOU T, SRR S FH T B3 IR A 2
REOZAMITAEED (ER .
HIRS F BEEEHR FACE LN EI:

* RIGIR - O G B I B 20 5
 BRERYIR - SRV RN . i, ST DA PR A A e A ) R LAt 0 52
ANEHy 54y NAT Fe B R s O A1 EE 4% 5 Bhim ik 100

$IE6 (nik. ) S (Advanced) b1k 7 LI :

B N TR AY DNS B € - 1570 0 S0 NAT Bl & ik i
* |PV6 - 20 0 5y NAT JiC ek 1
* KB M LERRET - 11520 0 5 4 NAT o & iz I .

s RNEBFRED L{ERKRIE ARP - WL 1P bk 946 N B (.25 T ACFE ARP. 20 A% ) 5 e g
B VA [RGB 2% b g i, IR G FACTE ARP SR I Wi kil (AR ARP 3K, M2
DA kS H IR . AR R DT ST DATRIA R rh s DRI A TR A AN a0 AT i A 9 285 114 1%
Ko WIRFFZE, TTLEEHAEE ARP, 7EUCHSOL N T LM IRAE IRk thas A IEM k. @
W, KT B4y NAT, EATFEACEE ARP [, 1 HAER SN, 2 i ok 552 in) .

o X BRREE OHUTER BT+, - G0 S0y sl S U 1k 0 e e b - B B[] — o) 55 I 22 B 4% 11
HAREE O, AT DR E I,  DAE ZR GoM 9% 5 p 2 AN A2 46 FH E NAT A0 A e & 1 H Frdse O
ket Hbrdz .

TR s REFLLS I .
FIR8 riih “NAT” Ui LR AL 2
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o & 51 F 5 NAT
43 NAT Al LRI, AT S0 T3 NAT BN B1hn, S SRS HARIEAT
ARG AR A B 6 NAT SN TT BT E S, B, W7 i e 4 (1 5
FFo6 2B
KL FERTR > XSGR, SR QIR b T35 (1 B 40 R o] AR REIRI 7 TPv4 Rl TPv6 S
B SUREAL O RIREL. R, 6T BAYESE SCNAT RO QU AR 5t X G840 fE DA T 3K

* RIGIR - PELETUAT LU 280 Gealidl, T H e LI BN JE s . RS A s
g, AT LB el BT AR RN AR E (R AT (Any).

« SRR - SIRAVEMIF R S ekl . B, ST LR R 2 e A R ) Hofhoe 52
DR AR RN o R 48 B4R (Original Destination) A%t /5 B9 B#x (Trandated Destination) fic &

A, 3B W] DL X Se i B A I 20 e 2 o R B R SRR VR H AR AR T
NAT, Wa] Ak H AR B A et S i R, IR FE R s i e

Sk ] DL A/E H bR T o6 D 3G e . ZEXT GAS BRA b, B v U T SR A i RN 45 1 s 1
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RIGEFEZ & > NAT, FEAIE s gt Jsr B8 NAT S5,
PATUL I EAEZ —:

o SR (Add Rule) 4240 LLG 25 HE0) o

» miih#REE (0) LAgmiE I HUU)

AR BAT T BIU). B R AR U ) T
PRI FCEILA LI IE T -

« NAT #10 - S FF zh NAT 0.
o B GEPEERTS . RWCEOUNH TURHLEE . iR H AR UL E SRR, AR IR O RS
* B - A BAL TSRS . FTRABE S H] <R (Rules) BT b AT B s e PR

N
SN

KY_TR
N S
N =

T B A R o
< BN - ZEIIRUWIALE . AT LLRE HAR A SN (FE A 3 NAT B2 Birelz J5 ) mldie )
EIrECR 5.

$B4  {EEEOXS (Interface Objects) it & LA N 25 :

cFEOMNR. BAREOXNE - (AR DRk i. D T T NAT B0 H 4% H
K O 5 (R AEXIEEE N4 o RSk O m g, Rl HEAL%. B
PRt S MR N 5, Rl I %% B T et o BOATEOUT . LRI ] T-BR IR ALK
S ZAMA TN (EED S

PIRS e G EdE b (IPv4 50 IPve il 5 B,  BoRTE A EEE b i B otk
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HZ T, TR B S R R R R, JER AR B RN BT S 4 NAT, {HEHA

WAL
Source Destination
_f_“\_q\ . e
I:li—(( Inside ?— —f’(Outside ‘—I:ll
=‘ \“““m__/—/l .--u \\__\___F,_) _‘
10:1:2.2 NAT Real: 192.168.1.1
Identity Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 10.1.2.2 ---> 192.168.1.1
Original Packet Translated Packet

© RIGIUR - G 7 SR A M T PR 0 4 0 5 sl

c RIEBHR- (Wik. ) BF HA AR 2o ol d]. ARt 2, Wcie H i H AR 7
HCRE Y F U e e an SR A8 F bR H sk, Rl LA 2 M ik P i A e el U DAy LA
56 NAT A Tzl

MDA R ORISR, DUl HAREE TR L ORGE “AER7 ) o IR PEIbatat, U
AR FE > CEARA K H I FRRXT 5. 200 H I H Frit ik S i 1 e 6 (15 2542 1 NAT,
TEIEFEME T, IR 0 H AR PRI 2 1K O B

S| i CHEH SR WHEE (TPva SR IPv6 MU ¢ I, 53t e 1 2 o O S L M . 158
W, T IPvA 55 TPv6 2 TR B,

o BEIRERIR - SIRIGTEA [ R R ek . B, SRS DAIE B N A A A IR I HADR X 5
« SRR BRR- (Wi, D S OB E G B AR P2 B ek g . Rk R A
BARERE T — A%, ] DUE R EBA R X S0 2 NAT (EIEH4#0 .
S®T ik, D RS EEHA ek H FIIR S 1 .
G0 GBI E S R R RS NAT, v L YART/E H B4 1. B, w] LAZE TCP/80 Al
TCP/8080 X A HE4T 54k
NAT N3 FF TCP 8% UDP. &3y VI, 1A AR S SR R0 AR 455 G b IR B SR [RD (TR TCP 8]
JJ UDP) o XTG4 NAT, WA IR R 25 5 G [ ik FH T 52 s R e B ot 11
« RigiTRi O, 8 ERYIRIE O - & b e 4
- B Birim 0. BiRER BiRm O - © X H bRk 0
$IB8 (Wi, ) SR (Advanced) LIk FRIT T LI

B 5 M TR AY DNS Bl € - 157 0 54 NAT & ik i .

* IPV6 - & 15 1 PAT {1 H fshiz 1111 1Pve Mk,

s REBWMED HERRIE ARP - Jy s 1P Ml e N BE s HIACHE ARP. 1 A% FH 55 e gt
UM R M 8 b ik, TR GE 2 A HIAC B ARP S S 2 s M ik (RAT AT ARP 355K, A+
AW Hhk o H R R . IR T ST LA DR B A AN D S AT A LAt 19X 5% 117 D)
Ko WERFFLEE, WLAEHACEE ARP, FEMCISOU N 7 2 R AE IRk tha% ERAT IEM Kb, @
W, AT B4y NAT, RATEACEE ARP [, 1 HLAER S BN, 2 i i in)

| meiities i
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B = o naT s m

o 34 ERRHE O BTER BT - LR b S5 R E B i M 8 6 I P LA
FRHE L, AT LRI, D 25 SR i P 22 T J 0 P 7 NATT P 0 e
Rz FARHE L
g - YR L 1k b U ) S A . R T B TR . TR
A THAT . I, SIP BESRAAT B K 85 DME T NAT e SIP 4Rk, {ELU SFos et
T, R AR AL

SO AR LRI

S0 ki “NAT” T b RAE MR T

BB BA1EN B NAT L0 2 14

A5 FH ) 258 M bl 2 e (NAT) FUUPES TP bkl 48 g HoAt TP Mkl 3l 18 F NAT B FAE Ml 3% 6
A AT bR . mT UK — Nk e pli b — AN bk, BT DU A o 1 s e (PAT) F 2 ih
HEEE Ay — A E LAl IR S S X AR k-

NAT FUNAFELL N A JE . H3) NAT F1F-3) NAT U@ AR, BRAE S5 AT4R .
NAT 28

R ENCE F 51 NAT SNk B 51 NAT S0, B2 NAT X Hsiihl, AREARYE H bkt
TN . TR B3 NAT B 5 FReE, RUbERAET 2750 NAT I nshae, LM A
) NAT. KMWNEXBMEGER, 1EZ0 Hs) NAT f1F5) NAT , 25 5 i,

;i-é il

=

AN R B 7500 S BR7S . AESEIE PAT I, BlhasHetiesy B s MBIt ip sk FEme sy )tk st it/
g VAo QR EORE A SCMGT (K3t ik 11, 5 A0 P A e e

BHR (XBRF N NAT.

oAy BN AE T 5 s IR . AT RABEE A “ B (Rules) GUTHT b FRA B ol SiE B30 £
FIZH . ANREZEH] E 35 NAT B

A (XBRFzh NAT. )
FERINFU A o n] LUK AR A (7 A B NAT BN sl J5 ) mlodi e B by 5%
VR

YLEA (FTiE. {XF &) NAT. )
FH U F¥ Y 3 3

PUN A2 NAT B0 Pk ik s .

EOXR NAT B 1t

BIXS (XS4 & SGEHNAT N8 o AEE bR, rPR BRI AR RN
WA bR, UG BTAT © 0 B a (BT e 1 o (RT3 A B PR S TR H AR 3% 11

A
R

| R
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g NaT gt

o AR B AME S AT T TR R R B 1 . MERE AR R, NAT BT R
MRALR 4% 10 IRk, 20K NAT N T MR Rl 61, DAZ048 52 il 4% o TN BE A A 5 KB Ul
1 (BVI) AGCE NAT, H Ak 82 O E NAT.

IS MBECAR, MOCEE DA R g A BRI Sk O, A
S L RUENAT U I, 05 B T BT R A, AN
AU L8 AR A A Bk

IR E B EAAAEZ DRI R, WS R QAT R RN o X mT e 2 o 5 H AR
AR NAT SR Do Hh 1 NAT RIS T Ui FpOSLU ML, DAL A DA x5 P )
MO GRS AR VUAC . A AR IO E A NAT I, F AR B e 2
AL NS (rBCs NAT 56D, ARG TR 4 3.

BEONS. BRZEONR

A R 0 T3 T ) T30 s NATT R0 82 4 AR 1 6 5 (e A IX stz 1
A o BRI S, P DA BRSSO 5, i)
A B IT R BRAREOU R, SRR N T BRI AL 2 AN R L
2

o

B 3 NAT RY35i% 8 1%
S gt ST SCU LB A (P ik o DL R JRE OGS AT T 5 NAT.
BIGIR (SR2 A BIATD

A SR L RS0 S, LU MZ RS (TR 1 FLAT B bl Jr
o T

EAGE A R G582 LA any-ipv4 88 any-ipv6 X R A H ) NAT B0 .
BiRERIE GRBEAVLETD .
TR (YW Mkl o A8 b A 326 36 1) T T SCIR e R A 7Y
« TS NAT - A MR bk 2 Rk . i bl il DU 486 B a4, (HI2 BEARER S
TW o AAREFRIN S 1Pv4 F1IPV6 hhl, ‘& B S PR M hE . G SR SEAN 4 R
BB VAR AL P Huhk, WYEEMEEH T3h7 NAT, EHL 1P Hibk HAE PAT [HIE .
« HZS PAT - LLFIZ—
o (0 PAT. O ZHYFH HAs# O Rythhl, 5%+ BHx#%E 0O IP (Destination Interface
IP). LWk RREE HAnE: . B O 1) IPve Hitik, 1L Z0TE S 4% (Advanced)
IERE 1PV6 IET. 1B Z)HLE PAT ith,

o SLAEHT HAREE DO DU AN b, TR RO IR B O L 50 5. T2

B PAT .
o BAER PAT #b, &K HRERYRMH 2. £F PAT it (PAT Pool) %+ PAT jthf
%o

s B&75 NAT - LL R I —:

| meiities i
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B = narosnms

© I, T BRI R W U A R 25 Bl A . 2N R e ] DL
WL R M TR, BCEA ORI A S sl DUSEREAT Xk
SFe AR, kR T AN LA

o CHA b DA EAE 0 NAT. D BHMIH HArE: D pkhl, w5 ieH BacEO 1P
(Destination Interface |P). #iL AT & H AR H o BT HE L) IPve Mk, &
WIIAE B RIE T L IEPE 1PV6 KT, 136 TG 1 EAT i 11 46 )i A5 45 1 NAT: U3
btk /s VA 48 kg2 101 £ btk FAH [0 £y 115

© B3 NAT - 5 JSUUGHEAR IR A0 e B, 0T LAk 6N A 58 AR R I 0t 5.

[Fegim O, FHREmO (XES NAT) .

W T B TCP 58 UDP i 1, 5 ERRIm O PS80, FH4 N JE LR R4 e D 9w 5 . 1)
, WAL, W LUK TCP/80 #:45ik 8080, ANE A& i NAT Fr H ix Le 1k 17

F z/ NAT BUs5HE 1%

i H B3 126 10058 SCUR AL FIRS 1) e e ok o DUN & PEDUE FH T T3 NAT. A i i 4 vl ik,
BRAESIATHR o

[F16iR (3R AWIHTD .

L B L HE PR P 280 SR B2 o izt ] DU I Zg 0 e, i Hg T DL ERL,
o7 9o AR R T A S a i i, T LR R b s g (AT

HEHIR GBEALETD .
A LA 38 (P St bl o S I A 3B R 1D TOUE T S S U 2 7R
o FHZS NAT - AL 5 W HuhE 0 48 6 S B . ZHhE T DUE 0 S BR4], (HE S AR S
T AABEFI LA IPv4 R TPv6 Hihl, ‘& L AEE S — R bt . dn S 5AN 4 [ s
A5 VAN AL IP sk, UIYE D T304 NAT, ML IP #hibé A PAT 1R
« HZS PAT - L RIZ —:
o (B0 PAT. ) ZMFH HAsE: O RhhE, 5iE+$ B#x#Z 0O IP (Degtination Interface
IP). %GB WIUESERR € H s H o BAI B LK IPve Mk, 38U 27TE 52K (Advanced)
ERERE IPV6 LT, 1)L E PAT b,

o BFF H brdz Ok AN ANkl TEEEN ML S AR EAL S S . 12D
H PAT .

* BT PAT i, TPREEIRIGRYIRIRE At 1E PAT ith (PAT Pool) [k #% PAT it
%o
« B875 NAT - LRI —

o BAET gl TR RE I AT AL R BRI 20 BB . o R T DAL
EHL R M TR, BCEA I BCR K B A SRk, DU BEAT
U SR, bhbEcE T LAIAILRAC.

| R
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pat st NAT 1t ]

o CHA i R RS 1 NAT. D SMIH H AR ikl w5 ieH BAciEO 1P
(Destination Interface |P). #IL Tk FERF & HAREL o BT HE L) IPve Mk, &
WINAT BRI L IEPE 1PV6 KT, 1%3%6 T 15 HAT iy 11 3 46 (7542 1 NAT: 5
btk /i A 48 kg2 101 (1 btk FAH [0 £y 1145

© B3 NAT - 5 S AGHAT R AR e B, BT LB FE A A 58 At R I 0t 51 .

[R4& B AR

B H PR RE R P20 G e . AL A, WUTCTR F R F b A T #0e  TU H Ee e
U RHRE F AR F Rl R DUy 22t ke 25 2 e 0 L D A T K 53 47 NAT I T izt

A DAL FEIRIZ D |P (Source Interface | P) LA J5ds H (K36 T CABED “4ER” [Any])
U REFELIE I, IR A RS> CFAHUR (1 H K H RS0 5. S04 H R H Am bk St i
P A 1 NAT, IR FIET JF 0 H IR brs A RIS 2 (K35 6 52

i B R

A5 SR ) B A0 A T H AR sk i) I 20 Gl 2l . RN R8s BARERE T — %, W
A DU VAT [ RO B NAT (D

Tl LA e o8 A IR e A4 E W H I M &85 % AR 2 5 R, 15204 FQDN H 14
e, 214 7,

FEigiRin 0. #MEMRRO. FiEBiRm0. #iRErERRO

O TS IR AN A5t i PR B0 0 5 SCUSER I B I 55 (R0 1 X 5 o S mT DA Ry 11, s e 6 [ X 5
CUSEAE AT et L (K015 D0 R AL U B 2%k 55 o ARG B IR 55 IS 1A BUR U

* (A NAT B PAT. ) ANGEXSRIAIRR O MG fE B iRum D 3T Heffe . L8] LLBO H AR
HHEAT e e

 NAT Y 3+ TCP 5% UDP. %4t 1IN, 375 {0 S Bm Rl S AR 25 % b (R s 8] (TRl
TCP 5[]}y UDP) o XFT- 543 NAT, WA [A) i AR 25 5 G ) bk FH T 552 o R B s 11

PAT ;i NAT & 4%
EmﬁﬁﬁNmﬁuﬂuEX~¢mmm,u%Tﬁ%wwﬂ&m%L%Eﬁ%“%mmm%
JBF PAT ith
TEFF LT W] )y PAT e & — M HubHE .
PAT
JIFLLR PAT iz — [ Hhdik:

o dbdk - E X PAT il %, o RO VLIRS, s 2w s L.
W H MR R . AR T M. HAREFIN W IPv4 A1 IPvE Hill, & HAEH S —
ST F) i ko

« BAREED | P-FRon 645 S0 H brd% 1R PAT Hihibo % IGETR, DR R e BiR
BOMNKR: AGeR Ef HEF PR 3X& St PAT 155 —Morik.

| meiities i
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=% NAT B¢

Mt |

1EEF%
DU 17 2SN 8 1. BRIARSL T, SRR R840, £ERE PR T A PAT Mk 2 i, 945>
P PAT S IR FF 5355 1o B0 2 oK P A PAT HBER—AMMBL/2 11, AR A3 ]
FEUCE IS MM, S50 N Hult, LU,

'R PAT &

P B PAT . 1lab¥ H bk Fisy g N5 8, AEXS 4% TP bk, ¥R PAT ¥4k
ZAH ] 65535 ANty 1. GHE, G PAT #64eiy, A28 H it ORIHhE, DR FEAS
PAT Mtk 65535 AN 11 i, @IS PAT, 0T LLGIEEAE VT M) 192.168.1.7:23 B4 2
10.1.1.1:1027 B4, LLREAED ) 192.168.1.7:80 IHE431 10.1.1.1:1027 [R5 . ASBERS I 751 1)
T2 10 PAT 8l 11 PAT [HiH .

FHBRmOEE, SFREHD

7E 53 it TCP/UDP iy IV FH 1024 21 65535 13 0 FE/E A BEAN e Ta . (6.7 BUFRRAS) A
B R PRI TS 1, PAT A SEfmdiing 115 CGERTHD o AR, @Al ek am, i)Y
S Bty VAN AT RIS, K BRI 52 o ity 115 A [ f i 11 98 DS BRI oy 11 1 81 511, 512 3

1023 DA K 1024 3 65535, 4 1 d G G s 15y (0o 1, TSRO B E . 2T 1 31 65535
RTG530 % B 3ER Bi% O (Include Reserved Ports) 1. Xf Ts4ThA 6.7 55 =
FRCAS (1) Bl B A0 e 4, o R R IEPEIXIE T, AR AP0 o Y [ A AT DR IX S R i
BEIEREHDO (Include Reserved Ports) 2615, Jf H RS0 R A% XE .

FRLIE 53 BC

S P S TR BL  %6F F38 78 B KIS PAT, W LU AR LI — o B, 1A i NAT
BRI IC— o 4. WA 2 o B, Sk B BN IS SR Bk i A i s B A L0 2 18T
Ui o WIS AR A o D RS S T oot TR R R 2. HAETE 1024-65535
Y P A C e T oty TR AR S R0 2%, (HCVKG L 597 PAT aliAS 43 Bt 113 Flk 1 —
BT . B ICVEAE 4 O PAT [HIE .

FEMCE NAT IV, T LAfE @Rk P e B S AL R S5 W et pr A X2 Jm PEAR S v I K A 7y
LRSI A AT I

33 5 SN PLEC A DNS B8

AT A DNS N2 TP Mkl o 01 A BRI 2 O A4 B SEPrdz L1 DNS M52, Ml (IPv4 A
B IPV6 AAAA) U5 MIMUEHE B 5 O SEBR{E . AH, X1 S B 1 A& 40 21 B 11 () DN'S
M52, iZidsk o NSEBRE S g MR E . IR DU TR EfE oL, 1 NAT64/46 ik (Hrh
GATE A FI AAAA IR B TR MED. ACEEE, SR NAT &£
DNS AN , 55 110 7. 40 BAEFHAS NAT AU A HEF 7w D 44, I 1A o] ] .
REEEOPAT (BfEO) (X175 NAT. )

2 E e HAb i S i T, R H AR D TP Mk TR vk (B PAT [HEE) o X34
TEIEBEASE A AL A I H (b O, IR T4 T o B FH 42 1 TPve Hihik, 551i57a)i%
IPVv6 . Wi CUACE 7482 11 PAT FCEAF A4 bbhl, WIAREIEREILIEDT. Ji4h, TLE PAT
T AN BEE BRI

| R
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Y LCE |

| Pv6
SETT A EE I PAT ] H bz 1111 1Pv6 Huhik .
W 4% 2l W 48 BRET ({XERZS NAT) .

T NAT 46, G PRI UG S —A> IPv4 Hihl 84 58— TPv6 Hihil, #4555 A IPv4 it
BEREA A 5 A TPve Huhl, AKUESSHE. WA A sbIE D, WRKEAEH P4 ik N2 v. XF—
o —HE e, AU FH I T

TEHEOLFEA/RIE ARP (X7 NAT. )
WS TP Huhk A N B0 E0 25 F AR EE ARP. i At FH 5 WS4 AR TR A0 X 26 g ik, DR 43¢
2AF AT ARP SN 2 WLk RATATT ARP 53K, M AL skt B b i & . itk
fit k7 ZEn] AR B, RO W S A Db AT SEAb X &8 . an S s 28, n] DAZEHIACHE ARP,
TEUCIG L 75 A PR AE LUk e gy L HA ERIRIM . %, XTS5 NAT, @A EACR
ARP 1], 1 HAERLeE UL, 2t peiE 82 in) il

T EREORITIRBER ((NESEH NAT. (BEEER. D
QoA R SR dE IR HhE RN 2 YR M M R R — 6 G i R R DA B bR O, W n) DL Rk
T, LMl RGARHE % H 20T AS 2 A0 FHAE NAT F00 o C 2 1 B bR R H AR .

BmE ((XF ) NAT, {XE:7S NAT. )

IR T LARH 1k H At bk A I 1) Y5 ik g B R B 0 2 I H Y, T REANIE ]
THHAT . B, SIPZERANAT PSR 2 LU T NAT $e e SIP 4Rk, (HA SRR FE B0 )
WUPAN 2 e A AR L o

435 IPv6 X 2%

AT EAEN IPV6 PIZE TN IPv4 2% 2 AL b E I, 5 S48 H] NAT el 7 (R34 T e e R
FEPANHE IPv6 R4S, a5t m] HE 7 T A1 AT 9 2% Bk A Bt o

T 1Pv6 W&, AT LI DL 25 7

* NAT64. NAT46 - ¥4 1Pv6 Hidis (040 il IPva Bdin e, RZIMR. B 5w XA, —4
FIF 1Pv6 [1] IPv4 %L, 55— T IPv4 [H) IPv6 %6 H . BARM AT LU B T3 NAT #i
W SE R IEAT S5, (H A1 DNS B4 2807 oMM 4%, W GEFS EEE S DNS N .. HTFAERE T
HARRE LR, ToVEAE T3 NAT MU 5 F DNS B5, Bt LU B P4 A 30 NAT SE.

N

ER NAT46 (VSR AL,

* NAT66 - ¥ IPv6 B o3 AN [E 1K) IPv6 Hidk . FRATTEE T FH ¥ S NAT. L A LIS F NAT
of, PAT, {HH T IPv6 Huhb K ftRy, A B E 34 NAT.,

| meiities i
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B natesss. i 1pue shutssinch 1Pva st

\)

I NAT64 FI NAT 46 1V n] LALEFRUAERS te 0 AT . NAT66 R £F 1% 422 R A2 R b 32 1 B4 o

NAT64/46: i% IPv6 Hthii 4535 4 IPv4 Hbiit

MM IPVE IS HENAN IPv4 25, 8 F5E0R IPve suhbde 4 IPv4 Hihik, JER R &M Ipv4 iR
Bl IPv6, i Eiw XAk, —> IPv4 Muhkith H T45 5 1Pv4 M4 ) IPve Hulik, 55—/ IPv6
ikt T4 52 1Pve 45 (F) IPv4 Hidik,

* NAT64 HL 1 IPv4 kbt — /N, 305 T REA A L b TPv6 & it ik — X — WLt .
5 A NAT AL, 202 PAT W] LUTE 2% 5 i A v RE R K TPv6 &7 iy il 75 22

* NAT46 L) IPv6 bkt i) DASETFBOK T 22U 1) TPv4 M4, 3X RVFREAS TPv4 Bk st 2]
AFEH IPve Hitlk. NAT46 AR ALY, BRI EARESE FH3)74 PAT.

IBTEEE LA KNS, — DNHTUR IPve M4, —MNHTF Hiw IPvd W45, BAREA LMER B — F3)
NAT B 5E AT 45, (HAanR DNS R4S 2547 T-AMBIN L%, ] e F5 28 DNS V. T 7EFR 2
T HERTEW T, TFEAETS) NAT B3 DNS =S, A ARG P4 B 3) NAT F.

NAT64/46 7=~f51: AER IPv6 W £& 54128 IPvd B EE R

DL AR A B i, B A A S TPV [ N BRI 4%, HLIAS B 3% 31) 1 TBE R (13
Sy IPva . LB e 0T DNS ¥,  DUT AT PAZE BN F-3) NAT B H AT NAT64 F1 NAT46

et
|
|l 206,168 200.225727

oufside
| 209.185.201.1/27

IPwvd
-
2001:db&:: 100 — 208.165.201.1 F)
209.185.200.225 — 2001 :db8:01A5:CBE1 E
1P

inside:
2001:db8:- 1788

B Inside client

2001:db3::100

—

ARG A, fEBhANEE: D) TP Muhilk, 1 30783 0 PAT ¥ N IPve MLy IPv4. A IPv4
TR AT Sy 2001:db8::/96 ML R hl,  FRVFAE N8 M 4% AL i

| R
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NATG64/46 5= 15): PIER IPv6 [ 4% 5 51N&T IPvd EEL M .

TR A E U TPve P25 IR I 25 5 4
a) EPFMER > WREE.
b) MHFEHIEPEMEE (Network) I Sl RN 4& (Add Network) > iR AN3T 8 (Add Object).
o) & LI IPv6 %K.

TR A4 (Bltn, inside v6) , ARJEHI AR 2L 2001:db8::/96.

New Network Object

MName

inside_vb

Description

Network
Host Range (@ Network FQDN

2001:.db&:: /96
Allow Overrides

d) riifR7E (Save).
$IB2 QI T-5) NAT HUU LUK TPv6 N4 564k TPva FE R A,
a) RUIEPIRE > NAT, FEOIE st gy b NAT S .
b) RN (Add Rule).
¢) FLE LT EE:

* NAT U = T35 NAT L,
* KB (Type)= 3.
d) FEOXMKR (Interface Objects) FACE DL R LI
RIFEOMR = W,
« BAREOXM R = 4Nk
e) 7r&EHR (Trandlation) bz & LA i
* [R34IR = inside v6 MZX 4,

| EESHE o |
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B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

« BEIRRYIE = BARIED 1P,
« JR 44 B#F (Original Destination) = inside v6 FJ£%%f % .
« #53 [R B9 B4R (Trandated Destination) = any-ipv4 2851 % .

Add NAT Rule

Insert;
In Category
Type:
Dynamic

Enable
Description

Translation
T

Interface Objects
Original Packet

QOriginal Source:*

inside_ve

Original Destination
Address

inside_vo

PAT Pool

MAT Rules Before v

Advanced
Translated Packet

Translated Source
Destination Interface P v
0 The values selected fior
Destination Interface Objects in
‘Interface Objects' tab will be used
Translated Destination

any-ipvd v

) mMiiFE (OK).

{FFH RO, APz 1 L) 2001:db8::/96 W4 AL ) A0 422 1 AT ART 378 e 0465 42 52438 FH A3
B0 IPv4 HuhEHEAT HO NAT64 PAT ¥, M, AMHBMIL T IPv4 HihkFIE N EREE 10, 4K
Bt A28 IPva ik 8645k 2001:db8::/96 Y48 [ — N ik o

g) i NAT MU LT L 17 (Save).

NAT64/46 7=15]: €1 5MER IPvA B EX M F0 DNS 253 B A ER IPv6 ¥ 4%
TR AN B R4 KSR TPv6, (R4S T IRERY Fog 6y B P P 7 7 K 4 S

1Pv4.

| EES RS
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209.165.200.225 — 2001:db&:D1AL:CEE

NAT64/46 {51 €12 5745 IPva EELR A0 ONS #53e0 P05 1Pve % [l

Web server
209.165.200.225/27

A

=
1. =" DNS server
- . 208.165.202.129/27

oﬁtside
IPv4 209165201 1727

[Em—

209.165.202.129 — 2001:DB8::D1A5:CAB1

@ | DNS: www . example.com
2001-db&-100 — 209.165.201 1 V) w A 209.165.200.225 — AAAA 2001:db8:D1AL.CEEN

209.165.201.1 — 2001-db8:-100
inside
IPv6 2001 db3-1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
/ \ 2001:db8::100
——

FEAG T, A5 B AN BE G TP Mk, 8 3h 4% 0 PAT 5 N5 IPve MILR 4l TPva . K4S TPv4
TR AL M 2001:db8::/96 ML R bR,  FRVFLE TN 4% AR X NAT46 BEIJE H DNS
5, AN DNS AR5 A5 RIR T LI A (IPv4) il AAAA (IPv6) idsk, HubiEtAE IPv4
HE#E 4 1Pv6 Mk,

MR IPv6 M2 LA 2001:DBS::100 1% 7 i 22 i F1 FF www.example.com B, [ Web 153K 1)
SRR

1. &t LA ik Sk 2001:DB8::D1A5:CA81 (£ DNS 4528 A& 3% DNS sk« NAT F %k

DNS i 3R o YR H R 8EA T LT 3 .
* 2001:DB8::100 %44 209.165.201.1 L AME—3fi 1 (NAT64 #2211 PAT $E0). )

* 2001:DB8::D1A5:CAS81 ¥ #:4 209.165.202.129 (NAT46 ¥, ) D1A5:CA81 &
209.165.202.129 [ IPv6 X M4, D

2. DNS HR%5 8% LL A e TR, F5 H www.example.com 7 209.165.200.225. NAT46 ¥ (2

JAH DNS B 4 A0 i34 IPve M N AAAA LT, FH1E AAAA iE3% T4 209.165.200.225
45 2001:db8:D1AS:C8EL. I4h, DNS Wiy 5 (1 kb A1 H bk S 5 e

* 209.165.202.129 %44 2001:DB8::D1A5:CA81

*209.165.201.1 #4524 2001:db8::100
IPv6 % )7 Ui IL7E AT Web 4545 141 TP bk, T/ {7 T 2001:db8:D1AS:C8E1 ] www.example.com
K HTTP k.  (D1A5:C8E1 & 209.165.200.225 [ IPv6 % Ni#). ) HTTP ik o isiFi H (1
HEAT 46 -

* 2001:DB8::100 #1424 209.156.101.54 F[¥ME—im 11 (NAT64 #2211 PAT ¥4, )

meiities i
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B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

* 2001:db8:D1AS5:C8E1 # 4t 24 209.165.200.225 (NAT46 . >

LAUR B BERE A 21 T dn e e B e 7s 1 o

FHIa Z |l

R A EE T TR DR O R X4 o EARGI, TAMRE O F 2
YO RERAISNERIN 2 42X, HRER IR, WKKEHR > MRE®E, RiLFFED.

LI Qe LS IPve IZSFIAMEE TPv4 45 1F) I 255 X6 %2
a) LR > WREE.
b) MHHIEFEMLE (Network) I i iR nm 4% (Add Network) > iR InXT 5 (Add Object).
c) & XHEB IPVE W45,

TR S dr 4 (i, inside v6) , ARJEHI AR 2 HEE 2001:db8::/96.
New Network Object
Name
inside_v6

Description

Network
Host Range ®) Network FQDN

2001:db8::/96

Allow Overrides

d) ridifR7E (Save).
e) MAdiRINML4 (Add Network) > iRAI3F & (Add Object)Jf5& XA IPv4 M4,

HM 3G an 4 (B, outside v4 any) , SRIGHIAMZHIE 0.0.0.0/0.

| R
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NAT64/46 {51 €12 5745 IPva EELR A0 ONS #53e0 P05 1Pve % [l

New Network Object
Name

‘ outside_v4_any
Description

Network
Host Range ®) Network ) FQDN

0.0.0.0/0

\ Allow Overrides

) iR 7E (Save).
S 2 N IPve MZHELE NAT64 57 PAT SN,

a) WKUGERIRE > NAT, Ot oidmi mih byt NAT S .

b) ridiiARAMAN (Add Rule).
c) P LR JE k.

« NAT 0 (NAT Rule) = 3 NAT #0),
« A (Type)= zh%.
d) F#EOXF KR (Interface Objects) fd & LA Nk
CREOXMNSR =N
- BFRIEOX S = 46,
e) fr¥EHR (Trandation) FRCE DL R iEI.
* JRYAR = inside v6 PN %,
- BEIRIIE = BFRED 1P,

meiities i
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B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

Add NAT Rule

MNAT Rule: Auto NAT Rule 5o
Type: Dynamic e
Interface Objects Tmﬂl PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* inside_v6 | i Translated Source: Destination Interface IP >
.@’!e-—a!ues selected for Destination Interface
Objects in Interface Objects’ tab will be used
Qriginal Port: v

) miiFE (OK).
{F O, APz 1 L) 2001:db8::/96 W4 AL ) A1 42 1 AT ART 37 et 45 42 5243 FH A3
B 10 IPv4 HuhEHEAT A NAT64 PAT ##.

S 3 AN IPv4 W45 N0 E B AS NAT46 L.
a) TR (Add Rule).
b) Mo LA E bk

* NAT #0] (NAT Rule) = H5) NAT #.
« KA =,
¢) 7EEOX S (Interface Objects) bt & LA i
< REOMSR = SN
« BAREOXMR = Wik
d) 7ris# (Trandation) b DL L
* [R14iR = outside v4 any MZEXT4 .
* #5355 BYIE > ik (Trandated Source Address) = inside v6 M2 %)%

e) fEm% (Advanced) iL1i K b, EHFFERS MM TE A DNS [EE (Transate DNSrepliesthat
match thisrule).

| R
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Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Static v

Interface Objects Translation PAT Pool
|

Original Packet

Original Source:*

outside_v4_any v
Original Port:
TCP v

Advanced

f) H#E (OK).

A FUCHRUBSE, A0S R 28 o iR AT AR] TPv4 Mk BIE B8 1, AR RN 2K IPv4 itk v e
k1 2001:db8::/96 4% 1t —ANHihl. Ak, DNS B M A (IPv4) I35 3 5 AAAA (IPV6) ic 3%,
Hohikto )\ TPv4 Hudik 4 Kk TPv6 Hbdil .

NATG6: 5 IPV6 et 54 TR e 1Pve sttt [

Translated Packet

Translated Source:

Address v
inside_v6 v

Translated Port:

NAT66: 1% IPv6 Mt ib4%3% /5 A< [5] B4 IPv6 bt

PN —ATPv6 BEEEEN 75— TPv6 WL, 8] DK bl 5 #  A158 X 25 L IRAS [R] TPve Mkl . 3k
1T 5 2AS NAT. JLE AT LUI FH NAT 85 PAT, {Hi T IPv6 Hulib KA, RIS OME FH 3h s

NAT.

DU AN IEAEAN [ R b S TR e e, T AR 5 2 — AN P — 1) NAT66 B . 1] B 50 NAT
FRRA L RSN . HE, W RANE S VRR B, T DUAUE T3 NAT K & NAT

W2 A B o

NATG66 7~ 151: 4% (8] B ER7SEE 1%

a0 LUAE ] H 3 NAT 76 1Pve Huhibjth 2 [RIC S B A 3. LT 2 35 B Wiflks 2001:db8:122:2091::/96
0% 8% T () P S sk A 3 K 2001:db8:122:2999::/96 ¥ 2%t ffy AR bl

meiities i
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B nates o1 mia s

—
=L
T
IPvE web server
outside

IPvE 2001:db8:122:201b::1/96
fm—,

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

L

Inside client
\ 2001:db8:122:2091::121
—
FIEZ Al

PR RA S TR L I DR (X adR a4 o AR, TAVRER X% 2
Z N REBMSMNEBI 242X . ERCEHE NS, WIRKIGEFNR > WREE, RGEFHFED.

F

I QI E SCNEE IPv6 RS FIAREE TPv6 NAT 4% (1) M 48 6 %2 .
a) EHWR>WREE
b) MHZFHPIEFEMEE (Network) Jf i i iR inm 4% (Add Network) > RNt 8 (Add Object).
c) LS IPv6 M%% .,

HM LR G (I, inside_ve) , ARJEHIA ML HEE 2001:db8:122:2091::/96.

| EES RS



| Mt

NATss = f5l: Mesimmgsitin [

New Network Object

Mame

inside_vb

Description

Network
Host Range (& Network FODN

2001:db8:122:2091::/96

| Allow Overrides

d) MiifR7E (Save).
e) AiliRMMMLE (Add Network) > RII¥T & (Add Object) Jf & AN IPv6 NAT k%% .

HMZEN G4 (B, outside nat v6) , ARJEHIA M L HIE 2001:db8:122:2999::/96.

New Network Object

Mame

outside_nat_vb

Description

MNetwork
Host Range () MNetwork FOQDN

2001:db8:122:2999::/96

Allow Overrides

0 ridifRE (Save).
FIB2 N ER IPv6 LI B F A NAT FN.
a) WKUGEPZE > NAT, HOIdtsidmis Bt NAT g .
b) AR (Add Rule).
c) MCELLTJENE:

* NAT # M (NAT Rule) = F3) NAT S,

« LB =,

meiities i
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B vaves w5l e ipve sE0 PAT

d) FHEOXFKR (Interface Objects) A& DL Nk
cREOMR = N,
- BFREOM KR = 40K,
e) {ri¥E#k (Trandation) b LA kT
* JRYAR = inside v6 MLEXT %,
« 3R R RYIE > Hblik (Trandated Source Address) = outside nat v6 P48 X} % .

Add NAT Rule
MAT Rule

Auto NAT Rule v
Type

Static -

-
el

Interface Objects  Translation  PAT Pool  Advanced

————————
Original Packet Translated Packet
Original Source:* Translated Source
inside_vb v Address v
Qriginal Port: outside_nat_vb -
TCP v

Translated Port

f) M E (OK).

A5 BB HN, A PN B4 111 (9 2001:db8:122:2091::/96 1~/ B 4P H58: L1 AT I S B s &4 s
NAT66 #4:H 2001:db8:122:2999::/96 W 2% 1 [ty .

NAT66 =151 & & IPv6 #% 1 PAT
St NATG6 19— 07 VA 1 Bt bk 5 5 R4 S 62 11 TP Sl bR L3 .

29 NAT66 Fic & 2 1 PAT FUIRS, iZ3: 0 _LACE BT 4R ak ) 7 PAT Wed. %4 D RBE A
b M bk sk sSAR M iR T PAT.

| R
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naTe6 7= &2 1Pve sz PAT I}

IPvG web server

L

ol;iside
IPvE 2001:db8:122:201b::1/96

F. b
rr

2001:db8:122:2091::121 — 2001:db8:122:201b::1

IPvG 2001:db8:122:2091::11/96

Inside client
2001:db3:122:2091::121
—)
FIEZ Al

PR RA QS TR L 4 DR (e adROA) o AR, AR ER X% 2
Z N REBMSMEBI 42X . ERCEHE NS, WIRKIGEFENR > W REE, RGEFHFED.

r‘-_dli
i

T QI LN IPve PRI EE %) 5 o
a) EHWR>WREE.
b) MHZFHIEFEMEE (Network) Jf i i iR inm 4% (Add Network) > RNt 8 (Add Object).
c) LS IPv6 M%% .,

HM LR G (B, inside_v6e) , ARJEHIA ML HEE 2001:db8:122:2091::/96.

| meiities i
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B vaves w5l e ipve sE0 PAT

New Network Object

Name

inside_v6

Description

Network
() Host () Range (® Network (

L

FQDN

I 2001:db8:122:2091::/96

| Allow Overrides

d) MiRT7FE (Save).

FIB2 S IPv6 N4 HC & 5h A PAT HL.
a) KUKIEPEIRE > NAT, JEOId sk g by NAT SR .
b) RN (Add Rule).
¢) FoELLFEE:

* NAT 0 (NAT Rule) = H3)) NAT #0,
« %A (Type)= 3.
d) F#ENOXF %K (Interface Objects) A& DL Nk
REOMR = NS
« BAREOXM R = 4MiB.

| EES RS
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e) friE# (Trandation) b DL R LI
* [R14iR = inside v6 MZEXT %,

- BHMAYIE = BARIEO P,

e |

f) £ BR L, EFEIPV6, FRANAEHIM HARER O TPve Hudlk

Add NAT Rule

NAT Rule:
\ Auto NAT Rule v

Type:

‘ Dynamic v

-y

Translation PAT Pool

Interface Objects
Original Packet

Original Source:*

inside_v6 v

Original Port:
TCP v

g) MEHHAE (OK).

Advanced

Translated Packet

Translated Source:

‘ Destination Interface IP v

o The values selected for

Destination Interface Objects in
'Interface Objects' tab will be used

A FH IR, AP ER3E 18] 2001:db8:122:2091::/96 - WA ) A4 1 FRAT () i B3 <5 id NAT66
PAT #5454 Ry A4 VG & 1) IPv6 4 itk 2 — .

1= NAT

O NAT JERGEAT MR R, 15 8% 8% CLIJFEH LU N 2.
* show nat 75 NAT FBEIANRENS KLU ) iy b vF K. 0 A7 FAd G HE 7l T ek NAT [ He A7 i

fHE.

* show xlate B 7~ YA TG BRSSP NAT #4t.,

meiities i
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NAT {51

* clear xlate SLVFIHERAL TSR 1) NAT Seffe. R 50 NAT BN, 85 mT RERT 2RI 30 1)
B, DUNIUAT EERARSEAT T IH R Huhl, BENERAT A TERREH AV R G B B,
FER o )R — DGR 2k P A 5 i R S T (R e i

NAT 7451

PATR it 778 i 0 i o6 B G NAT )74l

¥ RER Web AR5 288917 B4R (575 B 21 NAT)
LA R4 P 5 Web 5 BT A A NAT. St B T IS 1, BRI ASEHBEER D6 AR 7
SEHAS NAT, DL BLAES 1 ) Web 55 0370
15: T [3] &0 Web FR 55 25 BUER 7S NAT

E! 209.165.201.12

L

J/- B
( Outside )

g et |
209.165.201.1

Undo Translation

Security
10.1.2.27 — 209.165.201.10

> Appliance

il myWebServ
— 10.1.2.27

FHia Z |l
FAORAFAE AL S DR Web [ 55 a8 OB 2645 I AOHE N 5. (e XIeidi 4D o fEAREIT, JATER

SERL DN G4 H RERRISMNER I 224X B B LI B, I IKUGER M &R > MREE, RIRkHF
#0.

BER QT RS A FAA M A IL AL R R 200 52

| R
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d)

EF R > WREE,

2 4t 198 Web B 25 5to i iaan iR (saaNAD [l

MH Fe k£ 4% (Network) Jf 2l I 4§ (Add Network) > i3t & (Add Object).

7 3L Web JIk 55 4 I FA AT ik

HMZ I G4 (B, WebServerPrivate), AR JEHIASERS BALIP #ihk 10.1.2.27, EHFERFESE

BRI, AHANEE .
New Metwork Object
Mame

WebSernverPrivate

Description

Network
e Host Range Network

10.1.2.27
Allow Overrides

» Override (0)

MR TE (Save).

A RN 4 (Add Network) > 55034 % (Add Object) JfE XA LML,
WL G fr 4 (BT, WebServerPublic) , FEHA EHLHLNE 209.165.201.10.

New MNetwork Object

MName

WebServerPublic

Description

MNetwork
=) Host Range Network

209.165.201.10
Allow Overrides

v Override (0)

meiities i
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B i=smmEm web R sa0isEAUR (2875 3 NAT)

) iR 7E (Save).
P2 BUE XN ZIEHES NAT.

a) EFEE (Devices) > & EIE (Device Management), SR 44 B2 7E 1 b5 SCRIU) ity gl Fotn 75 10 ¥
%o JEFE NAT.

DR SRAEAE SR, A DR M AL T S R a1 [l — 2 g

b) AUdiAAN NAT #0 (Add NAT Rule) > iR B &1 NAT (Add Auto NAT).
c) FCELLF @ k.

< RO = .

- BFRIED = 4.

* [R4AiE = WebServerPrivate /44X % .

« B0 RRYIE > Hblik = WebServerPublic 4% %} %

Add NAT Rule T X
Type: Stabe w Transghated By:
Source Interface: insida i Destination Interface: outside w
PAT Pool  Advance
Original Packet Translated Packet
Oniginal Source: ™ WaebSarverPrivate bl + | Translated Source: address | ¥ WebServerPublic ¥
Original Port: TP bl Translated Port:

d) stk (Save).
PR3 BEXNZIMFHA NAT.
a) WKPGEFIRE > NAT, JHEIE w4 b NAT 5.
b) METARMAN (Add Rule).
o) P LT @ k.

« NAT #7] (NAT Rule) = [13) NAT #ill.
o KA = FAs
d) F#EOXF KR (Interface Objects) i & LA Nk
< REOXNR = .
* BErIEOXM &R = SN
e) {r&E#r (Trandation) bt & LT LI
 [B{4iE = WebServerPrivate P28 %14 .
 BEIR IR YR > itk = WebServerPublic M %8 %)% .

| EES RS
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Add NAT Rule
NAT Rule:

Auto NAT Rule -
Type

Static -

[ 7
g |
e

Interface Objects  Translation  PAT Pool

|
Original Packet
Original Source:*
WebServerPrivate v
Onginal Port:
TCP v

f) mERTE (Save).

Advanced

FRA il NAT RO i L 4R T .

T ) P8 4L 40 5175 B3 5 NAT FO 11128 Wb i %5 28 0275 NAT |

Translated Packet

Translated Source:

Address v

WebServerPublic -

Translated Port

[ @ A ER E# A zh 75 B sh NAT FATH @530 Web AR 55 28 H95% 7S NAT

ML H 4% LR U5 R AN Web s 250, LR R BIh IX 26 G B B2 NAT. BEAh,
R P IR S Web IRZS 20T, 1% Web IR 4523 bk gl 6 0 Ton7E N 845 L )ik .

meiities i
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B = mss 5 NAT FIE 15128 Web AR 25 25 494875 NAT

[& 16: E 15 &R Web BR 55 33 B3 7S NAT, TEIE)1SMER Web BR 5585 BUERS NAT

I:l Web Server
== 209.165.201.12

(.—f ‘L\\‘l\
{ Qutside
\‘\_ /—j
209.165.201.1
Translation
10.1.2.10 — 209.165.201.20
Security
Undo Translation > Appliance
209.165.201.12 <— 10.1.2.20

248773

FHIa Z |l

BORAFAE B DR Web 55 a OB LT3 L 5 (a2 XIEii 4D o ARSI, AT
SERL DN G4 0 RERRISMNER I 224X BEE B LI B, IR UGAR M &R > WM RET, RIRik#
#0.

TEE Dy BE A A L R B 2 NAT G — N 200 41
a) EHMR>HREE.
b) MHFEHIEFEMLE (Network) Jf iR mmM4g (Add Network) > 048 (Add Group).
c) XA NAT it.
AL S (I, myNATpool) o 7E “Prikidss” B NI “AIEE” HHHe b 23 mliiA
209.165.201.20 A1 209.165.201.30 Z[A] ) 11 AFHUhEF HEE—A>, S5 midF AN (Add).

| EES RS
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N
&

N
g

T ) P8 4L 40 5175 B3 5 NAT FO 11128 Wb i %5 28 0275 NAT |

Selected Networks
Q, Search by name

209.165.207.24

vy -
209.165.201.25 (]
209.165.201.26 T
209.165.201.27 ¥
209.165.201.28 -
209.165.201.30 | Add |

d) HHRTFE (Save).
Sy ) FLE e S ) 3D 2 NAT b G g — AN W45 %

a)

EFEITER (Object) > X &1 (Object Management).

b) MHFHERM L (Network) I S d R0 4% (Add Network) > iR03+ & (Add Object).

<)

d)

T X HNAS NAT b,

HMEE R g (BN, myNATpool) , Jf4mA M4k Hl 209.165.201.20-209.165.201.30,
New Network Object

Name

myNATpool

Description

Network
® Host Range Network FQDN

209.165.201.20-209.165.201.30

Allow Overrides

M RTF (Save).

h AT I 2% 1) S R 4 R

a)
b)

yiiliR MM (Add Network) > FEAn34 % (Add Object).

KRB G4 (B, MylnsNet) , A M HNE 10.1.2.024. EFRIFBELT, HAKE
& X %

meiities i



Mt |
B = mss 5 NAT FIE 15128 Web AR 25 25 494875 NAT

New Network Object

Name
MylnsMet

Description

Netwaork
Host Range (e Network FQDN

10.1.2.0/24

Allow Overndes

c) milifR7E (Save).

FHIEA AT Web IS5 2RO 40 5
a) FdnRinM4g (Add Network) > i3t & (Add Object).
b) AMEH G4 (U, MyWebServer) , FEAFENHE209.165.201.12. EFE SRIFBHILIN,
AT U .

New Network Object
Name
MyWebServer

Description

MNetwork
e Host Range MNetwork FODN

209.165.201.12

Allow Overrides

c) MilifR#F (Save).

SIS ) Web IS5 HhE G ZE PN EE XS S o
a) MM 4g (Add Network) > i in3t & (Add Object).
b) AWML G4 (B, TransWebServer) , JF4A LHLHAE 10.1.2.20,

| EES RS
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T ) P8 4L 40 5175 B3 5 NAT FO 11128 Wb i %5 28 0275 NAT |

New Network Object

MName

TransWebServer

Description

Network
e Host Range MNetwork FQDN

10.1.2.20

Allow Overrides

o) milifR7E (Save).
W6 AIHIZNA NAT MO 50k PY I 45 L & 2 4 NAT.

a) PR E (Devices) > &I (Device Management), 4R i g2 70 Ho b5 SR 6 o 5 0 4%
%o JEFE NAT.

DRAEAE R, TRE A R A2 T S i i Bl it

b) iR NAT # (Add NAT Rule) > iR E &1 NAT (Add Auto NAT).
c) MUELUTEE:

« EB =&,

< BEO = N,

« BAriED = S0,

* [R44IE = myInsNet W Z8 515 .

« 353/ AYIR > Hbdk (Trandated Source Address) = myNATpool M 454

Add NAT Rule
Type: Dynamic b | Translated By:
Source Interface: insida b Destination Interface: outside e
[ Gonro AT
Original Packet Translated Packet
Oniginal Source:*® MyInsNet v Translated Source: Address ¥ | myNATpool
Original Port: w

d) HHRTE (Save).

meiities i



mugititisie |
B = mss 5 NAT FIE 15128 Web AR 25 25 494875 NAT

PERT A NAT {0 50 A B 45 L B 82 NAT .,
a) ML FEIR & > NAT, JF G ol sV b fifl NAT SR
b) sidiAIMAN (Add Rule).
¢) BELUNEL:

* NAT #M (NAT Rule) = E % NAT #01,
« £A (Type)= 3.

d) F#EOXF K (Interface Objects) A & DL Nk
c FREOMXR =N,
- BFREOXMR = 4.

e) {rE#k (Trandation) b LA kT

* [R14IR = myInsNet P& 514 .
« R AR > Huit (Translated Source Address) = myNATpool 4% 4

Add NAT Rule
MNAT Rule

Auto NAT Rule v
Type

Dynamic v

Interface Objects  Translation PAT Pool  Advanced

P
Original Packet Translated Packet
Original Source:* Translated Source
Mylnshet - Address -

Original Port myNATpool -

f) HAdifRTF (Save).

I8 4 Web IR 2L E S NAT.
a) Aidiidin NAT #0) (Add NAT Rule) > 0 H 31 NAT (Add Auto NAT).
b) ME LT g

| R
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T 61 P B E 4L B B 725 B9 5 NAT F0iE 5088 Web 25 598525 NAT [l

« KA =,

« RO = SN,

« B#rEED = Wi,

* [R#&7R = myWebServer M55 % .

« 8 E BY3E > Mtk (Transated Source Address) = TransWebServer 2551 4

Add NAT Rule
Type: Static e [ Translated By:
Source Interface: outside w Destination Interface: inside v
[cenere AL
Original Packet Translated Packet
Onginal Source:™® My'WebServer bl | Translated Source: Address ¥ TransWebServer
Onginal Port: e Translated Port:

c) miiftR7E (Save).

SR Oy Web RS 2SC B B A NAT.
a) AR (Add Rule).
b) BLE LT

* NAT #0] (NAT Rule) = 5l NAT #.
« KB =
¢) {E#EMOXF %K (Interface Objects) [Hc & LA Nk
< REOMSR = SN
« BFREZEOXM R = N
d) 7r¥s#% (Trandation) b DL R L

* [R14i8 = myWebServer P54 .
* 3L RYIR > bk (Translated Source Address) = TransWebServer 455 % .

| EESHE o |



B 25z msnnwmnnasnes BSE5NAT, —X%)

Add NAT Rule

NAT Rule:

Auto NAT Rule v
Type:

Static -
v

Interface Objects  Translation PAT Pool  Advanced

I
Original Packet Translated Packet
Original Source:™ Translated Source
MyWebServer v Address v
Original Port: TransWebServer v
TCP .

Translated Port

e) milifR7E (Save).
HE0 il NAT U LI R 7.

BEAEZ TGt pIAER S FitaEras (Fa5 B3 NAT, —X%)

Mt |

LAR 7 s e 0 22 A TP M hik iy A BB S 38T 8% o A NI SEHLT ) FErp— NS TP ik iy, s
L S R F 4 B I st ik . ARGETRIN URL, 82K 5 J0T A 17 21 1E A 1) Web I 55

o
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BAS mEHIMABaELEE BsamnNaT, —xz) [

B 17: AR S BRI E 2R A — X & 3875 NAT

T ™

@uiside Undo Translation
Undo Translation ~Aee 209.165.201.5 > 10.1.2.27

209.165.201.3 —> 10.1.2.27

Undo Translation
209.165.201.4 = 10.1.2.27

Web_Servers

FHia Z |l

B ORAFAE AL DR Web IR 55 28 U645 AR O R CasXIsidi 4 o fEAREIH, JATIE
SERL B4 0 RERRISMNER ) 24X BIC B I S, I IKUGER M R > MREE, KAk
#0.

IR B ) LW B A8 IA 1 oh 1k 61 D0 28 0 R A
a) LEHMR>WREE.
b) MHZFHPIELFMEE (Network) Jf i iRmInm 4% (Add Network) > iA04H (Add Group).
o) & XMk,
N MERRS Z A4, (BT, myPublicIPs) o fE “Prik4s” FIZE N “ A iAo g d
A 3 AN EHLHhE 209.165.201.3. 209.165.201.4 Fl1209.165.201.5, #RJ5 fidiifin (Add).

| meiities i
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B 25z msnnwmnnasnes BSE5NAT, —X%)

Selected Networks

O, Search by name

209.165.201.3 =~
209.165.201.4 i
209.165.201.5 | Add |

d) sk (Save).
WIR2 g n) FCWIRE G I8 17 A 1 kBl R 0 51
a) JEFEFTER (Object) > R EIE (Object Management).
b) MHZFHIEPEMEE (Network) Jf i i iR inm 4% (Add Network) > iR nx$ 8 (Add Object).
c) & k.
Mgt S dr 4 (B, myPublicIPs) JE4A M 4570 H 209.165.201.3-209.165.201.5.

New Network Object

Name
myPubliclPs

Description

Network
® Host Range Network FQDN

209.165.201.3-209.165.201.5

Allow Overrides

d) riiifR7F (Save).

W3 AR A MR 4
a) AidiRInM4E (Add Network) > i&HI3F % (Add Object).
b) AWML Z a4 (BN, myLBHost), SRJEHIA AR 10.1.2.27, EHRIFBE=ILN, (HAL
T S i

| EES RS
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BAS mEHIMABaELEE BsamnNaT, —xz) [

Mew Network Object

Name
myLBHost

Description

Metwork
* Host Range MNetwork FQDN

10.1.2.27

Allow Overndes

o) milifR7F (Save).
WA IR I E RS NAT.

a) EFiEE (Devices) > & EIE (Device Management), SR 4 4B 7 1 b 5E SCRUI iy gl Fotn 77 10 ¥
%o JEFE NAT.

WSRAEAE I, TR R A0 T B i B & i ) — 2 s

b) AN NAT #0 (Add NAT Rule) > iR B &1 NAT (Add Auto NAT).
o) BLELLT @ E:

« KA =

< BEEO = .

« BAriEO = S0,

* [R44IE = myLBHost M54 %,

« 3535 5 B9 > ik (Translated Source Address) = myPublicIPs %444 .

Add NAT Rule
Type: Static v | F Translated By:
Source Interface: insida b d Destination Interface: outside w
| General JINE YV
Original Packet Translated Packet
Original Source:* myLBHost v | @ Translated Source: Address ¥ myPublicIPs
Original Port: TCP v Translated Port:

d) AiifR%F (Save).

| meiities i
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B 25z msnnwmnnasnes BSE5NAT, —X%)

BRSO TR IO E S NAT.
a) MKIKIEFEIRE > NAT, JFEIE i BB NAT S0
b) sidiAIMAN (Add Rule).
¢) BELUNEL:

« NAT #0] (NAT Rule) = A 3h NAT ${0).

« KB =,

d) F#EOXF K (Interface Objects) A & DL Nk
c FREOMXR =N,
- BFREOXMR = 4.

e) {rE#k (Trandation) b LA kT
* [R147R = myLBHost M5 X145 .
« 345 B0R > Hedt (Translated Source Address) = myPublicIPs [ 4

Add NAT Rule

MAT Rule:
Auto NAT Rule -

Type:

Static -
o

Interface Objects  Translation  PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source;
myLBHost v Address -
Qriginal Port: myPubliclPs -
TCP v

Translated Port:

) iR 7E (Save).
WIE6 Ll NAT BN L - RTE.

| EES RS
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FTP. HTTP %0 SMTP sY &bt (BB umO%%#RAVFRZS B 31 NAT)

PLUR S FRu IV 40 ) B8 2 NAT 7~ i #2 H F Uj i) FTP. HTTP Al SMTP $2 4k s —Hbhl . S2fs L,
IX MR 55 B AL SR 2% F AR B 2%, (EX TR RG2S, 1T LAFE 2 R FH ity 11 50 U P 5 4 NAT,
TSGR DU FH [R)— WIS TP kb FOAS [R] iy 11

[ 18: SC5im A AEIRRIERZS NAT

Undo Translation @\Utsf?/

209.165.201.3:21 = 10.1.2.27 m
Undo Translation
209.165.201.3:25 —> 10.1.2.29

Undo Translation
209.165.201.3:80 — 10.1.2.28

\

cide )
&

=¥
)

O
e

e
HTTP server
10.1.2.28

—
SMTP server
10.1.2.29

FiaZ |l
FORIE IR O 5 CoaXei D 4D & DRI IS5 S I B 8 o AEAREI, BATMEOE #2
PRS2 A RERFISMER Y 2 42X . B ER NS, IHKUGER MR >N RERE, A)5EHz0.

PR h FTP RGBS 5 .
a) EFITR (Object) > KR EIE (Object Management).
b) MHEPIEFEMLE (Network) J s iRmnM4g (Add Network) > & AN3F & (Add Object).
c) MNMZX s (Bltn, FTPserver) , SRJafi A FTP g stk fr IP Huhit 10.1.2.27, LFERIF
BRI, (AAZE UEG.

meiities i
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B Fre. HTTP RO SMTP By b (B NEER A B3 NAD

N

g

New Network Object

Name
FTPserver

Description

Network

® Host Range Network FQDN

10.1.2.27

Allow Overrides

d) AHRTE (Save).

29 HTTP IR 4523 01 MR 48 %) 52 o

a) AdiRInM4E (Add Network) > & h0n3t % (Add Object).

b) AN G4 (B, HTTPserver), K& A EALMAIE 10.1.2.28.

New Network Object

HFERIFBH LI, EHA

Name
HTTPserver

Description

Network

* Host Range Network FQDN

10.1.2.28

Allow Overrides

¢) MiifRTFE (Save).

9 SMTP Ik 55 2% il it P £ 5 52

a) AR IM4 (Add Network) > i&/%T % (Add Object).

b) AWML G4 (B, SMTPserver), #RJEHi A EHAE 10.1.2.29,

New Network Object

EFRFBZLIL HA

Name
SMTPserver

Description

Network

® Host Range Network FQDN

10.1.2.29

Allow Overrides

¢) milifR?F (Save).

FHT =G RS2 3L TP Huhik G 28 W 2% % 42
a) AdiRInM 4 (Add Network) > i5hn3t % (Add Object).
b) MM G4 (B, ServerPublicIP) , SRJEHIA LAHLHINE 209.165.201.3,

| R



| Mt
FTP. HTTP 71 SMTP g2 it (BgisnstmassazmNaD ]

New Network Object

Name

ServerPubliclP

Description

Network
® Host Range Network FQDN

209.165.201.3

Allow Overrides

¢) HilifR#F (Save).
LIRS FTP RS- A3 EC & B AT iy AL 5 2S NAT, JFK FTP i T 2 50 H 5.

a) P& (Devices) > & EIE (Device Management), SR g7 1 b5 SR AR jal ot 7 4458
o EE NAT.

D SRAEAE R, A DR M AL TR S iR A 1 Al — 2 i

b) Aidiiin NAT #0 (Add NAT Rule) > w0 B &1 NAT (Add Auto NAT).
c) MCE LR JEE:

© FB =,

RO = .

« BHrEEO = 40T,

* [R#&E = FTPserver 40 %

- $E3 R HOIR (Trandated Source) > 3k (Address) = ServerPublicIP 45515

« [R4&i% 0 (Original Port) > TCP =21,
s R ERIRO =21,

Add NAT Rule

Type: Static - = Translated By:
Source Interface: inside b Destination Interface: outside o
PAT Pool  Advance
Original Packet Translated Packet
Original Source:* FTPserver v Translated Source: Address | ¥ ServerPublicIP
Original Port: TP w21 Translated Port: 21

d) MiR7FE (Save).
$EE6  hy FTP RS 43I0 & HAT i B B 518 NAT, J1K FTP i i 2 H | 5 .
a) WUGEFRIRE > NAT, O ok g i NAT Hng .
b) dHRAMAN (Add Rule).
¢) MELLFEE:

EESHE o |




B Fre. HTTP RO SMTP By b (B NEER A B3 NAD

* NAT 0 (NAT Rule) = H3)) NAT #0),
« LA = A
d) fF#EOXF %K (Interface Objects) Fc & DL Nk
c REOXNR =N,
- BFREON KR = 4ME,
e) 7r&EH: (Trandlation) b & LA T
* [RAIR = FTPserver 455 5
« #E38f5893F (Translated Source) > #i3it (Address) = ServerPublicIP 4% %)% .
« JR$4i% 0 (Original Port) > TCP=21.
* BiRERYIER O =21,

Add NAT Rule o
MNAT Rule

Aarto MAT Rule -
Type:

Static -

o |
el

Interface Objects  Translation  PAT Pool  Advanced

e
Orniginal Packet Translated Packet
Omnginal Source:* Translated Source

FTPsemver v Address v
Original Port ServerPubliclP -

TCP - 5 )

Translated Port
21 21

) iR 7E (Save).

) HTTP AR 4% 2 e B 2 A7 v LG He (RS NAT, 5K HTTP i LS 23 [ & .
a) Adiidin NAT #0) (Add NAT Rule) > 0 E 31 NAT (Add Auto NAT).

b) BCE LA EE:

© BB =

N
&
~J

P & 1t 41k 4 3R
88

Mt |



| Mt
FTP. HTTP 71 SMTP g2 it (BgisnstmassazmNaD ]

- B0 = A,

« BfR#EEO = 4.

* [R#AIE = HTTPserver 44 X1 %

- 3 FRYIR (Translated Source) > Hidit (Address) = ServerPublicIP 255§ % .
* [E443% 0 (Original Port) > TCP = 80.

* iR ERYIR O = 80.

Add NAT Rule
Type: Static w [ Translated By:
Source Interface: inside w Destination Interface: outsida -
o Pl b
Original Packet Translated Packet
Original Source:™® HTTPS&erver v B Transiated Source: Address ¥ | ServerPubbcIP
Original Port: TCP bt BO Translated Port: BO

c) M RTFE (Save).

LIRSy HTTP 5wl & HA v D F 3 S NAT, 4% HTTP i B 2138 3 & .
a) TR (Add Rule).
b) Mo LR &b

« NAT #17] (NAT Rule) = [ 3 NAT #i1.
o KA =,
¢) {EHENOXFKR (Interface Objects) [fic & LI Nk
< REOMR = N,
* BRREOXM R = FMib.

d) fE%E#e (Trandation) Efd & LA T LI :
« [R4AiE = HTTPserver 48414
* 3£ JF RYIR (Translated Source) > i3k (Address) = ServerPublicIP F4& %1% .
* [F#4i% 0 (Original Port) > TCP = 80,
* $E IR O = 80,

| EESHE o |
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Add NAT Rule o
NAT Rule

Auto MAT Rule v

Type
Static .
=
Interface Objacts Translation PAT Poal Advanced
|

Oniginal Packet Translated Packet

Original Source:* Translated Source

HTTPserver v Address v
Original Port ServerPubliclP -

TCP v
Translated Port

80 80

e) HiifR#F (Save).

L9 4 SMTP RSG50 B HA i LA i NAT, JfR SMTP i H B 213 H 5 .
a) Aidiidin NAT #0) (Add NAT Rule) > 0 E 31 NAT (Add Auto NAT).
b) FAE LT g

« KA =,

< BEEO = NS

« B#REEDO = 4.

* [R3AE = SMTPserver 44X % .

« #3585 8Y3E (Translated Source) > #i3it (Address) = ServerPublicIP 4% %} % .
« [R44i% 0 (Original Port) > TCP =25,

BRI O =25,

| EES RS
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FTP. HTTP 1 SMTP B9/ Mtbht (B A im O ATE475 8 3 NAD

Add NAT Rule

Type: Static - Translated By:
Source Interface: inssde v Destination Interface: outside bt
oA Pt i
original Packet Translated Packet
Original Source: * SMTPserver il * | Transiated Source: Addresa ¥ | ServerPublcIP
Original Port: TCR b

25

Transiated Port: 25

¢) KilifR?F (Save).

HIR10 Jy SMTP s wfic & HA v D F 3R A NAT, I8 SMTP i T 2 50 H &,
a) MITARINEN (Add Rule).
b) & LA )EE:

« NAT 0 (NAT Rule) = H3)) NAT #0),
¢) {EHENOXFKR (Interface Objects) [t & LA Nk
BEEONSR = Nl
« BFREZEOXM R = 46
d) {E%E#e (Trandation) EJCE LA LI :
* [E34iE = SMTPserver 2% %1% ,

- 3[R B3R (Trandated Source) > 3k (Address) = ServerPublicIP W48 %1% o
* [R#4i% 0 (Original Port) > TCP =25,
< BRERYIRO = 25.

meiities i
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Add MAT Rule 4]
MNAT Rule

Auto NAT Rule v
Type

Static v

et
wall

Interface Objects  Translation  PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* Translated Source

SMTPserver . Address A
Original Part ServerPubliclP v
TCP v

Translated Port
25

25

e) milifR7E (Save).
HEA Sl NAT BT B R

i E Birm S (3175F 3 PAT)
T EER 10.1.2.0/24 W25 ER— & EPLEED M S AR RS 4. 4 EWLVT R4 T 209.165.201.11

(RIS 2SI, SZBR HhE A 4 A 209.165.202.129:port. 24 LT IF) 47 T 209.165.200.225 IR 5% 25,
S Fr kK e 5 209.165.202.130:port .

| EES RS



| Mt
wpEEETS @sFaraD [

& 19: A5 < [E Birttit 89 F zh NAT

Server 1 Server 2
209.165.201.11 209.165.200.225

_

209.165.201.0/27 209.165.200.224/27

Translation : Translation
10.1.2.27—> 209.165.202.129 10.1.2.27—> 209.165.202.130
[ 10.1.2.0/24

Packet
Dest. Address:
209.165.201.11

Packet
|:| < Dest. Address:
— 209.165.200.225

FHia Z |l

BR AT DX S CRBXEEEN4D , RS RS IR 0. AT, FATHEE

SEFE NGO 4 N RERAT dmz i) 22 Xl HERCER DN R, HRHENR > M REE, Rk
Ho

LB AT O N 5
a) JEFERTER (Object) > X5 EE (Object Management).
b) MHPIEEEMLE (Network) Jf st iR 4g (Add Network) > iR A03F & (Add Object).
c) AKX G4 (B, mylnsideNetwork), 2R )&% SZER M4 HihE 10.1.2.0/24.
New Network Object

Name

mylnsideNetwork

Description

Network
Host Range ® Network FQDN

10.1.2.0/24

Allow Overrides

d) stk (Save).

meiities i
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L2 ) DMZ M5 1 Bl ML %,
a) MidiRInM4 (Add Network) > i&H33 % (Add Object).
b) AWML G4 (FlW, DMZnetworkl) , #RJEHIAMZHLEE 209.165.201.0/27 CT-MHERS K
255.255.255.224) .

New Network Object

# Asicw Overrice

o) miliftR7F (Save).
$IE3 4 DMZ M4 1 () PAT Huhl G gt 4854
a) AR M4g (Add Network) > 5 in¥t & (Add Object).
b) KM% 4 (B, PATaddressl) , #RJE 4 EALHNE 209.165.202.129.
New Network Object

Name
PATaddress1

Description

Network
® Host Range Network FQDMN

209.165.202.129

Allow Overrid des

¢) HiifRF (Save).

$IEA4  Jy DMZ %% 2 BI04
a) MM 4g (Add Network) > i3t & (Add Object).
b) AWML G4 (FlW, DMZnetwork2) , RJEHIA ML HHE 209.165.200.224/27 (- MHERS A
255.255.255.224) .

| R
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New Network Object

Name
DMZnetwork2

Description

Host Range ® Network FQDN

209.165.200.224/27

Allow Overrides

o) milifR7F (Save).

> DMZ 4% 2 [ PAT Huhl-6) %8 45 561 % .
a) AR IMMZ (Add Network) > iF ¥t & (Add Object).
b) MMZXT G4 (B, PATaddress2) , #RJG 4 A EALHNE 209.165.202.130.,

New Network Object

Name

PATaddress2

Description

Network
® Host Range Network FQDN

209.165.202.130

Allow Overrides

c) milifR7E (Save).
2 DMZ W45 1 Bl B 3 &F3) PAT.

a) %P & (Devices) > & EIE (Device Management), SR 44 S5 1 b5 ORI ity gl Fotn 75 101 ¥
%o WEFE NAT.

DR SRAEAE R, A DR 2 AL T8 3 a1 [l — 2 g

b) AUdiARAN NAT #0 (Add NAT Rule) > iRINF 51 NAT (Add Manual NAT).
c) FCELLF @ k.

RO = N,

+ B#R#EO = dmz.

* [R44i = mylnsideNetwork M 2% %%,

* $53 [R H9IE (Transated Source) > ik (Address) = PATaddress1 2551 4 .

« [R% B#F (Original Destination) > it (Address) = DMZnetwork1 245 %: .

* 353 5 B9 B FR = DMZnetwork 1 PIZ% %1% .
FH T IEAN TG AL H bbbk, DR e 75 2Rl o J dh H b i AL 305 16 B bR Rk $5 e AR R
Mok, M A HCE B NAT. 0T o L B

meiities i
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Add NAT Rule
Type: Dynamic ¥ | [ Enable Insert: In Category ¥ NAT Rules Bafore
Source Interface: inssde v Destination Interface: dmz b
Description:
[ General AL
Original Packet Translated Packet
Onginal Source: *® miyInsidaMetwork v 3 Transiated Source: Address ¥ PaTaddressl
Cnginal Destination: Address ¥ DMZnetworkl bl ¥ | Transiated Destnation: DMZnetworkl
d) riiR7E (Save).
b > - -
SIRT 4 DMZ M%% 1 Ko 30 T3 PAT.

a) MUGEFEE > NAT, FHOULEsnis M NAT 5k .
b) UMMM (Add Rule).
) MUELLFEP:

« NAT #10 = F-5) NAT B,
* £3 (Type)= 2.

d) F#ENOXF K (Interface Objects) A& DL Nk
CREZEONR = N,
- BRYEOXMEK = dmz.

e) fEiE#k (Trandation) b DL R L
* [E44i8 = mylnsideNetwork /4% %1% .
* 5 R HIIR (Trandated Source) > ik (Address) = PATaddress1 455 4 .
« JR4 B¥F (Original Destination) > #t3it (Address) = DMZnetwork1 P28 %1% .
* #3505 HY B R = DMZnetworkl M55 .

M TG S H bR, DR S0 4 Jstds H Am sk A i 6 H Fr bk e AR T 1
Hudik, AN R JCHC 5 NAT . 57 3 1 - BB

| R
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Add NAT Rule

Blanual NAT Rule
Insert
In Category

Type
Dynamic

Enable
Description

Interface Objects

v MNAT Rules Before L

Translation PAT Pool Advanced

I—
Original Packet Translated Packet
Original Source Translated Source
-"I';.'|!15 deMetwork - Address
Original Destination PATaddress
Address -
Translated Destination
DMZnetwork 1 v DMZ netwark 1

MiHRTE (Save).

wpEEETS @sFaraD [

$IR8 b DMZ M4 2 il E 5h A& T35 PAT.
a) AN NAT #0) (Add NAT Rule) > iRAnF 51 NAT (Add Manual NAT).
b) FCE AT gk

« B =,

< BEEO = N,

« BHr#EN = dmz.

* [R4IE = mylnsideNetwork /4% %%,

« #E3R [ HYIR (Transdated Source) > i3k (Address) = PATaddress2 455§ % .

* JR34 B ¥R (Original Destination) > 31t (Address) = DMZnetwork2 %4554 .
* #5355 9 B #F = DMZnetwork2 M55 %

| meiities i




B ssmaiEms hsFHean

Add MAT Rule
Type: Dynamic w * Enabie Insert: In Categary ¥ | NAT Rules Bafore
Source Interface: ingide > Destination Interface: dmr >
Description:

[ eneral R
Original Packet Translated Packet
Original Source:* vy InsideNetaonk Ll * Translated Source: Address Y PATaddress?
Original Destination: Addrass ¥ DMZnetwork? ¥ 2 Translated Destination: DMZ network?

¢) MiifRTFE (Save).

2 DMZ W% 2 lid B 5 & T8 PAT.
a) RN (Add Rule).
b) BLE LLFJE -

* NAT | = F-3)) NAT L.
« B (Type)= h4&.

c) FEOMKR (Interface Objects) FHdE DL R ikI.
RIFEOMSR = W,
- BREOM R = dmz.

d) 7E%5# (Trandation) L E DL R L
* [R 4418 = mylnsideNetwork /4% %% .
* #5355 BYR (Trangated Source) > Hiiik (Address) = PATaddress2 48514 .
« [E44 B#F (Original Destination) > it (Address) = DMZnetwork2 % £%%f % .
* 35305 B9 B AR = DMZnetwork2 48 X4

| EES RS
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Add MAT Rule [+

Manual NAT Rule v =
Insert

In Category - MNAT Ruldes Before v
Type

Dynamic -

Enable
Description

Interface Objects  Translaton  PAT Pool  Advanced

—,

Original Packet Translated Packet
Ongmal Source: ™ Transiated Source

mylnsideMetwork - Address -
Onginal Destination PATaddress2 b

Address - =

Translated Destination
DMZnetwork? - DMZnetwiork2 - =

e) M RTF (Save).
S$E0 Al NAT #UE E AR 7F .

i A Birthit #Foim O R (3h75F 30 PAT)

N B S LR R S AR AL . 10.1.2.0/24 B 48 L LRI R A 9 2% I 4% R Telnet JIR 45
Yim A FEWL e M FHIEAT Telnet Bg5 Ui i) 4545 iF,  SEBR MR 450 209.165.202.129:port. Y
FEWLHEAT W28 2 55 U7 I AR R IR 55 A ), LS bbb 4 4662 209.165.202.130:port.

| meiities i
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& 20: &5 A [F Bfxim OB F 3h NAT

Web and Telnet server:
209.165.201.11

Translation Translation
10.1.2.27:80—> 209.165.202.129 10.1.2.27:23 —»209.165.202.130

Web Packet
Dest. Address:
209.165.201.11:80 | ==~

Telnet Packet
Dest. Address:
209.165.201.11:23

FHia Z |l

R RO SR CLaeE 04D, HAE RIS SR i 0 FEARRIT, JA TR
TEFE I BOE 4 N RERA dmz )22 X il ERCERZ DN R, HRHENR > M REE, Rk
Ho

FI N AR B 20 5
a) EFEITR (Object) > 3R EIE (Object Management).
b) MHHIEFEMLE (Network) JF i iR nm 4% (Add Network) > iRInXT % (Add Object).
c) MM L4 (Fln, mylnsideNetwork) , SR 5% SZRxs M 45 ikt 10.1.2.0/24.
New Network Object

Name

mylnsideNetwork

Description

Network
Host Range ® Network FQDN

10.1.2.0/24

Allow Overrides

d) AiifR7E (Save).

| EES RS
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HIE 2 Jy Telnet/Web 55w B I 45 X% 4 .
a) fiRMM4 (Add Network) > ANt 5 (Add Object).
b) MM G4 (B, TelnetWebServer) , #RJEHiI A EALHINE 209.165.201.11.
New Network Object

Name

TelnetWebServer

Description

Network
® Host Range Network FQDN

209.165.201.11

Allow Overrides

¢) miifR?F (Save).

S 3 {li[{] Telnet B4 PAT 3l G P &% X6 5 .
a) MM 4g (Add Network) > i hn3d % (Add Object).
b) AWML G4 (B, PATaddressl) , #RJa %A EHLHBAE 209.165.202.129.
New Network Object

Name

PATaddress1

Description

Network
® Host Range Network FQDN

209.165.202.129

Allow Overrides

c) miifR7F (Save).

$I2 4 ] HTTP Ity PAT Huhi 612 W28 0t 5 .
a) AR IMM4 (Add Network) > &%t (Add Object).
b) NMZXI G4 (B, PATaddress2) , #RJqE %A EALHNE 209.165.202.130.

New Network Object

Name

PATaddress2

Description

Network
® Host Range Network FQDN

209.165.202.130

Allow Overrides

¢) miifR7FE (Save).
WIES5 N Telnet Vi 0 B 54 F-5) PAT.

a) kP& (Devices) > & EIR (Device Management), SR o 442578 11 b se SCRIU) Fy i JBin 75 10 v
o MEFE NAT.

meiities i
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DR SRAEAE R, A DR AL TR S i A 1 Tl — 2 i

b) Aididiin NAT #0 (Add NAT Rule) > ixAnF 1 NAT (Add Manual NAT).
c) MU DL R @ k.

« £ =
« BEEO = M.
« B#r#EN = dmz.
* [E44iE = mylnsideNetwork M8 %%,
* 5 R HIIE (Transated Source) > HiliE (Address) = PATaddress1 455 4 .
 [R#4 B#% (Original Destination) > ik (Address) = TelnetWebServer P45 5% .
* 35355 B9 B R = TelnetWebServer 40 4 .
« R¥s BFRim A = TELNET i X% (RGeS0 .
« 354 i3 B BARIR O = TELNET 5 6% (RG5E L)
iR

I AN T B F bt il s 11, DAL i 250 st F ARt ik A 48 i 1) H At ik e
ARTR Rk, DR A D it 11 AR 480 0 100 3 148 A ) 3 1, AT A A TG 5 63 NAT .

Add NAT Rule

Type: Dynamic ¥ | ¥ Enable Insert: In Categary ¥ | | MAT Rules Before
Source Interface: it - Destination Interface: dmz s

Description:

PAT ool Advance

Original Packet Translated Packet

Original Source:™ mylnssdeNetwork v | g Translated Source: Address ¥ PATaddressi

Onginal Destination: Address ¥ TelnatWebServer bl + | Translated Destination: TelnetWebSarver

Original Source Port: v Translated Source Port:

Onginal Destination Port: | TELNET v | & Translated Destination Port: | TELNET

d) riilifR7F (Save).
IR 6 N Telnet Ui [0 1l 203 F5)) PAT.
a) RUKIEPEIRE > NAT, JEOIEd st gv b NAT SR .
b) s (Add Rule).
o) MCHE LN E

* NAT MM = F3)) NAT B
* K7 (Type)= 2.

d) 7rEEOX KR (Interface Objects) -t & LA %7

| EES RS
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Add MAT Rule

Enabile
Description

G TE e R T N |

< BEOMNSR = NE.
* BRYEOXMR = dmz.

e) {r&E#e (Trandation) FJCE LT LI :
* [R44IE = mylInsideNetwork /458X %,
* #5355 898 (Transated Source) > Hbiik (Address) = PATaddress] 45514,
* JR%4 B ¥r (Original Destination) > ik (Address) = TelnetWebServer 45X 4
* $5¥ 5 89 B R = TelnetWebServer P44 %,
- [R#& B#R3E 0 = TELNET 3% OX % (RG0S0 .
* SRR B4RIR O = TELNET 3 6% (RGeS0 .

T AN TG S H bRk i 11, DRI S I O s g H AR I A 1) H AR IR e
ATt L, DA DAy S 1 AN f8 i FA) s 4 S AT TR] R0 1, AT A A TG 2 54 47 NAT

Interface Objects  Translation  PAT Poo Advanced

————————

Original Packet Translated Packet
Original Source:® Translated Source

mylnsideMetwork v Address -
Original Destination PATaddress1 v

Address -

Translated Destination
TelnetWebServer - TelnetWebServer v

Onginal Source Port

Original Destination Port
TELNET

Translated Source Port

Translated Destination Port
. TELNET -

f) MTRTE (Save).

FERT ) Web V17 68175 T30 PAT.

a) i NAT #0) (Add NAT Rule) > iiAInF 5 NAT (Add Manual NAT).
b) FCE LAF gk

meiities i
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« EB =&,

« BEEO = W,

* B0 = dmz.

* [R 4418 = mylInsideNetwork /&% %,

« 3 R RYIR (Trandated Source) > Hhlik (Address) = PATaddress2 4% %) 4

* JR%4 B#x (Original Destination) > ik (Address) = TelnetWebServer /45X % .

* tE3 5 B B R = TelnetWebServer 4% %1% o
s MG ERRE O = HTTP i W2 (RGN .
o SER R BRI O = HTTP 5 6% (RGEE ) .

Add MNAT Rule

Type: Dynamic ¥ | ¥ Enable Insert: In Catagory ¥ | MAT Rules Before
Source Interface: nside b Destination Interface: dmz b
Description:

PAT Pool  Advance
original Packet Translated Packet
Original Source:® myInsidedetwork v Transkated Source: Address ¥ PATaddress2
Original Destination: Address TelnetWwebServer v g Transkated Destination: TelnetwebSarver
Original Source Port: Ll + ] Transkated Source Port:
Oniginal Destination Port: | wTTe Ll + ] Translated Destination Port:  wrTe

c) MiifR7E (Save).

SIE8 Jy Web Ui ] 818 AF5)) PAT.
a) RN (Add Rule).
b) FCHE AT gL

* NAT #L0 = F-3)) NAT F0.
* E3 (Type)= sz
¢) {EEMOXFKR (Interface Objects) [ fic & LA Nk
 FEOXNSR = N
- BRYEOM R = dmz.

d) 7r&E#k (Trandlation) b & LA T
* [R34iF = myInsideNetwork P&8% % .
« BE3R R HOIR (Trandated Source) > i3k (Address) = PATaddress2 455 % .

| EES RS
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Add NAT Rule

Enalle
Description

naT Fass 05 veN [

* JR%4 B ¥R (Original Destination) > ik (Address) = TelnetWebServer /45X %,
* 5305 R B AR = TelnetWebServer 44541 4

- R BRRIBO = HTTP it OX % (RGeS0

< FIRERBERRIRO = HTTP i % (R4 30 .

Interface Objects  Translaton  PAT Pool  Advanced

|
Original Packet Translated Packet
Orniginal Source:* Translated Source
mylnsideMetwork = Address v
Criginal Destination PATaddress2 v
Address v L
ranslated Destination
TelnetWebServer ) TelnetWebServer -
Orniginal Source Port Translated Source Port
- .

Onginal Destination Port
HTTP

Translated Destination Port
- HTTP -

e) MiiRTFE (Save).

SS9 il NAT M T I RTF.

NAT F0uh £ 8] VPN

EH A BEAFL VPN 13 G & > shim (8] G TSR mE 10k p5 (8] VPN I, AT DUIE R NAT G ki i
PLE DI AN] . #E0T LAZE NAT 5605 I &% > NAT > NAT k&) EF &1 NAT %k,
WIEAKLE VPN [ SHELE NAT %kx, v LU LN FR P T NAT %l

N BRI B R A IR A A AT PG I S A AR BRI . 6 TR B LI R (B, M
TR = H 19 10.1.1.6 2 www.example.com) , 75 ZLF ] NAT $&45% 1923 H TP b5 i) B
PLR 7 42 11 PAT BRI 4Rif0, 6T 2i28 0 VPN BRE R (B, IR IR T i
10.1.1.6 ZIEM PE /P A ) 10.2.2.78) , AT NAT; 8877 208 002 5 4 NAT LR ES 5
Ui . B0 NAT AR Huhk e 3 o T [R] ok

meiities i
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B vt oz ven

[& 21: Fl Fukh S8 VPN BY3E O PAT F1517 NAT

DA 7- il i B Firewalll (REREEINAZD HBCE

FiaZ |l

BRI AT B35 VPN IR & DR O % CoesRkaiiz O 4D o fEARRIF, BAMREEOX% A
%t Firewalll (J#/R#EIp A2 820011444 inside-boulder F1 outside-boulder [Fj 224Xk, ZERLE
PO, HRENER > MEEE, REEEEO.

T QIG5
a) EPFEMER > HREE,
b) MHZFHPIEFMEE (Network) I i iR nm 4% (Add Network) > RNt 8 (Add Object).
c) FRENH/RIEINAE N TBINLS
Jy L G4 (N, boulder-network) , AR JEHIA M HLHE 10.1.1.0/24.

| EES RS
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New Network Object
Mame
boulder-network

Description

Network
Host Range (e Network FODN

10.1.1.0/24

Allow Overrides

d) riifR7F (Save).
©) iR INRLE > RINRT R, TFE P H A VE 4%

naT Fass 05 veN [

AMEI G a4 (B0, sanjose-network) , ZRJEHIA ML AL 10.2.2.0/24.

New Network Object
Mame
sanjose-network

Description

Network
Host Range e Network FODN

10.2.2.0/24

Allow Overrides

) iR 7E (Save).

HYR2 {EFirewalll (H/REEIPAE) b, SYRIRTEI A S 48 0B 280 VPN L B 24 10 Jp 2 S N 1) T30

51 NAT.

a) WKUEFIRE > NAT, JEOIEE s gm b NAT 5.
b) siTdiARAMAN (Add Rule).

c) MCE LT @ k.

* NAT L0 = F-5)) NAT 0.

meiities i
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« KB =K.

d) FHEOXF K (Interface Objects) Ad & DL Nk
« EREOX & = inside-boulder.
« BFrEO XM & = outside-boulder.

¢) {E¥EHk (Trandlation) L0 E DL T 650

* [R34iF = boulder-network %J % .

* 5% 5 RYIE (Transated Source) > ik (Address) = boulder-network X% .

* [R5 B#% (Original Destination) > it (Address) = sanjose-network %§ % .

« #E3R G RI B4R = sanjose-network Xf % .
iR
T RSN T S e H bs i, PR S 4 i 4 H AR bR 48 5 16 H s il Fi € AH )1
Huhk, AT A FCRCE B NAT . BT o 7B 25 GRS YRR H AR E 5 4 NAT.

) 7EBmR (Advanced) LR, EEAREBiriEO LERKE ARP (Do not proxy ARP on
Destination interface).

| EES RS
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Add NAT Rule

Manual NAT Rule v
Insert:

In Category v NAT Rules Before v
Type:

Static -

Enable
Description:

Interface Objects  Translation PAT Pool  Advanced

I

Original Packet Translated Packet
Original Source:* Translated Source:

boulder-network v Address *
Original Destination boulder-network v

Address v

Translated Destination:
sanjose -network - j sanjose-network -

g) HilifR#F (Save).

I3 fEFirewalll (HURMEINAE) b, NS RAE 0 A S 0 25 190 i 12 N ELIG D B (1) T3l 8l 22 11 PAT o
a) RPN (Add Rule).
b) B L JEE:

* NAT #0 = F-3)) NAT i,
* £ (Type)= 3.
« RN = 1055 — N2 5 BARFIAT S . i T N B H ks, 6
sanjose-network {4 H (1) IR0 20 20075 I KU 2 17, A5 D) 7Kz AN 25 DL sanjose-network Ki
o BRI B KBTI T3 NAT SR “NAT RUUTE H 3 NAT Z 017 #55 AR R
¢) {EHENOXFKR (Interface Objects) At & LA Nk
« BEHEEO X & = inside-boulder.

« B#RIEOM R = outside-boulder.

d) TE#E# (Trandation) FFECE LR &
* [B#4iE = boulder-network %% .

| meiities i
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B =5 AT ES ons sinsm

s FIRERE = BARED 1P kil H bR O G S 1R TORC B #2 1 PAT
* [R4 B#F (Original Destination) > it (Address) = i (FA4%) .
s BRER B =R (F .

Add NAT Rule

MNAT Rule:
Manual NAT Rule -

Insert

In Category v NAT Rules Before v
Type
Dynamic v

Enable
Description

Interface Objects  Translation PAT Pool  Advanced

|

Original Packet Translated Packet
Orniginal Source:* Translated Source:

boulder-network = Destination Interface IP -

@ The values selected for
Original Destination Destination Interface Objects in
= ‘Interface Objects’ tab will be used
Address v

e) milifR7F (Save).
P A RSB B Firewall2 CEfFIIAAED , AT G AL E LR .

* 4 Hbr & boulder-network I, F-5 5 47y NAT MUK H T sanjose-network. A Firewall2 P4 Al
AN 1A 2% ) BT R 4 0 R

* M HbE R B, FEhEhadE H PAT MUK T sanjose-network.

{£F NAT &5 DNS Z5if) A iy

A RE TSN U B B e LUE S DNS N, J7 2 HIVG S NAT e B )b ik 2 6 3 2 v (1 s o
W B RE A AN, T ARG E DNS 2. DNS Bt #x ) “DNS Doctoring” .

| EES RS
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T AE AT U S UUAL NAT KU ) DNS £ AN 25 b b (i, &R T 1Pv4 1 A dsks EHT
IPv6 [1) AAAA id3%; B, W TI0 ] DNS & PTR IC5%) o % T MBS 2 11 28 i8R BT ] 2L Ath
FEITH DNS W2, ic 62 IR R TE S O SERRE . AH S, 5T WA AT 42 11 2 1 WS 42 11 ) DNS
M, ek SR E A RS g . EDhRRIEH] T NAT44. NAT 66, NAT46 Fil NAT64.

PUF 274 NAT JU0) [ & DNS 55 [F) J LR 3= Z 50 .

* JUU A NAT64 o, NAT46, Ff H DNS RS 2507 T AMH ML o 75 23T DNS 35 LS DNS
Al GEAT IPv4) Fil AAAA it GEF T IPve) ZIal (s,

* DNS JIR55 SAEAME, %) T N i, I L s i P ) — 2856 4 B kA4 A A 1) At A 98
Hle

* DNS IR 5585 £ A BB I UL L HY TP Sk BEAT W B, % s fE AN, I L2 7 S e 435 1) N A4 1)
JIR 55 s 1) 56 4 FRE A

DNS ES[R
PUF & DNS 55 5 S [l

* DNS EENGEH T PAT, K A% 4 PAT MUNGE T4 A 5 AAAA B3, 1EAH i) PAT
AN 5E o

o WREIECE T T3 NAT AU, 44552 T H b Ay bk i, ASAEfc 'S DNS Bik. 4t A
5B, XN AT RE S A AN B AN R e e . DRI, KR RS A DTG DNS N2 TP Hhk
IERfIT X NAT BUUAHUERC; DNS WA AL S A AN b/ H Ax ik 40 5467 T4 7~ DNS 34
SR AL A R

* S¢fs b, DNS HGAE xlate 45 H iAE NAT BN _E5ep. Ik, WAy i a sh A R xlate,
MIABEIEM SR ES . B NAT 2 H U R )

* DNS 5 ANEH'E DNS SIS EHEE (BAEEHR 5) .
PLUR E AL T NAT AU A DNS 55 (17~ 461

DNS64 [ Z &4

T BRSNS IPv4 W45 1) FTP 45 %8 F1 DNS IS5 2% . R G0A 1 MBI 45 o I B S e . 7EIX
FEULT, 4N IPv6 H /7 M DNS JIRk4s 231K fip.cisco.com [JHitER, DNS A 45 #54 DL S b il
209.165.200.225 1 KM v

H T4 75 B T 7 48] fip.cisco.com (R HB3E (2001:DB8::D1A5:C8E1, L D1A5:C8EI /&
209.165.200.225 (] IPv6 X)) , [RUIE T B E DNS B 15 2 IS T B S . A n oIS A 45 1
1] DNS AR 45 #% 1A NAT 4 3FH 7] 938 TPve EALI PAT KU,

| meiities i
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ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:

209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:

2001:DB8::D1A5:C90F

Dest Addr. Translation
2001:DB8::D1A5:C8E1—> 209.165.200.225

DNS Reply Modification
209.165.200.225—> 2001:DB8::D1A5:C8E1

User:
2001:DBS8::1
PAT Translation on Outside to:
209.165.200.230

Fia Z |l

FORRA S TR KL I R CraXadzna) o EARIT, TAVRER X5 2
YO REBRISNER I A ERCERE NS, WA R > M REE, RnikEED.

FIE1 N FTP %545 DNS MRS 85. PR I4 R PAT jth Qi) 2 9 45 5 %2
a)  JLFERTR (Object) > MR ETE (Object Management).
b)  MHZFEPEEMLE (Network) 5 7R 48 (Add Network) > i5n34 & (Add Object).
c) B XSEPR FTP fR4s2eihl .

J MR G 4 (BN, ftp server) , SRJEHA EALHNE 209.165.200.225.,
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DNS64 [ & 1&25 .

New Network Object
Name
fip_server

Description

Network
e Host Range Network FQDN

209.165.200.225

Allow Overndes

d AR TE (Save).
e)  ATIRINMLE > IR & IF e L FTP RS ss #6405 1Pve Hutik.

hMERE G g (B, fip_server v6) , ARJEHIA EAHLHLEL 2001:DB8::D1AS:C8El.
New MNetwork Object
Name
ftp_server_vo

Description

Network
e Host Range Network FQDN

2007:DBB::D1A5:CBE1

Allow Overrides

) R TE (Save).
g)  RITARIIMLE > FRANR I g L DNS RS54 SE R bk

JMLE A R4 (i, dns server) , ARJEHIA TN HEE 209.165.201.15,

meiities i
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B onsss e

New Network Object
MName
dns_server

Description

Network
* Host Range Metwork FQDN

209.165.201.15

Allow Overrides

h)  AERTE (Save).
i) AHSRMMLE > RN & IEE L DNS R 458 S IPve ik,

HMZEX L A4 (A, dns_server v6) FFEIA EHLINE 2001:DB8::D1A5:C0F (H
D1A5:C90F 2 209.165.201.15 [¥] IPv6 X NI

New MNetwork Object
Mamse
dns_server_vb

Description

Network
® Host Range Network FGQDN

2001:DBE::D1A5:CI0F

Allow Overrides
i) RAHRTE (Save).

k)  AdnRRMMLE > RN &I LN TPV 4%,
KM G4 (B, inside v6) , ARJGHIA MLl 2001:DBS::/96.

| EES RS
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New Network Object

Name
inside_v6

Description

Network
Host Range ® Network FQDN

2001:DB8::/96

Allow Overrides

) R TE (Save).
m) ARG > RN &R I LN R IPve 451K IPv4 PAT it

HM X Z A g (B, ipv4_pool) , ARJEHIAJEHI 209.165.200.230-209.165.200.235.

New Network Object

Name

ipvd_pool

Description

Network
® Host Range Network FQDN

209.165.200.230-209.165.200.23

Allow Overrides

n) MR TF (Save).
IR 2 O FTP RS #: 00 & 17 DNS 1B XU 2% NAT KU,
a) MKIKEFRIRE > NAT, Ak gni B NAT S5eh .
b) AdHRAMAN (Add Rule).
c) MELLFEE:

* NAT 0 (NAT Rule) = H3)) NAT #0,
« KB = A
d) 7E#EOXF %K (Interface Objects) Fic & LA Nk
< BEOX R = SME,
- BFREOXMSR = W,
e) fEis#k (Trandation) b E DL R LI

 [R15R = ftp_server MZEXT4 .
* BEIR R B > Mk (Trandated Source Address) = ftp server v6 W48 X% .

meiities i
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Add NAT Rule
MAT Rule

Auto NAT Rula L
Type:

Static L

el

Interface Objects  Translation PAT Pool Advanced

Original Packet Translated Packet
Original Source:* Translated Source
ftp_server L Address v
Criginal Port ftp_server_vb v
TCP -

Translated Port

f) 7EEZk (Advanced) b, EFELLF LI
IR EECIZMN A DNSEE.
© MEMBRES, PRYIXE—X]— NAT46 #54ft.

g) MEHRE (OK).

$IE 3 Jy DNS k5575 Ml B A NAT $E .
a) RN (Add Rule).
b) FCE LT gL

* NAT # M (NAT Rule) = 13 NAT S,
o KB =i,
c) HFEOMKR (Interface Objects) FHE LL Rk
 REOXMR =M.
- BFREOXM SR = N
d) 7% (Trandlation) b & LA T
* R348 = dns_server PN .
* BEYR R B0 > Mk (Trandated Source Address) = dns_server v6 FIZ% %1%,

e) fEE%k (Advanced) I, EFMEMARST (Net to Net Mapping), PlRiX&—%f— NAT46 4.

| R
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Add NAT Rule

MAT Rule:
Auto NAT Rule v

Type
Static -

=

Interface Objects  Translation  PAT Pool  Advanced

Original Packet Translated Packet
Qriginal Source:* Translated Source:
dns_senver ] Address -
Original Port dns_server_wvi -
TCP -

Translated Port

f) Hi#E (OK).

WA JNE IPve ML E HAT PAT k(137 NAT.
a) AR (Add Rule).
b) & LA )EE:

« NAT #7 (NAT Rule) = [3 NAT #L0).
« 2 (Type)= 3%,
¢) {EHENOXFKR (Interface Objects) it & LA Nk
CREOXMNR =N
- BFREOXM SR = 4N
d) fE%E#e (Trandation) EJCE LA I
* [RYBIR = inside_v6 WX %,
« #5355 BYIR > ik (Trandated Source Address) = # 7BERE 25

| meiities i
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Add NAT Rule
MNAT Rule

Auto NAT Rule v
Type:

Dynarmic v

P
il

Interface Objects  Translation PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Souwrce

inside_vi - Address v
Onginal Port -

e) {t PAT it (PAT Pool) FHc & LA Nk
* B PAT ith = LRIk il
« R E R > Huit (Translated Source Address) = ipv4 pool FIZ% %1% .

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

w
Interface Objects Translation PAT Pool Advanced

Enable PAT Pool
PAT:
Address v ipvé_pool

Use Round Robin Allocation
Extended PAT Table
Flat Port Range

Block Allocation

f) MilifE (OK).

DNS Bl & 220, SMERIZEC _ERY DNS BRS5 25

NIRRT AR L U5 ) fF) DNS k%545 . IR 454% fip.cisco.com 76N EHE: I Fo K NAT B & 44
ftp.cisco.com SEFRHLNE (10.1.3.14) #A4 h 7E AN M 4 F ] WL 1w i dik (209.165.201.10).

| R
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ons mg s, sz asons sz I

TEIXPMESL R, B AL F AR 5 A DNS [RS8, DA S Bt ik 15 10 fip.cisco.com [P
HOH AT DABRCR ) DNS 4w i s brtthil, AN A& g ookl o
NI EHLRIERT fip.cisco.com [FIHHEF] DNS K i, DNS i 55wk DAL Hi ki (209.165.201.10)

YEAIEISE . G5 H BRI SS 25 (P AN, IF45 DNS [RIS v [l ik 64600 10.1.3.140 a2 RAH H
DNS [R5 &, P8 AL 22 30K i i &% £ 209.165.201.10, 1A & B4 Vi 7] fip.cisco.coms

DNS Server

DNS Reply

Security
@ 209.165.201.10 Appliance
DNS Reply Modification
209.165.201.10 > 10.1.3.14
£ N
( Inside
@ N

DNS Reply
10.1.3.14

User ftp.cisco.com
10.1.3.14
Static Translation
on Qutside to:
209.165.201.10

®

FTP Reguest
10.1.3.14
FriEZ Al

PR RA S TR R I DR (X edR A4 o EARIT, TAVRER X% 2
YO RERAISNERIN 2 42X, EPER IR, WKKEHFR > MRE®E, RFiLFFED.

TR 4 FTP R5545 B M AR 5

a) LR > WREE.
b) MHEPIEEEMLE (Network) Jf s iRmnM4g (Add Network) > iR/ A0%f & (Add Object).
¢) &Sk FTP RSS2 Hbdik

meiities i
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AW G s (Blhn, fip server) , AREHIAEN ML 10.1.3.14,
Mew Network Object
MName
flp_server

Description

MNetwork
® Host Range MNetwork FODN

10.1.3.14

Allow Owverrides

d) riilifRF (Save).
e) MdiRinML& (Add Network) > i3t (Add Object), #RJ5 & X FTP RSS2 )55 e Jo bl .

J MR G4 (BN, ftp server outside) , SRJE %A EALHNE 209.165.201.10.

New Network Object

Mame

ftp_server_outside

Description

Network
e Host Range Metwork FODN

209.165.201.10

Allow Overrides

0 MiRTFE (Save).
IR 2 4 FTP RS #: B0 & 17 DNS 1B XU #1285 NAT KU,
a) MKIKEFRIRE > NAT, Ak gnit BT H NAT 5 .
b) RN (Add Rule).
c) MELLFEE:

| EES RS
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* NAT 0 (NAT Rule) = H3)) NAT #0),
« KB = FA
d) 7fF#EOXF %K (Interface Objects) Fic & DL Nk
REOXNR =N,
- BFREOXMR = 4.
e) fEiE#k (Trandation) b DL R L
 [R15R = ftp_server MZEXT 4.
* #3455 RYR (Trandated Source) > Heiik (Address) = ftp_server outside M5 %% .

f) 7EEZR (Advanced) LI~ I, MEFEEHRS MM A RS DNS [ £ (Translate DNSrepliesthat
match thisrule),

Add NAT Rule
MAT Rule

Auto NAT Rule -
Type

Static -

Interface Objects  Translation PAT Pool  Advanced

L}
Original Packet Translated Packet
Original Source:* Translated Source
ftp_server - Address v
Original Port ftp_server_outside v
TCP -

Translated Port

g) HiifE (OK).

DNS [ & {&ek. EH ML A DNS Bk 5585

TEIERANEM L 1) FTP 443 F DNS RS54 RGA M0 SNBSS 3 A . EIXF G
BUR, P EH P DNS BR 45 #5318 K fip.cisco.com KL, DNS AR 45 256 DLk fribiik 209.165.20.10

| meiities i
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YEAW R TS S B S A8 fip.cisco.com AR HBSE (10.1.2.56), [R5 20 & DNS [0
1& S LA T A i 4

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

Dest Addr. Translation
10.1.2.56 —>» 209.165.201.10

DNS Reply
209.165.201.10

Security
Appliance

DNS Reply Modification
209.165.201.10 > 10.1.2.56

DNS Reply
10.1.2.56

FHIa Z Al

BORRA QS TR ML 4 R (X e a4 o AR, AVRER X2
YO REBRISNERIN 24X . ERERE LS, WEHIKIEHEN R > REE, RniLHEED.

IR N FTP RSB M2 0 4 .
a) EHMR>WREE.
b) MHETIEFEMLE (Network) H st iRmnM4g (Add Network) > i/ A03F & (Add Object).
c) & MSEFR FTP RS #sHuhl.

ARG (B, fip server) , RJEHIA T ALHAE 209.165.201.10.

| EES RS
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New Network Object

Mame

ftp_server

Description

MNetwork
& Host Range Network FODN

209.165.201.10

| Allow Overrides

d) AitfR7E (Save).
e) HidiRnMLg (Add Network) > hn%t 5 (Add Object), #RJ& & X FTP R4S % i 40 otk o

Mg (B, fip server translated) , #RJEfH A EAHLHBHLE 10.1.2.56,

New Network Object

Mame

ftp_server_translated

Description

MNetwork
® Host Range MNetwork FQDM

10.1.2.56
| Allow Overndes

) iR 7E (Save).

HIE 2 Jy FTP JIRSS 4HIC & 17 DNS &0 A NAT FEU .
a) WKUGEFRIEE > NAT, JHOIEE kg i NAT 5% .
b) AR (Add Rule).

* NAT # (NAT Rule) = H 3l NAT Fiil,

© R =i,

| meiities i



B onsEsen. FHRs o DNS RS S

d) FHEOXFKR (Interface Objects) A& DL Nk
 FREEOXMR =M.
- BFREEOXM SR = N

e) {r&E#e (Trandation) FJCE LT L.
 [R1KIR = ftp_server MZEXT4 .
* 5% fFRYIR > Hbk (Translated Source Address) = fip_server translated % 4554 % .

Mt |

f) {EEZ (Advanced) 1B |, dHEE# 5t AN LECAY DNS [E & (Translate DNSrepliesthat

match thisrule).

Add NAT Rule

MAT Rule
Auto NAT Rule i
Type:

Static v

w
il

Interface Objects  Translation  PAT Poaol

Original Packet
Original Source:*

ftp_server -
Original Port

TCP v

g) JHHAE (OK).

| EES RS

Advanced
Translated Packet

Translated Source
Address

| fip_server_translated|

Translated Port
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BLAN B 1E NAT RO 212 3R

I ke EEGL | EEEE |EAER
=IRRA | RIKARA

Yl NAT B A | 7.2.6 i il NAT FUUES, BRPIZSXTG4b, B nT DL 4541,

P4 . 741 B 73 507.4.0 3 FEIE RS

ety —Oa . AR MEg | 7.2 i A LI R ZAS NAT U, JERE S 25 e sz e Al o FRsE

MR 2/~ NAT F. FHAGE H T-F30 NAT BRI, 17 R A AT NAT KR,

F-5) NAT ZFee 4l |71 (E=3 ] LU H] FQDN M 4805 (5l Wi4g & www.example.com [1) 19 26 %1 52

SEAH 4 (FQDN) % %4 VRT3 NAT B0 (3 H britihl . R SRR HE DNS JIR S5 283% [A] [ TP

F L H bk E A

FEREONTPAT HIUHE 4} T | 6.7 o F S PATHUIE /R4 S A 7 e AR, kb2 Bo g SRRk DA 17,

M5 . PAT Wb Em DRI L A8 AT PAT It AN SR IR D3 22 /D B — ANk . DUAE, $3I&och

im OSE R LA B ER FEEENPATHB bR 43 o4 K /INAH S it T Bk, JEAEARBE IR DA 22 1) 43T e

B, R EHAERL 7o BEAS DA ER A AR [R) PAT Huhib ()i 1 Be o DRI, 48R LIRS 4k 308 o 7 2

o PAT P40, K PAT ¥ /NN B — AN TP bk . fETE 1024-65535
VEREI, AF 512 o e oyl B, B & PAT Wb, m] DA FEAE
I e PP AL A AR B 1T 1-10230 01, FEATT AR, AN AR
G320 8dE e, 58 PATHBIPHLNE A BROSS3 SN IEBE A PR AL,
©HENS AL B AR NPATHEIPHEB I 16384 EF2%
VE R I O () —5B 4y, T REIPATIE (TGI8 2T RGSIE JE R 1
FRIZAT) DUAEARME FH 1023-6553 5/ i D Ya . LARY, %snl UEAE
PAT s ) v 404 AR 43 B i I SE Bl (Flat Port Range) 3% 3 5k 1k £ i A
FAARBEEHE . 49 B OSeE (Flat Port Range) 16T 4k 20 «
PAT i BILAE LR LA BER . 180T DLk FE B4R B8 % O (IncludeReser ved
Ports) J£, LAYE PAT yth 255 1-1023 by 113 o
TR, WORACE E OB C $R4EE (Block Allocation) PAT ik
O, WISERHEAECR/N, TAEBRIAR 512 b D He. BbAh, AEEA
SEREP ) RS PATIHL B FEPAT .
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