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SIS . A RMEIYE RS B, S RS, B 11 L.

* LACP#83 - ¥EFE “ T30 “diah” 8“7 o BATEBUER Active B0 (BRIL) . #iah
FE R AIE T ISA 3000,

* ({Y[R Cisco Secure Firewall 3100/4200 ) LACP RZE— %F “BRIN7 . “IE®HE” o “P” .
BIMER “IEH” (Normal) (HFRA “18340”7 O o g @B A P 1Y) LACP s oo
W A . FRATT R U A P i T A R R T

B o



| oz

s gmaorszEnzEs i

o (fUFRISA 30000 EFRAYIEEO: SEE-MNAMI TFHHEERF, %P EtherChannel 2L Jy = H #2
s i /N E R E 0 80E (1380 16) o BRIAMEN 1. MAMI FhigERHd, 1 EtherChannel
AVFIER R EHBE SR (13 16) o BRIMEN 160 WHRASHNIA IR 16 NFHED, 1
B Iy A B E A 8 B /NMPIME.

* £F Mac #btik - WR T EE, 15 E F5) MAC Hulik. mac address (468 HHH, A H &
16 ST iERIECT . W, MAC Hilik 00-0C-F1-42-4C-DE L. 000C.F142.4CDE [FJJEH A

A EE E (Hardware Configuration) S£50 -, J 4 BT sl ba 2 10 s 2 R A 1
Ml E (OK).

Mt fR7F (Save).

UBIN, BnT LA AR E > ERE IR SR 8 BT 0 TR e e o (BB 2 5, SSCA ARk

CAfE)  XTFH RRRE kS O, 88N VLAN T8 0. SN0,

TR KSR 1, C B BB MR L S . WO R L B R AL e X T
SCIPS #2111, S P WIREE a4 1

5 8B ORSEOEREN

P EREAT AR 1 SORT i 3 B0 B O MBS A FD . BB R W] DGR R LR Uik el
P4 T L

RS ST

© B L

R EEL B IE R N, BRI, LA DT
- FHFAL

A5 BB ARy ANRRAT (YRR SR ) 1S R 2 R

o VAN I ES 3 B 10 -3 0B 42 1 B o A A FH 2 R B A P R s e o AFE NI
LA FME T E P I3 D e . 1T DL E BT U e B IR 2 A S D, RS
B, NAT. SSL. S, VPN, DHCP RS 8554, MHIRREE 0B MR L %48 VA 5% iR AT
BCHE . 524 XIS AN 2 58 o 38 W] LAZ#H L 43 BC Y EtherChannel IR KR, A
)3 6 e 2 BUESR AR A E 0 BT [P .

2 E R R R N, “REO7 RIS R MR D AN ERE (O, ol Eic
W .

o BB Y i) 4 ST - R A A T A B b0 FMC B 1, D JR A B
f FMC R AT IR RS e & s o, AR5 #fiA S, configure network
management-data-inter face IX L&z [ 51 4 G vk A stk 47 .
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Eomiz |
B se=vomsanex

TR PP 28 85 I e T 80 ) 255 10 R o A ARG 0080 P 5 K R 11 S A I,
ANRALE B o DR AT B T AR e B SR B D
Frig Z Bl
<
- FHLR
* Uyl BB

o WA E A PG

FIB1 KK & (Devices) > IR & &I (DeviceManagement), Jf i BB ¥4 11 &g (2). R
BRINESIED (Interfaces) TIH .

FB2 WIRTE, i550HED (Interfaces) 4 E AR H R & (Sync Device).
FBI KB ESSE, HSM LD,

IS BRI IR E O

a) BEATLME #O BRI OME, KURORECKETN. dhaf TRIERERERUESE
I

b) sidiIEIEE M (Validate Changes) DAiff {5 i 76 72 15 U5 415 28
U AT R, )5 S O D T RTIS AT BRI

¢) HilifR#F (Save).
SIS, SR LU 2 ERE > ERE I M B i A M B 4%

FMC i el 0B

a) WIE /& TN LAE B A TERE, R . Ui E O, Al EE
RS B L B D

Q Deploy Go + @ adminv

| FMC Access configuration change is detected. View details... |

RGUATIT FMC i iE - BEEIEAES W HHE.

b) PR ERIECE, TR ERM EnicE. Sl gt LT E
KUCHC BB b AT AT E .

B o



5gracAsEnes i

Blhn, SRR LR RS BB EAR AR AR T A B E .

FMC Access - Configuration Details 7 ®

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIQutput ~ Gonnection Status
Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh ]

Method Name

DDNS - Update Methods
Method Type
Web URL

Web Update Type
w 4. GigabitEthernet1/1
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
|Pv4/IPv6 Address 10.89.5.29 255.255.255.192
Static Route Configuration
|Pv4 Gateway 10.89.5.1
IPv6 Gateway

| Legend: Above configurations will be = added,  modified or  disassociated from FMC Access interface on next deploy to FTD. |
| Acknowledge | ‘ Close |

DN Rradic e g2 D SV Sl Ui MR ) AN TR 2 B v YL s S S W 15 37 A RN VR e

FMC Access - Configuration Details ? %

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIOutput ~ Connection Status
Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh ]

Method Name

DDNS - Update Methods
Method Type
Web URL

Web Update Type
w 4. GigabitEthernet1/1
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
|Pv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
|Pv4 Gateway 10.89.5.1
IPv6 Gateway

| Legend: Above configurations will be = added,  modified or  disassociated from FMC Access interface on next deploy to FTD. |
Acknowledge

Close |

c) M #iA.

gomz i



Eomiz |
B =:= cisco Secure Firewall 3100/42008 5 45 51

FRATE DAL 58 B B O OB FAE R B8 20, ARG BN o iy B IA RN R 2B B
NREREI, G WOER A A U A AR TR R BCE . AR AT,
SUEAE FH AL P T RIE.

d) LR, RTLUSE AR > AR IEA N L BT AL A

‘T8 Cisco Secure Firewall 3100/42004% [ £& f& 3

URAE B AT IT B 2T R AT, WG R ATAR AT ERAT s ER B C 3 A FRT A A

LA WA B VR (5 BT B 4R B, T ITHLAE#R{E (ChassisOperations) Bi[fi. M %
E>IREEE, AL P EIE o XTGP, RIEIGE HY TR R B
RGURFTIT e HLAEHRAE 00T

[ 6: HLFEIHRIE

172.16.0.51 (Chassis Operations)

Network module and interface breakout details for device.

Interfaces

| Refresh || Sync Modules |

Network Module 1 Network Module 2 @ )
mn 12 12 1/4 1/5 1/6 17 1/8 2/3 2/5

() [0l )
TEEET (]

119 1110 1 Mz 113 14 115 1116 /4 26

Physical Interfaces

: 1o Interface page in device details

Interface Name Duplex Auto Negotiation Admin FEC Admin Speed Media Type
Ethernet1/1 FULL No AUTO Tgbps rj45s
Ethernet1/2 FULL No AUTO Tgbps ri45
Ethernet1/3 FULL No AUTO Tgbps rj45
Ethernet1/4 FULL No AUTO Tgbps rj45

iy BT DURDH 8 RES o A R AR =5 SR K B o _EHEAT TREPFEE S, W niidy Bl EER
UR AT BAEYIUG A B e M g B 223, TS P LU N R .

B o



| #omaz
mEsxisn ]

A LU BES 40GB 5 & 4R L B 10GB 29 320 1 o MFE A 43 4n4aT Wi 70 3038 b N 10 o 0
S AT DAGAT AT JeAth A 2R LUK 9 s 1 —FEAE B $5%8 N2 EtherChannel.

S RN AN B E B . AT I G, S TEIRPIR B A IR

FrIaZ |
o R AE 2 SR 73 SO . A RTEANME R, TS P R/
o FEFP BT DI I 1T, I AGER T LU R X4
o R R
o SRR A B
s T A THERN
* EtherChannel Ji 7
* BVI i1
* AT NN

o T ECHDET I B T S T I D T RE S (O, SR AL

TE N RE>REEE, s SR B o TR A I, B IGE T A
BERs ER BRI S SO e R PAT PR ae

& 7: &=1EH5E

Name Model Version Chassis

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

RO FT TR 1) HLFEIRAE DUl (AEZSBIBEUT, st ffioh MAEEERS) « s Rk
S PR VRN

12 M 40GB B 4 1153 32 10GB g 1 .
a) MO g (2 .

FERFVASITHEF fithi 2 (Yes). WIRILLIEAEM, BORA 21— SN R Ui oA i
NG, R A REE IR 3.

| gomz
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B ==sxi0

b)

B, ZEHR4 1 Ethernet2/140GB #2111, AE pl1) 782 LUK #FR 4 Ethernet2/1/1. Ethernet2/1/2.
Ethernet2/1/3 F1 Ethernet2/1/4.

R L, TR LR B R AR
B 8 3% 0

Network Module 2 @[

8|1

MNetwork Module 1
1 12 1/3 18

T e

111 Mz 13 e

el e TR S B, 4 2380 (Interfaces) UUTH BLORA742 1 B2
B 9§ 5O RE

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

£ 0 (Interfaces) JUE IS, sidi&E THRES 2 (Click toknow more). REHHTIHEOE
2 (Interface Changes) X 1ifiHlE .

B 10: EFEAEK
Interface configuration has changed on device. Click to know more.
11: 3% OEK

Interface Changes

The following interface changes have been detected. Click *Validate Changes® to know if there is any impact on cument configuration.

Interface Type Change Description

i Ethernat2f2 Physical Interface ks disassociated
i Ethernet2f2/1 Physica Interface ks assockated
i Etherne12f2/2 Physical Interface ks associated

& Friacnas 20307 [T Imbarts s b s neeeiskad

d) sUlBEIERE R (Validate Changes) LA Of S 7 1 EUR (/3 24

L BT AT R R, D) B MO T EE T IS AT R .

{EE, Mg 22 A SRemes vp A8 FH A4 1 2 D 0 I i . DA AR L B P AR 2 A B s L 1,
ALFEVT R FEN . NAT. SSL. G433, VPN, DHCP RZ5884% . MBRE: LB IR Hizds A ¢
FIAEAT L B o 5| 224 DX 3 P SRS AN 52 5200

e) fiilixH (Close) iz [Fl#£ 0 (Interfaces) T i .

B o



| #omaz
mEsxisn ]

) SERTE (Save), DUEHE 3 115 SO A7 27 K B
g) WRIE L ST AL E, 155 2 EBE (Deploy) > E8E (Deployment) -5 5 .

T B3 B AT LRAF 23 S0 1 S

HIB3 EH I S 1.
TES A BB I N5 1 F T A 3 1
a) SO mA O .

FERRATEAE P Rl 2 (Yes)o WERAEAT 13 HIEAEREN, ORI 2RI E .. it
fEPATATAE N B, AR A A fig FAXEB A .

b) e BRI R R, B A0 (Interfaces) T LIRAERE ML
1222 OTE

4 This device has configuration changes that were performed directly on the device. Visit Interface page in device details

c) 7E¥EO (Interfaces) W TN, ridim®r THRESIER (Click toknow more). RZKFIHEOE
2 (Interface Changes) Xf i .

B 13:EFEOEK
Interface configuration has changed on device. Click to know more.
B 14:3#0E K

Interface Changes Q

The following interface changes have been detected. Click "Validate Changes® 1o know if there is any impact on current configuration

Interface Type Change Description

i Etherne12/2 Physica Interface is dizassociated
i Erthermet22)1 Physica interface s assoclabed
& Ethernet2/2/2 Physica Interface s assoclated

& Frhwonat? i3 vl Imbartems b s nsistond

Validate Changes

d) AISIEE M (Validate Changes) DL S i 282 1 58 s 415 A 2.
G BT AT R, D) R O S EE T IS AT R .

Brfz A SR P G PR I AT RE S I B G A . T DL AR E TP IR 2 A B S A,
AFGUT A FU . NAT. SSL. S0, VPN, DHCP S 2e%6 . R8s LU 4 5 %42 1A 56
R C S o 5 224 DX 3 1) SRS AN 52 5210

e) siidixkM (Close) i[F|3ZE O (Interfaces) T .

| gomz



Eomiz |
B enmsms

) riiRTF (Save), LUEHGHE I T SR A7 2B KBS o
g WARELITESATMILE, 15 2 E0& (Deploy) > #F& (Deployment) & Hilifs .

T B3 B AT LRAF 23 S0 1 S

Y8 0 ) 2% AR AR

SLERIUR IR Bl e 4 P RS I 2B k35, AT U 2B 3R A it o 2 B R 30

TR MR 2HEA R R R
X AR R T R, S AR Y R TR
SR 2 HOFA BN K 152 P G P BT R B

XA BT IR, T E IR R s B U T e, RSP EA IR R . e, EATEL
SRR R GES PSS /D s R S B e BP0 el A v D0 3 e 25
M IF PR B A s R B

P33 N RE>REEE, fGEHFE FIH R 1 o TR T I, B IIGE TR /A
BEws IR BRI S O e R R PAT 7 A

[ 15: EIBHLFE

Name Model Version Chassis

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51 T par

Firewall 3120 Threat Defense 7.1.0

RGURFTIT e MUARHRAE DU 0 0 o Son e P B PR £
TRA rUliRSHELR (Sync Modules) , TR W 2 BN 5 15 ST UL IfT

S5 e b, et de (Y o R ke,
& 16: 5 F M 48 f51k

Network Module 1 Network Module 2
WMoou2 3 ya s e 17 18 201 23 25

V) (W) ] ] o] e e i il
e I J[ JC JC JC JC JL )

e 10 1M1 112 113 114 115 176 M2 24 e 8

B o
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EORE

mmmsias [

TR 6 RZUKI R BRI ZIT R M. miid Yes
B 17: kB

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

PR BRALFRENEE R — M8 AR 230 (Interfaces) HHT LAGRAFH 1 B K
[ 18: 352 OTUE

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

P8 (i) {r3EO (Interfaces) UGS, BAFHEOMECEMINE. Bl fiaE THRES
(Click to know more) T T E ¥ (Interface Changes) X5 HE LA E 5 .

B 19: EFEOEK
Interface configuration has changed on device. Click to know more.

& 20: ##£ O &L

Interface Changes (2]

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

‘ Close ‘ Validate Changes

Mtk (Close) i2[M3EA (Interfaces) Wi . TS B M AEER, DR R A7 AT ] fic 5 52 0,
BT LA JE 7 s T3 E BB B (Validate Changes). )

gomz



gz |
| ST

PRI RlHRTF (Save), DUECREE 1 e ORA7 2115 K gk

AT P LR AR R

TEAT LUCRE W) S AR R A SN AT TR R AL R i, I G o OB R 3o (EURE, A 205 P 2 iR A fiE
AR IR . LR P AR O AT IR L 22 BT R LU e 3

T RESE e A I, R Y /e LT U A o SRR o e e o e R
BRI b, ANREAE T iZ AT .

FiaZ |l

SR A TR AT HIE, AT LR DR

°EﬁKMMmm)%ﬁﬁ%ﬂmﬁ&MW%mﬁﬁﬁﬁ(% B S /D 5 SRR R
o AT TRAE . WS P R

FESATRATHRR R SR RO IR . B, T DA Y R B BT AT 84, SRR
WA 285 A5 B SO )20 BT AT i 1Y o (RAE RIS, OB ICIAE P 1Y S A X

* = AJ AT (High Availability) - SE7EAE ] /4 45 RN E G i b U145, T4AAT LA 2 4

o WSRO AR AL T g b, W UR el IR TES B T T R . A fe
VFAE R AT Tl il e A8 TR R 1) ) 2

o NP RET bR VAR T 1 A% o T 2 D) C 4 T TP b B A 1

P2 NRE>REEE, sGHHFE DI B8 o 0 TR A IE, I R R
BEfs R BRI S O R P AT 7 A

21: EIBHFE

Name Model Version Chassis

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

RGURFTIT e MUARHRAE DU 0 00 o Son e P BB PR £ 6
PE3 ANEIE L, st (W) LA M 2t

B o
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| zomz

miEmmssn [

[E] 22: 25 F 0 4 Rk

Network Module 1 Network Module 2
m 12 13 174 1/5 1/6 W7 1/8 21 2/3 2/5

(W) () = ) ol
CONSOLE MGMT USB
TR EE WEew

19 110 1 112 113 114 115 116 212 2/4 216 2/8

ANEAEFED (Interfaces) G EORAAAT AT, TS E MR, Pl A S Ay B P IT AT AT B
AE .

TR A RGBS RO MR, S Yes,
23:HINER

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

WIS S b, WA eReRa e, HUT TH R 0 2 AR I 5 488 A 7 14 D9 2 A e
Sme o mmie o, ey ) s,
[ 24: 5 A M 4845 R
Network Module 1 Network Module 2 @
11 1/2 173 174 1/5 116 17 1/8 21 2/3 2(5

() 900 == )
CONSOLE MGMT UsB
LI

119 1710 1M Mz 13 114 115 116

22 2/4 2/6 28

TR ARG PR EFIE T EIT R M. mid Yes.
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B snsunenssmsen

& 25: #yIA B

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

ST 8 MRS AT Y, EHATLL PR,
* BHE (Clustering) - F415 AURINIRIAERE o 15 S VR IOFT (R A AE 1T 5
&AM (High Availability) -
b SO T e R s A = R O b | ST D R D
o S AR 1Rz D ER e A D M R . TS A TP R 1 M

15 P 48 A5 SR 5 6 g ELth 2B

DR A S T AR g R g A, DR B DR A B, WO A DD T IR, 2T
T 55 AN A AE R 1 AR SR AT P

PR B R T, B BRI A B BT LA R A

FHia Z |l

XA, A RS D) R AR b, WA REAE AT Z M S, R AUh W T L G2
Bl T W e o] FPERD) IR AL TR R 3 E A i B RN L. W SR R shE, R
AR e B m] A

T TR, AT LU PR

o BEES - TNl TR R MRS R AEAERAAT I AR B N AN AL TR
TS I AT

PATHHR, T S IRl .

B o
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| zomz

SIS

LIE6

sResrzEnyexn [

= AT PR - A O 2R I R S B A A, I AR R b AR e D s . TS
Jic A% TP Mk s s

Mg > ig&ER, SFE 2 &8 o R e R, R I AGE H R R A
BEgrs AR AR B O BRI 1

26: E1RH A

[l Name Model Version Chassis

] ~+ Ungrouped (2)

] 172.16.0.51 Snort 3
\_| ne Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

RGURATIT % HUAEIRAE T I Ui 2 o o O B I PR A 15 8L

EHETETE L, it b (W0 LIS I 2t
27: B AR

Network Module 1 Network Module 2
1 12 13 1/4 15 1/6 7 1/8

2n 213 2/5
consote vet = ] g W (R

19 110 111 112 113 114 115 116 212 2/4 216 2/8

AEAEFED (Interfaces) GUTHT EORAAAT AT, i T8 S g e, DRI R AN Sx A B A T AT AT B
ARE.

RGUK PRI EOC A B miih Yes,
[ 28: #IAEEH

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

o]

FEBLRE b, RYEREPE SRR, BT TH P8RRI T4 A 7 (8 R 2% A B o
HOBT A BB K 152 B 0% P B TR B A
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goms |

B snsunenssmsen

T AR R R I, T SE R Sh BT R R, RIR SRR EATE R R B, A, RTEL
FERFEHINT RL GES B S D SRR S BIAE BP9 Al e m] R A D)4 3 e 4%
W JFEDETR B2 AT AR R A

ST fp AL, ISR (Sync Modules) LS 1101002 M AT 2 LK 52 57 D1
Sme m ks g (B

29: |3 F M 45 E

Network Module 1 Network Module 2 @
- m 112 113 1/4 1/5 116 117 1/8 21 2/3 25
W) (W] == (o] e e
CONSOLE MGMT  USB
C L JC JC JC JC JC JC ]

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

B ARGRIREMYGE T EIT R Mg, S Yes,
[ 30: 1IN B

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

PR Ul R TR S P B, Fe 2420 (Interfaces) Ui DAORAFHE 1 4.
S EBEONE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

RN WUR PR 1 8D

a) 7E¥EO (Interfaces) WA, ridim® THRESIER (Clicktoknow more). RZKFIIFEOE
2 (Interface Changes) X i HE

B 32EFEAEY

Interface configuration has changed on device. Click to know more.

B o
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3B HEOEL

Interface Changes 12}

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface Type Change Description

Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

| Close | Validate Changes

b) SdESIEE K (Validate Changes) LU {4 S A 12 1158 B0 15 3%
G BT AT R, D) N MOC S EE T IS AT R .

T s 22 4= S A A ()48 D & s e & . ) DA AE I B v AR 2 A B 5 1, 4507 )
M. NAT. SSL. G430, VPN. DHCP RS #555% . MHIRBRFE RIS S 1% 422 T A0 96 IO AT fl T
BHo ol 24 X SRS A2 500

c) JiiikM (Close) i[F|3ZE O (Interfaces) HL .
S22 FEENEEOEE, WS 0 YR OIERCE DKM S5, 2 6 Tl

BN LB N Rl SFP” , I TR 22k ¥ SFP I IERAIE L . (0518 T3 8 1 B A Ry 58
{EJF HIUAE AT ZOF LI, A 7 2B Rd L

FB3  JUHRTF (Save), DAIRREE B SO ORA7 2B his
TR QR SUEMTICE, 175 2 88%& (Deploy) > &F& (Deployment) Jf 8 5 .
G 8 #8 E BIV AT R A I 2 A R B T
PR X FER G AT I, AT LD R
* B#5E (Clustering) - 517 SNPGRS o TH S BAAS IR IO ERAE 1Y Al

* =R A4 (High Availability) - X W28 AR ER b 8z 11 E 37 e 4 g o 33 2 D0 TG 2 4 T TP bkl
FEE W95 .

HRED P 4R A5 IR

WIREK A MR 8B, AT LR 2D R PRl W 2 b o 2 B R 50
XA B R T I, B BRI R B BT LA R
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goms |

B romnses

FHia Z |l
AR A R, TR DR RS B AN R A L

T NIRE>REEE, fULIE S 1 o 0 TR T, I TR 3
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] Name Model Version Chassis

O ~ Ungrouped (2)

— 172.16.0.51 Snort 3
O "ol Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent
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Network Module 1 Network Module 2
1 12 13 1/4 15 1/6 7 1/8

2n 2/3 2/5
consote vet = ] g W (R
212 214 216 2/8

1/9 1Mo M2 113 114 15 116

PR3 RGBT O M. S Yes.
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Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

| No Yes
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37:¥BEONE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

HIES 7E3E0 (Interfaces) VIS, A 2H: ECE O SUHHE .
BEFEOTNL

Interface configuration has changed on device. Click to know more.
a) milimEE THRES (Click toknow more) 7 71 O B X (Interface Changes) X 15 HE LA & B
39:OFEK

Interface Changes 9

The following interface changes have been detected. Click "Validate Changes” to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is disassociated
Ethernet2/2 Physical Interface is disassociated
Ethernet2/3 Physical Interface is disassociated
Ethernet2/4. Physical Interface is disassociated

| cose | R
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c) siii%kM (Close) 2|3 O (Interfaces) Hif .
W6 SUHRTE (Save), LMENEHE 11RO A7 2B K i
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{fH configure network ipv4 =% configure network ipv6 iy &7t CLI H1i%
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H B B

=N
A o

Rk EERHETIZETIE OB DNS B B EHE, RESHILSCHfE
FAEBEEE N . AERAT L D 8k E FHER T 2 /S 2O B A DNS
TIRRIEHERS, B AR R AR B A P B % 2, A
SR B L S R . b, BREFEEI4, AREXT DNS {f
ML O,

bR

B I HAT N T HAF S S 10 0 DNS A4k s . fi7H configure
network dns fiy &7t CLI i &,

FlexConfig

HETHME .

S ECE

FiaZ |l

o WAFH RN, 154 BT CLI _E&i A\ show management-inter face conver gence i
Ao LN SR B O O A I

> show management-interface convergence
management-interface convergence

>

AT g S B TR A5

> show management-interface convergence
no management-interface convergence

>

o R P AARRE, A AR BB AT AT S5 IR ROICE RS B 3 SR % A
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Management Interface Merge ? X

= The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.

= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment. \

= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more

= HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The ) symbol shows configuration uses that you must edit
manually before you can proceed.

Do you acknowledge the
change?

REVIEW 4 USES | ' Refresh |

Q Management Interface
Management interface (Management1/1) has (IPv4/IPv6) address con... See
more

3 Static Route Setting
Static Route Setting under virtual router [Global] with manageme... See more

0 RIP
RIP with management interface (management) are not valid when th... See
more

A HTTP Access ]
Management interface (management) is used in (HTTP Access) of PF... See
more

|- Cancel || Proceed

TR A WERTETF MR SO ST ARG, AT LN 3R
a) Lt BGH DG H B IR O & F XTI HE
b) FAURIIREN IR, K5, ATLUNERIH , B SOy R
¢ EFITTEEREOE I,
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Management Interface Merge ? X

@ = The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.
= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment.
= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more
o HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current

management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more
Review the Diagnostic IP uses below. The [ symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 2 USES | C Refresh | BRI LT L S
change?
A HTTP Access
Management interface (management) is used in (HTTP Access) of PF... See
more
A ICMP Access
Management interface (management) is used in (ICMP Access) of PF... See
more
| Cancel || Proceed |

FIFE G, BaE DR IIRE:

@ The Management interface merge was saved and is ready to be deployed. *
Note that you cannot undo the configuration changes related to merge; you must manually reconfigure the Diagnostic interface and related configuration.

FER6 ASE SR
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MBS IR S, RO E B AL RO AR L (B2, BWHE D LAITh BRI E. 1§25
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* SNMP % J'ii
* RADIUS Il45 %% - RADIUS R 45818 S 30 iE A N A IP Hohl, DRI 55 20K % TP Hihik 5 2t

VMR AN, TR R IR, R SOV AT [ INA S B TP MR B A B TP Ml

msanegmzEn ]

hibs W TS0 S B s B “EEsh” Pk, EE BRI A SRR IR .

BiHEHEEEO

FHIa Z Al

o WAH RS, 1EHE B CLI L%\ show management-inter face conver gence fir

Ao DUN T SV B D B T

> show management-interface convergence
management-interface convergence
>

AT 0 S B R A5 F

> show management-interface convergence
no management-interface convergence
>

B

Management1/1 management Physical

PR3 AR (Yes) NN & I3 1

JEPP BT 7.4 B SR ARCAS SERF A R IS BAS I 1o ARG T U S ORI 1, BRI R
o EBUEAERE AT RS 213 HRE S8 N R I A AR 5 P AT REIFARIITA AR IR #E S0
M B RS T .

HOH & OASME RS E (IR EREHG DD « BREFIHEFLE S
Wrgz . tbah, EHEEEOIER 4N “management” ;
B, RS AR TR ORAZ IH R S T RC S, WImT DU IZAC S, B 4 nT DA A el A B v
O BLERREINRE, WA T REIRE, BBl ERFEAE.

ANgeR L E 440 “diagnostic” .

o XPTE A PE AIEERE, WEAE ARSI B AT IR ST . BRI ELRE B B R 2 o5 s

PB G &> WEEE, A B BiE T %wiE (). REGEIAERIZDO (Interfaces) ifl.
T2 NTEMHEZD, Al BUEESFEEED ().
& 40: EIBIEOIRRF

Global

gomz



Eomiz |
B zowmzrias

A BUHEFRIA

Management Interface Unmerge

Management interface static routes that have been
configured at the FTD CLI will not be migrated

to Diagnostic1/1 interface. You must manually add
static routes to Diagnostic1/1 interface on the
Interface page.Are you sure you want to unmerge the
interface?

(o

SERA HEHNARG I E.
P i
WERWE AIFRCE, BUPHRBIGIFIE, R % E IFRCE.

HIFE, R B O i b, JF B OO R

EOBHEIER

ThEE EEFL | EABEE FRER
RIKARA | SAKAMRA
PRInRE B AL R 41 | 7.4.0 7.4.0 BUfE, fmr DLETROLEL S5 B 4 0 B AR5 PRI 1 )33 410
e S WRa, BT LUREX YL TAF BEDhfE, 140 DNS kg5 4%« HTTP U
i 2 SSHe S RFFR A% 1 AT AT D BEH S RFFRIRIA] . TERL, DNS AL
RS JuN
BB b MR > WREE > #0 > RN > #0448
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I &E S | EEEE |EAER
=IRARA | &IKARA

B B LURZ T | 7.4.0 7.4.0 XFATH 7.4 E SRR &, AR HIHZEE . (&I

B0 EFHBEOH. mRCHER 7.4 8CEERA, HHEA NSk D3
ITAEATRCE, WK A3 &9t
W COT R 7.4 BEmRCA, FFHC AW T TRCE, WAL
WHEFEIHED, T DAgke i ke i 0. iR, 7
WA HR R 12 Wk VS RE . BRI N o R R & R 11
G UE 20K AAA VLR MAT N B 5Ok B FH A B fh 3k . IAE,
HATERE P4 e FH L HE D (RS D B, A o] DAEH] &2
LT H MR,
S R 1RE > IREEIE > EO
PS4 show management-inter face conver gence

Cisco Secure Firewall |7.2.4 7.2.4 MAEHE Cisco Secure Firewall 3100 [& %€ i 1 _FFf FEC W& N A, X

3100 [i] i 11 BRI F 25 GB+ SR, CSR FI LR Wtk #%, BRINRAIILAE B E N Clause 108

A 204 (FEC) 2 74 RS-FEC, [fi/f"/2 Clause 74 FC-FEC.

% FC-FEC UM

108 % RS-FEC, ifi/f]

F 25 GB+SR. CSR A

LR R 2%

X} Firepower 2100, 7.2.0 7.2.0 & LAY Firepower 2100 1 Cisco Secure Firewall 3100 2 1 7 H 851 2 &

Cisco Secure Firewall LMY (LLDP).

3100 (1) LLDP % #F . "

o ST S R

1% % (Devices) > 1% &% &2 (Device Management) > 1 (Interfaces) > &
B E (Hardware Configuration) > M 4&%E4% (Network Connectivity)
s MU 4. show lldp status, show Ildp neighbors, show lldp
statistics

M Cisco Secure Firewall | 7.2.0 7.2.0 WA Y, il A EOE I NIC 1) FIFO 22 0P IX (2% nh 4%

3100 EF o Yt kA I g ot

= HBWOA g 00 B R A . 5 RS OR A T I S 42 1 ] 22 i
BT R
B %R 1R (Devices) > & & B2 (Device M anagement) > &

O (Interfaces) > FEHEL & (Har dware Configuration) > P 4& %3 (Network
Connectivity)
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The SR |EMEE | EEER
RIKMA | RIKRA
SCEFHIEIT Cisco 7.1.0 7.1.0 0] DLAE B kRS HL B E Cisco Secure Firewall 3100 73 sl i 4 M 2%
Secure Firewall 3100 [ P o BERE AN e 4 AH [F) 2RI 1) 5y — /M, IJE R B8 a 3))
SRV BER WILRIE BN JG, WS INAEER . 7R A A e i FH i 248 28 2 4 B e 0 75 2B
Bl
P AS U B
%% (Devices) > & & &8 (Device Management) > ¥ $41#21E (Chassis
Operations)
7 ¥ Cisco Secure 7.1.0 7.1.0 Cisco Secure Firewall 3100 25 Gbps % I 32 57 11 24 45 (FEC). FEC kil
Firewall 3100 (1572 MIFHISBEN “HB)” (Auto).
i PSR 8 > BB > B0 > REMIEED - BARE
L HFET SFP 24 Cisco | 7.1.0 7.1.0 Cisco Secure Firewall 3100 327551220 1) SFP {42 Vs BRI o Az
Secure Firewall 3100 i% SFP ERIA M A F o i SEIEFH I K I 48 A o p ok J0At R 5, A5 BRIl
HH EEEE ) s e SpiiR
FAEM bR RE > REEIE > EO > wEYIEEO > E4RE
%} Firepower 1100 fj | 7.1.0 7.1.0 AT LLA Firepower 1100 2 1) A % 2 K IS (LLDP).
LLDP 3045 B bR R > REEE > 0 > BAERE > LLDP
Bria &4 . show lldp status, show lldp neighbors, show Ildp
statistics
O AR AL | 7.1.0 7.1.0 F2 01 S0 i A Bk S RO LW B A, 4 AE B ]
TR TR E, o AEE LN, o] DL AT 25 S DU 5 4
ARy PSSR R > REEE > B0 > BHERE > B
LR 4 Firepower 1000 2100, Cisco Secure Firewall 3100
Firepower 1100 /2100 |6.7.0 6.7.0 BLAE, 0] LLARCE Firepower 1100/2100 28 515G ET 42 11 LA ] 7t B2 il A0

RIDCEHE AR SRy
A H B R .

BRI o

DART, 7EIXEed 4 I E A0 (1000 5% 10000 Mbps) I, 2%
H 2 A i AR RS Y i . iR .

BIAE, fasnT DI KB B S A (Auto-negotiation) JE 3 FE ¥ E N
1000, LAZE I G4 il AR R AT i o B EiEAE 10000 Mbps 25 H]
N

BB bR RE > IREEE > EO > BHRE > RE
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