w AR AT

AR EEALFE B KB i B2 s, {945 EtherChannel. VLAN FH#: . 1P F-hk%,

N\

EB 475K Firepower 4100/9300 I (01464 FICE, 1S 0 & 21

o RN KRR B ESR AR AR, 1 T

* [itl & Firepower 1010 1 Cisco Secure Firewall 1210/1220 A2 #ebLif 1, 45 2 7
s FUERFEED, 13 0

« il & VLAN T 10H1 802.1Q 4k , 45 18 L

* BCE VXLAN $:01, 5522 701

o MOE R AE ISR, 5 36 0T

s MUE SR RE , 558 L

o HORLBG KRR DT s E K, 67 T

ARG A IEIE OB ERFETIR R4
S
7 1)
ARAt
- HLB
o Uy ) 2R i

o MEREHG

wapaoEED
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gapadEED |
. fi & Firepower 1010 71 Cisco Secure Firewall 1210/1220 33 #%#]li% 0

fic & Firepower 1010 #0 Cisco Secure Firewall 1210/1220 3z #%
AN ]
Hlim O
n] LUKG % Firepower 1010 1 Cisco Secure Firewall 1210/1220 $2 F e & 4 g & 0BG kB4 10 5l 38 2
EEAS B Lt BT IXER 3 F T8 sh A2 bl i & 04T 45, 368 T a2t F s ki A DL

L@ VLAN #2 DNLREEAT1 0 BL4s VLAN. A5/ U E 2 SR 1 H s BRI A
(PoE).

KT R im

AT 1010/1210/1220 RS HH LS
TR Im O FNEEO

wmOFED

X REMEE 1010/1210/1220 3% 111, 7T RLR HARAR BEE ) D5 K B5 12 1 sl #ellim 1 . 35S LT A
A BRI iy 1 A5 R, BLROh o B A el 1 (¥4 VLAN #2101

o PPERT KRR T - AR pR AT, IR SR T H CUC L () 224 RS AR50 3 2 W 28 )G it
DALMY B KBS F VPN IR S5 AEBEARN, X eehz DR 4l i, H T 2 21— M4
O 2 R R, T CRE N e R N B KRR S . R AR, e LUK AR
J % ORI B e O — e AR R b, B Sthe DRSS 3 28 0. BRIMIEOL T, L
AW 1/1 O ECE A B K . 8] DK IR S64z TR E 0 B IPS (N IRER RIS 1)

Wy PRAT A LS 1) - A H LS A RE R o (R A e DY REAE 28 2 R it . [ VLAN _LfRAg
Bl o] A A s e AR, HLO AN SZ g B 2 4 SRm R BRI o 32 A\ AN 2252 A b
W, AR LS A VLAN. 8k D2 R bsidf DA s, Halblg 24
VLAN. BRUAEGLR, LUKM 1/2 % 1/8 (1010 F11210) i LA 1/2 % 1/10 (1220) Bl & VLAN
1 EEAAZT e o ANRENE B B4 TG 3 A8 b Lo 1

W VLAN #: 1 - X 85 1 iz 47 )7 205 W B B kB 3 A ), (BRI E, ovkls rie
A IPS $:11 (NIBREE R 542 1) BR EtherChannel #2110 41 AT HLH L3 1 75 4 55 55— AN 4 2% 13k
ITHAS, 0] VA Ve g e A S N FH 42 VLAN $:0, JERR 2 5 —/NM8 % VLAN 4205
B ol Rz . TR AT DUB S s h AR % 5 VLAN 32 10— MR 4L % 5. [7l— VLAN ¥
AEHA L 112 0] (R0 AN 52 22 4= SKEms Jal i 97 A0 PR BRI, (AR BR 4 P VILAN 2 ) (370 1 2 52 3 22
ARG BRI, Rk, R DO PR R A el L AT 40 2, DAAE R4y BE 2 W) St 2e 4
L

LUK P 3t F2
PoE & H B T 3 1 -

* Firepower 1010 - 1 JT] IEEE 802.3af (PoE) 1 802.3at (PoE+) [KJ LA 1/7 A1 1/8, HEA G I % i
30 BL, EPhE I 60 FLo

B EwpriosEn



| #mpAsszn
Auto-moympix st ]

* Cisco Secure Firewall 1210CP - DLW 1/5. 1/6. 1/7 #1 1/8, {§iJH] IEEE 802.3af (PoE). 802.3at
(PoE+) B 1 f /1 30 BL, G vldmsn 120 FLo
PoE+ 1 HI4i % /2 A I P01 (LLDP) K g Dy o ANAE FT ZE it Dy %
TR, e A8 F v il

Auto-MDI/MDIX I &g

WHRSEFTA WAL, BRI E 3 i BEE S HE Auto-MDI/MDIX . Auto-MDI/MDIX 7t [ 3]
0 S A BRI P PR P PR AT PN R AE S, ATV R A XA e () i 2 2 )3 FH 4 11 (1)
Auto-MDI/MDIX, 52505 38 5 BN T 1 B A FI SRS o SRk RS0 T B ff 15 O [ s (B, AT
AR T WIRBEE I A s, U Auto-MDI/MDIX HURF 2R FH o 24380 5 R0 4 5 4 1000 Fl4x{E
I, AL AR P, Auto-MDIMDIX #4450 H, HIB TR E.

A2 ¥R i 1 2 U F0 PR ]

=R A

o AT AT ORI, ASNAE A B Lo P Rg . i T AS L I AERE F s dT, Pk gkeide Tt
Fivese M Alues bR E . mnl lIVE S ERT bR 2 s, (HIL DA R 242
Bl o AEIEN Fal FIPER BB A, 9 6 B TS S A L 1R S B 4630 . il
WA MU FATATZHe I . WiER, VLAN £z 1l febs e B Wi ds, i s 4L 1 6
I A . Bg b, SR LUK SRS L B T VIAN BRI A v ml
{H S fa] PR e B O BRIy KBS R

o AR T RIS K S 11 A Dy W e R B

145 VLAN £ (SVI)
o T LIk 60 S VLAN #4111,

o GARIEERG KBS O _EAEA VLAN F#:0, WGk H 52 % VLAN # 041 F ) VLAN ID.
VLAN 1 {r 8 28 el O @8 VLAN #210,

* MAC Hulik:

o BRHBE KBRS - BT VLAN #2035 A MAC bl R BT a dE e o As S Ly ) S #r
W%, RS L T M — MAC #ihl, T FEI4 A MAC Hilik. 35S R E MAC
Hodik, 2 63 T,

o BT KSR - 4 VLAN D # A ME— 1 MAC Mk, a2, i Fahion
MAC #7856 248 ) MAC Hidik. &S 50ECE MAC Hhlik, 25 63 1L,

Rl
TEARERIZ H#E VLAN 45 A BT e R A AE R AR 4L

wmpsosEn )]
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B Esxsmnsomuamigs

VLAN #3032 et iim O A L HRI TN E
VLAN 5 FURIAZ A Ly AN SCHF -

* BhAEK

* A fki

A Z KR B (ECMP)

* NI E Bl

* EtherChannels-AZ #e /L3 I ASGE % EtherChannel f—#54) . EtherChannel " ) 1A 2 #F
PoE.

o B R RIR A B

o bRl (SGT)

Lt o U PR 76
* 1% 5% 1] LAYE Firepower 1010 1 Cisco Secure Firewall 1210/1220_EECE 60 Ny 4442 M o

o ANBRAG A IR LG E A b L

N E
© DUKRI 1/1 2B kgl 1
© 761010/1210 I, IR 172 LUK 1/8 f&£ 40 Fit4s VLAN 1 [1AZ #ilui 1
© 761220 1, UK 172 LUK 1/10 A2 el 2 850 i 4y VLAN 1.
* BN EEAN G H - BOAIHOC T, M BCE N i .

fic & 32 #4170 LUK ) (4 B2

B E AN L VR PoE, W58 BA FAT45 .

B RS A 32 Al im O AR =

ST LU REAN 2 10 B RE BN Bl B L A el L o BRIAKS DR, DU 1/1 2 B KBS 1
TR 4% PR A A P 2 0 U 5 A A 4 bl L s 1

HB1 K IRIE R & (Devices) > & & &2 (Device Management), J s BB H #4541 Wi (). R4
BRINIEFHED (Interfaces) T .

B EwpriosEn



| #mesaogzEn
mgvanzn i

PR 2 AL O (SwitchPort) F1IH B, BB AL DB, IR0 IBRERBA (W) 5

a0,

WAL T, ASHeHLI FI7E VLAN 1 2b i At 4541 F 20 A IigHe VLAN 14211 (5
S ML T B AT VEAND LU H 5 5975 55 FTD 26450 (2 VLAN
1, 355 00) o STVl B 10 T A el Rk, S Mol L IR, ST A

AR L E -

Please confirm

9 , Enabling/Disabling of the
\_‘/ SwitchPort will remove all of the
interface configurations except PoE
and Hardware configurations. Do you want
to continue ?

Yes Mo

B & VLAN =0
AN AT E VLAN £ 1 DU F ORI Bl L o BROANE DL R, AL 1 70 o4y VLANT;
HoE, AT AAINIE s 1 820 (HO IX S b Lo 1B E AAEAT VLAND , DUERES dii e Jf 2

5 BB A 2 4 SR

T RIKIEFI% & (Devices) > & EHE (Device Management), Jf i iy BBl i #5 1) 4R3E (2). R4

BRNEFIZDO (Interfaces) HUIf .
FIE2 SR INED (Add Interfaces) > VLAN ##0 (VLAN Interface).

T3 A EMLE, BELLT VLAN ¥rE S5

wmpsosEn )]
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WER SR 2B VLAN $21, W SCERHE O R4 otk VLAN _ERAg#b L 1H .

Add VLAN Interface ]

General IPv4 IPv6 Advanced

Name:
inside

Enabled

Description:

Mode:

None v

Security Zone:

inside_zone v

MTU:
1500

Priority:

0
VLAN ID *:
[ 100]

Disable Forwarding
on Interface Vlan:

None v

Associated Interface Port Mode

| Cancel m

gapadEED |

a) WHE VLANID, /1 1 F14070 /8], AELFE 3968 21| 4047 J5HE N IID (AREE ML FAERD
BRAEREED )G, THEH S VLANID; VLAN ID BER2 4 F K VLAN Frid, 2 &N E Pk a

b)

ID.

(Ali%) 4 ##0O VLAN bR R % VLANID, DIZEH#: K 35— VLAN.

B, A A VLAN 73R4 M AL B IR U, 59—~ VLAN 7 Bcss

S Toa A T S

> VLAN 2 Beg3 S I K BEM 2% SBE RSO R U Il Ak k4%, DIk, S8 mT IS E VLAN B

(AR A2 T LAV 1) G BE P 4%, H 55 BE ) 288 AN R 0] Al 9 45

B EwpriosEn
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PS4 T OMRE, HSHUTEREZ —:

o PO R AR SRR, B 39 T

o PCEH MR i 1S40, 5 44 1T
LS midifE (OK),
I 6 LilHRTFE (Save).

VRIS, 50T U 23R8 > BRE K SR 8 B P IR e AEARE EZ e, S AR

BRIEN IR OEEAENRO
BORE AT L 23 BOZ A VLAN, 3R LR S o i T o B N3 A2 Rbrid i i . BRATE
BUR, BRI 172 2 BUKI 1/8 A8 #eb L 12 43 L 4h Firepower 1010 AT Cisco Secure Firewall 1210

] VLAN 1. 7E Cisco Secure Firewall 1220, FRIATELLT, DKM 172 2 LUK 1/8 A8 bl 1124
Ze4s VLAN 1.

\}

AR BN SCRRAE RS b BEAT ER B U ) A AR . DRI, R U R S S PR AT AT A AN 2
5 R B IR R 250

$EB1  KIKEFEE (Devices) > & & EIE (Device Management), Jf ki it #4511 Hig (). R4
BRINEFIED (Interfaces) TH .

s il B AR A L1 REE ()

N
&
N

wmpsosEn )]
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1: fRiEHIEE O

Edit Physical Interface

General
| E—

Interface ID:

Enabled
Description:

Port Mode:

Access

VLAN ID:
1

Protected:

P3P BERASEMECE O

PB4 (k) ERBAFEBT A In .
AT 2 AT 200 N FAF ORMEFERIGR) .

$IES5 ik O4E (Port Mode) ¥ ki8] (Access).

$I6 7 VLANID 7B, wE A HA LG H ) VLAN, JulE /T 1 14070 208
PRIAK) VLANID 4 1.

Hardware Configuration

gapadEED |

PR (L) L FZARIP (Protected) RIEHE LURF AT HebiLim 11 BB 32 Ry 1, DI m] DABHLEAZ

Febjlin 1 5 A — VLAN _E ({32 frdr A b L 2B AT 45
FELLRHEOUT S mT REAREL R 1 EAZ A Ly 1 A E 2 8] AT A -

TN A VLAN 0] iX 2658 e pfl,

U E YR BN TEEE AL IF VLAN [A)37 115 200 R B0 £ I g s oAt 22 4 JRiiR, WU B0 4 AH 1
B TF. B, WA 3 4 Web RS 21 DMZ, B AEAS #el L L5 =R 4P (Protected)
Jo, TAT LUK Web RSS2 AN LR . N BB L8 AT AR M 25 35) 7 LL 53X 3 6 MZ8 IR Ss 28 kATl As, &

NIRRT EE R 2% IR 55 F AN L2 R TGV A HEA T A o

$IE8  (Wik) AidREMECE (Hardware Configuration), & W T HIH

B EwpriosEn
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wrmmnrsstasn ]

2TEfERE

Edit Physical Interface

General Hardware Configuration
Speed
S
Duplex:
full
Speed:
1gbps v

Auto-negotiation:

% B 5 (Auto-negotiation) &IEHE CERIN) DL E SR R T, an SR Bk, Eal LT
) TR T

s BRIk £ g,

* 3R [E (Speed) - ¥ 10mbps. 100mbps &k 1gbps.

Qe
S

R E (OK).
0 AdiRTF (Save)-

VRIS, SR DA AR E > ARE K SO A E BUP U B AEMSE LA, AR

- O

N
S8 3

B R #Rilim OB E 9 H drim O

IR P A28 anfer st T A 802.1 Q Anic &4 2 > VLAN [ rfgka 1. 4k 4552 R Arid flbs
O SCIFR VLAN b9 sl b gk DR EEAAE

R4k O BASORFRIC TS E HARIC o A VLAN ID, L8 ASA ] LCKR i s e 48 TE A Lo

F, oon] LUK s 42 ) —ANB KR 1 R ASA MR 4k IR IX AL VLAN ID Wi &, M4
IR VLAN FRic. 5450755 — G A WL b 4k 0 3B A F A VLAN,  DUER R AR ic i
AL 2 [ — VLAN,

BB IKUGESIE % (Devices) > % &R (Device Management), I BBt S5 10 Hig (2). R4
BRINEFHED (Interfaces) T

P2 G EGR KO R ().

wmpsosEn )]
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3R B PR ORR

Edit Physical Interface

General Hardware Configuration
I

Interface ID:

Ethernet1/2

Enabled
Description:

Port Mode:

Trunk v

Native VLAN ID:
1

Allowed VLAN IDs:
[ 100,200,300

Protected:

B A ERE LS -
(AT3%)  7EBR B s vt il

— AT UL 2 LA 200 N ORMFERIZERD .

¥im O4&3 (Port Mode) ¢ F 4 (Trunk).

e VLAN ID (Native VLAN ID) “FBHr, BB AT Hel L H ) A VLAN, JaHE AT 1 F1 4070
2l

BRINAM VLANID 4 1,
BEANG L BEAT N ASHL VLAN, {H&35 L1 A VLAN 1] LUAH At o] LA ) o

s —%'5 (n)
* J6H (n-x)

o TSR 4 5 AN I RR T, 48

5,7-10,13,45-100

AT A RS AR IE S

B EwpriosEn

gapadEED |

7E 51589 VLAN 1D (Allowed VLAN I1Ds) 7B, At 4k F1F) VLAN, o1 1 F14070 2
il

fey L bR Oy 2 R % 20 4MD:

RAE M B P AL S A H VLAN, WK ZUE iZ A H VLAN; M R IEAH VLAN FEn, gk
HRA S VLAN frid. B4, AR RSB VLAN frid i & .



| #mpsagED
mauixmts [

P8 (WL L FARIP (Protected) RIEHE LURF AT HebiLi 11 BB 32 Ry 1, DI m] DABHLLEAZ
Febilin 1 5 A VLAN _E (Al 52 frar A b L 1 2B AT 45
FELLREOUT, S mT REAREL R 1 EAZ e Ly A L2 [ HEAT AR R B ILAR VLAN U ) IX L2 A2 HepL
g VBRI AT SRV VLAN [R5 005 4t B0 7 e I At 22 4 i, 7 0 e 26 A L
BRRESTT. B, W BAIEE 3 G Web RS20 DMZ, IS AEA Lo 11 1 i H S 4R4P (Protected)
Jeis UTTLCRE Web i 55 s AH ELRE B . A FB I ZS RIS R I 2% 3 7T LA 3K 3 & P4 IR S5 as it AT,
NIRRT L R 2% IR 55 F A L2 TR GV A HEA T A o

HIE9  (Wik) AidREMECE (Hardware Configuration), & 4 T M5

. Edit Physical Interface ? %

<, CT Hardware Configuration

| Duplex: auto N

| Speed: auto 5

i | Auto-negotiation:

QK Cancel

% B I (Auto-negotiation) SIEHE CERIND DL A SIS AN T, S BOHE S, o] LT
BB R L

s ERERE £

* JRE (Speed) - i%4#% 10mbps. 100mbps 2§ 1gbps.

L0 LHHE (OK).
TEN SHRE (Save).

UL, fnT DU AR E > AR K S 5 B P LM B . FEME e n, A R

Bo & LAK M it

LKL (PoE) % 124 TP FEIEEICZe e N il A Bl e BOATFOL T, PoE AT PR . b
PR A UNATAE IR A FH PoE LA A AT 6 Al ik 24K

wmpsosEn )]
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{EL
o

S KIGEFIRE (Devices) > & & &R (Device Management), Jf s s MBIt % % 1) 4R3E (2). R4
BRINEFHED (Interfaces) T

$I® 2 4 Firepower 1010 _EA LA 1/7 B¢ 1/8 B Cisco Secure Firewall 1210CP _E /LUK R 1/5-1/8 HIAFAA 2
F S 4REg (7)) «

$IE3 il PoE.
& 4: PoE

Edit Physical Interface

General PoE Hardware Configuration
e ——
Enable PoE:

Auto Negotiate
Consumption Wattage:

Consumption Wattage: (4000 - 30000)mW

$1® 4 3%k 3 A PoE (Enable PoE) S i%4E.
ERINFEUL N, PoE &b it RS .
FIRS LLFE A SR o T H
- BEhHEIIFEIIE (Auto Negotiate Consumption Wattage) - PoE {iff 13 & 5% it 1 4 24 51 (1 PL 3L
¥ r0J5 B A% A2 il % . B KA LLDP 30 W) i IERAI BUA . MR 1 1
i, ERPIHR RIS R KT R, MR 2 A Re. B, WERETR NG KA
N 12.95W (¥ 4 it WAEE M BCA MEHNZIIA, ARGt b T 30W. Jskig gl

CASEFT P i PR AT oK o A R ANE B & 5 ZE I i i > T B i, T LT3 i BT R
], RERses v

* THEEFLEL (Consumption Wattage) - HUiH % B st h#E I E (Auto Negotiate Consumption
Wattage) S IEHE LA T2 B E LA, i BLZE B FA T35 5 YE L 4000 42 30000 i) bLE. 1
REF RS LHOTEEH LLDP Vris, WD, XHTFah i, 128505 7E show power
inline &yt v R A ARER (nfa), B ZSE A T 05 Uit .

{i Ff| show power inline fiv 4 £ % 24 PoE k7.

PIE6 siE (OK).
BT AHRTE (Save).

VRIS, SnT LU AR E > ARE T K S 5 2P LM B AEME LR, A R

B EwpriosEn
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= ZNEIEEIm

AN A T S B IR B

XTIREEO

IRIEEE e — R B BERE L Al 0 3 DR 22 ) B 1 E TPv4 RTIPY6 L7 1) o
Rl AT B T30 IR AR e w] LT B L5 i), BRIE, S R rp AN R AR s
T A Gy — A8 L5 A Rl

PRIl A ) F
© AAA
* BGP
* DNS
* HTTP
* ICMP
* IPsec JiL 539 - 1XPR Cisco Secure Firewall 1200 3100 Al 4200
* NetFlow
* SNMP
* SSH
* EASBNAS VTI FEE
* REGHEK
FBN 5 A0 T LIS 245 % b DS o R BRI Mk, AR T AR A5 B EICE FS e, LUE I P B
BNy B 1 22— BIRFRIA] TP btk o R BEAESG 2 PRIRIEE LI i b0 s I e
X Em
PRI 1 U RT R, 55 13 T
FCE IR, 3 14 1T

IR [El43 O /Y /4 | F0 BRI

B A ISR
o DR AP 22 Sk

wapaoEED
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= Al IR RE
© TERESCHT

A ) F PR 7
o 0T NPIBLEL CTRFARE LR, TCP 4B AL 28 b T 25 RS .

BLEINEIEO
S A PR
iz

FIE 1 KGR % (Devices) > R &FEIE (Device Management), Jf il BB TH ¥4 1) HRig (2). RS

BRINEPIED (Interfaces) Tifi .

FIE2 NRMIED (Add Interfaces) R4k, EHIREIZD (Loopback Interface).
P33 EEM (General) IR, FLE LIRS

a) AR (Name) - fiT N FR[EIEZ LR 44 FK

b) BH (Enabled) - & S EHE W] J3 FHER Rl EZ 1.

c) IR[E 1D (Loopback ID) - i AT 1 Fl 1024 Z [Al ¥ ¥R[H] 1D
d) itAA (Description) - it N FRIEIHE (1) 36 .

PB4 WE O HEANEOSH HSAER B D, 5839 0

XL IR B O BT S B TIE ZRPR

FiaZ |l

T N AZ R [ PR [l 45¢ 11 TP MLk F) e b A T R B, BAB 1R AR G 8 e JmT LA 1) 4 Jj i 55 s
SN R PR AR o

B FRR UG I PR A O TP bk (9 S 9 e U7 i) 41126

a) MKKEF: g > JMREE JEH P EE HEEsER > R .

b) st RN RiEEIER LAAEHT ACL,

¢) 1F BT RIFOIFIRME MHEHET, A ACL IR (ORI, AR5 i 3 Lo
B4 H .

B EwpriosEn
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[ 5: 6y & ACLFiRhn% B

New Extended Access List Object

H.

I rate-limiting

Entries (0)

st mamEznaneitmezrg [

d) f7E M LT LRCEFEBIE TR AHRHAE GREIP k) .

[ 6: iR F1 B R 2%

Add Extended Access List Entry
Action:
@ Allow v

Logging:

Default v

Log Level:

Informational v

Log Interval:
300 Sec.

Network Port @ Application @ Users @ Security Group Tag

—
Available Networks C + Source Networks (1)
Q, Search by name or value any

oI ©

any-ipvd Add to Destination
any-ipvé

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

7]
Add
7]
Destination Networks (1)
] 10.1.1.1 u

IPv4-Private-172.16.0.0-12 Enter an IP address [ Add I I 10.2.1.1| a | Add "

[ 5)
IFEZ
If%*

TRAFERNRIE 0 1F  (IRRD) , HABBCEREF A

Y-\ R EE FIL RS A, AR E A R E TR

RARTR A /N5 ) 51 R v

o AR DU L 45 i Y5 TP btk i AN

© HAx-7E BERREE F13% T g4 AE o AU IE I il 3mSR AR S EA R

1.

e) Mt @Nhn LUK HNInZ ACL.

f)

mi R TE MR ACL.

wmpsosEn )]
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X (e R [B] 4 B3 2 A TR PR Y

7: 1777 ACL

Edit Extended Access List Object Q
Name
rate-limiting
Entries (1)
Add
Sequence Action Source Source Port Port U SGT
1 ©Alow  any lg;l 1 s u

Allow Overrides

o

TLHE SRR > TFEHEE] > ENEE], KA R dREE (©) 2 Cg B I Rl PSRN

$IR2
TEI NI ORAKRNEEZ (More) FdikThitFEERIZE (Advanced Settings).
E & akigEd
o' in-out #
ets —+ @ Prefilter Rules + (O Decryption —+ @& Security Intelligence —+ (O Identity -+ & Access Control ® More
¥1[a Type " 1
ype 10 searchn
1 HTTP Responses
Sourel  |nheritance Settings
Zones Networks Logging

Name Action

~ Mandatory (1-1)

$IB4 L ERRBGEBR 55 5B (Threat Defense Service Policy) 21 1) 448 (£).
9: AN AT AR 55 SR %

Threat Defense Service Policy

Threat Defense Service Rule(s)

PRSI LG .

B EwpriosEn
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& 10: FAnF M

Threat Defense Service Policy Q

@ By default, traffic undergoes deep packet inspection as part of AC policy evaluation. However, for the Add Rule
TCP State Bypass feature to be effective, it is recommended to avoid deep packet inspection by
configuring a pre-filter fastpath rule corresponding to TCP state bypass traffic

# Interface Object Traffic Flow Connection Setting

Interfaces
No Rules
Global

No Rules

RGN TT IS5 SRR 1) 3, B0 R 3 1 50 e T PR A R
L6 [ EOWNK LB, sl 2/ UeIEEH FIra RO w0, AR5 AT T8
& 11: £ FH%BE
Threat Defense Service Policy

° Interface Object

| Select Inteface Objects

i
]
~

15 TB DR, ERRETE DU 1, 8 14 SURRIR IR AR R, R Al T
12: £y RBip a5k

Threat Defense Service Policy

(1 Interface Object ° Traffic Flow

Extended Access List:

I rate-limiting v ]

PR  7E EEIRE PR, WA R R

BB A EED
|



s D |
B == v Fzomszie

[ 132 EiE IR

Threat Defense Service Policy

@

1 | Interface Object 2 | Traffic Flow e Connection Setting

Enable TCP State Bypass Randomize TCP Sequence Number

Enable Decrement TTL

Maximum TCP & UDP Maximum Embryonic
Connections:
24 [ 12|
Maximum TCP & UDP Maximum Embryonic
Connections Per Client:
0 0

H B K TCP #0 UDP & R85 W PR 032 L A PR, W s K AER IEF B B N BRI E 7
Bltm, SO E N 52, 10/5 BF 1024/512, BARE T B 38 (T BAER [Rl42 120 .

BCE AR R A& TCP 248, MRk 24852 2] DoS Buddy GXFP M/l TCP SYN Hudls tuxf
Bz D .

PO milhi 5T AL RAT TR B 2

FE0 SHHE (OK).

RN il SPRE W@ H P RF

PUR12 PR T LUK 5 252 5 Y B4

fic & VLAN F3E 070 802.10 & 4%

Wit VLAN TR0, Sa DS B . JU4 R 0 8 EtherChannel 22 1 8114 b krid 5 AN 7] VLAN ID
HIZANEHE . WE P EEA VLAN D808 A shiid & 4 802.1Q H4k. HT VLAN i
VAR E W FE R 1 B B2 I, BT LASAs m] DA I R4 2% v e (G 1 80k, T i 3 1

17
VLAN F3% [ B4 4 1 F0 BR i)
BEYE

* Firepower 1010 il Cisco Secure Firewall 1210/1220 - A2 #eHL3ii AT VLAN 42 AN SZ R VLAN $2
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(Azure GWLB ] CLEC AR EE VXLAND i FIACHE i 5o 4 2 0 B B T il I 2 58
a) % BECXHRIE (Proxy Paired).
b) K AERIH O (Internal Port) 5 4 1024 Fl 65535 2 [A] FI1E -
¢) HAERMEL ID (Internal Segment ID) W& N 1 Al 16777215 2 [A] (K1 .

wmpsosEn )]


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/regular_firewall_interfaces_for_firepower_threat_defense.html#task_2DE3DE8500AE4C1DBDAAFB075CA3CE08

gapadEED |
. B E Geneve %0

d) #5MERIm O (External Port) ¥ &8 1024 Fl 65535 Z [H] [IME
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F$B10 G VXLAN) 4 VNI WEZ ID (VNI Segment ID) % 4 1 Al 16777215 2 [A)MH
B ID H-T- VXLAN Fricde
$£E1 A SIELE IP #bht (Multicast Group |P Address).

ISRl VNI BB AR, MY A VTEP S D E BN A (R o RT3
® VTEP 3% 01 VTEP X484k TP, NITEHE N VNI 2% 035 @ A H7k4 .

$IE12 %+ NVE EBRETE] VTEP #0 (NVE Mapped to VTEP Interface) .
PRI 26 1% 4% 115 VTEP P45 A5Gk .

$E13  LE (OK).
$IE14  5HRTF (Save) DURAERE LR
S5 WEHHSENEOSH. ESRECE BRSO, 536 1.

fit & Geneve 3£

322k threat defense virtual it & Geneve 1, HHATLL NP

N

R BADICE VXLAN 8 Geneve. % VXLAN ZLHIER, HSACE VXLAN £:01, 531 7,

1. Wd#E VTEP JE#Z, 25 34 1,
2. WiHE VNI, 5535 7,

3. FVFI K SR RS (TR B, 58 36 91,

BCE VTEP R0

£ threat defense virtual Be# 7] LIBCE A VTEP Y% 1. VTEP & X 2% HEAUAL 25 (NVE).

T gHERE> REEHE.

$E2  HERE Geneve M550 Hig (2) .

$I®I Al VTEP.

$®4 T BA NVE (Enable NVE).

$IBS5 %N VTEP (Add VTEP).

HIB6 A THEEER (Encapsulation Type), ifik#% Geneve.
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$IBT  {EFEEiE O (Encapsulation port) Fr A S & Va Fl A I .
BATAHBUE 4 Geneve i ;. AWS 75 ZA% 55 11 6081,

$IE8  EH VTEP RO (VTEP SourceInterface).
T TT LUV AT P ER R 7 e b ATk £ . WU O MTU 20T 1806 AN, A BRrfuLy 23
H 3k MTU £2 53] 1806 717 .

B9 SLEHE (OK).

10 fHRTE (Save).

BN RECKEHNEOSE. ES IR E 5 g,

A& VNI
AN VNI, A5 Y5 (VTEP) Y FUAHOGHR, JFEC B RN 11 240
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TR EHRE > REEHE.
SIE2 S ERE Geneve BS54 IUN) 4RiE (2) -
I malEO (Interfaces).
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I ID Ak P AR TR AT

BT & BRI (Enable Proxy) SIEHE.
paib 4
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W) TSV ACERE U 1 R AL e 46 BE G 0 AGr A B IR IAT NAT, SR BN Y ol i e e 3
HIM, mAGREE] GWLB M GWLB i kie QR US4 1, WIJEEEE AT A B (o0
BB Dk, G ZEMIER DA 5 1 IF B BT VNI

UEIETAE FH+ Geneve VTEP.

PIE8  MRIBEE! (Proxy type) Mg, BRI E - RARIEE . QB b4 D e e AR
3, WA DL 275 8 AR
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PERE T2 15 1%4% 11 5 VTEP Y542 LUK
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SRR A FHAERZITRRERE

AWS 5% Azure GWLB ZR 3 24 XS 1 RGUAS & BT IEAI N 2 o GWLB 20 2 3% BB 4 1F
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— AT R Z A 200 N FR (RMUFERIZESRD) .
R R s R, .
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e A P AR REAIIA [ A FF s 1P MBIk RC & s AN SZHF DHCP # PPPOE.

o (FRERTS 1P - BN IP Huhb A7 ROHERL . RF T RO S RE, AR E 31 07 1 M HEhY
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- E5F8 DHCP - il T LL F Tt 250

* {£F DHCP 3%EYBk A2 1 (Obtain default routeusing DHCP) - A\ DHCP JI 45 25 3R B ER A %
.

* DHCP & Hi$5#xr (DHCProutemetric) - 73 fic 2 T 3k B i AT FERE 2, AT 1 f1255 2 Ji).
IR BRI R N 1.

* {5 PPPOE - 4142 1% 43 DSL.  HL 45 Hlfg i % 5 ISP (LAt i%E %z, I H ISP {# ] PPPoE
KARE TP Hodik, ERCE UL RS 4k.
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policy static sgt disabled trusted

security-level 0
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T 22225 1) SFP AR il f5 IR P S i i . B AR/, I HGL R sk,
N G T J5 s X 2 B B Ok JLA RS, I BRI B AR, R R H
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BRINEFHED (Interfaces) T .

ARG ) SRR ().
TERFRTB, MANKEER KA 48 N AFR .
HREABELLAIE “cluster” JT3ko ‘AR B ALY 4E
e B R AE LLE k% 1
(A3E) KUk O BN EIRE B DR 203 B s A VPl I B R
(ATIE)  EUERR - B Nt i o
—AT IR Z AT 200 N FRF CREFERIZESRD S
R T HAEF, EHEE.
R K O AR “ 7 o JUARREECH A IPS £z LKA 7 bz 11 2y il 2 AR 401 )5
AR R o i
MR & X FR IR LR A A I, B ARSI R A X
ML A 4 PR ACH R B 4% 1, HREJE T A e R B (1 X 3. 15 27) 0 e 42 1 VA0 ATART TP Ml 15
B W PO BN EE O BV [ 1P Huhik. R, BVIANE TREADIR, SRRV
g N 2] BV,
HXMTU HEIE S, IS RECE MTU , 2 62 1.
(Al iy FEEECE (Hardware Configuration) > 3R & (Speed), 45 & T AL %
« SR £ %, SFP HLR & S
 EE-EFEHE (KSR o (YR Cisco Secure Firewall 3100/4200 ) %+ #&i0 SFP LI
D222 (1) SFP ALER (1300 5 A & M i 5 . &AM, JF G2 1 A3t
L AR e 9 A B O JLA A, A R I S SR, W T
« BENth -1 B D DLV R L IR AR
BIE - (IR Cisco Secure Firewall 3100/4200 ) T 25 Gbps X W w3 10, i /8 HI Wiy
I 2445 (FEC). X1 EtherChannel B¢ 4% 1, WWZSERCE FEC, AR5 A ReR L3

EtherChannel. 1/ B & (Auto) LRI B I TR #8288, DU DS e (WED
MIEAEM AR |,

% 2 BT BHREBIA FEC

% 2R 2EEY [ %E i H BKIA FEC CLAK P 1/9 | Y4845 ERELIA FEC
Z116)

25G-SR Clause 74 FC-FEC Clause 108 RS-FEC

wmpsosEn )]



B ==rmsszoen

gapadEED |

WAk 2R LR [& E ik 1 BKIA FEC (LAK M 1/9 | W 4245 EKIA FEC
Z1/16)

25G-LR Clause 74 FC-FEC Clause 108 RS-FEC
10/25G-CSR Clause 74 FC-FEC Clause 74 FC-FEC
25G-A0CxM Clause 74 FC-FEC Clause 74 FC-FEC
25G-CU2.5/3M EERuNE] H Zh i
25G-CU4/5M I R
25/50/100G Clause 91 RS-FEC Clause 91 RS-FEC

B (k) A IPv6 kIR EECE IPve ik, S ELE IPve hb, 5 47 UL,
12 (Wik) EASRET R LTI E MAC Hill, iESMEE MAC Hihl , 25 63 1.
13 SEHHRE (OK).

14 SHRTE (Save).

VRIS, SR AR AR E > ARE K S E 2P L B AEMSE LR, AR

fic & M E#L4E DO (BVI)

BEAN YA A A5 B2 — AN FERC TP Huhk ¥ BVIe OB A1 A FH G TP bbb A A5 97 2 1 4
Pt ittt . BVITP bk 255 Fradfie i A7 1 [A)— 7 W o X5 T IPv4 it i, AT A it e ) A% 1 A
it LA BVIIP. X1 IPv6 v, 620 %/ Ne B S A bk DU IS &, (H S Se L 58 2 Th g
CRLR I Re s A AR S B4R, @ BCR M 4R Btk .

BB, Wi BVIRE—A2FK, W BVIKS 5k . WRARMERTR, WRLA/EE B

K AR RIS

FiaZ |l

TEARER: BVLISINE 2 4 DG (A, ANBERE U 1 42 1 SRigs I 1) BV A 2R g FL DCIICRs S

ERREEVE VD Ak Ju

P11 KIKEFEE (Devices) > & &£ EIE (Device Management), J siili @B 3 & 1) 458 (). R4

BRINEPIED (Interfaces) TIH .
P2 EEERMIZEO > MAFAEZEO.

P3G ERBIRTBCT, WA KRN 48 PRI AR

B EwpriosEn
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rEre 3 [

WS EEAE WMR A R 03 2 A R, 490 G i ph B AR 1 s A AT AL R R B, U2 BV iy
Yo GEAX KNG,
MR 1D FEP, N 1R 250 2 8] [ R4 ID.
TEIRAR B, B AL R AL ) I
EEOETR L, AdiEAOx, KRG adRm, OB B SR ERYIEO X . tEEH Y
PR 2L R 3 BT A B IV B D IR
GEWIRE) Adi IPvA T, 78 |P b7 Be, i\ IPv4 Huhk A7 RS .
210 BVI Z0BC EHLHE (/32 87 255.255.255.255) o Ak, 152048 ENLHEEAR L 34 (05
TR A U AR AE YIRS Al T, N /30 1M (255.255.255.252). @M
W4 BTl N1 W 38— AN Fldgg i — N ksl A AR W TS ARP Bl . B4, fn S 4a4d
/30 T/, FHEMIZ TR EU G s me T AT bl A0 U B A B N NI
SRR L AR ARP 13K .
PPl M, ETE RO K RE > I FEE > S AN EOR R S P Huhk. Wl
RVCE ST TP Mk, 0035 B8 TG I sk I s 46 2 10, L RE R R B IR A&
(R A IPvA R . BLEE TP Mk, 54 1P B R rh i R ok sir —.
e ) P AR R IV S FR RS TP bl &, ANSZRF DHCP.
« [FRABS IP-FAN TP HubERI IS . xFFmmT e, SRR A 1P Motk 7F BS540 X
P % E > IREEIE > SR AMRER LR E S P bl WK R A TP Mkl 3
FH W25 o7k A0 2 R I e e 0, L RERR R B IR A o
 {F DHCP - it & LA F ] %S4k
« {£F DHCP 3%EXEkIA B H (Obtain default route using DHCP) - )\ DHCP JIi 2% 28 55 B Bk A 1%
G

* DHCP & Hi#5 %R (DHCP routemetric) - 7 it 21 3k & % th A BRER 25, A1 1 R1255 2 [,
SRR B A ERA T B R 1.

(A[iE) IS IIACE 1Pv6e Thk, 3 47 TURL'E Tpve T4k,

(A1) ERCHE ARP I MAC W&, 1SS INERS ARP 55 H , 55 64 TURIVSINFRS MAC Mok
HMRFAZE ] MAC 225, 35 65 50 (SO FiE A .

Ml E (OK).

Mt fR7F (Save).

BRI, 5y DU 2808 > BRE A SR 8 B P IR e AR 2 e, SO B

fc & IPv6 Sk

AT AT A i R ORI W B R E . TPve SHik.
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xT IPv6

IPv6 S i1t

&2 #9 EUI-64 31 1D

gapadEED |

ANFEST IPV6 [R5 L.

TR LN TPv6 P E P AR f) P B i

o ARy - RN AT IS AT A k. 0 TR AL, 2N BVIE GiAS 2 B4
RO ) BB SR . SR RT DO IE IR A BELRE LBC B4R TPve ik,

o BEERAHD - BEER AR R REAE FOE RIS AT P ik o B RS AN P B B A M ik e
REAEA: e OH TAER e W B B FafE . RE A otk v] B Tk i 35 540 JE I B,
Blan LT AERIR T, A RO D R SR A BV B B A L.

D HEBCE R A NE, TPve A 2ol /E . WERBCE ARl RO B AR B A
Hohik, DAIMTET 5340 L T I B s At Ik . T RIBFAL R 4% 1, AE BVI ERCE 4 Rk,
JEMBIT AR Ve 26 R O B D 11 E B A R AN M bk R ANEC B4 i, U 2L B B el TS e B
FEA o

RFC3513: HIRMI RS 6 Mt (IPv6) - ME AR K T S8k 1Pve Mk (LA 1EHIE 000 FF 3k (1)t dik
BRAMD I AR R K R 64 47, - LME MU EUL-64 A% 2N 7RIS o BB e 46 mT Ry 3%
PR A MBI 1) FHLPAT IZ B K

TEFE I F )R T RERT, 1% BT TPve Zds i b b AR I MAC Hihb @47 56030, DA {R #2111
FRURFE I 20K EUL-64 k%2 W IPv6 Al AN IE 1 BUT - 64 A% UM T2 bR RS, W<
ERFIAIFERLL N RG HENE:

325003: EUI-64 source address check failed.

SAALERIE R N A S AT AR U RAIE. A Aok BILA R E M SR . thh, HEex A i
E RN T IR

B & IPv6 RTSR IR Fin

KT IPv6 RTZRIZHL

S BITAE R LAAT  DHPCV6 RS i, LA - i 11 (A9 35 2] W 8 4 T At 1A 5% (14 S 28
B WU AN AN IPVO FTER, AR BB A AT LRSI L i 45 1 W 20 Fo 215 A e 1

JBH A T LLAT Sl DHPCV6 RS8N e 7 o, LA 7 i 11 A9 S 2 20 P 88 30 1 gk 8 a5 (140 1 0
Bl AT AN B AN PO TS AR A BV AT LUK L S0 1 k4 2 e 28 A B
SRIG, T3 A 1 AL AT DU R GIRAS skl B B0 S (SLAAC) ZRHCAS R IPve ki 17T,
S B BT A 2 AN S AR TS 2 BT SARBUIR 5545 s BB 81 KL fE ) SLAAC 757 i {1t 4 Jm) 1P M
ko fdn, SR d R OB, e DAY SLAAC 2 RO TP ik, (HUZ, R
S 2% 5 AL PSR AT 7 M, LA 2B e o 25 (0 P 4 11 _E T i B X L bk

B EwpriosEn



| #@mppiosED
IPv6 BTEI%1XR /64 F R =1 .

BB A R — AN DHCPV6 IR454%, DAME SLAAC % 7 e ] gt 45 iR (IR)
BHE A, B Tl DL X He g I DNS R4S g A A S A B B DR 352 IR Kl
£, ARl SR IE R A F IPve H shc B R E % g, DUEAE R E A
IPv6 Hihk . 5% 7 i b FJGIRES BB ECE I, RS T i b 2 18 15 71 S rh Bl 2 0 A 25K L & IPve
Hiuhbs FetgiEud, MR YA BT S AORCE) b B AR T

IPV6 BT Z843 AL /64 M 7451
PL R 7~ 27 Al DHCPv6 btk 7 ity 26 A3 11 2050 TP Motk i) b Bt edb, ek
DHCPv6 IR J v sk — BT S PS8 KA AT S g /64 481K 1 1, Al
FHFBUR TSR L M FEI BB 70 (04 1 BE 2) AR B IPv6 ik (0:0:0:1) Jy 2Ly 4
H B4l 4s ) IPve ikt . 34 480X 28 oy 5422 1 /1) SLAAC %% 7 it B 3R A B4 /64 1M 111 TPv6
k.,

DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPv6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
€ <delegated_prefix>::1:0:0:0:1/64
I

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

SLAAC IPv6 address: SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 2001:DB8:ABCD:1232:0:0:0:2/64

SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64

IPv6 HI 422K /62 F- W 7~ 151
LR 7 s T BB 480 K w8 - i 3 21 4 /> /62 1 H11:2001:DB8:ABCD:1230::/62.
2001:DB8:ABCD:1234::/62. 2001:DB8:ABCD:1238::/62 1 2001:DB8:ABCD:123C::/62. J&/Hr5 1l ¥+
2001:DB8:ABCD:1230::/62 = 4 NA ] /64 T2 — TN ERIN LS (::0). Bl &80T LT3k HAth
162 T T Rk i #s . B i 465 2001:DB8:ABCD:1234::/62 _F 4 ANl ] /64 1M iy 3 A4
MTFILNEEE D 4y 25F1:6) o ERRIEOLT, WS t a8 D LS ASRIZRIR AT, PRI

| wmpsosEn )]



EmpasEEn |
B =rreamEnsss

LR B AR RIRMI RS, ARG LT T hgs il E . WE, MR REE,
ISP 2344 [l — WU SR 2R EA H 0 2% i, ARG 2R Bl 77 10 WG BT AT 46, AR an 22 it v 4 T ARl
FHiZB 4% . DHCP ME—F5iRAF (DUID) 8 B3 i 3 I S (R ANAE .

DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address: |
2001:DB8:ABCD:1230:0:0:0:2/64 Firewall
Manual IPv6 address:\ Manual IPv6 address:
2001:DBB:ABCD:1234:0:0:0:1/64 2001:DB8:ABCD:1236:0:0:0:1/64

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64

B R IPv6 BTEHRANE i
FE— A A% 1 R ] DHCPv6 fr 28 ACRE 0 7 S B A0 ) BRI~ B2 > ) B R 23 P
TR K TPVO TSR . WY, (EEL bR T ATSCEE S P i )2 AL H] DHCPv6 Mtk 75 ) s 3R HUCH:
IP ik, AT ECA B A 122 1A REAS A A QB A SR A4 (1 it
VeI REDCSC R I BT REAN S RF AR AR By vl I

FHia Z |l

MAE AT AR BN, DA S0 JE BB AR TPv6 A0 Jm ke IR 2 3 15 R B 12 N 28 ik DHCPv6 fiR%S
PEOYEC TS 1 AT 2], CABH IPv6 i R . filtur, 401 DHCPv6 IR 55 25 1 3% i AV EIAT 3%
WL E N 300 B, TSGRk JE U B A8 RA TR B8 B R 150 #b. BEBCE IR R0, 1548 showipve
general-prefix fir4. LEWE B BIfEH RA [AIBE, 1520 BCE 1Pve A8)m &L, &5 55 11 BRAE N
200 5,
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CEET T |

UK
P 1 KIIEFE % (Devices) > i &FE I (Device Management), Jf it BUIBI1H W& 1) 438 (2). R4
BRINEFHED (Interfaces) T .
FR2 Sl SRR D) SR ().
FIR3 xiali IPv6 U1, #RJ5 siili DHCP.
$IE 4 L E Pis PD BIZE&FR (Client PD Prefix Name), 4R i A LTS 44 FR
20: J3 AT AR AR P iy
@) Client PD Prefix Name
Outside-Prefix
Client PD Hint Prefixes
[ Add |
2001:DB8:ABCD:1230::/60 ]
name K4 200 > F4F.
TS (WiE) f£F Pif PD 127 E14% (Client PD Hint Prefixes) v Be M A AT SR ATSAC S, LA 7 DHCP
55 B AR AT S EE MU IR TG ) — N e AR, AR5 AR (Add).
W, TR REEE ISR (B /600, B W A8 DLRTISC B R o 4R O A5 SR AR AE A
MBI G R BOZATE, AT M SRR AR T4 RN T 2o ORNF TS e
FE) . JH DHCP J 45k e S8 3R a2 R F AR .
PIR6 HE (OK).
PRT R TF (Save).
IBI, ST LU 2 ERE > ARG S I B D A L e o 7ERRE W 5, A A
AL E £ 5 IPv6 bt

O ATRART % b RS W el ik A S BV G & 42 )5 IPve Hiuhik, i5HATL N 5K,
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B ==25p6mu

\)

AR OACES R A S E R A b, UG o0 AT S . X TR AL, 7E BVI LERCE
eyt 2x F SRR AT B DA% 1 E G E R A b

XTAE BB b SO 0, BV RT3 18 MAC Hiuhik, 302 PRA e AT A8 A2 1 AR
AL MAC Hitik. T TPv6 FEBS A i bl J& T MAC HuhbAE ety DRRs i — ) MAC Hbtik
Oy EREE T2 2 S VEME— (1) IPvo BE R A H i, I e % 38 G JalFoir B 481 L2 s S5 oA & 2B it e v
WS RN E MAC Hulik , 25 63 i,

FHIa Z Bl

XTI TPv6 & Ja B, S 25048 IR 1] 75 il R DU W S VEAR S oKk (ICMPve K7 135) Al
LBJEiE T (ICMPv6 2824 136) K it miff b i ATRAL I 1 4% 11

¢
g

W IREFEIR % (Devices) > & & B8 (DeviceManagement), Jf iy BB Y4411 4Rig (). R4
BRINEFIED (Interfaces) TH .

R BRI 1K) 4REE ().

M 1PV6 T .

XTI HTEL, A (Basic) UL T HoRas. i TIEWIRGA, ik (Address) TUHIBRIALL T

L4 (k) {EEA (Basic) nif I, %EH /AR IPv6 (EnablelPv6).
G S SR B R A Mt i, AT A SRR, B, BCE IPve MK F B0 )E H 1Pve AbEE.

LIS AU N LA R AR E 4 1Pv6 itk

BT R AR, DL T 3R 11, B T-ah i B 1P ikl X TARAE, WA SR T3l
B AL

© DD DIREHIIEE - i1 BB E R EHE.

FEAR I B R HIRIRAS S BCE N, R T e 2 T 2 VB R B A AT S8R BC B IPve k. 3
TR AZHECE R, A& MUY BUL-64 211 1D [ 24 it 1 1 5 i A Hh b ik«

IR RFC 4862 FiLE b RS A hRC B P B K B UA AL B s T I B, B i e
FEIXFPNG LI iff S 2 AR A 5 S o IO IE 1 1Pve> 1 B > /B F RA S EHE LLANHIME1F o

s FENE - ETBhNE 4R IPve Hidik, TEHATEL T AR

Qe

S S
% S8

w N

1. fiadittedt (Address) TUI: 4 i ()i Aotttk (Add Address).
RYH TR IS O HE .

2. fEHiMEFECT, HANseEE4 R IPve ikt (UFEEED ID) , s IPv6 HiZ LL A IPv6 B4
K. (B mBAGRATTS, E55Likdsas EUI 64 S 1EHE, LUEHE MUK EUL-64

B EwpriosEn |
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CEET T |

A AR ID. i1, 2001:0DBS8::BA98:0:3210/48 (5g#%ihlil) B 2001:0DBS::/48 (T
2%, Hikh EUL64) .

FF Al PE (i Bk ¥ 58 % EUI 64 (Enforce EUI 64)) , /1% % (Devices) > i Z &2
(Device M anagement) > 15 A Fi I (High Availability) 51 fii (1) 5 #4Z#% 0 (Monitored | nter faces)
D P A% TP kit o QR RV A ] TP M kb, ) 2 P ¥ 4% TG i A P 4k W 4 4%
e, KRR ERRE IR .

o (B {HF DHCPv6 kEUHINL - 345 | DHCPv6, 54T DL T #4E:
21: 2B DHCPv6 & Fifs

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware !

Basic Address Prefixes Settings DHCP

Enable DHCP Client Enabl

Enable default route using DHCP Enabl:

1. i DHCP W[fi.
2. %P B DHCP & R (Enable DHCP Client) [ & %4
3. (A[¥k) krh$ A DHCP /B B2 AR H (Enabledefault routeusing DHCP) &k HE, M H
i 10 7 R SRIUER 2% tH o
o (ERERBEED AT HBOITS - 22 B2 ET 40 1L 1P bk, THPAT LA HRA4E

BEThREZER BB A AEAN B2 1 e F DHCPV6 R SR AE it 15258 it I IPv6 HTZH AL
F/ 250 0T,

1. riii DHCP Wi,

2. s ().
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22: {6 IR BB 3%

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Adva
S
Basic Address Prefixes Settings DHCP
—
Add
Prefix Name Prefix Length

3. i IPve HiliE FIBT B4 .

WHFEUR, SZRUGRTZH A /60 B /N, DRI A a] LUR HAE ) 24N /64 IE 107,
A HIE R 2 ) i S R SLAAC, W /64 252 3CRFI 7 IS5 o 8 0iFi e T BLIE % /60 - 1)
Wk, B0 :1:0:0:0:1. EHBHERTHIAN o LRI /N T /600 140, dn ST AT ZR 2
2001:Db8:1234:5670::/60, W5y EL4y %42 11114 5 1P Hutik & 2001:DB8:1234:5671::1/64. {E%
FH 0 15 8 2 T4 2001:DB8:1234:5671::/64. fEAHI, 1 BRTZE /N T /60, WIFTZ%:
PR TINHG AL 0, WEWIRT T o Prds/miIFE . B, Wi Argdse 2001:DB8:1234::/48, | IPv6
Huhik% o4 2001:DB8:1234::1:0:0:0:1/64.

4. pii#E (OK).

23 HIBIRNER

+ Add
Prefix Name Prefix Length

Outside-Prefix ::1:0:0:0:1/64 su

5. B, 7Rt S A DHCPve TR k%45 (2043 A DHCPve JoRE&R%45) o i
RPAT IR, BRATEE I (A e 3% P A JE it B2 B S A DHCP (Enable DHCPfor non-address
config) i .

PEE X Ty, T LUERAE R (Basic) Ui B E F A

© BAEAHUERS R IPve bk s B XU EUT-64 4% SXHIHZ DFR AT, 151158 EUI-64
SIEHE

© BT BCEBER AL, 5 R RS AN e b i Brb ALk

B EwpriosEn
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mE P sEsn

B A H I E)Y DL FES. FE9. FEA B¢ FEB Jf3k, U1 fe80::20d:88ff:feee:6a82, 1A AALIL
AL, HOTEEC R R A, T DOk BT R AR k. iR, PR
B YEAE S EUT-64 k%20 H 8h 70 BOBE RS Aok . 0 dn,  fn SR HoAh % 4% s sl 48 F 18 250 EUT-64
R, TR B 20 e A B B AS i s ik v g S B0 E SRR D

TEREA SR Tl B A L

PERT X T RN, BT DAL P/ DHCP Ui Ei & F 51
o W At ECE BB A DHCP SLIEHELLLE IPv6 % i el i il 0 b v BT kil B R A
IPv6 i i sl i o (R ARSI S0 IPve H ZhRC 2 ) i b A3 T DHCP6 SKERIBUH G ik LU IR A=
HITCIRZS B B H
o L AAEM AL E R A DHCP SLEHE LLAE IPv6 B 4 38 i A 40 rh v B A i i B AR A

IPv6 4% F 5  75 H  ebR B A0 IPve B ShC & % 5 i A% H DHCPv6 )\ DHCPv6 FRERILAD(E
S, L DNS RS gl . /248 B DHCPV6 R 8 ZRk i) DHCPV6 IR A IR 45 2% I FH ik
T,

HIR8 X TEHEEN, WWSHIRCE IPve AL AL, 5 55 TILANCE BTSSR (Prefixes) MR E (Settings) H i L
(B . T BVIEEH, WZIHRE (Settings) ST EIAEL T L SEL:

* DAD 2t 5 - DAD 2R N KB, AT 1 F1 600 2 [A] o 5% H BN 0 7] 24 1 5 43 Hhhb &
(DAD) Vi fE. BEIEE AL E %) IPv6 Ml AT DAD I, 4210 bR IR AIE 840 Ja i Rk i B %
e BRIMEN 1 4R,

* NS B} - #2101 L Ipve 4B sk S i 2 [ il kg . BRIAE R 1000 Z 70

o ALIABT A - WA PEA A G R AR SR ERE TPv6 T S A rT IR IS, AT 0 1 3600000 22K 2
o BRME N 0 =FPo 2IZAE N 0 I, K5 A28 A (1 RT U5 1) IS 0] o R M4 45 SR T8 AR B2
AT ) SRR o AT R T ) s TR ] e S IAS o] FH AR e o TC B IRF T, ARSI AS ] i 4 S 1)
SRR, (E, RS0 HIZE A IPve ML 54T 5 T B2 1 TPv6 W 4% 7 55 Al b 3 ¢
W LEIEH IPV6 B AF Fh AN EE IS0 B AR i A E 1) (7] o

LI LHHE (OK).
FLE10 S HRE (Save).
UBIE, AT LA 2 ERE > ERE R SR B BT A e . (EMRE O S, TS AR

B & IPv6 2F /& I
IPV6 40 Jit R I FL Al ) ICMPv6 I BRI R AL MR, B )% CRBBERE PhARJ 0
B BRIE I 10 5 K B S0 e

T CENLD A AR JE A B O B AR R B i 0 o ) B i 2 b ik DRk s A2 A e 8
GAHE. EHUSAE AR A B A SRR A O R WA fm i et . BAh, A Eh
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gapadEED |

B EREAMRLE A Fa ATy ) SRR FE ANTT s ], R S S R SR bk 2B s I s
PR AR, AL s R A T AT

FHIa Z |l
ANAE R A 325 HF . A B WA LU SCHF I IPve AR JE BCE, T S G B4 R 1Pve Hbdik , 25 51

-
DA

W IREFEIR % (Devices) > & & B8 (DeviceManagement), Jf iy BB Y4411 4RiE (). R4
BRINEFIED (Interfaces) TH .
ARG ) 4R ().
sl 1Pv6, ARG Rl ETSR (Prefixes).
Cafk)  TEPCE AL S AE TPv6 B i 28355 TP ) TPve B4R, EHUAT LA F D I%:
a) Aili ()R IATEE.
b) fEMHETBR, BN A R IPve ik, mlk b BRI S HE LS BRI 45
¢) (k) BNk BE R, DURERARES IPVO i . A TERIARTSE, ¥ E & F T on-link
WS BARBION L€ Off-link AUZEI@E , & WPRHE 5 Off-link AT .
d) b RSERE S IEHE LA N R IRTZR O e h s . A 59 e AU bl R 6 I e 5 s
B AR ERE R LA AT U i) o BERTZRANAS TR LA
e) EMIHIFREMATSHAT AL E, Wik B e E S IEHE,
) XTRIRENHE, HuHSERE oz A,
« BHEERTIE] - DI AT N IT R B IR A R . S B R 1) TPV6 BTE T AT
WFA) o e RAEARERTCIT K. ARUE N 0 5] 4294967295, ERINE N 2592000 #2 (30 KD . LA
oA AL AN AT B R . v 2R T 1) 1Pve AT SR 5 o 1 ik ). S KRR
IR ARUEN 054294967295, ERINBCE N 604800 2 (LX) o 8, ik JehR (Infinite)
ST DAV AN SZ BRI R R 1)
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CRE>IRFETE > YwiE > VTEP > /0 VTEP
’&>IREEIE > /B > 20 > HFmED > VNI EQ

2 U 7.4 RCAS .

Al O 32 BGP fl

(= bTN "

7.4

T3

cil

S TT LUK ER L T T
* AAA
* BGP
* DNS
* HTTP
* ICMP
* IPsec VL7
* NetFlow
* SNMP
* SSH
s RGEHEK

2 I 7.4 RRCAS .

VTI IR REE SR .

7.3

(=S

TR IAETT AV IR R 1 o B[R0 G W 1w IR s Al b . SR 1k
A, AT DL A3 BO 2 EA R A TP kR Uy [l B A . RS

VTI, B 7B 8% BN 4k, 387N T S EF DUNIR A2 114k
ACIP Huhl, A AL E ) 1P Huhik .

IS U R

1% % (Devices) > i& & &2 (Device Management) > #£ [0 (Interfaces) > ik
hn#EN (Add Interfaces) > if/NERE#E O (Add Loopback Interface)
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IPv6 DHCP

7.3

=

S 1 B SR IPve FHEI LR Thfk

« DHCPv6 Hulik 7% /i - @918 N DHCPv6 55 233K HL IPv6 42 )5
b bk FA] 3 BRI .

* DHCPv6 FIZAREES ;o - JBWr S 18 N DHCPv6 fil 55 78 3R HN 45 2 1
2. SR)5, JEUMNGT A AT DA O S iy 28 R e e e Athy gl 57 10 4%
Ak, PUETIRAHAE B3 E (SLAAC) % 7 i v] LL H Sh i A
— 2% [ [F) IPv6 Hudik,

* BGP %t 2% 25 45 2 1 T2

* DHCPv6 IR MRS %8 - 24 SLAAC 2% /7 it o] BB ik i
SR AR) Bl LI, BB AR £ ) e AT TH A 4% 25 HA A R g
A IR B AL, ANTR) &P iy 4 e stk

BTHE/AE CU)

* %% (Devices) > R & & 18 (Device M anagement) > 3£ [ (I nterfaces) >
wn/4mEEIE D (Add/Edit Interfaces) > |Pv6 > DHCP

* &R (Objects) > 3 R EIE (Object Management) > DHCP | Pv6 itb
(DHCP IPv6 Pool)

Bris e M4 show bgp ipv6 unicast, show ipv6 dhcp, show ipv6
gener al-prefix

threat defense virtual
T Azure W I g3y i
251 R AC
VXLAN

7.3

3

il

T LN Azure F[1 threat defense virtual Bg B ECATACFRAL X VXLAN
M, PUMELY Azure MK F1 47 8% (GWLB) Bt 518/ .  threat defense
virtual 33 ORI ) VXLAN 9 B8 A NIC b5 XAk
PR

TS U R

* 8% (Devices) > ¥ & E1H (Device Management) > i& & (Device) >
#0 (Interfaces) > %030 (Add Interfaces) > VNI #0 (VNI
I nterface)

T RHE S Azure ) Threat Defense Virtual

wapaoEED
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Ihie EEHL | RARE | EEER
RIKMA | RIKMRA
VXLAN % ¥ 7.2 (=N IINT VXLAN 1255 % F,
B ME BT B
* %% (Devices) > 1% & &2 (Device Management) > 1& & (Device) >
VTEP
* 1% % (Devices) > & EIE (Device Management) > 1% £ (Device) >
O (Interfaces) > ixNENO (Add Interfaces) > VNI #0 (VNI
I nterface)
* %% (Devices) > % % &3 (Device Management) > % %& (Device) >
$#0O (Interfaces) i H %11 > General
LFHPE G A
Geneve 37 §f Threat 7.1 1T “Jy threat defense virtual 391 T Geneve £ 37 FF, LI #F Amazon Web
Defense Virtual K25 (AWS) W45 A BS54 1) AR B . AWSS W O A7 B3 38 i 455 3% 1)
MRS (T RERA — DN DRH O D 5788 sstsia, %
AR AT 28 1] /> B A B I TP R threat defense virtual LLVGEC A B 753K .
I Dhfie LA H] Snort 3.
BTG U B
* 1% % (Devices) > 1% & &2 (Device Management) > 1& & (Device) >
VTEP
* %% (Devices) > ¥ & &2 (Device Management) > % % (Device) >
#0 (Interfaces) > 7 N#E N (Add Interfaces) > VNI #1 (VNI
I nterface)
* %% (Devices) > X & E I (Device Management) > 1& & (Device) >
0 (Interfaces) 44 %11 > General
SCRFHFS: AWS H ) Threat Defense Virtual
31 A2 P HE AL 7.0 (A=Y XF TR R T, ST RAAE 31 471 M F 24 SO SRR & TP k. 31 47

TS 2 ANl T, %S AN R e — N e U
TMFT R/, B, ArEHAE 2 ANk 7M. (12, WREH
RO SRR, JF AT E MR F L, ) 31 477 MR LE IPv4 H R
BB AT 5 2. T, 2 AN FTD 2 [ s i 4% B i a3 2 AN i
Bk B —un AR AT AT AR 2 th o) —un i, B #E. ik
Al LA IE AT SNMP 8R4 H Ak 19— N EIEE B . M 2H B2 5 1%
1 BVI AN SCRF I fE

B/ E R o«

1’ #%& (Devices) > % &&1® (Device Management) > #£ [0 (I nterfaces)
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Firepower 4100/9300 ]
JE ST A 3B A TR RS
5y kRS Z 1) 1

5

6.7

=

Firepower 4100/9300 AU BILLE AT LLKE mbippls 48 i AT 5 s Ras H el 4 11
P EREE IR 2D . HET, HEEFXOS HHURAN “1817” HAHeE
FORA A “IsAT7, T “isATT ORES, MANEE BU B Y
P PV RS o A SR8 N BB B AR 20, Bl TV AT REAE J8u B
N e A B2 mTAR T “Up” WIBIRES, B R B B O
MG — BN T A OREE “Up” R X TAIEE, IRIRASA T AT fE
S FEHAR LR, BN SMERER th s nl Be s Ar B B R DAL B
ZHTFFUR ) B IR . %I R BRI A ZE PR I nI 7 FXOS
PR E .

iR

LR AR S HLAT Radware vDP &1 85 1) JU B 481 AN SCRFIC D) RE
ASA BASCRFILIIfE -

WG AE LR Firepower HUARE PLER b4 IBAEIR& > B ABIRIATS

HrME U FXOS 4
expand detail

set link-state-sync enabled. show interface

SZFFHCF & Firepower 4100/9300

Firepower 1010 Afif:32
Bl sCHr

6.5

Firepower 1010 SZFRREE 55 DA W2 1% B0 A8 e Loty 11 8B K B2 11 .
BTG B
* %% (Devices) > & & &I (Device Management) > ## [0 (Interfaces)

* 1% % (Devices) > X & EIE (Device M anagement) > 3% [ (Interfaces) >
YmiEHIBIE D (Edit Physical Interface)

* 1% % (Devices) > R &ZEIE (DeviceManagement) > 1 (Interfaces) >
A0 VLAN #0 (Add VLAN Interface)

Firepower 1010 PoE + 3¢

FrLUKR 1/7 FILA M
1/8

6.5

TEMEIC B A AT el LS LN, Firepower 1010 328 LK M1 1/7 #1 1/8 |
PRy 2 5 70 DL R {3t B+ (POE+).

/G R 5 <

%% (Devices) > R & &8 (Device Management) > # 1 (Interfaces) > 4
154138 $E O (Edit Physical Interface) > PoE

wapaoEED
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Thie EEPL | R |EEER
RIRERA | RIEEA
1452854491 1) VLAN | 6.3.0 = PR R EEE 11, nT LAYE FXOS W AlE VLAN T2, i&nf L
THN TEZ AN S TR FE =
B /&Y Cisco Secure Firewall Management Centersi #1301 :
W > IREEE > RwiE KIbr > 0 L0k
T /5 D) Cisco Secure Firewall H1LARE HH 25 55 BTN .
0 (Interfaces) > BiA1£0 (All Interfaces) > #i& (Add New) Rz
> F4% 0 (Subinterface)
FEME S FXOS 14 createsubinterface. setvlan. showinterface.
show subinterface
YHHSEG : Firepower 4100/9300
FT 2538 s it $di 3t | 6.3.0 =y LEOR A TAT AR L, W] AR 2 AN S 2 ) e e
Sk B A& MUY Cisco Secure Firewall LA BE 3 =% BT :
BO>AREO > LR
HiEAET) FXOS fir4:  set port-type data-sharing. show interface
Y HEIF & Firepower 4100/9300
AR R AT 4 6.2.0 R AR R FHAI R AR AL T AR MR 2R % R e 1 2 B EH PR Dl g o AR 4 A

El ok e T QT | 3% = S DA - W< R 47 i 2 D | B W D [ Vi
DR UM A AT 4k 5 78 24 Bl i 4 0 Z TRV St 7 1) 42, O HL#
F A BT KRR A . LU, R REAEIE WP KA 3 e R
A, MICIEAERIBTALZ s b . Tl rbThag, T RLERS t B kR
PO WIARAL, T AE B2 18] LUK AR A L i e 0 2 TRV EAT i o 1Y
R4 O R AU 1 (BVI) A1 0 MIFALI G, b2 S d. Wi
JEHMSI A LI BN T S Be g OMRAL, SRR b AR v SR AR
FEFISNERSS 2 AL ILAb T %6 FEB U, BVI T BUE Ciin
B, JFRST Tk G 0 S TR, s i WA DHCP Ak %5
o

PURShe (e R N 5230 ir, (e b PAZ R R, DU
DhEeAE BVI LA SR shA s b gl #7554

/G A 5 -

* i&#% (Devices) > i &% &8 (Device M anagement) > $% [ (I nter faces) >
RIEMIRIED (Edit Physical I nterface)

< RE > WEEE > EO > RED > WfERED

SCFSF G Firepower 2100 A1 threat defense virtual AZMETE F- &
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