oty

PR 2 R 41 AT B 473 SRS«
o SRV RIEESR , 1 T
o GUEER AR A, B 1
* {15 Microsoft Azure AD (SAML) 45idsk , 5 2 11
o NWE GG IAE A Microsoft Azure AD (SAML)A, , 55 27 I
* |7 LDAP 47 5% Active Directory 4B FI4EL H 5% , 45 36 W
 BURSUET S, 5 56 UL
s BOE ERTO MEEEEE WE, ST
BRI, % 65 UL
o LRSI, 2 66 1T
o BRI R GO HERR . 2R 66 T
o SRR SR, 5 74 T

GUERYVF AT IEERK

ERA B 1) 1 RTE
=

U B EOK FARTHE 4

X

e
% Jjn

=

SEFRYIE
(SN

St
| [ 1]



g |
. €13 Microsoft Azure AD (SAML) 4735

RRfag
* EHLG
* V) BB

o MELEHE G

£l 32 Microsoft Azure AD (SAML) 4513}

& nI LA H Microsoft Azure Active Directory (AD) 4UkidE AT 4% 20 B 43 56 U 5% 3 8l 5 43 Bk

WRE T AT A B, ) AU HE AR A R AT LE RS o T TR B S AR A B . AT

RVEAIE L, 1525 5 O 1 A0 B A B PP SR A B A L 1) SRS X

W SR IE

WeBh B IR K AEAE PRI Cisco ISE JEAT BHABAIERT

A LN IR, FARE TR BRI F P Ao A

* ¥ Cisco ISE M ) I AEAH 7 IE48 H) Azure AD AT BN S I0AF . A X PEAMEE, 50

© KT BA IEHA SRR Azure AD F Cisco ISE , 55 4 111

* X T{¥iH TEAP/EAP-TLS [£] Azure AD F1 Cisco ISE , 5 4 W

* JEM Azure AD &4 .

A RKWHE Azure AD [VEAIME R, 8 S 004855 43 KIERC & Microsoft Azure Active Directory
’ /;g 5 ﬁo

ENFHIIE

LB 5 Gy iUk K AR AL T PGB AT WA AT S AN o S 4 11 SRR 30 5 47
WUE . 3 S BRI H A 5 wesh B S e AH ] () P A7 ik %8 (ISE/ISE-PIC TS ACELAT 3750 5 173
RELGISN, EAIDCEREN SRR

TEAf ] Microsoft Azure AD 1F A amiIZs 111, 55 B4 Azure AD 3T G4 I0UE . FoATTH A0tk
PN 24 W S hnidiE 5 (SAML) 41, K24 SAML H 48 LR &I 2 [ A5 R0 &

o MAIRALE (K IX S 55K i) Cisco Secure Firewall Threat Defense PMH4%) o
* G AEFET (Microsoft Azure AD).
SAML & H OASIS FRUENUIA T A I ket A VELNE B, 12 SAML ftik.

HREAE R, WES0 W ald H 1 380 5 4y 5%E 1) Microsoft Azure AD (SAML) 4idak ot il o 2%
1), %13 1.

B 5


management-center-device-config-76_chapter5.pdf#nameddest=unique_185
management-center-device-config-76_chapter5.pdf#nameddest=unique_180
https://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html

Eiibc

S0/ 5 7 £ 38 E 12 Microsoft Azure AD (SAML) I}

1A A # 5h B 17 56 iE €1 22 Microsoft Azure AD (SAML)

A F @ A1) Microsoft Azure AD (SAML) 453k LLH T Cisco Secure Firewall Management Center [1]
B B 5 38 UE 1) S BAT55

S EURIE B
81| Jii H Cisco Secure Dynamic Attributes Cisco Secure Dynamic Attributes Connector %
Connector. {ifi ] Microsoft Azure AD (SAML) 43w, 0]
PLJCHAT IGERA, ] DUAE G A s i) /5
‘B HXIEMELE, 1520 )5 H Cisco Secure
Dynamic Attributes Connectoro
L2 | BiL'E Microsoft Azure AD. TEPAT Z I EATES, A REF O,
a] W FH #5271 0] Microsoft Graph APT [JAfi
PLAJA s Az H &
H S A HE 8 5  Bo AL B Microsoft Azure
Active Directory , 5 5 Ui,
HIR3 | FLE Cisco ISE. B ISE (77 AU p T 1 o0 8 i R e it AT
S BaEf T . ARTEAER, WS
{i] ) Microsoft Azure AD (SAML)AC & ISE ,
CURNIR
B4 | 6% Cisco ISE B 117 U AE ISE e 5 Cisco Secure Firewall
Management Centerif {5
WIS | SRINACE Microsoft Azure AD (SAML) AU AT | HbAE LR 2 - i FIFL P 1D 2% 7 b % H DA
S R J Microsoft Azure AD A7 1) HAh A5 o
HIR6 | OB A0 UE 1 A0 TEFFURAE U 0] 455 1 SR W Al P 12 S 1) i
Z A, VAT I
4n Gz Microsoft Azure AD (SAML) 45l ,
552 U IR, B Microsoft Azure AD
(SAML) 4k
PR | i 71] Microsoft Azure AD (SAML) SUs ) | 55 HABSEAY ISR, AT Z 25 4y

i) 42 Tl S s AR

SRS SOH £ 4 SRS 5 D i 7 o SRS A IR o

THZ D QS RE A T 42 T SRS 60 61 A i 4
D IRl A o

T—5Hit4
15 2 ) o T BAT BRI 3 05 4 IE 1Y) Azure AD Fl Cisco ISE , %% 4 T,

i .


management-center-device-config-76_chapter44.pdf#nameddest=unique_1311
management-center-device-config-76_chapter44.pdf#nameddest=unique_1311
management-center-device-config-76_chapter42.pdf#nameddest=unique_1706
management-center-device-config-76_chapter43.pdf#nameddest=unique_910
management-center-device-config-76_chapter43.pdf#nameddest=unique_910

g |
B <7255 EmA0EmETS Azure AD 1 Cisco ISE

XTEBZRFIHARERLZIER) Azure AD F0 Cisco ISE
NELE 4 T B A Cisco ISE FIZ A 125 15 45 UE (ROPC) ) Azure AD 494

User name/email,

\ |
I |
\ [ |
|

. password : -'ll
| | Client ID, client secret, |
| | user name, password, |
\ |  scopes |
! [ |
: L |
| : Tokens :
: | |

[
\
User Cisco ISE Microsoft Azure AD
1 ] ROPC,

1. FP%R VPN %3 (Fl4n Cisco Secure Client) {H R 44 CEGHEAHbE) FIZF0 8 35,
2. Z/ug ID. B A2 SR EY k%3] Azure AD.

3. M\ Azure AD Ki% 3| Cisco ISE, SRJ5H#HI /<3 1% K i%F| Cisco Secure Firewall Management
Center.

AR E Cisco ISE [MTEAIE B, 1HZ 0 1 H Azure Active Directory it # ISE 3.0 REST ID.

HAh . learn.microsoft.com _|-[¥] Microsoft £ /31> & F1l OAuth 2.0 Ui T4 & B 5% 4F .

% F{& FH TEAP/EAP-TLS £ Azure AD %A Cisco ISE

RFC71705 L HIFEIE AT G 4y BAE WY (TEAP) 7] 5 ISE it 5],  Cisco Secure Firewall Management
Center 1 N 7:

. i


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
https://learn.microsoft.com/en-us/azure/active-directory/develop/v2-oauth-ropc
https://www.rfc-editor.org/rfc/rfc7170

| s
4n1aT 7 Microsoft Azure AD (SAML)EC & ISE .

Group membership

Certificate check,
authentication

o i &

User EAP-TLS/TEAP Cisco ISE Microsoft Azure AD

Subject common name

I I
I I
I I
! I
! I
I I
»l ol
I I
I I
I I
I I
I
I

LLR A 25356 T il H Microsoft Azure Active Directory fic & £} ISE 3.2 EAP-TLS:
1. FAROUE i@ L EAP-TLS Ziff il EAP-TLS {2k #7141 TEAP & i% 3| ISE.
2. ISE VA IR CHRONA. ZASATERRERAUR N . UEB HEi51RE)

3. ISE 3RHUGIEFE & 4 FK (CN) I 25 Azure Graph API LUSREUT /7 (40 A0 HoAd )@ 1. X % Azure
MO P AR FR (UPN),

4. ISE 2SR ARYE M Azuare 3R [B] (1 FH 7 @ PEEAT VR4S

#N{a] 4 Microsoft Azure AD (SAML)EC & ISE
1E Microsoft Azure AD (SAML) %ils, ISE #1377 Cisco Secure Firewall Management Center 4 1% H] /7
il CF6, VERD o ATFBRHR AT ECE ISE LMIT S Azure AD SRUSEL ST H
FIERENERE IS8
PR R T A A SRR (ROPC) B T, i B GUIRESHEH (REST) &1 (ID) k%K ISE 5
Microsoft Azure AD (SAML) LA H , 152 B4 H] Azure Active Directory it & ISE 3.0 REST ID.
TEAP/EAP-TLS

BK ISE 555 T Azure AD 41 572 S 5 FIHAR P &8 R R BORIS L&A, JF# EAP-TLS 5L TEAP
1E R SO AEYM, 152 14 H Microsoft Azure Active Directory Bt & L F} ISE 3.2 EAP-TLS.

[RER1E
3L Microsoft Azure AD (SAML) AUk fir F 15 L, 25 8 17T

% 5h 51256 E B B Microsoft Azure Active Directory

AR AT S FF Microsoft Azure Active Directory (AD) & 1l 5 Cisco Secure Firewall
Management Center it &7 I I U EEAAE B . FA A BB O LA Azure AD; B0, iH{EITAA
A B SR B SRR TR

St
| | 5 |


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/218197-configure-ise-3-2-eap-tls-with-azure-act.html

g |
. AN FHIEIEE E Microsoft Azure Active Directory

H & BRI % F Microsoft Graph 1R

1 Microsoft 3 i I [JFZBUFT Microsoft Graph 24> API Tk, 1] Azure AD W H $Z 7 Microsoft Graph
(AN ARR :

* Reader role
* User.Read.All permission

* Group.Read.All permission

AR AL Cisco Secure Firewall Management Center AEf% 17X M Azure AD & A4
X} F{E Cisco Secure Firewall Management Center ¥ &' Azure AD 43, 5 BT 1045 B
o SN FR 44
* A (ZFRiw) 1D
* BPimEA
- Bx% (FAP) ID

REEHHO

218 Microsoft 3t sl ERIPRIENT]: ] Azure ['])7 QIS0 3 IR CE FiAF 0. Cisco
Secure Firewall Management Center 23 {5 F =1 rpr0owi 4% H & 4 FH P A4 380€ 08T .

PRI B Azure THER0 D REATR I

| &

BRSNS RRESCELFE N 2. W RE BAL, BT i U

X} F7E Cisco Secure Firewall Management Center H1 % & Azure AD 43, DR 045 S
* fir 4 7 ) B R
c EERTFAHEH- TR
s FAPOLBFR
o AT HIE 4B R

BRE&ZARE
A ZHE, 0 Microsoft ¥4 1 _FIIZFE: K5 Azure Active Directory H 1L 53] Azure HAfrpLarp
Frids .

77 Azure AD B & Cisco ISE

TOR P4 iliAE S &% 3 Cisco Secure Firewall Management Center, 144 [ fi il Azure Active Directory
Jic ' ISE 3.0 REST ID H K #t W24 Azure AD i & Cisco ISE.

. i


https://learn.microsoft.com/en-us/graph/security-authorization
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-create
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-features
https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-stream-logs-to-event-hub
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html

| s
& Azure AD 242 E ]

[ R1E
152 [ {24 Microsoft Azure AD (SAML)JCE ISE , 2 5 T,
AL E Azure AD EKiGE

H1EH L % F Microsoft Graph 4R

41 Microsoft 3 1L [I# BUFI Microsoft Graph %24 API 1 ilTid, 1] Azure AD W H#2 T Microsoft Graph
(AN ARR :

* Reader role
* User.Read.All permission

* Group.Read.All permission

SEALBRLE EFEE Ly BERS 1 XN Azure AD R FHRILL
XFTAE A F A PR Azure AD AU, M BRETER 0GR
o ST 0 R FH 1) 2 R
* MA (FRim) 1D
* BRiREH
« BX (FF) ID

WEEHPL
1 Microsoft 2t fi{_ERIPEATT: AL Azure ']/ QIO (I BEHDR BCE S0 BB
o 2T O A% RSO P R 20E 39158

PEANME R Azure SFAFL DI REAIAR

| o

ERRW WAL PR ST L e . WP B, TEIA A 20

X F7E Cisco Secure Firewall Management Center "1 3% Azure AD 4%, P IRET R 45 B
R GEA R4
s ERFHE- IR
o FAF L AR
o A A BFR

St
| | 7]


https://learn.microsoft.com/en-us/graph/security-authorization
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-create
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-features

gug |

B 5550 Microsoft Azure AD (sAML) Sassi i ey 5 2

ER#E&ZEE

A E#ZH &, W Microsoft ¥ 2l _LZFE: % Azure Active Directory H &% Azure FFr O
Pridk o

$%£HY Microsoft Azure AD (SAML) Sl FrERIE B

R6

Sk

G \
5 3
0 ~

Jﬁtﬁﬁ\ﬁﬁfﬁ WA SRELAE Cisco Secure Firewall Management Center ™ 13 & Microsoft Azure AD (SAML)
AU T T 4 B AE 1% & Microsoft Azure AD B, #E0JHE ORI T X85 &, W gish G40 ik
EEE Microsoft Azure Active Directory , 2 5 TLHFTIR,

DL /b BAT = S o A € i - 5403 % 5% https://portal.azure.com/o
VLIRS, A5 Microsoft Entra 1D,

A, R R A E R (App Registrations).

WA A, YR R R IR 513 DU R AR I R

= e

sk B ) A4 R
Display name : docs-test Client credentials : 0 certificate, 1 secret
Application (client) ID 7T EEE FET§ mEEE il Redirect URIs : Add a Redirect URI
Object ID R "o ™ "o ™ T "W b9 Application ID URI : Add an Application ID URI
Directory (tenant) ID el PR N W TR 90 Managed application in |.. : docs-test

Supported account types @ My organization only

s U550 EE) (), ARIE BRI B SO A SR
* A (ZRiwm) ID
« BE (FAFP) ID

M7 % AR EIE (Client Credentials).

BrAEE O miE & P A (AR P2 1D) A5 2620 an ~ 7 2000 57 10 %5 7 ity 25
%ﬂ:

a) MR E Fin% A (New Client Secret).

b) FEFRHEM T B N BER AE B

o) AdiFm (Add).

d) il Value 55321010 841 (), W FEPIR.

T~ New client secret
Description Expires Value (& Copy to clipboard et 1D

cisco-pubs 12/6/2023 jwe" = f il smmim i inge, [ 18m s mw e m o n el i 2000

[
[}

1t https://portal.azure.com/ ', sidiEHH L (Event Hubs) > (EBHHOHZETR) .

. i


https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-stream-logs-to-event-hub
https://portal.azure.com/
https://portal.azure.com/

Eiibc

$XEX Microsoft Azure AD (SAML) S Etyisa I}

S0 AEAER D, il XA (Host name) 553410 EH1 () FREADRE BB X2 g0k hn -
Pl

= azure-ad-events-22q & x

Event Hubs Namespace

|}7 Search | « - EventHub [3] Delete () Refresh 5 Feedback
T Overview #~ Essentials
B Activity log Resource group (move)
- - ‘
Ao Access control (IAM) Status
@ Tags Active
Location
/¥ Diagnose and solve problems East US
Events Subscription (move)
Microsoft Azure Enterprise
Settings Subseription ID
A e T e )
Shared access policies Copy to dlipboard

Host name

7 Scale s e m kBl windowsnet ) o ——

TN Al PO AR H A R SRS (BT TS R S8 44 H L fn 2 =5 18] (Event Hubs Namespace)
HIFD .

P12 AEE TP RE T, sdiZEihE % EE (Shared access policies).
W13 SRS AR
FIB14 HEEFR B - 48 (Connection string-primary key) 53141 €4 ().

SAS Policy: i y ma 1= X
dik iead=tete i | Shared access pol

Event Hubs Namespace Bs X Discard

& save [l Delete (2 Regenerate Primary Keys -

Manage
= e P search tofilter items B
. 3 [] send
& Activity log Policy
R Access control (IAM) RootManageSharedAccessKey [ Lsten
¢ Tegs testad Primary key
- o e - = = o
& Diagnose and soive prablems JR— [Reoima=pm=wwmma =n  on1ama- B
Events S Secondary key

TN BT el ™ W OB W (]
Connection string-primary key

SitosE plels Endpoint=sb://azure-ad-". il m I 17 il " 18 =Bl " B0 Bl I Me=.. D

ey

€ Geo-Recovery [ Endpoint=sb/azure-ad-events m 1+~ N i 1 =Bl o "% Mailiell 1 5=... D) |

“# Networking SAS Policy ARM ID

& Encryption ‘ subscriptionsie = Ma i i EW N o Y U BPRE, RSW Rs/fmc-azure-ad.. ‘

HIE15 il #ER (Overview) > S24K (Entities) > 40 (Event Hubs) > (B#F.OEIRFR) > LK
(Entities) > {£ Fl&4H (Consumer Groups).

T BUME BRI R BT . IR R A A A AR

s



s
. HHEh B4 I8 £ 2 Microsoft Azure AD (SAML) 4535

£ g i h (azure-ad-events T+’ r wa 11) | Consumer groups

Event Hubs Instance

‘;_3 Search | + Consumer group () Refresh

G Qverview

|r'7 Eearch to filter items

Ao Access control (IAM)

. Name
£? Diagnose and solve problems

Settings
o= al
Shared access policies

Il Properties

& Locks
Entities

£ Consumer groups

TE 2 B s oh R ABE ST (Overview).

% ¥
g
>

17 Salidr&ZSE (Namespace) 5541 S5 (H).
. Essentials
Resource group (move) QTR — | Status - Active Copy to clipboard
Location : East US MNamespace e =
Subscription (move) : Microsoft Azure Enterprise Created : Thursday, October 6, 2022 at 21:35:16 CDT
Subscription 1D sl [ 1= ILf&a Updated : Thursday, December 1, 2022 at 16:27:32 CST
Partition eount 110

Message retention : 3 days

R gL AR

F# 5 B 14 38 €132 Microsoft Azure AD (SAML) 4733,
DU 80 18 G0 lis 47 4% 8) 5 4 5 iE 61 3 Microsoft Azure AD (SAML) AU T i K12 20 B 1) § .

&R LUK Microsoft Azure Active Directory (AD) 435 Cisco ISE Bt &8 F K H 7 JHEAT & Oy 56U IF
3J\H&FHF' 1 AHEAT H P4 iile. AT Azure AD 3RHUZH, M Cisco ISE SRHUCE 5 H P & 1l 5l o

AT UR k%

o TR BB AEUE (ROPC): AFH FRgW A H H - 4 Fn s il ik Cisco Secure Client 5575 /7 Uiy
Fok. ISE K H P& iE R I%E Cisco Secure Firewall Management Center. A X 1EANME R, 15HZ
Jet B B UEIIA B3I ) Azure AD il Cisco ISE , 25 4 T

H A learn.microsoft.com _E 1] Microsoft & 173 & F1 OAuth 2.0 %5 il 43 & 25 i 4%

ALY R S B0 AE P (EAP) 55 3 P18 (1) nT 7 e 540 36 UFE B (TEAP) FlAL% 2 %2 4> (TLS),
455 ) EAP/TEAP-TLS: TEAP & 3L PR EAP J5id:, n #7204 bl it AT HAth EAP
JTFAE G R IE AR R o ISE T 3AEH P AEIE B H P 416 K126 3 Cisco Secure Firewall

Management Center. 3 XVELI(E B, 152 ¢ T ] TEAP/EAP-TLS [1] Azure AD F Cisco ISE
, 4T,

TEPNCE A, TE L LAWY S T TS
1. FdE Azure AD AW E , 97 7,

B s


https://learn.microsoft.com/en-us/azure/active-directory/develop/v2-oauth-ropc

Eiibc

Microsoft Azure AD (SAML) 47iis;: SAML ¥R 2 .

2. REUE AT 75 45 2, a1 SRIEL Microsoft Azure AD (SAML) 43T #1555 8 WL T

3. Microsoft Azure AD (SAML) 4iifs: SAML V£4{5 B, % 11 T,

Microsoft Azure AD (SAML) $fitsi: SAMLi¥4H{E 82

PEAE S5 TR B Microsoft Azure AD (SAML) 4k i) 22 20 BR 1) P 2R — 2 o Rl Z005e Jl i 3 P K e
AP BRA R v R AR R S QI O 3230 S I 2 48h S, XD RS
AT o

FHiaZ |l

FERIEIECZ 1T, 58D T BT 55

« (U] Cisco ISE JEATHAN Sk, ) WIARIEAEH] Cisco ISE F 240 HI P ML, 15 1
. ISE:

o T HA BRI 1AL UE R Azure AD Fll Cisco ISE , 2 4 11
* X T1{#i [l TEAP/EAP-TLS [£] Azure AD F1 Cisco ISE , % 4 T
* 2% Azure AD FIER P RIA RIAEAREE, 8 S B85 8) 5 40 38 UE L & Microsoft Azure Active
Directory , 25 5 Ui,

o IREUE AU BT 45 S, 40 SR Microsoft Azure AD (SAML) Sl 5 15 5, 55 8 T
prid .

U1 G %Cisco Secure Firewall Management Center .
P2 5l SR > AR > U

FIR3 Ak RINGUE > SAML - Azure AD.

PB4 WAL MG

5§ 15t AR

&R FH AR IR SR I e — 44 7R
A (AIE. D AU HA o
BMRMIE | 1HZ& B R Azure AD.

FF

s



gug |
B Microsoit Azure AD (SAML) %35t Azure AD 4015 &

= it AR
FEERAE | AU PRI
* £/ ISE BHTHENFHIIE, LIIATHEh S IiE.

* £/ Azure AD I BN R A IIESRFI LRI, LUERE Azare AD FHI1EHES) &
USRS B 5 r IR UE I e (R, SRR 1) .

FERS i T—2 (Next).

T—%HitT4
L)LTIﬁZ*
o WiEh G IIE: Microsoft Azure AD (SAML) 4iiidik: Azure AD FE4I{EE , 25 12 T,

s L5 GHKE: Microsoft Azure AD (SAML) 45il: SAML IR 2542 4L 75 (SP) soidli , %65 24 il

Microsoft Azure AD (SAML) 4733i: Azure AD i£ZR{5 2
WATS e T 2 i m SR —ug, RS A Microsoft Azure AD (SAML) 24

gz A WVNGIEC L S i i3 25 - (B
T2 FWALLITEE,

InH 152 BA
AR iy N AT RS PRI E— 44 R
& Fin NSRBI R, Wik
A ID * WS GBI e A Bl 8 5 43 50 10F 1) Microsoft Azure AD (SAML)
’ % 3 ﬁ
E4hLENSZ
« EHGMIAIF: 3K Microsoft Azure AD (SAML) 47Uk I i (1045 E. (X
ERLEBTR BREZh B ), 519 1T

B EET A S
(Wi, > ARE HhE] BREBA (W) LURE BAL S 1SS b ol A SR B ) 2

(ATE. O HERRRIARA | WRAER T B — e AN AFK, WA eI e & P 418
‘H Fr BR TR BOF R TR A

TG, TR AT . GBI,

B s




| s
Microsoft Azure AD (SAML) 5. AP 2iziart [

W= ik
(Wig. ) BEFMAP | WRAEL B A DB ANAELTR, W RATARL a5 1 4L ]
H PR T s AT T R

AT MG, JRB AT . ALK,

FIE3 piliR (Test).
FEGREE T — B 207, TR IARE B 8T .
P4 L T—3 (Next).

Microsoft Azure AD (SAML) $is: FB P &8t
WAL Ve T 2 0t jn) P — 10, IS RERS Al i Microsoft Azure AD (SAML) 4% .
PEET B E R G KL ARG S 1k 2 AT R AL

gz WVNGIE o S i 132 57 (Y
T2 FALLTEE,

IiH L RA

ISE P BN 144078 (24 /BT

SEEIMEEITRA | ZRIN K 144080 (24 /N
=

BN G, TSRS R AR T ) R 2%, AN, WA BP0 228 0 A R
5 CRMEYSEEIREETTR R RSN .

PR3 mdiRTF (Save).

AT ElEE A F £ 3h H 19 HIER Microsoft Azure AD (SAML) $itigi (52 il X
%A
A F @R N H T Cisco Secure Firewall Management Center[}) Microsoft Azure Active Directory (AD)
U R AT 55

St
| I



g |
B 80 BT 505 45T 8 Microsoft Azure AD (SAML) 73 (GR$IM4EITA)

FHia Z |l

WA T “HE B P (hange Management), JUAAZ50% LU REASXTGATIT 8l 4l . 7> AL HESS
B AR5 A RER U

* JEA URL

o IRSHLAUERTUE N (PKCS12 420

* SOV EIET AN (Faitg O

o SURAL CBIEIFICE AR, E RO e, AR )

ARG R, TS PP AT RC B 3 SO SR SRR AR S AS B SR MR

UK
W EIRIE BH#
IR | ] DNS k4w 5 4 B e (1 T HL4 152 % DNS IR 25 %
(FQDN) Jf-44 /iS5 b A 2
Cisco Secure Firewall Management Center. 4l
RIEZ AT NARAE R gl an b2 B2ds, mrLh
PR . £ Cisco Secure Firewall
Management Center 675 11— 5 e 5 72 %
FH A% 1 (P) 1P k.
I8 2 | J3 HCisco Secure Dynamic Attributes L4 T} Microsoft Azure AD 4%ili, Cisco
Connector. Secure Dynamic Attributes Connector Jj WA 3H
Tio RET LLAEHAT AR, At n) UAE A1l 4
BN EHE. AREAER, ESHEH
Cisco Secure Dynamic Attributes Connector.
PRI | A BUE BRI 5 5 . T 2 [ O P 26 500 52 o
B4 RN LA IR AL FAL 0K ) R 3% Azure | 1IE 15N 325 AT IOE AR LI (CA) 2544,
AD S 5AIFE K 1) Cisco Secure Firewall | JLL .p12 ¥ RATAHE 1 (HFR N PKCS#12;
Threat Defense . WAL ssl.com FCE) .
BRER[ELE, 2 M Cisco Secure Firewall
Management Center % & it & 45 7 5K
stackoverflow.com 17 5 A FF LAl 1 it 17350
IF
AL, WS A PKCS12 3%
FEUED o
S5 | il & Microsoft Azure AD FEAN K H BT Z T EAT S5, AR S
L+ [N FH#Z T i n) Microsoft Graph API [
BB B K Ja FH wiAz H &

. i


management-center-device-config-76_chapter5.pdf#nameddest=unique_186
management-center-device-config-76_chapter5.pdf#nameddest=unique_180
https://www.hostinger.com/tutorials/fqdn
management-center-device-config-76_chapter44.pdf#nameddest=unique_1311
management-center-device-config-76_chapter44.pdf#nameddest=unique_1311
management-center-device-config-76_chapter34.pdf#nameddest=unique_791
https://datatracker.ietf.org/doc/html/rfc7292
https://www.ssl.com/how-to/export-certificates-private-key-from-pkcs12-file-with-openssl/
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-overview.html#id_36982
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-overview.html#id_36982
https://stackoverflow.com/questions/21141215/creating-a-p12-file
management-center-device-config-76_chapter35.pdf#nameddest=unique_1364
management-center-device-config-76_chapter35.pdf#nameddest=unique_1364

Eiibc

snf el BT 30543 3ER Microsoft Azure AD (SAML) 41t GEImz17) ]

S EIRIE

H&y

HZ B E Azure AD JEARE , 57 0.

TE Azure AD HHAIEE B 155 5% (SSO) M »

SSO M AT K Uiy 1] 52 ORI 2% B s 1 FH
REfE Al Azure AD HHAT S350 1E. SSO W
B Ao TR U 0 g (& XML, LA
J% Cisco Secure Firewall Threat Defense 1
Azure AD AT %4 B 4y B JIT 7 1) B 4 f At
PR o

HZ AT Azure AD A 576 5% (SSO)
MH] 5517 5L

SREUAC & Microsoft Azure AD (SAML) 453,
Jrits BfE B

A B HE R P o AIFL P 1D 25 v 25 LA
M Microsoft Azure AD HAEA% ) HAth (5 &
W23k Microsoft Azure AD (SAML) 43
WIRHRNER , 58 Ui,

1 Azure SRS RS - EFIE R
U E a i S ms, DUER 7 n] DAL A
HTTPS Wpi3 5 3] ™ 5T,

SUETER HTTPS ittt ik 24038 2 11,
Microsoft Azure AD (SAML) 4jital A~ & X6} F
BEAT B BAIE . Microsoft Azure AD (SAML)
A 5 4 RGNy Azure B9 38 E BR 55 N
o

QU F AR DR AR s R . 55 18
P

~

AP T2 2054 4 560 UE R ) 1 2 54 4 SRS

LEA# ] Microsoft Azure AD (SAML) 454k,
TS IR ST, %5 03 SR K 70 188 A U
) BE 5 N A BT IR P o

ARVEMER, TS0 QRS 5 5.

18 /] Microsoft Azure AD At 61 @t vy i) 4251
SR AN FR I

L5 FA ST R AN, AN B 5 47
SRS ECRE B 473 SRS 5 7 T 42 1 SRS AL SR I o
T2 ) A0S LA 7 ] 375 Tl SR A 61 S 1 4
Rkt R

e D3R iR SR L5 3 2B U5 I P 5
PN

XA, W &g AT {# F Microsoft
Azure AD (SAML) SUs AT FH 7 B 03 ik
HRHAE R, S0 K LA S 55 in) 45
THIAH G .

T—5 Mt 4
EZ RN E Azure AD FEANE , 557 U,

s


management-center-device-config-76_chapter76.pdf#nameddest=unique_1618
management-center-device-config-76_chapter42.pdf#nameddest=unique_1706
management-center-device-config-76_chapter43.pdf#nameddest=unique_910
management-center-device-config-76_chapter43.pdf#nameddest=unique_910
management-center-device-config-76_chapter42.pdf#nameddest=unique_873
management-center-device-config-76_chapter42.pdf#nameddest=unique_873

gug |
B == 2xigs

e E Azure AD EKIZEH

A& 1% F Microsoft Graph FZfR

4 Microsoft 3 15 _I I BURT Microsoft Graph %4> APTHUITI&R, 7] Azure AD W H 27 Microsoft Graph
LA N ARR -

* Reader role

* User.Read.All permission

* Group.Read.All permission
IR LE 7 B0y BB O Azure AD R 8 PRI .
XEFAE F RO TP E Azure AD AU, D BRPTTE K65 B -

o ST R PR 44 B

* A (ZFR#w) ID

* BPimEA

« B% (P ID

WEEHHO

% Microsoft 3t s EIPRIEANT]: (EH] Azure ']/ B AE O BT NR BB S AF L B
O A P RO A% H R O P AL 30E 9T SR

TEAME R Azure S DIREFIRE

| &

ERSN WAL RRESCELFENZ . W RERE BaL, B iU

X} F-1E Cisco Secure Firewall Management Center H ¥ & Azure AD Ails, M0 BT 1945 &
* fir 4 27 ) B R
c EERTFHEH- IR
s FPLBFR
o AT 4B R

BR%E&ZAE
A EZHE, 4 Microsoft ¥h fi_FIZFE: K5 Azure Active Directory H if& 53] Azure ZHAFH L
Prid o



https://learn.microsoft.com/en-us/graph/security-authorization
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-create
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-features
https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-stream-logs-to-event-hub

| s

7 Azure AD el 555 (530) A I}

7€ Azure AD A 612 8 5 & 3% (SS0) [z F

AT TS 2 W 2 Y S48 U7 0] 2 OR A B P2 I6F, - Wil 7 Miicrosoft Azure AD H 6l 3 FH S Ak B K
H Azure AD [1J51 555 5% (SSO).

B~ A
7E Microsoft Azure AD ['] ', fidhi B0 BfG AlR A , SR 5 4% learn.microsoft.com - it & Microsoft
Entra SSO A [ U6 HH BEAT # 4 o

TEERT SSO MR E 4> . fL'E Microsoft Azure AD (SAML) Ik i), AZIAE L BT 113
2 B FREAE R, 53 3KE Microsoft Azure AD (SAML) 4T 7 A5 B (IR E31 5
BEAE) 5519 Ui

Set up Single Sign-On with SAML

din S50 isrplamantafion Buked on fsdaralicn protocols mnmpioees secunty, elabditg, and and user expsaiances and & aasar Lo

mplarmnl Chasss SAML singli sign -on whesser posiible b annling applcaticns Bl 4o not use Openil Connmect or Stk Laam

Raad 1ha confliguration guide o Tor Falp miegrating apats]h_siune_gaml

n Basic SAML Configuratos

Edit
i e (Eretity 104 hupsyi @ DEOE B OB vsambspimetada e
Rap by URL (Adiadlion Corduimai Safvize LAL] hKopsy' I DEDE BN O &5+ CS00E & Sasmliiplasm
gname” I EEE EeE
Shan an LIRL hitpa et ool kLadorswe etk nalf
Railay St (Splional] Dt
Lavggaiil Ll [Oplienil) et i
a Artributes & Claims Edit
S vername WL R
it R i
AT e LT ||I.|I
L] R et pini paliarie
Uniznie Lt kantiliar . s i palidie
a EEML Certilicates
Token dgnicg cerlificats £t
SLalL B

Tl print DEIE7EE o . W EEESAT

= T T

(AN, O LRSS REREF TR

L R4 B B Microsoft Azure AD (SAML) Adek, 35 & i DU AR AY L AL oo So, DAL ER L
SSO [ H AL & AE

FEER T AR

s



https://learn.microsoft.com/en-us/entra/identity/saas-apps/saml-toolkit-tutorial#configure-microsoft-entra-sso
https://learn.microsoft.com/en-us/entra/identity/saas-apps/saml-toolkit-tutorial#configure-microsoft-entra-sso

gug |
B ozzammanzrnrzmn

a1 § I_azure_saml | SAML-based Sign-on

Enterprise Application

T Upload metadata file Vi Change single sign-on mode #= Test this application & Got feedback?

B Overview

Resoymsit Plan Set up Single Sign-On with SAML

# Diagnose and solve problems . 2 e .
An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn

Manage more.
il Properties x .
Read the configuration guide 7 for help integrating aparajith_azure_sam|
J2 Owners o
Basic SAML Configuration >
&, Roles and administrators & Edit
k |
25 Users and groups Identifier (Entity ID) https://inside.ntd-test.cisco.com/saml/sp,

Reply URL {Assertion Consumer Service URL)  https/inside.ntd-test cisco.com/+CSCOE + fsaml/sp/acs?t

%R P ANLE R NZ SSO R A
¥4 /@ learn.microsoft.com b (15 H K 2 s n BV N mR BTk, K P AR ALs in 2048 1 v

4R 1E
W2 $RE Microsoft Azure AD (SAML) AU AT i (145 5. (IR ESh G 560E) 56 19 1.

IR G RE AN EIErfEE AN

FEFF I ER 20 4 U] QU a fife % SR, DAFEVR BRI SAML sk 2 Fifif s M 25 i i o AUl m]
XS A A T 5 AT

FHia Z |l

L1 WA, W% Cisco Secure Firewall Management Center.

WER MR BEERAE, W B A BIE 8B B, BA TLS/SSL it BEEATfif %,  WIPKIAF BT
HEBI i REE > R FIARE > R

LA EFEKRE (New Policy).

PS5 AR BIR, RFERBOARIE. B BRER AR 2 g BRI iie .
L6 iR (Save).

LTSRN (Add Rule).

L8 M AZFR (Name).

PR MIRESIER S, EHREE - M3

FIR10 MBI (with) 15, EREE MRS SR AERTIE X % .

$£E11 S (Applications) W5 i .

$E12 AEn NI, % Azure Authentication Service .

$IE13 Al Azure B4 I83E (Azure Authentication) , 2R )5 AR ANEI A (Add to Rule).
NEER T AR

Ny
N

B s


https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-assign-users#assign-a-user-account-to-an-enterprise-application
management-center-device-config-76_chapter34.pdf#nameddest=unique_1338
management-center-device-config-76_chapter66.pdf#nameddest=unique_2311

| s
FXEX Microsoft Azure AD (SAML) B AT FFERIE 2 (IXPR EZH S B I8 .

Add Rule 9
Name Insert
Rule for Azure AD Decryption Enabled below rule v 4
Action
7 Decrypt - Resign » | with | IntCADecryption | C Replace Key Only
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters C*Clear All Filters X Available Applications (1) Selected Applications and Filters (1)
Q Search by name @ azure authentication ser x Applications
+ Risks (Any Selected) All apps matching the filter Azure Authentication Service L
Very Low 767 I
Low 663
Medium 755
High 1575
Very High 579

w Business Relevance (Any Selected)

Cancel Add

T4 (k. D WEILMIEDT, g R A& ATk .
HIES  mRN (Add).
W6 (EXILH T, sMHRTE (Save).

T—F#ft4

3%xEX Microsoft Azure AD (SAML) $UB FRERIE R (XPRE B H 4 58E)
BUAT- 2516 BH an AT SR ECAE 57 B Aoty 8B Microsoft Azure AD (SAML) A i 7 45 5L

T LB A () H S 5 43 8 5% https://portal.azure.com/.
P2 ETHTE, st Microsoft Entra ID.

SE3 B, iR EM (App Registrations).

PR4 AR, 1 E RN A0 DR R AT R H .

LIS AR

Display name : docs-test Client credentials : 0 certificate, 1 secret
Application (client) ID T EEE FET R NNl Redirect URIs : Add a Redirect URI

Object ID i 2o = S ™ H "n 1b9 Application ID URI : Add an Application ID URI
Directory (tenant) ID el FlI"EE " o w90 Managed application in I... : docs-test

Supported account types : My organization only

FIB6 vl LU E A 6 (), AR IX EEREG E A
*MA (ER#H) ID

s [l
|


management-center-device-config-76_chapter67.pdf#nameddest=unique_900
https://portal.azure.com/

. ¥XEX Microsoft Azure AD (SAML) ST FTHHIE R (IXBREFNFH IR

« B% (AP) ID

L1 iR P EIiE (Client Credentials).

FRE RGOS mE M QAR P 1D, A2y G B (K5 i

B

a) MiiFEZE P im% % (New Client Secret).
b) RGBT RAZORIE R .

¢) miidRAn (Add).

d) i Value 55410 €8 (), W FEFTR.

T~ New client secret

Description Expires Value & Copy to clipboard et ID

cisco-pubs 12/6/2023 (1 ] finas i g, [ 18mmcnsm mf

Bl

= azure-ad-events-33d x *

Event Hubs Namespace

|f"7 Search | 1t Event Hub i Delete r:_:" Refresh Q'j Feedback
T Overview # Essentials
E Activity log Resource group (move)
= om ol
P Access control (IAM) Status
@ Tags Active
Location
/2 Diagnose and solve problems East US
Events Subscription (move)
Microsoft Azure Enterprise
Settings Subscription 1D
"ol By iy ¥ R R E 7
Shared access policies Copy to dipboard

Host name

=ui® i 220 [ [H]

HIE9  1F https://portal.azure.com/ 1, riiiZEHFH L (Event Hubs) > (BHHORIZATR) .
FIA0 AL ER P, S EHE (Host name) (H554 10 S8 () IEE ARG BB EE . X R0

7 Scale s m CE o l windowsnet [ o —

SN ] T AFRER L I BSOSO (5 0 T ) S 44 HR O s 48 25 8] (Event Hubs Namespace)

AHFED .
W12 MR E T, S EZE RIS e (Shared access policies).
L3 RIS AR
$I4 SdHERETFF S - =42 (Connection string-primary key) 553211t £ ().

B s


https://portal.azure.com/

| s

d i rirad et g L

Event Hubs Namespace

‘

FREW Microsoft Azure AD (SAML) SissiFiBeofa e (mEaamniiD [

SAS Policy: i p ma 1= X
| Shared access poli
& save X piscard

[ Delete () Regenerate Primary Keys '

+ Add

Manage
Z1 Overview A Search to filter items. o

[Z] send
@ Activity leg Policy
p | Listen
. Access control (IAM) RootManageSharedAccessKey ~
@ Tags testad Primary key

/? Diagnose and solve problems

Events

Shared access policies

o
@ Geo-Recovery
“3 Networking

A Encryption

[RFm s = = wEEE "% ¢ .t GEImQ= B

T
Secondary key

ey L e RN 3]

Connection string-primary key

Endpoint=sb://azure-ad-*. ol w I 17 I i 18 =Rl o~ CEY Rakad fhe=.. D

[ Endpoint=sb//azure-ad-events w 11" I o™ B =0l o BT Reilaiad P D |

SAS Policy ARM ID
‘ /subscriptionsfa < e o m EE N LW Y T EPRE REWE Ps/fmc-azure-ad.. D ‘

HI15 i #5& (Overview) > SE{K (Entities) > 40y (Event Hubs) > (4O RFR) > 24K
(Entities) > £ & ¢H (Consumer Groups).

C R RA M BRI R BTG . IR S I A A A AR

o g i h (azure-ad-events T+’ r mwa 11) | Consumer groups +# -

LIE18
PIE19
LI 20
TEN
TR 2

$E23

Event Hubs Instance

‘}7 Search | «

G Overview
Ao Access control (IAM)
2 Diagnose and solve prablems
Settings
Shared access policies
il Properties
ﬂ Locks
Entities

£ Consumer groups

- Consumer group () Refresh

|/’7 Eearch to filter items...

Name

(]

72 M ks op BT (Overview).
sl fr & 28 (Namespace) 551411 Sl (),

~ Essentials

Resource group (move) : _m- swws el Status : Active
Location : East US Namespace I
Subscription (move) : Microsoft Azure Enterprise Created

Subseription ID = ]

Partition count : 10

" 1 00 Fa Updated

Message retention : 3 days

XA O A R

IRIA] 3 GUHAE DA B B 5% https:/portal.azure.com/#home .

i Microsoft Entra

ID,

LM E R, il B (Enterprise Applications).

AT A BE, I BB A1) A R IR N

e RN ANAE TN EA

Al “WCE HSUE S (Set up single sign on)” T ¥ BT (Get Started) .

Copy to clipboard

: Thursday, October 6, 2022 at 21:35:16 CDT

: Thursday, December 1, 2022 at 16:27:32 CST

s



https://portal.azure.com/#home

gug |

B ¢z BT 25154 %E 80 Microsoft Azure AD (SAML) 5t CGR$IM4EITA)

$E24 ¢ SSO MU b, BbRiRR (524K ID) AR A I 3 BTG .
FEERT —ARBl.

o Basic SAML Configuration & Edit
F: I

Identifier (Entity ID) https://inside.ntd-test.cisco.com/saml/sp/metadata/Azure —
Reply URL (Assertion Consumer Service URL)

https://inside.ntd-test.cisco.com/+CSCOE + /saml/sp/acs?t
gname=aparajith_azure_saml

Sign on URL https://samltoolkit azurewebsites net/
Relay State (Optional) Optional
Legout Url (Optional) Optional

$IB 25 7F SSO NI b, MBS o Edls XML 5534 T (Download) 4#4%, 41 F K Fiw.
FEERT AR

0 SAML Certificates

Token signing certificate

) & Edit
Status Active
Thumbprint . L B v m, e mAT
Expiration 10/6/2026, 5:34:05 PM
Notification Email [ N
App Federation Metadata Url https//log) = wm = = = i e e mime | O
Certificate (Base64d) Download
Certificate (Raw) Download
ﬁ Federation Metadata XML Download
Verification certificates (optional) ,f Edit
Required No
Active 0
Expired a

LIR26 WRECLRE T SSO N, wLAfEMAR 1. BEAJCEEE XML 5 7E Cisco Secure Firewall
Management Center ' it & 5 7 S (A% 7 B 7 R T A 45 B

S| CWRCFEA XML, Wik, O AN AMESF A S () IR IR B SCA S
FEERT AR

o Setup " P T Mk

You'll need to configure the application te link with Microsoft Entra 1D,
Login URL

| https://login.microsoftonline.com/5cd5adef-098e-

2|
Microsoft Entra Identifier | https://sts.windows.net/5cd5adef-098e-486b-bcl... D |_
o]

Legout URL | https://login.microsoftonline.com/SedSadef-098e-...

T—5#tta
WS A RS R BB 5518 7.

Sl E—N BAF E 31 5458 IEAY Microsoft Azure AD (SAML) 4538 (GRHIMLZ&ZITF)
PLUR FBHE W ia 47 58 5 4y 56 UE A1 2 Microsoft Azure AD (SAML) ATl i 5 (1 2 L B i) 5 .

B s




| s

Microsoft Azure AD (SAML) 47iis;: SAML ¥R 2 .

TEF NG IAE B RHEINGS 1) T, Microsoft Azure AD J& I A7 >4 FH P 253817 ) 7 1)
PRI b SRS AR BEUR I, T A 205G T L Microsoft Azure AD JEAT 5 3 Bk .

WEC U, VAL DL U 56 O A A5
1. FdE Azure AD FEEAWE , 97 T,
2. {f Azure AD WO R SK (SSO) T, 2 17 0L,

3. 3RHL Microsoft Azure AD (SAML) As AT 75 FO45 5L (PR B B4 50AE) , 55 19 1T

Microsoft Azure AD (SAML) $its: SAMLi¥4H{E 82

BEAT55 18 B Microsoft Azure AD (SAML) 4Bk 1 2 20 B S 2D o S se 1 i 3 K DT
AP RA RE VR AU, AR QIR I AU 1 T 130 B Oy I I R sh B ie i, XD R AT
Z:ﬁ o

FHia Z |l

FEBIE AU |, 15 5E B R ITAT AR 55«

o (VM Cisco ISE ST # B S0 UE. ) Wi S8 4# F Cisco ISE 1E 4 F 7 FH HIAEAE P, W
& ISE:

o T E A BUENG I SiE FEE ) Azure AD fll Cisco ISE , 2 4 T
s X T HH TEAP/EAP-TLS 1] Azure AD I Cisco ISE, %54 W
* B0 Azure AD HIEH P FIALIAEAEZE, 1S 0 N 853 5 0 5 UE R & Microsoft Azure Active
Directory , 2 5 T,

 SREUE MU 45 S, 40 3R Microsoft Azure AD (SAML) ST f5 {5 5, 55 8 T
Pk

L1 FFCisco Secure Firewall Management Center .
FER2 il AL > MR > i,

FIR3 sk RINGUE > SAML - Azure AD.

T4 FALLFEE.

is! AR

AR FH T AR VR ) HE— 4 FR
152 AR (Alike ) UK .
SR RMIE | 1H% SR Azure AD.

FF

s



g |
. Microsoft Azure AD (SAML) $735i: SAML AR 2117 (SP) JTiRE

= it AR
FEERAE | AU PRI
* £/ ISE BHTHENFHIIE, LIIATHEh S IiE.

* £/ Azure AD I BN R A IIESRFI LRI, LUERE Azare AD FHI1EHES) &
USRS B 5 r IR UE I e (R, SRR 1) .

FERS i T—2 (Next).

T—%HitT4
L)LTIﬁZ*
o WiEh G IIE: Microsoft Azure AD (SAML) 4iiidik: Azure AD FE4I{EE , 25 12 T,

s L5 GHKE: Microsoft Azure AD (SAML) 45il: SAML IR 2542 4L 75 (SP) soidli , %65 24 il

Microsoft Azure AD (SAML) 4733 : SAML AR %1247 (SP) TTEURE
WAL T 20 S —11, I8 EE A1 Microsoft Azure AD (SAML) 435,

FrIEZ Al
52 /% Microsoft Azure AD (SAML) 47iJsk: SAML VE4IM5 K., 25 11 Pt ie AT 55

B 1 4k4E Microsoft Azure AD (SAML) 4ifk: SAML V415 E , 25 11 T,
B2 WAL FEE.

W= it AR
A URL MFIZR, b Z AR T 2o e 2% T P AE 25 ) 52 AR 37

IR 2% 55 Y5 I 2 e 1) 21k URL .
T DLl A0 () SRR

K ID SSO K FH ) sE4K 1D,
= EAERRSS (ACS) R4 2 BT E B 302 o
URL

B s




| s
Microsoft Azure AD (SAML) 4Ui5i: SAML 5312472 FF (1dP) STEIR .

=] LA
AR 55 HR A2 R MBI, B TR % %) Cisco Secure Firewall Threat Defense [#3#
SKIIES

T DLl A0 () SRR

TERFSEERFTBIE | (k. ) FRSRSERMR (RIEHTEEE&) KM cEdE, LRk
Microsoft Azure AD SSO N FHFIER & .

PR3 midhi T—5% (Next).

T—2 Mt 4
Microsoft Azure AD (SAML) 4iil#%: SAML & {3 #2(1EF2 7 (1dP) ol . 40 25 .

Microsoft Azure AD (SAML) 45i13: SAML S22 32/ (IdP) TTEIE
WAL T 2 S —T1, #IEEE45 418 Microsoft Azure AD (SAML) 4.

FIAZHI
5E % Microsoft Azure AD (SAML) 4ilik: SAML [ 5407 (SP) suidis , 25 24 UHhiTig 4TSS

IR 1 4k%: Microsoft Azure AD (SAML) 45ils: SAML /IR 4542 6L 7 (SP) Joidli , 26 24 1L,

B2 WIREZ AT N T Azure AD SSO W FHIWELA XML, i fiidi & XML (Upload XML) Jf-37. B 4%,
ARG LAk P IR

F3 FALLTE R

| i3 B

%4k 1D BN B B LR 9 94K 1D

BEBR(SSO) | HANSIIK SSO URL.

URL

IdP iE$ WA, 2T Microsoft Azure AD G 4356 TEIFIHIE 15
BT DL A R () SEEP R

FEA Kl T—2 (Next).

St
| T



gug |
B Microsoit Azure AD (SAML) %35t Azure AD 4015 &

T—SMta
Microsoft Azure AD (SAML) #iid: SAML TE4I{5E , 28 11 Ui,

Microsoft Azure AD (SAML) 4733i: Azure AD i£ZR{5 2
HWATS e T 2 i m SR —ug, RS0 Microsoft Azure AD (SAML) 24

gz A WVNGIEC L SN i i3 25 L (B
T2 FWALLTEL.

I E it AR

AR i N TR AR TS — 44 PR

& Fim % A BN E R, PR

A ID . fﬁ)&‘zijﬁfﬁﬁ&iﬁ: UNAAT A 501 B 3 BAiE 1) 8 Miicrosoft Azure AD (SAML)
BB OENE L

o EFHSHEAIE: FKI Microsoft Azure AD (SAML) AT 5 (10435 6. (A
EHhLBRR BB G 8ar) , 4519 7T

B EETA S
(Wi, > ARPH HEhE] BREBRA (W) LURE BAL S5 s b ol A SR B ) 2

(Tik. ) HRMAA IR TR AR, W ST & T AR
i PR T R R T AR P

FAFA ML, RB AT . A4S,
i, ) BEMMAA | WRELFETHA RS MG, W AL L0 4R
i PR PR R L R P

P ML, R DGR

FIE3 pidiiliR (Test).
FEQREL N —2D 20, ER R IARIE BT .
P4 Ui T—5 (Next).

Microsoft Azure AD (SAML) $is;: FA P &iE88at
ARG TG T 2 00 e i — 00, 8RR 61 4 Microsoft Azure AD (SAML) 454,
IR IV B R ARG B2 1l 2 W I Ab 4L

B s



| s
JE S HIIE B3 Microsoft Azure AD (SAMLISs I}

{EL
o

- A NNCEC L i M i 2t o5/ 2 (B9
T2 FALLITE L,

InH 15 AR
ISE P BN 14407 (24 /MBS

SRHIREITFAA [ ERACH 14408 (24 /NI
=

BN G, TSR A A R AR T ) R 2%, AN %, A B0 228 A R
5 CRIGHISREIREE TR R RSN .

P 3 AR TF (Save).

FE B IEIE 6132 Microsoft Azure AD (SAML)4715;

& 1] LUK Microsoft Azure Active Directory (AD) 2315 ISE e & 45 FH kbt HI = AT £ 43 56 UF 38 B
FreAR AT P EEihl. AT Azure AD FREXZL, M ISE $REUCE S /S 1h 8k .
A LU IR FE:
* BRI R RS AR UE (ROPC): AfH] 7 BEBS A HIHT /7 44 F1 35 38 it AnyConnect 4585 7 3 6 55
ISE ¥ /" 216 & 1% 3| Cisco Secure Firewall Management Center. < TFEAI{E R, ST H
A7 IEHRAT IR 5 0 SEUE ¥ Azure AD 1 Cisco ISE , 55 4 T,
HAh Y5 learn.microsoft.com ] Microsoft & 13-4 Fil OAuth 2.0 %I T 5 3 A5 E o

o YRS G IGAE MY (EAP) BE 5 R T BEIE 1 T 5 4 I IE B (TEAP) LA )2 2245 (TLS),
4455 EAP/TEAP-TLS: TEAP & - FPIEFBRE N EAP J7vk, Al @2z AT HAb EAP
TG LR BE R R T ISE HF 40t P AR U H & 1F & % 2 Cisco Secure Firewall
Management Center. 3 X 1EZ0{5 8, 1554 % 111 ] TEAP/EAP-TLS (] Azure AD fil Cisco ISE
, H4TL,

KPP SR IR 2 B3 S IE, A2 Q14 Microsoft Azure AD (SAML) 43 , 25 2 nirh
AE I =3 SR B AIE

)

IR EHE S Microsoft Azure AD AT SC ) S #S 2 1, 1 2 [ Microsoft Azure Active Directory 43k 1 1]
F BRI

o
| |


https://learn.microsoft.com/en-us/azure/active-directory/develop/v2-oauth-ropc
management-center-device-config-76_chapter69.pdf#nameddest=unique_2427
management-center-device-config-76_chapter69.pdf#nameddest=unique_2427

g |
B <7255 EmA0EmETS Azure AD 1 Cisco ISE

X T EBZRIERAZELEUER] Azure AD #0 Cisco ISE

LRSS T HAT Cisco ISE FBEUHIAT (1% 15 5 1E (ROPC) 1 Azure AD 45U

User name/email,

| |
I |
\ [ |
\

| password : ﬁ
‘ ,  Client ID, client secret,
| | user name, password, |
| |  scopes |
! [ |
: . |
\ : Tokens :
: | |

[
\
User Cisco ISE Microsoft Azure AD

1 ] ROPC,
1. FH/#H VPN % i (6l Cisco Secure Client) {4 (EIMBEEHIE) FlBsmE 2 5%,
2. B/ ID. BSUES. H P4 SR DG &% E] Azure AD.

3. AW Azure AD KixF| Cisco ISE, #RJ5#H F 231 &% F Cisco Secure Firewall Management
Center.

7 KHLE Cisco ISE MHE4N{E &, 1EZ 1 {liH Azure Active Directory fit & ISE 3.0 REST ID.
HoAh 5. learn.microsoft.com ] Microsoft & /3 *F- & F1 OAuth 2.0 &5 T 4 & i 5EF

% F{¥ F TEAP/EAP-TLS A% Azure AD #0 Cisco ISE

RFC71705€ L AIFEIE AT G 0y BAE Y (TEAP) W] 5 ISE it 5],  Cisco Secure Firewall Management
Center 41 FJfi7R:

. i


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
https://learn.microsoft.com/en-us/azure/active-directory/develop/v2-oauth-ropc
https://www.rfc-editor.org/rfc/rfc7170

Eiibc

S0/ 5 7 £ 38 E 12 Microsoft Azure AD (SAML) I}

Group membership

Subject common name

|
|
|
|
|
|
-l
|
|
|
|
|
|

Use

r EAP-TLS/TEAP

authentication

&

Cisco ISE Microsoft Azure AD

|
|
|
[
|
|
>t
|
|
|
|

|
|
|
|
|
:
Certificate check, :
|
|
|
|
|
|

LLR A 25356 T il H Microsoft Azure Active Directory fic & £} ISE 3.2 EAP-TLS:

1. HPRIEE

it EAP-TLS 84/ ] EAP-TLS 154 W #8777 H) TEAP K i%% ISE.

2. ISE VI IAE (RO, ZASERREBMUANLR . IE MASIERE) .

3. ISE 3RHUGIEFE & 4 FK (CN) I 25 Azure Graph API LUSREUT /7 (40 A0 HoAd )@ 1. X % Azure
MO P AR FR (UPN),

SE #ZAUFIEHRTE M Azure 3R M 7 @ PEEAT VA .

4. 1

n1A] b #5 5h B4 8 3F £1) 32 Microsoft Azure AD (SAML)

Ef_

AT
¥ 5))

i 18 Al 2 Microsoft Azure AD (SAML) 45ilek DL T~ Cisco Secure Firewall Management Center i)

B AR i AT S5

S BURIE

EL:p)

181 | J3 H Cisco Secure Dynamic Attributes

Connector.

Cisco Secure Dynamic Attributes Connector ;<

i Microsoft Azure AD (SAML) 43

Uf‘iﬁkﬁﬁ[ﬁﬁ%fﬁ AT DL G ﬁijilﬁ}i'ﬁﬁ
o ARVEAIE R, 1205 H Cisco Secure

Dynamlc Attributes Connector.

SI8 2| il B Microsoft Azure AD.

T EPATZ IR EATLS, AR BE SO,
i) W 9% Vi 7] Microsoft Graph API (B[R
PLA A sz H &

152 [ 4 53 54 B UEC & Microsoft Azure
Active Directory , # 5 U1,

I3 | il 'E Cisco ISE.

P ISE 975 AU T P RS I R LA T
GRBALRTT e ARG, S

i .


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html
management-center-device-config-76_chapter44.pdf#nameddest=unique_1311
management-center-device-config-76_chapter44.pdf#nameddest=unique_1311

. AN FHIEIEE E Microsoft Azure Active Directory

gug |

3
>

SEIRIE

By

A 4 Microsoft Azure AD (SAML)JL'E ISE ,
5500

81 Cisco ISE G435 .

B 3J51# ISE A1 5 Cisco Secure Firewall
Management Centerifi {5 .

FREXACLE Microsoft Azure AD (SAML) 4135 it
LRSS

WA BESSE AL ID. &7 w8 ] DL
J& Microsoft Azure AD T AEAE K HABAE &, o

e 5 - 85 1) A

TEFFURAE U 0] 438 1) SR W Al P 12 S 1) i
ZHT, ERT AT IR
4n Gz Microsoft Azure AD (SAML) 4l |

2 TP, GIEE Microsoft Azure AD
(SAML) 4115

{ii ] Microsoft Azure AD (SAML) 4tk i1l & U5
i) 255 i1 S e RN KR T

5 HABR A GURA ], AT ZEA0 5
TREWE BIORE B 47 SR S5 U7 10 4 T SR W AT DG
THZ [ Q5 RE A [ 428 T SREGS A0 601 A0 i 4
ACER PR

T—F Mt 4
W 20 0 T BAT PRI 1 25 5 AEE Y Azure AD Hl Cisco ISE , 5 4 L.

H#E 5435 EE B Microsoft Azure Active Directory

AR AT S Microsoft Azure Active Directory (AD) & 4 1] 5 Cisco Secure Firewall
Management Center FC 18 I SIS HEAAG B o AT BB C L& Azure AD; R0, WEEITAA
T B SO B SRR B

&8I % F Microsoft Graph R

4n Microsoft 3 55 _I [\ AUFN Microsoft Graph %4> APTH TR, 7] Azure AD W #ZF Microsoft Graph
LA N AR -

* Reader role

* User.Read.All permission

* Group.Read.All permission

HEABR LE Cisco Secure Firewall Management Center A& 75 K M Azure AD N4 H 7 fl4l,

X7t Cisco Secure Firewall Management Center "% & Azure AD %, P BRPT 75 45 S
o SRTENF IR N 1R 44 B
* A (ZFRim) 1D

B s


management-center-device-config-76_chapter42.pdf#nameddest=unique_1706
management-center-device-config-76_chapter43.pdf#nameddest=unique_910
management-center-device-config-76_chapter43.pdf#nameddest=unique_910
https://learn.microsoft.com/en-us/graph/security-authorization

Bt
4n1aT 7 Microsoft Azure AD (SAML)EC & ISE .

. B RinEA
«B% (AP) ID

RESEHHO

2 Microsoft 3 il EFIPRIE N T A Azure |17 G FHAF O i3 IR BB FE 0 Cisco
Secure Firewall Management Center 23 fiff H 44 H Lo i i H 35 20 - AL T 280 JIE8T

TEAE S Azure FoAFH O DI REFIARTE

| &

ERERI B AUE AR L K2 . WRE R B, TEI AR U

%} T7E Cisco Secure Firewall Management Center 1'% & Azure AD 405, 1A 8T 35 (00435 L «
R AP
AR - 8
© JifFhL AR
o A1 RR

BR%E&ZAE
A EZHE, 4 Microsoft ¥h fi_FIZFE: K5 Azure Active Directory H i f& 4 3] Azure ZHAfrHLarp
FITidk o

77 Azure AD Bt & Cisco ISE

PO P il B k% B Cisco Secure Firewall Management Center, 1 9% [ fi7 ] Azure Active Directory
FiL ¥ ISE 3.0 REST ID " [{) 3514 Azure AD il Cisco ISE.

]|
{':T.I.

THR1E
2 Wl 4 Microsoft Azure AD (SAML)AC'E ISE , £ 5 1T

411l 5 Microsoft Azure AD (SAML){EZ & ISE

1E Mlcrosoft Azure AD (SAML) %k, ISE 43711 Cisco Secure Firewall Management Center & 1% H
SU R ERD o AEBHEWT R E ISE LMEY Azure AD UL & L] -

HRMA R ERDEIES AT

PER AT # RS SEUE (ROPC) BN, lik HLGOR AL (REST) S (ID) fe4-K ISE 5
Microsoft Azure AD (SAML) BC & H 152 H] Azure Active Directory Iit & ISE 3.0 REST ID.

St
| EE


https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-create
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-features
https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-stream-logs-to-event-hub
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html

gug |
B 5550 Microsoft Azure AD (sAML) Sassi i ey 5 2

TEAP/EAP-TLS

BOKF ISE 555 T Azure AD 41 R 53 B4 A P 8 P IR AR IS L & H . 9K EAP-TLS 5 TEAP
VeSO, 1§21 1§ ] Microsoft Azure Active Directory it & &} ISE 3.2 EAP-TLS.

GHRE
FREX Microsoft Azure AD (SAML) AUk i M5 &, 2/ 8 L

$£HY Microsoft Azure AD (SAML) $RiEiFfr ERYE 2

AT 25 U6 4] SR ELAE Cisco Secure Firewall Management CenterH % & Microsoft Azure AD (SAML)
S BT 7 45 S . E R E Microsoft Azure AD B, 0] fg DA 3RI T IX L5 8, W #80 SH 50 E
fi. & Microsoft Azure Active Directory , 5 5 71 EPF)T

L1 LR BA I 543 %55 https:/portal.azure.com/.
W2 EUHTE, siidi Microsoft Entra ID.

$EI LB, SR AEM (App Registrations) .

WA WHATLE, IR RN A1 DU S s A N

HEBS SN AR

Display name : does-test Client credentials : 0 certificate, 1 secret
Application (client) ID D) EEE FET"§ mEEE TR Redirect URIs : Add a Redirect URI

Chbject ID Tl o ™ T ™ P "W 109 Application ID URI : Add an Application ID URI
Directory (tenant) ID el Pl S oY w90 Managed application in |.. : docs-test

Supperted account types : My organization only

HI6 LI v UL R SEU S E) (), RISk B SCA A
*NMH (ZFRi) ID
« BE (AP ID

$®T  HEP#REIE (Client Credentials).
$B8 RAMBCLIER S PME (AR S 1D , MLz an 7 e ELE i % ) i
H:
a) miliFTEE Pim% A (New Client Secret).
b) RO BN ZR A R .
c) miilidRAn (Add).
d) il Value 57310 E#1 (), W ERR.

B s


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/218197-configure-ise-3-2-eap-tls-with-azure-act.html
https://portal.azure.com/

Eiibc

$XEX Microsoft Azure AD (SAML) S Etyisa I}

= New client secret
Description Expires Value (& Copy to clipboard et ID

cisco-pubs 12/6/2023 ljwe " = of fn e i i n9c. [ 16w s mn e e i 2000 [ [@]

PR 1E https:/portal.azure.com/ H1, rithEHH L (Event Hubs) > (EHHORIZFR) .
S0 AAMERKT, s E48 (Host name) (555301 S () FEEEDRNGEBIEAR . X S Ed 0
LI

=~ azure-ad-events-ild, < =x

Event Hubs Namespace

|f"7 Search | & = Event Hub i Delete r:_:" Refresh Q'j Feedback
= Overview # Essentials
E Activity log Resource group (move)
PR |
P Access control (IAM) Status
@ Tags Active
Location
/2 Diagnose and solve problems East US
Events Subscription (move)
Microsoft Azure Enterprise
Settings Subscription 1D
"ol By iy ¥ R R E
Shared access policies Copy to dlipboard

Host name

7 Scale sa s m ECE o l windowsnet [ o —

SN ] FEL R AFRER L I BSOSO (5 0 TR ) S 44 HR O s 28 25 8] (Event Hubs Namespace)
AHED o

P12 ek RE T, =05 EE (Shared access policies).

P13 SR AR

$I4 SHERETF S - =42 (Connection string-primary key) 553211t £ ().

SAS Policy: i p ma 1= X
di i it i 4 | Shared access poli

Event Hubs Namespace (= X Discard

[ Delete () Regenerate Primary Keys '

Manage
I Overview A Search to filter items... -
[©] send
@ Activity leg Policy
p | Listen
. Access control (IAM) RootManageSharedAccessKey ~
@ Tags testad Primary key
- - - - - = [y}
2 Diagnose and solve problems R— [Reo = = wmmi ms L0 dama- g
Events — Secondary key
S e RN n
Connection string-primary key
Shared access policies Endpoint=sb://azure-ad-".amal w 117 il " L@ =k o~ BT Rakad I ne=.. D
o
@ Geo-Recovery ‘ Endpoint=sb://azure-ad-events m I 17 I @ 1 =k " Y ikt 5. D ‘

“# Networking SAS Policy ARM 1D

@ Encryption ‘ fsubscriptionsAe - Wa i ©ER N L W U EPRE, BSOS/ fmc-azure-ad.. D ‘

L5 sl #ER (Overview) > LK (Entities) > 4 H0 (Event Hubs) > (E#HH.LHIETR) > LK
(Entities) > £ FZ& ¢H (Consumer Groups).

C R RA M BRI R BTG . X S KA ] A A AR

s


https://portal.azure.com/

g |
. 3 Azure AD 415,

£ g i h (azure-ad-events T+’ r wa 11) | Consumer groups

Event Hubs Instance

‘;_3 Search | + Consumer group () Refresh

G Qverview

|r'7 Eearch to filter items

Ao Access control (IAM)

. Name
£? Diagnose and solve problems

Settings
o= al
Shared access policies

I Properties

& Locks
Entities

£- Consumer groups

ik < 173

SR16 (B /oA R EEST (Overview).

Ei=) I

ST i &S iE (Namespace) 553211 &5 ().,
. Essentials
Resource group (move) : n- e sl Status : Active Copy to clipboard
Location : East US MNamespace e =
Subscription (move) : Microsoft Azure Enterprise Created : Thursday, October 6, 2022 at 21:35:16 CDT
Subscription 1D sl [ 1= ILf&a Updated : Thursday, December 1, 2022 at 16:27:32 CST
Partition eount 110 Message retention : 3 days

S LV o Y

€13 Azure AD 415
W DU, ] DLA a4tk (BP0 A Microsoft Azure AD 4idsk 2 [A] (F1iE#)

Fr & Z Al

SERLL R T AE S
o $% A4 & Microsoft Azure AD (SAML)AC'E ISE , 25 5 W+ flTiAfd & ISE
* g ISE 540U, Wl'E ISE/ISE-PICH Tk

* Jii H Cisco Secure Dynamic Attributes Connector, 15 ] Cisco Secure Dynamic Attributes Connector

Tk .
* RN Azure AD AU FT T FIME, 0 $RIX Microsoft Azure AD (SAML) AUk Fr s A5 &, 2/ 8 L
Tk .

 fid'® Azure AD, Wi hHEsh 543K UERC S Microsoft Azure Active Directory , 2 5 JUHR ik

WA T AR B, U LR LR e T A A T AT UEAS o 3T T e o Bl A LA B . AT
RVEANE B, 152 0 G AR S B s N o S A S B ) SRS AT 32

B s


management-center-device-config-76_chapter72.pdf#nameddest=unique_2449
management-center-device-config-76_chapter44.pdf#nameddest=unique_1311
management-center-device-config-76_chapter5.pdf#nameddest=unique_185
management-center-device-config-76_chapter5.pdf#nameddest=unique_180

\)

£113& Azure AD 4135 .

AR BAIH] Azure AD SUSHAT RIS g4, U SR RIRA Azure AD U U 1) 25 11 S

AN B B4 SR

7
[

J

HIE1 G % Cisco Secure Firewall Management Center o
P2 ik S > HER > Wi

WIEI BOIEUH AU, 15 AR IngiE (Add Realm) > Azure AD.

SR AL

IiH

LRA

AR

(Af3k. O 17RA

Z A 1D (Client ID)

& Rin %A

#HFID

=R OENA

FHFRORR

B PLERT R

NGB IRBIPME R, W $RIX Microsoft Azure AD (SAML) Aids AT 75 F 45 5L

558 U Tk,

(Wik. ) HEFRBIA P
|

N A A AR BN LA T BRI 4. XSS g

B TC I -0 T 2 1 S

FATHRIN AL, RN ATR . A XK,

SRS EPATIHAAESS CE L S s R S

HS A AU, 5 65 T,

WIE6 WA BINML, WEKE Microsoft Azure AD (SAML) 2k /ir 75 (115 S, 28 8 nirp Tk

WD AR (Test).

SR8 B RN BRI R R .

PR LR TF (Save).

T—5H#tta

QS U7 1] 2 TR SRS AR I, 1 el R A 5 [ 2 T SREmes v e i

i .


management-center-device-config-76_chapter42.pdf#nameddest=unique_1706

gug |
B Az aD sAML AR 2z

\)

AR /EHE S Microsoft Azure AD SIUISAH SC I SENE 2 /T, 152 [ Microsoft Azure Active Directory 4135 1) ]
J R

Azure AD (SAML) Fi P £1iE#8AT
Ym%E Azure AD AU, B P S1E#ER U 4 8K ISE/ISE-PIC [¥) Azure AD ) &% # I

BROAEN 14408 (24 /NN o BN G, FI Rl 5. WR I Gk VsIn R 4%, AN RO 3%
) B Ly 2R P R RS (R MBS L% A B PERAN .

VN * —f . . ~ . VA >
11732 LDAP 5515 sX Active Directory $mig Fn5is B &

U REEBEEBAT UK ISE/ISE-PIC, WAL, f#E43 M Cisco Secure Firewall Management Center
M P EEIT A S8 . AXRTFAER, ESMEEB, 5 46 Ui,
LU R, T Lield A RO 5 Active Directory H SRATU 2 HIFIERS 1 H3 (
BH P 5 LDAP R4 %5 5k Active Directory 3837 #8 2 8] FIERD)

(HEFF . ) T F B LA ERF Active Directory 45 %%, 18 JCHAT L R AT

Fth Active Directory 455 URIES , 5 53 1L

* 714K Active Directory l4-#s %7K , 5 52 L

Microsoft £L 5 Aii Active Directory IR 452815 7E 2020 F I 45 5L 7E LDAP 455 Fl LDAP 2544 . Microsoft
P e — IR, R AEAT BRI & 1, Microsoft Windows HHA7F-AE — MU RIE TR, 120
T AT fE SV P BG4 5 0 B0 UE 1S SR D % & 1) Windows LDAP JIjR%5 2% . A7 RTFAIE R, ES
% Microsoft 37 #:3fi i L[] Windows 2020 LDAP il il 46 5& fll LDAP 2544 %5k

AR H SR LB B TRANE B, WS R B, 5 46 TUNIAUE H M F20 7B, 26 49 L
P A B Ry IS IRAEAT: BEE , 95 57 DU o 1A S AR AT B E U 7 2D 7R

ANSCHF ¥ Active Directory 4 Jr) H Sk IG5 2B A A8 H 5%« A 04 )R H SR IS 2 ITEANE ., 1521
learn.microsoft.com 1) 45 H ¢ .

)

ER IBUAUN B Microsoft Active Directory (AD) AUl FR & —/MME—1 AD Eig. BIRRGE RFXA
[F]] Microsoft AD % $i & #H A AD 38 , HRGWTIEIETIBIT. RAEXFEI, ZEFh RIS
[ A AN AT K AEAN P RIEAN AR 0 BN ME— D, DRI R 4 T2 A U A e o Y 7 ol .
TRGICVEEM U A, PR 2s B0 2 AU i AH R ) AD E 38 RARXRHMEDL, 2
N RGeS VRS ) RN RS L8 7 il — N ME— 1D, PRI R 48 TGV WA BT A o
JECA

W BB AT U ISE/ISE-PIC, iH{T AL, AF{EZ3i% M Cisco Secure Firewall Management Center
M AT SN . A STEIE R, ST B, 5 46 1L,

W s
I


management-center-device-config-76_chapter69.pdf#nameddest=unique_2427
management-center-device-config-76_chapter69.pdf#nameddest=unique_2427
https://support.microsoft.com/en-us/help/4520412/2020-ldap-channel-binding-and-ldap-signing-requirement-for-windows
https://learn.microsoft.com/en-us/windows/win32/ad/global-catalog

S
£ LDAP 4i1igi g% Active Directory $5ig#n4iisi B & .

FHia Z |l

At am it P 2% 1] P Kerberos G496 00E, 1EETFIBZ IS LL R34 Kerberos & 4756 1E A
IS, 5 46 T,

WMRBHT “TEEH” (hange Management), W20 A LA N AN AT 8. o loAIHEHESE
L, AR JE A e O A .

o L L 4 VEE Microsoft AD BY LDAP, 45 2% 1132 {5 AT IE B & KL
o SIS B
HRTEAME R, W20 PR AC T B 5 s SR A Sl A8 T 45 H I SR R 5

| B

EESEH Hb Cisco Secure Firewall Management Center A1 H S22 10 (U SEIR , FeAlT5m 20 e 3 s i &
—ANEHFAT E ER AT BESELT Cisco Secure Firewall Management Center ({4045 H 5% (RIS H128) .

B, i H 44 Cisco Secure Firewall Management Center 7 71632, & HC & — ML T 16 S 045 H
Ko BN, TReS FECH AL B0 N )

L1 FFHKCisco Secure Firewall Management Center .

PIR2 A SR> B > U

LRI EAIEFAIE, ARG (Add Realm) AR kR

T4 EPATHAMAES CEH . RN [ SRR, 5 65 nt.

LIRS MY, 2 46 U R IR A\ SUEAE B

BIR6  EHRIRGHECET T, MAHRER, el s ML 7B, 53 49 b k.
LT (AE. D B ICAEAC E LA, 3 sl R E 2 B R (Add another directory).
SIE8  SLEELAFAF (Configure Groups and Users).

LN R SE

(== 15 BB

AD Eﬂz (AD Primary | T 75 556 H P -4 T G 0 BGAIE Y Active Directory 45 2% Hd . 5 S HoAh A
Domain) B TESHSUE B, B 46 T,

S A 20U P Y S A A2 T AN A KA A 6 FH T AR 44 Bk (UPN) Ja 4%
QU AU AW, AL IR N, I H S S A st i,
ﬁﬂ%ﬁﬁﬁfﬂjﬁﬁ domain.example.com , %’ﬂa UPN g}kﬂ]
domain2.mydomain.com, )ﬂUﬂZ\Zﬂ#@’%ﬁiﬂj@ﬂldﬁﬁvﬁﬁﬁ domain.example.como
A OHLE 2 H UPN G4 74045 ., 1521 learn.microsoft.com | [ i &
£ H5 3 1D S5

£ DN (Base DN) B AL A LT A6 R 7 i 1 1 55 4% L 1) H S

i .


management-center-device-config-76_chapter5.pdf#nameddest=unique_186
management-center-device-config-76_chapter5.pdf#nameddest=unique_180
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configuring-alternate-login-id
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configuring-alternate-login-id

B xFsEmmmss)

gug |

=2 kil
£H DN (Group DN) FHL L NI B TR AR R AL 155 4 L0 H S
hngk4R i LA Active Directory IR %5 #5 gk 4. ok Bordl, ih7E AD EiH

(AD Primary Domain). Z7Zx DN (Base DN) F1£2H DN (Group DN) B H
B GG R, AR JE AT nE4E (Load Groups).

ARZXEFEER, IS AT B, 5 46 1.
DR R WA SR B RIAFA P B HRRRAA R SR, BRI AR
W A (2

flhn, KB SERBEFMAR FIRT, VSRS A %
4.,

HERRBVLEFNR P b A2 S LA (P oRg R A P TS AN R 2 A
AT HABZH A P 342 Wl H .

AREAMER, WS PR H R MFE L 7B, 26 49 1.

T L B IR IR

BN, ARG LTI EI 4% ] 8 Kerberos 343 501F) i A\ AD iR AF A& Fl AD fin
NER, RGN, ES A H RFD B, 5 49 1.

WA Kerberos SN 61E, 115 a5 MK Sl M, A5 %, ARG E.

BN P S ERINAE, B EL,  ISE/ISE-PIC . LRigRESBARIBAL. BEIMKITA
AR, HIBENEHMEIARA. M iaEEFNEIRAR.
SERUALEAURE, A RTE (Save).

T—5 Mt 4
s BOE RO MG WE, 957 0
s [FBH P AL, 5555 1T
* Gk MR, 5 HEREE AR 1S D0 B, 5 65 UL,
o LEERAIE , 2 66 UL,

o B, WMEATSIRAS: 30 (Cisco Secure Firewall Management Center £ ¥ {5 15) & FAT
ZIH B

X T uEFn St 5

A 2 Cisco Secure Firewall Management Center F118 WS #5117l 2525 L0 H Pk 2 TRl fridE sz el
T E 2RSS 2 BB E R B Oy IR I RS R . AT DL

o fE BRSSO AT AL

. i


http://www.cisco.com/go/firepower-config

Eiibc

=FamnsnFs [

o U ARG R AT SCFRAUR 7 DA S R AR AUR P 7 e e R A e AR I A
T2 F) POP3 A1 IMAP 7 DA R JE i 36 T Al . TS AR BE/8% ISE/ISE-PIC mMiAs i 2 HIH - .

({ PR Microsoft AD #ittil. > A5sle 41 & S B 4y SR -h A I PR AN B 22 Active Directory S5 (1)
HF B o B A7 51 5 S KU DGR IS, RGeS 44 A7 471 4 0 1R A5 — A B i J R ok
2 Active Directory 1%,

Tn] LR 22 AN 38 oA — AN A 1) H s, ARCBATT A0 A0S A [R] PR BE AR S5A5E B o 80U N 1)
H 3002004 L 1 TH LDAP 8% % [ ]#) Active Directory (AD) IR 45 %% . Ja HAUEG , PRA7 R E SC£E Cisco
Secure Firewall Management Center [ — X & I Ik 45 25 i 2B 24
BT H PRGN, DAAUR AR AR — PP AU SRR IR IR S5 AR B B AN . R HIX LI R A Ik S5
55 POP3 F1 IMAP I/ SRR EH I eRAT SRR % T i AR I A B A LDAP ™ (R 8l
ARG R POP3 Al IMAP & [ {4 Hutil 55 Active Directory. Microsoft Azure Active Directory 54,
OpenLDAP F[¥] LDAP H FAHOGHK. ldn, 4RI S A2 A P A H 5 554 LDAP I 4
[ S E kX POP3, MR Gi a5 LDAP HI™ i) CE: Sz P okl
SHATH PG, AT RAECE DL M AT

* Active Directory. Microsoft Azure Active Directory. H45 #+8% ISE/ISE-PIC (1453 sk 4k 1 41

A\

ER WRETHRINGE SGTISE B A . . A, Al & e &
G BSOS B, RIS AT B O 503 SRR L Y X 4 i
M B] [FAT W S 50 S Microsoft AD A 5453 75 41 o

Ailel e 41 AN 3E T Microsoft Azure AD A5l .

* TS fRHEL[) Microsoft AD 45 % I AU sl 155 41 o
o XTI LT, WA LDAP 453 .
LDAP A SCHFAIUER P31 .

{54 2 AT LARE Microsoft AD 4, Cisco Secure Firewall Management Center | #iX #6 20 J2 A 2
I . fnr DUOERERR S 8/ A P, 41 LDAP 4 sk, Active Directory 453 F14ids H &
, 5 36 TUH TR
XTRRPERY
T n] DAC AT AU e 41 LAEE AE 45 3 b0y AT LDAP BY, Microsoft AD IR45#e 2 [a) i 3445, LK
FRT I B (1) FE LS 0 F - R P 4 e B -

o BRI LS T P AT 5 0 B BE 1 ISE/ISE-PIC 1% 75 () LDAP FiI Microsoft AD i /. iX4E 530
i nl F T P @ Gn A gl

o FEFRE PRI Sh BEARS N ] () POP3 FI IMAP F 8 s (i LIk 26 1 F (K s A i bk 55 LDAP 5%,
AD F U AHIED o XS TeEEE Al T R

BB R O TR (0 BLR A B A e K -

s



g |
B sensesaes

* LDAP H /"4
© BFFILEG

o HLF A
- I

o HIE S5

EEEH  Fy/b Cisco Secure Firewall Management Center A1 H stk fs il # 7] O SEIR , - FeArT5m 0 i3 s i &
—ANEHFAT E LA ESELT Cisco Secure Firewall Management Center 4048 H 5% (R H128) -

B, G H 441 Cisco Secure Firewall Management Center £ T- 1632, EEC & — /ML T- AL 345k H
Ko N, AIRESY FEUH ONIZH T B8 A5 ) 5

X TR A&

P Sh B A7 it e P s sh Bl e, 10 S Bl A7 il A2 Bl 2 o mT A U7 Il P P A fid A
A AR B R 7 Bk T A B R RS SRS I Rl SR R B TR S R
o USRS AR IS L E K S8, W B AL RV T REZ I R R, R HOCIA AT
SRR “AESS” BRI SR K

BEVR PR PR PRI W A N P BB 7 M, 4807 LA A Cisco Secure Firewall Threat Defense
422 A I configure identity-subnet-filter fiy4>.

\)

AR AR ER R RGN BRI T, A B AN 2 IH ] 7 Bt e B BRI 2E ] s i 0
TahMER. (R, A2 RO R EOH RN IR, LDAP 5o S WAe U el P2 B o o

U FNZ S E R

£E R A E Microsoft Active Directory (AD) 43 i, %405 Microsoft Active Directory &%,
LDAP 3, Ik

— I AH A5 /T[] Microsoft Active Directory (AD) 3808 A8 AR . BUAF AT 5C R T A AAS R 5 s
AR G R R . B, AR A e SR P R e BARRIE A I B B e SCAL IR R

)

AR ZASTIIRAUE AT Microsoft Active Directory 3. ‘&1 H T Microsoft Azure Active Directory 5§,
LDAP 5.

W s
I


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

ud
guamnzamy [l

RFEMZEE a0
RGINFHEEERRTEE R AD . A7 JUMRBIEECR: AR THE XA LSRG R
DT i Bs 49 s AN HK: - forest.example.com F1 eastforest.example.com. ANk e (1) 1] 7 Fn4 m]
DU 55— AN ) AD BEAT S B0, AT AR 4 LUK RIS 2l B T IR Ak

I A NI S SR BN I S — DN H SRR G, RS LUK ILE % 100,000 441
AR CHP A o WA EeA 2 4 AR5 5 — ANl b N 30 P LS, AT DR )

P SR ms AR e AT ]
TG T AT 5 A BEAE U7 T 428 T SR m A PR P P PR AT A i 40k
forest.example.com eastforest.example.com

Active Directory server Active Directory server

ARELATRY], AT =4 AD AR b AN RTRUZ s i), #BEE N AL IR R,
FAT L RAAE T AT = MR DU R SE. (i BB, 250K T AT = A AD 3 BN U, IR
P s 1 s e L D I S ) H e D

i .


https://social.technet.microsoft.com/wiki/contents/articles/51367.active-directory-foreign-security-principals-and-special-identities.aspx
https://social.technet.microsoft.com/wiki/contents/articles/51367.active-directory-foreign-security-principals-and-special-identities.aspx

gug |

B ssrseans

forest.example.com eastforest.example.com

Two-way transitive forest trust

Active Directory server Active Directory server

otherforest.example.com

Active Directory server

twJe, BERTLORE A5 B AR O REMSAE FAT O A WA A (R SUR R G oS P AL St B 7 5
o ABBCRE IR ADAT AN RS RN S AN R AT SR RIE . AR A B
O BEBSAEIX L] P AN B S S 03 SR, A ZBORE RN S AH O HT P IR BE O A B vt AU, JF
R A S T DA AR A P A B R H

ARAE IEAAC R B O S BRSSP R AR SR A o AEIXR RS OL T, AR L A
I, KR RS

B s



Eiibc

guamnzamy [l

forest.example.com eastforest.example.com

Two-way transitive forest trust

= . =

Active Directory server Active Directory server

AMERICAS EUROPE

El domain El domain

Active Directory

Active Directory
domain controller

domain controller

El ASIA

domain

Active Directory
domain controller

FMC configuration

Realm: forest.example.com
Directory: AMERICAS.forest.example.com
Directory: ASIA.forest.example.com

Realm: eastforest.example.com
Directory: EUROPE.eastforest.example.com

R AT, BE R WR
* forest.example.com H AL 5 B I [l 48 1) 55 ek 428 1 PR FH P 1R A Jl g 4k
« AMERICAS forest.example.comiiitz 1 (1) H s

* ASIA forest.example.com4iet 41 1) H 5%

+ eastforest.example.com HE 7 B 1 ) 4 1) 55 w42 1l R0 FH P RO An] 3 g Ak
« EUROPE eastforest.example.comiis - 1) H 5%

s



g |
B ssssumss

\)

AR L ] AD “7 Bt msDS-PrincipalName SK#HT 51,  DAES SRR dl2s R g S 4 Mgl 4 .
msDS-PrincipalName iz [1] NetBIOS 44 FK .

N

UiE 3 Fr R AR 55 A8
A LS AT AR B LA F AR 2 (SO 25 o] A 5 B PD AT TCPAIP )

pe)

AR LA I #FISE/ISE-PIC i34 | ZiF TS RIBEIEKRZR? | THFEHIMEIT A EER
£z =7

Windows fR%52% | & v =

2012, 2016 1

2019 L1

Microsoft Active

Directory

Microsoft Azure | & & i

AD

Linux I [ i 1 &

OpenLDAP

AR Active Directory 4= 7y H IR 2/ A H %« BRER B XS BHITEANE S, 1§50
learn.microsoft.com [ [ 4= /5 H 3% «

)

AR WU TS I ke 5 5 M S Sk 5 43 (ISE/ISE-PIC) L= () Microsoft Active Directory
Windows 55125 b, MRy 2581 TS AREREHR ML e 9. Wk TS ARHAT— AN & 45
W 1P HuhE RS TS, WA Sk TS AR iC % 3] B L.

TEERCLL T 5 IR 55 S 2 G EAT DR 1Y) ST«

o BN AL R AT AT L A ZEAE LDAP 51 Active Directory [k 55 # G ELHI 7
A,

o HAFARELL s- 3k, BEAE H LDAP ZE N AE

AWML PN AFRAA R TRIRTAF, WA (). 55 (o) BRI (V) &, XL
AR A SR8 AT T 5 4 SRS

o BINCE AL B RRAE A IR SS AE B A4 0 B P R Active Directory 40U, 151 E, Microsoft
AUAE Windows R4S 8% 2012 F, Active Directory SR & AN 5000 N o AL PEGS
&, iEZ M MSDN L “Active Directory [ KPR -1 k7 .

WERTTEE, ATLMB A Active Directory iz 5% a4 i & LA LR N FRABIF A9 2 11~

W s
I


https://learn.microsoft.com/en-us/windows/win32/ad/global-catalog
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc756101(v=ws.10)

| s
E e e e T |

o BRI IR0 FE 5 1T IR 45 A 058 e — TR 1) Fh AR 45 A 2 P P, A2 EE & Cisco i iR S5 (TS)
RBE, 7ELEIFRCE S, TSARELEME—uG Dol N AH ), FL RS nE— iR s
(Microsoftl Zuihil 55 4 FRHE O LR RS . )

AR TS RETEAE R, WS (ARZamkes (TS B .

SHFRIARSS BRI REFB EAFR

AU R IS5 2 AT R R R R JE PEAA PR, DU Cisco Secure Firewall Management Center g%
R RSS2 i oo . R RS AT B E A FRANIER,  Cisco Secure Firewall Management
Center’’ o248 H 12 g Pk v (145 JE R 78 LA 1

R 1: B4R 5 Cisco Secure Firewall Management Center="E% 8RR &+

TR Z1duLEM | LDAP ObjectClass Active Directory /B4 | OpenLDAP B 1%
LDAP )" 4 |H) 4 s samaccountname cn
* inetOrgPerson uid
£, £ 7. givenname givenname
2K 2K sn sn
MR Hh k- HL 1 B A mail mail
Userprincipalname (415
mail WAME)
department 1] department ou

distinguishedname (415
department % 3 {1

telephone EERS telephonenumber telephonenumber
number

\}

R 41 LDAP ObjectClass 4 group. groupOfNames (group-of-names & T Active Directory)
B groupOfUniqueNames.

% ObjectClasses MBPERTELIE L, WS LL S5 90k
* Microsoft Active Directory:
* ObjectClasses: MSDN /T2

@1 MSDN FHpie &tk

* OpenLDAP: RFC 4512

s [l
|


https://msdn.microsoft.com/en-us/library/ms680938(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms675090(v=vs.85).aspx
http://www.rfc-editor.org/rfc/rfc4512.txt

g |
. Kerberos S 38 E RY B &4

Kerberos {4318 IERY BIIE 4
I HRAF ] Kerberos XF 5@ BIZE 1] 2 P AT B 0360 F, &1L R LA

ENAFRFIRS

WIRAE H] Kerberos Sy 3aiil,  NFEE & B EHLA L0U/0 T 15 MF4F GX & Windows 1% 1] NetBIOS
BRI 5 A, s R L T SR IR R, AR E A N IR B AR R A LA . AORTEE R
152 [ Microsoft XA M vk B IEIS L. Active Directory i HEALL d8k. 35 201 OU W &4 20 5€

DNS fja [s == 45 £ PR 1)

DNS D20 ] EHLA IR [A] 64KB B DM 50, AD ERNNR I BEBRHIE P AN T 1) AR &
H, J41FE RFC 6891 & 6.2.5 T fitit.

s B
PAN 7 B R A
SR EFR
XU BB AU 1T Active Directory 45 #alddiz ey (R HFO .
AR

AU I E— 24 FK o
o BRSNS TR AE TR, ARG SR T BT A IR A

* ZE RA-VPN RCE PTG, REATSCRF RO AT (). FRIZ O s (+)

P

15 RA
(M]3, D NI .
K2 (Type)
A, AD FR Microsoft Active H 5%, LDAP Eon HAl SZ #5711 LDAP 7262, Bk 2N,
B KCFF) LDAP 6B, 1ES AU R IR 2% , 5 44 1. &0 LDAP 77
fitg X BRI 9 2 171 7 P AT S B0 AIE s T St B 75 2L Active Directory.

N

IR AUREIN L] SCRE LDAP 4.

AUk LOCAL H L B A FH P ¥ 8 . LOCAL A A T #2 U5 1o - B0 B0AiE
7 LOCAL Sisligs in LA H A 45 & -

* BR&-H 4.

© AL AR

B s


https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://datatracker.ietf.org/doc/html/rfc6891#section-6.2.5

Eiibc

\}

sz [

© BHINERD-HIAAM ] R

iR

AR nEA AR P LUK 2 ) i) LOCAL 4.

T DUFE R 0 AT ) SR A JE A InsE 22 o 08 ] LLEIEE 2 A LOCAL A,
{EARER FLAEHT

AD E15 (AD Primary Domain)

)

1 HF Microsoft Active Directory 23, -+ 75ZX FH 34T 5 43 B E 1) Active Directory Ik 55 %%
fopc

IR

120 A B Microsoft Active Directory (AD) AU 2 —ANME—1) AD Eid. BERRGE RV
XIAN[F] Microsoft AD 4itisdiz e AHIAI ¥ AD E38 , HRGH LIEIERIEBIT. RAXFE, &K
hZRGE o ) REAS SR AR P RIS A0 B — N ME— ID, BRI R GE ek WA U AT oy
R P adl. T RGIEIES PR, Do BH 200 2 AN 8islidis & AH 1R AD 38,
RAKRIEDL, o KA B Ge 2 ) REAS U 1) B4 T FEsEAN AR 3 e — M ME— 1D, PIE RS
IR OIATATRs 58 P Bl .

AD fIANF A &F1 AD IR AZEES (AD Join Username and AD Join Password)

N

(LEGw R AN, /E SUsiBECE Wik o el . D

H % 4 Kerberos sl I 2% ] J* 3= 3 & 43 4631 % 1 HJ Microsoft Active Directory 4k, Fom B
A {E Active Directory 35 - @i G 3k vF FEALINK /7 (138 4 AR 4T Active Directory FH ' AR R
LR,

WAL JLAA:
* DNS WA RSB 44 il BT R Active Directory $5 4% il 23 1) TP Hiuhil:.
o FRE I DI RERE K T SEHLIN A 2] Active Directory 2.
« P 422t se 2 BRER (B4, administrator@mydomain.com, [fiAJE

administrator) .

R % F Kerberos (B HTTP 7, WA Kerberos {E LI 1 & 4 M0 i B 44336
WERL,  WAZ0 K S BTk 1) Siutel i & AD JBANFA & 1 AD IDANEERDS, A BEPHAT Kerberos ik
HIRIEE 1T BB B I E

iR

SHA-1 #H 5k TCIEAE Active Directory iR 45 25 _LAFAG Y, RICANAEH . BRTEAIGE R, 1§
Z 2%, HI Microsoft TechNet [P UEF MU HLAL #5152 N SHAT IT#% 21 SHA2 B Open
Web V] 22410 H Pl F IR 28R A7 fifh 25 R o

AU SHA-256 5 Active Directory 15

i .


https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html

B sz

gug |

BHRH P ZF B FZE5 (Directory Username and Directory Password)
J BARZR R PAE B BAT AR 2 SR A AR R 2 44 5 i
WERE L FHR:

XTI LERUA R Microsoft Active Directory, 1 g 75 ZL4F @ A SR A RESLHUH P fdl . A X
4045 B, 152 % Microsoft Active Directory #Ekf1 SCAY .

* %} OpenLDAP, JH )7 (K7 1B 1 OpenLDAP FLIG4E 8 #4> HHisHE i <level> S
To MW <level> NN auth B Hr.

s P 852 R e (B, administrator@mydomain.com, A /&
administrator) .

\}

ER SHA-1 Y5075 TCIELE Active Directory IR %5 2% FAFAEHAS, TMANATH . AXEAER, 1F
25, U Microsoft TechNet _I PR UE TS R A LRI S vk N\ SHAL 245 2] SHA2 B, Open
Web N 22410 H Rk B ST AEAE 2% s 5 o

BATEBUE T SHA-256 £ Active Directory 15

FI7K DN

(Ali%. ) Cisco Secure Firewall Management Center\. 7E [ FF 4482 H P £ i ik 5545 LI H
KR WA AR E B DN, MRS SRR ER R R S-45 1 T4 DN.

W, FEARW AR (DN) BA TR A 7 34 s 8 A i g5+ . 5, Example 2 ] (1)
Security [ ]I 3EAE DN 7] e ou=security,dc=example,dc=com.
28 DN (Group DN)

(AJi%. ) Cisco Secure Firewall Management Center/. /£ 1 82 HAT 4@ MERIH 7 R4S 2% 1
) H SR SCRFI AL PR IR AE SR IR ST S Xt SR g A4 0K 2 45 T R IioR
fi e 22 DN, M RGESK R v IEH 2R 45 45 K T DN

\)

AR UM R RGN H MRS A R . 418 DN b SR 7755103 AR LU R 255 USRI
R PR I RE 2 S ERGCE T ET AL

ol XFFH

M4 azZA-Z0-9!1#$% " "&()_-{}'.~"
AR azA-Z09!#$% & () _-{}'.~"
FLfili DN A141 DN a-ZA-ZO-9!@$%/\&*()__.~‘

I 24 P AR AL B AN SRR 2R, BHRR

SR B U, LU BT

. i



https://www.openldap.org/doc/admin24/access-control.html
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html

Eiibc

sgaznasze I

AR &iEEa

CAEGw AN, A6 GUSECE LEXR ol BT A D

BN oI TR SR A B R PSS, BRUMEDY 1440 (248D o IS,
HP RIS UG E . S P R gy m 4, A FRHRE %, N Cisco Secure Firewall Management
Center 22 iZH AR (CRMBISRFIM TR R PSS .

UEAh, U SRAE B AT S s B ¥ ISE/ASE-PIC, Jf HHN, WIFEEMR ik, B E
B IR ARHEOR S b

45 T B L Pl 2 R

s FARRIBZFNISE/ISE-PIC P : mH /AR HELISE/ASE-PIC (#ish& i iF2i) IR
F R

P48 € O HIHE N 3& T pxGrid SXP 2338 F 8T (Bldn, Hbs SGT W) o ik, H
FEHAT K H ISE (145 Wb M BR B 0 S, 2k R st R

2% ISE / ISE-PIC W TE4I{E &, 155 % ISE/ISE-PIC & 3.

é’;‘iﬁﬁﬂﬁﬂﬁﬁﬁﬁlﬁ H TSAEE (—Fsh S I UESRAY BEREAHI T I . A RS
B SRR (TS) S 45

« BEIMEITRRAA: EENETTT RS S IR UERAY) BRI I .
ARG R, TS BRGNS 5 45

* RIMHTSRHILETT R AP AR R 09 2% 7] 7 By 8 s i P R IS o #50T ARG & Cisco
Secure Firewall Management Center ¥ 1/ 4 £ 4 56 UE R IG I H - 2 T e KB R EIR IR
o T DAIE PR U7 ] 455 I S Sk S 43 S0 0E 2 ) P 4821 o I 8% R 7 Il AR, G SR aX
FE, G IERE R H T e

ARG IR P26 1T R PR B, TSR 2% 1)) 7B

-ifigﬁ’iﬁﬂﬂ%l“])ﬂ}ﬂ)ﬂ A5 F 7 B A S BBl W 2 1717 (R TP R IN o A7 GPE AR A
B S g T S AR

Wusk B RINEHF

S ERFE
TR GV T4 125 N RS #s (19 1 Active Directory 38428 il #%
EHA/NP Heht

Active Directory Sl #8 THHHL5E MR e EH K. BERTEER T B, 1ESH L Active
Directory IR 55 #% ZFK , 2 52 Ui,

U SR AEAE ] Kerberos X5 il b 25 171/ BEAT S0 IR UE, IETHAA DR IS T A LLR N4

WERATH Kerberos S50 1F, WIFEE B &M EHLG LA T 15 MFERF (X2 Windows & 1]
NetBIOS BRI 5 #30], S PIL ]/ S il R W AW B W & i B W BHL 4 .
HRTEANE B, W21 Microsoft SCRS M s IS #:  Active Directory R ML Bl 3l 5T
HIOU [ 440 5E -

s


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
management-center-device-config-76_chapter72.pdf#nameddest=unique_2406
management-center-device-config-76_chapter75.pdf#nameddest=unique_2404
management-center-device-config-76_chapter73.pdf#nameddest=unique_2400
management-center-device-config-76_chapter73.pdf#nameddest=unique_2458
management-center-device-config-76_chapter73.pdf#nameddest=unique_2400
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou

B suezneRsss

g |

DNS 401 1] EHLA IR ] 64KB s 5 DM RN, A0, AD BERMRR KM PERREIZE AN 7 1)
#EH, H1E RFC 6891 4 6.2.5 Hhitit,

i A (Port)
IR 45 245 1) i 1 o
nE
CHRZUE. ) BEAEHT s J7 ¥
* STARTTLS - Il % ) LDAP 14
* LDAPS - Il % [¥] LDAP 1% #%
* &t (None) - KM% ¥ LDAP i&EH: (AZAMIRE)

5 Active Directory IR 55 #s %215, S 2 2HEH 3] Active Directory , 2 52 Ui,
CAiE#H

FHTF- 5 R4S 283647 B0 B6AE 1Y TLS/SSL UF-P. WAL & STARTTLS ¥ LDAPS {f 4 fin%F KA 4
fiefdi F TLS/SSL ik 5.

WAL R P47 Sy B0, WUE S (1) IR 55 #8 4 FR 620 5 Ik 45 #% EE#IL & /1P HitiE (Hostname /
IP Address) UGEC. %140, 5k 10.10.10.250 4524 1P ik, i AN IE
computerl.example.com, EFZ2 KN

RAFEZBRRSHBEDO
¥ RA VPN B3 F5%E, LUE Cisco Secure Firewall Threat Defense 0] DL 22 4> HiiZE 25 Active
Directory 55 #%. {HJE, HEIOAHT N8 f4l.

RBgEFe b 4. AREMER, WS %A,

T U IR
o B ERAEITRRAT: A LB Active Directory 55 4% -
RO EPFILIERH) Active Directory RS %% 4F € FLAE#Z 1

AR E¥ Fi
AD FE i3 (AD Primary Domain)

LT Microsoft Active Directory 2k FlT-75E0 FH 7 34T 5 47 K AE 1) Active Directory Ik 55 %%
Sapc s

. i


https://datatracker.ietf.org/doc/html/rfc6891#section-6.2.5
management-center-device-config-76_chapter34.pdf#nameddest=unique_890

o]
gmaznRsTe I

\)

AR BTN EE Microsoft Active Directory (AD) AT # H5  —/NE—f AD Eigi. BARARSF AT
XA [F] Microsoft AD #itislfiz e #HIA] ¥ AD E38 , HRGH LIEIEHEBIT. KX, 2K
hZR G o N RN RS P RN AL 0 B — N ME— D, (A R 45 ey B A AR AT o o
P T RGTEIES R PRI, s B REo0 22 N8ttt 2 A R AD 38
RAIEFE DL, J& B R G4 I BRSSP RN Bl —ANE— ID, RS
IR O AT R s - B4

WMAERUER A FFIAE
£ 7K DN:
CRigEe ) R AE I BT A6 3 ™ Hodia (1 55 4% L 180 H S

A, FEART AT (DN) BB 188 74 s 8 iy SRt 454 . 51, Example 22 7] ]
Security #[ T3l DN 7] 884 ou=security, dc=example,dc=com.

2H DN:

ATk O B NAE L AR BT AUs PERO ™ B 55 8% L0 Hsrpt o SCRFI AL s i 51l
RAEFFMIR S 2R G RMEIEAFR , 58 45 T R,

)

AR B MALA LIRHA R SRR T, MRS (). &5 ) MAREZ (), PO
P A T3, WANRE T 54 5K

hnEx4a
S RENE T ECEE T AR s il g Al
A FA4H (Available Groups). &I EE (Add to Include). #A0LAHERR (Add to Exclude)
I 1 o] A S s A R 4
s BRAERAE S G RENA P B HRRAES AR 7B, S TR FBH R din
TR
s WIREH AR5 B BLEFN A P (Included Groups and Users) 7B, A LS fo &
MVZHFIR 4 28, F P s vl BT IR P ol

o WIRGE R 5 3 HERR B9LEFN A P (Excluded Groups and Users) 7B, EATT AT AL & 14 Bt
BAFH T, BT Xy FEOF T H A FFH .

o FEAROR ARESENA T, EE BRNR TR FB A 44, R5 sl iR

fn.
« AR B ARMUIEAHE T, BE BRAR NHFBR AR 4, K5 s R
fn.

i .



g |
. R &1 %E$%Z| Active Directory

A
ER TH AKX R=1- (Eve) + ilH 5 MR E AL (R, Hr
* R T FEA s
* LRt E g
* E AR 041
* e AEHEBR I P
< i RAE

SRR
s LR AT 2 5 AD )25
FiEEH RE . &
BN AD T 2R FORIZEL RIS R R] [R] g o

%2 £ ihi%E1E 2] Active Directory

E Active Directory i 55 & Al A5 BEARLy  (FRATIRAVE B Z QI 24088, BonihaT BT I
HAES

* S Active Directory JIl45 % HIHIE 1

o JEHGE B S AL FE N ZAEE CA IET T &R (Objects) > X R &I (Object Management) >
PKI > Z{51E CA (Trusted CAs)) .

« #1$k Active Directory 45 % 156 4= IR 32 4 FK
o A AT H 5%
BRIFME L, WEHSHEMU FMESZ—.
HXEm
1 Active Directory 2525 (AR UE TS , 26 53 1L
74k Active Directory R 5585 %4 FK , 2 52 1T
G114 LDAP 4k Active Directory 453k A4k H 5% , 56 36 1T
4% Active Directory AR 55 28 & FR
BLE RO P RCE AU H S, A UNTE 58 A B RS s AR, R8T LR S ek AR e h B iZ 4
FRo
FIAZ Al
I LA B AT R B IR A vH LA R 7 8402 6 5% Active Directory Jli4545 -

B s



| s

{EL
o

S Active Directory AR 55 88 BUIRIEH .

W1 Gk Active Directory IR 55 #%
PR 2 piiFFA (Start).
WIE3 il tk PC (This PC).
PR 4 miii B (Properties).
$IES5 AR FRESHIKE (Advanced System Settings).
$IE6 LT EHAFR (Computer Name) LT K.
PR T E TETENZTRME.
71 FMC HC & 4k H sk Iy, UM A ) 44 95

T—5#tta

@14 LDAP 44k Active Directory 453 f145H% H 5% , 5 36 1L,
HxEH

S Active Directory JR45#5 ARTE TS , 5 53 1T

S W Active Directory AR 55 22 BUARIER

B P RIUESTHE W 3 HY Active Directory I 5% &3 IUHRIESS, 202 2 4 B 45 # by DIERIH]
J RS ST o

FHIaZ Al
T ZIURIE Active Directory Hi 55 % UHRIEAS (44 Pk e MRIUE S A9 44 FK 7T BE L R 2 ARAH ), B e 1

MR REAN o o IR s T B AR A FRI P75 W REi A HoAb 7 3

L1 LU Z A Active Directory IR G- a5 HAE B AFRII—M 51k A GTEAIME B, W20 Microsoft 3CHY:
PLEAIZAT Microsoft 7 #4216l 5 AR (1 H P & 413 %8 5% Active Directory HR%5#% o

a)
b)
c)
d)
€)
f)
g)
h)
i)

K FFER A mmce.,

siili STHF > /iR Snap-in

A B s (1A A B e s, S SER (R .
SR (Add).

FEUE P B ICAHEME S, i B A )55 E T—.
15 “IEPETENL” MEHET, sy AR EN AR5 Sl TR

PR Windows Server 2012, FE & i D B LS INE B & W LA BT

il =R 8 > ZEEIEREMAINE > iE$.

s



g |

. S Active Directory R 55 88 BURIEH

AT ZAEATUE P SR EA MG . T B R 2 Windows Server 2012 F7Rf; #

Bl KA AT

@ File Action View

Favorites Window Help - |5 X%
e nE LG XE= H
] Console Root Issued To = lssued By ~ || Actions
4 Ifﬁ‘ Certificates (Local Computer) S AAA Certificate Services AAA Certificate Services E I-E p— I
4[] Personal [ AddTrust External CA Root AddTrust External CA Root = .
) [ Certificates 55/ Baltimore CyberTrust Root Baltimore CyberTrust Root e
<@ T!usled_Rooi Certification Authorities [ Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio.. m
[ Certificates [5:/COMODO RSA Certification Au... COMODQ RSA Certification Auth... Miirer: b

p || Enterprise Trust
b ] Intermediate Certification Authorities
b [ Trusted Publishers
b ] Untrusted Certificates
» B3 Third-Party Root Certification Authorities
b ] Trusted People
p 7] Client Authentication |ssuers
b | Remote Desktop
b ] Certificate Enrollment Requests
b ] Smart Card Trusted Roots
| Trusted Devices
b 5] Web Hosting
rl ﬁ Certification Authority (Local)
4 é domain-DC-CA
"1 Revoked Certificates
71 Issued Certificates
] Pending Requests
] Failed Requests
| Certificate Templates

5l Copyright () 1997 Microsoft C...
|5/ DigiCert Assured ID Root CA

5/ DigiCert Global Root CA

5| DigiCert Global Root G2 DigiCert Global Root G2

5| DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ..

=4 domain.example.com Sample Documentation Authority

Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

5l domain-DC-CA domain-DC-CA

5 domain-DC-CA domain-DC-CA

5l domain-DC-CA domain-DC-CA ||
5 domain-DC-CA domain-DC-CA

5l domain-DC-CA domain-DC-CA

5 domain-DC-CA domain-DC-CA

[5IDST Root CA X3 DST Root CA X3

[ZJEntrust Root Certification Auth... Entrust Root Certification Authority
5l GlobalSign GlobalSign

5l GlobalSign GlobalSign

5l GlobalSign Root CA GlobalSign Root CA

[ Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... -
.(:l. o = | S 2 oM R

Trusted Root Certification Authorities store contains 39 certificates,

HIE2 i certutil fr4 FHF T,

KSR M7 RS HUEBRERETT R, JCH RN LIS T Webil] W25 T A Active
Directory IR 55 A2 3) & FE PO IIEHL T o

a) fiidi FFEE JFEIN emd.

b) KA certutil -ca.cert iF -4 K.

Ik 55 4 HROAIE S s FE B R

¢) HEHEANIE 155 I BN, L) oeee

BEGIN CERTIFICATE----- Jf Sk fIL) -----END

CERTIFICATE-—--- 45)8 (Hi5IXLEFRFH)

T—5#tta

&
AXER

#r$k Active Directory IlR4- #5455 , 5 52 TL

# Active Directory 2% 2% (KIEFAE A 32 54E CA BN BHAL , WHRINZET CA X% T

B s
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2 P A ks By ARV Ok 4 AN AX BB 2 v g P B AT R H sk . T T DA
1E Gy SEmg P AT S EE A0 Ak
IS AR B, AR T R T BN IS A B PO YR AR P R A . B ORTEME R, 1ES
e SR 7 A5 AT R4k, 26 40 i,
Fiaz 8

J3BEA Active Directory 361 i —4™ Cisco Secure Firewall Management Center 453k , Jf &AM
A Active T a) g szl g QU2 —A> BEA.O HR. 1S A8 LDAP 4 sk Active Directory 4
AU H s, 5 36 1L,

\)

EFE Microsoft Azure AD AEAN TR B [A] 20 F A4 .

WAZIAN Ry LA B P s ) v A R P 1 3 o) e 4

154 %2 AT LUHRE Microsoft AD 41, Cisco Secure Firewall Management Center I 25X 2621 Jz AL &

P . Rnr DR RERR S 8l /A B, G1% LDAP 4k a Active Directory 43k F140, H &

., 5B 36 TP TR

S8 WA 2B FH 33 11 S AR 44 T AN A 2 3k AT AnT 2% FH 7 AR FK (UPN) Je 40 didak. A7 00), H Al
éﬂ’{%—%ﬂi?%ﬁ, ﬁﬂ%{ﬁ’ﬁilﬂ% \é\iﬁ‘@o 54, ﬁﬂ%}%ﬁﬁiﬁyﬂ domain.example.com, %’ﬁﬁ UPN %ﬁ(
jﬂdomainZ .mydomain.com, DlUdZ\ZDﬂ%Qﬁiﬁjiﬁﬂﬁﬁﬁﬁﬁ domain.example.como ﬁ?‘%@ﬂﬁ%ﬁﬁ UPN Eéﬁ
HIVEAS S, 152 % learn.microsoft.com | ff) it B 46 T & 5% ID Z5 % U

P WRMWARE K, WE % Cisco Secure Firewall Management Center
P2 W SR > HA R > U
SIS TE (1) .
PB4 ERESR, EALRTER (Sync Results) IELT K .
“RIUE” B FE7R Active Directory Ak KT A [A) 20 & AR AE I8 . A 4k ARE AN AU S5 U R LU iR 7

Ao
FEHRIETE | AX
3
B Jr P AL RS TR R Jol AT R A

s


https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configuring-alternate-login-id

g |
B ozsmss

PP ETRE | BX

5|
HB=f A0 P FRZ N tH B R . A R BE A Active Directory 3z in 77— ANk,  Jf
'Y Ay A Active Directory AR HIZH RN T —A H %

ARVEANER, WS RSG5 71 5.

Il 32 SuE F 5

W DU AR, T DLBEESUEUT A1, X e RGN B 4y SRS N R IR AU A 413 . K sk
P 5 D03 5 G B 77 35 8 0 ek ) 77 sC5E AR IR DXORAE T 3R GEAE I F S 7y SRS IR 42 491858
HIH R A (1748 2= T A 4

FIAZ Al

TRabZn eI a2 DA, A0 Y T 5 Active Directory i 454 242 . #8070 LDAP
ST Bl AT A

%41 LDAP 435 Active Directory SRS H 5% , 55 36 Hrh prk G gl s

L1 WA, 1E 8% Cisco Secure Firewall Management Center.
B2 A B> &R > GuE > GusFES

P3N GUEES k.

$E4  LURNES (Add Sequence).

PIRS AL BB, WA TR RIS S 4 R

6 (Ak. D 75 WBBEECP, AU S .

S| AN, Ak R (D).

LIRS RN 44 FR LS I 2 A

B/ NMERIEIEL S TIRER BT A A AU A R

B SdHE (OK).

LU0 AER AT H X TEAE R, i B A A S R G 2R 0 A 1 L 4 FEC Ak
T SR i AT A R AT R B s . domain-europe.example.com ATk A T8 &R
domain.example.com A3 i 1 FH 7

. i
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Add Realm Sequence @ X

Name*

Americas and Europe

Description

Realms
+

Drag and drop to order your realms

domain-europe.example.com (AD)

domain.example.com (AD)

FEN SHRTE (Save).

T—5 it 4
THZ QI 5 ) 5 .

g EEH 0 WIBEEE: RE
SR JUA A A0, o 0 5 S B s A8 P R A A

W RGBS WAk forest.example.com Al eastforest.example.com. i & Hstk, LUMEEADH
SRR SELE H] PRI 2 ] BAER 3 —AN H Sbk 1) Miicrosoft AD EAT S 50 iE .

)

IR ATFEAE T Microsoft AD 41l%. & AN F T Microsoft Azure AD 45k, .

PR S AT ] o A (175 51 B

s
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g |
. 71 Cisco Secure Firewall Management Center it & B8 (5T 418 1: B BMSMEF

forest.example.com eastforest.example.com

Two-way transitive forest trust

Active Directory server Active Directory server

T AT R, AT RA R s i & A F o -
+ forest.example.com H AL 75 B 7 [l 42 i SR mes 425 0 1R R P R A A sl ) 9 f H Sk
* eastforest.example.com 4 75 B 1 ] 42 o) S 4 i X FH P (R4 A 3k i sl A H S
IR B REAN SR AT MR A, AR A E L PIRCEDN e AORBI R HSRBECE DR
* forest.example.com
s P AT 3 #F4 K (DN):  ou=UsersWest,dc=forest,dc=example,dc=com

« IH)FEA DN:  ou=EngineringWest,dc=forest,dc=example,dc=com

* eastforest.example.com

« P34 DN:  ou=EastUsers,dc=eastforest,dc=example,dc=com

* HH)FEA DN:  ou=EastEngineering,dc=eastforest,dc=example,dc=com

HEXERR
“Jj Cisco Secure Firewall Management Center it B F5IHE(T 25K 1. BUESURAMH X , 558 1T

73 Cisco Secure Firewall Management Center Bt & EiH ST+ B 1: B &
uEFN B 3K

KRR S MESS, ORI IC R, & B O SRVUNAERS S AL R TP RCE ) Active
Directory Il 55 &%, X JE AR ZH SUBCRBOR WK E . A R BAEARC B MEE, 52 5 il E A B
MFSIkAEAE: WA, 28 57 Ui,

RGN RN E DA RN IR 8 H R SE, WA S LUR LR 2 100,000 441
Ak U o RSB A AR Iy AU R VRS, AT RAAE D) )
P SR AL E AN

B s
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U
71 Cisco Secure Firewall Management Center EL E 55155 T 518 1. BEESUBMB R .

FHia Z |l

IR IS 15 T 5% A L & Microsoft Active Directory JR45%%; A RVEANE S, 155 WA 215
R/, 55 40 1T .

W% LDAP 5% Microsoft Azure AD Xif FH F0EAT B U B0, W JE T2 A8 FH A

W A B 5%, i85k Cisco Secure Firewall Management Center .
T2 il R > &M > G

3 il AN > Active Directory/LDAP.

L4 FE forest.example.com, iHIALLNE .

S

i

i .
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Add New Realm

Mame*

Description

| eastforest.example.com

Type

AD Primary Domain

| AD

| | eastforest.example.com |

Directory Username*

Directory Password*

| limited.eastuser@eastforest.example.com

Base DN

Group DN

| ou=EngineeringUsers,dc=eastforest,dc=ex

Directory Server Configuration

| |ou:EastEngineering,dc:eaﬁtfcrest,dc:exa |

»~ eastforest.example.com:389

Hostname/IP Address*

Port*

| eastforest.example.com

| | 289

Encryption

CA Certificate

| MNone

| Select certificate

(@) Resolve via route lookup

(0) Choose an interface

@ Test connection succeeded

5

Interface used to connect to Directory server )

Default: Management/Diagnostic Interface

o

Add another directory

iR

Configure Groups and Users e

BFEFAFRZ L& Active Directory ¥ AT /7 TEF R RAURR
AT EZEZ BRARSSB[E9IED v LS L% 3] Active Directory 45w AT 2 11,

SIS pidiR (Test) AR ) f5 R4k 2L
¥ i EEEHFAR.
PIRT  WUREENKL), WaERT 0 ArhporR.

B s
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71 Cisco Secure Firewall Management Center EL E 55155 T 518 1. BEESUBMB R .

forest.example.com
Group and User Sync Directory Realm Configuration

AD Primary Domain

forest.example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN
ou=UsersiWest,de=forest dc=exa ou=EngineeringWest dc=forest,d
Load Groups

Available Groups

Limit the groups to use in policy by moving them 1o either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows
that group only to be used in policy. Learn more [

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users
All except excluded None
CrossForestTest

AnotherCrosForestTest

e — ———— EngineersWest
are,downloaded =) requarGross

CrossForestGroup

iR

IRAR NERARA Y, EEAE B DN AT 4B DN FBb fE, SR i ingiea.
T Bk AR IR E s A RENINFEAE R, WS SU B, 5 46 T RN A H s A TH
HFE, 49 T,

PR8I RAE M BRI R i T T, 1 s R TF
W9 AT R > HMER > Gl

FHIE10 SRS (Add Realm).

HIB1 FE eastforest.example.com, A LL N5

s [l
|
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. 73 Cisco Secure Firewall Management Center BL & B35S E 512 1: BEMEMEF

Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain

| AD | | eastforest.example.com |
E.g. domain.com

Directory Username™ Directory Password®

|Iim]ted.eastuser@eastforest.example.com | | ------- |

Base DN Group DN
| jUsers,dc=eastforest,dc=example,dc=com | | eering,dec=eastforest de=example.dc=com |

Directory Server Configuration

~ eastforest.example.com:636

Hostname/IP Address* Port*

| eastforest.example.com | | 636 |
Encryption CA Certificate*

| LDAPS | EastForest |+

Interface used to connect to Directory server
(@ Resolve via route lookup

(0} Choose an interface

Default: Management/Diagnostic Interface w

5 Test & Test connection succeeded

Add another directory

Configure Groups and Users

FIEA2 SR (Test) IR G FEARZE
13 il BEEMAA.
ST WIREE R, WS BRI, W HiR.

W o
I
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A B EEE B AL E Cisco Secure Firewall Management Center 3518 2. [5]4 F A Fn4H .

eastforest.example.com Cancel

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

eastforest. example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and group data

Base DN Group DN
ou=EastUsers,dc=eastforest,dc= ou=EastEngineering,du=eastfore
Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to
the Included Groups list, for example, allows that group only to be used in policy. Learn more [4

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users
Search All except excluded None

No groups were found

HXED
RS AT B BC E Cisco Secure Firewall Management Center 238 2. [RI2D ] JP R4, 26 63 11

AEES TR EBCE Cisco Secure Firewall Management Center 55 5% 2.
ElZi ekt

T P A B 22 AN HAT S 45 AT 5 & () Active Directory IRSS 5% 5, 20 NEH M4 . 1% R 255
Active Directory FCE (7] BEI L (Hilt1, —> Active Directory (AN 4y 75—~ Active Directory
WU EMABH D .

FiaZ |l

MR 14 AT 4 Cisco Secure Firewall Management Center it & F5 45 AT 20 B8 1. i B ATRT H 5%
% 58 TR AL S .

LB WERMAR SR, 155 3% Cisco Secure Firewall Management Center .

TR 2 it AL > B &R > GuE

hd
PR3 AESEEETEMOURATHRIORRE, S IR (=) , A5 iERE (Yes)o

s [l
|
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. AP {SEECE Cisco Secure Firewall Management Center 353% 3. fRR a1

THA fGh g ¢ GlEED > 1E%.

RN N BERING T E. WA S uURING T A I ST H SR B E, Wiy B
55 46 T QU H SoRIRLD 7B, 3 49 TP T

PIRS aidi SRR > B &AL > GulE > RIPER.

X Em
J S TN E Cisco Secure Firewall Management Center 253 3. fi# vl /@l , 55 64 11

J1 LS/ BC & Cisco Secure Firewall Management Center 3512 3. ##)

o] BR

PR B PR BB AR AR G — R R AL AL A R T AL TCVR IR R T 20
NI DR AT I (U R R B L

A T QAT 12 W e RS AR L B A o R R b s O A i eIk T S
(14 .

FHia Z |l

P WRMAE K, WE % Cisco Secure Firewall Management Center
W2 i i R > HmER > Filgl.
ESEEIT, MRS T ER S A D, BB E. F, EELs R
BIEM, BarLEH,
WIE3 o in) A R T A AL
a) Aty 4uE (Realms) iE T 4< .
b) A GIEVFHD . R TR (Yes).
$IE 4 il FH 4R (Sync Results) 235K T .
W “STisk” (Realms) 5l ok F@ = (AN, i AGhEE N S s sl Ee=fak
) .
HIES (R s, A (Groups) B A (Users) LIk B 215 H .
S6 A IR, ik BES AR D UERELEE,
VERZIINA TS 1K = S S DN 6 e NN el O B S

. i
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Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms Groups Users Users contained in the selected group
P — T VUMY |, forest.cxample.com
3 E.g., Error message: this realm contains references to user or groups in another
eastforest.example.com CrossForestValidGroup domain that have not been synchronized (downloaded with the system.)

Learn more [
EngineersWest o
A CrossForestinvalidGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4

A EastF mple.com\Easth ingUsers
Check config for Realm and ensure you can Sync user or group
'EastForest.example.com\EastMarketingUsers® from that Realm.

Viewing 1-2 of 2 Viewing 1-3 of 3 Viewing 1-1 of 1

76 LiRoRBiH,  forest.example.com 55— A58 4] CrossForestinvalidGroup , P 4 il 4 2R
HL R EU) —AM EastMarketingUsers o 41 75 11X [F] 22 eastforest.example.com $0Ua /5, 4%
Kfgele, WIn]HERME Active Directory Jk 4% il #% AN 155 EastMarketingUsers.

E:3 273l AL F PRIV

* M CrossForestinvalidGroup ik EastMarketingUsers , F5iX 7] forest.example.com 4,

* M eastforest.example.com 4535 (1) 22 DN "1 fif[5% ou=EastEngineering fi, X233 FH .0 A
Active Directory 2 X 45 ¥y [ e i B Ak R 4, #E47 eastforest.example.com[fi) 25 3 B kG 7 .

AT PR URATAE ] 40 0B AR E AR O U T % R e AT 55«

WA RO, WIERWIRC AR TAHUGE, s BB B B AR .« R B riE (©),
YU WY TE s T AL, s R B e B B

LB WG, W8 % Cisco Secure Firewall Management Center

s [l
|
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gug |

S1m2 i B > BER > 5.

S1m3 TR, i R (W),

P4 BOIROUL, 1 AU I HEE () JFEAT G a0 G LDAP #s(s Active Directory 451
RS 5%, 45 36 TUh ik,

TR AT, VRS A TN BRI AU, R A A

TR A, i TE (2

TR, it 2 ().

PR, SRR . 5 66 1.

G % G %
$ 8 B
0 ~N & o

‘;r‘ﬁ N

Pl 3 Sta

it HELL. DI RO, IS B B LA A RERAT IS .

BB WRMAET R, W% Cisco Secure Firewall Management Center
P2 Wl SR > HAB SR > U

WLIE3 piali b SiE (Compare Realms).

P4 LB RN HL8 R k£ L T

RS NGUE A NI B 513 ik 5 2 LU A ek o

FI6 K E (OK).

PR WEREZE W, AR BT E— AN T —
P8 (nik. ) AUl EEEHRE A U L A o

PRI (Wike ) wmiahi T BB A s 1) AR L AL

GUBFIAH P T 28 = HE R

R AMNANRSS SIEHAT N, T IS MBSO . B W B USSR B . A7 R IAA DG
BEHEERE R, TSP

* HEBRX ISE / ISE-PIC BX Cisco TrustSec [
* TS AURE & Oy Y5 b Hk

o SR P9 8% 1 P B AV i

« TWREVT 1) VPN G0 b

. i
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T O AN I & 2 R 7R TAS T R 80 %2 Cisco Secure Firewall Management Centero 1
[F]JET Cisco Secure Firewall Management Center %4l B 55 ) T AFRIE E.

© GUSRANILEC: JEA ISR BIRAN, T ZAO0T N A B A O AR 1 R RS R

Bihn, W E X T AN EE T F144 04 domain.example.com BB XS B (4R, (H R GEHR
M# 2k another-domain.example.com I EAT T 5%, XMIGHLE T SURAULAC . B B0
e R I “REnT .

RO AL B BB A F L, T 20 B 2 il A s AT R OUE 5 o 7=

o WRBEAL BRI 50% HIAILRCBIME, WAE ) \MEA TR A PN AN IR CAILHC P73 e
A 25%) IS BL N AN il R AT
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W wia JEB1E, MAE Active Directory F'elf4#ik & A7, (Active Directory £7fiff 244
sAMAccountName ﬁﬁ?)ﬂﬁ D, )

RRFE: YR ESIRER FB . 4T Microsoft Active Directory, % & & AD; XfTHAh =2
SCRFI) LDAP f7fi#i 5, W4 LDAP.
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H s DU F RN 42 DR ) 88350 N ¥ AL 42 B IP Hudik % LDAP il WALz A b R, 1A i D
R

« NI EWLBAENTE] LDAP JIR45 %558 Active Directory $5f2 il 8% (1) TP ik,
SO NN [ 5

AFUs I B 3 AD AN FEHLK G AIE LR S
* DNS ¥4 AD EIf##7T 2] LDAP li55 %58 Active Directory 3% il 45 17 IP Hukik.
* AD INAF P& F1 AD AN NZEED IE A 0%

AD MNP Z AR SR ER (B, administrator@mydomain.com , [ A&
administrator) .

« A R R RAE S P BT L, 4 Cisco Secure Firewall Management Center 1 A3 1155
HUIA B35 .

REIR: 7EJEIEERTE) A% 4 F P8Rt

IR AE R IR G A AR U I 1) () B s A7 R I, T A ISE/ISE-PIC IR 45 %% L (WIS E] 5 Cisco
Secure Firewall Management Center I [{] I [A] & 5 [ 20 o AR B ANRID,  ZR G0 AT g 25 7 | Ui 1) 1)
B INFpAT P I

U SR R I 2R S8 AR P I (8] [5] Bg Is $RAT FH P B INE, 3% A ISE/ISE-PIC 5 TS ARFRR 55 4% (1) [i]
5 Cisco Secure Firewall Management Center ¥ I [R5 [F] 25 . WHER B/ AR, RGon EAETUH
() 1) B IR PAA T FH P AR I

FEAR: SERTAR & LAY ISE/NSE-PIC F AR IEF P 89 PR R B 7R7E Web RE L

5 Z GER I ) R 9 A A 2 A8 400 4 v 1) ISE/ISE-PIC 8% TS AREEF ' 1358l )G, R4 MRS 4%
BRI RAE B RO, ARG BN E R M Microsoft Windows 55 &% DAL R U5
Ko FERIRAL R BRI R, ISE/ISE-PIC 81 TS ARELH] " A LAV S A s £ Web F T
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CrossForestGroup EASTFORESTO\EastMarketing A forest.example.com

. E.g.. Error message: this realm contains references to user or groups in another
Engineers\West domain that have not been synchrenized (downloaded with the system.)
Learn more [§

A CrossForestGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4

A EASTFORESTO\EastMarketing
Check config for Realm and ensure you can sync user or group
'EASTFORESTO\EastMarketing' from that Realm.
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eastforest.example.com

Two-way transitive forest trust

Active Directory server

AMERICAS

El domain

Active Directory
domain controller

ASIA
domain

o}

Active Directory
domain controller

=

Active Directory server

EUROPE

El domain

Active Directory
domain controller

FMC configuration

Realm: forest.example.com
Directory: AMERICAS.forest.example.com
Directory: ASIA.forest.example.com

Realm: eastforest.example.com
Directory: EUROPE.eastforest.example.com
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