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B IR
M A R A A B AR o JSRHE O B UESS, DU AL I PRl 75 k.
RAFRIEA IR P 5 AR ISE, IS AT REMEH] CA B8RS, BIRA MZ P i 48— iz .

\}

AR WO A AL B AUE SUE R ISE TR B4, 1 E AR ISE A ET,
Bk HIH BN A ZEFS, AR5 ARl i HARIE TS . 00, SR} ISE x4k R A IH B4 1)
HAIET .

FHIa Z |l
BPATUL MMESS, U g s B 5 R 8 P OY .

L1 EFEAE Cisco ISEGUIL Y, miiiRBE (=) JFk#t B (Administration) > &%t (System) > iEH
(Certificates) > RGEIEH (System Certificates).

BENHTED Y S A R SR, T ERREIE (Administration) > &4 (System) > BRSZEEIEP (Server
Certificate).

PR 2 /£ ISE-PICGUL Y, mii3RBEEIbR (=), ARJ51EFE iEP (Certificates) > RLGIEH (System
Certificates).
$IE3 AR BEZIEH (Generate Self Signed Certificate) 175 i/ 1 % i A TELN1E Lo
PR A MY AZO AT A IGIE R IRSS, %k Usage X1 S IEHE .
SIS AR (Submit) A2 RET
SN CLI FHA sl 19 51, W45 @ U4 A LUR i 2

a) application stop ise
b) application start ise

S N ISE/ISE-PIC iEH

WP IR Ry rl ik, A ] LUE T [a] ISE JIR45 28R L& R AT IR A3 S ER, 0 il E ERLS 0y k455
% (Cisco ISE) B /77k , 25 13 T pTik.
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BE BRSH RS 31 (Cisco ISE) S Em 7% ]

FHia Z |l

(Ai%&. ) M ISEASE-PIC Jlid5as k15, Wit ARGUET , 55 11 5Urh Pk kR gl 2y
TET18 6 5% Cisco Secure Firewall Management Center [ 7F 5 HL .

b itz Iy FAIEAS

* pxGrid % Pl 5. Ar %450 (IR (Objects) > X R E IR (Object Management) > PK| > RIERIEF
(Internal Certs)) [ 4 #BUE+

* pxGrid RS EHIET: Z2154T CA (3% (Objects) > 3 & &I (Object Management) > PK| > 15
£ CA (Trusted CAs))

* MNT iFH: %2{5/F CA

L1 WA E S, W% Cisco Secure Firewall Management Center.
$E2 AR (Objects) > W& EIE (Object Management).

FE]I  JEIT PKI.

LA i REBER.

1B

185 i Add Internal Cert.

W6 MR LR R R,

$1B71  SiiZ1EE CA (Trusted CAS).

PIE8  AUHARME{E CA.

W9 MR LR 2 pxGrid J]REHE T

B0 WHLE, WES ERPE, UES A MNT R4 13ZET CA.

T—%#t4
B & SRS 63 R 25 51 % (Cisco ISE) BRI, 45 13 1T

feE BRI RS 5122 (Cisco ISE) SRRV 7E

f&n] L PL AT J5 20 & Cisco ISE & 434 :

s PURRCE OFr) - AR CiscolSE: 1SE-PIC H i ASCHFIIERCE . fii A SN RESTful Jli45 (ERS)
BRAE AR P B P 2 R0 . Cisco Secure Firewall Management Center %5 5% Cisco ISE = &

LY 1 (PAN), REUE, JFACE S, % n] UEFARAE ISE B & LABE LLUS A
FHRAMENGE R, ESH ORS00 IS 5135 #0135 /) H1 435K Cisco ISE 5 # 51 4119358
e

ARG, WS PRERCE . 26 15 1.

&t ISEnSE-PIC A Pzl I}
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@53 ISENSE-PIC 3 izl |
B =0 sepans

s FILE (IH) : S5 LAFTAY Cisco Secure Firewall Management Center i AAH[F], & T Cisco
ISE Fl ISE-PIC. 250 M ISE/ISE-PIC A 45w 3R HCUE P AIILANAE B, 4ifc'E ISE/ISE-PIC ,
7 TR

HR BB E NG R, 1ESHOEISE M ucE , 2619 Ui,
X ER

KT+ JOFEFISE Pl il g , 5 14 7L

BFSE mA s , 519 70

T RIX AT S5 ISE POl MU B AT 4 1F , %6 14 0L,
T DB ZTHAT LR B
o SR T 21 (PAN) 1564 B s 4 5 TP btk
* SN RESTful fi55 (ERS) #AF S341rb AL IO 7 4 A i o

HEE LN A SGT # IP B A1 SXP:

o KA Cisco ISE 15 T s, ALHRELE SXP & Aiff) SGT £ 1P Huhik (fym s, i LA R
Py . B, #nfLLERELL R IE D

o AU T EGE h 19 SGT 15 &L, ﬁﬁTﬁﬁﬁU\CiscolSET?@iiE’J WS, B B R 2R Uy
PR e IR B . TR, AERXAEOLY, BHABEME] SGT dric A AP 41t X
SEFRICKIZ AN UL H AR 26 A

o SAEEHE AT -IP- A /SGT WS A ] SGT, 15 A 2T 1 Cisco ISE & ¥ 1 1) SXP
T, ABANEDRE ISE ML B4 KAl SXP WS o 5T LR b A BT T-UR UL RE 45 11 AT H ARILHE 4%
G

X ERM
ISE PR MC & R Fe 4, 25 14 1
PR, 15 )
KT BB ISE PUkiflE , 5 14 1T
JRHISE mghic s , 219 W

ISE IR BC & HIRTIR 515
BERIhHEAT ISE PRIENCE, 00 DL ISE 7R 5L S AT LA PRI AR

o JH H 48 RESTful %5 (ERS) (B2/5) . Open API (i/5) , I Z5H] Bsuh Al KO id (CSRF)
o

iz B> 21m > xiF > 88 > APl 188 > APl JREES
HREAER, ESH (BERSORS SIS ATEEY T H 8 H APLIRS .
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wang ]

TR T AR

API| Settings

Overview API Service Settings API Gateway Settings

v API Service Settings for Administration Node

@ ERS (Read/Write)

@ Open API (Read/Write)

~ CSRF Check ( only for ERS Settings )

(O Enable CSRF Check for Enhanced Security (Not compatible with pre ISE 2.3 Clients)

© Disable CSRF For ERS Request (compatible with ERS clients older than ISE 2.3)

¥ ERS (E/B) (ERS[Read/Write])F )% 2 /A (Enabled).
o JA HEF AU B

B> 28 Rg> iEH > IEBMAENA > NI CARE

ARVEAGER, HSH OB IRS 51 B R R ) I S CA BE .

NEER T AR

Deployment Licensing
Certificate Management >
Certificate Authority ~

Qverview

Issued Certificates

Certificate Authority Certificat...
Internal CA Settings

Certificate Templates

External CA Settings

X ER

KT HRFISE PRHRCE

Certificates

Logging Maintenance Upgrade Health Checks More

Internal CA Settings

using Command Line Interface (CLI).

{, For disaster recovery it is recommended to Export Internal CA Store

(.) Disable Certificate Authority

Host Name ~ Personas Role(s) CA,EST & OCSP Re... OCSP Resp:
ise33 Administration, Monitoring, Poli... STANDAL... http://ise33.
4

14 1

JARHISE Mt E ., 219 1

PEAE S5 e iy o A AP 7 A4 Fas ik e & JURHISE. (AR ISE-PIC) o #RJ5,  Cisco Secure Firewall
Management Center %55 ISE H ~ 400 ZLRIE 15 AR N HEAT S 43 50 30F

BN BATE ThRE A SEiE 3R
7.6—5I N T ILIhEE.
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Fra Z Al

HE RS LT 8.
o KT HEBHISE PRMBCE , 25 14 00
* ISE PR FC B AT 41, 28 14 0T

L1 FKCisco Secure Firewall Management Center .
P2 i BN > HIMER > SR
PRI RS EB S FMIRZSIELUAH] ISE iE#
iR
BURMIER:, WA,

L4 pihRRERE B .
$£1B5  {£E PAN FQDN/IP #i3it (Primary PAN FQDN/IP Address) “ZEH, Hi A S IEAY FIY 5 (PAN) 5%
AR AP ik, AT S (B https:/D .

$IB6 (AP R (Username) 7B, 204N ERS #:4E A h i P I P 44
HRAMEGER, ESH ORISR 51 e ) F A A ISE & 8 i 4L 3R 4)
$IBT L (Password) FEHF, SN RS,
$1B8  (Wik. ) ffiH CIDR $55 5% |SE Mgt Es:E.
LB A T o, LRI
s SEBFRESR , H T M ISE RS #3420 ISE F 7 216 (5 B
o SXP E8 , J Tk E ISE RS 2410 SGT £ 1P WS (537 o TEAE U I s il ) o 4 ) H bk
SGT Anic, 5 Z ALk .
S0 BN, i AR .
BRGS0 R 55512 (Cisco ISE) fRIERCE S5 H , 2 17 WA iie T EZEHMERLE R,

TEN (k. ) BIIPIT trest 7, s ST IR 1F L BCE (SavethisConfig) LL{E Cisco Secure Firewall
Management Center_ | A7t &

T—F 4
o AP S 0y SR rh B I 1 B 47 SN i R EPRE A PR D P AL A

o o FoA SRS 5 U7 1) P RIAT IR b Iad s g B 0 U5 T DT R 36 A 28 O A ) 5 ] 47 1
SRS AH ORI o
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RS AR% 3% (Cisco 15E) iz EL R

o {FHERF ISE A )22 4 bR (SGT) 18 Ky vy i) 2 i S ms v i sh & J@ 1k
HREAE R, 1ESH IES B
o W5 S A R ) 428 B SR B BFC A B A%, W R O O T .
o WEH S, i (Cisco Secure Firewall Management Center £ FESR RS ) FP 4 A AR R TR
WX Em

KT AR} ISE PLidifl s , % 14 10
JORHISE I E , 55 19 7

BR 54 PR% 5|2 (Cisco ISE) (RMEFLBLE R

AZETERIMEERETRE
MR RIEREE (EE) (Quick Configuration [New]) I+ T & AT s BN, RALSHE L
K& iE PR S B2 GRS S . BN, R0 BRI LU R T .

Integrating ISE @

0  Setting up ISE in Firewall Management Center.
Paused...

(@ Establishing Trust
Paused

w DigiCert Global G2 TLS RSA SHA256 2020 CA1

CA CERTIFICATE

Subject DN CN=DigiCert Global G2 TLS RSA SHA256 2020

Issuer DN CN=DigiCert Glo

v.dig n,0=DigiCert Inc,C=US

Serial Number B5F94C SEBCC14FFS3EDAZIE2A

> cloudflare-dns.com

A

=

* Testing pxGrid Connection

Waiting

[ Cancel 1

EATLUT L
* il > [ $#5 (Accept) LMEALAUE TS Jf 4k 84 1 ISE 3047 5 3 Kl
* riili$B4E (Decline) LUR, TAMEH] ISE BEAT S A3 Hiik
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B =7 56825515 Cisco ISE) RRF B4R

RIg, WAl LIfEBIRECE (FiE) (Quick Configuration [New]) ¥E3 K v i 3 1iF ISE fid & I &
ko

ISE £E R AT
W1 Cisco Secure Firewall Management Center B A1 H &S (1L (K145 S ) IEAT S 5iE,  RGeH WoR
LT IR LRI
Integrating ISE @
Save this config ‘

Hide detail .
@ Establishing Trust

Done

~ Ise30a.ntd-test.cisco.com
CA CERTIFICATE
Subject DN CN=ise®" fn = o.com
Issuer DN ChN=ise! # 1 =ocom
Serial Number 64377 " W T T TAI9E
Start Date Wed May 31 9:45:05 2023
End Date Fri May 30 9:45:05 2025

Sianature Alaorithm  SHA384-RSA
® Testing pxGrid Connection
» Primary Host Testing Result: | Success

> Secondary Host Testing Result: | Success

Close

MR FIECE (Savethis Config) AT IRAT, DUMERKREKBENS 3 H] 5 U
o, JEITINA pxGrid B4 T PR Z —, LLE R NI LEPET e

TR ThH) ISE S Y

WK Cisco Secure Firewall Management Center tH T{F4f] i X R Gl it ISE #EAT S 56 0F, R0 2o
AAT-LAR IR LR
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srisesans

Integrating ISE ®

a5 Process stopped due to an error

| @ Establishing Trust
| Failed

~ DigiCert Global G2 TLS RSA SHA256 2020 CA1

CA CERTIFICATE

Subject DN

Issuer DN

Serial Number

n
> cloudflare-dns.com
Message: <!DOCTYPE HTML PUBLIC
<title>502 P Err

=)

R BALL O AR TR,
1A LUF
o WIRAR RN (ltn, BFEPERG R ED , E S ER (Retry).
o T HoAh ISE FEUFEIR, 3 A7 BLE (Cancel).
HXER
K+ UL ISE Pl g , 2 14 7L
HBFRSE &l E , 519 70

BEISE SRELE
PUNFR P8 Wil BC & ISE/ ISE-PIC S S Z0AE 4 eyl A e AT IEAT 55 o

FHiaZ |l

* 2L\ Microsoft Active Directory x5 #8052 SCHF (1) LDAP 5 283K 251, 10 E I 5 H
Cisco ISE g %5 #s40s (f5 1520 pxGrid f(0) , @ifilid LDAP 4ak Active Directory 4t fll
A H S ik .

* B3RP Cisco ISE HiE UM BT, flffilid SXP KA ¥ SGT 2 1P Mk iy whiy, AT
FEFFo o, nT LS Ll Rkl

o« TRV B O B SGTE L, AT A Cisco ISE N BRI, 15 Bkid 61 A 4 4
PR e D B TR, ERXAEOLY, BOHREE SGT AricAE AP 41 X
SEFRACRIE AN UL T H AR 26
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B =nisesgrs

o BUVAER SR EL R P -1P-RHohk/SGT Wi Hh A SGT, 15 AT 3 Cisco ISE B 435 H 1) SXP
T, WAEDEG ISE FLE N R AT SXP bt . B n] LUK AS BT T U5 D A 45440 H bR DU 4
.

o (NEMCE . ) MISE/ISE-PIC iR4548 S HE+, tha LEFKH 5 A3 Cisco Secure Firewall
Management Center 11, 41 M ISE / ISE-PIC 45+ 5 HhuE 45 DAZE 45 Birprl oA, 25 10 ol
JTik .

o ZERAT SXP F i, DUMEALE ISE k454 AT 24 brid (SGT) HE#r Cisco Secure Firewall
Management Center, 12 [{MiC % ISE/ISE-PIC , % 7 Ui,

B BRI,

2 ik &8 > Hi&ER > S171E.

SIB3 RS LB BB IRE S LUN I ISE Kk,
BIAERERE, E R T

PIR4 MANEEEHNZNP MU DB EN AP HhE (& ik .

WIS M pxGrid BR% s CA A1 MNT BRE8% CA FIR T pi AR UE AL, SR )5 M pxGrid % Fifs
EH 1R AL FOTE 1. B TT LA Al A () SRVRIIE .
pxGrid & FimiEH WS clientAuth 4 R 2 FERME, B85 IE S AT e S 4 .

$IE6 (AL, ) fiiH CIDR 555N ISE M TERE.
PHIET AE AT o, e LRI
s SEHEFEM , HTMISE RS-0 ISE I 40k 15 B
« SXP E81 , Tk E ISE RS 441 SGT 2 1P WS (1 50T . BEAE T [l 45l ) o 4 H ki
SGT #nic, 7 Al FH bk .
SR8 TR, 1 SR .
WIRMRR W, % A E A B & (Additional Logs) BL T i3 a2 M PE 44 B

T—%#ita
o AP QS B 0 SRS P I P B 0 SR AR S AR AR R b e T
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isense-pic EEFE

o FR A NS B U7 I AR A OCIBE R IR, K S O ) g T DA iR 328 R P A A U R 1) U T 4 o
PPN
o A FH R ISE Wi e dAnic (SGT) A k1 I #2 hil Sems Hh (R 2h &5 S 1k o
ARVEAE R, WS iEs S B,
o B B3 R ) 55 R SR BUHT R Bk, W E T A S b A
« W )WES), W (Cisco Secure Firewall Management Center 5 #i {5/ )  HHAFH TAERFEITIA .
X EM
KT RHISE PUCE , 5 14 1T
JBFHISE mgiC . » 5 19 1T

ISE/ISE-PIC BC & FEX
LAUR B TR 5 /ISE-PICHIEHE .
FEMGHERNEH /P Hk (Primary and Secondary Host Name/I P Address)
FEFEE) (%) pxGrid ISE JIR%: %% 1 LA B 1P Huhik .
f6s 45 52 1 =M L4 A FH 4 126 250n] i ISE 1 Cisco Secure Firewall Management Centerij [1]
pxGrid R 5582 CA (pxGrid Server CA)

FT13 pxGrid HEAE I TE P AR HUA . SR B S0 ) pxGorid 45 2, PN 45 A E 455
S BRI

MNT AR%588 CA (MNT Server CA)

HPATAEE N BN ISE UL Al FUE B AUR U . Wi A E A S R ) MNT 5 5, P
AN RUAE A A F] e MU WA 2528

pxGrid % FimiE
Cisco Secure Firewall Management Center 2470 [i] /ISE-PIC $2 {1 (1) I HUE AT % 4H, DUOEH:R
AISE-PIC st ATt & T .

)

AR pxGrid B PImIES A clientAuth §7 RS DI, o0E 25 B SRy S PIEHI(E .

| SE M43 €88 (ISE Network Filter)

— AR ERS, AT LR B R B ISE #2545 Cisco Secure Firewall Management Center[#] 4
Poio WP LT yEAS, W) ISE S ok B izl JE a8 b iy I g (15t . wlodak DUR 5 R e
R

TR UIREEE  (any) 1H.
* ffiH{ CIDR £ 5 N F— 1Pv4 Huhl gk,
o {f F S 50 FE M CIDR 754 N IPv4 HuhikHed) 3%,
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. HERR ISE / ISE-PIC B Cisco TrustSec 5] 55

\)

AR ORI ISE JETIA,  IRRAHI R G A SR 1Pve bk BEAT I UE

iTH:
SIEBRER: P ICEIENERT N ISE 42511 B FH 216 R . A4S SGT A& i A .
SXP /. e R HE N M ISE RS54 1T [ SXP BT .
X ER
ZAGATAE T UR WA R 5
PR TIE 50 5
KT IRHISE POdACE , 28 14 1T
JUR}ISE MM ALE , 2519 1T

HEF& ISE / ISE-PIC 2% Cisco TrustSec [o] 2!

HEF% Cisco TrustSec 5] 53
W45 O n] LARC & 4 M ISE/ ISE-PIC 5 M\ 4% F ] Cisco %4% (B4 Cisco TrustSec) &4 %44 b
I (SGT)o 7EWAE B (%% (Devices) > IR &EIE (DeviceManagement)) I, BRIAMGOLT, &
i O 4B =2 £ 4B4R18 (Propagate Security Group Tag) & EHE . i S48 75 224% ML HE TrustSec 1
P, VEE R EAE
HERS ISE/ ISE-PIC [5]5%
B R HAA S MR HE R A S, 1E S AR P 2GRS AR s O
U R #4383 ISE 58 ISE-PIC 3485 jr) 8, 1540 A DL N 25000

WA A ISE H (1) pxGrid G4 MU Thig, A RE¥s ISE 5 KRG MINEE K.

o MRS A IR, AT Ak A B IR S5 A o E MR SsAss Aa AT BARBERE R

* {EISE IR 2% 5 A B rb 0y IR T2 0T, b T-3h4E ISE hilb % o GEB AP
B — AN ERWR, 55—/ N ISE AREE, )

ROETTLAEIE CERHS O g5 5 1A PO R ) i B P RSB 0 AR 4 v i, A
ISE A il B shtEsRmR .

* pxGrid & FimiE P B dientAuth e PIEME, B8 A8 ST S DAL 1R .

* ISE R 55 %% LRI 8] 242015 Cisco Secure Firewall Management Center [ (I 0] [F] 20 . 41 SR 444
[, RS0 aeAEAE T v ) B3 B AT H P I

o L SR AL S 3 SR B pxGrid 9 R
o JUIPRASY SURE A 020 e [A]— M UE B AU HLA 244 o
* ISE JIR45 #4F1 Cisco Secure Firewall Management Center2h 2l 1] DA ) F= 4144 48 FH f o 11 .
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1833 ISE/ISE-PIC &4 P izl

HEPR ISE / ISE-PIC 5§, Cisco TrustSec ja] %% .

o DR PE AL 1 B ) MINT 4, PSS e RAIE A5 6 200 et 7] Pt A W LR 252

BRI ISE (1] /21 1P Fl&2 441 kri0 (SGT) 2 1P (KWt b HERS v+ 94, i 48 configure
identity-subnet-filter ~ {add | remove} fir4 . B H N A AFEACIFEE WA HAT IEIRAE,  LLBS
11 Snort B3B8 A7 IR 0 25 25 I A7 i

WA EGE 2 ISE B ISE-PIC 5 (1 - Bdis 1, v = DL R 3

* RGN B IEHEE HORAEEE T 0 ISE T HiESh e, o MRS ae i R LA OG5 . ISE M
JUORBLE IR U P HRALEE, T HAER ST R BrP R R B E T AE T
EATIANE oRAE Web ST

* ANREXS I LDAP. RADIUS 5% RSA k{7 85 HEAT 5 43 S 00E (¥ ISE 7 0T P 2 76«
* Cisco Secure Firewall Management Center /23U £ ISE 15 %5 i 55 H 1 FH - 48

* WL ISE 5 TS ARE M F=IH P 4HIA], W] Cisco Secure Firewall Management Center 2373 TS X
BUEARIR S, A TS AUHUN ISE 5ok A [l — IP sk (A IS 2y, WIS TS AU
P 5% 2 Cisco Secure Firewall Management Center.

o 145141 ISE JRAS FIIC B 25 5 8 A8 245 F ISE (17 2. A TEA{5 ., 152 WISE/ISE-PIC %
P, %1 T,

o WAL E T Cisco Secure Firewall Management Center = AJ P Jf H 87 #E A0 B R, 55
[ ISE/ISE-PIC #EMIFIPES] , 2% 3 virp4 5 ISE My nf FHPERER 4o

* ISE-PIC AN$24}t ISE J& M2
* ISE-PIC JG¥A#AT ISE ANC #MKL.

« VBN FTP 2 i fE 4 Won AUnknown 7. B IEH LS, O EIGSh FTP F7, 2l s
GMmAER ) RARIERE, 1 FTP RS #NIAN BFREMH P 4. B RiG3) FTP NTE4IE
B, 12 RFC 959,

AR IE B S RF DO RE R, 182 04 ISE/ISE-PIC S, 55 1 0 T ARRRAS A E 4045 B .

ISE/ISE-PIC F P #B Rt

R BB AT Ak ) ISE/ISE-PIC, 1R, fA{E4 M Cisco Secure Firewall Management Center
MPEFEITRIH SN . AXRTFAME R, TES 07 B .

&t ISEnSE-PIC A Pzl I}


https://www.ietf.org/rfc/rfc959.txt
management-center-device-config-76_chapter70.pdf#nameddest=unique_1135

B sensericemeing

ISE/ISE-PIC Y7 32iE 3%

137 ISENSE-PIC A FI 5l |

FRHEERR TR, I Y
XN FLE W &
AT BLERAE, CABTIE
Snort G TR
AR WAL 1%

I ke EEGL | EEEE |EAER
=IRRA | RIKARA
P e & 7.6 7.6.0 fas ] LLIE A AR FH AM5 RESTHul iR45 (ERS) 4 G4l H P HIHH - 44 F1
FEANCE ISE.  (HIhReUEH T 1SE, AEH T ISE-PIC. )
HEZEM . ELETH 2w T4 ISE B ISE-PIC S SR E
CIB) JEIR U EATSR AT o DR e B A M T2 B 78 18T ISE &
it
B SRR . BERX (I ntegration) > H i &£ B (Other Integrations) >
51478 (Identity Sources) > BEBR %531 (Identity Services Engine).
AWAEI R : REREEE (B (Quick Configuration [New]) il /5
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55 ISE £k 6.0 6.0 SINHIThEE. JEREIT H ALY Platform Exchange Grid (pxGrid), Firepower
UL AT LU EE 2 A . R R . e A A e A
Abrid (SGT - ISE HIRR A R 25 Uy ) 1 572 o

&t ISEnSE-PIC A Pzl I}



137 ISENSE-PIC A FI 5l |
B sensericemeing

“. 52 ISE/ISE-PIC 407 Fi23)



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



