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N
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BRI LT P R A IR

RERHRNGIAE 189 aensss ]

FHIEZ Al

(LR Snort 3. ) fliH] DNS 55 4% G 52 HOE I EHLA (FQDN) IfHs BBl i) A A uEA5 4%
BFEAL . WURTEZ AT MARAE AT eS8 B, aT DL SR B AR B L SR B
B EARE R D TP Sk

ARMBEISZIITEAE R, WS B € 17 2 LA 28 UL 4%

BB MR MR, WS L.
P2 AL R > WREE.
$I®3  JEIFPKI.
T4 NE AERESR.
$IE5 5l Add Internal Cert.
SIE6  {EZFR (Name) F-BH, S AZFRUFRIRNIBUET (flin, MyCaptivePortal) .
WD EEBEIE FET, ORIGEFEE A 5 S A R .
HEFS 20 FH 44 200 5 A R B i W 285 1) 7 - 384T S 4 56 10E (1) FDQN 584> UL AL

HIB8 AT T, RISUE T RS A BT F A A e .

LY WFIEP O, EiEb emE IR EM B N .

HEI0 TR (Save).

LN MY (Network).,

S12 Ak ML (Add Network) > 0% & (Add Object).

LIE13 1E B FED, MABUARIENS (B41, MyCaptivePortalNetwork) .
FI14 1l FDON , SRJ57E 7 Borb i AN sm bl 45 1] ) FIFDQN 44 5«

WS AT EIRE I

FEER T AR
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New Network Object (7]

MName

MyCaptivePortalNetwork

Description

Network
Host Range MNetwaork ® FODN

l mycaptiveportal.example.com| |

Mote:
You can use FODN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

Resolve within IPv4 and IPvé -

Allow Overrides

FIE16 JSHRTE (Save).

T—% it 4
BB SR LT T2 2 #0): QEE S 4 SRS AN L 3h SR e RN, 57 8 T

BcE I ML E 2805 : GBS0 REEFNE 549 JuuEAR N

FHia Z |l

U FT 22 A0 20 21 R RO R e JE2 s S e FH BRIA TCP 3 11 885 LA KRS A EE rLy IR 4528 UL 15 I T8 il 0
2% 1) )N TLS/SSL fiff i R BEEL SR L5 1 1) o A7 P I RN B 00 A 40 P s i R 268 11 RhAT 8
B 5y B UE BT K — TR 55

IR RE R AP D R, AT LR st P 256 1717 e B0 S RS sk A R P A . mT Bk
FAATAERE P B3N8 23 R A A I AR AR 55

ARGCEREFIIREE, S B0 - I E R B 2% 1), 585 L,
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Qe

WRMAER, W FRL,

e il S > IS > B, AU GG 2 ) i

(AT, ) GRS, MBI % 1 5 G IE R, S5 b BN R.
Pl B A EAE T

WA B P 400 BRSBTS , sl it i () LU e 15,

SIS AN SCRE BT 2 50k (DSA) sl il 2 74 4 0% (ECDSA) iE15.

Qe

Qe aE

Sk Sk S OSE SR
B S S S e
(2] =W N -

$B6 )\ EEMEEH S (Redirect toHost Name) BN, ik 2 fi O£ 1 P46 0 sk el S ().
$BT  FimOTBh A 885, ARG ERABRFEIXRE.
$£IEe  HUNE D B AIE R E E 515418 1F (Share active authentication acrossfirewalls) , DUEil: & B
L SRIEE SR P AERR AL TS ERAN TR PRG35 158 4% U ) 485 14D 19X 248 B 28 JEA T B¢ 43 B
HRMIET VRS D, WS mEI N8B, 28 15 T,
$I9 (k. ) EHFEZNSMIUEMBTIE, WieEEl g B, 8 1S sih TR,

Rules Active Authentication Identity Source
Server Certificate * CaptivePortalCert v | +
Redirect to Host Name @ auth.example.com v | + A Supported only in Snort 3.0 and above
Port * 885 (885 or 1025 - 65535)

Maximum login attempts * 3 (0 or greater. Use 0 to indicate unlimited login attempts)

Share active authentication
sessions across firewalls

Active Authentication Response Page
This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication Type.
System-provided v o

* Required when using Active Authentication

P10 RN IRATIREIRA 7.4.1, FF AL GBS 500 P 24T B0 I, O sidi 44 (2) IF
BE H0H A SCA O IRIER R, 5 10 5T,

LN LHRE (Save).

L2 RN (Rules).

W3 AUl IRANERI LA IHT s R4 T S SRR, 5 s dmaE (&) LAGREHINAT BRI .
LIEE14 A ZFR (Name).

PIR15 MRIESIER S, EHEEHFHIIE.

L6 sl FUEFIRE .

PR \uE (Realms) 512, SEBEEERITH P S 43 50 10 ¥ AU B A7 41 o
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$IE18 (k. D) BTMREMEIETFRANAA, WERRAFE. GRFENEL, SRk
TB, %1500,

L9 NFIRTIEFSH UMY (Authentication Protocol).
WAL NTLM . Kerberossk HTTP 7 (HTTP Negotiate) 5 {46 ik WS,  WITETAL ] ity 47
KA AT SN UE . SOk HTTP &K (HTTP Basic) 2 HTTP Iz 51 (HT TP Response
Page) .

W20 (nik. O BEERAGRIREIN G T A R N LR, TS R RN G T N, S 16 T,

W2 N Gy D BN, WS RS AT ETA .

LIE22 LR (Add).

PR3 I, MR TTF (Save).

T—F Mt 4
ARSEPAT I E SR FI R L1 5 3 F5 . GIE TCP S 57 ) N, 55 10 5L,

EHBEEXSMIIERE

M HIRCA TR BIRA 7.4.1 GREEERRAD J&, LA LL RTINS B & CRRIIERs, A4
REAE AT iR 0 2% 71 77 HEAT S A3 IR N EE 5 30 e . CAnSRAE ] HTTP i S 0 i 5 (3 B E SRR, DU
IRE AT EEPATILAL S G SR A P A B 473 90 AR 0 AU AT S A JiE, AT 55 A T AT
% )

TEEH O RN £ 3 S B0 HIE (Active Authentication) JEIR GU I, it 4e8 () IR sk
FHP S BB BN LR P9

<select name="realm" id="realm"></select>

BLERFI MG TP E 32045 €)3E TCP iF O3/ [a) 325 £ |
TR BIX — 5843 o ane] G U () ¢ U, DL fe i am il I 4% 1) P TCP i 111 885 (B A& 5l
W& T BRI ) 58 il . WUREA S, WA DLk — N 1, H s DA A0 S A
BB o 28 1P 5 2 E40: B B SRS A B8 G Oy B UE N, 28 8 Wb £ g 1 UL

FHIEZ Al
A RIEA SR 2 T BB ABEE . TE S DU R P P e s R 25 T, 5 5 T

B WRAR TR, T B
B2 WORWRBEATICERAE, NEEIE B T]HETS, W PRI
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$I®B3 KK LT SERE (Policies) > i jal#2 4] (Access Control) > i ia)4= i (Access Control) 28 J& 61 ik 4 45 1
IEEGHE N

LA RN (Add Rule).

LIRS A A ZFR (Name).

L6 NRIEVIERTEFERE.

L1 sidmA (Ports).

WIR8  MFTIE BHRim OB PR T, &8 TCP.

FB®  (EimO BT, fA 885,

HIE10 im0 (Port) F B4 MERN (Add).
TR ER T AR
‘ Add Rule o |

Name Insert
| Captive portal rule Enabled into Mandatory

| Action Time Range
Allow v = None |+

Zones Networks VLAN Tags Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

—
| Available Ports ¢* + Selected Source Ports (0) Selected Destination Ports (0)

Q, Search by name or value any any

AOL

Bittorrent

DNS_over_TCP

DNS_over_UDP

FTP

HTTP

HTTPS

IMAP

Protocol | TCP (6) v Port| Entera | Add ‘ Protocol | TCP (6) Port | 885 ‘ Add |
| Cancel | m

LN ST ER N (Add).

T—% Mt 4
ARBEPATIC BRI R 25 11 5 4y B P Us il N, 5 11 DL

BB SR HI WL P 2E 4305 € P i )42 &l A0

IR S 0 T TS T il PR, A A0 0 P e A5 P sl P 2% 171 7 64T 5 0 26

.
FHIaZ Al

ARG 2 T A ABEE , TES DU R P PG B R 25 T, 5 5 T
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TERN GRS, RN (Add Rule).
HFN & FR (Name) .
MIRIEZIZR P 5 e 15 .
Mii “AR7 .
ER] RGBSR, R S VR R
R R, L R (C).
R AR PAES, EEEGS B, ARG R RN E HL .
<Tiz"§ ) Iy ) I SRS A, G S gy B S A TR
s hn (Add).
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TR G rh, BCEMINALE . s IfEsh, sl A B S By U IR . U 1 FFaR e
1795« RGHALTHT MGG 5 LLE BTN B0kt i 5 RUOUAH TSR . a5 DT C 9 28— 4 M ) 2 A
PRAZ SRR o 3 > PR NG vy 9/ A 38 00 28 St 5 T e (R R0, T 7 LB o

PRY TR TR Y )
S| S S| N

AEl AR aE o
N N S N

Qe
S

ﬂs@w\lm ST AW N -

—

b S SF SF S SF S SF SF S SR
S8 N8 N9 NP OB NP N9 OS® N9 N O

Qs
Y

T—% it 4
SRAIIZR T s TR SR A A s, 3 12 T

Sl P 2% T PR B I L kAR SR €12 AR TR B

FEFFIRIBE AR 22 AU QUEE a Ml SRS o DAAE IR 2R o i) o 2 1) 2 i fe s A B A8
211 AT XA AR S REA T B 4 R

D

o iR

FHiaZ |l

T H 3 IR 55 4 AL LA N BIE S AU WL (CA)s #5522, JEAR sl 2 1] P fife s Ui e DA E
TSR RAE TR B . XU E T H T U B A am B 2 11 19 A ASUE S

P R MNARER, WEEREHE PO,

W2 AT KBS > AR FIARE > R

L3 SR (New Policy).

X4 1t Name 1 Description H o SEBG SR A ME— L RRNIE ] (a2 0 Taksi) .
5 fidiHikiEE (Outbound Connections) T 1< .
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Create Decryption Policy o X

@) A decryption policy is not required to only perform application or URL
discovery; instead, you can use TLS 1.3 Server Identity Discovery on the
access control policy.

Narme*

| Captive Portal decrypt |

Description

Outbound Connections Inbound Connections

How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate’s signature
algorithm type, In addition to any configured rule conditions.

("

J' DECRYPTION EXCLUSIONS [

Q——0——0O

L E— T "

SOURCE DECRYPT RE-SIGN DESTINATION
Internal CA Download
A rule will be auto-created for the selected certificate authority.

CaptivePortalCA # Associated: 2 Networks, 1 Port

Cancel Save

R _b A B R TEAS .
RYLSARYE CA R 4 /3y 1 (1 241 & B — 45 )
(FATiko ) EFEMIE S 1 o
FIEAITEY -
o fREERIN AT
o FREE R4 F
o S R0 4 1F

MilHRTE (Save).

s S O S 3 S A1) 288 (2).
TR IZ 1 (R US40 e ().
st BB

1 AR 1% Loy, ek BIE (O,

e L el |
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B s=ssinsnsgens. BaHi REEmn S LRk

ST ETREEIL, SRS

ST EAAARSET, SR

SEWB SUFMERN.
TR T b

Editing Rule - CaptivePortalCArule (-]
Name Move
| CaptivePortalRjile | Enabled into Category A Standard Rules -
Action
- Decrypt - Resign v |with | CaptivePortalCA v| C Replace Key Only
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logaing
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87 LA LDAP 453, Microsoft Active Directory 4t ol 453ak ¥ 51| Iic & -
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I FEREAT B 3 B0 IE o

Microsoft Azure Active Directory ANGE -5 sl WX 2% ] — AL Ad ]
BT HE ME U SRe FLI :

. %% (Policies) > 514 (Identity) > (4RiBERR) > EFHHHIIE
(Active Authentication) > FEBh A IE R Z E N HHIIESIE (Share
active authentication sessions across firewalls)

* B 5K (Identity policy) > (4m3E) > MMM (Add Rule) > # 5h
B14161F (PassiveAuthentication) > 4TS F1i% & (Realms& Settings) >
WMRTTERIH AN VPN B4, WEREHFHRIIE ERAENS
{3383E (Use active authentication if passive or VPN identity cannot
be established)

* B4 5K (Identity policy) > (4m3E) > RN (Add Rule) > £ 3f
B3 I81F (ActiveAuthentication) > 4 #1i% & (Realms& Settings) >
WMRFTEEIIHAE VPN 4, NERENFHEIE ERENS
{338E (Use active authentication if passive or VPN identity cannot
be established)
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BriaAE R %E:  SREE (Policies) > B (Identity) >  (4miESRER) >
FHBMHIEIE (Active Authentication) > BERFAIERZFHEHINIES
1 (Share active authentication sessions across firewalls)
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