WEILE

WIS, T LAEIg & (Device) UL b4 5 5 A AHOC I BB
1 dkgE>REEHE.
FEEBR B &2 055, sl 9 (9).

Mitii%%& (Device).

w N

o G ORE , 1T

o ARV RTIEEE . A 13 L
s MERGMELE, H 1400
PR G1E, 515 1
G TR, BB 1S T
G RIREE , H1S T
BRI RVEAEE , 53T
SRV FH S , 55 53 7T
G mRBEE , B 55T
RSB, 059 L

o GRS TR U BEE , 2B 61 L
WA WCE I LE . 5 66 L

WEENRE

%% (Device) Wi _L) B# (General) #7304 o FEEE R

3

R E
|



B sezmes

&M

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

F1: “EM” (General) T 5 RFE&

wERE |

Routed
None
Default

Disabled

Registration Key

FEB 1t AR

E S g LNV & i EAZE N

(i A C N BIRAEE B R TR U B B R L B L

AR AT AR ORI R B R BRSO, B T AR CLIAr At o 1 2 51 A 1
WRHERR SO, 5 3 ORI R CLL it , 56 5 it

528 BRI A I R BE eGSR .

R BRI M2 AES . AE N CC. UCAPL #1 None.

P B ST ROKE R B A% A0 A IR REIIC &SP, T 3 B S v TG

TLS N e : oK TLS I hnjde i U FHIE & TR

BRI AVFEEH. FHEFARE. WSHELELSHE N —akE, 3
7 BRI AN ABCRRCE 59 U,

BNk IRV A A A 9 S A (A )

BT LLAE L B i L rp — 2R

TR R RE > REEHE.

TR 2 LB SRS, mil R ().

I3 iR & (Device).

B s=gE



| &&igsE
el |

$IB 4 EEM (General) #rH, Hii % (£).
a) MIAFLE WA AFR (Name).
b) EFEEIREERE (Transfer Packets) I AHE DL fov/F B 6 5 b A — A7 e by b
c) silisRHIERE (Force Deploy) DL ks > Hiy S5 w1 AE 44 L B 30 3 B 5 45
pEsy o
S TR S LU R S TR TS 2 I TR),  DAA S S BRI AR S P S U (1) 5 A

WIS G K BPEHERR B4, 1WES 0 ARG EEHERR SO, 55 3 U0 R AR CLI i, 56 5 i
PB6 AXREFERE #E, WK EEHR N —6k&, B 7 IUMFHMSARELEE , 29 I,
YR riidEBE (Deploy).

T—F Mt 4
© BREBCE NG WS A E I E

5 BB RS HERR ST

RET AFE SRR BERG LU T AT SR AT m AR OM R B HE SR ST F e 0 TR, S mT LUR BT AT SCAF T 2%
N AN o SR TT LGSR sl AR I B A5

17T L& % (Devices) > & & &1 (Device Management) > % (3) > BIFEHERR ST (Troubleshoot
Files) S rpfish e SCAFAE

TR R RE > REEHE.
T2 i EARNBSIFILN RE ().
FEZHWHE T, WAREAERI T, MRS SR ETIH.
PR3 piddi wE wEE
TR A R s R R H R
a) fE B > WEHR 0, sl BE.

wegE ]
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wERE |

T

E 2 BE
General ST
Name: 10.10.0.6
Transfer Packets: Yes
Troubleshoot: _! (Download |
Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: ((import | ("Export ] [ Download |
OnBoarding Method: Registration Key

b) RAXPREEPFEURN &G X THER, ER& T, ErTLULH FEiIRE sUp 1. &
FEE AT £8RE

[ 3: S B HERR SO

Generate Troubleshoot Files - 10.10.0.6 X

@ This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks.

Please select the data to include:

All Data

S

Snort Performance and Configuration

S

Hardware Performance and Logs

S

System Configuration, Policy, and Logs

(4]

Detection Configuration, Policy, and Logs

Interface and Network Related Data

[ <)

Discovery, Awareness, VDB Data, and Logs

(4]

Upgrade Data and Logs

All Database Data

[ <)

All Log Data

(4]

Network Map Information

(4]

Deployment Logs

c) miii% R (Generate).

B s=gE
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SRS LN H R, WE B > SRR f, s T

4T
General PR
Name: 10.10.0.6
Transfer Packets: Yes
Troubleshoot: Logs || CLI
Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled

Device Configuration: import | [ Export

OnBoarding Method: Registration Key

H &R TR L

EE CLI

T UL — A P0E L CLI fntly, B HERR v o BRAR TR Wb o 838 w] Uy AATA7 show fir &
FaFEmh.

B, PATEL i
* show version
* show asp drop
* show counters
* show int ip brief
* show blocks
* show cpu detailed
PO SEIIE S HRIAE
* show running-config cluster
* show cluster info
* show cluster info health

* show cluster info transport cp

| wegE ]



wERE |
B zzcusy

* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface
* ping ccl_ip size ccl_mtu repeat 2
* show nve

* show route

* show tech-support

TR L IRE > REEE.
P2 R EER NG SFILN Wi (0).
fEZ GRS, WAREAER I, ARG SRR ED)T.
SR mli & wRE
TERA (L EH > BEEHER &5, sl CLI.

5:CLI

General PR
Name: 10.10.0.6
Transfer Packets: Yes
Troubleshoot: T

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled

Device Configuration: import | [ Export

OnBoarding Method: Registration Key

B s=gE
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AYH5 s CLI B HERR XGHE, Forh & ST e X CLL
6: CLIMRS HER:

CLI Troubleshoot

=_ Command:

> show version

Cisco Adaptive
SSP Operating

iled on Wed @1~
ima file

1

= Execute @ Refresh ) Copy Device:| 10.10.0.6 b4

ware (75) Version 7.4.1 (Build 1220)

ity Applianc
Version 2.1

ilders
mp-k8.bin"

address
addres
address

FIRE £ CLI BBEHERR X ATHES, 0T LA AT LU M S5

« fE S TP show TS, SRJE AT AT ORI A DR I B A 1
* sl B DLEDFHE AT e L) CLL

o miihi & DO R B AR E

< XPTERRE, WM IRE TSR LR ALY R

N

KEEEHZE 5

PR 6 LiidiXH (Close).

—aigE

FE R 2% B B e A Iy, R DU R R TG e LI C BN SRS, TG 7 T S EBT G BB e %

FHIa Z |l
TN

o VSR b JBMM 9 0 8 9% 205 A R T I8 4T R — RROAS R A

wegE ]



wERE |
B sesshas—ois

* YHHE £ ST Cisco Secure Firewall Threat Defensei’ #5584 Cisco Secure Firewall Threat Defense 5
] YRS .

o FARBEA ST b B AR B 2 o

o YEAN F AR B A v 4 A A RO ) B

o VAT bR W B A v 5 (1 Bl K B A AR ] - B e B0
o VAT bR BY B A B 46 (1 2 A DI B PR KA ] o

o VSR A S 91 A v 6 A [ —

o YR H AR BB A A EORAEHEATE B

PR EHRE > REEE.
PIR2 UM REL RS, il WE ().
PIE3 pih &
TR BT, PATLU R AEZ —
o KBRS TR E () DU R A I E MU A S R . (IR BB T, Mk
IR & T Hp R PR B
s il HRIREEE (1) DU IRRRCE N YT SRR R EEE Uik, A
BARIE & T 74138 k£ 5 HIC B H AR5 .
$IB5 (i) %P EELZRBEE (Incdudeshared policies configuration) & EAHE L& il S0 .
LN (AN a4 HI S . NAT P& W B A FlexConfig JI&) FIEZ A& 2 A5,
PIR6 AHE (OK).
s n] DLAE BP0 AR 1 R 5% (Tasks) Wi 52 B4 L B AT 55 IR 2

HHIR AR BRSSO )G, B HARBE ERNCE, JRRAEBS NS S W20 H bR .

b

SEME BRI A E BRI, JOoR H AR B8 J5 o R A e

B s=gE
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SFHMSNXFEE
~

iR o SRR RNV SRMS AN S R AE A 5 B APy I A8 A5 IR B KBS B ALy (cdFMC) 22 [8) 5 HY A
FARGHCE .

o WRAEAN TRV 25 37 O SO BE 50 T FEREEY, U SRR AN SCHF e dFMC F 2 AT
« A% UUID, RS ARRAAHIR I, A SOk AT A BRI .

S ml LA 6 GO L TR BT WA e,
s
© WHEEE
* B
* DHCP

* VTEP
JESRE

IRJE, BT LAAE UM S O TR B % 3N EARAF (P

ﬁu%&ﬂﬂﬁ@ﬁ@*u—%ﬁ%ﬁ%”E*MW@EMW% IR A A LA AN BT HY A
Bl e, ALSAGRAF RCE

© FEMCZ IR BB - FERCZ BB I, AR B RRE M E, DB A
SRS (PN 2 R L AD o EIAESRE N5 T ANBCE, R A 2 G AT o e 2 0T
%, IR A IE

o PO IHECE - G R 28 A B e 0 e 2 (R AT P AR s, AT DL N B0 AR RO B 46 1)
A, LUK LART 121 IR s o

o FUPEM B - R BB RL FRBGHTE MBS, ERE R AR, AT BL A ORI

IR

THZ I LU HE .
s A RERBCE S AR A B (UUID AZ00LRD) « BLIREEE S A S, RIEELRE
— SR

* WEALEF A TIPS & _EIs AT I RAS s RO DA 2L L
o B R R AL RO I, H bR BB AL B0 YR ACAS AR ]
o RN R ALELE, REHOIEIZN B WX BAEAE, BEAR, HS0H T

wegE ]
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B stnsazems

R 2WRENBRIE

152 S

Al AT IR S AR ROR | I %

%,

TEAE LRI R | 4RI A5 bl B IR A . BRI

HIXIR BRSBTS, B, GRS (Al B 4D A
291 (B, BRSAcHO RILR, T2 0JEER R 2.
Bt ARt g MMEGORR, ] 65 AR 2,

XA RS

PR EHRE > REEE.
PR 2 BRI R AL, sl R ().
FE3 N RE.
PB4 FHECE.
a) EEM (General) X1k, sidiSH (Export).
B 7: S HigERE

General Fahary
Name: 192.168.0.197 FTDv
Transfer Packets: Yes
Mode: Routed
Compliance Mode: None

Disabled

TLS Crypto Acceleration:

Device Configuration:

RGN ERINTH; SEEE (0K).

B s=gE
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| &&igsE

sams gsrs [

8 INSH

Device Configuration Export

Device configuration export task
initiated. View the progress of task
from Tasks view.

ETLIAEAESS (Tasks) T & 5 L .

b) 7EiB%A (Notifications) > {£55 (Tasks) Wi L, #iffSH e SiliTEHSHE (Download
Export Package). o, ] LLsidi®E M (General) X3 H ¥ T8k (Download) 4 .

E 9 SHES

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ success

Q Device Configuration Export

essfully

pdalalammill=] 2 aren
Download Export Package

RGPS TR, AU R T EEEE (Click hereto download the package) LA
HRAE SO, ARG S AN (OK) DL H 6 EHE o

E 10: THRHEE
Device Configuration Download

Backup taken on 03-Nov-2021 01:15 PM is available.

Click here to download the package

FIES FABE.
a) {EE#M (General) Xk, rmifiZEN (Import),

wegE ]
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B stnsazems

1M:SANEEERE

General Fahary
Name: 192.168.0.197 FTDv
Transfer Packets: Yes
Mode: Routed
Compliance Mode: MNone
TLS Crypto Acceleration: Disabled
Device Configuration: m Export | [ Download |

RGN BN AL E . M2 (Yes), R FMBMES (THEH sfos TR,
BESCAE L AR R SCAEANED
B 12 SN 5 HE

Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

Yes

13: SMERHE

Name

DeviceExport-0434ef00-15bb-11ec-bb94-93bdde3ad19d.sfo

=

RGBT MBI (OK).
B 14:HIASAN

Device Configuration Import

Device configuration import task
initiated. View the progress of task
from Tasks view.

T AEAESS (Tasks) DU &G S ABEE .

b) BESAME, UEEESAMKHNE. 45 AESKEE (Notifications) > {£55 (Tasks) T L,
A EES AR E (View Import Report).

B s=gE
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15:EF5SNRE

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ sw

Device Configuration Import

ations imported successfully

REEES AR (Device Configuration Import Reports) T H {1 m] 1 45 R % .

Cisco Firepower Management Center

Device Configuration Import Reports

Device Shared Policies Device Configurations

0434ef00-15bb-11ec-

bb34-93bdde3ad19d Report does not exist Device configurations import report

e R N sSJL o
mIEIF AR E
%% (Device) TIHIIIFATIE (License) 7573tz k¥ 4% Je FH 4 vl ik
RGO AR HEFRIE, e LS x4 E BT .

TR EFRE > WEEE.

HE2 )G ARV NE &S50, ik R (2).

$E3 UL E.

$B 4 {EIFATIE (License) #70H, fili Hig ().

SUES IO B SR B A (R T I 55 1 AR AE
P 6 LHRTE (Save).

T—5 it a
© WEBCE NG WS ME I E G

| wegE ]
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5 wERE |
BERGRELS

EERAER

% (Device) WL “HRE” (System) # Bon L RSGFE BE, WFERTPTA.
R DASK PH BB B B
16: R4

System oG
Model: Cisco Firepower 1010 Threat Defense
Serial: JAD253802SG
Time: 2024-12-03 18:08:13
Time Zone: UTC (UTC+0:00)
Version: 7.7.0
Time Zone setting for Time based Rules: UTC (UTC+0:00)
Inventory: View

17: % & HHIFMER

Inventory Details ®

Fans Memory CPU Power Supply Storage Network Module

This device operates fanless.

R 3 RFHORTR

FE 1518

£ O) P o VS P T
e TR AR WS T 3 B
e KL B4 IS SRR

R A FEAT B LRI 515

A1 B4 104 45

X BRI,

ik FEAT B TSR I PR

B s=gE
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| &&igsE
sannsiE [

FH 15 BA
IR RS A I X BEE | B R BT R GEI 0], DL 6 B 4 52 I X O
BE&TH TR BT M K. A, CPU. HUE. iR et

EEWNGIE

& (Device) ULIHIM “HKull5 |4 (Inspection Engine) #7343 I 7~ 5 ¥ 15 2% A5 H ORI 5 | 2 4 Snort2
2 Snort3 #4151 8. EYIHATING %, 1S4 (Cisco Secure Firewall Management Center Snort 3
it & 45#5)  (Cisco Secure Firewall Management Center Snort 3 it & 5#5) H .

[ = I Nl Gl N ARN \}'L ===
WEEITIRAIZE
%% (Device) T L@ TIRIR (Health) #54> Bor N R TR B

R4BITRRBORTR

FE 15t B

U —AMREE A MBI TR B bR . STz B bR R R 1 I TR
HLIEESS” (Health Monitor).

s — AR R G HRE AR R RIS AT RGNS 1R BRSO () Bz .

CHERR —MEFEITIR L HER (Health Exclude) Ul 18R, f&mT LIAE I UL
LR R TS AT IR DL BR B e

‘RIEEIEISE

fEn LAIE TR (M anagement) [X 38 g 45 7 B REE

BEEEAOPRYEN A IP Hiht

R AEAEAG B2 (1 LA B TP U BEAS N2 7 B oty Jim, XA TR (P I a5 1 CLD
A RETT B LU A0 RT3 OB B A B oLy B LA B TP Mk
B B IP b IR, S A CLI B S0 g B i i B, 5 37 it

I FAIEAE R & AU T NAT ID, 3% 1P ZE Sk vt b o NO-IP, £ JC 58 1P bt/ 3=
W44 o

QR R R i P AE AN B e 1 By e, U2 B BB EA LA LU VURCH) DDNS BCE; fEIX
FEOLS, iR N4

| wegE ]
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wERE |
B =rembosmengsi e

TR EFRE > WEEE.
PR 2 BB BRI 551, st R (29).
PR3 niiiiR % (Devices), HAHEE (Management) X1,

SUA LTI, L TR A Bk aa (B,

18: X HERE

Management /a

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

RGN AR AER S, il B
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

(] 2N

ST B BILLE A PR AL MBI SR, (HA S BB RL BOHEM % .
PRS0 T R (C) KT AR ML AE 1P A g BN e (R TR AR LD BN

19: friE IR Hhht

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

PIE6 {LEE (Management) X[ iFHET, 7EiEFE E#iiE (Remote Host Address) 7 BRI n] Uk ¥ 4 Bh ik
(Secondary Address) “FEBHE LA FRER P Hikik, K5 s RTE (Save).

B s=gE
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A A AR B B s U ) B 1 O S, TSI E B O A B U ) Btk 1, 5 28 1L,
20: %32 IP b1

Management (2] |

Remote Host Address: | 10.89.5.29 |

Secondary Address: | 10.99.11.6 ]

PR sl RE R A A, LT R RS BRERR (W),
21: [ERE R

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

FREER O E 1Ptk

D AR EERE R B RO R UM B A TP S hEAS SR 4, )R] B 2 R I B oK et ik

LI S EE
P R ERERBE, FEPT A et BT et
a) EPFIRE > REEIE.
b) &SN wEE (2).
c) MiiR&E (Devices), JHFEFEHE (Management) X,

d) iSRRI AE A, ATHAR T A APIRES ( *.)o

| wegE ]
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22: 2 HER

Management /a

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

RGO BIR LA B, ik &
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

(] 2N

T2 ¥ EH PO IR TP Mk SO B B4 TP bk
T b B e 4 B TP Mk
X Al IR B, AR B EIATIXEP B

a) A AR (Q) SKgm T IR E A MR TP Huhb AT VEAE RN (T UK R ) B L
%,

23: IR E IR Mk

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

b) 7EEIE (Management) XfifAEHT, 7EiTFE EH it (Remote Host Address) BRI nI 3%k () 4 B it
1k (Secondary Address) “F Bt HE M Frak 1P Hubik, K5 s RTE (Save).

B s=gE
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24: 32 IP it
Management Q ’

Remote Host Address: | 10.89.5.29 |

Secondary Address: | 10.99.11.6 ]

Ca;]cc' m

HIB3 E T E L 1P Mk,

XTI RE IR A B O ¢ 1 EAT B O SR R L, R il T RO BB R M e E A, WA 2
BT 1 6 i 1 DLEDHTIC . Linux Sh5e R4S BeE . sl R TAC R R, DASRIAT K dh
T IHERAF K95 3

a) % R EhH>EE, AEeHEEED.
b) fEFE A, R E R 155 1A 1) e .
c) FEHCIP Ml XA RdiRTE (Save).

FIR 4 T R EESS TP Hhk .
X AT R AR, FETAT W BT IR DI,
a) fF BB CLI Hh, AF BP0 FRIHAT

show managers

-

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

b) ZwiE EF RO TP ke LA .
configure manager edit #rIXAF {hostname {ip_address | hostname} | displayname display_name}

S &R )t DONTRESOLVE F1 NAT ID xR, TT LA FH i iy 2 % A8 58 0k =L
ZE 1P Huht. ARG 1P Hhhkek EH4 B DONTRESOLVE.

5l

> configure manager edit f7ffad78-bflé-1lec-a737-baa2f76ef602 hostname 10.10.5.1

| wegE ]
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B =xcemsommmeem e st

PIRS AEFE G I 1 S S BRES U (R 12 1) TP Mk

Nil

B

T Al PR BAR A, EPTA e BT IR D IR

I RS AE A A B

configure network ipv4

configure network ipv6

B SRAEAE ]  FAE B R 1

configure networ k management-data-inter face disable

configure networ k management-data-inter face

AU P A A, A AT S RS (W),
XFF ] XS SRR, FERTA B BT IX LD
25 B RS

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

Can A BB VAT A BRAR VT R T A3t b g B e ik

Tl FHEERE, AR G AT IR

a) JEFFiZE (Devices) > X EFEIE (Device Management) > 1% % (Device) > &2 (Management) > &
7 [B) Y PR - B2 & i¥4A15 2 (Manager Access- Configuration Details), #X )5 i Rl#ET (Refresh).

b) %EFI&F (Devices) > & FEIE (Device Management) > £ (Interfaces), #&J5 % & 1P kil LT
LB bk TR .

c) R[N EIBEEAIE) - BELEIFH{S 2 (Manager Access- Configuration Details) X iFHE, 2R AidiffiA
(Acknowledge) LA B3 B & Bk

i OR S BER C P,

7F IR0 Y, fF &% (Devices) > & & TE (Device Management) > i& & (Device) > &IE
(Management) > EIB 881719 - BL Hi¥4M{5 2 (Manager Access - Configuration Details) > ZEIZIR 7S
(Connection Status) G{[fil F A &8 FLEHRRS .

1F BB CLI, i sftunnel-status-brief iy 4 LA & & BLE LR A
PR Whon g8z D e D& s, WoRNEs “ tap nlp” 1.

B s=gE
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& 26: FEFEIR TS
Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

inel connections with peer went down

Close ‘

W9 Gl P A0 0P 7ER ) A B0 b AT R .
a) SESCHTBD R TP Hudk.
b) FEW G B LR H I A
o) KRB E B
d) FH BB ISR,
e) EO A ELL B TP kit
) RS A .

BEESRFEEONEEE S AHE
AT BUIG TTHORE SR, M HCHE TR NBH 8, S8 VT #4658 R 0

RV L, E LT DR R DI PR 0. BRI, ISR B
A U7 I 1 VN SE SO B, 5B 25 L

JA BN BB K BEAS VT R AS o 3 808 B AE SR B P A IS N BHLLE o S R
e, VSRS bR VA B ARV ) .

THZ UL PR UUR 8+ 0 B ST, RN E A P A IR

FFi6 Z A

XTI IR, BRAE AU, SWEOE B et ERATIr A D B, - BRI, &
I 23 )20 2 T BE 26 A B A AR A £5 R

| wegE ]
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B seesmozoi sy

BB VHHENITE.
a) fF %% (Devices) > Z&E12 (Device Management) T, )5 Ml &K &g () »
b) 3% & (Device) > EIE (Management) 743, SR fithEIEES719)3% 0 (Manager Access|nterface)
Bz .
EIRER 513 0 (Manager Access Interface) v Boy o il BHE Lo MRy, 78 &
G RKYE NRIR PR R BREO.
& 27: & o)EEO

Manager Access Interface 7]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

| Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.

¢) wili #7E (OK) , #AJ5 st X (Close).

TEIAE L AGE AR P LR AP IR, A Refe i O b S A PLER U710 . B 28 (Management)
XIIEL o EIB g EdED: #IEIED (Manager Access|nterface: Datalnterface) DL & 238
BiFElEMEE: BLE (Manager Access Details: Configuration).

B s=gE
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28: ETRER 1)

Management L&
Remote Host Address: 10.10.1.12
Secondary Address:

Status:

Manager Access Interface: Data Interface

Manager Access Details: Configuration

Wi S ECE (Configuration), #4TFEIRER 8] - BLE1¥2A15 2 (Manager Access- Configuration
Details) X[ ififE. EIBE2if AR (Manager AccessMode) ¥ i “Z545 555”7 (Deploy pending)
/N

1£i1% % (Devices) > X & &ETE (Device Management) > ## [ (Interfaces) > #R4E¥32#E O (Edit Physical
Interface) > &3 2&if718] (Manager Access) T b FH A 2 1 BB #2885 1) o

% B I8 5) (Enable management access), 4XJh AiilifE (OK). BRIMNEWL T, REAUNE
W2, EAS AT DAAE AR 5 3 0 ik R ol BRIV )

NS T RS U )R S FHER A TP Hudik, RGeS RER A B .

#E3% 0 (Interfaces) VUM b i iR 7F (Save). A7 G H BB TEANE R, THS M & iR .
TERTAE AN EE R 1 LR AN AT AR A B 1 B R RS BEAS DT 1) o i DRI L4 114 4 B TP b ik
AT TR E, JFH R M.

WERAE YA BY 42 D SCBUUAR, WS ARCE LR T B U M Bl 1, 20 28 UULL 1 g HeAb il (X i
.

([ W Sfxt B2 i HIDHCP, i51E €% > 1% & &1 >DHCP>DDNS UL [fii [)5 H Web 247 DDNS
Jr ik
THZ N E )4 DNS. QIR FTD [ 1P #ihk & =224k, DDNS RIHfifR 5 By 338 56 4x R E 14
(FQDN) W K] Jg Bl il o

AR BB A T DI I i B 1 i ph B A EE ARGy AR, 7E % %% (Devices) > i & &I (Device
Management) > #&H (Routing) > §%7ZS#&H (Routing) s I H

TH S VN I A I
(ATIE)  7EP & WA RIS TP LS DNS, JRR N H 26T & > F &R E > DNSIHh k4.
W2 MDNS. W 54% ] DDNS, 73 DNS. % n] LU DNS H T 224 50 P i) FQDN,

CAIe)  AET- & BCE SN o B E: LR SSH, JHilld & > FAIRE > REIIFH N T
UEBE .

HSRHSSH Vil BRAIEOL R, B BAAH SSH, Rk, Wi 2 4] SSH & B jal i1,
W5 B A SOV R

B RCE G TS RN E S .
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wERE |

B seesmozoi sy

TAGE BRI 8, EORIEHIA T SO S T B VT 4 1. ik Z S & (Ignorewarnings)
iRLRYGHIE
B I R T B LB E S . B S, AR A AT A, (R R IR AR
HERANAE T 3RS -
70 BB CLT (el WA G 0 1), R B4 LT3 B 0 A RS TP ik, R 0 DG eE h ffH
B PR, SRR G WA EPUT IR,
configure network {ipv4 | ipv6} manual ip Hulik (4845 data-interfaces
* ip_addressnetmask - HAR AT AT F B B 11, (RN B S IP L, 40 & kb, DA
BRI BCE ) HIEED GEZH N AIHAS) o« BAH DHCP, FERERAESH (A2
& BBIEDD WRES W DHCP 45 2321 1 % th 8 5

« data-interfaces - ML B E TR L FE R FRG R, DRI n] i bl ok 45 BB U i) B 2 1
PAT TR AT 4 il 5 v 1 T AN 2 SSH IS, DAA 1 8 0 58 B 1 I 4 BB I, 851 SSH 25 105
Wt
WA AL, WS EHNESE B, AT RERS B O B L XA YE, R
G FHUTIE IR,
7E FHL A FLERE, 7RI (Devices) > iR & B IE (Device M anagement) > 1% #& (Device) >

EIB (Management) 343 5 B b Ss fE IR E # b kE (Remote Host Address)IP Hiiil (IP address)
FIT] vk 4E B HbHE (Secondary Address), 4R T A HE .

VS B S B O ) B B IP Mkl B 1S DU W SRAENG PR A S N E) AR b id ]
T BBIAE EHLA SR T NAT ID, WA BEEEOR%AL; (Had, @ B IF S0 8 A e BE
HA REHOF R BhIER .

RS BIER CHRT L.

76 EHHLL T, fF IR (Devices) > iR FEIE (Device M anagement) > i& & (Device) > &I
(Management) > &2 (8] - B Ei¥ 40152 (Manager Access - Configuration Details) > EFER 7S
(Connection Status) 7 [ K 285 BLEBRIR A

15 BB CLI, i sftunnel-status-brief iy 4 UL 5 & BRIE BRI A
PLUTR A W g8z D e 8, Won Wik “ tap nlp” F211.

B s=gE
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& 29: &R
Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

JTC
nnel connections

Close ‘

D SRR OE R B 10 2P DAE, U NHERRE B . T2 B HEER B 1 1 0 B R
, 48 L,

FEERFEIEONIEE N AEE
PRaf DONE T TS B A, s EEE A H i . i R I AB) BRSO 5 e

BV L, THER LR D BRMAEGR R TR R B 0. BRI, SRR RS
Vil M B SO B, 5 21 0.

JE B0 NS 0 PR ) A PR U7 1) IE RS 2 B0 B Oy A B S S IS R HTRH R . R AR
a2 1 AR P BELES U e B PR A e B Al B

HZ 0 AT D BRI B 3 0 B PR U R, G E AR T R .

FHia Z |l

ST IR, BRARSI AU, SISO B B ERATIT PR . — BRCE S, %
Pt 2 TR0 3 P BE 26 A TG B AN AR A A5 R

T VIR IR .

| wegE ]
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B seessagonsrsEssge

a) fF %% (Devices) > E&E12 (Device Management) U1, )5 Adiik &1 &g () .

b) #%3i&& (Device) > &1 (Management) &5, A )G BB 18]4% 0 (M anager Access|nterface)
HHEE
EIBEI813E N (Manager Access Interface) 7B 4w er Bz 11 ok Bl . o5 ez,
7E BRI EIKE TRy TEEe 250, SEEO.
30: EIBEEHEIEO

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface -

Switching the manager access interface from Data to Management causes the deployment
to be blocked. To unblock the deployment, ensure none of the data interfaces are set for
manager access. See the online help for detailed steps.

c) miifRF (Save).
RiHAE (OK) , )5 sidixH (Close).
TS IUAE D A5E IR P TP I DR, A REAE A Bl 01 L) A BEER U7 M) . B 38 (M anagement)
XIS B ETEasipeEN. B8O (Manager Access|nterface: Management | nterface).
& 31: E12 83 i)

Management e @)
Remote Host Address: 10.10.1.12
Secondary Address

Status:

Manager Access Interface: Management Interface

$I8 2 7£i% % (Devices) > & & &I (Device Management) > [0 (Interfaces) > #wi549I8$£ 0 (Edit Physical
Interface) > &I 281/ i5) (Manager Access) VT T 2% FH R 42 1 F A B 27 ) o

B s=gE
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HUH % /B FA & 1217 i8) (Enablemanagement access) , SR s il € (OK). 7F#E 0 (Interfaces) U ifi
LS HRTE (Save). D TR N ks 8 I (R BEL AL o

PR3 WERMARPATILERAR, W “PHBCE” Jamsrh O Holi i DACE DNS Wi, RJ51E k& > AR

Nil

B

B > DNS XNV BB

TS UDNS. (8 1 EAE T BEAR UT 1) 1 7 B b JER N BR AT AT A DNS Bl . R i%

DNS [z 454 F TARfa) 22 A 5w, 490 iy ) KU Hh %) FQDN, - WUl 250 f 48 B rboty J10587 % H DNS i

Ho

HENCE G ES W BN E .

W A Ry T I A P R

WA LS, TEEHNESE BT, DA R DA A B 1 B L. X e TR, L
B LTI B

75 BB CLI B4 TP bk 5k DHCP it B8 #8: 11 1P MuhE R G, X F ol fd:, i 7
B LTI B

MBS AIBCE T BEAS VT R B e LN, B B OG5 N data-interfaces, ‘e I It 15 MG A

P, DU AT DU R A Uy ) BE e 1 i . (S I T A R B 4% L DG T TP bk

Ba75 |P bk

configure network {ipv4 |ipv6} manual ip_address netmask gateway _ip

DHCP:

configure network {ipv4 | ipv6} dhcp

E R b, A ER, 7Fi18 % (Devices) > & & EIE (Device M anagement) > 1% & (Device) >

EIB (Management) 343 7 5 B b ST fE 113 AR E A b 1E (Remote Host Address)IP Hiiil (IP address)
Mk sEBN bk (Secondary Address), 4R 8 E &R .

VS B SO B O ) B B IP Mkl B 1S DU W SRAENG PR A S N E) AR b g
T BB ENLASAE ] T NAT ID, AN B0 e, H2, B 245 AIF 300 n A B
A REFB N shig k.

R BER C P,

£ EHP.L H, KAIRE (Devices) > XEETE (Device Management) > 1% #& (Device) > &18
(Management) > K7 (Status) 7B A BLEHLRAS B A A B0 rh Rl s,

15 BB CLI, i sftunnel-status-brief iy 4 UL & & BUIE BRI A

IR R A NOE R EE 10 0P L L, N HERRE SRR . 152 D HR R B 1 B A P
, 48 L,
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BCETTR

Varlax

=)

Ry e ERIE O

FEAS P A 12 1 AT PR U5 () I, 48T DAC B B Bl 1, DA e 1 A P e I e A 2
hag. EIRERCE — Ml . B ST SLA MR ok MRER AL 5 /N 1 IR B % th F ECMIP X
SRR ATAT PR, USRS R R AT LU X AN 1

AN R

Fia Z |l
o BBEE DV R O A R 2 4 X

o S TAR B R K P A RS G T SR A SRR R o 15 2 B A S 91 A Al 3 11 A
H,

7r. 18 % (Devices) > X & &2 (Device Management) UL, XJ5 it B & 1) 448 () -

Jet X Al B4 11 () B U 1)

I E R bRERE RS (B E R WE AR, WE A IR S F S IPv4 k) (%78,
a) EFIED (Interfaces) > 4riE¥IIEHE O (Edit Physical Interface) > &8 281f7/a) (Manager Access).
b) EPEIED LA EIREERAEIE (Enable management on thisinterface for the Manager).

¢) Hilif#E (OK).

PN DS AEP R Bon (BEFIAED .

Z:¥EOYE

Interface Logical Name Type Security Zones
@ Diagnostic1/1 diagnostic Physical

@ Ethernet1/1 outside Physical outside
Ethernet1/2 Physical

Ethernet1/3 Physical

Ethernet1/4 Physical

Ethernet1/5 Physical

Ethernet1/6 Physical

Ethernet1/7 Physical

© Ethernet1/8 redundant Physical mgmt

L3 KA LS N2 EE (M anagement) 1

B s=gE
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mEnsgrsragrEn

a) Miii%#% (Devices), I A H B (Management) X 1.
b) rididRiE ().

[ 33: dmiE B IR il
Management
Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

c) FEEIE (Management) SHGHEN, ZEi@BhiE (Secondary Address) 7Bt &5 4% Fr ik 1P Mkl

& 34: E12 IP thik
Management Q \

Remote Host Address: | 10.89.5.29 |

Secondary Address: | 10.99.11.6 ]

d) MiifR7F (Save).
WIE 4 WA DA ECMP X3
a) suliE%E.
b) MBS ey T hr g, a8 DU Bhi 1 BT A K REPOLG 2 o
¢) kriili ECMP, #RJ5 st (Add).
d) 4 ECMP X3\ —"2ZFR.
e) {EAF#Z0O (Available Interfaces) fE FIE A BIE: L, RJ5 i (Add).

wegE ]
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35: %0 ECMP [X 13

Add ECMP 0 X

Name

redundant-mgmt

Available Interfaces Selected Interfaces
outside .
redundant .
Add

) AEHE (OK), )5 mdifRTF (Save).
FRS PR SIS BOARR S B, JFE MR R SLA BRER.
BRIMICAE, et se AR, F BN AT SR AR 1o T 0 O AT 0mT A4 XK A 2% 1 o

B s=gE
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36: RIN/ARIEER S B B

Edit Static Route Configuration

Type: e IPv4 IPv6
Interface*
outside v

(Interface starting with this icon [&signifies it is available for route leak)

Available Network C' - Selected Network
Q, Search Add any-ipvd
10.99.11.1

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

|Pv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway

10.89.5.1 v | +
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:

v+

M BRSESH (Static Route).

mEnsgrsragrEn

o)

Cancel m

RTRANEEE (Add Route) LAASINHT % Hi, s i AT B ) 438 (2).

MIEO (Interface) FHdRPIEFZEO.

X HERMZ%, WATF M4 (Available Networks) HEH £ £ any-ipv4, SR )5 fidiiRin (Add).

B ANBRIA K

% T RSB ERES (Route Tracking), i i iRN (1) LLRINEHK SLA WaHsaett 4.

BWANLLUF B THSE:
o VBN BRI TP Hbdk i e s il .

* ATAX 1 (Available Zones) H 1 3= 2 U B 57 LR LMD i, O F23 LU0 BRadk 641

FDCH, Ayl Bl O RO PR B X

HXRPEAIG R, B HISLA ke,
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[E 37: 770 SLA H5¥%

New SLA Monitor Object

Name:

mgmt-secondary

Frequency (seconds):

60

Threshold (milliseconds):

Data Size (bytes):
28

Number of Packets:
[ I

Available Zones
Q, Search

outside

Description:

SLA Monitor ID*:
2

Timeout (milliseconds):

5000

ToS:

Monitor Address™:
10.89.5.35

Selected Zones/Interfaces

mgmt

o)

h) HHRTE (Save), RIS EERHIRER (Route Tracking) 4741 ik S NIAI 2 SLA %1%,

i)  AiE (OK), 25 NidHRTE (Save).

B R ANE R BRI  h ER ERA

PYR6 AEIE TG TS A A T .

VRN BE T REEE 0 —F8 23, AR rRLy 2 04 BRYAER R AR B 1, A3 T T4 BRI 10 E Sl 2R R

FEEE AR PR, DARE IEM AR . BB 184558 configure networ k

management-data-interface iy & 1155 N6 TEERL  WIARTE CLI HémfimBhee 1, oK Jeiknd

B WA Al s A BRI, DR UREAE A B ARy PP R e L IS

B s=gE
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EEHREENEENEESAEIFEARFER

05 SCRE- 875
Y I ECH B AT B O A BT AN AT A F A B LI, 2R A B O B R
3 IR 26 ¥, DL TP e . S8t mT DAFE 08 EASHE S 58 1 08, XU SR T A 48 1
rRuy B SR T . 1R (Devices) > i & &8 (Device Management) > 1% %& (Device) > & &
&2 (Management) > &3228 i710) + BLE1E4H1E 2 (Manager Access - Configuration Details) % iF#E
A A i e A B b R S0 O A R T R A 2 S

W, AERE BB AR N B B ER L 2T, T LME I PSR R R 4 R B AR
i B . ks B A A B R L, L SRBLRE R O, WAL
BOE: FHAAFRANIP Hihk . OGS B . DNS IR 4545 R DDNS Jlk45#% . %f - DNS JIR&4%, Wik
FEEMHARRILT e, WA IS, (HARSE IR IS & Bt s fF & 15 B s .

¥ BT R E & b 5, S8 ] configure networ k management-data-inter face ir 475 &
710 e I N2 S S 27 v 1 = 81 Y eyt T I s o S W 047 N i P = g
Hy 2T BAR 572 KA I i o

o WRE B OB AEAE R 2T, ERE ARSI 2 S s L

* ##0 (Interfaces) Wi H IR (Sync) #44.

- EIERiFE) - EEEIFMIS 2 (Manager Access - Configuration Details) X iFHE I (K BI#T (Refresh)
el

FERIERPH AL, A2 R EIRER 0] - BLE #4015 2 (Manager Access - Configuration Details) X} i
M, KGR RRIA (Acknowledge) TURER B, RO BRSO B A AT AT T R 1R 5
WE . (EETERHEE C, BAATHEE EE PO P TEME R E

THZ B R U AE 1R LA BT

BE
B R A BRI b KR BEASU  H R L R LE

PLUR 7~ o 778 st 4%\ configure networ k management-data-inter face fir 4 (47 & 1) J&
JHp A T VA u*ﬁél’é%u“jﬁx?ﬁﬁ SE TN P S 1 S S S NN = S E L SV el ol T
U Y PR A IR . DA 05 ORI N AR s TR BB A BTG E . DAsk
S ORI A A R T RS N2 PB4 TG E .

wegE ]



wERE |

EEHIREOEEMNERER[AEIERER

Manager access - Configuration Details

Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values
accordingly.
Configuration CLI OQutput Connection Status

Last updated: 2022-09-02 at 20:35:58 UTC

Configuration on Manager Configuration on Device
~ 4. Ethernet1/1
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPvE Address 10.89.5.29/26
Static Route Configuration
1Pvd Gateway 10.89.5.1
IPvG Gateway
~ 5. Ethernet1/8
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

[ Refresh ]

PAR 7 B A e B ot v M BB S A 0T B iR, JF HE MR AL G i B

Manager access - Configuration Details

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Qutput Connection Status

Last updated: 2022-09-09 at 07:10:54 UTC

Configuration on Manager Configuration on Device
Web Update Type
~ 4. GigabitEthernetQ/0
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
IPv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1
1P Gateway
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

CLI i H
A GRS R B O CLIBCE, R #GRIE)E CLL, XA .

[ Refresh ]

‘ Close

B s=gE
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& 38: CLI %

Manager access - Configuration Details ]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

onfig inte

Model
UuID
LSP
VDB

ci

FMC Access - Configuration Details 7

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

Configuration la":m Cennection Status

Show command output of FMC Access associated configuration from FTD

Acknowledge Close

EIERTS
ERE ISR . U sBl s 1T BERAN/E A B “ management0” #%11.

RERE
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& 39: &R
Manager access - Configuration Details (2]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

PLURARES W B4 D e D&, oWl “ tap_nlp” #2111,
40: E=IRIRTS

Manager access - Configuration Details (7]

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘

WS UL N ORHIEZ I gl B B “IEEE “HE, Bt B oBkE g

BEKE




| w&gs
#ou ey g wezn [

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

S LR R T CESLER IR s, L B T AR E TE AL B E B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

7£ CLI FR 22 BB i) E3R4E O

i CLIB St B LR B OB E . KSR E A2 2 ATV R s B N BRI i
PEAVFEESOX B, IR E A BCE, Flan, BASHE D CER RS SR s inig s
HE

N

AR OATLBUEN] T A R o st m] DU A B R . R SR D A R, Y
A5 B AT AN AE CLI AT LR AT o S R R 0] v T (0 4 BRI P AT Wb FlR b, JF Hfs 2
FEAT B AT, WS B 20 CLI A T8 B i s, 56 43 0t

H BB CLI {8, 152 % Cisco Secure Firewall Threat Defense fii &% ,

N

ER AU SSHIN, e B LVEAT S CSUN B /Ny I R TG B A R T G E R, R R V) )
e P 4 0 o

S

| wegE ]


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

wERE |
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\)

iR

N

T SO AR TP Hhhik, 1S5 DL A OC L RS, BAREGR T IE IR 5% 1
WA AE H configure manager add iy 215 & EE AL (7720 GES W T B RO -

< |PHOE—TCIRME. i S AT U i) (TP Rk R 50 A B ey, LAY BG4 B Bh E T i A B
G . MDA T o A H O T BRI B TP Mk, DAORFRE RS 1S5 B B
O BN B TP Mk, 2815 Ul UREREA BTG E R g R R R E
TRV R B TP ik, 5S04 RIHIY NAT ID .

* {XPR NAT ID-FHEFHEILERE. WIS NAT ID R3] &y, WIJGHE As)EpidariE
o FEXAMEOLT, 1EARIE R B B LB TP Mk, 5 15 0 S L TR
WA IP Huhk,

IR

P il R R BeE R, 9B CLI B & #hot 15 00 31 1P subikist, BR{E7E HA [R5
Jeis GHBD R E A AN ST O, B R AR B B EE RO E R, IEERA B O 2 (R D) A
o, AR B B EH B AE AT S A O R A B DU B O SR T
T 1P Hudl,

FiaZ |l

PE1 Al

& LMEH] configure user add i G AT > 21 CLI Y K™ 320 A8 CLI s in A &
R o AT LIRS A5 5 B BC B AAA o

i 6 v 1 B4 ] SSH i 52 % 4% CLIL.

THS AR BI BRI iy 247 S

2 f{H “EH07 (Admin) F 2RISR .
®3 ({X Firepower 4100/9300/Cisco Secure Firewall 4200) ) J& %8 AN B8 O/E AN FA0 1D .

configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1
TR 2T S T P A A PR 1 o I SRS e s A1 80 AV B 1, T DU A SRR A
ZIEH .

a5 m] LI FR AL configure networ k management-inter face disable-events-channel iy 4445 F 1245 BlL%

FHdE . AERIRAME I, Be e Sl & Jm i DO, iR Lok, AR

it

AN T AR, B e TR B T RS A

G TR I A A 11 F) S O A L

B s=gE


management-center-device-config-76_chapter1.pdf#nameddest=unique_44
management-center-device-config-76_chapter4.pdf#nameddest=unique_144
management-center-device-config-76_chapter4.pdf#nameddest=unique_144
management-center-device-config-76_chapter21.pdf#nameddest=unique_145
management-center-device-config-76_chapter1.pdf#nameddest=unique_17

| &&igsE

#ou ey g wezn [

T M SR L, BOE TR EAE R A R R . 1S5 (Cisco Secure Firewall
Management Center £ BLFEFT) .

Tl

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

e B B R/ B4 1T ) TP b

W AFR 2 management_interface 44, I EE ORI BRI IR I 48 % . B AR 0N, TE AR
{7 7€ management_interface 24, {145 1 W] LA B DAL AN I g e, ] DA T A — 1 2%
oo WARUERBIEEARRCE B, RO W 0] DLERNERER R 1P Hhk
a) ML IPv4 Hiht:
* FHME:
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]
EVER, M 1 _ip T A B GBS o W R B A, AN
(17 _ip BN A & — 867 HJE, sk H PO BN i E SR M, JFHAS N
AR DO MR RSB o W R A R ISR M 2 Al A e 1, JRATT At
W EE 17 _ip LH TS HEE0, RJ51H configure network static-routes iy 2 F il A

FAEZ D GRS
Al

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

* DHCP (HUABUAMAE L EA SR -
configure network ipv4 dhcp

b) FCE IPv6 Hilil:
s BREHBIIE:
configure network ipv6 router [management_interface]

T

> configure network ipv6 router managementO
Setting IPv6 network configuration.
Network settings changed.

wegE ]
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B = cu i mmpe gEEn

* TERCE:

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

TR, A I ipve_gateway_ip FH Tk B QU BRIA R tHo A SR EA AR L, )
WA ipve_gateway_ip TE T &M —iB s AHJE, thac H FURREER U b 0 0 15 4 e
WE, I HAS A S G Fpoph A i el o 0 SR HE S5 P B LU R) () 9 28 B A AN
RO, BATEE K ipv6e_gateway ip BEE N HE IR A M, 4R )54 configure
network static-routes iy 4 LU (N FHAF 8 A R A S B

TP

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

* DHCPv6 CRATERINHIAE B L EASCHF) -
configure network ipv6 dhcp

XFTIPV6, i3 FIERAEFH ICMPv6 [ S 25 AT H AN ol B BRIMEDL R, RS XL E.
configure network ipv6 destination-unreachable {enable | disable}
configure network ipv6 echo-reply {enable| disable}

ST REAY AR X SR o AR (3B AR R AR 4 I 55 Bti o 8 P IRl 21 2 ol B SR A TE VAL ] TPv6
ping B L O, DLEEAT IR
i

> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

FEBRVE B 1 R ] DHCP 55, LA ) ISR BRI AL 1P Mtk

configure network ipv4 dhcp-server-enable start_ip_addressend_ip_address

i

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

HE T @& 1P bk, A fREfdE DHCP 45 2% . Management Center Virtual [ A 7t
4. 2N DHCP 55 #% FIARAS, 1% A\ show networ k-dhcp-server :

> show network-dhcp-server

B s=gE
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DHCP Server Enabled
10.10.10.200-10.10.10.254

P2 R =21 RRTIY (VAS R v A 2 P i e 5 O 2 MR N Ve = 1L I T S i (8 B T BUR= B 7
REST NIN = 31:] INLGE

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

X BN B, WET A A 24 {E T configure network ipv4 BY ipv6 fir A, HBEF BB A
PG TP it GES LT P 4, 539 1) o

TP

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipvé add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

EORERAKE, i show network-static-routes (A E BRI H) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0
[.--]

BCE A

configure networ k hostname name

Tl

> configure network hostname farscapel.cisco.com

EFH RS )G, F g H &M BA S WS i EHL4 .
PRI

configure networ k dns searchdomains domain _list

i

> configure network dns searchdomains example.com,cisco.com

%ﬁ%ﬁﬁﬁ%ﬁ,%E%%ﬁom%&ﬁﬁﬁé¢%ﬁ%%WEﬁ% il ping system, x4
BRI B LA o IXSEAUH TR O, BOR I B O a2

wegE ]
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YEF 235 3 4 DNS IR455%, g SR IT:
configure network dns serversdns_ip_list

TP

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

R B A R R B g
configure networ k management-interface tcpport number

Tl

> configure network management-interface tcpport 8555

RO MR B A A I . TLS-1.3 I rIEEEIE CERIAE 00T 7B 1 8305 1) HEATIESS .
ARRRZE R B R B 1 BROA B, E R B o 11 5 2% R LA £ e, PT LI
Fottug 1o G SRS SO B 1, U AU FS S it A LA 1 B e M

CACBR i) B B a4 10 MTU,. ZRIA MTU 24 1500 15,
configure network mtu [-7] [interface id]

o FA-IRCE MTU (DU A o TR, Witk s 1Pv4, JUME AT LAAT- 64 A1 1500
Z I8 W H 1Pve, WIME AT LA/ T 1280 A1 1500 2 8], % T2, Wi i H IPv4, %14
AT LA 64 F19000 2 [8]; an i a H 1Pve, ZAH W LAAT 1280 A1 9000 2 16]. Wik [m w5 H
IPv4 Fl1 IPv6, W/ ME AN 1280, MIRAKIAN T17, RSN ERIANE.

* interface_id-¥5 ¢ 2% 5 MTU 4211 ID. {1 show network 74 F n] H L 1 1ID, 44
management0. managementl. brl fl eth0, EAAHGLTF&. WRAREHE O, WA H &8
M,

T

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full'
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

BC'E HTTP A, 2 &N E N SR 2 H M ¥ H TCP/443 (HTTPS) F1 TCP/80 (HTTP).
sl LUl HTTP i ZEXHR B SS 8 AT B B0 AE. B2 )5, REKIEREE HTTP AQ B Huhk Al
U, SRS AT S IAE, WRTEE, S PRREH A AREEE R R BRI A A o
R

X B AR AR, R A-Z. a-z F1 0-9 4.

configure network http-proxy

B s=gE
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fea ou A F e mpvee eEn

TP

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

TR M A HE TP M, TSI LN O R TS, BRI TSR A R
1A FH configure manager add x4 R & B0 7720 GEZ B [m 08 BErpeyEm D -

 IPHsE—FRIRAE. AR AE AT AT U7 1) (TP ik ) A B oty Lo s 2 B Sl ERT A B
. PR SR O A B PR B 1P ik, DUORERE R TSI B B
RO BN BCIP 55 15 0. SRERAEA B TR DU ERT S . E R WIRERE T
TCVEVT IR A B TP Mk, 25U AT SR B A ) SENLAL TP ik, 5 15 5T T3l
FORTH L .

* {XBR NAT ID-FHEFEILER . WURMULE NAT ID P05 &by, WJEk A ) w8 d i

e, EIXRPRSIR, ERRE SO RO AR ) BN S TP Mkl 55 15 T B A RO P
AT TP il o

1224 CLI T &3 1Y BEihBh 1 &iEED

TSR B AR R RO 2 TR BRI, O BLS A S R e B A e DR e IH R 1,
A BV 548 CLI BB B o MR P s 8 e (Rl — M 2 b RBr e LU i IH 2 1 o A8 B
Wb TG BARAS DU A 0 oo o IR AT B 2 VAT AT A B . A7 OB A B L IR B
WA CLI 52 R ST A1 AT A R B P Y configur e networ k management-data-inter face iy 4> .

WP E A, RS RS LTS CLL B, 78 &R, U6 & &HITUL NS E,
— HCE o g, & B A A0 3 W& OIS B AR AR A1 R

)

P

ARG TN B B B O, AR LI B . W R T O R T R B
TS A5 CLI B S0 Bl e 0, 28 37 0L,

% B CLI {5 8., 152 [l Cisco Secure Firewall Threat Defense iy % 2% .

FHia Z |l

] LA configureuser add iy 4 B AT & 5 8 CLI A PR 7 s 1620 £E CLLF I B 7 .
T3] LIARYE SN G 0 I E R B AAA T

wegE ]
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wERE |
B excummTemn s suEEn

D RO R B DU OB O, R AR G R O
EERE R Y CLL

XAy A0, NATH GG . RS IEEPATYIGS R E, WIRTRE S Wi TS5 8 # R L &z
W T L R W EAE GG S, JF B EATE HE FREE I SSH U R BLRR, )] DL %
SSH iz,

152 B 6 S B B (i AT ST
PR3 A EHLIL” (Admin) AL R RD 6 S
g mMED uﬁﬁﬁ%MﬁAmﬁo

configure networ k management-data-interface disable

T

%
5

Qs
X
N -

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a gateway
on management interface using the command 'configure network'

PSS RCE T T R R L .
configure networ k management-data-interface
WA, RN OB R A M 2B .

ORI A P 1 S SOR ] — 4% B R L, SR S MR AR R A s (10 1D B
A8 o WA, KT REREBENBAZANERTAIREEE? (y/n) [n]: LT EFEy. HEDURHGER
IF B A PR VG B, USRS T LS D A E 8 11 0 (TP A2 1 A4

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]l: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

B s=gE
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fea ou A F e mpvee eEn

CRIE)  BRABIAER 2 P 2% Lt ot 42 5 ) A B

configure networ k management-data-interface client ip_address netmask
ERAEOLR, SRV P45

HEHH A HOP AL, BAE A B L rR AR RTR B RDERR AT B T PRI R N R . 152
SR B L LA B TP M, 5 15 0L

A HE S O ER T,
sftunnel-status-brief

S LR R T CSLER AR sG], I B T ARl TE A0 B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

£ EHFL H, BFIEE (Devices) > XEETE (Device Management) > 1% #& (Device) > &I8
(Management) > &2 (8] - BLEi¥ 40152 (Manager Access - Configuration Details), 2R )i s ili
%7 (Refresh).

BB rb O R DU ORI BR A G S o, I RH AR 2 BB A . S AR A b A BT e e
WEN, WAOE FHEdO PFEhX S, & IZEECE (Configuration) EI~ LA A &
rhuCy BB 2 TR R 2

T RE > REEE > #O, REMIE T

a)  MIHZGE & B D BR TP HhERI A FR,  JF A5 e D1 A BRAR U7 ) o

b) MEHIHEED (FE CLI P A 4 1D B B RO BT B 5 2 e 1, JFo0 Ho s A a8 i il .
TR IRE > REEIE > IRE > BN, 5B M IHECH B B 1 5 O B

RN EIRERIAE) - BLE ¥R 2 (Manager Access - Configuration Details) fi%HE, 4R)5 AdiffiA
(Acknowledge) DA i 5 B

NURERE R, G FUESE S B AT R R E . EEEE A, Bh
fEAE EBpO P TR ENE

R ESR “HLE C5F” (Config was cleared) A1 “ &7 HL 3% 5 in) UL MO+ IA (Manager/FMC access
changed and acknowledged)” 1 TiHVH & .

wegE ]
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B s o gma P iphEnS

dmiEIRE LR S0P i’éﬂt/fﬂ%

$IR2

W B B TP MhhEsR =LA, BN AE B4 CLI i sefi, DMERCE VCAL. BARAE K2 H
BUTF, JoE B S % B RO TP kB ML AL R AT S e A B, (HAER D RE LT,
DAIRPAT AT S5 A BE TR a3 B B &V I 21 A B0 IR 2 X NATID. R ZE ARG UL T,
AT SR A HE A0 TP Mk B M4 N BoFrIRAS,  DLSEIAAI 1 X 4% 1k 52 fig

15 BB CLL H, & & B AR,
show manager s

Tl

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

75 UMY CLI v, g 5 B b0 TP bk sl N4

configure manager edit /xH%F {hostname {ip_address | hostname} | displayname display_name}

WS B0 4] i DONTRESOLVE F1 NAT ID krif,  WJA] LIS FH b i A4 3% (8 5 ek 144 B
IP Huhk . AfEK: 1P il 8% 3414 ¥ sy DONTRESOLVE.

ERERAS OCH], RJE HOE L. T LMEI sftunnel-status fir & I IEBCIRAS .
Tl

> configure manager edit f7ffad78-bflé6-1lec-a737-baa2f76ef602 hostname 10.10.5.1

MEREE AL ERE, WFEHEREE

PUE S a7 e e e e R Ei B iR v LTS DN 6 L AIVSHIE - AT S S e D L Sk e
LICRE i B A (0 0 VR B AR A BC L, DR B R . SRS, AT DL A B b o
MIMCEBLE, LMECRFFMERIFE PR . MEBA 2008, T LERI IR DIRE: AR
TR HERR 1 DL o

o, WURAEME SR LR, BTLUA I E R B3RNR: 20 g i s, 9 59 i
WS L.
ST LR AT LAAE SO B A Mg it s Teik mVR BT AT - (2

B s=gE
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megmhonFes nFpnFRE [

o SCRFERCLSEBL R T IR, (AANSCRPERAE AL

o PR N SR n] DIE RO PR EINECE . B, [PREAS S L A EEEE DU OCIMT
I AHOIL S, 8 S BEAE BB A CLT R TRLE . VEVER, W AEAE LR 0y 38 e i
H configurenetwork management-data-interface fiy & B ol 742 1T &, ARG T RI&E A
A, MIXEEBEERE A SR AR R R EOGHE N BB E

* UCAPL/CC #zX LRI o
o JOVRIAIR b G B ] SO A A SCEP AIE 1584
o FERRRIAR, EEEEES, B Y Eril E S EE R .

TR AL BB CLL T, VR 22 B HCE

configure policy rollback

VRS, PB4 el A O SRR . 78 BRIt B Rk R AR,
i R .

P

TR AR R . RO F R ERE, 15 S [ https://www.cisco.com/c/en/us/support/docs/security/
firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T fif & W1 588 ) @ #E
FEfhUN, W E B I AR S IR AT R R ZEX AL, RnT DAk A R
O BOE R, JF AN B BORTERE .

-
R S B LT R T 0 W90

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R O R 1 CE T T

£ EHA.LT, £ i%& (Devices) > R ZEIE (Device Management) > % & (Device) > & IE
(Management) > &1 2817 1a] - BL Ei¥4H15 2 (Manager Access- Configuration Details) > RS
(Connection Status) 7T i % 2855 BEERR A5

wegE ]
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1E BB CLI, i sftunnel-status-brief iy 4 LA H & BLIE LIRS

WIS AT T 10 LA b, N HEBRIE R . 1ES P HE R B e b B R
, 548 T,

HERR B E O L B IR A

AP Bl REA T B AR U ) 1T AN A AR B O, AR A R B R S U BT
T PR VORI B, SR P T s . W RAERE B B A AN 21 4 B b0y Jim S SO B 1 SR
CAEH 2045 28, BN BEREE ), WORGZ O BEE R IEMRCE, AT REe 2R BIERE

A 2 R s B A o A O 4 2 I ) L
EEEEEERS

7E b, 78 1% (Devices) > £ E 18 (Device Management) > 1% £ (Device) > E18
(Management) > &3228if718] - BL B i1¥4M15 2 (Manager Access - Configuration Details) > ZE3£RX
%S (Connection Status) T i A6 75 & B ROIR A& .

1E BB CLI, i\ sftunnel-status-brief iy 4 LA B & FLE RSN A . 158 0] LU
sftunnel-status & 5 56 2 1015 B .

S LN R HIER M R B Bon “HEEE ER, BB B0 Bk B

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202"' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

SR R T OEOER IR s B, o Bk T S TEA LB B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB MEER
1E B CLL L, &5 BRI FE8S U5 1n) B4 1 25 138

show network

> show network

B s=gE
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Hostname
Domains

DNS Servers

DNS from router
Management port

IPv4 Default route

Gateway

ssurEn roemsays ]

FTD-4
cisco.com
72.163.47.11
enabled

8305

data-interfaces

[ management( ]
Admin State : enabled
Admin Speed lgbps
Operation Speed lgbps
Link up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 68:87:C6:A6:54:80
——————————————————— [ IPV4 J-———m—mmm e
Configuration Manual
Address 10.89.5.4
Netmask 255.255.255.192
Gateway : 169.254.1.1
——————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled
===============[ Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces ]======
DNS Servers 72.163.47.11
Interfaces Ethernetl/1

[ Ethernetl/1 ]
State : Enabled
Link Up
Name outside
MTU : 1500
MAC Address : 68:87:C6:A6:54:A4
——————————————————— [ IPV4 J-———m—mmm e
Configuration Manual
Address 10.89.5.6
Netmask 255.255.255.192
Gateway : 10.89.5.1
——————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

B E SO BB

75 JBU B A CLL o BB O IR R B k. TR, i

I IRAS

show manager s

> show managers
Type

Host

Display name
Version
Identifier

Manager

A SR EHERT 4

16a3893c-caa7-11ee-8436-0925c06e7608DONTRESOLVE

manager-1707852946.80444
7.6.0 (Build 1385)
a904b8b2-ca%a-1lee-a583-5e804cleb2fd

wegE ]
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Registration Completed
Management type Configuration and analytics
Ping the B3 dily
5 BB B8 CLT b, AT A iy MBS 42 Foos A R oGy AT ping #2475
ping fmc_ip
75 BB A CLL b, AT DUF iy A W I LDO6) A7 B0y AT ping #0E, 1245 W IE I 75 4R
i oh B E e 1

ping system fmc _ip

3R EMBIE REME D ERMEREE

76 A CLI b, 3R A AE 1T (nlp _int tap) LKEHE4, DAIEEEE KL T & e
(op

capture % #x interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

WEABEORT, FiHEBNIERITE

B s=gE

75 B ST CLI b, A FEAT XN D nlp_int_tap (115 5.

show interface detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, O overrun,
pause input, 0 resume input

L2 decode drops

packets output,

pause output,
output errors,
late collisions,

0 ignored, 0 abort

370 bytes, 0 underruns
0 resume output
0 collisions,

0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14
Interface config status is active
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&

wE

spspen rnemssgs

Interface state is active

R EF0 NAT

76 BB CLI R i 275 O INERAS | (S *), LAKASFIR:I (nlp_int tap) /& 5 A7EAE N
NAT Fl.

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

HittigE

Z [ LA T i A R B AR e P Sefh e & . #8058 nT BATE ’”“@IEEP Lo % & (Devices) > & &
= IE (Device Management) > 1% % (Device) > &2 (Management) > EIB88 1710 - L HiFMER
(Manager Access - Configuration Details) > CLI #itH (CLI Output) T _FFH B[ L IX LM 4.

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

wegE ]
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show running-config ip-client

> show running-config ip-client
ip-client outside

show conn address fmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

% DDNS EFH 2B R

mE

B s=gE

1€ BB CLI H, 5 #F DDNS S5 &5 I«
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfully updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

I SR EET R, 148 H] debug http A debug sl fir4> o 0 TAEP I UERM, TR A2 CAE B
g EARUE

show crypto ca certificates trustpoint_name

T2 DDNS $fff, AT LU FHRfE

show ddns update interface fmc_ijj ] _ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

EIEL BEXH

15215 https://cisco.com/go/fmc-reg-error.
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ERFRIFARRRE

%% (Device) W HIEFIEMIEE (Inventory Details) #7023 onHUARVEAIS K, it CPU FIAN
17

MR EFFERIFEMAED

Inventory Details [
CPU Type: CPU Xeon E5 series 2300 MHz
CPU Cores: 1 CPU (4 cores)
Memory: 8192 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

EE R, it RE ).

YR%E N FH BY SR B

1% (Device) ULIHI 1) F Y SRBE (Applied Policies) 4> TR T KB LA SR
& 42: 7 B9 SR %

Applied Policies e
Access Control Policy: Initial AC Policy @
Prefilter Policy: Default Prefilter Policy
SSL Policy:

DNS Policy: Default DNS Policy

Identity Policy:

MNAT Policy:

Platform Settings Policy:
QoS Policy:

FlexConfig Policy:

R0 G B 00 185 L s LA 2575 0

| wegE ]




B seumwzs

wERE |

b TP e, il e () b ol 7 P T S HER B3 ) S R E 18. (Access Policy
Information for Troubleshooting) XJ1HHE. 126 TEAE T~ T W fe) 45 i 1) JEOU 9™ e g Vs 1) 47 11 4% H
(ACE).

[E] 43: FA T BBE HERR B0 7 120 SRR R 2

Access Policy Information for Troubleshooting ?x

94968119

Close

1T LA & I8 (Device Management) T THIKF S0 20 B 45 PN 4% o

FIB1 EHIRE > RSB,
P2 A ELRIS W #5510, il SREg ().
HIE3 L igE.

FERA At MARIKREE M, Rl 4R (9).

B s=gE
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44: KRR B

Policy Assignments

masazs ||

Access Control Policy: Initial AC Policy e

NAT Policy: None
Platform Settings Policy: None
QoS Policy: None

FlexConfig Policy: MNone

PRGN TRERSRIE R, TN TR SRS . AT BT KSR 2 a1

PIR6 mliRTF (Save).

T—¥ it 4

.

WESNLE

ARERCE NG TSP A E

%% (Device) MBI E (Advanced Settings) #7042 B m R lic B BEE %, W Nk, %l

G ARATATIX LB E

=5 “ER” (Advanced) EB5 RFEE

FH

1L FA

N %847 (Application Bypass)

Bess b “HBINHZE4T” (Automatic Application Bypass) [R5

55 % B AL

“HBINH%T” (Automatic Application Bypass) HI{H (LAZFP Ky HL
i) .

wegE ]


management-center-device-config-76_chapter6.pdf#nameddest=unique_126

wERE |
| e

FH 15t AR
WA R B P RAHLRIPIRGS . IB1TI, FTD e 2 iR Uy [ B o A

FHPIATA] X 28 B2 ORGP N 2%, 507 Wl s RN ik 22 /U )
FIFF L H o Gnr DUE R 5 4138 2R 48 2= 07 ) U B 75 14
WAE. NG RE, RENSY MK LS, MR
TXEZE 5 ARV ) U P R UCRC IR . X6 52 2048 R AN 52 U ) A )
()5 X 77 o EATHE Firepower & PO A i W7 58, 17 2 5400
W 3% 42 15 077 I s R U] DC S B 82 46 o] 0 A T AR R AL 2

P Y22

BRINIEDL R, 24880 A B A IO B A, K5 8 F 3 &kl
# % (Object Group Search).

AR e L)/ Ed B B SAMRES . FRE IR, D il 42 S A L s 5K
W A P PR 1 LR 2 e DXl A RS 305/ PR 18 8 B bR
Do T SRR I R A, DU ER GRs e T S A U Il 4 /AL D
A RUUE AR, 3R] T A B IO E IR S A VERE . WAL
BRIETI, Ui i i 3t R B 18 2 (Object Group Search) &1 LI
B B NAEER]

DU @0 2R ] G e i i 2
~

AR OC U BUEAL” (Transfer Packets) W& (K15 B, WS g ME , 41 0.

B E B & S

FZIN ST (AAB) SR VAU B AE Snort JG PRI SERd Al o8 ) T2 ik ste, W Rt Ab B
AL, W o AAB 2335 Snort £EHIE A A S I+ B A BEHR B, AL T T T2 47 Snort
o Jt DAY ) s o i

AR IO AAB 2T Snort BERE, IX 2T oo LA B QO RORII . VAR TR T T ) 25 S
AR AT HEGE, Bk T HAR B A PR E R . A OCTRANE R, 12 W Snort H T it i
15

HZHLL T
BB 4T 4. WK Snort KM,  WIFESR E I VHIN 4 2L 1) 5 fi % AAB. Q2R Snort CLE T, U
HIE e CL AL PR I LB I 2, A2 il AAB.

ZEIGHITH: AAB R O A B W VRIS ] o 33 9 405 1R B (o SaE 3R 5 BROR T 5
/T GEL ST

BRG] AR (B NS A i {E .
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mExganz |

M, AR I AR IR RS R AR SRS (1 RN SER B i G P B A A A R . IAE
IRBE " AR AT | B Bt B HE R i

AR GERL TR, MBS A s A TR A AR
AAB BRUCHEER]: 2R M AAB, 15T TR D BRI T HRAE

PR EHRE > REEE.

PR 2 YR S PR AW E IR %51, il R (9).

HIE3 LR & (Device), KRG miiERIEE (Advanced Settings) #4311 4wiE (&) .
PIR4 L BN AER.

WIS FANT 250 =] 60,000 ZF 2 [AIFSEEEBE. BRNE R 3000 ZFP (ms).
PIR6 LHRTF (Save).

T—F Mt 4
© WEBCE NG WS A E I E

BN RAEANER

IBATIN, R A L% SRR T RO o A P PR o 190 2% e LD R B s U5 4 s R U ™
RV HIFIRS H o nT DL I H S A8 2R AR R U5 U F N AE . i I 4
AWRIE, RAASY MR G, R R L2 5 SCAE VT [N AR R VL RC T, X 541
RACZ MG W58 SO e ATI7E & B O S 7s 3, T R 2 SR S el 71
FRIU VG HC I B 26 g 6 JLREAT AR AR BE

JA O G AR B8 AT DL BRI 35 R 208 e R R K Bl PR S B A 65Kk o R, TR 95 AT, &t
S RIE T RE S AN A 4R fE, A4 CPU R . BROZAE CPU 50 55 AR 2 Vs )
PESENS (K) A A7 ZOR Z A AP . AERZELEOL T, A N SRR T3 4 is B TR RE -
BRI LT 23 4 8 87 B AR O FR o S I B BB 977 0 e 45t TR R AL R o XTI R e, 0 2RBE
HACE TN R AMR, WHFETIRILEN . — R Ak LaiL Bk 4a R
JAFH o BT A TSLAE T 0 A ) ) % B0 1050 2 1 7 i R O PR Ao e 6 b L D

\)

R ER IR R AR, R E I FR A e — B, iR, BEIR AR IhRE T e R EUA R
iR WOREEIXI AR, AU 42 TR 12 e &% e AT RC B AT Y e o WY e s 1
WAFB B BT NAE, T Re s e T A —80IRZS, JFH T Re g mtkRe. WRBEKIEITIE
H MR R DN SR e AN FLAE A

wegE ]


management-center-device-config-76_chapter6.pdf#nameddest=unique_126

wERE |
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FraaZ a8l
o MG SRR
o AT R R AR G B B R S48 7R & CLI Y, HiA asp rule-engine
transactional-commit access-group 4 .
o ST B AT e AE B A B A 1F ACLIN R T R et o A T WU AE A 2 11 303 ) 5 bt ikt
Ho
* 1] LLf#H] object-group-search threshold 4 3 FHBI{E, AR B FRIEMERE TR A H B{EIETT

I, TR, R AR 250 SR UL ECUEONT H AR TP ik . i AR kDL S 0 R Hsfe L H
PrRILUIEVCEC R S A R 10,000, W) 7344 . BOE RN AR 1kid 2 A DL HC I

TR L& > REEHE.

WIR2 (EERCE R BB R o5, K dRiE (2).

P®3 Al #E (Device) kI ~, A5 RIZE (Advanced Settings) 73 1] #g (2) -

FIE 4 %35 LEIEE (Object Group Search).

FIS LN R A RERM LN GAINEE T TH X ZR, kO3 KM (Interface Object
Optimization).
IR A FHE O R R ML (Interface Object Optimization), T Z G54y BEANE/A% L1088 S 10
W), T AN A FH R A () 2 A X8RN B2 T A . I RS B2 VAN v BT S A R A 2

FIE6 L RTE (Save).

BoEEONRMAL
FISESNIR], D7 ] 2 SRS AT FOTiaL i S v AP 10092 11 R R 2 4 DIl A Bl A NI H B4 8 1
BB SRR B O A, R GURE 4 1 D0 A4 U T 42 T AL 08 2 AU 38 3SR, 3K
AR B A OB R A TR W SR PRIIE I, WA PR X 4B R (Object Group Search)
IR AR B 2 I AT
BOATOL T, RS TEEAPIRE . — IR AE— G e LR eIk It/ E .

N

AR WURAS R AU, WIBLA S 47 R FEAME e 0 SR A o0 T BT i, B RE T g
CHERHRF I (] BLAh, WA TR R AR, WIS R AN TR OSSR, JF BT
FEBL 35 HISATIE B A 21U RN A g o W SRY FEPT 7 I NAF B I BE% BT T AAE, st
ARES AT A EORZS, JF HATBE I TERE -
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5 SR~ DD 48

TR GHRE > REEE,

$B2 EEREMNN FTD %455, fidi &g (9).

FI3 il & (Device) kM, A5 miimRIRE (Advanced Settings) #1731 g () -
HI 4 P IEOXM KM (Interface Object Optimization).

IS MR TF (Save).

mIEEEINE

%% (Device) W [f_FAEITIRR (Deployment Settings) #7) ik~ &K (E .

45 HBRE
Deployment Settings d
Auto Rollback Deployment if Connectivity fails Disabled
Connectivity Monitor Interval (in Minutes) 20 Mins.
= 6:HBRE
FE it AR
RIS B ) 1R “JAF” (Enabled) 5% “45H]” (Disabled).
T DU BEOEEE RRET RONT 5 F B 3l [RIR s el 2 an SR
BRI B LY, SRS SRR E T BRI .
HER IR RIS (e SR [RITR AL B H A5 A R 1]

A LI & B TR (Device Management) UL [HI 1 B 5 U . 028 1 AL 7 SR R DR 0 8 1T 2k
JRCIRE It 38 B Sl Inli s 5 ) o R AR it T T8 B rb L g ), AR5 SRR MBI L T B 1

T AT LA configure policy rollback fir 4 Fa)[HIRACE (2 b W AL H LT iEs:, WITF-2)
[IPRHECE 5 46 50 .

THZ I LU HE .
o SV LLHT R v DALE P B il _EACHAR s R8T R R BT A AL O F 2

o SCRFRERCLSEBL R T IR, (AANSCRPERAE AL

wegE ]



wERE |
B sensss

o [BlVR R n] DA S F O R ENECE .. B, [PRRAS WS L S O AT
AU, R RGEAE B CLI Rk ATECE . 18R, WG AE Bk BB S A
H configure networ k management-data-interface Ay & T ol T H i D &, REMHH T &R 6y
A, MR LR B AN EATKIRRR 2 LGB E ) R 3E .

* UCAPL/CC #ixQ Tk IRz .

o Tk IARE b — R ER B8] T B iy #b SCEP Uk 154 .

o RN, EEESES, B YN E S ROE .

TR EHRE > WEEE.

S 2 BRI 5510, S di (2).

PIE3 piili &%

$IB 4 7EREEE (Deployment Settings) #7rH, i 4ig (£).
46:MERE

Deployment Settings (7]

Auto Rollback Deployment if
Connectivity Fails:

Connectivity Monitor Interval (in
Minutes):

(o | TN

HIE 5 ik R B #ERERE (Auto Rollback Deployment if Connectivity Fails) LA FH B 3[R .
$IE6 WEEESIZER (94 (Connectivity Monitor Interval [in Minutes]) LA & 7 [nIV& lc B 2 i 4%
R a] . BRIE R 20 23450
BT WRRAERE, ESHUNNELT RGP,
s R AR, BB KRR, FnERIT BT E

1

o W6 ] LI S ERE (Deployment) > S 4k ERE (Advanced Deploy) Fi%E, K)o siidi ke () Bl#s
DIER CRRRMACE T GES S E S o S BRERE X (Show Rollback Changes)
DIA A, ARG Al B ER B 2L (Hide Rollback Changes) LA B2t 5 24

B s=gE
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47: ERE K
Change Log: 10.10.35.97 X

A\ This device requires a full deployment as auto rollback operation is performed in the device.see more
Hide Rollback Changes

Preview Changes Rollback Changes

Legend: | Added | Edited I Removed

Changed Policies Deplayed Version Version on FMC Modified By
Routing Routing:
- Virtual Router (Global) Virtual Router: Virtual Router (Global)
Static Route IPvd Static Route [Pvd:
Static Route IPv6 IPv4 Raute: admin
Static Route Interface(Unchanged): outside outside

Static Route Network{Unchanged): any-ipvd any-ipvd
Gateway: literal:10.10.35.63 literal:10.10.35.64
Static Route IPwG:
IPvE Route: admin
IPvE Static Route Interface(Unchanged): inside inside
IPv6 Static Route Network{Unchanged): any=-ir  any=-ipvé

IPvE Static Route gateway: literal:20::20 literal:20::23

o FEASE DD AR I A, AT AR FRR S IS P A D il k.

PR8I RT L HBT T

RIEEREIE

7 EHAPLOF, I8 >I88EHE > 88 > B >FMC i EFAE R > E RS i e g
FEPRZE

1E BB CLI, i sftunnel-status-brief iy 4 LA & & BLIE LIRS

W R TR 10 B LA b, NN HERRIE B . 15 S D HEBR A 2 11 b A B4 e i e
, 48 T

ST EIZ R E

B (Cluster) T ERHEI TN MITI& E (Cluster Health Monitor Settings) #1734 o~ & Tk
HE.
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B seszmrnssgs

48 EEEITINR T IRE

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

RIEREBTRREIRRER S RETFR

FE 15 AR

Fa2l:)

SR I i) 0.3 F 45 Fb 2 la); BRNMEN 3 F. I THIE T SAGEBIRGL, LR
JUSAEAE R I BE M LK heartbeat 1 VA& 36 B AR 55 o T SRS s 7E (2
FRIA P ARk B ST A AT heartbeat Y98, X455 5 0L
TEMa N BTG A

$2 7 3B [ e ] AT 300 F1 9000 b2 i), ERINME AN 500 ZF0, £ 9B A1 [R) 2
RO A0 A e R 1 a5 ST T I 5 2 iy 28 e B 1) o

T MEN B2 BT IR KL W Wa P e Bk e o n SR s 38 2 1 1R T A A Bt 1
FERF T A B R AR, (AR AR 5 R IR 1S AT T s
1, s MAERE A B RZ e 1 s 2K ) Ja AR BE 55 1 B3 R
PRT2 L R2ET DL R AZYT R R 58 70 A8 & IEAE N AR BRI 4 o

J 45 v H SRR Snort AT O gk Rk AT I 4% .

AN W P e 1 WoRAZ W,

BIIEHFMNEE

SRR S TR AR T B I B ) 1 S B I B

2RI T 1165535 2 0. BRIMEA 1 CRZIRED o WE SR FH AW
WHL

B s=gE
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FH

1t AR

SR 1] F 1A e

T 28160 Z M. BRIMEN 5 738 5 SCPIREBT A 2l 18] i [A]
BRI CRAZM o B o

] A2 1k VA3 20 BRIMEDA RN HFSE TR 1 A5 . SO AT HEINAEIR 22
WA AN B 45 B2 1)

Koz 1 SR BRI ) B S EDRT I B

FAR AL AT 1 H165535 2 1i). BRAAE N 3o BB IR HH A FTREL

2432 Y P

ST 28160 Z M. BRIME N 5 738 5 SCPIRE BT I 2l 18] i [A]
R FFSET ] CRAZM N B o

o AT LRI 20, BGOSR 2 5. 5 SO A AR
I I S .

7% SR N ERHR I E T A SR A R f
—HRIRA .

UK AT URI65535 20, BRI 3. BESREHMA KA.

23R 2 [ N

T2 H160 Z M8 BRIME R 5 738 5 SCPIRE BT I 2 18] i TA]
R SET ] CRAZM N SR o

e

1A 3 2. BRIMEDA RN R HRFSEIN RN 2 4. SO AT H
BRI AN B 5 B2 1)

il
*\

N

IS

N

AR ORI RGISATROU A, WAEZA T RGP IRGUR B I ANTE T 0 7 B A 2 BoR

T UM 7 B MO S B

RS AT LU AT AT S 8 TE 1D SN EE 0 1D, BAK Snort FIREEE CiHERE . 181 IROLIRAEAE
VLAN 7 SURUIE O (i, VNIEEBVD AT AR SR dl Bk i & I, EmE

VUSRI E GhINA

W & > IREEE.

FEEEBUNEREFL, Rl R (9).

i 8EEf (Cluster).

EEBHEITINR IS 2R1% B (Cluster Health Monitor Settings) #4y, fiidi g (£).
it S EEITHROREE (Health Check) W AR F] R GE AT RIS 7 .
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BRAGSTREE

Edit Cluster Health Monitor Settings X

Health Check @ )

v Timeouts

Hold Time 3 Range: 0.3 to 45 seconds

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m
é%%ki&ﬁ%&ﬁ(%@%Mi%ﬁﬁf@D JA HERAE Y A s L R B
INESNIAZ M LB VSS. vPC B VNet) , BENZEF RGBT B TIRE, BRI 22 #

D%%D%%o%%%%ME&%&HMEE&EH/ﬁ%ﬁnﬁF T AHORT R R geie Ik
DUk B TR g A 1R 1

S LT (REFI IR 1 b
 ARHHEHE] (Hold Time) - e 7 (i FE I ) LA A2 145 15 10 OB IR A 8 8 2 1 F b T, EAE A T

0.3 245 Fp; BRIMEN 3 Fb.

* ¥ OB R BEATE (Interface Debounce Time) - K45 Je ki 1] 52 & 4 300 £ 9000 ZZEFb-2 7], ERIA

{4 500 2270 BN AT RUINRAS IR s s e o VR, ARG L R Bl S kI 1] AR
SRR LR o FER AR DRGSR, RS AR 208G SREA R sl Ak
AR, PR NS ER o X T AR AR O 1E R 12 1R ZS 1Y EtherChannel (%1,
ATHHUEFT B AT A US ] EtherChanneD) 1115, SEACHIBS SIS 8] ] AR (R AE Y L1
Fe LR 5 — AN IR U/ i 11 N 170 38 SRR 87 Ay et s

PR BE XAEEITIRGUS B R AR 5 1) B S ERT I AR
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v Auto-Rejoin Settings

Cluster Interface

Atternpts
Interval Between Attempts

Interval Variation

Data Interface

Attemnpts
Interval Between Attempts

Interval Variation

System
Attempts

Interval Between Attempts

Interval Variation

ruzigs i

ﬁ

BEM

Ei
\—l[

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

WEEEHED (Cluster Interface). #(#E1EO (Data Interface) FIZR % (System) B E LI F{E (P 0 i
s NHFESER . NAREA—EE) .

o SR EL (Attempts) - BB FUIIIMA SIS, AT -1 F165535 210, ON2EH HEIEHmA.
%Eﬂﬁlﬁl(CIusterlnterface) PERME D -1 CEBRSD - ##E1% O (Datalnterface) 1 &4t (System)

RIERINE N 3.

3

iR Z [B R (E]F& (Interval Between Attempts) - & S IR BT NN 2230 2 (] i ) B i 1) (LA

IR RAL) , AT 260 208 . ERINE R 5 208 e 1 A SR E B I N SR (1) g KR B 1) PR 261
ﬁﬁ:&%%zﬁimmo%*um@

B FREE 4L (Interval Variation) - & & 75 88 Nl B RF Lt (/. BT 1 F0 3 Z M pfE: 1 Ok
B 5 2 QT E—IkEFs

SIS BE 3 (35T b —IRAREE TR o wilt,  hn SR A B

SR E R S 3, JERARGREE R 2, WIAE S AMBPE AT 1 RS E 10 P 2x5) JE
HEATSE 2 IE4AR; 76 20 0% (2 x 10) Ja T4 3 tk4ik. $EB$#E 0 (Cluster Interface) (1IBRIAE
1, #4E#E 0 (Data Interface) &4 (System) HIERIAE N 2.

$IES EHUK ﬂx%?ﬂflﬂ(Monltoredlnterfac&e)jZTi"H’ﬁ 243 [0 (Unmonitored | nterfaces) % M H 14 0
ﬂ%@ﬂ%“”"*f T k] DK b G 16 S R AR 55 12 A B4R (Enable Service Application
Monitoring), UF'ﬁHjZ K% Snort FIRE AL O FE 1) M 92 .
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51 BLE S iR RED

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

SR A0RE I B o 0 AU S IR T ) P A3 ) Bl 10 o 0 s R s, (R
FEHAAY s B A2 R O A 1, e AR BRI Rl 1 REZ I A AR
AFE PR RS B3 IR T2 1 RS DL K1Y RO B E 1Y RO IEAE ISR I B4 . BTG DL R, b
JITAT 4 1 LU Snort FIEEAE Ui ERE JE IS AT IR UKL 75 o

T REARAE A BRI D s PR DU A

A R AEATAT O s s Bt e 10 . HT AR TS A sss el B 0L A
INAENAZHHLIE K VSS vPC B VNet) , BENEEHI R ST IR A DI RE, 6 EAEAIN ST
PR A . b P & S B oe B HLRS B B C R AP BT mia 0T UECHT B T R geis 1Tk
DURL AT D e A e P2 4 1

M R7F (Save).
HENCE G ES W B E .

REFIREHFICE

TheE

EEFL | EBEE FRER
RIEMA | &IERA

AE WA BB R AR | 7.4.1 B ETDLE S AL TUE 0 CLI i, 5 B HE R et s IR IO e . 4

CLI #irth .

] LU AAEA show fir & JF A& 4t -

BT RS &% (Devices) > & & &8 (Device M anagement) > &
B% (Cluster) > E# (General)
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EIEFL
KA

R A B 4
RAKMRA

FRER

HRRE ISR S AR BT
BTN

%7 (Device) Fll “£E
BE” (Cluster) VT TfI%k
B,

7.4.1

7.4.1

TERTLAAE “BeE” (Device) TR REAN B8 LA RAE “4E/E” (Cluster)
UL B A BT RS R AR R B B e B S 0 T3, ST LU
FIA SO N3O — NG SCEE . BRI T DL SERETT RO AR R AR R
Ho B LNIZE (Devices) > & &8 (Device Management) > £ %
() > HFEHERR STHE (Troubleshoot Files) 3 & fi & SO i o

BrH/E B LI

* 1% % (Devices) > 1 & &2 (Device Management) > 1% #& (Device) >
E# (General)

* &% (Devices) > i & &I (Device Management) > & 2% (Cluster) >
EM (General)

B TR P BE
Ho

7.3.0

(=S

TEIAE ] AR AT IR I P 1

B AS S %R R & (Devices) > 18 & & IE (Device M anagement) > &
Bf (Cluster) > E£8IE1 TR IEIZ IR E (Cluster Health Monitor Settings)
pEib

WIS Z i FlexConfig B & T ixX S E, 55D BAE S Z i ks
FlexConfig it & . 750, FlexConfig Mt & K7 i 4 FErh Lo it B

JUARE B AR VT ) S i
o

7.3.0

7.3.0

FE AT I ECG 322 VR TR BB U i) N, AT DU B A Dh A R 1, DUMEAE
TRV R AR A B IR . W2 ] SLA Wi R EREF L5 P4
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