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Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2
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NAT ID: griffontaxes1
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IP address: blank
NAT ID: griffontaxes3
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[& 2: PAT f5 & FMC NAT ID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
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firepower login: admin
Password:
Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
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« W - https://192.168.95.1.
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] e 75 2 H PPPoE. #7] LL{ESE ] 3 J5 il & PPPoE.

BLE | pv6 - AMF% 1 1 Tpve Huhiknl LU DHCP, ] AF-ahiin NFR 2 1P Huhk. rgimmix

2. EIEN
WURAE CLI T T WA E, A SE R O BE.

B B 1 1 R I BEER U ), R S AR B R B, SR ER R D AE T
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Ho
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OpenDNS (Use OpenDNS) LAEE Hrfs A3 1) 1P Huhk 2 N Bt .

B5 X imEH A (Firewall Hostname) - R 4¢ % BEHIAL 144

1 B )& B (NTP) (Time Setting [NTP]) 7 i T—# (Next).

1 BX - EFERGH X
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EANI T2 S E iR

EFER B 90 BiF(hEAmM AE M

AN ) B GO A BB A BTV AR R B e AT .

M TER -

ARG PR =BT (Cloud Management) 538137 (Standalone). X T & HE A0y 478, 1k

FEIRIL (Standalone), ARJGIEFEFEIET (Got 1),

CATRERT ) Mo P I
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P4 WUCRERCE A 1, AR T B AR UG ] A A B 1, I PRIR & (Device), R i
&0 (Interfaces) i 2P A HES: .

FETR) AL VN BRI, AR Ul B B g U

$EB5 ik 1&& (Device) > RAEIEE (System Settings) > &£ &I (Central Management), 4R )5 A4kt
(Proceed) ULk & & HLH L FHL,
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[ 7: E32HL/CD0 EARIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X TEEMESEHL/COO EHAS IPHnE? , WG LUIEH] 1P bk ol LA Vs i) 45 81
O, W, AR EELCDO A7 T NAT 2 J5 s A 3L IP bl sk B4, A ES.
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WIRAR DA — A% CRFBERAL B0 UG 1 2% HATm Ui ml (1) IP Huhk, A REEP N/
[H) 3 ST X A) TLS-1.3 00 i i {5 i .

TR R (Yes), N NETEAF(/CDO EH&ZEL |P Hbilk.

15 EEE P L/CDO SEMELA.

sk 72 Pl ISV (0 R/ G e ool s | ok 2 IS 1 04 A 115l IR LA S A oad = L B Wl W = DTS A o o2
A 37 NFR . HREROR AT (A-Z. a-z. 0-9) ABEFR (). WID AHT
2 G BERATEM B R AL,

155 NAT ID.

I 1D JE BRI e —— X PP, IR RO BIREE . NAT ID A 37 4
o BUTPIAIETRET (A-Z. a-z. 0-9) FUETSF (-). M ID ANEE FT4AT A0 Hofth ik

MR G NAT ID 5 1P Hbk45 S, HFRIFIERR Gk A B &% JAE

X TP Hiht/NAT ID #E47T S0 50AIE G, A SR e . RATE ISR NAT ID, RiffiE
JEnIEM, HAELL RSO A2 A -

o S R0 TP Ml E ) DONTRESOLVE.

o fE UL BRI, BB TR E AT ) A TP Mk R4
o RMERCT EG T TP Mk, BRE AT A RO B LA T L

< B A E R

PR WEEERE.

a)

b)

$85E FTD EH%&.

L R A T B 3 D A TS TR B /CDO iF a O Vi), Wk FQDN ¥ Ttz .

FiE DNS BRSS284H.
VEFEIAT Al gd— /N rdl. ERIN DNS 41444 CiscoUmbrellaDNSServer Group, i fifg
OpenDNS J 5545 o

RS ETR G /CDO i 18] 3 Ve BB #1115 2 4 W Bd 422 1 DNS JIR S5 4 . 6 if
FH 22285 ) S B8 E 1) HE DNS JIRSS 23 T B . %l DNS JIRS5 43 T DDNS (il 2 ic &)
GG T IR O 2 A TReg . ST RESIE R T BN A [R) DNS RS 2s 4, RO BERIE G I
W e AR 1 213k DNS RS 28,

E BHIRL b, BRI DNS IRES #e e S0 BCLE 1L BB 116 BB SR TP E . i
J B A AN N B B O, AR B R, JF H DNS RSS9 RS B S E R
Mo (HAE, WERFRY KT 6 WOE S 20 lo 25 00 & DNS E & 1) BB 345, A% e EoR 7 o5 AS
i B . IRATEUE E 3 E 5 I B UCRC K DNS & 3R, DS & BErbut 1 gy ¥
[0 .

AL, DUCUTERIGATEM T I DNS Beds 2%, BEiHO A SR AL DNS AR %545

Ly A R AL/CDO 7 [a13E OFM Cy ) 2 e R iz 11, U & B 4 T ' 45 L DNS il %s
%o

weegE I
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$IR9

¢) X TEEAHL/COOWEER, WELFAEM CRE K% .
K S0 A Ve A A B R e, AT DR A B 1 S SO0 A B 1 ) — Bl 1

CRIIED AR 78RR 1, IF Bz DAGEAMBE 1, A AT3S IER A o

TRER KR, ZORER AR SAEE DB . RS TN L, B akics
PR T HICE 7okt WORGEERE 7 R 1, A R B R B B L 2 BT T B G ELER
B

SRR TR, IS AT B W O O ME— N OE, SRS A RELE L R A E Ak A
Crlie) k£ T s 0, i SR NENZS DNS (DDNS) 75%.

g 1P Hhht & A=A 4k, DDNS #fiff 78 R0y il EE 5E A B 4 (FQDN) 1 @i b i % % . 215
B > RFIRE > DDNS BREJiL & 214 DNS.

L SRAE AT B B AV £V I B 30 2 BTG B DDNS, WP S 1R %23 184 Cisco 2 {5T:
FE CA RGBT 2 CA IS INUESS, DU BB 48 % £ nT LASGIE A F HTTPS 34421 DDNS ik

S BUM B SR AT 8 F DynDNS ZEFE API BV (1) DDNS fiR 55 75
(https://help.dyn.com/remote-access-api/).

fd YA BB U ) AR IR, ANSZHF DDNS.
Rl (Connect). SEMHRZS XL L D 21 45 B0 S HDIRAS . AERGFEIRH0/CDO iE
MK BB, HeE R, IR IR K.

I RO D) A L, T AL BUREM. S0, EEREFEEHO/CDO EMRE L EL )5
KM WA B PGS WA o WORSKREAL, 2 Rk, JF E AR e B W P
A=K

WREAERFEE P L/COO ML E D WA (RAFER S| B BRSO R 2| 5 B F10L/CDO
SIS ATNE . OB WTIT 5 B B BEs (13

[ 8 BT

Registration Status

e ol I e TR
Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

B osses
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{&£ F CLI 52 AL B B il 445 BL &

Procedure

EFER] BN CLI ABAT GBS, A0 1 ) S e 3 TP Bk, 9% DGR LA R A o 5%
WHE. LR Z A A ORI GE R R O W SRR A B 1)y 1)
AU CLI FR B Hdad 0. BRGhlE FE O BERE. AR W&EHS UTYHTE
I, AR b AT, R PR ORI BEAS T )9 I E AN, AE WA TR g
WA B OB AR B . TR, AR S ERANC B e, a0 [ 2 1 SR

I I F& 18 FH T B Firepower 4100/93002 AN T A . ZEAE Firepower 4100/9300 |55 18 45 & £ I
SERATIARCE , 155 Firepower 4100/9300 - [#38 # ¥ 4%

M 6 i OERZ 2] B CLL,  sfd A PR 10E R % SSH,  BRIATE UL K 3 DHCP 3RIX 1P
Hohko fnRBAT R SN AR, AVEBUE RS S 0, DLW R .

(Firepower Al Cisco Secure Firewall B LF5) #5440 113482 51 FXOS CLI. SSH 431 % 51
J& P B CLI.
T P 44 admin FI%65 Adminl23 &5k,

(Firepower Al Cisco Secure Firewall BffF- 1 5 ) fEF | G 1, 0] LLEH: ] FXOS CLI. 508
X FXOS I, RGN, W EHH T SSH A BB 18 5% .
Note
WIS T, RN, ) 20 200 BT WLAG 15 4 LUK 8 R o A R

X} T Firepower 1 Cisco Secure Firewal Wififf:, 52 (Firepower 1000/2100 ! Cisco Secure Firewall
3100/4200 7 B9 I Cisco FXOS M HERRFE ) Hh i S pT gl 7.

1T ISA 3000, 152 (Cisco Secure Firewall ASA fll Secure Firewall Threat Defense B UG5 )
Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

weegE I
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B &5 cussspmennEs

$1E3

(Firepower I Cisco Secure Firewallfifi {5145 ) it O E: 2450 5 0m 11 11 FXOS, WEEE] @i
B CLI.

connect ftd

Example:

firepower# connect ftd
>

B IRB T BT, RESTRNEES (AR VL) (BULAAL, 4054 SSH &R,
M2 4RI 2 admin %555, AR5, RGUK WoR CLI W B A,

Note

FRAEVEFRIECE, MWIEEEE CLI 2eim S (B, @ prdrmig) o Hig, UG AE CLI
th 4 FH configure network i & BT A XL E . TGS PTG 2

BROME B AR B 2 BoRTEAG 5o B2 2T N e, 15 4% Enter §.

Note
R /e e 0 B iR B B Ui, WA BB LR . il Sk Bods e LR AR Bk
FH (1078 B R AT A B2 11 DNS R4S #fd bt FQDN, - 1y -4 FH s 2 11 DNS JIr 552

WS LA HEN) .
s BREELE IPv4? Fl/o 2EELE IPv6? - 2/b—FhihhEZR MmNy .

« MNEIRIZORY IPv4 BRIAR K /el NS IR OTAY | Pv6e BRIA P S - S B I 40 di 422 1 i AN
S A B LR B ), SRR a5, BRSNS R A BB 1, (HAZ0 Y TP
Huhk, ant HHbhE . B ORIGEE O S BEAR U B AL T ANEI 79 _E, D7 b S p )
WL W DHCP, WJCARC B i OO 4738, UM BRIAER i (20
data-interfaces, ES [ F—ANE ) AIRES#E I 15 DHCP AR 55 2% 1) 2% H 78 5

« MINEIRHEORY 1PvA BGIAR 2 A/l i@ 3T DHCP. BHBRSHFHARFKERS IPv6? - W A0
1 R 3 O AR B AT A HLES U ), I M R E N data-interfaces.  IL B S AETT IR
R PR R, DRI T 4% L BEAS U M B o i G B LA T RS U )
MNAEE PR 1/1 M4 1% 8 W26 TP Hidik .

c MREBHMBESEEY, FEEMEE - DR CE Y SSHIER, HAVMBEN TN T IP
Motk JERCREWIIT . A HET 1P HUREAN S 6 BB A TIE R . IR G E AR I

c RHEBIGE? - WA & DU SR L. [RIE BRI B MO 1 H Cisco Secure Firewall %
R,

s BRE R AIRAER ? - IS TEWI AR O B I B B KB AR . AEWI UG 1B B Sy K i Ok 23
BRIEFEIZATIOMC S . VR, AT i B KBRS R R e A B A U i)

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.89.5.1
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

YRS i R B A A L
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configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Note
WU CDO #HTHE B, E7E B H CDOA Y configure manager add T4«

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - &5 & #0 1) FQDN E{ IP #
HEo S A B RL ANBEH LS, 35T DONTRESOLVE Jf4E7E nat_id. 4% /b — ik
F CERL ok B G HA TG ) 6 TP Mkl A fEZE AN 2 1)@ 37 X0 ) TLS-1.3 Ji
IR EIEE . WRAA a2 P de 2 DONTRESOLVE, W Jgibrs 4 262545 n] U ) () TP Hizhik:
A

* reg_key - $REBIEF)— UCPEIEM T, VM EUYN O A IR A B D EARE . M
AFHERL 37 NPT AT OIS TECY (A-Zs a-z. 0-9) FETAF ().

nat_id - 8¢ T RIEBEIME— - IRMEFZRF R, BOR T EAETE M BBt i AE Ry bR
‘B NATID AL 37 MFFFe AP EFETFEET (A-Z. a-z. 0-9) FIEFERF ().
I ID ANREF TR A A BE &0 M B A FE Pt e NAT ID 55 IP Huhib &5 546, F T8 b i 4z
Tk HIEMEI A RALER IP Hulik/NAT ID $H TS0 AIE)S, At s, il
BUSIHZAE ] NAT 1D, B 2k, (HAECL RSO0 T D2 -

o St A B TP Ml B 5 DONTRESOLVE.

o 7E R BRI, AR E Vs ) 1A TP bR LA
o BUERUT ARG T TP Muhik, SRR A AR R LA T B

< ERELL A AV RO

.

display_name - i Fi} show managers fir & & it T Wos BB S 1 BoR A PR Wik %K CDO Fr
UM AU 2007 (1 3 T/ B8 A s 8 A bty UGE TR . AR 2 2 4L
B K AR FH AR vk 2 — A B E R R A R

* hostname | IP_address (15 A1 H DONTRESOLVE JGH# )

* manager -timestamp

Example:

> configure manager add MC.example.com 123456

Manager successfully configured.

Example:

AR PO T NAT Wk 2 Jn, T AME—K] NAT ID LM% 4], Jf$it€ DONTRESOLVE
([ [ 0] = 175 G

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Example:

R B AT NAT %442 )5, i AME—F) NAT ID DL Ay B Ar0 1P bk ak =014, ldn:
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> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

WEREAE ] CDOAE ) B AR, Py AU A E A B O T M, T RfE A i 35 B
I

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Example:

LAUR7- %) BAT CDO A i) s 44 BRI CDOME A e fin %, AR ALAER] “ 20 41-FMC” /s 4
fE T M A b A B A

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5SRE8pKFEX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natid56 analytics-FMC

Manager successfully configured.

(Optional) Pic & FH T B8 U 0] (R Bcdis 2 11 o

configure networ k management-data-interface

WE, RGN B B R A M B E .

Note

S A i, AR P o o WS SSH Vs W P FRRE 11, T RE S WO, S8 06 0 T
BeRpESI G . AC SSH FEMTEANE R, 1EZ 5 F 3.

WS L MR My & RS S 53 S AL Ul B4 Kot 42 1 25474 B, on page 4.

o n SRR F R R I AT L, D R GA A R 1 VA DHCP. i AR 4 v B I R
Fah & 1P uhk, N n] LU configure network {ipv4 | ipv6} manual iy & 37 B & e . iR
e V545 BRAR U7 1 B2 VAL T AR 7= 09, DABH ot BB e 1) A8 SR A8 e A e A 32 11 Y
KE N data-interfaces, I A K7 H 5 EE

o 0K B A AN E] B R LLE,  EEL SRBUFE R ORCE, SN RE: B0
ZFRATIP Huhib WOCHRA I tH. DNS 4525 M1 DDNS JIR%5 8%, K DNS R4 25 B0 & M1 E40 {5
B, BB . A B, ] DURY R FE S U7 1) 4 G E A T e, E B R T
ANSBH L S B by B A . WO EE R, U A K
configure policy rollback fiy4 LAV & LT (135 -

o R TP Mkl AR AR K, DDNS Al fR 8 By U5 i) 58 4 RE 44 (FQDN) K BPBrifi .
JHC E DDNS k45 508 URL, W) BBl 25 B 3hids sk H Cisco S A7 AR CA #3117
FE CAUET, DUE g Bt o] LK UE A - HTTPS 3821 DDNS R4 #5iE15. @it 25
{ ] DynDNS 32 API L7 (https://help.dyn.com/remote-access-api/) [{J{Tfi] DDNS Il 45 %%

o thr A E P4 1 DNS k4548 o AT E A (84 H configurenetwork dnsserver sfir %)
WO T B DNS IR 4528 FH T8 B . %dls DNS JIR% %5 H T DDNS (4R e s) siE i 1
W 1 (1) 22 4 SRS
UL b, B DNS R4 2R AR 18 Be s It B A (07 & BB SR R i . ik
UG A 2 B O N, AR ER IR, I H DNS JIRES IR AU INEE 6 BRSNS .
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R, U SRAH o A1 6 T SR 3 45 0 7 DINS P8 1) SO A1, U220 0 7 i A M 1
FRA TR IS TN AC B BB VL AL DNS -G B8, DU A B e A i B i A0

AR, ACULERIARE NN I DNS JIlj25#%, B0 A o (R B A DNS k454, B, g
a4 A B B2 VR M T ¥ #%,  {ELB S 47 configure networ k management-data-inter face fir 4 it
R, WA ZAE R L TR ECE AT IR LS ICE. (4% DNS ilké54s) , LML FTD
Be VL .

o K5 PRSI VEN R A EE L T, BT DU B 1B SO A E 1 s — B R .
TEAE 223 ) 3 PR FQDN K Ttk

T O I iy ST BRI BRI AEE S SR A RS, HBA T AR RS AR B A
HIEH B A E

o HARTIHRE P, %I\ configure network management-data-interface disable fir 4.

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network,
if you wish to change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcpl: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network,
if you wish to change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

UB 8 (Optional) PR HILERE 2 /0 4% b I ik B0 42 1005 1) B A%
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configure networ k management-data-interface client ip_address netmask

BOAHOLT, SRVEFTA 4%

What to do next
PR EL L,

BcEEMEO

IR AFEN TEHRGE WSO . BB &S AEEE 0, HlW, Firepower4100/9300
F Cisco Secure Firewall 4200, W) nJ LAY SLF0 & )8 F & 10,
FrIEZ Bl

T M SR D, BOA TR EAE FR A RO . 1S5 (Cisco Secure Firewall
Management Center & FLIEH)

JE ISR AN B A D AR
configure networ k management-inter face enable management1

configur e networ k management-inter face disable-management-channel management1

fasa] LLIEFEAL ] configure networ k management-inter face disable-events-channel fiy4-4% F 3= 5 B 2
PSR ARSI, Bl a 2l S0 Jm i DUAGR S, iz e, IR
] T TS, B ol A PR LU IR S

T TR I A A 11 F) A A B
IR

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

P AL T TP Huhl .
AR O] LS B QAL ARG, Wa] DAL R— Mg,
a) MC'E IPv4 bl

configure network ipv4 manual ip_address netmask gateway _ip management1

weegE I
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R, a2 gateway ip H oM & AIEEERA S B, R, B8NV iZET A E145 ) management(
ORI EAS AR D QU PR A b W RIS A B USR] R 2% LA ]
SR, AT A AT B A i A

il

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.

Network settings changed.

>

b) FECL'E IPv6 Hidik:
* JIRA A BB
configure network ipv6 router management1

Al

> configure network ipv6 router managementl
Setting IPv6 network configuration.
Network settings changed.

>

* THIRCE:
configure network ipv6 manual ip6_addressip6_prefix_|length management1

-

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

PR3 WUIR PO TR RS L, R AL SR DA A el I, P R AOR A 1 P

BEST NN 31 NV

configure network static-routes {ipv4 | ipv6}add managementl destination_ip netmask_or_prefix
gateway _ip

ST BN B, E A A 244848 configure network ipv4 BY ipv6 A, HBEFE B ERIA
P& O TP HuhE GEZSBDE P 2, 525 1) .

-

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211
Configuration updated successfully
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POREEAS B, i show network-static-routes (A E BRI ) -

> show network-static-routes

——————————————— [ IPv4
Interface

Destination

Gateway

Netmask

[***]

Static Routes ]-—————————————-
: managementl
: 192.168.6.0
: 10.10.10.1
: 255.255.255.0

%% (Devices) > % & &8 (Device M anagement) Jfii A #$2 At — R 4145 EAIL I .
« BEAR (View By) - RIEL . WFaliE. S FRAER S i) 32 SRS A ¥4

WEIRZS (Device State) - IRAIRE ($HiR. BET) AF & ElladREMisaE R T

EMIBE . 1T P IR TR IV AR (1 8 % 2

& 9: s s

¥ Zi& % (Search Device) - & & &4 EHLA T IP HuhE R K %
A0 (Add) - 8 s g AN A ] A ER AL

R

Device

Device (Wizard)
Cluster

Chassis

— High Availability

Group

S - AR ] SR T HE Y .

- BFR
- Bl

* RRAK

weegE I
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* ¥1#8 (Chassis) - X 32 Frp0 S, i EIE (Manage) LT /R8N A& BEAS . )T Firepower
4100/9300, %A A BN MUARE LAY .

-+ YFAHE
* P IERHI SR RE (Access Control Policy) - i U o) 2 i SR 41 v it iz DL 5 3 28 2 e 45 1
W

* B31ELR (Auto-Rollback) - /s 758 2 SUE B TP BTNy, AoE M A3 RRE B (49)
WREZEH (9) o ESRmEHE R E
* YRiE (Edit) - X TR, TH iR (©) BIbrdmi i o518
st ] DL & A PR el TP Mtk .
« B% (More) - Wy T4, fiili BES ¢) Bbs AT HfbigfF
B 10: L3R

Unregister

Packet Tracer

Packet Capture

Revert Upgrade

Health Monitor

Convert to Multi-instance

Troubleshoot Files

Generate Template from Device

* BUGHIEM-BUHE N

* HIEBERERAR (Packet Tracer) - ST R4 CLERER &S U, LUSE 1D RERER S v E AR
GEARA A A IR SR TR

* 3R B4 K (Packet Capture) - 30T 2 A a W Ailigk v, ] DAE I 2R R AL B
RIS BRI E A AT

* IRE 74k (Revert Upgrade) - 1 & LT Bl TH ML B S . IR E 28 B R
BITH T I RA

* BITHRIR UE4E RS (Health Monitor) - T 22 W& (RIS ARG 4% 0L
* %4t % 5245 (Convert to Multi-instance) - X T SZ FF A S, BNl 2 S2piR .

* BIEEHERR ST (Troubleshooting Files) - Az sl HERR SO, 448 ] LAAE L i g 5 BAE R 45

« MR &4 BEIR (Generate Template from Device) - M T B 4525 00T B3 AR . 87
AR I C B 5 A SRR () T & AR ) o 880 AT B 3 I HA 13248 25 OB 1 e & i . 3
A W HA B8 25 A, BT BRCR AN 5 T A B T


management-center-device-config-76_chapter3.pdf#nameddest=unique_27

| weee

wmigza [

AR #4H

L SO VPR B o dL, ANTITAT DAAE 22 65 B0k R A B SRS M 22 ke BB o AT LU TT AN B 4l
IR SIR

LR AT IS R B RSB RIEANL, WARGE SR & B IS N BNZ AL o WSRO =y AT
HITE, WM & B 2 R A%

T EFRE > REEE.
S 2 AR (Add) Fhsgpd, EEEARN4R (Add Group).
ORI 4L, i SRR 41 AR (2).

HIE 3 i\ Name.

P4 {EA A% (Available Devices) N, R — G EE G EMRMBIRAA MRS, i EIFAEH Cirl
5 Shift EF 2 &5 W%

PIRS midiiRn (Add) K rik i S e s 4.

U6 wiE, OB AL, T R R A S R ().

WIET L E (OK) L ngl.

[o] & 28 R L E A

BB PR BT

EMERTE

A RS AE A B AP Lo AN B A5 A IR TIC B Hh 433 52 VR 3 D IR IN e 46

EREMERARMIZE

22 R Py o P 3 PR AN B AN 21 A PR AR I RS R R e 2 DS B s m] A, LTS
WAE I CRE T s WSS BRI el IS o A OCEERE, 1 2 B AL S AR R =Y.

e vy DS HYSERR PPN I el 2= A PR 73 K S e B b DV BRI U, O FLISA SR OCK AR o, 9 B
i T HS AL s A H

o IR LA N2, T2 D HIVE IDE 3 DS N 1 o - B A AR, 265 33 1T

R AEH] A By R AT, 3 DO BRI BB A B L. PR3 A B L R A
B MR T B
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Add Device ®

D CDO Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

Group:

(ens =

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

LSeIect arecommended Tier v ]

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:+

[ 31101 ]

Transfer Packets

PRI WRER I WA BN B AL O OO0, WL CDO RE & .
RGBT A AR i s, el CDO (HFK CDODY A5 B, ] DLkl X 2L b 3R,

g
|
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Add Device

CDO Managed Device

Host:t

[ 10.89.5.41 ]

Display Name:
[ 3110-1 ]

Registration Key:*

Group:

[ None

Advanced
Unique NAT ID:+

[31101 J

Transfer Packets is configured in CDO

SETEML, FANERING AN TP bk sl EHLA . WEREA IS A1 TP Mokt (Bilan, &A% T NAT
J5) , B

WER K L B 2%, W% BRI LA S s BEALES T Vs i) 1) B R0 TP Huhik5E ML 4% BL S NAT
ID. AXRVEAIER, HSMNAT 3558, 2 6 1,

X BRAFR (Display Name), Hi A ZLE &0 BRI S ARR. ZEH LI S04 R
XTFiEMES (Registration Key), $ii A\ EVIGAECE HAH R M 24H . SN2 — IRk
s, SPRZITDTER, AR TRETE (A-Z. a-z. 0-9) FEFR (9. AFEFERS
(R Y 3 R A 11

QPR & S IER & 1=

IR UR T a5 ) SR LAAE T I B A, B — AN S

W B4 5 ITIE RIS A, WESR . EMAREA PRI RER IR, ARG VFrAILEL, A5
PR B3l Py IE ) ORI A E B A % . T EMR O P BRI W8S, T A B E S 2 WA
TN FH 2 B A4 IR VF AT IR

ERINEEA G, BT LN E S (System) > ¥ ATIE (Licenses) > & 81 ATE (Smart Licenses) T i v [
VT,

X} -T- threat defense virtual , #XIB L% IERER (Performance Tier). 865 K b iR Rl IEAH DT
RO ONAR B8, FEIE RGN 27T, AR & BRIA ) FTDVS0 L. 5 ¢ 0] H T threat defense virtual
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I RE 2 JE VT IE R B RIS B, 1S (Cisco Secure Firewall Management Center £ H$5Rg )
ff) FTDV VFATIE .

pEib

W EH threat defense virtual TH¢F 7.0+ i, A LLIEHE FTDv - Z28 (FTDv - Variable) A& £5 247
(FIVF AT IE A5 BE

WRAEWIUAAIC & P45 E T NAT ID, #£ &4 (Advanced) #%)#, 7EME— NAT ID (Unique NAT ID)
rh AAH R 7R NAT ID.
ME— NAT ID fi7 € AL FEME— 1K) —IRVEF A e, S n] ATERI G ¥ B I 7R R & B4R %74 i
My AR AT V7 ) TP M s LA (i, ARk M (Host) B ), IR Es .
BARAEFAR EREATER), (HIRATEIUIALIRENATID, K e 55 il R i it B s 5 iE
P (f) 1P Hbkth & k. ID 237174, BRE TR (A-Z a-z. 0-9) FIEFH (). It
ID ANGEFH TRATAT oA B 3 W 3] A Bt
TR EEEE (Transfer Packets) SiEHE, DUEXT TR AEFAE, WK HdE k2] & e
L TR AT
BRUEOLR, Sk Mo X TR R FA, SR 2B S DAl A A 1 B 0 A a4 3 4
B TR A . WA R IR I, 0 2] R G RESAE R, A RS
riifi Regigter.
B RO ] BERR IR PR 2 R IGAIE B £ (1 OB T EAE o RV EN L), WA B b .
WA, BB B R R W SRR RN, TR A LA R T

* Ping - ViM% %% CLI, 2RJ5 1 H EL R iy 4 ping & #L .0 TP Huhk-

ping system ip_address

WK ping ANEEL), A show network T 46 25 W £ BB . 2 SR il S 50 o ke &% 1P Miuhik, A
configure network {ipv4 |ipv6} manual #i4 .

« WEMFEEH . NAT ID AT A BEAULIP MUk - A CRAE IS A1 % A8 AR [R] A3 i 25 5 R NAT ID - Cn
HAEHD o nJ LR B4 configure manager add iy 45858 VM4 4 AT NAT ID.

R 2 HERR (S B, 1E 2 W https://cisco.com/go/fime-reg-error.

EFEME A RN & - E 1R

T DU PR S N BE 2, i) A5 B ARy VR B, A P 4 BRAR G RO i

FHia Z |l

P2 AT P BRSO A T B B B AR A AR o A TR REAN B T s KL LI R 208 0 7 1
FEAOR A AR B AR R AT TR R4

A AT R, DU IR AE ¥ & B AR 2 B E 1E A AR () BT L
R R m B an R R .

weegE I
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B =rmsarmes gain

s RrERRA . BT BRI

o KA AR I R AR

o K7 AR R R o P 4

o R R AT AL s AR AR LR

B AT B BGR A E A IEAE AT

)

AR WU BRI A AT B B, TR ORICE B B i R I S HOR . A RTEAIE R,
T 2 5 A A0 T AR A L M 9 8 95 G A

PB1 GRS > REEE,
IR 2 R (Add) THs, EHIRE ([5) (Device[Wizard]).
$IE3 L EMES (Registration Key), A5 At T—4 (Next).

13 &iEMAE

Add Device (Wizard) ®

o Device registration method

Registration Key
Register device using registration key

Cancel

TR A D HIAET, W PIR P EFE (Domain) , A5 il T—4 (Next).
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Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key

e Domain

Domain *

[G\obal/Pubs ® v ]

Previous m

Cancel

LIRS FHEIREZBCE (Initial device configuration) /1, MIZEHEH (Devicetemplate) 74138 L AR
o

I weegE I
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Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key
@ Domain

‘ Domain Global/Pubs
o Initial device configuration

Device template *

[inside—outside-dmz ® v ] @ Device models supported for the selected template

© Firepower 1010 Threat Defense
Access control policy : acpl

o This template requires devices to be managed using the Management interface. Ensure that the device’s connection to Management Center
is from the Management interface.

Rravious m

Cancel

FE6 HTIRFFAER-
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[ 16: R &FAIER

Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key
@ Domain

‘ Domain Global/Pubs
@ Initial device configuration

‘ Device template inside-outside-dmz

o Device details

Host Display name *

[ 10.89.5.6 ] [ 1120-1 ]
Registration key * Device group

[ cees ] [Se\ec( v ]
Unique NAT ID

[ 11201 ]

Note: Either Host or NAT ID is required.

Variables @
Variables Value
$outside_ip [ 209.165.200.228/27 ] (IPv4 Network; Example: 209.165.200.224/27)

Previous

Cancel Add Device

ST EM, SNSRI N 1P Hihk sk T . A BRI WA 1 TP Huhk (i, e T
NAT J5) , EKIETFBE .

WSROk I BB 2, W BT AA T 5 B Sl U ) () A E 0y TP Hhbk sl EHL4 A A
NAT ID. fRVFEAER, S NAT 315, % 6 1L,

- SR R (Display name), i\ ZE e BV E L0 PRI B 4B . 2N R SRR
XTEME S (Registration Key), HrAEAEAIAHRCE HAHIR AT &8 M E e — Ak
PERSESE B Y] IR E 3T, AR (A-Z. a-z. 0-9) FUETH (). FTE
SFE LR TN R 1.

G A4 & RIS &4

WERAEAIAARACE IR 652 NAT 1D, 359 ME— NAT 1D 4 AMH I ) NAT ID.

Me— NAT [D F55% S PR IO — 59— M T R, UL DAL )0 B T £ 4 AR 127
o YRR AT A 1P MUk SR LA (i, R A (Host) FBLR A, I
S, BARTEHA ERATE, (HIRATHERIALIRE NATID, R fE AR R R0
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B == zmEn

TR

K, BIASERS Jai iy TP MUt o bt ID e 237745, ORI (A-Z o a-2z. 0-9)
ABETHT (-)o b ID AREH TR ILAR B E M 21 4 B O

f) LT EMEHEE (Transfer Packets) &iEHE, LMEXS TR AR AT, Bk Son it s 48
T TR A

TR NRFAE, Bt ook SHHE A A s AR 21 A B L B TR . i ARAR
FIEIETE, U e i) A B Gy AOR AR, AR RIE S .

g) AT E NI LE T KRB 2= M-
TN & (Add Device) LLR BB VEN o 7] 45 BEA O DB A, AR GURE Y AR A

oS % (FEMIAE

I AN, BT DR A SRR A N B B L, MR AE B L RAT AR AT AR B

ERFISHRmMEE (FEMIAR)

S ARG, AT DL P A S R s M B A B L, TC AR A EPAT R R B R .
Hrpl 5 RS CDO S AL D) fg

P AR, RESTECE MR ER, AR IR E B, By i £ S
o Ao TRER, W WIA RN DHCP JIRS5 4% U7 )42 1 SRS sl 2 A DX A FOA v B R U

o LK 1/1— “4MER” , IP Huhik3k @ DHCP. IPv6 HBhELE

* LUK 172 (E%f T Firepower 1010 A1 Cisco Secure Firewall 1210/1220, 4 VLANI #11) - “}
#7, 192.168.95.1/24

o BROAESH - I A EE 1 L1 DHCP 3REL
o2 PR R P45 FH A B0 BN A I 2 A5 By o B PRGOS I — AN ek 2 AN 545, TS S
A SRR CERAREAD - WA, %85 43 1L,
AR A SRR B 2 SRR

AR B VN A SR T, PO ZR i e A DHCP, Bl s o] PR AN S Ry
DHCP,

THEANC AL LN R8T 7.2 M1 7.4 BOE SRR B S B2 500, 8 7.2.4 ZHTIORRASH, A BTG
WIRR A TFVT o

* Firepower 1010

* Firepower 1100

* Cisco Secure Firewall 1200

* Firepower 2100 ({ESCHRFRIMCA )

* Cisco Secure Firewall 3100
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FriaZ 8l
o B PRV A O G B B AR e . Al OOE H T o5 o TG & ] DA ] 42 Al i,
BN R Y W R S I DA
o EPMNTE OB B 1, A ICREAE U ) FLIBEY o n AR AR O AT R AR, )
AN]SR P 115 QSR B2 10 )N DHCP $RHY TP Ml  JUIAM 842 11 16 % e AS IEfd o
o R WA AL TP HilibEL FQDN, B A AT B 11, 100 A ED WE AL P
HE/FQDN (fdn, @& fE NAT 2 J5) , DMER & T DURRE HIER:. 1§20 &% (System)

oo s—

> B & (Configuration) > & 83 X2 18] (Manager Remote Access).

o PO AT N B BRI LS . AR VPG VE RIS T, (HAURVFIESI, ks
TAEB IR e, H RS E N -

o WERTEM T MEH] 1Pv4 (30 % F ZER LA TPv6, WA I % 5%

TE ORI IRy, R R0 5 RRR e B

X R L Al IR, A T ERR A ) B G SR e m .

a) EFFEK (Integration) > BRlR £ = (Cisco Security Cloud).

b) fiili BARRI%Z 25 (Enable Cisco Security Cloud) $7 Pl (0 W ds e 0 Fs, b #08k sf R}
oo GBI R INTAN DL M TN
iff DR S T A AR 390 7 1 BELL AR S BHLIE . W R AR AT R A 2 CDO Ik, AT LAFERR 7
WA A
HRILERR I PELNEE, 1S3 (Cisco Secure Firewall Management Center F 5 ) 1 “ &
GRLE” — .
CDO &1EfEfs BBy 5 R 2 2R UG A FH . o CDO B AR s N &
Hirpuy , DA T RN . (Hg, AT EREMAN CDO. WUREALT] CDO, I & Hh
O SRR TR AEAN . BFEHITE RS AF 5 PO KRIKIKN SR, LURAS XA 5) & #
Lo

o) ikt 3 FAEEAABL (Enable Zero-Touch Provisioning) -

d) RidHRTF (Save).

TR EFRE > REEE.
PR3 IR (Add) FRRRT, EEEE (85 (Device[Wizard]).
$E4 LERFSS (Use Serial Number), X5 fiidi T—% (Next).

weegE I
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o Device registration method

Registration Key Serial Number

Register device using registration key Register one or more devices using the serial number (zero-touch provisioning)

PBS EZHIMEET, W IRPERS (Domain) , 25 & T—% (Next).
& 18: 35

Add Device(s)

@ Device registration method

‘ Device registration method = Serial Number

e Domain

Domain *

[GIobaI/Pubs ® v ]

HIE6 N T#II5%ZEE (Initial device configuration), fidiE7 (Basic) k4l .

Previous m

Cancel
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B 19: E R & EE S

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Serial Number
@ Management Center Role

‘ Management Primary manager

o Initial device configuration
Choose initial device configuration method
@ Basic O Device template
Apply basic configuration, including the access control policy.
Access Control Policy *
wfx_automatio... ® + +
Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO -10 Gbps v ]

Carrier

Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

Brevious m

Cancel

a) IEFENIUA T B SREE LUAEVE W I 08 2 e, B AN SR .

USR5 5 i SR AR, B S RIMG IXRANHE AT Z AT REM A, ARRVFRTARILAC, A
SRR zh S I R B E A R SRR T EURIMI RS, T BlRe G B B B
o

b) PN BB 4% 10 & REVFRT VR AT

FERRINBER G, 1 LN ER S (System) > I ATIE (Licenses) > & §E14 AIIE (Smart Licenses) T [
I P VF AT IE o

c) MiliT—% (Next).
FIRT IEIRZFIEMER (Device details).

I weegE I
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20: R EVFMIER

Add Device

(1) Device registration method

Device registration method Serial Number

:2“ Initial device configuration

Access control policy wfx_automationPolicy123

° Device details

Configure the public IP address or FQDN for the Management Center, except in scenarios where the Threat Defense device is publicly reachable, running a
version earlier than 7.4, and is connected to the data interface. To configure the public IP address or FQDN, go to Configuration > Manager Remote Access.

Serial number Display name

JAD25440DW1 FTD1

Device group

Select... v

Set the device password
Enter a new password if you have not previously changed the device’s default password.

New password Confirm password

Skip this field if you already changed the password on the device. If you provide a new password in this case, registration will fail.

Previous

Cancel Add Device

a) MAFIIS,

b) FIANZAE FE AL R BRERR
c) (Wik) k&L (Device Group).
d) BEREEMD.

WER MRS ARAC B B A 2de, WIFRE R E . GRS TSI T %0, kb B
2o AW, TR R
T8 mliRImgE.
B T L P R A SO A B R B A5 M OB PR SIS . SRS, AR INE B
FEAN L 1A P B, CDO 437824 DDNS 42406 @5 J 44T L T 454k -
* PR FMC (FMC Only) J5 %4148 5 F DDNS. 7 AN S 3 F B i e 1 4
o A3 LR ML WS 48 TP Hudik:  serial-number.local .
o PROLE) IO (1 TP Huhl/ LA, DMERKE L AT A IERR TP M
* QiR TP bk AEAR A (il DHCP AR TR, Wiles i) A 8ty ROEE %

WA I 1 A AR, WA SZHE DDNS. AL AT A TF Y5 I),  DUE e RS K
A IER.
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T LLREAE ] CDO f1: 5 DDNS #2473, thn] LIRS AR 2 B A F ) DDNS g 5 5 B0y Foh oy
%o ARVEAMEE, WS N E 3)4 DNS.

WER AL MR, WS B AR P8 (Rt VR, 55 52 0T,

ERFFISKRAMEE (FEMIPE - RERIR

I AR, BT DA S R R A I B A R L, TTE AR LT AR RIR R
Al 5 R A A CDO S A S D fg .

T U FBEARZS I 822, i) AP AR VRN e, AT ASTRR I R L e 4 o

A FH AR PP ] i 2 515 RBE A ARARCRS e 28 A N 21 8 B rputs o RSN & i AN FARAR , T 2 i AE
ARSI Iess CEREAMAND , 25 38 T,

TR A SRR B2 S BIE

DA B N A SR s T A, DD Al i A DHCP, Sl O s il I PEANSZ Ry
DHCP.

LATNIZAT 7.4 BCE AR A 2 5 S RE 2 i I -
* Firepower 1010
* Firepower 1100
* Cisco Secure Firewall 1200

* Firepower 2100 (7E3ZFEHIARA FD

* Cisco Secure Firewall 3100

FHiaZ |l
* DR Bt CHGHBC B B A B 228 . MR NC OOE ] 0l o . TG T LA AT R i e,
HARE T4 e B e 107 e
o JERRAMREE B BRE 11, AEILAENE UG ) LR o i R AE R AR L AT R R AR T, 15 2)
[ Iy A P 1 G R B 0 AN DHCP 3R TP $idik, DU AR 111 (¥ 25 H o AN A

o IR EA AL IP Mtk 5l FQDN, B @A AT B 11, 158 B huty OE AT 1P Hh
HE/FQDN (i dn, WA 'EHE NAT 2 J5) , DMER & T LUREE BER: . 1520 R4 (System)

oo v —

> Bt & (Configuration) > &2 85iE#2i719] (Manager Remote Access).

o P AT N B BE AT PGS . A R PPASVFPIERLAL 88 T, (HI RV IESI], ks
TAEBIEr e, LRV R E T -

o WERTEN TN TPv4 (130 % IF ZER LA TPv6, L2 % e %

o i JRAE LA TR T 1 46 A5 B B A R o SR ZBA) T 6 41 8 I 9 PR AR S T 2% -0 2
Wi, FEHITRN H AR B AT TR

I weegE I
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B srpmskmmes (EEMEER) - REER

N

TS B AZN 2, LU DRAE 30 % B N PR 2 i 2 1 i AR P IR T AT TG
B2 SBIInR Fs o

s RrERAS, BT SRR

s RIS R A R84 .

o RO AR R o ) e 4

o R AT AL T T AR R LR

* R A AT RS BARA T A IEAEHEAT

iR

D SR EEASIICRE h A B A B e, TR ORIGC B ORI S e R KE RS
B A IRVEANE R, 152 P Il B 1 1 B PRl 97 4 v 6 P
HEARL o

HXAE PRI i i, iR gL AR e R

XET B S HIERT, AT ERR A ) A B0 5 IR e m K.

a)
b)

<)
d)

EPEEERL (Integration) > BRl%& £ = (Cisco Security Cloud)s.

riii BRABR% 2% (Enable Cisco Security Cloud) ¥ T Al 1] W s 2 0, b8 s R
EoPN | JRPIZ (N TN v TS

At RO T T A 3 i VR AR P R L i SRR AT R4 2 F0 CDO ik )7, 8 mT LAERE P
RS I —

HIRME R FEANEE, S0 (Cisco Secure Firewall Management Center £ FIRFg ) 1) “ &R
GifiLE” —F.

CDO 7R Bty 5 RN 2 R NG ENAA FHrt o CDO F7 7 s srh s &
Bty DB T AR . (H2, AT E BT CDO. WiREATH] CDO, I &g
O SCRHUR T RSB SEHIEE RS &6 5 FHo RN S, DRSS X EB) B
Lo

ik b BB R 4E R ES (Enable Zero-Touch Provisioning) .
MiRTE (Save).

PR2 kR E > REEHE.
PR3 IR (Add) MRS, ERRE (85 (Device [Wizard]).
$E 4 LHERFYIS (Use Serial Number), #RJ5 fidi T—3% (Next).
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[ 218 & T M

o Device registration method

Registration Key Serial Number

Register device using registration key Register one or more devices using the serial number (zero-touch provisioning)

FIRS LI, WK P IEFEE (Domain) , A5 il T—4 (Next).
[ 22: 43

Add Device(s) ®

@ Device registration method

‘ Device registration method = Serial Number

e Domain

Domain *

[GIobaI/Pubs ® v ]

Previous m

Cancel

HIE6 N T#1I5% ZE B (Initial device configuration), i iii%& & 184K (Device template) ik 44

g
|
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B 23 G R EE

Add Device (Wizard) ®

@ Device registration method
Device registration method Serial Number
e Initial device configuration

Choose initial device configuration method
O Basic @ Device template

Preconfigure settings using a template. A template is applied on a device after registration only if the device model and version support template
application. If not, the template is not applied, and the initial deployment is skipped. For more information, see the Online Help.

Device template *

[1010-temp|ate ® v ] @ Device models supported for the selected template

© Firepower 1010 Threat Defense
Access control policy : wfx_automationPolicy123

o This template requires devices to be managed using the Management interface. Ensure that the device’s connection to Management Center
is from the Management interface.

ALETD m

Cancel

FIET fE FHd R, PR &R (Devicetemplate), X5 i T—4 (Next).
$IR8 FiREIEMIERE (Devicedetails) 1, AL SR BT 75 10 ¥ 4 PRI B CSV 3XfFS
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[ 24: R EFRIER

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Serial Number
@ Initial device configuration

‘ Device template 1010-template

o Device details

o Configure the public IP address or FQDN for the Management Center, except in scenarios where the Threat Defense device is publicly
reachable, running a version earlier than 7.4, and is connected to the data interface. To configure the public IP address or FQDN, go to
Configuration > Manager Remote Access.

CSV sample template file: ¥, SampleTemplate.csv

You can onboard multiple Threat Defense devices by uploading a properly formatted .csv file containing the following information for each of
these devices:

@ Display Name (Type: String; Example: BranchO1Firewall)

@ Serial Number (Type: String; Example: JADX345670EG)

@ Device Group (Type: String; Example: testgroup)

® Admin Password (Type: String; Example: E28@20iUrhx)

Variables
Variables are defined in the template and mentioned in sample.csv in the format $<varName>.
® S$WANLInKIP  (Type: IPv4 Network; Example: 209.165.200.224/27)

Network Object Overrides

In the template, network objects are defined to be overridden on the target devices and are mentioned in sample.csv in the format
<objType>:<objName> .

@ Host:gateway (Type: Host; Example: IPv4-209.165.200.225, IPv6-2001:DB8::1)

Filename:

[ SampleTemplate.csv ] [ Browse ]

l @ Al entries are validated successfully.

DisplayName SerialNumber AdminPassword $WANLiInkIP Host:gateway
Branch A FTD JADX345410AB ERAAHAAAK 10.20.30.1/24 10.2.3.1
Branch B FTD JADX345670CE Forokdokrok ok 10.20.30.5/24 10.2.3.1

Cancel Add Device

a) M2 SampleTemplate.csv. PSP ity 200 Ak & B e SURMEIRPTAT b k. 47k CSV
BRSO 7 BE VRIS S, 15 2 5 Al B BRAR TR 2 8105 (1) CSV BB
b) HERL CSV BN AFER STE P2 B AR CSV B . REATE LA SUIF IR T I IS

CSV Bt AT EAR IR IIIA, CSV BT ) N A AR A% 2 7

HIB9 SR E (Add Device) LLAF A & o
LEAMHE 1 FAS FH A EC I, CDO 2348 *4 DDNS $ 4L i I T UL N4k
o A§ 1] "fmcOnly" J5:AEAMEB G T DDNS. 5 240 S 55 22 3 fi i 1 ¥ 5
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B crismmemssise csvism s

o AT DL EHLAL s A3 1P Huhik:  serial-number.local

o PRAEF] IO 1) TP Huhb/ENLA B, LR AL BN IE A 1E) TP Hbdik .

o G BR IP Mudik & AEAR AL (Bl DHCP FLASEH) , WS BB Ak an .
SR IR 1 A S, WA SZEE DDNS. B0y ] A FFU7 ), DAME % & RE S &
fakegtibuzon
] LR SEAE ] CDO 154 DDNS #2455, o] LARY 58 45 BE b0y J ) DDNS e s 5 ok Hfth
e HRVEAIEE, ES W E A DNS.

R BB EMHRIG WS RS S CRREEARRRC) VEM A, 5 52 T,

6P 8 A6 SR P20 5 1y CSV RS S
CSV HEBESC A AN TUN T 2 MB. SO 44 AT A2 L F 41

C AT 64 AT

SRV AP T RS AR R A, BT () A0 () AT RIZE O,

o RO AT

3
N

LS AL E K CSV B S =B R .

DisplayName, SerialNumber, AdminPassword, SWANLinkIP, Host:gateway
Branch A FTD, JADX345410AB,C15c05n0rt#,10.20.30.1/24,10.2.3.1
Branch B FTD, JADX345670CE,Adminl123!,10.20.30.5/24,10.2.3.1

¥ X IERIR CSV SCHES BA N 7B

WIEFER
* DisplayName— W& 4Rk KA FRFH . R/l testl
* SerialNumber - W& KFF5 . KM F55H, Rl JADX345670EG

« AdminPassword - ] T8 # 515 i) (26, 287, F5F8, JRfl:  E28@20iUrhx

AliEFE

* DeviceGroup - &AL AAFK, M. FHFH, 7Rf: testgroup

215y

Kt

=
FHALLF# 2L $varName.
AF g~ SLAN-Devices| Pv4Address- LAN B4 (1) IPv4 kb, 87 ZRF . JRf: 10.2.3.4/24.
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| weee

N INALFE

wminiE |

Mg RE =
LA FH#2:  obj Type:objName.

2% 01 % 78 25 745 : Network:L AN-Devices-Networ k- LAN 45 B 45 1) TP Huhik, 280, 7458,
#: 10.2.3.0/24

S

FQDNs

NFFA S EM, £ B35 DDNS. W E S X FMC 2874 DDNS % & 58 EA R FME, ey
DIFEAS B P LB W E . ERIEOLE, b hostaname 324t CSV fEHI, iE5 ¥R EN
serialnumber .local

1T LUK Firepower 4100/9300 ¥8 I # Hotr o 45 BEAOFIHLAGE A HLAE MGMT 2 1 =2 §pl )
EHEE, FHPORMVAE SRR . o TECE, AL 24% A Cisco Secure Firewall HLFH
EPE2% B FXOS CLI.

)

I XTI T Cisco Secure Firewall 3100/4200, HUFE2AF K 22 SEEIAE L 1 —358 0 iAs i 21 & By, 121
W BB A 22 S, H, WA ] CLI %54k 22 Se e = (78 CLI T 2 92l ), i
BRSSPI SR 3, 55 50 0T LUER AR IR B0 .

SRR Sl G i e ] SSHIERL EHLAT FXOS CLI.

PIR2 HEEH PO,
createdevice-manager manager_name [hostname {hostname | ipv4_address|ipv6_address} ] [nat-id nat_id]
RGP B NN .
T n] LMATATa R iy A\ b dr 4 TE 5 A commit-buffer BRI a] 37 BRI 52 b dir 4

* hosthame {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
ERL. DAEDAADE CERIFLO SR BAATU5 R TP sk, A BEAE M DI
[A] S X TLS-1.3 I (IS IEIE . W RORAESE & H i %€ hostname,  JUIATLAR 04 20U H A7 7T 1
) ) 1P Huhib s EHLA4, JF HAMAUHE E nat-id.

nat-id nat_id- 452 BOE R E— [ — X2 R/, SEMHLAE I 25— 07 A 5w nl vy [ ¥ TP Mkl
BENA, WABELE E L PR R e e . WY ¢ hostname, U2 &, (HIAT]
AR E NAT 1D, RMEETE e 7 EHLA TP il NAT ID NS 37 M FERF. AR
TR TRT (A-Z. a-z. 0-9) FUETHT (). I ID ANBE] TR0 oAt ¥ 4330 5
BHFL,
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B oo

* Registration Key: reg_key- RGUK LR NIE B — M M5, M UAE I 2ire 45 B
ol R EE . WAL 37 N AR TR TR (A-Z, a2, 0-9)

= Sy

FEFFF (-)o
w15l

firepower# create device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]. Length: [2-36])
Registration Key: Impala67

T3 AE FHEpO, YU EE 1P Mok s LA AL .
a) EFFIRE > REEE, RITLHE R > R,
[ 25: R MALAE

Device
2 High Availability
Cluster

n hassis

Group
& 26: 7 InHLFE

Add Chassis 9 X

@ This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key*

Device Group

Select...

Unigque NAT ID+

winchester

1 Either host or NAT ID is required. Cancel m

b) fE EHUIP LT B, A EAINI B 1P M bk s ENLA
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marmasoiEn

RIS AFE EH LA TP kb, PTRURR L T B R S, 4R EME— NAT ID.
¢) EMFERBIRTBOT, AT B O R B AR
d) 7EEMERTBOT, S ARG E D i 5 B b Ly BRI BT (0 1R A
EMFE YL — A IR ] ST LS P RO T A AE AT ()
e) EZHHE T, TRHATAEGE A, WAL Bog 8.

USRI, WA 2 B SR IN B T W R AN U A D) -k
ARERENA . MR R R T—M

f) Ak HHUEZR NS R &4E.

g) WERENFE R FE P H T NAT ID, 1B IFIFAE ME— NAT ID Bt h i AAH IR ) NAT ID.
NAT ID ] VL& PR P AP E 7T (5

h) x£iili Submit.
U IS & & > R EETR T,

[B) FTRY B IR el S A

LR Py S s e 56 P T A A B ATV T RIASERT AR 45 B rbO A8 T T AR A BE 0y 1) TP Mkl
W AT LD IR,

TR AN EHE DO B, WAL, WIONENHTE Rt SR E B O PO s, 58 54 1L
WA S EEPO IS SIER:,  WIJeTE S o B B O TP Hhik .
IR 2 EER| WA CLL lWnff i SSH.
PR3 BCEB R,
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE } regkey [nat_id]
[display_name]
* {hostname | IPv4_address | IPv6_address}- & 4144, [Pv4RihlEIPvoRitE . 4 E L
* DONTRESOLVE- 4 & it An] 44k, % DONTRESOLVE 1fi A& EHL 44 B 1P
Hudik. WAL DONTRESOLVE , WFFZAEH nat_id o BRI A in ) 45 B oD, i
BAROR RN 5 72 B TP HuhEAN nat_id: RS i S5 1P Mk, W9 o i S5 7 A ] g ME—
NAT ID,
* regkey-4it A\ WHI R EEAE A B b R4 2 0 s . v DO S HIE A T 1 &
3T AT LNV RATAT SOAR AT e U INBPp BRIy, 75 220 B eb O by AAH 7] AR 2% 5H

I weegE I



B =rrsie zemar g

e nat_id-24— 7 KR E IP Huhik Iy, A8 B R0y 584 2 8] v E AR A A5 ) - BEBC 7 45
AT 1237 ADNF5F. b NAT ID &AW AL F i — R P50 . iR NAT ID AEME—11),
N B AERE I AT AT SEA e A A o TSN BB A B, R A EE AL LR e AT R NAT ID .

+ display_name - i /| show managers fir &2 it H T BoR I B I R 2 FR . WK CDO #5
BN T 20 A 16 32 A BRSO AS M 3R 2 A by, MR TR A H . S AT 2 544,
Bl KB AT BL R k2 — B3 E B R A K :

* hostname | IP_address (1AM ] DONTRESOLVE S8 )

* manager -timestamp

IR

> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

TR A KBRS IR AL,

RRFHIS (FIERIAED TR 6]

WEAR A TCIEAL P S BEA T, B T RER KDL R = BN I8, R EITE IR
LED 27 228t N R WEAREBAT AR IR, W] et i T BUT s A3 801

o R8AE CLI 8L A B HLAs 3T THILRIC E, FFEEH TR FE A i ic
o JEHS OO LA BE2s H A
H RPN S EM AR ER, SRS mi & CREZMMEEL , 28 38 ul.
B PO M RO T, E AT L MRS
EERE
BN 85 SR
* Firepower 1010
* Firepower 1100
* Cisco Secure Firewall 1200

* Cisco Secure Firewall 3100

WERETERT ) CLL Iy B DRI B TGN FCE I R e e v, 15 F AR M 1) /)
HEAAL Pl L, R EmE BRGNS, TE S R 2R e
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marss (Eamnn Emam [

R FshiEMFIEME A

P ARARAZ A R BC R U, 58 P M 1 e 5 B R A P S 9 i

1. ES P TaE M e B DRI RBC & » 28 12 DTal s I BE& 8 PGS 58 RSP D 9T 26 e B
, B 12 T,

2. WERARGAR L SHIMG R EARS, WATREZ Bt ORI R ) — A B L. e
R BOERE, AR5 ) IR A BRSSO M

1 H5E, KaEElheE s Coem:

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

2. WHEM (Registration) 7~ B 52 (Completed), T EH Fi 7 3 45 -

configure manager delete

3. RJa, #ATLLEH configure manager adde CLI By it 4

£ CLI R E /3 shiR1E Rk IE AL

RV A% 2 B A S A R B HEAT T, R R, KA CDO & 2 F 515 2 B 4l (Serial
Number Already Claimed) 4% .

AT LA 20, TS BRI E T I  BE R, ARG Rz .

1. f#F] SSH sz il 5 i 1% 42 31 FXOS CLI.
WA SSH, W42 @b CLI. fEIXFHEH T, %A connect fxos. WA H#EH] &
i, %S| FXOS.

> connect fxos
firepower#

2. HEANAHE A
connect local-mgmt

firepower# connect local-mgmt
firepower (local-mgmt) #

3. MWHERFZ BN M B4
cloud deregister

firepower (local-mgmt) # cloud deregister
Release Image Detected RESULT=success MESSAGE=SUCCESS 10, X-Flow-Id:

weegE I
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2b3c9e8b-76c3-4764-91e4-c£d9828e73f9

THRRCE KR miE .

erase configuration

firepower (local-mgmt) # erase configuration

All configurations will be erased and system will reboot. Are you sure? (yes/no):yes
Removing all the configuration. Please wait....

Configurations are cleaned up. Rebooting....

PP Sas s (CREARED . 28 38 1T

M & EER ENENREMIFE

IR G S WA BRI, W RES RAMERMREAL G . EIX RSO, EnT LAAE e B Th il
R SR A P -

)

P

WARFFHS CH AL ES I CLI H HH R s IR ARG , 58 53 1T,

1E WS A, & (Device), ARJa i RGIRE (System Settings) > = AR (Cloud
Services).

e B EhiEM IR A b i %% 8 Cisco Secure Firewall Management Center .
M EM (Register).
R SRR (FHEAO/AE , 538 1L

M EEFL BUH I &
AT SR A, LU S VBB e R
SN MIERE . R AR AT, T B
IR

* UK B AL A 2 R A A
* MiIZ&EIE (Device Management) T [ M5 15 4% o
o IR Y B U SRS A A NTP A B O I 8], UK 35 26 30 [ ARl ) A2 2L
s IRFFICEAZ, DUE R ARSI &
NAT HI VPN, ACL 5 5% DA 35 G B DR ANAE

R Vo5 PG M SR SR ) B B O & S B ERMER, DB AR A 1% L AR B A
FEBGHTEN Vet 2 HiF, 155 063 HRC B QR AR, DAASE A By 80 o5 I vl AR I P e 6

"

(e BhdE) o WERIEBOA CORFEAOBC B BB, U 25 s e R A B
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memss s [

FOF IR A IF S A CRAF B E . B s i B B R, R A E I, KRR AR
U U I .
FHIa Z |l
TP N A R E (RGO RN 2] B L), IEPAT U Rz
s FHRAIE. WSHFHNEARSILE.
o QU TR IR -

TR G E > REEE.
ST 2 EREGHEM & 5L B (), AR AGTBUEEM (Unregister).
27: BUGHIE AR

Unregister &9

Generate Template from Device
Packet Tracer

Packet Capture

Revert Upgrade

Health Monitor

Troubleshoot Files

SR 3 M EBOE M B
SR A AT LU SO B s

o [t B ER Ly FEETE MR A - R AR AN TE S R NAT 1D, WU AT LA A A 28 B s 2%
, H529 U, WEMETEEEE CAT, WA LMEHC E R R A A . TS 1B
HOEE . 5 ST T,

o VEMPERIHT G A E AR - 1R A B O, 5 51 0
© O B E PGS - WCE B L DR BRI PRGE . 2R 66 i,

o M BRAE BB I ANHR 2B BEAS - BAEANUUADR & BELS IS 00 S DT b g b s B R: O
EHABEL , WEE BB CLI H i H configure manager delete 4.

I weegE I
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e e

KAREMBENILE

TEHE

IEROC AR GEAR T 2 A I g2 L IOT R AT e S BOCHF R g™ IR . iFictE, AT
ZHERE— HAE G BI8AT, R s P IR BE LR DR AT K e o
THZ I L MRS DUE# O AT R S R 48

)

AR EHASRAS, BATRESE BT A A B R . RS OU T, R LR
e g < A= . R A EWOER, FFNAE 15 8h W riEs.

TR GHRE > REEE,
P2 AEERF DN RSG5, il W8 (2)-
$IE3 L% & (Device).
EZ LI TR &
o kB (.
b) PRI, AR E R W
PIS LMK
a) 1ERG (System) #5rh sidi XFRE (L),
b) IR, BT EOC T B
o) WIS KL TG ER, WD KGN R RS R . BE BT RR:
System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]

WIRBA VG ER, HERRY 3 P LR R B KM .
X ISA 3000, 52K MJE, R4 LED Bl K. /045 10 B0, SRJ5 FEW T s o

BIREYIR

T LR BT L B (Kt

FHia Z |l

BHATEL RS, B AUEE

pin
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pratsarns [

TR EFIRE > REEE.
S22 il THEHIREYIRRS 858
PSIE3 LU 4 CSV 5 PDF #4513 . iEFe T& CSV o T & PDF DL~ &l .

FEE TR FHES
Cisco Secure Firewall Threat Defense #% 53T#% [n] 5 A1 135 BE G517 IC B N TH A RUIE RS BB Y . 185 m] LUK
VRS DU B H AR &R 0. FEIT 280, PWBSA H R Batie .
YEFHITEBESE

XERIRIR &
* Cisco Firepower 1120
* Cisco Firepower 1140
* Cisco Firepower 1150
* Cisco Firepower 2110
* Cisco Firepower 2120
* Cisco Firepower 2130

* Cisco Firepower 2140

\)

AR PR ALY 7.0 B R ARAS .

XERBRE

* Cisco Secure Firewall 3105
* Cisco Secure Firewall 3110
* Cisco Secure Firewall 3120
* Cisco Secure Firewall 3130

* Cisco Secure Firewall 3140

| weegE I
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\)

¥ Cisco Secure Firewall 3110 3120, 3130 F1 3140 #4540 4 7.1 865 E A . Cisco Secure Firewall
3105 20K 7.3 BH A .

TR AT IE
R AR I REVE T K 7 TR B4 o TR 2R U e A VR R IE AL AR B H AR e o
E BRI 1
o REAB IR R B A A H bR BE e A 2 B G
o BRI BEVF AR L ZIUEAT H AR BEAE (VR AT IR AN
o FATHE B BRI BeA T A P B FRDBE B 4%
© YR H BB AL TR
. 45
o B KB B i GE ]
AR
© HAbrBE AT
« FEZSLBIRIATH

AR 5y

* H b idE et B RATIE SRR .
o YRBE L RBCEL AL AT 2 HB A R R
o WA LA PRI RS o EAET RN, AT LB TS . S AR IES.

o WISLER A HA X384y, HAR BT EIE HA X132, RZIMR. EBASTEK
AR HA %

6] S AT LU R MR o B 2
IEHS 1) 3 20 LA T B VSR # 20 81 AR 4%
* VFATiE
CEORE
o NIRERNLE
o PG E
* DHCP #11 DDNS [l &

[n]
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meauisners: [

o AL A e &

* Policies

o SRIBRIVIXT AN 5208 i

CPFERE

o IR IR SCHUR 5 I A
SRS ) 2K LA T SEm IC B ML 46 52 08 H AR 145

* BATRIL N

* NAT 5

* QoS ik

* VT A) VPN HENg

* FlexConfig He%

* iy I 2 ) SR

o T 8 e

* IPS 3l

* DN #hi

* SSL 3#ehif

o SBRIAERISTAL SR

* SHOY SRS
TR [ 28 LA e R AT 182 46 2 6 3 LA e 6

* ECMP

* BFD

* OSPFV2/v3

* EIGRP

* RIP

* BGP

o LTSRS 1 2%

* Static Route

* ZH A

o AU A

I weegE I
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IER 1) 20 LA T 2 1 IR o5 52 0 81 F AR e 4%
 YyEigE
s TN
* Etherchannel 411
* RN
* VTI #21
* VNI #11
EANCIEA N

1T 7% B BR
* AT
* i 5 A VPN
* SNMP [ii &
FEXLH i, n] LU ] e 26 (1 6 BOE R IICE. SNMP.

s —IRHBERAT IR

o WA O . A S PR ACE BB T H AR BRI B AR, M B HNX L. 1
W), X2 HORE B B BRI

* VT ] VPN ASAT sSE A S M A Z01E 358 2 10 T3 X S E 15 .
s TSR, BROAEEOLT, HERE A ST Snort 3 1TSS Snort 2, RIS R 1 448 1K) /& Snort 2.
« X HA 4

© FAFRBES: EORREMUE TR RO B 1 . XS DS E ) S AR

« VAT FRBE s BURPEIR L . SRR il A 25 PF A D MAC Ml 55 HA R E AN S0 3
. WRTE, BRI A T EX LS

iF#% Cisco Secure Firewall Threat Defense

FHI6 Z Al
BA TR AT A AT B
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mh A EARER (Migrate).

ARG R GE LI FF A (Start).

MR % (Source Device) THiHIRF LR

WA HA X —855, W7 HA A4 24 FR

Md =% (Next).

MiEi% % (Source Device) T 7412 Pk 4%

W e HA X —35r, WS R HA SR8 4K

Mii =% (Next).

/EECE O (Configure Interfaces) L PR, KUl 4 I A B4 L1 WIS 21 H bR & A 38 11 o

FEARSR IR BT 11 o RGBT AT O i 44 32 FUR T HARER DR . AN BEUN s T HA
IR BC B R 1 o IR D AR ) R AR o ) 3 MR TP R Bt A 2 1S SR 1) 2
Ho

* pBRETERINE (Map Default) DAL EER A K82 L .
B, P AR 1/ 2 gl 21 H bs v o i UK 1/,
« Rl 2 EBIERR (Clear All) TTTE BRI A L .

Mt TT—% (Next).

Hii B EMRET (View Mappings) AR IFEE L1t

s 3Z (Submit) FFIHITR .

7Ei@ %N (Notifications) > 1£55 (Tasks) Wi ' A AT FARAS

T—F Mt 4
FERIERS e, S mT A& s

FEIFARSRIVE N, AT DS IE G B AR i ZERAT . (EE, AERSE AT, I RIAT T
SR, 28 61 DU ERBIRIERAE.

BRI G, FRATTE AR B 2B T HAT LR B A -
o WIE B A A TR AIRAS, U S T TP Mk, DRA A o AR A S B E AR A
o R ORAT F B SUS 1 TP koK BE BT NAT SRR
 WRAEERS o R4 L B B O B, T RO L .
* fEH AR EEHNE MR AT (i) .

« WAL HA WE, THHCE HA S50 IR 0 SR B il & 4 AF A% 1 MAC M
fik.

weegE I
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B osnees

* RCEITH A EE NS E O,
o CATEE) A BERE I & BB KA E SNMP.,
o (ATEE) e B 7 SCH U 8 IC

T SRR R H AR £ AT I I e D RS U AR, MRS, RS BB k.
BB H AR s B BER VT RIS . A OCTEA{E B, 152 Cisco Secure Firewall Management
Center % it B HE FF BRIDCHLAE B b (PR 7 SRR U ) F2 AN “AR B SOk “Hdl 7 8,

o CAE) AR 5 S0l AE] VPN XU S A2 NI 1T 7

cHEHFERLEEHRBEIL. L5 EHE > BREE , K5 T E) B

RIRH ETERR

U AR, T AP LS o

> Vorlax [=] Vorlax \
MIZEETERYIRE EIE P
BN WA B U ) A B O, BRE R OB ST M I BN, T E SR .
EEE, AaEE AN S BE, By o) s k22 41X,
Pl By g, BB TR W s B BV A%

FHiaZ |l

WERET KEE CRCE by al IR, i e ] e i s (R arag) uk configure
high-availability disable fir4- W o] FHVERCE . FARESOL T, AN 32 FH B4 v s ] 4

SR AL AT, WERPE REBT A B T DU EE N e o
P2 (ARETED MCEFHE.

BT RERT SO S B IO, MM AT A P B e U ) BRI R T R L
(R B 1, AR P e ) e &% B

o TR BRLER U7 1) AR B 4 1 - A B LA 200K I SR B A Bt e BRI DL, A BRAR LN

DHCP #HC 1P AT R 5% . An SR 7% AT M DHCP ORI IS¢ (9, S AR e 2 3 5 19
2, WIMICRBOA Bl 1, IF LEEH AT TR E . W R DHCP #2058 7 K5k,
D5 A S TP Mkl G B 11, JFRZ I S BEE N % 1

o MIFE B VT IR (K06 B 10 - R G B S TP ik, TS OR D3 REBROA I BB E— MY
Ko MAEEA L L o WEREAL ] DHCP, WIEHMATEMNCE, A2 22l )\ DHCP 3k
P
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iggemsnn gzsn ]

$IE 3 k4% &% (Device) > RKIRE (System Settings) > &£ &I (Central Management), R )5 &gk
(Proceed) DA & & H R0y 7 HE

S 4 iEEEHO/ICDO FHER.
& 28: E32 H0/CDO EHRIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

weegE |
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b)
<)

YT BEHEEED/CDO £HZS Ptk ? , Wit ny L 1P Huhl 8% M1 45 15 ) 5
Ly, AR, R EHP.LCDO 7T NAT 2 Ja sk Ay a3t 1P Huhik sl BHL4, iF AdE.
DAIRE D — AN RO B BB ¥ ) HA T Ui i 1P sk, A REAEPIAN A2
[R) A7 XU [a] TLS-1.3 0 i {5 3 1

WU R (Yes), N NE TR /CDO EH &5 | P it

R EEIETL/CDO EMELR.

DU S IR BR ) — IR B8, U IR S A % I R A A B0 BFR e . TR
AL 37 DT . AP PR (A-Zy a-2z. 0-9) FIEEFFR (). M ID /T
2 G BEATEM B B EE AL

}5%E NAT ID.

UG ID 2 EE R ME—— IR A i, TR BT A BP0 F3REE . NAT ID A 37 M
o BUFAIETERET (A-Z. a-z. 0-9) FUEFSF (-). M ID ANEE FT45AT 4] Hofth
MR L. NAT ID 5 1P MbEgs S H, HTIRIFIERR Gk [ B &4 JATE
Xf IP Hihk/NAT ID 347 S 6AE R, AR ayE s g]. B IdUEm 4 ] NAT ID, Bifie
JEREM, HAELL N ISOL N 2 A -

o S R0 TP Ml E ) DONTRESOLVE.

o 5RO BRI A, BRI VS ) 1A TP bk e LA
o« BIEEXC#BdE 1 1P Huhil, o HURe Al A A 4 Vg T A B

s EEhO A E D

PIS NEEREE.

a)

b)

¥65% FTD £#14.
T SR AE ] B L A TS TR L /CDO iR a3 O Vi 1), W FQDN ¥ Tk .
15 DNS IR 284H.

EFDAE At — N Hdl. BRk DNS 4144 4 CiscoUmbrellaDNSServer Group, JLrfufs
OpenDNS JIR 5545 -

W B &R GG /CDO i Bl E O ME B 1, WS & BB Bl #2100 DNS R4 a8 . il
FH 222 ) 5 0B ) B DNS R4S 28 H T Byt . 8 DNS IR %5 45 F 1 DDNS (R Ui ED
G TR O 22 A SRnE . IS R I B T S A ) DNS JIRSS28 41,  PRA A BRIt
AR I A2 B3k DNS R4S 25

FE BB b, Bodlid 1 DNS RS S ER I ICS 1t BB 1P 65 BEE SRR O . R0k
S BITAE R A AN N B B LI, A B ECRE R B, JF HL DNS JIRS54s ANex iR 215 BEE K

o EJE, RFEJRE-F 5 R SRS 20 Fo 4 (0 1% DNS BC &L 1) UM v, W% He R A i A
HWBRCE . RATE B L ZACE 5L BCE VCEL R DNS V-6 8eE,  DUE 3 b0 A P i 3o

[l

BEAN, DOCAFERIAGRTE NN AL DNS Mg as, BB O A4 2 (R A DNS k55 45
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ngegmemnn gesl

Lo B B B .0y/CDO A a3 O FM Cy ) 4 A B R 11, )4 B 4 T 7 B DNS JIR%S
5o

c) XTEEBFL/CDOWIEIED, IHIEFTM Ol &L,
Bt B U7 B A5 R B B AP, ST DUBHZ S PR 1 S O A B el ) BE R .

CAIe) SRR 78RR 1, IF HAZdk AR ANIE 1, I AGEE InER I

RO BB — 4005, EORER A A A B DR . W SRR TAM RO, B A E A
PR TR E 7Ot . WORGEERE 7 1, A R AR R B AL 2 AT T B G E AR
B

IR SGIEFE T BE L, B A T ESCR M SCHC B I ME—RO%, SRJG A BEAE ML bR AE B ARSI .
CArae) Rk 7 8l 1, i /RN Eh 7S DNS (DDNS) 7%

W TP Hhhk & B4Rk, DDNS #fif & B ey nf 82l 58 2 e 3844 (FQDN) ) BBt 4% . 214
B > BRI E > DDNS BREJiC & 214 DNS.

T SR A SR B AR B 5% I B8 B A0y 2 BT B DDNS, U gl i B 4% #5425 F 3l R Cisco 525 4T
FE CA IR AL T 5 CA IS INUETS, DA B B 48 ¥ £ T LASGAIE A F- HTTPS 34421 DDNS i

ST BN A S AT 4 ] DynDNS SEF APT ¥ ) DDNS JIR 2% 2%
(https://help.dyn.com/remote-access-api/).

fi YA BERE U7 ) LR IR, ANSZHF DDNS.
mlT % (Connect). SEMHRZS XL R U 21 45 B0 S HDIRAS . AERGFEIEH0/CDO iE
MHRE L Bn, HeR L, IR K.

WUR R DI E] BB RN, A BGEEM. A0, ISR REEIEGO/CDO EMEE LB N
S WA T EEAE VRS 1 WURIRAEM, Z RS, I AU R E I R R B A A
NA SIS .

WIRIEERTFEIRO/CDO SE MR E D WG (R PR 3 WA HE A, 1R 2K A 2 5 &2 40/CDO
FRIERE M . R IT S W B BESS (&R
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[& 29: BT iEE

Registration Status

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

M BB V)T g F TR
T L 57 A H 58 525 B o R 04046 L 4 P 2 B0 282 .

BT LA BE AU B A A B TE T BB R o AE A B A DU B e 2 4 PRS2
TR B B WA AP A B 2R, R BN W LG DI R R L, SN e
RSO L, 5 62 T,

HE DM B SRR AR, PR RAYIRRCE . (2, R 1P BRI HLA R
A,

P PO b, MiEE (Devices) > & E R (Device Management) BT [ HR 77 57 5
HIE 2 i SSH a2l & v 62 g CLL. tn %A ] SSH, 54T JT 5 &8 | P Mk (3%, Ji#
i admin H P44 (e B8 BE AARUR AOATAr] JoAt FH ) 8% gl 48 CLI

Pt & v FVERIA A FXOS CLI. A H] connect ftd iy 242 21 Uk 8 CLI. SSH 23 1l L F 3 i
JHpBiE CLI.
WURITGE R 38 B IP ik, AT LT B EZ
o A DR AE B B 1 3 IR R IS AT M 45
o FROR AT EE AR E T P TP Ml RIS, ] configure network ipv4/ipv6 manual 14

B osses
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Cisco Secure Firewall 3100/4200_t (5 #vifk SSD .

P3RS TR T,

show manager s

Tl

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

PR 4 WFRIZAE B, ST BLAE.
configure manager delete uuid

ToE HI NP B DA B W LT 2, WIS EHR e bR iRRT (ko UUID;
W52 show managers ir4) o HIMERAEA S H .

Tl

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

WIES HUE AR B
configure manager local
BIAE, AT LS ] Web 3% 8% 76 https://management-1P-address 7. & T 77 A i 55 FL 8%

IR

> configure manager local
Deleting task list

> show managers
Managed locally.

Cisco Secure Firewall 3100/4200_t &4 #tviFHtk SSD

WAREAMWASSD, e SER RN ERRAID. B K EENN, 0] LLYE CLL BT L R A5
SBT3 A0

o Ptk b —> SSD - 1SR SSD i Hlfkbee, RrT LI R, WREA 4> SSD, U
TEAFAERT K I TT I IR SR o

I weegE I



. Cisco Secure Firewall 3100/4200_t £ i1k SSD

A

* HER—A SSD - WA PN SSD, Al LI ER—A4>.

o RINEE AN SSD - W 45 —A4> SSD, A AT N

/> SSD Jf-JE ik RAID.

B;
el

THIIHEARM LR P N RAID HH A2 ER SSD UG O M I B . Wl g S 808Ul 2%

SRR MERLH 4 SSD,

a) M RAID #lEk SSD.

configureraid remove-securelocal-disk {12}

b)

remove-secure < HE 78 M RAID H il SSD, 25 BN wiAtthae, 0t SSD AT 2 4 #%
gL AR RAID iR SSD HCRFrEul AAE, ] LUE ] remove 8.

-

> configure raid remove-secure local-disk 2

4% RAID RA, H2 SSD AR 7EE HH .

show raid

M RAID FIHER SSD Jai,  RAIHRAETE A1 SRSABTARZS K ol BER. 26 AN IKEhas K A 5104 B

DAL

-

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:

Device Name:
Disk State:
Disk Slot:

Read Errors:
Recovery Start:

1

858306
operable
equipped
available
optimal
raid
raidl

2

1.0
active
idle
unknown
0

none

nvmeOnl
in-sync
1
0

none
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Bad Blocks:
Unacknowledged Bad Blocks:

Cisco Secure Firewall 3100/4200_t (5 #vifk SSD .

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none

Bad Blocks:

Unacknowledged Bad Blocks:

> show raid

Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none
RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none

Bad Blocks:
Unacknowledged Bad Blocks:

c) ML HLH SSD.
FI;2 NN SSD.
a) Kf SSD WERZN N F A Al
b) ¥ SSD ¥l RAID.
configureraid add local-disk {12}

H597 SSD [Al 20 2 RAID 1J et 22 ) LA/, AESEIIRI By K G 58 41 Wi AT . 8L 2 nr LUFOH R
2, R R S adkss. {EH] show raid iy W k7.

WURAR 224 1) SSD LLRTAE Yy — A &g LA, JF HADA TBUERAS, HMA LR i
configureraid add local-disk {1|2} psid
Psid E[I7E SSD 1 HIFKIARSE Fo 80, BT LAFRT A3 RS, SSD R AHE % AL I8 N 2 RAID .
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B zsusein

#A 2Ll
ZZH USB im 1
BUIELL T, type-AUSBUi T H . T 2% I8, ErieA 245 USB oy 1), LA RS 32
FF%EH] USB:
* Firepower 1000 %)
* Cisco Secure Firewall 3100
* Cisco Secure Firewall 4200
AN
o J3 I EAA ] USB i 1354w a8,

o IR USB i D422, Jf B IR BA ZHRF LI RE RO RAS, G FURB R 2R ADIRGS, IF HAEAR
15 NVRAM 1500 F ISk T8 A M - (FXOS local-mgmt erase secure all fi74)

* 41 447 ROMMON factory-reset 5 FXOS local-mgmt erase secure, USB ¥ 14 508 i o
o Tl P AR, SR E A e b AR P s A e

\)

AR DREAL N USB G 0 CURAT)

iz % ErY USB i [

TR B LA USB S 1, S0 DAZE BB 8 CLI AP AT A

HER1 5] USB il .
system support usb configure disable
reboot
SUEHE F] USB Ui 1, %5 A\ system support usb configure enable.
il

>system support usb configure disable

USB Port Admin State set to 'disabled’ .
Please reboot the system to apply any control state changes.

>reboot
This command will reboot the system. Continue?
Please enter 'YES' or 'NO': YES
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ezwpg T usenn ]

T2 BH RS,
system support usb show
IR B8 USB Ui ARG E . B TR Bos ar#AE. Biltn, 4 R4EH] USB i FHEANEHT Ik,
W BRAR SRS S W 25, s AT IR A K s e H
il

>system support usb show
USB Port Info

Admin State: disabled
Oper State: disabled

EZ EHHENXTEEH USB in M

P2 SR R AR USB i 11, A LAZE FXOS CLI AT I #R 1k .

P S USB i LT EF RS, DU AL
a) ZEH USB il
scope fabric-interconnect
disable usb-port

commit buffer

b) HHH S
connect local-mgmt
reboot

-

firepower-4245 /fabric-interconnect # disable usb-port

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:

device /fabric-interconnect* # commit buffer

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:yes

firepower-4245 /fabric-interconnect # connect local-mgmt
firepower-4245(local-mgmt) # reboot

Before rebooting, please take a configuration backup.

Do you still want to reboot? (yes/no):yes

Broadcast message from admin@firepower-4245 (Wed Feb 21 05:59:55 2024):

All shells being terminated due to system /sbin/reboot

HYR2 JAH USB ¥ I IFEFT R 8, DUEE AR




B =zt teRUsBRO

=R

a) i1 USB %l
scope fabric-interconnect
enable usb-port

commit buffer

b) EHA BB
connect local-mgmt
reboot

T

firepower-4245 /fabric-interconnect # enable usb-port

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:

device /fabric-interconnect* # commit buffer

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:yes

firepower-4245 /fabric-interconnect # connect local-mgmt

firepower-4245 (local-mgmt) # reboot

Before rebooting, please take a configuration backup.

Do you still want to reboot? (yes/no) :yes

Broadcast message from admin@firepower-4245 (Wed Feb 21 05:59:55 2024):

All shells being terminated due to system /sbin/reboot

"

ot

B

Z |

# 7% USB i R 2SS
scope fabric-interconnect
show ush-port
AR R USB i DL E . AR Bos Aarsft. g, WeREEH USB i K EA TR N,
JUKE €2 /A SR T N B e R TR TR /N MR LR T2 D/ B = E
i
firepower-4245# scope fabric-interconnect
firepower-4245 /fabric-interconnect # show usb-port
Usb Port:
Equipment Admin State Oper State
A Disabled Disabled
H#EE
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IREEEHEIEE

peezenneies [

Ihie EEHL | REE | EEER
RIKMA | RIKARA
TFREMA A B | 7.6.0 EEL IR, T DA A O WA R A I S S R e . A AR
WP A (RSl DAIRAT O | CRRBER & LR EE 7.4.14) , Al LL—VadF M2 A% 4. ohfe
Bc). FF i) : DAHTFR A I i 7 o
7.2.0 o
W MR . MFIgE .G, A CDO £k 4k sy
CMIERER |2, ERERET BR e s Nk,
P
35.2'4/7.4.0 BIEAE L B 4. 1] (Devices) > I FEIE (Device Management) > i
fn (Add) > & & ([81%) (Device[Wizard])
YHFIEA: Firepower 1000/2100. Cisco Secure Firewall 1200/3100. i
£ Firepower 2100 1 S HEETIH 7.4.1 - 7.4.x; XL & TCIFIEATIR
A 7.6.0,
fipR (Delete) St Ly | 7.6.0 A=) PR (Delete) 2 ikl O H iy 44 A BUE £ M (Unregister), DA 445
H fir 44 4 BUGH A AN IEAE N BRI SRS T R B RE, AN e A T
(Unregister) PEX AR B I BR B PR EC . ey T P B 4R AL it
., EEEFEM L.
PGS R 1% & (Devices) > & &2 (Device Management) > &
EAD)
A AR AR VR in s 4% 7.6.0 7.4 % (Devices) > % & & 18 (Device Management) > ixMNigE (mS)
(Add > Device [Wizard]) JF1h & n] i AR I 4 -
P MEMUI B4 /& (Devices) > % & &2 (Device M anagement) > iR
fn (Add) > &#& ([@%5) (Device[Wizard])
A% H] Firepower 1000 £/l | 7.6.0 7.6.0 PiAE AT LIAE A Firepower 1000 F1 Cisco Secure Firewall 3100/4200 _I A4 Ay

Cisco Secure Firewall

3100/4200 b (RIRT T
USB-A #11,

[t USB-A i H o BRINELLT, s AL T8 HPRAS .
BT 6 5 B BB 4B CLI fiv4>: system support usb show. system
support usb port disable. system support usb port enable

292450 F Cisco Secure Firewall 3100/4200 [ 3#/15 24 ff) FXOS CLI
fi4:  show usb-port. disable USB port. enable usb-port

152/ Cisco Secure Firewall Threat Defense #7422 Fll Cisco Firepower
4100/9300 FXOS fir 4 %%

weegE I


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference.html

B ssemvmneies

TIRE EIEG | BB | FEER
RICAA | RIEAEA
Firepower 4100/9300 ] | 7.4.1 7.4.1 WAE, HELEHURE R R s i 2 B by, 8an] LA Firepower
WU IS AT IR EAR o 4100/9300 [IHUABDASAT IR . 14334 2505 FH 17 R g Jo 7 4 T &
WO AT RO EIE Y FH IS AT IR DL NS o AR SS HBLAEAS Brbl s 384T
RGPS (EEALE R “ A7 (Devices) FIEFEHLAD FSITIRBLF
PERLEE
HR 0] LLAE 2 S5 =N S Cisco Secure Firewall 3100 W INHLAE (3EEE
FIBATIROVER) o KT IX B 4%, Sn] DU F AR Lok BEH LA o
{EHF T Firepower 4100/9300 HLAH, 140506 25048 FHHLAE & FE 28 5k FXOS
CLI
PSS bR RS 1] (Devices) > & &£ 12 (Device Management) > iR
fn (Add) > #1158 (Chassis)
AP 5 S5 e gt | 7-4.0 EEL | E AR (RO R AR 0] U5 # Firepower
Firepower 1000/2100 £l AJATFY [ 1000/2100 F1 Cisco Secure Firewall 3100 $E £ 3F MR FE Ly, TG THAE
Cisco Secure Firewall e 7.2.0 | B EHATEAYIMGEE . EEH0 5 SecureX Al CDO 4R i LS HLIL
3100 3 HE L &4 - . At
e g |
’ ARATATE | FaME i i %e: &% (Devices) > R & &I (Device Management) > 7
Vil s 70 (Add) > &% (Device) > F51S (Serial Number)
TRATAD | KBl SO A T IR, 7.3.x 2 7.4.0 JUBM B 05 4
ASCHFIETRE . SCHFAERRCA 7.4.1 iR [l
WEEE
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peezenneies [

EIEFL
KA

R A B 4
RAKMRA

FRER

H I O RS
B,

7.4.0

7.4.0

AR . AREEFED.

XFTAEH] 7.4 BOE RS OB e 8, AR IHZ IR 1 . S IF
BRI AT H] .

WERE TR 7.4 50E @ RA, I H.:
« WA NEWHE DA HEATRCE, WD A3 F

s WO DT TRCE, WA DOERE TSR N, e Ak
SR SRR R 1 o VEIERD, A S R B R I RN 12 W
U5 SR < YVA7 B I SE S JE

IS 20 AAA VEREIOTT S BEON BGE FIECR A P . WA,
PURAERL TR P S PR ) LR AT IR 1) I, Al LA 30
SIS

NPT TFERE, XEWE:
o CET S H HTTP. ICMP 8% SMTP #H4T2 .
o XF T SNMP, wJLLAaYF “AFRE” A “isWr” BN,

ST ARG HEMRS#, Eol OB “FH” AR Sk Skiin
el

* WARARGH G MRS58 SNMP LA 5 B E AL A AR 12 W%
F, A2 & IF B8 ARG I B RN 5 B B S

* WERANRERZ ), DNS iAo FEnR 28 L Al th k.

B b4 8% (Devices) > & & & 12 (Device Management) > %
A (Interfaces)

B/ A B MUINE4 . show management-inter face conver gence

M Firepower 1000/2100
i % Cisco Secure
Firewall 3100,

7.4.0

B

IEIAE T LUK TRC & M Firepower 1000/2100 #2844 1E#% 31 Cisco Secure Firewall
3100,

BB S &% (Devices) > & &E1E (Device Management) > if
#% (Migrate)

AR ASZCEFM Firepower 1010 5% 1010E iT4 .

NPT MBS
Eirq=

7.4.0

IAESE T LN BT S A& R . 7538 % (Devices) > IR Z B IR
(Device Management)f', sidhi iliin4r EAFM T HZEIIFRRE
(Download Device List Report) #4% .

weegE I
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I &E EEPO | BB |FEEER
BIRAEA | RIKARA
Ao FH 25 42 L1 By | 7.4.0 7.4.0 JE W 7 A vy ] A AR SRS FH I s e 1 5 A B b dl A . DA
B4 o] AR A PSL R A A SRFIX— TR
T2l s A W 7 A R 2 1 R A T A
ISA 3000 %% LED 37 |7.0.5/7.3.0 |7.0.5/7.3.0 | 5£[4] ISA 3000 Itf, % LED 234K, F/B%5E45 10 0, SR FEWi T
FFoCH. W
ISA 3000 35K, |7.0.2/72.0 | 7.0.2/7.2.0 | S BLAERT LLOG P ISA 30005 LAY, B REFHA 8.
EABLE S &S 7.2.0 7.2.0 BAVFINT AT RE B L e AT B Ol SRS i 2%
(CDO) V-5, TR 2T Ea—E 8. TAVATTE BEAS
BB
IEATRRAS 7.2+ A B B LS B L e DL “ SRR 240 ks,
AR T H S AT H o 18801 A Bl R 40 785 B v Lol S
HBE BIXEE 25 o
iS4 configure manager add, configure manager delete,
configure manager edit, show managers
B MG ) R
o B D RSN BE SRR B O, AT ICDOREE
W& SR LR e A T #r .
« 15 gE > BEEE P AW RSN T 0.
HRFMEL, WEZH CDOICHY.
Cisco Secure Firewall | 7.1.0 7.1.0 SSD & H In# 4Kz 45 (SED), WA 2 /> SSD, WIBATs 4 ek A
3100 ) SSD 2§ RAID.
RAID, _ . .
Wil/2AE 5 d 4 configureraid, show raid, show ssd
B RLER SR TLS 7.1.0 7.1.0 FMC % # & BRI TLS 1.3 DART S KF TLS 1.2,
1.3,
fff i FDM ¥ FTD fit & | 7.1.0 7.1.0 WERATH FDM $UATHIGR S, I ALED) 2] FMC AT HEI, R 2
i FMC #4758 B FFMC Vo) BB AN, 2B AE FDM g I i G R . 157,
AR B LA BR A B R, 9 G Tl SRS Bl e 4 X . ] FMC
CLI I, £ B SR B3R U7 I W (B an,  ANOR B BN A e 1
BLED .
P43 FMC J&, #RJcik i FDM &2 FTD.
BrG/AE N FDM Bide: RFIEE (System Settings) > EIEHIL
(Management Center)
WEEE



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/get-started-device-management.html
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Th&e EEPL | BB |EEER
RIEEA | RIKAEA

PRSI e H % . [6.7.0 6.7.0 R % & T8 (DeviceM anagement) T [ BILAE SR ST B & O TH A5 L,

BFERAE T IEET R (KT, DL EIRTH it 2k

e

PGS RS 1R & (Devices) > & & &I (Device Management)
—HEV)j 1] Firepower HL | 6.4.0 6.4.0 XJ T Firepower 4100/9300 R 4144,  “# A" (Device Management)
GERESEE N U458 ) Firepower HLARE BE2T Web Fi 11 AR o

B E RESRE: 1%& (Devices) > & &I (Device Management)
FOSATIRBUA R A | 6.2.3 6.2.3 “P AL (Device Management) T I ILZE S (EHT A 1 45 IR AR AN A5

UEBLA AARAE
5|

AR

I H e 3 IS A ARG BRI B 4%
B RS %% (Devices) > & &I (Device Management)
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