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* ASACLIBCEFR RN T WAL E DhRE. FREIALT:  https://www.cisco.com/c/en/us/support/security/
adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
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* show running-config all €445 *47iij CLI B¢ & H A E0A 4.

AT DUAE ] BRI R A B LRk X S i

EHRLE > BITIRR > B9

Rithi FlexConfig S H 1% & 4 FK .

AR L R R B 4T IR R T SOR B R AR AT A

M BERFEIBEHRIEAER

i e REPEHERR -

sl BUBRBATE CLI.

HHE &, NRkE B EhaS, RN A S &2 1A S 4.
HrHAT (Execute)

X TRCAS, 15483 R IS R 22 4 A A RRAS 5 1R

fn] DLE R4 4% Cul+C 418, AR5 R ORI 30 SCA SCpF DU H S 2 2 H

FlexConfig (13 2 ML B AE ASA e Bl AHEICIENEH] A B O AE JBub BI85 2 C B R DI RE -
PIE, SETCVARCEAE A B O b A AE R TIRER) ASA Thg. TRIIH AL — 48 i 1X .

UEAh, 2t clear fir 4 AR, OVEATS 2T RIS S, JF H AT LU ERFEE SRS ) f 20 ic
o

FlexConfig %J % g 45 il By (R B 45 11 (0 dir & A0 S

2ibHy CLI &% it AR

AAA IR

AAA-Server ERTRRE

Access-list PHim2% ACL. #7 i€ ACL FibsitE ACL. fuVF Ethertype ACL.
jjf LIS FEAEARSERR P (155 58 B 2 vh o SRR HERIY i ACL W %A
A AR

FlexConfig SRA% .



B ztwcuss

FlexConfig 8% |

ik cU B2 i3t AR

ARP £l BH (P
As-path Object BEL1F P
Banner BEL1F P
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Clock BEL1F P
Community-list Object BH 1P
Copy BH (P
Delete BH 1P
DHCP FHEHC &
Enable Password BHL L
Erase BEL1F P

Fragment Setting

HeBH 1L, fragment reassemblyf3: 4k .

Fsck BHELE P o

HTTP BEL1FPC

ICMP BEL1E P o

Interface {XFH 1l nameif. mode. shutdown. ip address l mac-address iy
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NAT PHIERCE
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PLS FREI LA R, FRU @ AR ks m e s, Hln, 78 N4 Sifname & —
MNRIEX G A&, 1M @keyname & —/NE4H .

interface $ifname
key @keyname

\}

ER ORI SR G RN, A0 FlexConfig X G 4n i as P BN R HATHEME . i
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B, FiE SR SCAAZ B tepMssBytes 4G 2R A FAME. CAZU 0 #'7) o #RJ5, Sysopt_basic
FlexConfig i [ if/then/else 45 AR I 575 — AN B SCAAR 1 tepMssMinimum (#1535 B KBOK /N

#if (StcpMssMinimum == "true")

sysopt connection tcpmss minimum $tcpMssBytes
#else

sysopt connection tcpmss $tcpMssBytes
#end

e B, Rl FlexConfig Xt 5 gt AUFE AN StepMssBytes 25— NI, (1
AT LUELREAE #else 1T HHHBEANAS L

WA R PR ARSI K PR AR S X, IR NSRS I A E, RIMIER AR IR
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FlexConfig SRHE&
6| |



| FlexConfig %%
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R A SO AR R T 1P MHERE, D AHUEL . M LG, (A
WS R, MU AT A A A, D ASA 7 BEAF ALY, Ut AR &
S LA, R0 0 7 o M K0 501 2 5 A A 3 B B

ZETE, MEEMBEFHEREE

ARG SRR G A RN R — I ZAME . 10, F8 1 09 288 06 G 2 %o 5 A AT A 2
IP Ml . ke, RGA5E $SYS FW INTERFACE NAME LIST fithft h4% L 4 BRI 51) %

AT PLA AR B ZAME B SO G i, T5E W SCARXT S enablelnspectProtocolList A BA
5 Z AR

AT g [R5 1) 2 AR ROl A AN E K. B, EERUcRiEam 4 T ig EnE
AR, DA T RT LR I e B G B .

Rl A IR AR AL BR IR — SR A & . il F35E ) FlexConfig
Default_| nspection_Protocol_Enable {i F #foreach ¥ >k ki JJj enableInspectProtocolList X % Jf-4b
BEAME.

policy-map global policy
class inspection default
#foreach ( $protocol in $enableInspectProtocolList)
inspect $protocol
#end

FEMORGI R, A YO REAMIE /3 L4, Sprotocol 28R, ARG TE ASA inspect i 4 Hi il F %748 7
U ARSI G 1 FEIXFME O, A BN Sprotocol 14T AFR . AL FHEENE R
e, BUNEBAA RN R RGUH A BCA 1ZAL w . H, DI FHR NS L N

$enablelnspectProtocolList.

F 4T #foreach Fl #end < MG JJ1AXAS, H 2| $enablelnspectProtocolList H A7 Fl 4= [HIME -

ZNMETE, EEBEAFRIRYER

AL ZAME ARG, AR A . B, FE X netflow_Destination AR
GRLAT 3AME, Sy BIACREE N 4 FR. F AR 1P MubL A UDP 35115

LU 7 2 SO G HAT W (A A0, A R AR AR BT

fUTHT get JTIRARFIIX LS B o (EXS RAFRTIAR RN get(n), I n B X R iR S 0 IR
TG BIMESCRXS SR 1 IT AR 51 H AR IR A2

%41, Netflow Add Destination X§ % F LA F 17°Kf netflow Destination " (1] 3 MEZSIIE] ASA
flow-export 4.

flow-export destination $netflow Destination.get(0) $netflow Destination.get (1)
$netflow Destination.get(2)
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TR R, RS FlexConfig % 4 4 2% (13 NS 95 I $netflow_Destination (15— i
., RJE%IN get(0). (HA4 7] LLE %4 $netflow_Destination.get(1) A1 $netflow_Destination.get(2) #i
LHENZA .

BITEERNZ METE

FHEe R G AR IR N —MER . XA ARG LT MAP, %l
$SYS FTD ROUTED INTF MAP LIST. B D mshR b8t R s Ch TR, 3
THAT) -

[{intf_hardwarare_id:GigabitEthernetO/O, intf ipv6 eui6d4 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipv6 link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6é_eui64 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipv6 link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6é_eui64 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=, intf ip addr_ vi=,
intf ipv6 link local address=, intf logical name=},

{intf hardwarare_id=Management0/0, intf ipv6 eui64_addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=, intf ip addr_ vi=,
intf ipv6 link local address=, intf logical name=management} ]

e LRy, B 4R EME R, RN OEARE— MR e ER. FIW, intf hardwarare id
ST VR FRJE Y AR, FERFIR [R5 41 GigabitEthernet0/0 [1)7-FF 5

RIS T WA EATE , DR S AR BOR A P . (R OE 75 20K SR V' A AR I 2142
EAMT, DR ER R M.

B, 1S-1S o' 75 B b2 L B ALK ASA isisir 27 25— HAF 8 A Rz 0. (H4&s ] L
i i R R A RRE NAZAE . DRI, A 2 e TR e 1 S ﬁﬁiﬂ%*fln SR AN A 3
T2 AR AR O, Tilse LT ISIS Interface Configuration HJ FlexConfig i ] ik EAE A B Y
if/then &5 M KIAT ICERAE . 76 FHIARAS T, W] LG 2] #foreach AN fiy - 23K B A48 LIS N 48 2
$intf B, SR)E #f 1B DI KTLSS (Sintfintf logical name) F1H] intf logical name {8, JfH. 1R
ZAENL T isisIntfList Tﬁﬁi)\(ijg@?%qj%)\(m A, WEEH intf hardwarare id {H

(Sintf.intf hardwarare id) fi \N#z 4. 75 24w isisIntfList 48 & LAS N2 4E L ECE 1S-1S 42
FITR) 4498 o

#foreach ($intf in $SYS FTD ROUTED INTF MAP LIST)
#if (SisIsIntfList.contains ($intf.intf logical name))
interface $intf.intf_hardwarare_id
isis
#1if ($isIsAddressFamily.contains ("ipvée"))
ipv6é router isis
#end
#end
#end
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WMAEERHRERQTATS
PPALRE 23R [l A AR B Pl ] 507 O B MR FlexConfig X5, 200 Bk T A BR A AT 1T
AR IIR LA, AT ABERAE . BEJS rIR 200 B Be 4 2 — FlexConfig M,  PRAF %5
WML —BEa, DRAFIZHRENG, RSB MM E . TR s br R . 7T LIS
FRGESCA, 2 Ctrl+C B, R JrRe i RS U 20 SCASSCAE 0 e

Y

ER (UAZDHIE FlexConfig #8211 %, BN E NS EATMA BRI HIGR 2. EORIEFT S 1%, 75
RAFIN S, 185 M FlexConfig Helig IR 1% FlexConfig X%, SR 5 IRAF1X RIS .

i, w7 LAREELAR FlexConfig X4

Following is a network object group variable for the
IPv4-Private-Al1-RFC1918 object:

$IPv4 Private addresses

Following is the system variable SYS FW_MANAGEMENT IP:

$SYS FW MANAGEMENT IP

Following is the system variable SYS FW_ENABLED INSPECT PROTOCOL_LIST:
$SYS FW ENABLED INSPECT PROTOCOL LIST

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

$SYS FTD ROUTED INTF MAP LIST

Following is the system variable SYS FW _INTERFACE NAME LIST:

$SYS FW_INTERFACE NAME LIST

IERT G T T AR R 7R C THE AR L, W T 847D -

###Flex-config Prepended CLI ###

###CLI generated from managed features ###
###Flex-config Appended CLI ###

Following is an network object group variable for the
IPv4-Private-Al1-RFC1918 object:

[10.0.0.0, 172.16.0.0, 192.168.0.0]

Following is the system variable SYS FW MANAGEMENT IP:
192.168.0.171

Following is the system variable SYS FW ENABLED INSPECT PROTOCOL LIST:

[dns, ftp, h323 h225, h323 ras, rsh, rtsp, sglnet, skinny, sunrpc,
xdmcp, sip, netbios, tftp, icmp, icmp error, ip-options]

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

FlexConfig SRA%
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B rrexconfig sEmt gz R

[{intf hardwarare id=GigabitEthernet0/0, intf ipvé6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipvé6é link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipvé6é link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=},

{intf hardwarare id=Management0/0, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé_link local address=, intf logical name=management} ]

Following is the system variable SYS FW_INTERFACE NAME LIST:

[outside, inside, management]

FlexConfig ZRAE 3 RIT=

SR o) A g 0T A B v TG L PO 2 SRS R B OGN . A FlexConfig X 5 HPHii N SR S AL
I, R ZAR R A DN ARR, IR RS TR X 5

SR AT LU AR R A RIS B g MR A4 AR, (HASER A G 5 SR R AN o 6204 ] FlexConfig
XTG> FENRBE X R > X R IR O 1% AL SN 2] FlexConfig H (1IA, L
FESL BT BT IAT 8 475 RN R I A B A 2 QI S AR 6

AT DL AR DR [ LU R R 5 S ROD R AR IR IR I . ZAIEERT 5, 5
PR > X RETR G

o XAME -G T AT E, WLV IP ik HeE Al G ks A, g el X 4
Fro MHFHEFE FlexConfig> XA R, NG mdiiRIMSIAIT R . o] LUK 250 5 5 4 £
TPAMEERZ ME . XL AA RN RTEYE, L H T FlexConfig X% AXIEMER, 4
ZABCE FlexConfig AN S , 45 26 .

P4 -GG P Huhk . ATRUE ] g SRl A . AN H Sk PIE R S, ARG IEFER AN 4% > N
RUGRINE. WEARMEHAN S, 2 RRGR P AR TP USR8 . ik T DO
Bly Mgt ya i, HAARRT RN A SR %.

* RERXE - ST REKEEEE AT . NHRPIERED, RREERM > 22 XE
SRR . 2 A DA R DAy TG B 10 0 AR [ s N I D SR . i S P

* FRAERY ACL MH&R - & H] THrvEDy #5103 . FrifE ACL AR sk [nIFRifE ACL MR HI44HK. MH
KIS FER > fRofE, RJa AR AR ETT B TIRM R S8R,

* R ACL & - G T U h 53§ ACL AR kg it ACL X L4475k MH
kPIEFIESIR > ¥R, RaAinRmy RiFEIIRNR. WSS,

© BEERRRET - G0 TR RSO G I p I AR SR IR [0 R AR X R PR M H S R R
EHRREGT, RJ5 mih iR AnER EHBRET . 15 2 [ it WA

. FlexConfig SRHE&


management-center-device-config-76_chapter34.pdf#nameddest=unique_1172
management-center-device-config-76_chapter34.pdf#nameddest=unique_890
management-center-device-config-76_chapter34.pdf#nameddest=unique_1287
management-center-device-config-76_chapter34.pdf#nameddest=unique_1287
management-center-device-config-76_chapter34.pdf#nameddest=unique_1175

| FlexConfig %%

FlexConfig 25T =

FlexConfig R T E

RRYAL B o R i Ay TR A B Rk T B 11 S Hh SRR A5 L
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FlexConfig X 4[] L F Ul KRG AL =

TR TR RGA R AR AR AT,

BER IR AR, 59 T,

AR IR A B B

AR

LRA

SYS_FW_OS_MODE

B HIEAE RS . AT RERME fLF5 ROUTED 5 TRANSPARENT,

SYS FW_0OS_MULTIPLICITY

BAAE L BB UL 2 218 SRR I2AT . T REMMA 45 SINGLE.
MULTI & NOT_APPLICABLE.

SYS FW_MANAGEMENT IP WA B TP Mkl
SYS FW_HOST NAME BeAs EHLA

SYS_FTD_INTF_POLICY MAP

LA VR RRAE D BT SRS R (B AW . SR e b8 e Sk
THOT IR ST Ems AR R AN IR [T A

SYS FW_ENABLED INSPECT PROTOCOL LIST | 1 i T # # fr sl [ 51 35 .

SYS_FTD_ROUTED_INTF_MAP_LIST B i e DR B3R . BRI A — 2 i e 1 PGB AT
ENITEA R

SYS_FTD_SWITCHED_INTF_MAP_LIST W BATH B I 513 . A WU AL £ — 41 S AT L C A
ENIIE R

SYS_FTD_INLINE_INTF_MAP_LIST Bk BN DU 813 . AN A 35— 41 N IDRER R I T
EPNIEA R

SYS_FTD PASSIVE_INTF_MAP_LIST

BE# BN IE LU 151 . BRSSP A
PN IEGEZEIER

SYS_FTD_INTF_BVI MAP LIST

B L RIHFRE AL LIRS (213 o BN #R 65 — 415 BVI BCE
FHR I i 44 fEL o

SYS FW_INTERFACE _HARDWARE ID LIST

W% BRIP4 FR (40 GigabitEthernet0/0) {1514

SYS FW_INTERFACE NAME LIST

W FEIEE AR (D 1A,

SYS_FW_INLINE_INTERFACE NAME_LIST

P B0 4¢3 8 ERSPAN #7280 (142 1 (V324 4 PR 8114

SYS FW NON_INLINE INTERFACE NAME LIST

ANJE TN D G iz 1D A ARSI
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(SEBr L, IG¥ http ¥

JN#| enablelnspectProtocolList ¥ %o TEIXFMEHL T, BOKEBEBH L DU A RIC B IS % . D FHR,
IR T B 7 ) 5 ) SR e LAAAT B B URL €,  DASIZ)ifE HTTP f A 2K .

= 1: FiE X HY FlexConfig 3t 5

FlexConfig X} & & #R

Description

KERBISCA X &R

Default Inspection Protocol Disable

1t global_policy BRI Sk B Bl 5 4% F
W

disablelnspectProtocolList

Default_Inspection Protocol Enable

7t global_policy BRI SEME SR Hh 5 FH
i/)‘( R

enablelnspectProtocolList

Inspect IPv6_Configure

1t global_policy T B& B L E IPV6
2, IR S TPv6 i Sk A AL SR AN 25 57

525
UL

IPv6RoutingHeaderDropLogList
IPv6RoutingHeaderLogList+
IPv6RoutingHeaderDropList.

Inspect IPv6 _UnConfigure

HE I 2R 1Pve .

ISIS_Configure

g 1S-IS % i & 4= RS 4.

isIsNet. isIsAddressFamily. isISType

ISIS Interface Configuration

22059 1S-1S Fil &

isIlsAddressFamily. IsIsIntfList

AT H R G AL =
SYS_FTD ROUTED_INTF_MAP LIST

ISIS Unconfigure

TGRS ) IS-IS P& A

ISIS Unconfigure All

TR SRR IS-IS B4 SR A0 e, (udF
K A VA % 28 0

NGFW_TCP_NORMALIZATION

1B CERIN TCP FITEAL AL R

. FlexConfig SRHE&



| FlexConfig %%

FRE X &9 FlexConfig 3§ % .

FlexConfig ¥} 5 &7

Description

KERBISCA TR

Policy Based Routing

B R BIRCE, RS, Bk
4%, X514 H r-map-object SCAK
GRS G BRAS T (1 2% IR 0 5

Policy Based Routing Clear

M6 H T R SR s R i ph PO

Sysopt AAA radius

220 RADIUS el i )3 H 11 B 473 560 11E 2%
o

Sysopt AAA radius_negate

{fi Sysopt AAA_radius it & K34 -

Sysopt_basic

i & sysopt S A I H) . TCP 0 A0 (1) 5
KIRSCBAE DL A s S5 S

tcpMssMinimum. tcpMssBytes

Sysopt_basic_negate

5Bk sysopt_basic FEAIIE L V5 B
SEAFIN ] AT TCP fe KR SCBEK

Sysopt_clear_all

ML E TIEER T sysopt BUE .

Sysopt_noproxyarp fic & noproxy-arp CLI. fFH RS =
SYS FW NON INLINE INTF NAME LIST
Sysopt_noproxyarp_negate 15 Rk Sysopt_noproxyarp FL & . FH ARG A &=

SYS FW NON INLINE INTF NAME LIST

Sysopt_Preserve Vpn_Flow

KL & syopt PR B VPN ¥ito

Sysopt_Preserve_Vpn_Flow_negate

%K% Sysopt_Preserve Vpn_ Flow it .

Sysopt Reclassify Vpn

BL'E sysopt FL #4325 VPN,

Sysopt_Reclassify Vpn_Negate

3 5E sysopt HLFT 7328 VPN,

Threat Detection_Clear

Threat_Detection_Configure

VR R TCP 44
4%

P & TCP 488 Jr AR S (¥ A 27
HEE.

threat detection_statistics

Weep_Configure

DEARHRER AL T — AN & WCCP 71

isServiceldentifier. serviceldentifier.
wceepPassword

Weceep_Configure Clear

W5 WCCP il & .

F F B9 FlexConfig XJ &
FERAE T TECE IR T LAAE GUI A E A T RE AN G RS Al X X 5

FlexConfig SRA% .



B 5t Flexcontig 7%

% 22 FFABYTE X FlexConfig 33 %

FlexConfig 8% |

F AR A

FlexConfig XJ %

Description

NEBRERE

7.3

DHCPv6 Prefix Delegation Configure

9 IPv6 HIZEZIRMAC & — Aoz
O (HTSZIRE i) Fl—A A
W (RIRATA NS -
T AR, 1 LR T R
B E

KERISCA XIS pdoutsides
pdinside

WA RS 5

SYS_FTD ROUTED INTF MAP LIST

B IPV6 X E .

7.3

DHCPv6 Prefix Delegation UnConfigure

% DHCPvV6 Wi IR NC A .

B IPV6 X E .

6.3

Default DNS Configure

BCE BRIA DNS 41, 141w AESL
P 11 b A 504 B Sk 44 1 ]
DL ) DNS IR 55 %%
RIBRRSCAKS
defaultDNSNameServerList
defaultDNSParameters

WE

-

T4

6.3

DNS Configure

LEARERIN DNS JRSS 28 41 P i &
DNS R452%. X4 LT 4l
247K

KB 2T F)DNS AR5 884H

6.3

DNS_UnConfigure

% B Default DNS_Configure F1
DNS_Configure $447 ") DNS Hlt%
PREE . WREE ST
DNS_Configure, W5 HiliZX} % LA
P4 DNS g5 s 21 4 75 o

WGBTS IDNS BR B854 .

7.2

Eigrp_Configure

fic'# EIGRP % H next-hop.
auto-summary. router-id.
eigrp-stub.

RIRISCAN G: eigrpAS.
eigrpNetworks.
eigrpDisableAutoSummary
eigrpRouterld.
eigrpStubReceiveOnly
eigrpStubRedistributed
eigrpStubConnected.
eigrpStubStatic. eigrpStubSummary

H X EIGRP %%, &5
EIGRP.

RGRVFEHET YA, Hibx
BTG ET EIGRP L. 4
TR B R, AR
T AT ER T A,

. FlexConfig SRHE&


management-center-device-config-76_chapter29.pdf#nameddest=unique_1189

| FlexConfig %%

FRE X &9 FlexConfig 3§ % .

FRABRRA

FlexConfig X%

Description

MERETE

7.2

Eigrp Interface Configure

fit & EIGRP 2 1 5 B E A =
SO IGAEE ] PRI RIS . AR ER
TR . KP4

KR SCANS %2 eigrpIntfList.
eigrpAS. eigrpAuthKey.
eigrpAuthKeyld.
eigrpHelloInterval,

eigrpHoldTime.
eigrpDisableSplitHorizon

AT R AL &=
SYS FTD ROUTED INTF MAP LIST

7.2

Eigrp Unconfigure

M IR ER B G RS EIGRP
Mo .

7.2

Eigrp Unconfigure all

ST EIGRP L .

7.4

Netflow Add Destination

A FINLE Netflow 5 H HFx.
KRR SCART G

Netflow Destinations-
netflow_Event Types

=
)
%
i

7.4

Netflow Clear Parameters

K& Netflow S H 4 RERA K E .

X
o>
P
n

7.4

Netflow_Delete Destination

T Netflow 5 Hi Hbx
RIKI AR 5 <

Netflow_Destinations-
netflow_Event Types

=
)
%
.

7.4

Netflow_Set Parameters

A Netflow 3t B85 42 R 24
RIRII AN B

netflow Parameters

6.3

TCP_Embryonic_Conn_Limit

e B W dR & BRI LA 1 SYN 72
R IR S5 (DoS) Biti.

KA SCASNS 4. tep_conn_misc.

tcp_conn_limit

i 55 BUR

6.3

TCP_Embryonic Conn_Timeout

T B AT A % B I LA 1 SYN it
WAL %5 (DoS) Biitfi.

KIRIHISCARK TS tep_conn_misc

tcp_conn_timeout

IR 45 BUK

FlexConfig SRA% .



B revwsarsng

FlexConfig 8% |

FH IR A FlexConfig 3 & Description MERSAE
72 VXLAN_Clear_Nve M 4 1 1T VXLAN M, i#20
VXLAN_Configure Port_And_Nve | fil ‘& VXLAN 5 11,
ALK NVE 1, .
! : W RAE LART B RS A8
FlexConfig % | VXLAN #£1,
CATR AR TR, SEhr b, fEIX
Rl R, FlexConfig £ 5% - fu1 i
EAE Web £ VXLAN At
H, 1MER FlexConfig ¥ .
72 VXLAN_Clear Nve Only BN, WD R
NVE,
7.2 VXLAN_Configure Port_And_Nve | il ‘& VLAN ¥ 18 NVE 1,
PRI (Ip& SUE S
vxlan_Port And Nve
72 VXLAN_Make Nve_ Only 1A NVE BB,
KIRMSCANT G vxlan_Nve_Only
WAE R G &
SYS FTD ROUTED MAP LIST
il
SYS FID SWITCHED INTF MAP LIST
72 VXLAN_Make_Vni QU VNI B0, 3BTRS, 1
WIRSEER B, ARG A ERTE
W, A REIEA KB VNI $2
%
KIKISCAR B vxlan_Vni
ZT =\ s
FE M AL AR IR

A2 ME SCRSCAN 5o IXLE 5 5 FilE S FlexConfig % % HpAL FH AR 5 OCHK . 72 K2 HUE 00
N WURAEAE ] OGHAH) FlexConfig X4, W25 4 LEX0 R A REVS INEL, 15 WLHS A1 88 1 7 o
B RUEFIH — S RS EONE, EI b — 2R

BRI LA ZME R, S HACE FlexConfig AN S, 5 26 T,

. FlexConfig SRHE&


management-center-device-config-76_chapter16.pdf#nameddest=unique_768

| FlexConfig %%

mexwxsng ]

AR

152 AR

X B%HJ FlexConfig X7 &

default DNSNameServerList
(B5H. )

FEAEERIA DNS 41 it & (1) DNS 55 4%
IP Hhhit.

MRRAS 6.3 FFUf, A6 BB ET 6 BE
TR A R B PEFE LG & DNS.

Default DNS Configure

defaultDNSParameters
(B3 )

J T4 BRI DNS JIRS5 420K DNS 1T
NS AN EEE A, K
YOS IERT N i INIPUR i RN E N
Wi A% H

MIRA 6.3 THIG, (LB B P & BEE
SRS H b Bt 4% 1L B DNS .

Default DNS Configure

disableInspectProtocolList

TEBRIN RIS WL (global policy) #1445 H
e

Disable Default Inspection_Protocol

dnsNameServerList FAEH P 52 XY DNS 20 7 fid & () DNS | DNS_Configure
JIR 554 1P Mkl
dnsParameters T #413EER A DNS IR 42240 1) DNS | DNS_Configure

ITARSHE. 2RO MR H,
OB, N, A A RS
ZHo

enableInspectProtocolList

TEBR NSNS WL (global_policy) i H
PRl A% AR AL IR 75 55 Snort
KA S I

Enable Default Inspection Protocol

IPv6RoutingHeaderDropList

BRI 10 TPv6 5 HHAR SR (M 51 3R
IPv6 f £ 2 F 500 B IX S Sk i Bl
f, MmA e ER.

Inspect IPv6 Configure

IPv6RoutingHeaderDropLogList

AR IR ) IPv6 % R k2R 1 47
o IPv6 kAo ZIT A A I LAk AL
atd, IFREH R EFMRG HEH
B

Inspect IPv6_Configure

IPv6RoutingHeaderLogList

LEAVHE LR TPv6 % FH AR LA 1)
HF. IPv6 A BT o SEVFAL & X SR Sk
Hlatd, JFRIEAT RATAEICL M R SE H
B

Inspect_IPv6_Configure

isIsAddressFamily IPv4 B¢ IPv6 Hihl &%), ISIS_Configure
ISIS Interface Configuration
IsIsIntfList BB O LR, ISIS_Interface Configuration

FlexConfig SRA% .



B revwsarsng

FlexConfig 8% |

AR 15 BA X B%HJ FlexConfig X7 &
isIsISType ISA (1. o284 1-2) o |ISIS_Configure

isIsNet W 48 S A ISIS Configure
isServiceldentifier W false, J)8 T A5V web-cache | Weep_Configure

RS FRIRTT o

netflow_Destination

& X HAS NetFlow 3 H HARMKREED . H
FEAT UDP 3 142,

Netflow Add_Destination

netflow_Event Types

FEh B AR T AR 8 SO BLR
{ERI 4. all. flow-create.
flow-defined. flow-teardown.
flow-update.

Netflow Add_ Destination

netflow_Parameters

JEf NetFlow T 4Ry i & il ilH
ks AU T2 F 2P0 | 4E
B CUARD O FAL AR B AEIR s BRIAME
0= fr AN I FILL oA BA (1)
RS R I 3

Netflow_Set Parameters

PrefixDelegationlnside

4y DHCPV6 R IR IC & N 2 1 . %
WRAGEZNEH, WK FEDZRR
A AT S ) TPV 5 4% LA S R it 44
o

A, HALLY
DHCPv6_Prefix Delegation Configure |
A A .

PrefixDelegationOutside

Jic E AP ¥ DHCPV6 Wi 2 IR 2% 7 i o 1%
WHEFELANLH, KIRAEOZ R
IPv6 HI S K 4% H

A, HA LY
DHCPv6_Prefix_Delegation_Configure
A .

serviceldentifier

5)Z& WCCP RS AR IRFF g5

Weep_Configure

tcp_conn_limit

(2. D

HIT I E TCP HIARIES IR BN S %

MIRA 6.3 TFUR, AL g B A5 55 Sk
TG EIX ST RE, 8T LIRS Bogs et
07 E B RS 1 B 1T a1 Nl w4
B o

TCP_Embryonic Conn_Limit

tcp_conn_misc

(25 )

TR TCP AIMAKERE R 54K
WK 6.3 TF4i, LERIMHDs AR5 5w
PR, T A AR B
B 1 B2 SRR 3k
240

TCP_Embryonic Conn_Limit.
TCP_Embryonic Conn_Timeout

. FlexConfig SRHE&



| FlexConfig %%

mexwxsng ]

AR

152 AR

X B%HJ FlexConfig X7 &

tcp_conn_timeout

(25 )

HTECE TCP WIaRIEHGE I 124

MIRAS 6.3 TFUR, A B 9 A 55 S
O EIX LT fE, AT AR o g %
(R I 4 SIS 1 g SRR bk
FIIZ RN o

TCP_Embryonic Conn_Timeout

tcpMssBytes

KB (LU AL .

Sysopt_basic

tcpMssMinimum

e B s BRI (MSS), H
SR A true N A W EIZE

Sysopt basic

threat_detection_statistics

M TCP £ BUpHE e vt R i 2

Threat_Detection_Configure

vxlan Nve Only

HFERE O ERCE NVE 11240
« B AR A K
o IPv4 Hitik OF 3-8 BB 0 & ]
%)
o Ipv4 ZEHERD OF TR L S
CIpe®)

VxLAN Make Nve Only

vxlan_Port And Nve

T4 VXLAN Ft & i A NVE )2
e

« Vxlan 3 [

s PN CGERATR

© R OO EEARERA AR
o XFAEAAR TP HihlER

default-mcast-grooup

VxLAN_Configure Port And Nve

FlexConfig SRA% .



FlexConfig 8% |
. FlexConfig 35 BE R K ANAITIE & 14

AR 15 BA X B%HJ FlexConfig X7 &
vxlan_Vni HT-E0g VNI 123 VXLAN_Make Vni

« ¥ 040 (1-10000)

* segment-id (1-16777215)
* nameif (3% 1B AR
« A (s hEGEY)D

* TPl ChURoR s P e I A
FD sMr g (e iE It
A BEA AL

 PIZRHERY SR i Ak T it A
KO RN

wceepPassword WCCP 145, Weep_Configure

FlexConfig R B& B E Kk FNEIHR K4

BENE
I

SCEFRYSE
&

RRfat

BB by

FlexConfig B9/ 1| 5 R &l

* WAETE FlexConfig SEBSTUAT, RGUR RITR A& ) FlexConfig M) 22 A & T
B, HTEE R IR S TVERRECE, X v Re s P4 . 2% 1K FlexConfig
AN N ARV ISR ) T I b A, E ISR SR, AN EE FlexConfig ST C51m AN
A0 5 At S % ST

* ffi ] VXLAN_Make VNI X G, WAZ07E T AR Bl v VXS 2 117, 4 AH A FlexConfig
B BNZ A B ] P R BT A B o AR AR Bl v PN 2T, B R R VXLAN
B E AT et EATULHAC

. FlexConfig SRHE&



| FlexConfig %%

&7 FlexConfig R B g &RE [

o WURPCEE ] BRI IRSS (lhn SIP RSN, 154 2 8% CLI I A clear conn T4 LA
RIS EEERN, PR ER N T 1.

{&£ A FlexConfig SREE H E X IR FEL B

1§ | FlexConfig & H 12 X Jar S A5 2% HOTC &

7EA$ ] FlexConfig 2 R, 1 1A 457 21 o rb 19 FLA D BEINC 5 P 75 14 A3 SR m& A2 & . FlexConfig
SE—FIICE ST ASA 15 JEU B A e SR AE B B O AR OAN T L ) D RE IR DA 5 TV

PLT & T & 09552 FlexConfig SF M i )3t i A o

it o R E ) CLI fir 2 54

WRAE ASA B EHAAAIBCE, 1 H show running-config 3K HUIT T fir & B4, AR 5 22
XFHE I RRF TP Mkl S5 000 H BT I HE

USRI BOE T B D RE, Bl 2l S B P I ASA BEs% RSB, AR S HAT IE A K i 2
2R

HRTEAME R, WS LLIE 28
* FlexConfig WAL, 56 1 00
* FlexConfig X} % H1 1) CLI iy %, 252 0L

YEFE W& > WREM, AR5 M HF kP FlexConfig> FlexConfig 3 & .

Fa A 7i5E X% FlexConfig %%, LAHE &AL AR TIM 4. At ME (O UEEHEN
Ko WIRIAGN SR EITTRNNE, EELERRZN%, KRR, HSRTUE XK FlexConfig
X%, 512 .

A X G ] LIRSS T fif FlexConfig X% [ Z5H iy 21 LA FUANT .

a4

WER KB EA AT G (HEN R EGERIAS) |, TR AR AR IR, il Mk
AFK, (HAECRHIBL SYS TRk IR S PRI AS R ERAb, IX SR R YA . IX AR R S A R A o 3L
B e E SO B, JCHGEAE BB ot B I O T B A At

IR E A A O/ FlexConfig X%, 152 5 ZEMF LA 5 JF G- SN 5 .

5 B CLL AT A 5 1P s BE L1400 30 11 L R T A S B AL A Gl
T2 548 1 R A A RSB T BI04 . 0 TR TR0, (LS T A o s -
T, TR A,

FlexConfig SRA% .



. B & FlexConfig 315

FlexConfig 8% |

RN, 3 52 17 N TR D 2y IO SR TR RS B A AN IR i, T REAS BEAE =3t
# ERCEZIDAE, AHA]RER 200 A R WA AR 52 & B E AR L D A MR 1P ikt 4 R
TN HE XN, W IRTE QI G A 5, AR JE He e & e SO AR

A RA AN AR B R LS I AT AE 5 SN IC AR SCH 5, WS B T 41 32
* FlexConfig %5 , 5 0L
* FlexConfig HBSA SR &, 55 10 L
* FlexConfig R4t W& , 55 11 1L

* it & FlexConfig AN % , 26 7T

LIR4 LI TUE X FlexConfig X%, 14l HI 1AL 5 (¥ U A 4.
W2 [{ I E FlexConfig SUAXT S , 5 26 Ui,
LS (WAL E. ) BLE FlexConfig X%, £ 22 1.
HAEHE LR R IR B, @A 7 BT 1
$E6  JiLE FlexConfig 5% , 4 28 Ui,
;T 4 FlexConfig HB& & & H bR s, 48 29 Ui,
BT LALE G G SRS A S Sy LA B %o SIS — AN ORI B, A RETI S .
$IB8 Tl FlexConfig 5% , %5 30 Ui,
WIRSEARAT TS, A BE VIS s
S IE T A B iy A A5 AL T TR, DA A B S 13 A I A AT
LB AR PIERERE (Deploy) > #2 (Deployment).
PIRN0 RSB ZAM %, KRG rdiERE (Deploy).
SR E T
BN BIERENACE . 5530 7.
HIE12 (g LE, D MEREH FlexConfig BLE IIIRE , 5 32 7.
5 AR S A, AU & B & U M FlexConfig M BE AR IERAH SRR o i F 22 )
Bk FlexConfig A iR IWALE, 752580 LIATRET .
ﬁu;‘r‘;ﬁgﬂﬂuﬁﬁﬁlﬁmﬁé, PRk = i H T S RFZIhRE, 53182 A FlexConfig #e4 h E FIIIAE , 2R
33 0d,
fic 2 FlexConfig Xt &

{1 H] FlexConfig X} % i€ M L5 B ¥4 BC & . £F1> FlexConfig & Hi—> FlexConfig %f % 41| % 20
G R IXEER S5 ot i Apache TEJEBIA A& . ASA BAF I fir 4 ANAL B 21 BRI AU AR o

. FlexConfig SRHE&



| FlexConfig %%

B & FlexConfig 35§ .

A7 AT BLEEAE T K T00E 3C FlexConfig X5, 8 W R g SR IX L0 5, ) EARIVEX BLRIAS
AT BLA SR BIEE 52 XM 5. FlexConfig % 5 1 P 78 R LU A — ] LK) i & 74 3 2 = 2% CLI iy
AR AT A, 2% CLI iy G5 R AR AIAR iy A 08 G P 8 DAL i 45 B 2 T S R i 2

M A] LAYE %€ X FlexConfig Sl i @1l FlexConfig SRHE X5 .

Fia Z |l
WL

* FlexConfig X} G A B G 38 20w 4 a2 o X2 4 e mil g N R, ik, &
ANELH enable F1 configure terminal iy 2 1E 4 FlexConfig X % (1377 .

o W Fri AR R, JFEIE T RTINS R . S’ FlexConfig X4, ANGEAN AR GIE
POE

o FORIR I Ar 2 5B LI VPN U7 [ 5 C B B AT g

s MR 2GS, HMER G —4ld 4. B, FRATE BUEAZAEH T AR 45 R dr 2k il
B0, AR E AR, 5204 ISIS Interface Configuration il & X1 FlexConfig %1%

TR EFNR > HREE.
SIB2 WTHARLFK F ik FlexConfig > FlexConfig 3 &
PR3 PUTLUFIRIEL

* miidiEN N FlexConfig 34 & LLOIEEHI N 4

* il #RAE () DI X 2

o it B (O WTAETE R A

- WUREETE MR, W e (OB Lerg I A B

SRR A N GEANRRRAM (AL i
WIS AR ZIESCX IR, H AL BT E B AR i AT

XN R R ASA B A2 3 51 I RIAS iy FNBC B A & FP 4o JBW I A BE 25 A ] ASA K
Pl RMCE LD R AT RIARIICE @ & PRI E S, S

o BOARIEIA , 255 10
* FlexConfig X % H () CLI fix 4, 252 0T
fan] DU AR Sk A I UE RIS AT I A SE I B, B AR RKGE R SR FHEA L

A te, AHDAZUAS ] FRN SN N SRS N R B R A AR I AR R, BRI AR R, AR
E I8, 1S FlexConfig &8 , 2 5 T,

FlexConfig SRA% .



. B & FlexConfig 315

FlexConfig 8% |

* BHARGRE, HEAPFEA > BARRLEE > TERR. (I RXERBNTEMUN], HSH

FlexConfig R4 AL H , 5 11 Ui,

© BHHASKION SRR, TN > AR R > WM RER, EHRE RN R R,

MR (AL SR SRIE N B 4D, PR RN 5, SR st R TE (Save).
A RIX LRI P PEAN B, 7 S [ FlexConfig JME X G &, 2510 7. A3 R FEME4I(E &
121 In] FlexConfig X N NI AT R AR &, 55 25 1L

© SHRAEPIRE, TFIEPHEN > BRI SRR AFNE. AR REEME R, SR

B, 5 26 T,

WA NS R BB (K SR X R AR A . HE, AR RN R S0, b2 N i
Ak, WIS, RGUREWENI: B KA, AN R A . R, B
MNIZASR LIRS . R RG22 IS, RGR R 2 N2 w513,
FlexConfig K JCIERHIE, X ARE BIVERAF . W BT R (L5 5o G el R 428 AN Gk
A , AR . GURERINEY], WAL . B9 R RS R DA

BN

TR 6 IEFEIEIR LR,

© BB - BTG S ) — RS R R . IR IR I ME IR A 45 R

LR PRI IR AR5, AR RIS FlexConfig SIS i, HREHCE . IIEE ),
IR [7] FlexConfig M -1 Yo H b — AN T BL e 45 TR EE,  WITH Y FlexConfig RIS , 25 30 i
Fﬁjﬁo ﬂﬂ%ﬁﬂ%} ###CLI generated from managed features ### E@%B%@ﬁY%F%gZEEXﬁ%EP
T%'/‘}E/‘J/ﬂ%'/‘\(\y H###Flex—config Appended CLI ### %ﬁ@ﬁi%ﬁﬁﬂﬁﬂtwﬁ‘éﬁ@ﬁ/‘% 1§@ﬂu
FIE R AL A LT

RUAE&A B B0 € dr 2, AR B I B AT — 2o 40 o, ARG FRISAT 9 — Nl . WA
Dhoe iR g, WA LS A B A GES BT ENECE , 230 10 o WREE B4
WRH (BMEEfIosmis) Haca mas, W] LU RS 5RIEm,
U RGAE RO B R & 2 BT e e dn 4, s S S EUHIUR & T & 14
W, AEBCN—R. EFLEE T, REAARVHERH CRCE ML, I ME DL
— LN EIR :
* W FlexConfig X 445 M RGATE NS, HlUiMLg o ACL X%, iHiEFER. B0, nEE
TV BN G T B
o W AERT G PAT HOME— BRI BRI, IR R R, B R IREE R
FlexConfig Helg ol et 42

o B HEFELLF

< BN - CBRAED o B 2R TRAE N A R AR Ly SR AR B RC B R R o SR 3
WX AR (HR ) WATRE R AR ) 5 W25 FAE N . 4 SRk oAy S ms A= 1 i iy
LN R RERTR S ES, WNIEFHIED, DA ar S Al fi. KR Z e
I

. FlexConfig SRHE&



| FlexConfig %%

5] FlexConfig 3 iR MKW R L E .

© FUE - G i A B A SN A R C B AR Ak o 30RO o B R T
iy A T

SR (k. D MW RIECETI BIE (B UG A A e
RAHRTFENIGARARIZA 5 o TILRAF TR 5

FIE8 MRTE (Save).

T—% it 4
© WERTE SNSRI I SN 5, TIENCE LG TS A I E

5 FlexConfig % & AR NS RE 3 5 15 2

AT LA 55 AR TR ) S S AH SCIE 1) FlexConfig S0 G rp i NS & . 7144 FlexConfig #5252 3
R R, XA AR AT B A ORI G AL PR A

T8 UKAE FlexConfig X % il FH Sems oot A8 5, nf AR DL R RS . R T R RS | 6 4,
MEEENIZEE CEHE S fF5) o T HXSA &, 1§35 AEEAR e, 56 i,
FFaZ B

HKmE FlexConfig W H M HE L5 E, 1S B E FlexConfig X% , 2 22 T,

W1 L% FlexConfig SRS RN, AKIUERE N > N RBEIT & > FR AR, ERIEURAMR S
P2 MANTERAMU (58 A0 gD .
ZARAE FlexConfig X1 B RS0 ZiUEME— 1. AR & i . AVEE IR 5 AR AR DGk
IR 5 58 A R 44
PR3 ERE SSRGS, KRG sdiRmm, DUGHB RIRERRIIE D .
BB — AR 5 5 — N GAH CHK
paib 4
X ICAX %, AT DR f5 SR BT 0E X% ANt , IRZ IS R A BN, SR
eyt ge, DAEERs LA & 7o, AR n) SE S8 FlexConfig X 4 I B &I AT 75 I . S5 AE AT
BX LT IR 3 FlexConfig, 1% 2S804 1%.
P4 LHRTE (Save).
2R R WORTEAL T FlexConfig X G dmH a8 KT “ L& #Lrh.

FlexConfig SRA% .


management-center-device-config-76_chapter6.pdf#nameddest=unique_126

FlexConfig 8% |

B ===+
B & % £A
R B DO N BT o f AT AR, Wi . RGN X SR SRR R AR B, DA BB 1L
U BN HE -
WA EANS WIRTE FlexConfig X H ) “Arim” B,
ffH LR i FE4E FlexConfig A% Ol i A LU DLHAR 7 20 B AR . 5 HAB SR I AR A
], S DR BRI Sl NG5 € (1) A S I RN A 2o (EAC 7 1R, 1K S8R B (AT AT
FAE AN AR & ES AL, 56 L,
A\
ER EEAR R AT R AOR FH P bR, TR FlexConfig HEBg RSN, HEAL, i3
FlexConfig e, WSMIBRATAT AR N T . FAKIEE, T2 F 3 dmih 54 2% 9148 & DU A
FIAZ 8l
1KY FlexConfig MR 245 E, S0 BLE FlexConfig X%, i 22 1,
UK

HIE1 4’ FlexConfig SRIEH LI, THIEEIEN > B,
P2 EHANEH AEHES, BT LR AR
o ERVET Y], WSdnRNE (Add Secret Key), RJ5HE DL S EIf Al R0 (Add).

« BB - AEAI. AR EIRAE FlexConfig X %74, Ll @ Wiirgk.
© BRY. WRIAERD - USRI, RN AL S AT

* BLAE FlexConfig Xf % rfii N —/MEF 1A, 135 18 Hh i AR H o [ 10 S A% Al
© B YIARME, W A2 RN SRR (2) o BT ESUT AR (Add).

o TR EAAS A R R (W)

PR3 midiRTF (Save).

fic & FlexConfig 3L 2 X 5
¢ FlexContfig 314051 111 30 ARG M REGAS B AR 46T B A8 RO FL R AEIZ A3
ol £ AT B AR T SO L ZERBERLRR Y, 3810 SR A RO B SRS

. FlexConfig SRHE&
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fit & FlexConfig 3T 5 .

AN G LS A AR, nTDUR OGS AR, H, TP HhHEARAE . AT
T&AE FlexConfig A A FH X £645 R 7 2

FEBIIE B A SR B 20, THHER A E T BN A X IR EIT S AT A B 5, SRAT B T
FERIE A 2 AT O B Z A g o B AR A

* FlexConfig & #t , 555 01

s WAL AR R, B 6 0T

IR > WREE.

WX 5 KA 5 K rh % lexConfig > XA &R .

PATLL FEAEZ

o R EARINSCA R &R LA —ASH N G .

o S gRER (O) I S T UGBTI SR SCARRT S, an AT ST T LI
FlexConfig %1%, 5B IXAEA

TN BRRA (A3 UiH.

UNHT G ) M TRFIRPEFTELRE.

© A - IR G AR TR
C B - IR & SR A2

RAEX G A, oV A R,

RAR SIS A, AR g A i R Sk A e 2
TR I, SRR G AR s M R AT -

[ AN N 2

TER] LUAE AR5 55 T I SCAKE R il SR —AME, ] DU BRI RE R 20 BOAE FH e SO 521
FlexConfig XJ B () B B BB A& 7 i o BB T AR N AT X R0 OTV5, AEIRXRMEDL T, 7RI 5
PG B B AR E e B e ARG BT 78 A BRI .

TEGRETIE ORI, A veac B, XM, X T AT BT ZEAEANR] FlexConfig SEME 4 I 0,
ZIHABH KU, RGEONEATIRAAAE . EPRIUR I B T H 2 K

7N

FEBETIE NG B2 M, SERREAME AT R TG o A 20 B 1 U W] SO AT 7 ) 52 1) T30
o FERLEIGOLT, IXEE TG E 208 Y78 o 1 AN 2 SRR A . R 2
enablelnspectProtocolList, K JCiZt AAS IS Snort A5 & AR IR

W vE I a8, AT U BT
a) W RIFEES RikkE.
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. B & FlexConfig SRA&

b) JEJT “Hd” X (WEREED , RJE A (Add).
R et CAPAE R o, T A T %7 S A G AR LU e

) fE “USIIN S XHTHER BAR Kb, RO HOE SUE B, AR n sl I K 8 sh 2
“ULEBR” BIERH .

d) s B, RISFHLORE HEL, REEZET B di I FREA B {E.

e) KidiidNAn (Add).

T8 LR TF (Save).

T—¥ it a
© WIS SNSRI SN B, W AE RO E G TE S S I

fic & FlexConfig %k A%

FlexConfig iM% £ FlexConfig X G/ MNMTJPHIZ, — MIUCESIERFM—ANMINGIL . 43R FiE/
B i fgt ke, 15 S BLE FlexConfig X[ %, 5 22 T,

FlexConfig S & Al LAy Beds 2 A B4 O IL 52 55

FIR1 LR & > FlexConfig.
P2 PATUL FEAEZ

* Rl SRR QU HT 1Y FlexConfig il . RIUKHE/REMA IR (AR B “w s
TR IR, Ra RdnR B KRR LU BB % . S dHRTF (Save).

o il IR (O) LAGHERBLA SN . T LTI 7E S B R Al A AR ER ko TG AT R K
o ili S () LLBIEE EATHITE P BRSNS . RGBSR . RS R EIA %
%I
ol A S T S
$12 3 AT A FlexConfig 5113 ik 5 5 BT 75 (1) FlexConfig %1%, SRJ5 i > Ke AT 14 2 seng o
B ARE FlexConfig %5 8 5 (K35 B 1 307 In 21790 5 sl b hn 1) e o o
TR, SRS IR (W) .
S A A TRANFREN S, A% sl WE () 1 LR RIZ g el A

BT RS OASYSTFED , TR G A RCBEIM GRA% . (5 NT2 1A (T 1 2
BT [| RS RSB, BRI S

. FlexConfig SRHE&
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| FlexConfig %%
 FlexConfig 588i¢ & Bivigs ]

a4

WERAE I S s, WIS A Bon el . DIk, B RBRMEA - R BT I P ifs
ME SO 5o TG EORF s AR A 700 45 0 B IERAIAR AT o 115 2 B 19102 FlexConfig 5, 265 30
P

A8

PIR5 R TF (Save).

T—% it 4
 WE RIS Y H AR % : 125024 FlexConfig HME S HbRte &, 55 29 T,

© BREMCE NG IES I EE A

/1 FlexConfig SR B& 1% & Biri% &
{7k FlexConfig S8, T LU RIS I A - 7T LUBR TSR 191 4 A0, T F T
~

ER WY, UEMNEEIUH RIS, RESTE FIKERER BB OCHMECE . 1A, T FlexConfig
G0 i B e S A A, BRIt B 45 0 20 IiC FlexConfig S AN 2% i FlexConfig
BB A Ao R HT SN A T B R FlexConfig ZAE R HI v 4, 17 2 B M54 ] FlexConfig
BCE MIThhE , 55 32 Ui,

$IE 1 ELFKiZ & > FlexConfig 314w FlexConfig 5l o
SI2 RO
PIE3 7 Birg& b, @V HRYIE:
I - EREAREANTRARE, R AR INEI RS SRR PR &SR . LRSS Sy
FCLh Ve o] P VR R R 45
o MR - TR S MR (W), EEERRE AN, A, ARG MR IE.
TE4 LULTRE, RIFIEEE.
PIRS st RTFLARAE FlexConfig 50K .

T—%#ita
© BREMCE NG IES A
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|


management-center-device-config-76_chapter6.pdf#nameddest=unique_126
management-center-device-config-76_chapter6.pdf#nameddest=unique_126

FlexConfig 8% |
. 71 5% FlexConfig SR B&

Ill't

i 52 FlexConfig 55 Bg

T FlexConfig 5M& v L% FlexConfig X % Qi 444 CLI fir% . THUEHE s A\ FlexConfig Xf %
PP AR B AS AN AR B DAy 326 5 BEA AR B i 2o E%@E%ETW\%E’JMH&@%@W’ PRI f mT LA
Ho T AR AT 4

TS AT LA 4K FlexConfig X 8 rPAZEAE (I AE ) . SEIEXS S, ELRITE s HUYI S5 R 1k
TR ZB AT A e A (U BC L, DR I A ] DA 1 4 e B A T AN R (R A AT

g3z
FIB1 L PR & > FlexConfig J1-4i%H FlexConfig T o
PR 2 WA ORAA I S, 36 s R T (Save).
THAN S 7 Fe U AR A P SRS RS HR PR BB 48 FlexConfig X % (45 5. A IRAT- SEm& A BE A B Hr s In st
ZITI .
PR3 AR RE.
PR 4 NEFIRE FHIER PR
FGE NV FIC B 1) SRS PR AT L, TR R A5 T I 8 3 150 £ IR A W 26 CLI A 2. S W] LAk
P AT Ctel+C R A0 B BY IR, 48] LR K ORGSO S A v AEAT 35— 20 3 7 o
TS AL HG DL R4
* Flex-config & CLI - IX¥%/& i FlexConfigs “Efili. W4, XEEmd.
o NFEE D e A ) CLI - X282 A 7E & B L i LB R SRS AR B i 2o B B8 21k
Ha, RGN TR B ) SRS A A A o X i A AR SEEIL A B ) SRS BT 7 ) T A
Lo ARG TR IAT AR 6 2 HBAN 2 M FlexConfig % % HH2E .
* Flex-config B il CLI - X% )2 1 FlexConfigs “E Rl 4k B hn 2 Hc & 1) 6 2
WIRS it 3K E LA G A T A
IEERERECE
744 FlexConfig HEHE & BB A5, THIUETSE 2, LUSAS BB B S A e S s .
Ab, TERIE B S LTI AR .
g3z

TR EIRUERE L B, AT L A

. FlexConfig SRHE&
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a)

b)

d)

wirnsnes [

ST @A, ) ERE AN RG] AR AT A
ZEARE ARG LU EbR R — A, WA R, B RS B
* BRI EE - IR R LR E B R
TR —AHEANEE - R RS LA A AN E S TR R R
*BRABE MEIR - TR RS LA AR AN RAE SR .
1EFRE L, BRI

HOAEEZVEAEE, R T RIS, ERh BRAEIER.

FEZEMB LB L P Bl

(RN ADNEE 21 271 P e L K| A VAS A IE ol i1 8

FEAT M rp R 2 1 B PP R 3

HS S BAIAS A5 5326 2 B A% 1) i & LA MAZBE 23R [P (RIAT AT Wi [ o Sk emi i m LA P S e
GRS T R, A RIR /R I FlexConfig I I fir 45 R IO R o IXSLHT ] 3
WS A 1E 22 E EOX L i 4 (1) FlexConfig X 5 P KA .

xR

AL DRe K IE IR fir 2 55 N FlexConfig SRS A= ¥ iy 2 [V AT 2 22 5

B, LUF AR B HEEL RIE T 4ok 4 GigabitEthernet0/0 it & AN B 4% o W 4% 1 i B
A AP GE R 00 BB A2k 2 g0 TAT M #4E . 5 FlexConfig AH 5 I1H &
TEZA) “CLI N #53h.

FMC >> interface GigabitEthernet0/0
FMC >> nameif outside
FTDv 192.168.0.152 >> [info] : INFO: Security level for "outside" set to 0 by default.

IGAIE PS8 A T A 15 5 T ) i 2o

fEnT LIl I 5 a5 0 3 TP Ml V7 SSH &k 58 itk 0 T4 . {8 HH show running-config fir 4 7
ﬁﬁaﬁo

i #, 7E Cisco Secure Firewall Management Center™# f] CLI T H..

)

b)
c)
d)
e)

P > BITIROR > B35, AR5 AR LK.

] BT 2N AR SR B 0T TR/ G I SR A B AT AT B 4%
M SR ERR

K BUAnBRTE CLI .

HEFE show 1 a4, #RJGHEEAN running-config 75 4 S 40,
MiiT (Execute)

IEAEISAT FBC B s AR SCAHE o S AT DB FEIE B P44 Ctrl+C, AR R RS UG 81 SO A SO A e DA
LS o

FlexConfig SRA% .
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B #5058 Fexconfig B & tn e

PR3 WU A U A

A4 5 G T BEAH DG I show iy 4 AT B & VRN BRISETHE B B, W m 7 b b s, )
show service-policy iy 2 PR R . B B DI S DIREAR DS, JF ARG IR Ty e
B UL RERT ASA BCEAR M AT &S H i L.

IR B GEHE R PR B P R R E S (Bltn, drrh o, EEOHEEE) , W E TR AL
HARAT RS W R RNE i EAE I N AR R (B, A HRIC B P e b I A . i,
NAT 55 il BRI AT RERE 225 7 sl o, A REXT LN e D g

AT LU SSH 2> iifi sl 4 By CLI T B A% show i

HAE, R EAL 1 show T4 JoiR B BP Bl CLI FhgRAT, W7 225 B % 1 57 SSH 4%
AR 4. £E CLIH, A LR @781 LIEZ KT CLI Fpdt NHRFA EXEC B, 0] LAfE
PEAEH NIX LS AR SCRFIR) show i %o

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> enable

Password: <press enter, do not enter a password>

firepower#

fIB& 15 B FlexConfig BC & AUTNBE

Ty SR v e T B A ] FlexConfig FC & 10— 41l & 4, W R TF ZE PR iZic & . MR &
TH 77 IC FlexConfig S nl BEA 2 MR P A i &

BEFZNMIBR LIS, 15 GIEUHTY FlexConfig X % LAVE B I BT & i 2

FIRZ Al

B E S A s 2 TSN BR NS A B 2 A P, T AT BL T A

1. mﬁ@ﬂﬁﬁj%y ﬁu%ﬁﬁl/‘_ FlexConﬁg ’ﬁilﬂ% ’ A% 30 DL\‘EPF)?J&O ﬁu% ###CLI generated from managed
features ### MBI EVE IR 7E i LAMIER FlexConfig X P IIFT A fin %, % { M FlexConfig
FEmg HMBR R S, ORAFIF BB

2. U\FlexConﬁg HEME TR %, PRAEEE N, ARG FRHRTIUEACE . WIR ##4cL1 generated from
managed features ###%ﬂ§}031<%2€?55?§D@ﬁ%&%ﬁﬁ??ﬁiﬁﬁé?, mﬂiéiﬁﬁiﬂﬁﬁti%F?%zéﬁﬁﬂ&%@ﬂ%ﬁo

LR BRaUpOR I A A%, IEFEM R > MR EB IO FlexConfig X4 .

WUERFEA T BE AT 0T UM R T A7 i & BEE 1 clear w4, WME LAY 4. #iltn, FisE X
ISIS_Unconfigure Al XJ Gt & — N vl AR BT 5 1SIS AH G BC & iy 2 ) iy 2

. FlexConfig SRHE&
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$IE3
PR4

FIES

M FlexConfig #%3% 5 EIRINRE .

clear configure router isis

AR DI REBAT clear v, WG EAE AR MR K 2 (0 no T fldn,  FiiE S
Sysopt_basic_negate X} G MR Ik il ST Sysopt basic X GLHLE 1T 4 .
no sysopt traffic detailed-statistics

no sysopt connection timewait

WK, KL E — A FlexConfig X%, DATHE M — UM 20 GO A BR AL &
1% P15 & > FlexConfig il 281 (1) FlexConfig T M ok g FH I A SRS

L SR EEOR B A G L A 2 1) FlexConfig SR, TR BN 1T TGN i & I8 iems,  IFR e 70
Mea iz ims . AR5, HHi FlexConfig X G 78 N 2% 505 .

WL E T 3 2% 52 MR FlexConfig BLE X %, N WILA FlexConfig SIS H IR IX Lo Ay 4>,
FERE e AT e 0 B A O B R 5 o

RHRTELMARAT FlexConfig Hl% .

AU TR ST S B I B RO Ay A2 IEAf AR i

RS A ) ERE > BRE , AP, ANl BRE.

SR e

AR 2 EMERm 4.

BERS LIERE T AL E, DX & O MR . Ao ENE S, 75 S 50 IUE TS L
5530 T,

Y’ FlexConfig HMEHT, sSd5RBE S EIFMIRIZ® &, (k) SRS MIFR FlexConfig X% .
fBiE FlexConfig &M A MM B AN T5 B AL B A A, MR BN 63k 5 1 i 0 7 OR B 20 O 45 4 1 9% (1) SRS

{HE, 2R FlexConfig SRS OR B 1 575y AR BE % HC B AOIE T, 35 SRS AP B BR DG X B e AN
i LR EA.

M FlexConfig %1% /5 &= 12 T RE

BEAN AT RRAS AR 2 [0 7 S DN Thae, it L AE FlexConfig Al 7 il 1) S HLA% T 1K1 2h
AE. XAl e AU AT I 9 FlexConfig firs BHIBCE A2 BahHH. TS, EBICEMEH]
B AT iR 7B El 2 FlexConfig X %. ETFRHAT)S, Kt FlexConfig SEISFIN 5 .
FEAE ] FlexConfig FC B I D RETT U632 SCRAF DB DI RERS, UM AL FlexConfig #4411 4E
EIUIRE. MERZEIGOLT, I FlexConfig FCE 2 fETH R R GRS T A, B3R T AREAT B35
(HAERLEERE LR, AT S a2 TR 80 8. ANSZRRIFRIN £E GUI A FlexConfig H AL
ThfiE.

FlexConfig SRA% .
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B Flexcontig 74

\)

AR W TASCRHE ST DD REIC S, W TITAS TR IR .

121 MIBR FlexConfig, k14 1 FlexConfig L& AL , 25 32 T FTk.
SIB2 W SRS ThRe b R E
A 6 B A B T A ICAS (B D RE S 3R

FlexConfig 75~ 51

PUR &4 ] FlexConfig ff)—287R 41,

wn{a] Bic & 15 78 B 18] 1118 (ISA 3000)

RN TR] B (PTP) & RN ] [ 2 WS, T T-7E 2 T B0 0 1) I 206 o )20 8 T B 2 (R I o S
BEA I B AT AR R EEANRRUE P o W CE D TR A ) R g ek, i Hsadd 5 1
T ARG, DU LR B> (K 58 A AR BT o

PTP A5G0 — N An N R SE, 5 PTP WA A1AE PTP B4 41 & . PTP W40 & LK) e 4
TGRS I, AR PTP WA & MR AT B L % H 2% 0 FL A JE At 0 it 4 4%

FTLUKE BB 8 B BC BB I Bl BB e AN LI B 5 PTP I BPIRIZD . U o
BERRHAE A PTP BOABCESCIE, W1 PTP I e o

BLE PTP W& I, BN B RIZITI & C L — Mg 'S . Kk, nTRIRCEZ A PTP Ik, R5H
FEANE PTP #4510 B e e 388 PTP B4
FriaZ /i

fiff 52 & A ) PTP I Bl BB 3 5 o IR B ECE PTP 38450 100 S4bh, e &g Tt
R e 11 B I8 35 (] PTP %,

PLUR 2 PTP & HEN:
« I REA R ISA 3000 # 4 EAATHL
* BF PTP AL SCHF 4L 4% PTP M B
* PTP (o] T IPv4 (4%, ANAHT IPv6 %5,

* WUBE LUK A4 1 SRR PTP R, o @ M s 2 IR by o A BRI . TR
Etherchannel # I1 #f45 M 00482 11 (BVI) ST Ar] FoAth R F00 022 I3 AS SCRFILAROAS .

. FlexConfig SRHE&
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T

$IR2

s ERsw et iy (A 30000 [l

o RunA D B HAEE MK PTP BL'E, WISZEF VLAN F4: 10 L/ PTP it

o WMHIR R VF PTP B B W45 PTP Hit & i UDP H brui 0 319 #1320 BLA Hbx 1P Mk
224.0.1.129 bR, DRI SRV b A 2 AT AR U T 2 SO0 DU 34) 1 A 28K o

o FEEE BT K BERIN, 4204 PTP 4% 40 5 AR % th: bah, Wi 2 PTP M99 I AAE A
A, NS % LR E NN IGMP %40 224.0.1.129., G0 53 L2 MR B, )
ANELG LA E A IGMP 411754 .

A . ) AR E, AN E IGMP 4.

RS, DAV AR . sAh, TSI CEAEMIBRA R L) , B
H PN 224.0.1.129 IGMP 2H .. #7554 AT 2 R DA B & 0 NN IGMP 20, {H IR 2H 1k 531 /) PTP
He B AR BEAT IGMP I RS i 2.

XY ERLE PTP 5 & WA PAT LT

0 NN BEE _EAEANE A PTP I 4 (K42 L E 4 B, B4, GigabitEthernet1/1.

a)
b)
<)
d)
e)
f)

g)

%% (Devices) > 8 & E12 (Device Management), I H&wiH 4% .

M B (Routing).

4 4AIEIEH > IGMP.

v FA LR 8% B AT R AE

Fin AR (Join Group).

M R, SRJEAE RN IGMP IINESE X ifEd, BUE LN, AR )E s fAE.

* 0 (Interface) - XEFEMH 1] PTP IHEh KA 422 1 6

* AINALE (Join Group) - miili + DA BT I I 48 0 5o A b bE 224.0.1.129 KA1 EHL %
ERCE Hofz O, T EBERIEN . GESRAEMSN S, )

X g BRI A) PTP BB oy 82 0 R P IR,
s “Mi” (Routing) T _EHIIRTF (Save).

/% FlexConfig X%, LMEA4J5)E H PTP LA AEHz 1 FJH A PTP.

DL R ABGE 8 AR IE & A & B4 BT ) PTP I Bh i3 VA ). WA AN e & B T
ANV I, WS SRR AN R A& B B S fldn,  anSRASAER % A M1 B A
GigabitEthernetl/1, {E## C Al D [f# ] GigabitEthernetl/2, #E¥#% E Ml F L [Aifd
GigabitEthernet1/1 F1 1/2, W& TEE 3 AN FlexConfig X152, BlJG AT 3 ANl FlexConfig
delg CRAE N — 2 ATl .

a)
b)

<)

EREITER (Object) > 3K E IR (Object Management).
M H % Hi%E# FlexConfig > FlexConfig 318 (FlexConfig Object).
M0 FlexConfig 3% (Add FlexConfig Object), FCE LLFJEYE, K5 mdiiR7E (Save).

FlexConfig SRA% .
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B ot @ i ik (1SA 3000)

» Name- % 4 ¥k, #i4n, Enable PTP.

* 82 (Deployment) - k8% (Everytime). HALEREANEE D AR IXILICE , DAFIfR AR R
fit EOR A

* KA (Type) - {& B BCAEFIIN (Append). X481 &S fE FHSCRFIIDIRE M & s
BB IXFE AT ORAE X 28 i & 2 TG B0 42 1 P I A A A LA B

* FRIEIL (Object body) - FEXT G IESCH, FEANAEREANHE ) PTP IR K#E: 0 L4 RELE PTP
B 4. i, PTP 4 10 435 & Al GigabitEthernet1/1 _F 422 L1 & BT s 16 dir &2
4

ptp mode eZetransparent
ptp domain 10
interface gigabitethernetl/1

ptp enable
IO G E SO AR B :
Insert « Deployment: Everytime Type: Append

ptp mode eZetransparent
ptp domain 10

interface gigabitethernetl/1
ptp enable

1% 3 {4 FlexConfig Helig -4 H A FL s B 45

USR] PTP IR B R4 L I AN R AL 45 B T 24> FlexConfig X5, UG 20 R0 S i ik 1
FlexConfig 5, FFARHE 5 LEH0 B X ORI LEHEE 7 Fo 4 IR a4 BER B LU R

a)
b)

d)
e)

f)

EH% % > FlexConfig.
AR R G (New Policy), o U1 B4 FlexConfig SIS N /0 Flss (MR MACSS) H AR %,
DL G 2 SRS

FERN BT SRS I, 1 A SRS iy 44 (TS AE HoRs B BR324 20 B 45 SR
75 H 5% #) User Defined S35 thk$% PTP FlexConfig %%, AR5 stith > ¥ ILus N3 sng b
I 5 8 e 73 0 31 B 1 M Bn - Flexconfig (Selected Appended FlexConfigs) %14,

-2 Selected Append FlexConfigs

# Name Description
1 Enable_PTP Qw
mdifRTF (Save).

W AR A BRI Bigs simg, 15 st “fRA7” (Save) NI ¥ 3R B& 43 EC (Policy Assignments)
BERE T BRI AT 40 B o
MR ECE (Preview Config), 2R J57E WX TEAE R IE R — A E 0 BC A% o

FlexConfig SRHE&
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s ERsw et iy (A 30000 [l

RAESE B RIE R A RCE CLI T . 46UF M PTP FlexConfig Xf %4 i iy & B i K&
TIEf . XA S RN R, R IE ST B0 G T BE BT g 10 A B8 o500 28 il
4o XIF PTP 4, EINVAZSE DLW R %

###Flex-config Appended CLI ###

ptp mode e2etransparent

ptp domain 10

interface gigabitethernetl/1
ptp enable

p L I

BT C4% FlexConfig HBE M HCL 504, DRI IR & ool BR0E &, LIRS 0% FlexConlfig
. Aidiak4E (Proceed) LAZkL:H 5 .

FEE e T, T LS A ) il I EE B A . i F R, XS U, ES
FESIE RSB N E , 2R 30 UL,

SIBS (ERG W& LIUE PTP it 'E .
M SSH sz il & S 1h B 5 W %, WiF PTP B :

> show ptp clock
PTP CLOCK INFO
PTP Device Type: End to End Transparent Clock
Operation mode: One Step
Clock Identity: 34:62:88:FF:FE:1:73:81
Clock Domain: 10
Number of PTP ports: 4
> show ptp port
PTP PORT DATASET: GigabitEthernetl/1
Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1
PTP version: 2
Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4

PTP version: 2

Port state: Disabled

FlexConfig SRA% .
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B ot i ins & B shiE 55 5% (1ISA 3000)

anfarxf A IR PR B B B B AE 1455 5% (ISA 3000)

T8 RT LU AR A 5% 8% A3 38 5 0 T Hh SO () 4R A0 32 LU0 2 IAVIAE BT o SCRe IR LUK Sy i 4 11
GigabitEthernet 1/1 F1 1/2 LL & GigabitEthernet 1/3 Fl 1/4, Qi A /2 e 4F LR ML, LA
B 45 LUK R (GigabitEthernet 1/1 1 1/2) SR 55 %

JA A 55 R N A BRI X 2 TR 2 1 )jﬂiii JEH 73 A CLIUKS Sk 2 1 A+ PR
AEFIBT KB Tt DRI Al R8T i 7o ViR il I B 45 1 XU o

7E CLI ¥4 &5 8% SSH 2:i5 7, 1 ] show har dwar e-bypass iy 4 DL EIE 1T IR A o

FHia Z |l
FAERIREAE 55 % -
o WIBRGEE L TRCEAE R — R LA
o IMZBRE  HER BIASH LA FE NS 1 o ASRERE AT ERZ 21 rh Ak 1

FRAT A VAR T 3 A5 ] BRI 1023 T 55 A2 5% 140 U7 i) 4% 1) SKE s P Jl Joln 975 00 A 45 S s, Sk 4% Jm &5 FH TCP 741
SHIHAL . BRIAES R, ISA 3000 245l Hi TCP R VI 45 (ISN) =5 AL S . i
PR EEBEE G, ISA3000 AN FEHR AT, AT BRI E =N TS,
IEEFEER, KT EE R @ TCP &1 . RIMEZEH] TCP ol SRl ib)G, Lt TCP R
BEEHTE AL, RO BB AT DI R S5 i e G EA

B4 FlexConfig X} % LLiG H H 3155 4

a) LEHMR>WREE.

b) M HFEH % FlexConfig > FlexConfig 3% (FlexConfig Object).

¢) Hiiihn FlexConfig ¥t % (Add FlexConfig Object), Bi'# LA FJEME, AR5 AR TE (Save).

* Name- X% 4FR. lll, Enable HW-Bypass.
* #8& (Deployment) - i F &K% (Everytime). EALEREAEE TR IR G E , DA AR AR KR

Bo B A .
« KA (Type) - T EERIAE M (Append). XUy &7 LRI RER I ar 2 2 Ja # R ik
B
. ﬂ%IEi (Object body) FEXGIESCH, BEN S A s os  Ar d5 a2 i, wASa]
e 19 10T 75 1 i 2«

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

BEXS B RSN s -

. FlexConfig SRHE&



| FlexConfig %%

safaTad e A RS R 2 w32 5% 15A 3000) ]

Insert » Ed Deployment: I Everytime - Type: Append -
hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

PR 2 G4 FlexConfig HB& HRK H A FLL 4%

a) PR (Devices) > FlexConfig.

b) siiEREREE (New Policy), ¥ U1 RILH FlexConfig Mg N AL (BLCAHLss) HbRE A,
D L5 G 2 SRS
LEGIEUR (R SEMG IS, V5 5 R SN i 44 (R TEAE ke H FR 18 J3 BU 4 SR

c) 7EH M User Defined SCHFJ&H E A 1455 14 FlexConfig %1%, #RJ5 i > ¥ L 2 Sk ws
IS 52 e 75 0 1 BT B An - Flexconfig (Selected Appended FlexConfigs) 41 .
B Selected Append FlexConfigs

# Name

1 Enable_HW-Bypass

d) AiifR7FE (Save).

e) WIRMIAR A HAR & BLss skms, 5 st “fRA7” (Save) NI f¥I SR E& 53 B (Policy Assignments)
BERE T RIEAT I

f) AiEfSEECE (Preview Config), 2R 7E TR GHE L F— A C A EE % & o

ARG E R AR R B2 IECE CLI PN Bk M55 % FlexConfig X G AR il i iy & i
KBTI XS AETUEEE R SR . TR, RS 20 B ThREPT ) oAt 52 i
R e X TREESS RS, VA% BRI T A A

###Flex-config Appended CLI ###
hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

pz R IE T

45 £ FlexConfig WM M B, IRULRE A ICEINFE 15, DU X FlexConfig 1)
{iE. A4l 4845E (Proceed) LUAKELILE: .

FESRE Se i, BEn] LIRS 203 38 D) il sk R B A S A . R E RN, X — AN EE. 155
B ESIE RSB R, 2R 30 T,

T—F 4
WA EETF U AR 55 s s TR H G, W 22U 4 FlexConfig X5t
s AETEESGET, KR EE N A s A, BARIGR T R AN R T SRA T

FlexConfig SRA% .



. 1T %% FlexConfig 5RH&

FlexConfig 8% |

hardware-bypass manual GigabitEthernet 1/1-1/2
hardware-bypass manual GigabitEthernet 1/3-1/4

* o MRTEIRMSGE, WS AN A2

no hardware-bypass manual GigabitEthernet 1/1-1/2
no hardware-bypass manual GigabitEthernet 1/3-1/4

WG, HER— A — A SN 2] FlexConfig SIS rhf 8 ik,  LUTIFEOC ST f5IE
i LEAE B )5 SR FlexConfig SIS MR IZAT 5o RS T-ah I Se0T, WIRE EE Szl FE LU
UCR LG BRI, A T3l I ik B4 W AT 40 2 4 FlexConfig SRS 1A 52

1T #5 FlexConfig < B&

)

EE A KILH FlexConfig HME KA1 (UG H] 71T ECMP. VXLAN F1 EIGRP .

LB

i FH} FlexConfig % S A1 B RiOA & B O b (R SIS I . T ECMP. VXLAN F EIGRP 3% . HL7E
AT DL A A 0 UT i B X e e o AR T A B0 i, RS- R FlexConfig it
Ho (HAE, TN ULEBLRNS, BUIEAINTIRE (YR58 (Device[Edit]) > #&H (Routing) Ui [fi H
FIPATECE, M\ FlexConfig HHBRFECE . ZAE UL HH B3l BRSNS, EFE O 32408 TR Sms M
FlexConfig iT# %l UI £ . {H2, B4 M FlexConfig F 5k SR KRG . I G R
7, WS T, 541 0

FHI6 Z Al

* i PRIBE ) FlexConfig SENE S FORTH, AR I U7 5 E 2 /0 1 6 ¥t BB,
IR IEIA AT H] o 0 T BA R SRS ) B % A BEATIERS .

o WIRAE FlexConfig A BT B T 5K :
c WRCAEIRE (458 (Device[Edit]) > B H (Routing) L E T 5:ms, WAL KiALTH.

o (EEREINE], RO BRI R . sl EIGRP T4 5271 K - EIGRP Il i FlexConfig
WG ATICE, B EBR &I “#% & 41K (Deviceligting)-> i EIGRP” (Routing EIGRP)
NHMTHCE . £E#% i EIGRP & FlexConfig H 49" EIGRP fit & .

o DRSS R T 280 A AR T B L, WIS I, e . AR,

5 1P BB UCAC ) R E R SAN AT I, A1 —ANF I g0 4, BT bb B in i i g g4,
40 bb_<timestamp> _<integer> . X} T2 AW %, AR IEECE g BIE—.

1% & (Devices) > FlexConfig, X5 stili ZLIT 1 FlexConfig Mg (1) #iE (£).

. FlexConfig SRHE&



| FlexConfig %%
1% FlexConfig 55 & .

FE2 SHEBEE (Migrate Config).

T
TRIFIR)G, EHBEE (Migrate Config) Al FlexConfig 4748 (Edit) LI #CK AT

ELLURESL R, iE%EE (Migrate Config) IR AT ] -
* WATEATE I IE ] FlexConfig CLI.
* FlexConfig & 547 5 FAT FlexConfig % % K1k o
A B FlexConfig S Sk .

$I1B 3 711T% Flex B2 & (Migrate Flex Configuration) %1% HEH, EFEE ) HOT B IC B &, ARG i

E (OK).
B4 Bon MATESSE M. TG, S EEEAE R (Mew Details) 558531 F 8T #4045
(PDF #%: &

PTIBA4 EAERME N, HIERRYE (System) > 4% (Monitoring) > B #% (Audit), 2R s5ili FlexConfig iT
# (FlexConfig Migration) 74 &,

HIR S5 BAFE FlexConfig i RS, WHIEH B S (System) > 14#% (Monitoring) > B 4% (Audit), X5 i
FlexConfig iT# (FlexConfig Migration) i1 5. ZEAFCIEMITHR Y, W ARE (Report) Elx.

FIB6 XNV E (YREE) (Device[Edit]) > B&H (Routing) T I HF I&AIF LT # I B & o

PR T Z FlexConfig H MR B & HRF € WS ICE, 1SR B H P OPAT LR #R A

a) i W& 2L FlexConfig Hilg o

b) A#H & LTI 6 FlexConfig 5 A RIA

c) MEHI FlexConfig Hmg - IR R K] CLI X4
d) Kevees RIS S ) FlexConfig SR o

SR8 RAFIF S ENCE.

FlexConfig SRA%
|



. FlexConfig B9 /A 1237

FlexConfig B9 5£i2 %

FlexConfig 8% |

Ihie EEHL | RE | EEER
RIKMA | RIKMRA
Firepower 1000/2100 F1 | 7.4.1 7.4.1 W AP R it AR GEIAE B I B 1 T gk, AN &
Firepower 4100/9300 [1] Brash st WA IEEREEHT A, Snort NI AD J LA HERHL 25
Bt~ e SRk Brimak.
SR L, SRS TP AE SO, W 6 R0 L 35 T I
R RS, XA BT b AR I AL R R
BOAEOL T, B & AT s 45 320 E R kD e
HEAEMICLI 4. data-plane quick-reload. no data-plane
quick-reload. show data-plane quick-reload status
YEFRT- 4 Firepower 1000/2100+ Firepower 4100/9300
PG RE: ASCRE 2 AR
2. Cisco Secure Firewall Threat Defense 1y 22 % 1 Cisco Secure
Firewall ASA %% 2%.
TR TR 7.3.0 R FIN T XHE Flex B (1) ECMP. VXLAN A1 EIGRP 503 A% 21185 B rhoLy
RS HF
PGt b %E: 1R % (Devices) > FlexConfig> iE# FlexConfig (Migrate
FlexConfig)
B3R FlexConfig Hfy  |7.3.0 (A=Y FIN TN FLEAE A B0 P S G & BFD SRS 10 Bk, H
BFD Jit &' Tl & EIGRP %1% ) FlexConfig 37 S 4 M4 .
MHBRAR 26D A F o 12.5 12.5 MR T 76 B 77 A e P BT S 2 A S ) SR
B3R FlexConfig Hfty |7.2.0 fEE FIN TR AT B A0 H 2 S G B EIGRP (1) 3CFF . Rtk, HITd
EIGRP fit & . B EIGRP W& FlexConfig 37 #5 CLII 4 o
JiER PBR T . 7.1.0 7.1.0 SCRFHEAL FMC HP S ERCE PBR. PIBE, 4 FTD 7.1 S mhiiA
Jic & PBR [ FlexConfig S ¥ T M -
B &4 . policy-route route-maproutemap-object-name.
7F FlexConfig H 5% |7.1.0 fEE SIN T X HEAE FMC 7 S L E ECMP X S ke. BRIk, T

ECMP [X 35 61 g 57 £ .

fiil & ECMP [X 35 f] FlexConfig ¢ ¥ CL IR o

. FlexConfig SRHE&


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html

| FlexConfig %%
FlexConfig 8971 £i2F .

Ihe EEPL | BB |EEER

RIEEA | RIKAEA
i T ISA 3000 13 %11 | 6.5.0 D=3 A LAfH FlexConfig 7 ISA 30001 £ b HC B ARG I (A B (PTP). PTP
KA TR B (PTP) i ST BRI ] SIS, T 1 5 1) D 28 v ) 20 25 ol g 5% () I
Ho Blo ZBSCE R Tk R 4 R ) R S

WAE, AT FVFLE FlexConfig X405 ptp (B2 HIALED) dir & M4 Jm)
114 ptp mode e2etr ansparent 1 ptp domain

PSS A4 show ptp.

#HI1 FlexConfig %f | 6.3.0 (A=Y 7 LHT I A AS HR 48 FlexConfig it B 1 JLANSHRE WA CUFFE FMC H EL4%
% SCRE. 0 S AR AL T IX 4 FlexConfig X%, FHELEHMER, RGHE
BRI S . LR A2 37 FlexConfig X 4RI SCAN 4

* Default_DNS_Configure, ¥ defaultDNSNameServerList Fll
defaultDNSParameters SCAXT % . FLAE, 154 G W B 5k £
PEEE AL E DNS.

* TCP_Embryonic_Conn_Limit, LLA tcp _conn_misc Fltcp_conn_limit
SCAX S o 1EFTD 455K h L EIX L D, 8 n] DAYE 3B h %
(I ) 42 SRS 11 “ =527 (Advanced) IR LRSI 0

* TCP_Embryonic_Conn_Timeout, L.} tcp conn_misc Al
tcp_conn_timeout SCAN % . 7E FTD JIRS5 Sl b fic & IX LL I fE .

FlexConfig 587, 6.2.1 T3

G

RABUFIEZR, #00. REPLALR L% P a1 7 & S FlexConfig
G R BT AT AU RN H 5 A AR Sk M LA BE . K5 FTD S35 A hie
A 6.2.1+ J5, FlexConfig %t % H (1) P BUSAE B AR S o 2 AR
1%

BEAh, AN T LR BT FlexConfig F5E4R -

* Default_DNS_Configurefiti il %5 fg % 1l FH Bk A DNS 4, LAMER T
A AT 30 T B AT A2 B 1 i 2 BRI RE I L4 .

* TCP 4187 :ZE 12 BRI FA A8 B Fe B BTAR L1185 7 0 TC 50 40 B0 02 e I ol
B CLI, LAB1E SYN 72 4t DoSAXH .

* 12 B BRI B B FNSE BRAVAR LE S BE Ay TCP #2424 i M e g
F R I G A R

* IPV6 B&H 22 3R Sk A AR L S REIC B TPV KRSk, DU ke
H SR VR/BH L E RS OR RIS KRSk (ldn,  RVFRHZEH 2, B3

» DHCPV6 BT IZ MU LE A HE R IPv6 BT E — AN (PD
) FI— AN O (BERRGRT S ) .

FlexConfig SRA%
|



. FlexConfig B9 /A 1237

FlexConfig 8% |

Th&e Sl | B | FARER
RICAA | RIRAEA
FlexConfig. 6.2.0 D=3 FlexConfig Djfig ik #E e {i FH FMC KT ASA CLI ¥ Dl fig 8 31 FTD &

#ro VWEIHBESLVFIE R T FTD BE#% B4 Al I — Lo AN (K ASA
hfie. SeDfes e o £ ems b by R AR OB RIS 5. J8RE TAC
IEASCHRFBROAAR .

BTG U B
* &% > FlexConfig

* 3R (Objects) > 3R EIE (Object Management) > FlexConfig >
FlexConfig ¥t & (FlexConfig Objects)

* &R (Objects) > 3 KR EIE (Object Management) > FlexConfig > 32
ARFF & (Text Object)

. FlexConfig 35 B
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