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Fl ec2:pescribeInstances PAMEREMS T BN JE M 1) 50K

£1] 32 3} Cisco Secure Dynamic Attributes Connector £5 & /MY R A9 AWS A A

AT ol e B B B ARA R AR 25K 7, LA Cisco Secure Firewall Management Center & 1% 5])

HlEtE. ARXEEERFE, S0 Amazon Web IR ERRS - o5 T H AR A S N s, 26
17 Wi,

FiaZ |l

LI C R E Amazon Web I 55 (AWS) 1K™ o AT GPHATILERAEIEE 2GR, S5 AWS SCRH
IEICE,

DLEAT W9 235 38 03 A K L P S 0 8 o) AWSS #5546 &

R, ShRe. BMFEMME (Security, Identity & Compliance) > 1AM,
il &3 (Access Management) > Fi P (Users).

mdiRmA P (Add Users),

ER P4 (User Name) 7B, S A TARIHH P 45K

Cisco Secure Dynamic Attributes Connector .


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
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. #II3Z 37 Cisco Secure Dynamic Attributes Connector 84 &/\{XfRAY AWS FH A

26 iiip R - #RIZiIE) (Access Key - Programmatic Access).

7 “UEBR” (Set permissions) FHI T, sili T—% (Next) miANE T F AT U5 BB ;. F JG AT
HeEAE.

WR8  WRTHE, W PRI,

$IE9 LUhHtIERR.

HIE10 st Download.csv, ¥ H IS N & BV H AL,
KRR B —HL 5.

TN dikH (Close).

12 7RSO R A (TAM) S Ze iz, st e &3 (Access Management) > 5B (Policies).
LR3I E%KEE (Create Policy).

L1 {F “OIEEHNE” (Create Policy) JUHH, i JSON.

Ni

1 ° 3 4 5

+ Set permissions

@ i user to . Copy permissions from E Attach existing policies

M  existing user directly

Create policy

Q

FER5 AETBCR A LT 5

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeTags",
"ec2:DescribeInstances",
"ec2:DescribeVpcs"

]l
"Resource": "*"
}

]

}

HIE16 AT T—5 (Next).

LT SEZ (Review).

P18 E “EHIRIE” (Review Policy) TLTH i NG K115 B, 25 M2 KR (Create Policy).
W19 {E “IRME” (Policies) UL b, TEIWERF-BUH N4 B 7 Su& #4FR, 4R )5 4% Enter #.
W20 AU G s .

$£1E 21 hHRE (Actions) > Fifn (Attach).

PB2 WL, EEHRFBR RS P 4, R85 1% Enter .
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FIB23 ISR (Attach Policy).

T—5 M4
Gz AWS &34, 5 19 T,

o aws =z I

£ 32 AWS FIE88
BEAT 55 0518 ] e E0Ks 208 N AWS k2% 3] Cisco Secure Firewall Management Center PLH] F-15 1] #H]
RS I IEAR
FriaZ 8

Bl E /b BA )% Cisco Secure Dynamic Attributes Connector ELAH /MR AWS HI P, 2 17
GO TR AR R

$I#1 & Cisco Secure Firewall Management Center.
P2 i S > SR ERRS > EiEs.
B3 PATLL ME— 184

g, obnmity (ER) | RS e Ak,
- GRSR R, SHEE O, WE TR RIS (Edit) S (Ddete).

S FALLTEE,

=l

15 FA

AR

Chifie ) B ANAA R AME— AR IR -

1t AR

AIEVLY o

12 EN )

&

CBRIANAH 30D, ) M AWS K22 TP WS 1) 6] B

X

Chifie ) BIAGER AWS DBATHS o

e

A

CRhge ) BRIV R

g

A

(5o D HAINE Y]

PS5 HHRTE (Save).
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B Amazon Weh i %5 %2 4B 5 - TR A HURFIS A MOKUR

FI6 it “IRE” (Status) 5 R HEE (OK).

Amazon Web AR 55 & £4HiE 1% - X T HPIRFISENBIEE

Cisco Secure Dynamic Attributes Connector 23445/ & J& 1 N AWS 3 A Cisco Secure Firewall Management
Center , LUEH] -7 il 425 1 S s
Ff 5 B R (A PR

Cisco Secure Dynamic Attributes Connector 23Kk H F* 32/ B fi14F ec2:DescribeTagss ec2:Describevpes

Fl ec2:pescribeInstances PAMERERS T A B A Jm M 1) SRHE

£ %} Cisco Secure Dynamic Attributes Connector 25 & /MY R A9 AWS A A

AT S5 1R ] 1 B A SR A FR IR I 55k /7, LAIA] Cisco Secure Firewall Management Center & I% 3]
AlEtE. ARXEFEEMIIR, WEZS0 Amazon Web [R5 IEHA - T H A BURA S A MESE , 28
17 5.

FIRZ Al

B2 % B Amazon Web [t (AWS) 1K™ o A XCHATHEAEME ZE R, 1EZ00 AWS X 11
M,

DLEAT 9 235 38 03 A1 R L P S 0 56 5 AWSS #5546 &

i, AliRe. SHMIMEHME (Security, |dentity & Compliance) > 1AM .
miliiriE &R (Access Management) > i P (Users).

MEARIMAR (Add Users),

ER P # (User Name) B, S A TAR I P I 445K

rdiiF el 248 - T2 18] (Access Key - Programmatic Access).

e “HWEMMR” (Setpermissions) T, gith T—3# (Next) MiA# T H AT U7 AR )5 94T
BB

IR, ) P S InARSE .

Mt R A,

wiiti Download.csv, ¥ H 7 8 T #3005

R IER R P H L2

miiliki# (Close).
LE GOy N7 i) 45 B (TAM) TUI P ZE 5 rh, 5537 B B 38 (Access Management) > 5k E& (Policies).

. Cisco Secure Dynamic Attributes Connector
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$IE13

ez aws z2azs

R B3 5k % (Create Policy).

TR {8 “OIE RIS (Create Policy) WU, siidi JSON,

LIE15

LIE16
b2 Al
LIE18
£IR19
TIE20
TEN
T2

$IR23

~ Set permissions

Copy permissions from Attach existing policies
b existing user directly

{ U
2 @% Add user to group

Q

Create policy

TEFBUP AN LLR S
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:DescribeTags",
"ec2:Describelnstances",
"ec2:DescribeVpcs"

] 4

"Resource": "*"
}

]

}

Mt T—% (Next).

il B (Review).

76 “AE AL (Review Policy) LI A ATE R IE S, AR5 it EE %K A& (Create Policy).
11 “SHE” (Policies) VUIHI I, {E4HRFBrrhim A\ El il /) g 45K, SR)5 1% Enter .

s A DR D) 2 11 SRS

Ridi3R4E (Actions) > B0 (Attach).

WD, IEEER TR AT 4, )51 Enter #.

R M N SERE (Attach Policy).

T—5 Mt 4
B AWS 8y, 55 19 T,

2 AWS = 24 1%

BEAT 55 T Qe e 0K AWS 22 4= 41 54l K 3% 3] Cisco Secure Firewall Management Center UAH] -5 [7]
s T S (1)

FF6 Z A
PAT AN AT # A

Cisco Secure Dynamic Attributes Connector .


https://docs.aws.amazon.com/managedservices/latest/userguide/about-security-groups.html
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B ooz aws meimssss

© F2 M AWS ORIt R B AT 222 T BT A0 AWS 2] .

o Bt 2 /b A B4 %) Cisco Secure Dynamic Attributes Connector J. 45 5 /MR 1K) AWS I, 2
17 GO PR BRI

W1 & %Cisco Secure Firewall Management Center .
P2 i S > SR ERRSR > EiEs.
PR3 PATLL AL HAE:

g ctmiss (B | RS R L.
o G, EES (), SR T AR R (Edit) Sl (Dete).

SR FALLITE .

& 15 AF

AR (BT ) HaANLFRUAME bR iR E R 28

it AR AL

12BN B BR CBRINH 30 Fb. ) M AWS K22 TP WIS 11 R g
/MR BB BR8] (Pull Interval) fi ok 1 Fb o #8807 LIRS S5 R AR ¢ B AT ] AR 2 P4
BT URNEW B / ME RS RG, AR KR E, W HAEEHEN T, [
e SEUEB MR EAT

Hh X (THe ) HINEN AWS X I AR

AWSIFIEIE | (bFE. ) AT,

£A

AWSTNEZE | (. ) WA %Y,

£A

PSR TFE (Save).
FI6 il “IRA” (Status) 51 BRFAE (OK).

22 AWS AR SR iEiERS

AEB IR T WA Amazon Web k45 (AWS) #1286 %E 2 Cisco Secure Firewall Management Center
RIERE RS, DABEAEDT T 42 SR P A 1
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Azure 35325 - £ FAPRIEAnEE [

HRVEANE R, WS AWS SRS Rt 1 L 5 -
s A RFRA?
« AWS IP Hutik 7
* Fric AWS FEJH
* AWS EbRICHER
© AWS JIz 45 i

HIE 1 G %Cisco Secure Firewall Management Center .
P2 iGN S > B ERRS > EiESE.
PR3 A TUTE*%’M’E:

e vy (O R MR AR
- GREREMERIE R AUEES (D, BURAHTR R II4EE (Edit) iR (Delete).

T4 AL NS .

& |tk

A | (e ) MANLTRAME— bR RS
iR

| .

AA

URL| (b D BRAE-EG 50520 B URL.,

PIR5 iR TF (Save).
FI6 Hifd IRE” (Status) ) BRHAE (OK).

Azure %35 - KT PAURFIS AR EE

Cisco Secure Dynamic Attributes Connector 2 225 J& £ )\ Azure T A Cisco Secure Firewall Management
Center , LI Ty Il 25 i S s

HMEERMEESA
AT Azure FALLFBhAJE 1k

Cisco Secure Dynamic Attributes Connector .


https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://aws.amazon.com/solutions/guidance/tagging-on-aws/
https://docs.aws.amazon.com/general/latest/gr/rande.html

. #1132 34 Cisco Secure Dynamic Attributes Connector £ & /MY PR &Y Azure F§ 1
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o FRZE, HWUE. RURAFIVT F OSBRI B T .
HRIEMER, 152 Microsoft SCAYH A T
* Azure FEFIHLI 1P itk .

P 5 R B AR AR PR

Cisco Secure Dynamic Attributes Connector %3k /> HA715# (Reader) BRI A e S ANEh &8
o

£1] 32 %} Cisco Secure Dynamic Attributes Connector 5 & /N X R B Azure Fi P

SIE9
$IE10

TEN

AT 25 e an ] 152 B BT S AR PR IR 45k 7+, LA 1n] Cisco Secure Firewall Management Center 1% 3]
HEME. ARXEEERNTIER, ES0 Azare EH - T H A BURAI S AN MESE , 25 23 1,

FriaZ |l

BN A Microsoft Azure K . BHITRE, ESH Azure SCRYuE & _F AU

CLAT FH T A7 2 1 54 6 5% 1] Azure 1) o

M5 Azure Active Directory.

AR E R B N A 1) Azure Active Directory 3441

RhERAN (Add) > RZFERR (App registration).

1 ZFR (Name) 7B, A AR N 44 5K

TEME T F AN ST 2L BR ) HoAb A .

R (Register).

R =00k, W TR 5 ID (WFRCY N ID) FFL ID (WRRAHK D)
AR

i3 just-a-test # -

£ Bearch (Cmd+/) « [ Delete & Endpoints [l Preview features
Lo Bl @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

Quickstart
# Integration assistant - Essentials
—— Display name : just-a-test Client credentials : Add a certificate or secret
= ﬁ Application (client) ID : 44%af2cdn ™ ol B ® TN . m o w32 Redirect URIs : Add a Redirect UR

Branding & properties

Object ID el EEE RO R Application ID URI : Add an Application D UR|
3 Authentication
ﬁ Directory (tenant) I : ScdSade s me-as"les » B ol %97590 Managed application in L. : just-a-test

Certificates & secrets
Supported account types : My organization only

Il Token configuration

sk B P IR S A R IE B SR .
MR R RHE A (New Client Secret).
HNERIE R, AR5 AR (Add).

. Cisco Secure Dynamic Attributes Connector


https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
https://azure.microsoft.com/en-us/free/
https://portal.azure.com/
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8113234 Cisco Secure Dynamic Attributes Connector £ & /MR &Y Azure F§ 1 .

P2 E TBONE R SR IR S Y, ANE %A 1D,

Certificates (0)  Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T New client secret
Description Expires Value @ Secret ID

azure-doc-test 12/11/2023 7o upmmn e . Rma ROt D MR b T dEmEs D0

L3 R[MIF] Azure [T/ E00H, AR5 Aid73TH (Subscriptions).
$E14 SERT SR
$IE15 i H ID BB

A Essentials Copy to clipboard

Subscription ID 1 01249b" ™ol | AL ™ 0cd [ _ Subscription name  : Microsoft Azure Enterprise
Directory : cisco-fpiden™ o iR LT ST Current billing period : 6/1/2023-6/30/2023

My role : Cwiner Currency 1 UsSD

Offer : Enterprise Agreement Status : Active

Offer ID M gy Ty Secure Score : Mot available

Parent management group : 5cd5 s m™ w0 Bal™ o * = oln

$£IE16 il (AM) (Access Control [IAM]).

LT S (Add) > RN f 4 BL (Add role assignment).

$IB18  AHdiEE (Reader), W5 idi T—3F (Next).

PIR19  JUHEEN R (Select Members).

B2 AN, SN 4 RR, AR5 g (Select).
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Cisco Secure Dynamic Attributes Connector |

T

Microsoft Azure Enterprise SEIECt members W
Add role assignment

Select (@)
Qj Got feedback? | Just

Mo users, groups, or service principals found.

Role  Members " Review + assign
Selected role
Reader

Assign access to
®u ice principal
(®) User, group, or service principal

O Managed identity

Members

1 Select members

5 Selected members:
Name Object ID

Mo members selected just-a-test
r Remaove

Description

Optional

Previous | [ Next
[z ] =

PR HEEF + 9B (Review + Assign), SR 5142 7R 708 g .

T—5Mt4
1HZ A Azure RS, 26 26 T,

£l Azure EIERS
AT 25 1He a1 i A Azure [i1) Cisco Secure Firewall Management Center A6 504 (12 4%, DU T
U [ 5 SR o
FriaZ |l

B E /> HA GEX) Cisco Secure Dynamic Attributes Connector F A5 /MR Azure F 7, 2 24
U FTIRB PRI Azure FH P
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1E
w

=1
TR 2 Rl B > ISR EEER > EEE

PR3 PATLL AT #5145

tiz Azwre RS EES [

& 3% Cisco Secure Firewall Management Center .

g catmess (B | RS R L.
o G, EES () AR T AR S (Edit) Sl (Dete).

FEA FALLITE .

& 1t AR
BFR CAifie ) B ANALBR AME— BRI 4545 o
15 AR CIpERVER

RRENEIR | CBRIA 30 e D A Azure B3R TP WU I IKG

/N ER B FR AT () (Pull Interval) {04 1 #b. 8507 DURE i K AR B B MR AT AR ZE (MR F&
ATEBA R B ME B ARG, ORI A K, ARG, s
B A AT 9

iTH ID (. D N Azure 1] ] ID.
P ID (WFFe ) HIAF S IDs
BERum ID| (. ) BRI 1D,

BRRE | (. ) MAGINE Y.

A

MiHRTE (Save).

£11 2 Azure FRZ IR %

AT EHE T Wi A Azure Jli4s 25412 F] Cisco Secure Firewall Management Center [FJZE 8 5%, DLt
FEV A SR A o Microsoft 23 J] BB 51X SehR i 1) TP Mkl OCHk

HRVEYE R, 12 Microsoft TechNet | UL X 2% AR 45 k125

6 Aifsk “IRAE” (Status) ) EIRHE (OK).

Irlr \ = o
K1v2 l_ TR

Cisco Secure Dynamic Attributes Connector .


https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview

B o==5 cyber vision =iz

P23

Cisco Secure Dynamic Attributes Connector |

W1 & FCisco Secure Firewall Management Center .
FER2 il R > SIS B EERS > iR
PR3 PUTLL AL A

g catmiss (B | RS R L.
o G, EES () AR T AR R (Edit) Sl (Dete).

FEA FALLITE .

&

L RA

AR

G ) NS FRLAME b U e

15 AR

CIpERVER

1R B8] i

(CERIAN 30 0. ) M Azure K52 1P BRI B (AR .
/M RENEIBRETIE) (Pull Interval) {H24 1 b #&0] LUB & R B 3 B AT AR (. 3
TSN D e IME ARG, RIS A K a, ARG T, s
U AT B

ITHID

(. D N Azure 1] ID.

#HFID

(. ) FAML D,

& Fi 1D

Chifse ) FIALER% ) o ID.

& iR %

A

Chifie ) BIAIEIR ) i ] o

PS5 L RTE (Save).
HIE6 ik IRA” (Status) 5 HF BRFEE (OK).

£ 3E B %l Cyber Vision :F 138

AT 25 18 4] 4445 M Cisco Cyber Vision &% %] Cisco Secure Firewall Management Center -

FHIa Z |l

WA AT MIZAT dynamic attributes connector [¥) 71454115 ] Cisco Cyber Vision. &2 25 %11 H: 1P Mk
Ui RN APT 2541
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https://www.cisco.com/c/en/us/products/collateral/se/internet-of-things/datasheet-c78-743222.html
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#1132 B %} Cyber Vision £1%22 .

HEYE Cyber Vision B HIZEH| & P&k APL %43, 15 5 &2 (Admin) > APl > &h# (Token), 2RJ5 M

FEIR (Show) BUER A, Fh sty L= B4 b 000 W .

1 & FCisco Secure Firewall Management Center.
PR 2 ifnith N > ShSBMEES > EER
W3 PATLL MR AE:

v ahmEiy () | SR R SR
- GREMERIE R AEES (D, R AHTR R II%EE (Edit) iR (Delete).

TEA AL NMEE

=l 15t AR

B CAFR. ) FNZFRAME R IE RS .

kil A .

Cyber Vision BT |t A — TR 7475, DMELER X % K 1% 3 Cisco Secure Firewall Management
£ Center I FRHSK B I Cyber Vision IP #ulik (5 A4 % .

R —A Cyber Vision IP Hisik, Ww] LUt AATAT{], )40 1.

1R BR8] (BRI 60 #2. ) M Cyber Vision FRECHH W 1R I i) [1] B o
He/N AL BRE) BRRT iE) (Pull Interval) {04 1 Fbo #0) UK R fE 18 A AR AT A2 (1)
{Ho FATEMAZNR IR MEBARAG, PUNIR S AR R, ARSI
&, RS FESE NIRRT .

IP (WhTF. ) i Cyber Vision IP Mk,
im0 (hiF. ) % Cyber Vision {5yt .
2hE (. D BN API A,

PIS pidiiliR (Test) H TR MRS Ja PR ORAFIEFE 35 -
FIE6 L RTE (Save).
HBT Wil IRA” (Status) 411 BB E (OK).
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e SEN R SESE 3

VEAESS IR Wi Qe Tah 4E4 1) 1P Mtk i 13, Bk F A 1Rl f - CERIAS LR 20 30 72
EATKLZE o ] LR I B8 bk 3
FHIEZ Al

AL TP bk (P SCAR SO, IR IAE R A Cisco Secure Firewall Management Center 1 7] [] Web
Mg as o TP Ml AT BLEL S CIDR Eonik. SCARSCIFRAT R e — A 1P Huhik.

Bldn, iR RRN ) SRVESIR Y ATREAT AN IP UL, Dy R i “BHIES” AT
REAT 3> IP Mk .

FEASSCASSCAF e %2 T LU SE 10,000 4 TP Sk

)

Qe

Sk Sk
8 S8
(2,] =

AR UE) £ IP Mk 7% (http:// orhttps://).

& 3% Cisco Secure Firewall Management Center .

TR /A > BRI R > R

AT L AT — 14
e sy (R R SRR
 GRAHEUMBRE RS EE S (D, R AEHT AR (Edit) UM (Delete).

N BRRA AL B .
(Wi, ) 7E4RENEIRE (Pull Interval) 7B, B ShA BTSN text SRR R 1P Huhk 405
CLAFP AR o BRI R 30 7.
e /NRLER I BB T 18] (Pull Interval) {54 1 #b . S8 0] DU S R AR B8 B AT A AR B (A (e . FRATTEE U ELfE
B/AMEBAF AR, BOIX S KRR S, mHAGEHER T, TiESSEE AR ES 2.
7 URL FBe, SNBSS 1P bk (454 URL, %4T— URL.
(k. ) AidiRinEME URL (Add another URL) LAY N W i) HoAth URL.
(A%, ) IH 2243 Web 45 88 T BUEP8E, 1845 DL Nk
o piis BREGES > FREL UL ASSRBGE T, 8i, WERICESRIBGET, 15 FaskBGE Bk
WK (CA) BE , 5 43 U TR Fah3kBGE$ .
o piihi RBUES > TR ST DL AR 2 a0l B3 iE s .

iR (Test) A PRI B o PHORAFIERE 25
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o132 itub 3z [

10 SHRTE (Save).
BN R CRE” (Status) FIH BRFHE (OK).

)2 GitHub E3% 35

R 4358 G 4] 1 K5 B 42 3% 3] Cisco Secure Firewall Management Center LA -1 [ 478 il S )
GitHub JE#:88 . 5IXUERRESCH TP Huhik f1 GitHub #E474E97 . AL AR nEas .

HRVEANE R, 1HSH T GitHub (1) 1P Hubik,

\}

AR U)W URL, U TCVER R AL AT 1P ikl

L1 & %Cisco Secure Firewall Management Center o
P2 i £ > SR ERRSR > EiEs.
PR3 PATLL AL HAE:
s WIS RSN bR () ARG R AR AR
G EMREE R AEES (D, RE AT R REN4E (Edit) iR (Deete).

WIF A B ANAFRAA LG

FIRS (k. ) EIREEFE (Pull Interval) ‘7B, BEckahA s thidHads I\ GitHub £ 1P Huhik 45
CRAFP R ) o BRIMEY 21,600 #5 (6 /MR

P 6 LiRTF (Save).

FBT itk “IRA” (Status) 5 BIRHE (OK).

Google =& #2585 - X T H P IRFAS NAVEIE
Cisco Secure Dynamic Attributes Connector 2382 J& ¥ M Google Cloud ‘F A Cisco Secure Firewall
Management Center , EL{EH -5 ] 45 il 5 B
HEREEFAN
A4 M Google = FALLFah& @ 1
< BRZE, ATHI T4 Google 7 WU (KA X o
HRVEAE I, S Google = 3CRY P ) A e FIET BB

Cisco Secure Dynamic Attributes Connector .


https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/about-githubs-ip-addresses
https://cloud.google.com/resource-manager/docs/creating-managing-labels
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. £+ Cisco Secure Dynamic Attributes Connector 275 5 /\iXBR#Y Google = Fi P

s MbRad, A ORI H SIS X .
HREAMGEE, ESM Google 2 SCRH [ A1 4 A FRAR 2 o
* Google z " REMLI 1P Hidlk.

Fir e B S A PR
Cisco Secure Dynamic Attributes Connector 23k 42 /b HATEAK > EFE MR A fe F &R

£JZ X3 Cisco Secure Dynamic Attributes Connector £ 5 5 /\fX [RAY Google = F P

N
SN

A \
S S|
N —

N
8
w

A

PRV TR ]

Sk S Sk SR
B N N M
-~ OO 1 B

SIS

TIE9

AT 25 e an o] 15 e AT SR AR I AR 45k 7+, LATA] Cisco Secure Firewall Management Center & 1% 5])
AEME. FRXEEERYIER, ES0 Google 7iEfAS - T H P AURF S AN RIS » 2 31 1L,
FIAZ Al

LN E W E Google MK o A RIATILERAFITEA (5 B, T2 Google = SURYH B B I .

LU A E 1) 7 B340 8 SR Google ik o

HiiIAM F0EIE (1AM & Admin) > RS A (Service Accounts) > £1|# B 551tk 2 (Create Service
Account),

BALLTER:
* BREMKARER: AR 4Pk i, csbac.
* BRSSMRA 1D: NAER S AR S5 A0 FR e S ME— .
* R PIEEA: A ATE B,
ARSI ITELNE S, 12 Google 2 UK T i ik 55K T o

M) B R4 (Create and Continue).

F R i ISR ERAE, HBIEIR BT R RISk P (U7 AR 7 #45
BTHPAER>EFEMA.

Mii5ER (Done).

ESRER VNI & JRp Ik

s I BN IR S5 IR AT R R B S ().
M EIEEA (Manage Keys).

FHIE10 SR MEA (Add Key) > 817237348 (Create New Key),
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https://cloud.google.com/resource-manager/docs/tags/tags-creating-and-managing
https://cloud.google.com/run/docs/setup
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& JustaTest

DETAILS PERMISSIONS KEYS METRICS LOGS

Keys

£13Z Google =iE#E%E .

[=] HELP ASSISTANT

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading

service account keys and instead use the Workload Identity Federation . You can learn more about the best

way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new ke .
Key creation date Key expiration date

$B11 il JISON.
L 12 it (Create).

JSON 4 R 1ML
SIE13 [0E GCP ERSI, W S HAE T8

T—oHMit4
2 A Google z~i&EHas , 33 T,

£1]3Z Google =E1E8E

FIaZ Al
HELS U Google 2 JSON A% =X 1 e 25k ;- £t 5

HIE 1 G %Cisco Secure Firewall Management Center .

B2 Gl R > SIS B EERR > EEE
FER3 PATLL AT Ak

c e, adsmes ()

ot BCEIERA T T I o

ARG L R AR

G EMERIE RS AEES (D, BRI TR R IV4EE (Edit) iR (Delete).

T4 WAL EE.

=l 15 A

AR Chifie ) FANA R AME— AR IR
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. £1/32 Office 365 1128

Cisco Secure Dynamic Attributes Connector |

& it RA

] CIpvAlg B

RENE | (BRIAK 30 FP. ) M AWS KyZ TP 14 ] B o

[ . L L

i I/ NRLER(E B A 8] (Pull Interval) fE24 1. R80T LUK dg R AE v B AT AR S (e . FRAT]
WA TER B MEWAF NG, BOYX &/A K Eia, mHAGEHE T, a2
BoRE 9.

GCP X | (BT D BN Google = FTTENI GCP X3k, HXRVEAN{EE, 15Z{ Google 2 kY

2 R

BRSZMK | Kl Google z 45K /' ) JSON A5

=

PIR5 iR TF (Save).
HI6 il “RA” (Status) ¥ RFAE (OK).

£ 2 Office 365 X122

AT S5 B AT ol Office 365 Arid GIAEIERERS, MR &l Ai% 3 Cisco Secure Firewall Management
Center LU T 15 Rl 45l 5% . Microsoft 23 J&] BT S e hric (1) TP Huhk e . A LA B8
ek i A R ] Al R A

B[RV B, 52 docs.microsoft.com | [¥] Office 365 URL FI IP MG .

B 1 G %Cisco Secure Firewall Management Center .
P2 i nd £ > SR ERRS > EiEs.
PR3 PATEL T #84E:

e, otwmity (ERB) | RS A,
- GRSR R, SEE O, WE T ARSI (Edit) S (Ddete).

T4 WALLITER.

fa 568
& CIBTo ) HAGFRAME U ERE R
28 .
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https://cloud.google.com/compute/docs/regions-zones
https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
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vCenter 325 - £ FAraRisAngE [

(=l 15 B
1= BN E) R CERIN N 30 BB o ) M Azure K22 TP 1SR (1) 1) B

/M ER B PR A (8] (Pull Interval) 2 1 Fb. mT D S5 KA B B D0 A T AL A 4L
PATEA LR o MEBAF AR, UMK S A i, 1 ARSI LT, W)
RE SR AR AT 9

K API (hTFo ) HINEEMAKZR Office 365 15 EL URL (WHRILEERIAEARD o AKX
URL PEARME R, iF 2 W Microsoft SCRY %G & /) Office 365 IP #ili- A1 URL Web 55«

&R (5. ) MFIERA, Sdsill Ak, A XCHEAE R, 20 Microsoft SCR 3 £
I¥) Office 365 IP il F1 URL Web Ii55 -

BRAWTIEIP | (0BFH. ) HIA true 5 false.

PIR5 mdRTF (Save).
FIB6 it “IRA” (Status) 5+ R HEE (OK).

vCenter E#%=% - X TH P IRFAS B EIE
Cisco Secure Dynamic Attributes Connector 234 8/ J& ¥ M vCenter T A Cisco Secure Firewall Management
Center , UV Il 45 5 S o
HEREESA
FAI2s N vCenter FALL BN JE
* BIERS
* MAC Huhk
« IP Hfik

o NSX frid

Fir e B S AR A PR
Cisco Secure Dynamic Attributes Connector %K 22 /b HA RUSRR I H 7 A e S A& @ 1.

£1] 32 3+ Cisco Secure Dynamic Attributes Connector2 A & /"X PR B vCenter F§ P

AT 288 an ] e B LA T AR AL R A R 25k ), LLI) Cisco Secure Firewall Management Center K 1% 3))
AEM. BxRIXLEERFIER, S0 vCenter ZE4E4s - ST BURFIS N SR , 2 35 T,
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https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

Cisco Secure Dynamic Attributes Connector |
. #)Z %t Cisco Secure Dynamic Attributes ConnectorE. 5 & /)\iXBR B9 vCenter Fi

FHIEZ Al
A2 LB E vCenter IRSTAIK ™ o A RPATILERAE TR, 1521 vCenter SUASH1 )95 vCenter
JI 55 s 2R B

S DA 545 5 5 vCenter,

$£2  ilisk#E (Menu) > B2 (Administration).

HIB3 AELEMERS T, S B S B F (Single Sign On) > i A#14H (Usersand Groups).
WA MG (Domain) IR, AUl AR LA IIH

LS SR MAR (Add User).

TR6 ARG, )5 AR (Add).

EAM A kg, i e)4% %) (Access Control) > £ 5% FR (Global Permissions).
SW®8  AEHRm ().

$IBO  {EFP (User) 7BoR, Sl e Il 802 7 9 vCenter 3811 4 FK o

R0 ERTESD, WmANS 20550,

LN NAE (Role) Fikd, fidiRisE (Read-only).

PIR12 P RIER FI LG

k

N

Add Permission Global Permission Root %
User vsphere.local
Q just-a-test
Role Read-only

Propagate to children

| SARNSRE ‘n

FB3 J#E (OK).

T— M4
1HZ 6 vCenter LS , 55 37 Ui,
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https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vcenter.install.doc/GUID-8DC3866D-5087-40A2-8067-1361A2AF95BD.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vcenter.install.doc/GUID-8DC3866D-5087-40A2-8067-1361A2AF95BD.html

| Cisco Secure Dynamic Attributes Connector

£1)3Z vCenter E1E 85

AT TH R W] ) VMware vCenter B F: 4%, MIMH4 i A 1% 2 Cisco Secure Firewall Management
Center PAH U5 [l 45 il S s

FF6 Z A

£1/32 vCenter JE1522 .

IR A ZAGAENE TS 5 vCenter B4, 1§ 2[4 T sl 3RBUEBAUA L (CA) 4E , 25 43 T,

11 5 FCisco Secure Firewall Management Center.
FR2 i £ > SR ERRS > EiEs.
FE3 AT L ME— 181

g, bnmity (ER | RS e Ak,
- GHRSUNRER . SEES G) , RE AT AR (Edit) SR (Deete).

FEA AL E R,

& it BR
AR Chifie ) HNAAFREAME PR IER s
15t AR BN T IE IV o
HE BN i8] (BRH 30 #0 D) M vCenter 2% TP WIS 1) 1) B o
/N BRI R A (8] (Pull Interval) {4 1 Fbo 87 UK S KA BB AR AR R4
T TR AR i MR KA, PR AR, ARG T, maE
R FPE N TEAT T
E# (e ) HINLLFAERE 2
* vCenter ) 584: filiE EHL4
* vCenter [#) TP Hbdik
o (k. ) Al
WHIMANTTE (B https: //) BAKRRHAT.
%41, myvcenter.example.comif 192.0.2.100:9090
AR (ifie ) AP BA XA PRI 4. &K RS,
iy (e ) BRI P R
NSX 1P W RAL T vCenter M 2% 22 4 nf MAL (NSX), AL 1P Hudik.
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B o vcenter 5z
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=l

L RA

NSX B/

N2> BATHZ U TR NSX I I 44

NSX ZE#Y

BN NSX-T.

NSX 283 | % A\ NSX H /7 (K350,
vCenter iE | %45 LA Nik$E:
+H

* MRS FR BT (CA) B8, W T RPUIEBAUA NI (CA) B, 28 43 1l
Jrid

* R 3RER (Fetch) LA B3RS, B0, WERTCIAIRIBGIEFS, 15148 T-2h 3k
UEFAUR MR (CA) 85, 55 43 TP g T-3h 3R BGIEFS .

* il FREGES > 3R UL HZWRBAEF, o, R IEHERPGESS, 51 T30
RPN (CA) BE , 55 43 T Bnd T3h 3R IBGIEF .

o il FREGIES > MICHRI BT DL AR 2 T T 3 uE 5%

Name*
Descri

Domai

IP*

Port*

User*
Password™
Secondary IP
Secondary Port

Secondary User

| Test |

FMC Server Certificate®

PR 2 B 3R BGIE F BE K7 B

Add FMC Adapter

Certificate chain was successfully fetched. e
Here are certificate details (priority order descending)

firepower

14733

rest

firepower

14833

Secondary Password

updated 3N CERTIFICATE---- p

JETTRAGHETIB KL+ CA B4 WRRALT LU WAL .
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g1 Webex 2% |

Certificate chain was successfully fetched. e
Here are certificate details (pricrity order descending):

R T I XAy RIRBGIE P, &0 LTS 3REGE 4%, 0 Th3kBUE B AN (CA) B, 4
43 IR

YIS LN RTF (Save).

£l 2 Webex 1&31%35

B 2358 Gn 4] 1 K7 B 2 3% 3] Cisco Secure Firewall Management Center LA -1 ) 47 il S0 1)
Webex &4k, GIXLEAREEICHEM) 1P il Webex BEATHES . A DB )7 @8 it 5828 .

HRVEANE R, 152 Webex Calling (131 127 .

1 & FCisco Secure Firewall Management Center.
PR 2 it N > SSB MRS > EIER
I3 PATLL MR AE:

v st () | SR e R SR
o GEEEUMERER R AHES ), AR AEHTAR RIS (Edit) SRR (Delete).

FEA FALLNMEE

=l it AR
AR Cifie ) BN AL FR AME — bR He s -
15 AR AE LT .

IREN &) B (BRINH 30 F. ) I\ Webex 2% 1P WL (1T KR
/M ER (B FRET (] (Pull Interval) {4 14D 8 m] LUK s KA B0 0 AR AT AR M
T TR VA EERE I ME AR, PR B R R, mHAAEEL R, "]

RES PR RRAT B

EEMME | (WF. ) bFH. O HEIE O LSRR 1 IP .
IP

FIRS ik (Test) JFaf ORI K G HORAFERAS -

Cisco Secure Dynamic Attributes Connector .


https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling
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B o2 z00m iz

FIE6 M RTE (Save).
HIET ik OIRA” (Status) 5P BRFEE (OK).

£1| 22 Zoom 1EIESE

R 4358 G 4] 1 K5 B 42 3% 3] Cisco Secure Firewall Management Center LA -1 [ 478 il S 1)
Zoom ZEHLHE . HIXIEFREICHLN) IP Huhl 1 Zoom HEAT4EY . AN G S A B E L IERS .

ARVEME R, WS Zoom 2% Bj K 3 BAC I IR 55 95 60

PHIE 1 G FCisco Secure Firewall Management Center .
P2 Gk S > S EMERERS > EiEsE.
FI'3 PATLL AL 4E:

g cutmiss (R | RS R L.
- GRS, GEES O, S T AR 4R (Edit) S (Deete).

T4 AL E .

& 1t AR
AR CAifie ) BT AABRAME— AR AS -
152 AR AT

1R BN 8] [ CERINH 30 B8 D) M Zoom KrZR TP W) 1 1A B

I /NRLER B BE B (8] (Pull Interval) B~ 1 Fbo 480 DK B KA e & A AT AR B (E .
FATE VAW B/ MERR ARG, BARS AR ERE, mHEGHBEN T, T
e FEUE M =AT 9.

EEEME | (LW ) WEIECHH R R AR K 1P bk,
IP

PES fMR (Test) JFAf ORI G AR A7 B -
PIR6 AR TF (Save).
FET Wik ORE” (Status) ) ERFRE (OK).
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https://support.zoom.us/hc/en-us/articles/201362683-Zoom-network-firewall-or-proxy-server-settings
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agpsrteEs [

BIENERIET IR

i Cisco Secure Dynamic Attributes Connector 7 [ 5)25J& ik i€ 4% 25 7E Cisco Secure Firewall
Management Center " {7 2k i 757 [l 72 1 S g oA FH I B AR e lln, %8 n] ORI 253561 16 AWS
k55 107 BB R il 4 Microsoft Active Directory HH e SCIRIIA 4520 J 53

\}

R BB W SCA. Office 365 Azure RZ5HRZE . Webex BiZE U QB AE ML pESS . XA
ARG AR E Ay 1P Huhk,

ARV AR AR S 1S B A T Sh 25 s Mt e R G s I 4 AN - 555 47 1L,

FHI6 Z Al

QRS 15 1T

{EI-
i

LI 1 % Cisco Secure Firewall Management Center.
$122 1% i &£/ > Dynamic Attributes Connector .
$IE3 Lish SRS E S (Dynamic Attributes Filters) 3.

s WNINFTIL eSS ik AN (.)
 GEBRMERIEIE R A BS (D, RIS MT KRN (Edit) SR (Delete).

T4 AL EE,

I 1% AR
EN FHT-AEV5 0] $5| S 8% A Cisco Secure Firewall

Management Center X R HL4 (SMERIE 1
(External Attributes) > 753 % (Dynamic
Object)) HriahALJESR (HEABIEXNE) 1
ME— 4K

B FESZR P o BT (N RE AR (K A4 B
7T

'L%E)ﬁlj':l uJ\JJIJ (. )

PS5 BRI A, WAL R
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B osrrmEsme

p g

TR

$IE8

_j]lb\}% |$ :)’:E

Cisco Secure Dynamic Attributes Connector |

=

152 AR

w4

s AR AN

B NIEFR AR

et

R EUR I

* &F (Equals) 2 F# Y] S {E5E 4z LR
* 8% (Contains) 2K SEILAC (A RAA K

FEATES P IR

fH

HTEE (Any) BLEER (All), K5 Si& T
A EAME. ASERMEAME (Add another
value) DA [ 25 i) HH 8 I

s B RFSE (Show Preview) LU {7 Atk [FI ) 19 2% B TP ML hE K 514

1 EA, RLRTE (Save).
(Al

) Y6iIF Cisco Secure Firewall Management Center 1 34514 .

a) B/DEDLRA PSS P B3 % 5% Cisco Secure Firewall Management Center o
b) MidiXf & (Objects) > ¥ & & (Object Management).
c) fELME M, MsMNERE T (External Attributes) > 753 & (Dynamic Object).

ROIFEEEIFSY i R ) VA TR IR B

L]l

AT T R E S S m

vCenter

i
S N R 7 N

Edit Dynamic Attribute Filter

Name*

Query*

(all)  network eq

> Show Preview

PAR sl s T A6 OR 41 =

. Cisco Secure Dynamic Attributes Connector

N VLAN.

FIEARI) Lol

(any) myVLAN

—

Connector*

vCenter

Cancel ‘

AN ARV EE = EHL P AT A
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Fapmirsmenica s ]

Add Dynamic Attribute Filter

Name* Connector*
vCenter hosls vCenter

Query*

eq (any]) host-2868

host-2869

(211)  host

—

host-3780

> Show Preview

Cancel ‘

~f5l: Azure
PLUR 7~ Bom T — A4 nic A 45 1 T 1 IR 4525

Add Dynamic Attribute Filter

Name*

Connector*
Azure Finance

Azure
Query*

(20 Finance eq (any) App
L

> Show Preview

Cancel ‘

fl: AWS
PLR s s 17— {54 1 ) FinanceApp.

Add Dynamic Attribute Filter

Name*

Connector*
AWS

AWS
Query*

(211)  FinanceApp eq (any) 1
L

> Show Preview

Cancel ‘

FNIKEGEF M % #1449 (CA) &

FEFAE R IEE A SR BOIEB WUR LR BE, A LUR B0 S8 52 R e — 3R] T 22 4208 #2 31] vCenter
L.
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B =osemesmsain cn s

WP EARUEBAITE M EIET .
B LLERE L PR R — &R DL W4
* vCenter 8}, NSX

D

5% BYIE 4% - Mac (Chrome #1 Firefox)
AL AE Mac OS 4§ JT] Chrome Al Firefox 3] % 28 K SR EGIE P55 .
1 AT & M.
2. WALUTR A4
security verify-cert -P url[:port]

Horp url J2 vCenter B¢ & #EH0 1) URL (5% o Hil:

security verify-cert -P https://myvcenter.example.com

o A NAT 8k PAT 17 5] vCenter 8%, B BEHLy, W] LU0 J7 2075 0 17

security verify-cert -P https://myvcenter.example.com:12345

3. AU YR OAZ B AL A

s WL ----- BEGIN CERTIFICATE----- 1 — END CERTIFICATE----- ST .
o HEBRATA JCORHISCAS (B, E P ARAISRFES (< and >) A T SCALL R $E
A,

4. %} vCenter B 2 F .0y B IX LTS,

FEENIIEH %% - Windows Chrome

A BREFPAE Windows EAT ] Chrome 3 ' 25 A SR IUIE 58 .

1. fliH] Chrome %3 vCenter I L rf s

2. AEWSE AR HUAEA T R LA 2SR B A

3. MiiEP (Certificate).

R IAERETZE (Certification Path) I .

AGEUE BT CRIEE—AN) U1,

M EHIES (View Certificates).

7. AFERER (Details) EIR .

8. riiiEHIBIZH (Copy toFile).

9. IZMELROIEE S EANMIE B AE R CER MR S0
M ARGHR LR T S, i Base 64-Encoded X.509 (.CER), il FEfiizR.

o u &
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Fapmirsmenica s ]

€ ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel

10. PR BT .
11 7ESCARGRERAR T TFUES .
12, HEFHE T IET EE E RE
S DA ZT AL 34 B ANE TR I 2 SO A B
13. X} vCenter B¢ Bl rp0y H A IXLUT 55,

$REYEF 4% - Windows Firefox

A LA R A2 Windows B¢ Mac OS _E [ Firefox i 55 2% K 3K HUIE 154 .
1. Afi}H] Firefox & 3% vCenter 2 & FH L

2. i BN 2R AR .

3. miiAEk (RETREEFEMRER o TEERT —Arbl.
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B =rosnzmsemasyg

o 0 &

©

9.

10.

7Ei7 10)3= % %R

B "0 https:/ ] ionld=vsphere.core.inventory.se

Site Information for

Connection verified by a certificate issuer
that is not I'Ecﬂgﬁiled by Mozilla. Show connection details

Clear Cookies and Site Data...

i E& {58 (MoreInformation).

M EHIES (View Certificates).

U SRR IR HE 0, 5 S TR LT, 33 A S T CA R RV PR I LT
WEh#| “ HAb” (Miscellaneous) #4) -

Hdr FEATHR M PEM (%) (PEM [chain]). FEER T —urfl.

Miscellaneous

Serial Number 50:E0:3D:46:00:CO:A6:A6:87:AAOA:BA:3C:C4:11F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

PRAF A
*F vCenter By, 45 rp0y T H X LLfF55,

REEPIERMTIR

i1t dynamic attributes connector, AT LAZE D I 2 KLU h L B sh AL JE %% (£ Cisco Secure Firewall
Management Center " AJ # N 8hZ& X %) o

KT EfEE 0 B s 7SI R

EAIE A RIS ey R eSS E Mt vE4s 2 5, &% 44 185\ dynamic attributes connector
HELX F Cisco Secure Firewall & H 25 .

T n] LLLE VT i) 325000 i 31 75 B 14 (Dynamic Attributes) B35 i F4d X S8 5h A0t %, XL T
{2 bRl (SGT) 770 #8nT LK shaS T i i A el B AR g s B, e ) 4285 BH 180

e, A
F o

AT LUK 55 B A G o H AR v, DAREL ko DG PR U v At 2% A PR 0T 5 075 i 4 55 Al
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gRsEEnEskepazsan [

\)

AR SEANEEN DA, Office 365 Azure IR95HR%% . Webex o4 BIE SN AR MEL Mg & . IXLLRAYIK
MBI E O TP ik,

{8 F 375 I8 T T iR 25 R €132 177 [a) 4= ) AL )
AR AT AR R CRIER A % L H DI EN & I Bk ) DIEEY) b
g,
o B

QU Eh AR E ML uEas, WIS SIRIELES: , 5 41 0P,

\}

R OBARE N WM SCA. Office 365 Azure HRZ5FRZE . Webex L4 B Qs A B M pE S . X EZRIU Y
G SRAEE CR IP Huhk.

PHIE1 G A Cisco Secure Firewall Management Center

IR 2 iF A SRR > T R SIARRE > 1 B 4E .

WX 3 sl Vi SRS S5 dmiE (2

PR 4 SGHRMM (Add Rule).

$B5 7B M (Dynamic Attributes) I .

$IB6 /£ “nl B TE” (Available Attributes) #2r4, AdisE P75 3SR (Dynamic Objects).
TR T AR

Cisco Secure Dynamic Attributes Connector .



Cisco Secure Dynamic Attributes Connector |
. %% Cisco Secure Dynamic Attributes Connector

Add Rule Q
Name Insert
Enabled into Mandatory v
Action Time Range
Allow v =] None r  +
Zones Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Attributes (= + Selected Source Attributes (0) Selected Destination Attributes (0)
Q, Search by name or value any any

| Dynamic Objects

FinanceNetwork | ~ Hestnaton
W

BT IR 2 7R T — AN 444 FinanceNetwork HIZNARK 4, %6 %X W F Cisco Secure Dynamic Attributes
Connector "G ()5 A & PEId JE 25«

IR T WP A I 2005 a8 H AR 8k

WIS WIRFEZE, AR L A A

T—¥Hita
(Cisco Secure Firewall Management Center 4Bt B 481 ) 80 & HERLN 411

2% Cisco Secure Dynamic Attributes Connector

IWRIEAR TN PR EXN S, 1T LAAEHA] Cisco Secure Dynamic Attributes Connector "1 Cisco
Secure Firewall Management Center , #1LA FE45H fiTik.

BB WRMWAT K, W% Cisco Secure Firewall Management Center o
1B 2 i T &£/ > Dynamic Attributes Connector .
PR3 W33 22H.
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&£/
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£z

=)
>
:T‘]

i

SITHITEEHERR

gt [

N T B R EAT e s R BR A AE SR TAC,  FRATTERAEL LUR sk TR . ZEHNXE T A,

5 LM P 5 47y 51247 dynamic attributes connector ] Ubuntu 4L .

WERSIJKE
T & dynamic attributes connector Docker 2828 (KRS, EHIALL Frd:

cd /usr/local/sf/csdac
sudo ./muster-cli status

A
TR RN IR
CORE SERVICES

Name Command State Ports
muster-bee /bin/sh -c /app/bee Up
127.0.0.1:15050->50050/tcp, 50443/tcp
muster-envoy /docker-entrypoint.sh runs ... Up 127.0.0.1:6443->8443/tcp
muster-local-fmc-adapter ./docker-entrypoint.sh run ... Up
muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp
muster-user-analysis ./docker-entrypoint.sh run ... Up 50070/tcp

CONNECTORS AND ADAPTERS
Name Command State Ports

muster-connector-o0365.1.muster ./docker-entrypoint.sh run ... Up 50070/tcp

=1t B8 E# /350 Cisco Secure Dynamic Attributes Connector Docker 22
WK Imuster-cli status Fi7x 284 O ¢ A EGAE H B ) U 50587 3 sh 28 48, BT U AN LT A 4
5 1L IF A 8

cd ~/csdac/app
sudo ./muster-cli stop
sudo ./muster-cli start

BOEEIR

cd ~/csdac/app
sudo ./muster-cli start

BN AER BRI FE 4 RS HERR S
R EER TAC BSUXAEA, 58 AR H &0 S IR o =R e fF, a0 R TR

cd ~/csdac/app
sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

e 5 SO 44 4 ts-bundle-timestamp.tar H7E[R]— H sk 1 .
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B =assmnmumng

IR EIR T SEHE R SO DA RS HE R SO I H
NE EERIHAR
/csdac/app/ts-bundle-timestamp/info eted B EE N 2

/csdac/app/ts-bundle-timestamp/logs RBEH B

Icsdac/app/ts-bundle-timestamp/status.log | 3 SRS BOA RISk
x

AN

k3 ) ViR
U SR A E SN T Ty AR G AR, AT DARE D B 28 o T it

cd /usr/local/sf/csdac
sudo ./muster-cli versions

T

CSDAC version: 1.0.0
CONTAINERS VERSIONS

CONTAINER | APP VERSION | COMMIT
muster-bee | fmc7.4-13
944d50c6c384567693d6eccbal31420deb7f6ce2f
muster-envoy | fmc7.4-25
5e5f6d83164ad4acbefbbl06aa39%e2e3f68£fa738f
muster-local-fmc-adapter | fmc7.4-17
c5902£818baa8e27d7c0b8027490dcacc28c0168
muster-ui-backend | fmc7.4-64
165a1£f5£0d763aa75829a30b5£fbddf0012682b6
muster-user-analysis | fmc7.4-43
63cd64e29a92599908c3eb684d91e9£685d8c740
muster-connector-o365.1.muster | fmc7.4-8

28£075d315c8867£6670828970c9fbad35fa89cc

#lhn, 2% Office 365 ¥4as i HITHIK, THMALL T i

sudo ./muster-cli container-debug-on muster-connector-o0365.1.muster

A Z AR R, TR AL Al

sudo ./muster-cli container-debug-off muster-connector-o0365.1.muster

353iE Cisco Secure Firewall Management Center B 5753 &

BLIGUFIEHE A% JE 5 IEAE Cisco Secure Firewall Management Center FAIEXT%, %A LLLE Cisco Secure
Firewall Management Center | DL # 53 S 4 H LL R i &

sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

B R B

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServiceImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]

**% ID : 18b25356-fdéb-4cc4-8d27-bbccb52a6275

** URL: POST /audit

{

"version": "7.1.0",
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"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",
"data": {

"userName": "csdac-centos7",

"subsystem": "API",

"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d%ed49b625f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a new

resource being created",

"sourceIP": "192.0.2.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9%9ed49b625f",

"time": "1629981695431"

}I
"deleteList": []

}

S SRR OHITHEHRR
WAFZ51HE I 4 Cisco Secure Firewall Management Center”t il i b £l B SC A o

FHia Z |l

B IRMEEHERR Y se 415 B, 121 (Cisco Secure Firewall Management Center 75 FEFR ) H [
B — .

PHIE 1 G FCisco Secure Firewall Management Center .
FIB2 il B (3 > BTROR > .

PRI ALeEkh, il BAEEE L.

TR A rGLNRK REFIHPEHEFRIERIER .

$® 5 il Generate Troubleshooting Files.

P 6 KRS BB TAC BUAE 1 Beta Wi Pp I 01 o

— e .~ ~ A3 \}
F 23X BGEP A& #1443 (CA) 5
FEFA L B s 3RBGE AR AR EE, A4 LR a4 e R & — SRUH T %2 2 1E #:31 vCenter
B H AL,
UEFVBE AR UE T R T A M IE TS .
AT LUE R L N R P 2 — & B3I DL N k&
* vCenter BY NSX

AL
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B =osmirsmsn ca s

$XEUEH 5% - Mac (Chrome #1 Firefox)
i R P 4 Mac OS _EA# ] Chrome F1 Firefox 3 Wi 4% 2K $REIE T54%
1 TR
2. AL A
security verify-cert -P url(:port]

Horp url /2 vCenter B¢ ¥ AP0 ) URL (B35 ZE) o Hill:

security verify-cert -P https://myvcenter.example.com

i A8 NAT 58 PAT Vjin) vCenter 5%, B BEACy, W LR 7 2075 s 11

security verify-cert -P https://myvcenter.example.com:12345

3. R EEANUE-PHE R AT BIZESCA SR

LIREIR iy < p— BEGIN CERTIFICATE----- 1 — END CERTIFICATE----- S FETT .
o HERRATA[TCoR I SCAS (i, E P ARAREES (< and >) A& FHTAR SCA DL R R FE S
A,

4. Xt vCenter B, B HE A0y B IXE(T4%,

FREWIEH $ - Windows Chrome

{8 27 E Windows [ 487 H] Chrome 1 W25 SR HGIE 1555 -

1. f#iJH] Chrome %% vCenter 5 E B0y

2. R G AR ARE b sl LA e B B A

3. MidiESR (Certificate).

4. P AERETE (Certification Path) T

5. RUEBEEBTERE CRIEE—AN) GES.

6. mEFIER (View Certificates).

7. rG¥HER (Details) EiR

8. sliliEHIZ|3H (Copy toFile).

9. IZMELR OIS HEAMIE T AE R CER M CIE P S0 .
MAGHR B S SR U, A5 Base 64-Encoded X.509 (.CER), 1 FEI iR
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€ ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel

10. PR BT .
11 7ESCARGRERAR T TFUES .
12, HEFHE T IET EE E RE
S DA ZT AL 34 B ANE TR I 2 SO A B
13. X} vCenter B¢ Bl rp0y H A IXLUT 55,

$REYEF 4% - Windows Firefox

A LA R A2 Windows B¢ Mac OS _E [ Firefox i 55 2% K 3K HUIE 154 .
1. Afi}H] Firefox & 3% vCenter 2 & FH L

2. i BN 2R AR .

3. miiAEk (RETREEFEMRER o TEERT —Arbl.
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& =0 https:/

Site Information for

Connection verified by a certificate issuer
that is not I'Ecﬂgniled b‘y Mozilla. Show connection details

Clear Cookies and Site Data...

4. SiEZ{ER (Morelnformation).

5  AiiEFHIES (View Certificates).

6. WAL SRR R HE AL S IR U, 6 A S TR CA R N R IR G
7. EHF] “HAL” (Miscellaneous) #55.

8.  mii FEATHH PEM ($8) (PEM [chain]). FEERT 4wl

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:A6:AB:87:AA:OA:BA:3C:C411F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. RfEAS
10. Xf vCenter Bk 45 B Hf0y T IXLEAF5

T f&¥%" Cisco Secure Dynamic Attributes Connector, A4 22 AE 274 (1 AN 45 . LSk dynamic
attributes connectorf it &k A Hi2 i (1 i 55 Ay 11, AH A DA Z0U B DRIy A P AN 22 52 3 Mt

45 dynamic attributes connector 1 Cisco Secure Firewall Management Center £i7.J- [/ — AN %%, f&nf
LI#+ Cisco Secure Firewall Management Center i%$#% %5 dynamic attributes connector AH 7] i) 32 {R 3 4
TS 99 2%

TR EE B, WIBRGEERIALINE . B, BT RIEE I, #i0Rves Z mREmE Az
HBLPIT . BHIESCZ BB B, 1520 A sUiigi ik 55 (DDoS) s ) A Kt .
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BEAMIZEANZEK

amE Ex [

BIAMESL T, dynamic attributes connector 23 e & >4 487 F % 11 443/tcp (HTTPS) _|-f#) HTTPS i@ id A
M 55 Firepower R40IH15 . U1 R AF 2 dynamic attributes connector FLfE15 i) BLEERY, T nJ DARC

EACRE IR S5 4%

DL B4 35 4048 dynamic attributes connector 2K 55 Cisco Secure Firewall Management Center 14k

HR R 45 %8 1815 H9 URL.

& 4: Cisco Secure Dynamic Attributes Connector if7 ja) & X

URL =
https://fmc-ip/api/fmc_platform/vl/ S IIE
auth/gener atetoken

https://fmc-ip/api/fmc_config/ GET #1 POST &% %
v1/domain/domain-id/object/dynamicobjects
https://fmc-ip/api/fmc_config/ vl/domain/ NN
domain-id/object/dynamicobjects/
object-id/mappings?action=add
https://fmc-ip/api/fmc_config/ T 1 ke
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

3% 5: Cisco Secure Dynamic Attributes Connector vCenter i3 2] 3k

URL 5
https://vcenter-ip/r est/com/vmwar e/cis/session | & 43 I8 iE
https://vcenter-ip/rest/vcenter /vm IREL VM 15 &

https://nsx-ip/api/vl/fabric/virtual-machines
vm-id

AR REAUBLICIR R NSX-T Fr%s

M DockerHub i #%%| Amazon ECR

Cisco Secure Dynamic Attributes Connector HJ Docker B4 I 4E M Docker Hub iX#% %] Amazon Elastic
Container Registry (Amazon ECR),

TAE DB B, SV L B K s AR V7 ) LR BT URL:

* https://public.ecr.aws

* https://csdac-cosign.s3.us-west-1.amazonaws.com
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https://hub.docker.com/
https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
https://public.ecr.aws
https://csdac-cosign.s3.us-west-1.amazonaws.com
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. Cisco Secure Dynamic Attributes Connector 87 12 &

Cisco Secure Dynamic Attributes Connector Azure if7 ja) Z 5k

dynamic attributes connector 2> i F N & SDK J5 1A SR SEBIE 5 o X 2L Tk 24 I 1
https://login.microsoft.com (H+ G345 UE) A https://management.azure.com (] FIRIBUSEHIE E)

Cisco Secure Dynamic Attributes Connector B [/ 5212 5%

The EEPL | R |EEER
RIREA | RIEEA
WA 7.6 7.6 AWS Z24H . AWS Jil%5Fr%5H Cisco Cyber Vision

XLETERER W] LG JURI A Fp i 4% —FF R IL A Cisco Secure Firewall
Management Center 5754 % o

FMAH dynamic attributes connector IR BN AN S, TEAHH 3.0 ik
(A 1 2 2 J MR s

Cisco Secure Dynamic |7.4.0 7.4.0 SINT ILIhRE,
Attributes Connector

Cisco Secure Dynamic Attributes Connector JI/E & 7 Cisco Secure Firewall
Management Center™ . 4 7] LLZE U5 [l 44 il U 4 F dynamic attributes
connector NFET = HI°F & (411 Microsoft Azure) FRHX IP Hutik, 117G
il BT R .
TR B
* b7 ShBEFE Y dynamic attributes connector : 55+ Cisco Secure
Dynamic Attributes Connector , 25 1 1T

* J1t37. dynamic attributes connector:  {Cisco Secure Dynamic Attributes
Connector It & 57 )

BIME G b5 & > Dynamic Attributes Connector
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HithiE S EIRRA A
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