EHFMH IR

PR @B AT R LS I £ 8 -

o MER: ENEIRSE , 2B 1T

o ENLBHIRIER AR A E . B2 T
e ZGE T LRI I ENLEE RS, B2 T
s YU ENIEAERSE, B2 0

o ARG, H3 T

o EHEAZGE , 510 0t

* Nmap 14 , 55 18 UL

o ENLEHYEIG DT sl 5 36 1T

(Wl Y *L kS
BhA . FEEWE
T Firepower R4 8N IR A M I &R, Et, CSMMmEe e X FRAFRSD LR e
P AR SLAE DA KR B R 2% i g 1) Ho A ME— s, DABfE 2 TN EENIE R, .
o ML CALILMIME. Brias. a1 NAT WA ZE MR 4 ) B fnZisay

o FEARR AR, AR MR B R E AL B
© BHLEIEAT R R A
o LR T BL R 53X 28 % T SRR T

WER ARG EALRERAE RS, WIS TT DL A 52 & i Uik 55 4R 80 RV AT Le4)
SORVUIHT EHL. 180T DR R SO 21 TR £ 172 (VDB) KR 4, DMEAEAE T A 2 RS0 &

RIS RTAZ e e EY S

\)

iR

B A2 M ) 6 U SR LB LAAE, ARG T A 3 HE ) NetFlow sk SR EALE M, I H.
BT LAAE A Nmap S5 A0 0 U A D) BE 32 shids in ENLE .

EL N |
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B =nsvmnssammese

EHEMHIRRIZRABIHESF G

X

=

i}
% Jjn

SEFRYIE
R, R A SHREBRSE, e R Bt
RRft

* L

© RBUVE O, AHEE =5 Bl A E SO ERAE.

M ARG AT LI B EHRIER S
BT ARG LTI SOOI VIR R S8, AR ARG B SR R fe g0 Rerh B (1 m]
HHREIBIZ

HB1 EPRRRE > WKL

FIB2 il BEXIRIERYSE (Custom Operating Systems).

FIE3 NI B EXIEL (Create Custom Fingerprint).,

PB4 DR BRIERGR R0 N R R P IR ISR . X B IS RG] LT R SOR R ERAE R
S

T—% Mt 4
MISTLL, HSHPN BN RS . 28 2 T

AR EVIRIER S

AR ARGTCE ISV EHLRHRAE RS (B0, ARG “ EHUECE SO ol “RE7
s U A R GEAIERD) o TG KT T 0 R0

[ EETIETY:
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KLU RS
© R B EIBRIRIE” .
o QR AL B B LAl
* XFEHLIZIT Nmap H14.
o A3 WU Th Bl £ 5N B R L b
s FHMANBRIERGE R

B E XL

RG-S ARG T UM AT IR EHL BB REHRAE RFIREL. AT, AN RESPKIAA
TAAE S HAE RGVLRL I FR 8O CiE R EHURAVE R SE, B fR U R E RS, B4 1F ki)
A, O B R, FR SRR B AT R A E RGP A R, DA
PEFH TAR IR A E R R L FR

WER ARG TCVEVEIE FHURAE RS, WGV ENURTE, Do RGE A IR RGEIRECN A AL
IRAEIRTAANL . B, 40 iR RSk 211247 Microsoft Windows [ AL, WA RGif7-4#% T Microsoft
Windows il 513, FHARHRAS I 211 Windows #AE R G X YN N 22 1% AL T HLEC &SP

B, M4 AT 2 ANEATHHA I Microsoft Windows [ %, W RS LM E HE RS, Sk
PRI 2 L. AR, HE R Microsoft Windows (W 514, #8F] REARZE 4 54~ 4L
G B e SRS AR PUMNIEAT AR R A R ST Hof =L, WS Microsoft Windows J i 71 4 () ik
BHAFREUT, MR %SRS UL R SO B R

QU A RSN, B OR R IE AT A R SR LA 5 R SO IR 4 . 2R
QU B E RSB AR MRS, TR ZOR A A i F S0 7 MOAE SE P S ) B e SR RGeS
Ko MRGE B AR EHUR B RN, RGP R aUE B EhL R 204 i
BAERGERDET NN, RGEE DR FRSORIRIX L .

FERIAE A€ ARGUET, MR E ENURBAEF VUSRI, AITRE A 52 XAREUE A 4 iIAT IR s
X

FAE T R GBI AP SRR KR AL

© FPUARSG XFHRSURYE SYN Ml VUM RS, EALERMES LIS BN B
TCP NI, AKX .

© IRSSEAREL, XAIRGURYE SYN-ACK Hdi 0 P Unl #4F R 48, EHUAE T A0 it A A B3 i)
IB47 (¥ TCP NI 4% N 3%

EL N |
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B =esa

\)

AR R R IR S5 AR AU S AT R A LSS, R A ) SR AL

QI RS0, AR LGS, AR5 ARG LUK S ORI

AR EMR
g i B E ARG, H 6 I

AR G5 BIAE F e RS, 2 8 1T

BRI
WO QIERIT S, TSR T S W
iz

FIB1 PR > KA.
$I2 fiili BEXIRBIER S (Custom Operating Systems). 15 R 458 1782545 Kot LUBE QI e 20, ot
10 B2 F il B v i, H R FeL 0.
$IB3 FHHE IR
o WEAE R - oS EUE RS, W AVE F RS, 5 4 TR TR
o QR - QUAEFRAL, WO G e UFRSC, A 6 IR RS g B ad e WARLL, 38
T TR .
© G - GERARSL WG SRS, S WU ARG shR L, B S W BTIR.
o B - MR RS MR (W), FNERE (OK) LABEATHIA. LRSI T A i
B4,

AiRMIERIEL
IATACHIE (15 SHREE RIF RGEA BRI TSN, BHESOIEIR, RASHIUH T EHS
BB R R B W I 0 L

WA LA IREG nPR S . S IREUR, IR SOR AR, AP A R G
TR, MTRNZIREUN TN, AR GPRR L A ARH . WAL FX L 1ML, I HLIX
Lo ML ANE B SR SR RC,  WHZE S Hr S0k AT TR o

MERIREC s N R G b e bk fF RS0, BRI g .

TR EFEREE > MR

[ EETIETY:
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wigmaiss |

FE2 S B EXEERSE (Custom Operating Systems).
IR 3 AU U F R a0 1 T B

R
WO R U 4 G @ R Sl N A v o i R PO, SRR QR 4R 4L

YREETE RS
RO T BN, TISEURAATR . k. B SURERZ IR, IF WS BRI
ATLMEUHRAUATR, HE . A SCRAERGE R, I MBSO IR

oL

P IEPEREE > KA.

$IE2 i BENXEERY (Custom Operating Systems)

PR3 pii G R 8055 10 dRiE (2).

WIR 4 BERMESIRSATR. HR A H e RERG DR,

WIS WA E BRI B, 3 A D ) T SMARIE R G sk ST (Pre-Defined OS Product Maps) #43
LR S5 R BR (Delete).

PR 6 WU Z IR WA IR E RS, kS (Product), HAEEHEAL T, EHEEZRA
(Major Version). RZERZA (Minor Version). f&ITHIZA (Revision Version). MEBARZA (Build). #MT
(Patch) F3 BARZA (Extension), #RJ5 siiliiRINRIE R G E X (Add OS Definition).

TR S 25 VS N 21 T RE SARAE R Gt 7= B &T (Pre-Defined OS Product Maps) 41155 .

FET M RTE (Save).

mEEAETR AR

RIS TARE SR, WESIREAIT A ICE, FRRILEFRAC S Cisco Secure Firewall
Management Center. XA FEOIEFE SN 8@ T A B TE, WFeLCEEM. Hbr 1P ik S 1, iRt
W5, GERARE IR SO IR, S EEHRLS RS, WRIRLUER T umiesl, Wik
MBI RIER A, NG A T LOB IS . R, TR SRS, O RS — s B
BWORTREUG, "I RAMAERAE R R CAS WL 2 SRR 51 3K

FEB1 LRG> WKL
FIE2 piih BEXIRIERYS (Custom Operating Systems).

EL N |



ENSHE |

B »=rsozaevss

PR3 il SR R LU ) HREE (9).
SR A TR EIN T RAL:

* WEAREENR S E R AL WS R B EE ARG, 2 6 UL
« WAREB KRS AL ES IR E B B ARG, 2 8 L.

IS MilHRTFE (Save).

T—% it a
s MEBHE RS, VIROR R A BRI BT S0 B

A PimtIE B EXIEYN

PR SURYE SYN Bl WU AE R GE,  BHLERLMS L5 — 0L Eig4T [ TCP AT, 2
IR BB OA S ZM I BN ERICR, 7€ R indR QUS TR, n] DR B ROV P 2 AR
TN LB B RS LA e 4 o
TFURHRSCB B AR T, SRR JEBREEAR SR LR LR AH AR &

o BN B LB T RIBER U R Z A A R 2 kK. CRUREai 2 BORE A PR AP L BB

PO THUMER RN F — 7D .

s BB TN GERIR.OEE A B PSR,

© EHUSEERERAE RGP T 7 S ARRAS o

o Uy I) AL LA A j 25 i U o

EPERREE > MG &I .

i B EXIRMEFR S (Custom Operating Systems) .

ri )3 B E X484 (Create Custom Fingerprint).

Mg T hg &y, EREH TBRIRL) & B L% .

IS AFR (Fingerprint Name).

i \¥8 8RR (Fingerprint Description).

MIESZEE! (Fingerprint Type) 53+, EFHE s (Client).

/£ B ¥R |P Hedk (Target |P Address) 7 Be, A 20 BB FR LU AL 1P Huhik.

THVER, fROUNEE T AR A SR E 1 EHLP A, A EHLRAEAT AL P #uhi (i
R -

[ EETIETY:
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nepnuzazxss

£ B#REEES (Target Distance) 7B, A LML 2 Ak £ M TICRAR QU o Z TR W) 46 Bk 5

==
TR

PEBREO U 22 ENLI S b PR 2% b 8, 5 AR Su Rl 2 A R A — 2 A 1]

MIZEO (Interface) FIKF, EFER R EHUITEM B M EEE L

BT 2 AR, BRI W BRSO T RCESRGL. 66, WL RIE DA T
SPAN i 12 &, FREEARAENE M 75h, WEARATB& Rk 0, e AE DRI 20
TR ) A e e L A R 2 o AN, P A P B 1 A LA vl P P 8 45 R T HR 2l g .
RAFEWAN % Do et RO, WS TR ERSURR e S 1 (i) .

WTREAE W B AR SO ML EAUECE SO s B UG R (B R B R S0 EHLATEIRAE
RGERIBME ST, IHERERABEXIRIERFRT, JE0T LUT S Ife (L2 5 s 14 :
o (B EFER & (Vendor String) 7B, MiARE RGN 42 FK. #1140, Microsoft Windows
(4L R 75 4 Microsoft.

s fEFE@mF R & (Product String) ‘B, BIAERE RS A FK. #lll, Microsoft Windows
2000 ¥ b A FK A Windows.

* ZERRARZFETF R (Version String) B, HBIANEAERGIMIRA S . FllWl, Microsoft Windows 2000
IR A 23 2000,

1E “HAE RS 7 (OS Vulnerability Mappings) #07> 7, EFRZH FIsBU HEE RS 7~
rn FRRCAR o

A AR B AR SOR VUM VL EC EVLE I, 20 R A B € W IRAE R G o fE B, Wb AiE It
BB e € N R (Vendor) F17E= & (Product) 1i .

BN A WA 4R AE R GR35 AN F 7 14 R R RN = SR

R

JFAEEZERRA (Major Version). JREARZA (Minor Version). 1&iTARZS (Revision Version). RIERAEZA
(Build). #MT (Patch) F1 RERRAS (Extension) 7412 1 {1 T3 L 13y v] B FH & I BRINHRAE R 48
AR, WA R PR o SRR BRSO ERAE RGULE N E X, WX S R A EEE,
FATEFREU P BIEATATHAE R G IR, W ARG FHERECR A Fa 80 K 0L 3 Bl 2122 .

w5l

WAL | g LHRSUK Redhat Linux 9 [e{FZIER 2> BC R VCAEC AL, 15IEFE Redhat, Inc. 15 4 fER
Fi+ Redhat Linux 1E 477 BAR 9 758 ZERUAS

w15

BN AT Palm B2/E RS, 1E N HEESIXRHER PamSource, Inc., MWF=mIRHEHF
Pam #BIERS, JFilprfa AT R RFFLBOA R E .

el (Create).

RESTE DR vew, ARGV S pending, IWIRESRIFAL, BHIRKIMILEIELUNHE. KIH
E:}E, %%‘%ﬁ]?ﬁ%i%% (Ready) o

EL N |
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B inszoraes

“HE XFREL” (Custom Fingerprint) ARZS UL HIRERG 10 FPREATHT, H 2SRk B Brik EHLT 5L
P

FRAG R HE M 1P AR ks 1P il U5 2eulO LB ESR QU L, IR AR B E1 TCP 4%,

LREMERINIREL, WERIREUN BER R BUR I . WASE AL T, R RS R
YLl ARG AN B (L

T

AR R A E R GO F ALY 0] B O Web FhiHT, B A ENLEH SSH & L.
AT SSH, M LL T4, HH, locallPvéaddress & 7E 08K 7 Hde e 192411 Cor BC ) AL
] IPv6 ik, DCmanagementIPv6address +& & EEH .0 B HE IPv6 Hitk. #R8J5, Custom Fingerprint
T EHINE, HARAN “ates” .

ssh -b localIPvé6address DCmanagementIPvé6address

T—5Htta
© VARG WIEAEEFIIRGC 5 4 TR,

AARS 2R EE B EXIEN

JIR 55 AR EURYE SYN-ACK Hidli t U UMRAE R G,  THUE I Eahs Gk i W 3 [7) 3247 1) TCP B
e NS . FETTURZ AT, AR TAE ) A BRSO B AN A R -

* AV T IRIBEREU et Z AR P 2 b i R i 20 0K e EANEE T 3% 1 ERERE 2
FEHUTERR B AR 5

o BB THUTEMLK (B B Mg,
© EHLRISEPR B E RGN RT . 7 W RTREAS o
© RAEAEHIF TP Hudit, IFAE LHUITAE R 25 FAG 2R

Je

Ror R E RO S Z IR BV RECR, FE RS SR SURYEI, T LU e AR R B R AL
(K WU L B o

1 EPORER > MK A

il B E XIRMER S (Custom Operating Systems) .

R8I B E X384 (Create Custom Fingerprint).

Mg &FNE T, ERE A TR SN & B O e R

puy =T
P
w

%Y
5
N

&
S

B

[ EETIETY: |
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amsguzazss 1

LS I ANIBEZFR (Fingerprint Name).

$IB6 M AIELULER (Fingerprint Description).

ST MNIBYZE (Fingerprint Type) IR, EFEARSSEE (Server) LU IR IR S5 45 F8 SUE T .

$IR8  {EB#r IP ik (Target IP Address) FBe, i ANZH H B E RS0 BN IP btk
A, RN AR TR AR B 552 1 EALIPHbE B, A AR S TP kit
RHEWE

xR

WAl DA HIZAT 5.2 K B iAS [ % & Jili 3k TPv6 $R4L.

$IB9  (B#rEEE (Target Distance) 7B, fii A\ EHL L ATk HE ] TSR R S0 o 2 7] 10 ) 44 Bk A

1B

PEBREOA 0 22 ENL SE b PR X b R, 5 AR Ge Rl 2 AR A — 2 A 1A

FE10 MHEQO (Interface) FIEH, EFEERL D EHUITAE R B ML,
1B
B2 AN, BRI ARG W R O T RCE L. B, WL DA T
SPAN 3 122 b, $REFARAEIE . sh, WA B Bk i, s e i i Ui
PRI TR) A s P P o AN, l A B 11 A AT A w0 208 422 FORSATHR S0l .
RAFITE AN FOR B B D, ST REESRGUNR e R 510 (R o

FEBN SLIREUERNE O (Get Active Ports).

S|I2 ERSTHBOTECD, HARIERAEH N FUIGREL L RRIR 05 1, 54 A BRE 5
=R ERE SRR

A N AT RURAE TR S5 2% 5 1 (i, 80, MR EHLIEAIZIT LIRSS %) o
$IR13  {EIR IP Hblk (Source | P Address) B, S AN H T340 5 FEHUELE F TP Mk,

A EAZ AT TE M 2% EAER, AR H BT (35 1P Mok, 4n, YqE7 AR R4 H ¥ DHCP bt
BE. QUEEFRLN, X TR I T ) B2k L
CUEEFTSUN, WA R0 4% T S P 47 o R BR % TP ikl o A5 00, 4 28 e SR B0 = O 1) oy 4 1
PR OGTi% 1P H sk ARER 1) =L AHER 15 S
$IE14  (ERF MBS (Source Subnet Mask) 7B, Hr N IELEAL ) TP Huhik ()7 AL
215 W1 Source Gateway F-BLior, Hi AN T VA EHUH t BRI S5E TP Hbik.
216 W R RCEIRGUN N F AU E SO o B R, B i R R QA AT Ak
ZG5E X7 (08 Definition) #853 HANAEAE, WIATLAZE “ A XEAE RS BR” (Custom OS Display) 7
Sy IEPHE B EXIRMER KRR (Use Custom OS Display).
X F DN I AR AR ML SO R A -

* ERN B F AR (Vendor String) B, BIAERE RSN R 4K, 11, Microsoft Windows
HIIE R 7 o Microsofto

| EL N |
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LB

ENgHiE |

s fEFERFER B (Product String) FBH, I AEAERA RIS~ M4 #lU, Microsoft Windows
2000 [/~ ih % F5 k) Windows.

* TERRAF &8 (Version String) 7B, HIABAERAENIRA S . #l41, Microsoft Windows 2000
FRIRBRAS 524 2000,

1E “HAE R RTAML” (OS Vulnerability Mappings) #8701, S E A TIRIABU EE RS 77
Al AR A o

QIR EAE AR SOR U VT EC EHLIOIRI, 8038 WA AL H 2 EE R G o s B, W24 ik
i1 FEpreR I VAT I PRl T O

B BT AT WO (45 R GR35 A BE Y B R S 44 K

AR

HAEZERA (Major Version). JRZERA (Minor Version). 1&iThRZA (Revision Version). RIERAEZA
(Build). #MT (Patch) M RERRZA (Extension) I Hua13 ik T A7 1 5T W] W H i BRI B R 456

AR, WA R A B ST RCE SRS E RGVLHCH T X, TR SSE R AE . WEER, W
BALEFREU P RIEATATEAE RGUIRIAI, W RS RO e 8GR A ML Bl iR 51122 .

Pl

T AR e VRS0 Redhat Linux 9 FJwIA SR B EIVCECEHL, 15 % Redhat, Inc. /5 ALY
i+ Redhat Linux 1E 475 BLR 9 7E 4 A .

T~

BN INITE BCAS ) Palm #:4E R 40, i M I/ (Vendor) #1)3& ik $ PalmSource, Inc., M= &
(Product) 7R HEF¢ Palm I21E R 48 (Palm OS), il fiTE HAW R REFHE AR E .

riiifl)# (Create),
“HE XFREL” (Custom Fingerprint) RS VU HIRE 10 FPRHT— R H UL “ates” RETH k.
R

WER Hbr RGAE W B IR B s b N, REKE 243 WoRHH2: MR (ERROR: No Response) VH Eho
WRERLH S, W HRIETTRE. Fr 3 25 o8 (NKeTRe Hbr REm =) , s 4wig (2)
Vilal “ HE XFREL” (Custom Fingerprint) UL, 4K )5 il €13 (Create).

Tt a
COTIREC WHGRRIEIIRAC, 3 4 TUR A,

EEANEE

T LA AN B =05 N TR 55 W et e A8 P s i o B w4 ] ERU N T AE, L AEH] Web
FH I A RGN AT S0y, RN B, B MU A e o o

ARG hRK B 2R EE, DS A R ST 2 5 5

[ EETIETY:
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w=rumERzx [

M2 IS TN S2 S R U, R TR AR =5 Z AN A s . AR A S A
SCAFIVEANE B, 125 (Firepower R4 EHLHIN AP FEF) «

LR O ANER NI G, A ZBURE B S 2 HcdiE P R R A AR SR AN T 3

Il — 3 AY 4 >
F=FERERZEX
LU ZE LIS =T RGN . (H2, EUR AR AR AR ISR &5 A A K Zh e (i
AP AE NG E SO BEE VAL, NCRE RV RE 2 (K 0 3 WU 2R R E S 5 B
FIER =5 Bl i LA 25K
© WA ARSI R4 B EATRY € Bl 105 =7 R8I BN A Zh g 3 Az 5. H
it WS =T RE S LIANRI I s 2 77 s DRI 50K 28 =D (NI R o 7 i R RRAS LR 21
X L PR SERE h E S o W e, AU A B RS TR O SRV R RIS, LSS
SNSRI 0 T JoRRAS BTG A I R PR S P PSS 7 B o WA 2 P 38 o

R AR B2 =TT MBS S AR AN AN BT IRl bR ic h TE R, A2
R 55 =T AN A 2 PRI 2 808k v (R S A AR B 0T 0 i e ] B s 2 A T iz 42
KR FTE R BN RS B

WP AR AR =5 (A R GO NI PSR, T ASCRE AT 1R m oRIBG, I 25045 25 =5 i
TR Y75 A S 2R el e b A TR, RV R i AT DR RN, 1T EL 2 i
FITSEmaveql, (HANRE S AR B = J7 % 7 il o WS R, U 4 B DR o
SEMAPEAL IR 28 = J7 I WA o A AT (I 7 R JEL P N P P S 20, A5 BT
A ZRAE A PR RO R AR T A s o

o WSROI B I EORZ B TS IR, A Z50HS A I P BN AR A R 4% e A )
Xk I 2 S S

AXEHR
WREFEE =77 . B 12 T
WSS =07 P i EAMER . B 13 I
WA 55 = e 5 5 14 0T
Qs A SO L, 28 15 1T

iy —
£ = AR st
AT P N SRS 2R = 5 BRI A P LAy, U SRR 2R = A AN R . P R AR AR
R B R S o e i 2 R e a, BRIEIX e XTI

FABlt, WRIEAE S NZE =TT BAME PR, WEAME B g, LA IO AE AR Y 1) 44 PRI
I 2 PN A i AR 1 R AR A AR o

| EL N |



EnanE |
B wuiz=r==

BRETE = m
URSRINES =7 P NE W Z00R JRE™ B S 055 7 20K, A RO IR A T 280 AT
IR o WRIR 7 ity LURE R RHR IR A5 S5 20 =77 i AR ORI, IR, AR GUat T Al Al i i AT 5 i
KIBK o
WA EN A S ATIRE S AL, T BIAE S AL REF, ] AddScanResult p&5CH 28 =7 7™
st RS 2 B A 2R 8RN ] i

B, an %MK Apache Tomeat 5124 W 28 =07 S NEA, IF HLANTE & 2% s 6 i, Wijn]
DA DN EE =7 s, dr

« R AFR (Vendor Name) ¥ & 4 apache.

« FEERAFR (Product Name) ¥ & 4 Tomcat o

* Apache j& I\t 2 & (Vendor) 813 ik £
* Tomcat /& =& (Product) FHz51 3 k.

* 6= MARZA (Version) Tzl hiksF.

%R 23 Apache Tomceat 6 FATAAT sl 73 L 21 H N I 91 T Apache Tomcat (1) 41

R, XTI AN BN, AZILE Cisco Secure Firewall Management Center it & 1 4 WV
FHRRIW IR . REVFZ 27 b 2 A R, 1) 5285 i FH T 52 P4l , (A GE S N FIBi
TR i o

Je

BT  WEAEY)— Cisco Secure Firewall Management Center [ 17 T 25 = 7, N HESHFETSAZIE
FHAD. RE, R B AT R 2 S AL .

W1 EPERES > AR,
$E2 SRR E=AME (User Third-Party Mappings).
PR3 B
o Qg - BOIEHT IR, 3 A R PR SRRR ST 85 (Create Product Map Set).
o ke - T IL AU, 1 AU S S U SR SS A ) SRR (©). WA BORILE (©), MK
AL A e, B SR A 18 e PR A B
$IBA i BRETERZFR (Mapping Set Name).
LIS AL,
PIR6 AWML
o Qg - TEWUREE =07 0, A RN SR ST (Add Product Map).

[ EETIETY: |
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matg=sraeirier [

o Gk - SEORERIUATER = MRS AR, U R B R N SR S5 SRAE (). R R AL E
(©), NIRWINCE & T, s 8T 1B O B AR .

BT WAE TR EF & (Vendor String).

L8 AN M PESRFER S (Product String).

PR WA =T i MR FFF & (Version String).

W0 AL PR E AT, AU BN IR B R A R E RS, PRI R, R

mas EEMA. RERAR. BITHRA. RAEBMA. N T M BARA .
P
U AR ELEAT H AR5 58 = J5 4% SR IR 7 i (1) AL Red Hat Linux 9 (w1, 1i51%4% Redhat, Inc.
YERHEN TS . Redhat Linux 4E 47 5 BAK 9 1 A RCA «
LN LHERE (Save).

M= 7 P RASHME R

UIRECRHAE AN 7 2 BRSNS 2R 5t P rp — AR S B AR, W] B =5 AN B T R 3N
s, I AT ZBET . BIMEFEARSAZTNG, MTZEN, RSB eef
Fe At Xt i) T A R e e

B EPERRE > N AR,
$1E2 AP ¥ =S (User Third-Party Mappings).
P 3 B MR ILEEE:
o G - ZAEB BT, i s 818 PR SBRET & (Create Product Map Set).
o Gk - B WU, 1 GRS R SR IA I SRR (). W BRIE (©), WIS
BTGB TAH e, Bl S A 8 SO PRI BB
FIR 4 K \BRETEZFR (Mapping Set Name).
PIRS WALEA,
PIR6 AR
o Qg - BEWUREE 07, AR IS AME B ST (Add Fix Map).
o Yk - BRI S =T U, 1 R S SR (). WA BORIE (©), R
Fic 8 A S, B 1 B s i AR .
$B 1 (EE=FEEFZFR (Third-Party Fix Name) 7B, 4 A\ SR (8 A MR I 44 R o
PR 8 7 mBREt (Product Mappings) #75t, LU - BOA B AME 7 WU B 20 FH I EAE R GE . 7
FIRRA :
s RS

EL N |
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B wsiz=rrn

En

° 7= 2]
* FERA
© REMA
« EITHA
.
. f&%p
*
A
WURALTIWUR K Red Hat Linux 9 FEAME 72 BRI AN T EHL, 15EF: Redhat, Inc. £E 4 R
i+ Redhat Linux 7E 477 L2 9 1E M iRA .
W9 pith Save, DARAFASHMLET LGS

]

s — 2=
H%§¢§t17iﬁiﬂ
TR AR =07 (TS S N2 VDB, AR AR 3N IR I 1R 58 =07 b TR H WS R AT AT A 1)
SVID. Bugtraq &% SID. AJwif G 2 J5, XBURHEH T O AN S B h =N B A, H
A A X YR AAT 5 R S I

WA B = 5 IR e F e DG, A RE SR VF ORI ZE o T CRRA B AL S B R, iR 20 e
Cisco Secure Firewall Management Centerfit & H >k I F 2 4 LI ]

VR 2 20 ST SRR, 1w HL5 7 i P T S8 W vPAly (HANRENS 28 =7 % 7 il 1 152 i

PPl
je,
R WL 7E S — Cisco Secure Firewall Management Center [ @1 T 25 = 7 Wes, MPEH S HE TS AT
EHYLL, ARG, TR H TR O S TILE

P EPERRE > N FAINEE.
$122 LA PR E=ABE (User Third-Party Mappings).
IR 3 AR
o g - BT AE, I A6 2 TRIERLET & (Create Vulner ability Map Set).
* Gk - BRI TR, 1SR S IA N HEE (). W ERIE (©), WIERHINE S
TARSGEE, B A G O AR
FIE 4 i Add Vulnerability Map.
IS /4% |D (Vulnerability | D) FBoh i N 55 = J7 AR -
16 4 NiREi%RA (Vulnerability Description).

[ EETIETY: |



| smsnE
arexeans [

ST ok
* & Snort iR 1D BREFF B\ Snort 1D
* 7£ SVID BRET (SVID Mappings) 7Bt H i A IH AR IR 1D
* {£ Bugtraq i | D RS} (Bugtraq Vulnerability ID Mappings) 7Bt -F i A\ Bugtraq A7 5 .

WIE8 LUl (Add).

AR EMR
J P P 248 S UG 1) 552 v Al

B TE X 7= mhbR 5
AT LA 7 i RS R A O e 28— S AN AR 55 9 0 24 ) RE R b SURISGIBG e 3 SO FIE ™ i A )i
FLAT W PN 7“7 o 1) 2 A L (R A7 il 55 s sl ) s A P 8 S SR o Dk,
REAELEE g 0 29 Hh A R (A L 1 7% 3 R M 55 s RS Rl T AN e o il 55 s BE G g
s FRRAR o

32 B & X7 mAR 5T
R R GTCVENS IS5 s WS 21 VDB P RN R AL b, 80T AT QWU o B0 B 52 0™ i g
Jai s ARGUEAG SR L R A i (R I 1 380 A2 A L 1 45 o5 AT 190 208 ISR v R BT A R 55 4% o

\)

AR SO T T I LA, T N S (YR AT (Ui Nmap. EHUHRA L)
fieBl Firepower R4t HE) o SR1M, WAAE H EHLE A D BE T A B8 155 =T Il sy 5 B e
S it R B R W AT S, WA R EIINT, 5 =07 T IR IR SRR 78 55 15 5 S it SR A H 5
=5 IR RS R

FIENEE = S RN B2, AR A VO A5 P A 03 512 T — (M e T B 2 AN S o i e K gt
BN S, RGO Ry, DB %A N RS A it

B H e SO U, A ZOE H g SO R A1 . 0E FE SO R SR R, RGO T
LS 8 PN B A7 B T A IR 25 4% 6 T add MU A DI RE S AN EdE, IR 0, BRAEC A
IR 55 2%t AU L

B, ot A w1 Apache Tomcat Web [l 55 #% IR IR AE N Tnternal web server, MRl
N FFFEH Internal web server MUSTFIMER B Apache FIf= i Tomeat, 2R J5EE B & 1% 41
2’@, ;':Hiﬂ*/]?ﬁ Internal Web Server E@H&%ggﬁgﬁ?ﬁijﬂﬁjﬁ%ﬁiﬁﬁﬁ*E@ ApaChe Tomcat /)%/Ho

Je

Ror AR SR e T R A A AR U, AR U STD MR 4 55—l .

EL N |
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EnanE |
B seecymamenz

{EL
o

P EPRRE > M AR,

$IE2  NiEBEXE RS (Custom Product M appings)

#1123  liidi Create Custom Product Mapping List.

$IB4 AN B ENXT RS SR ZFR (Custom Product Mapping List Name).
PIRS  AEARIMEREFRE (Add Vendor String).
EZ

6 (EMEEFA R (Vendor String) FBeH, BN E AT A, A% AT A AR VUSRS 2 i 1A A
77 R N H o

PIRT  MNEEE (Vendor) NRFIE, EFEEMLG LN R o

$8 P& (Product) FHiF, ZeHeSmuit i 5.

P R (Add), LUK CULSE IR AL R B A4 RS B8 K

W0 i, BN, FEEE 4R 8, KASMIHEN AT R A I R AR
PEN AUHRTE (Save).

Tt 4
WO U RO SRR AR, WS B ORI B S L 9 17 T

“miE B E X mBRET 5 5R
AT L8 S R SIRE, T S DN ERS B AL 5 4 O S R

P EPERRE > N AR,
FIE2 it BE X mBLET (Custom Product Mappings).
W3 A E YA R T U A1 R S5 YRR (2.
WEREORIE (©), WIFRECE S TH5e, 80E BT 18 SO & AL .
L4 NHIRPATIENS, WOl B T, 58 15 TP TR .
PS5 SEJE, s Save.
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swEmepaexans I

AIEFE R B E X iRt

AU R T AR AN B SO™ SRS A3 o S0 B 52 SO iR SRS, 83 R RS WL
R B A i SN R AT HR ST, iR e Il R B A A I B, IR el i U A D fE
A

W R > M FRENEE.
FIB2 il B E XS (Custom Product Mappings).
PR3 SIS T IR 8 e SO SR A1 SR A T
W R R o, R WICEE TAH SR, Bl S 18 e A

B & EHMAE P i

FEHEATIRE RFIEIN G — G W& LB T IR 7 uRE 7 500 & B O i 2 i . i, T LA
IR & IS S Il I B =L, B BB EALERAE RGAURSS M5 8. AR5 R, 153 (Firepower
RN APLIEFE) S

AN “ ENEANZ 7 DU 27w In 21 & BE A0 R S5 7, AR A A ReisfTic fE &
Uty o IR AZIURE A R RO A B B O B AE R T A R R i . SRS ID IR Y i, R i TR B
L,

EZIRRE T, W DAFEAT I A G & 7 it o S0 B0 UEIE D SOV v oA 5 88 P g UE S IR G B 1
FEAT 43 SRR AT R 2% it 55 B8 o SR A O A SR GRS (ol SR A R E P e s i s A S 2 e
RS, W P AR AT A 2 it AR b A0 s AN A1 B AR i, i (Firepower 248+
HlEI N APl $556 ) Tk

“ LM P~ (Host Input Client) [N 7R 5 M Ai s o 2 P, PRI, o SR 488 8 4 i i
WEAS, 1D 2 s & i IS T A 14

WA A TLS 1.2,

P LR > M.

PR 2 pid EHEAE P (Host Input Client).

P 3 Lt % Fim (Create Client).

PB4 [EEHA (Hostname) F-B, i NISAT FHURAE i () N AL FREL 1P Hidik.

iR
IR ARG E DNS M, EAE 1P k.

EL N |
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. Nmap 133

SIS W EIE 1 SO AT NS, 15 1E ERED (Password) T B A
HIB6 LHRTF (Save).
TR Fo i WL ) A B0 F Y 8307 M1, JR2 G r 2 P i IR 45 S 4 BoiE 1 e o
A5 FE £ 5 40356 T0F T T
SET SdAESC R TE (2
S8 WIE TSR AE B %) i T SSL/TLS B30 TE i H 3%
LS9 TNV R, 3 A AR BRI ML A R (W) .

Nmap 33

Firepower R GUIH I X} W 2% b 1S BEA T Bl 0 M A st P A A3 o ARAE RTINS D, S I SX A8l 7
PR BAT I T REIF A e 8. AL, AT A B0, RIBGEBAMAE R flan, W ENA
— B IRSS SAETT I 1 _EIEAT, (HAZIR S5 S E R e 4 4 I AR ORI R GEAN £ 1] P 2%
BRI RAZIRAS 2 HOFE B e B, W E ] SRl R 7 BRI, Il A I B e 55 2 FOA (e

Firepower Z 4t -5 H - W 48 B8 2 Rl 22 4 W A% 1 R = s F1HERE T Nmap™ 4 .
{EH Nmap F#§ LN, R4

o W2 T ARSI B R R 1 RS 2R N A % WL B SO P IR S 2 A . ML B SO
7E “HIEE R (Scan Results) #7341 H7E Ol 98 5 5% 4] TCP S 11 5%, UDP S 1A 0 21 (1) 4 n]
45 2% . BRI R, Nmap 394 1660 £~ TCP i [ o

IR AR GEAE Nmap F398 P O € B SS ds HAT B g5 s 2 30 R Geack Nmap H] 1%
i 55 245 FE) 44 PRS2 060 T2 ) RERH IR 254 7 L

« R, B aR il 1500 SRR RGHRGCEATXILE, #EERERSE IV BN ERIER
GEVEIYr . RSy EHLIERAE RGOEAF 0 e I ERAE R GRS
RGNS Nmap #RAE R G4 PRI 2 BRHE A R G0E o
o DRI R 55 2 AR AT AR GBI 20 E 22 AL
TR
o A MM P A7EAEEHL, Nmap A4 R S5 RN 2 PR &S0t
o WER MRS IR EHL, PR 25 5% EALIAE AT Nmap $955 455

Je

Rom AR (B, D 2 R A A S 2% ) G TR A e HE A R A
BARMII BasAT

HRH THH R Nmap BEARFITEAN{E B, W24 http:/insecure.org/ F ¥ Nmap SCH.

[ EETIETY: |
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Nmap #MKUEIR

AT LA Nmap #h BLE X Nmap 965 E . Nmap #hR0a] AR CIBCHEmE (b ma i, 32753847, B
SEAERFE I AIE1T
TR, Nmap $2OEH RS S AR RGER IR AN, BRI Nmap 104 1E. Wik

THRIEH] Nmap 3948 FALASRIURAE R e ik 5545 £t , 0

Nmap FEUERIHAT R GERIR 55 4 K -
NI TAE Nmap MR B R I

F 1: Nmap #MGET

nmap #0250 ]

T HE2E P EE I, BN OB AT

IR 152 BA X 57 B Nmap 1% 15
FAREEAT P RN b R Nmap S48 VR OCTBRIU) (e S I, e 43 DA v — AN I LA | ANid
#iE? (Scan Which SRR ARk, Y AR LA/ H AR E R L
Address(es) From s _ N
Event?) * iR k0 B #R 4k (Scan Sourceand Destination Addresses), $1
F A 1Ptk AN H AR 1P AR A ML
* (W3R L (Scan Source AddressOnly), 3 FHAEUE TP HudibAL
LK FHL
* {X$335 B#reAE (Scan Destination Address Only), 133 2E 1) H Ax
IP AR AL
F1H625 7Y (Scan Types) | 1E£ Nmap W] 14 v 1« TCP Syn: -ss
» TCP &% (TCP Syn) F 13l il LA 43 3050 T- M 11, TG fi i 5g | TCP Connect: -st
HI TCP 42T BLIEIUAT H FAELL N L E DL B P34, | TCPACK: -sa

Al RGBS TCP 3% 4% admin WA B LGB 017 i) SR (1)
THL, BARIZAT IPV6 M BN, W EHLAHINAE TCP Syn F14H k1%
# Syn P51, Nmap & EEIER,

* TCP %E#£ (TCP Connect) F#i i /] connect 0 KW, F1HZF L
THHRAERE N IER . R & APOFEE S B admin FFE
FWLEEA R EAROAR, SOEfEFH# IPve M4, WIn{EA] “TCP
BT AR BT YG TS “TCP R (TCP Syn) F14H 1)
1L A FH e i

* TCP ACK f##i k% ACK Hflitu, Arrim M5 Cpdyg.

* TCP & A (TCP Window) F4 ¥ TAE 77 X 55 TCP ACK 441 [+,
AELth WS i 1 T PR A

* TCP Maimon 341 [ FIN/ACK #%41iR %) BSD JRA4: R %8

TCP Window: -swu
TCP Maimon: -su

793t UDP i I (Scan
for UDP ports)

Ja FHEIETI, w4 UDP % 11K TCP 3 o i35, F14 UDP b [
FIRELGIRERT, DR, G AP, 1 ik S A FH i T

-sU

EL N |
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« JEPEFTFF (On) LAFARE S rh sty 11, AN J&4F Nmap #hRfic &
REFE e A o A R O R s 1, TR, AR
FAHEAE Nmap #MRO8C Bl A2 P48 52 1 TP kb b ffgoms 1. JX s 14
SN IR B AT H xR

 EFEIEHE (Off), ANFI37E Nmap #hROE B 2 b i o 1o 1
fE L AT LA ] Nmap 2 AR TR RGNS de i B E R A

{FAEM4TAYIHEO (Use Port From Event) 3875,  A] $948 5 51 IR 45 2% S 1k
) 5t 1 o

JEIR 30 %4 5 Nmap 35
SR PEeR s ) | S RO SC BB P I, R PR, RO | @
(Use Port From Event) | 75 fil & eIt iy 4 e i 2 038 1

. B FHRRCANA JEL (Probe
open ports for vendor
and version information)

R 55 s (H A R ARRCASAS G, Nimap 4 SR AR TR AR 55 2% ) R 5% s 4L
o R, B izikgs as B B LRI S5 4% B .

« EPEON, AR TN ERIFBE I DRSS d(E B, IS4
1 FITGAS o

* JEFEKH (Off), REEH] ALK BRI S 4 B

MNHR A S A4 | o I I, o AR T A LFRIARS I 5 48 e 5 B 1 o6 41 AL ANTE
Scan fi i L . . .
Ceroction ey 8| B GEATR N S Ve U, TR (O
o ZOANCAEAMC R L E ) B4, T ILEFRRH] (Off).
PR 474 (Fast Ja FHEE T, ANFAH amap-services SCHFHBTAII TCP i, 17 2883 |-F
Port Scan) b B, SO T HAT R R B
/var/sf/nmap/share/nmap/nmap-services H i'_l—' o I%HE%T , Z:ﬁé [7] Eif’ff
FH 3 100 5 g% O 36 Bl #043 48 7 (Port Ranges and Scan Order) £
o BV nmap-services AP B w1, i 20 HoAth i %R,
THIEFEFTH (On), AP RTAE R R FI
/var/sf/nmap/share/nmap/nmap-services H g "’" ijZ@J o
 BEHREPTA TCP % 1, I5LEPESKH (Off).
i 115 FEAIA AU | A3 H] Nmap i R T RS S0 1R o i 1 A L0 . 1R, |-
(Port Ranges and Scan | /gt [m] I FH i i 130 5 1 iR i (1 4338 (Fast Port Scan) 310 .
Order)
RN 1380 1 CASRIRCHE | 5 Az 000, ] il e 45 S A 7 s R RSCAS A IR o 0 SRR T 18 g 1 AR | s

[ EETIETY:
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nmap i35 |

Online)

TR 26 %3 B9 Nmap (&1
W5 B A3 (Service | EREE I T IR45 SRR A0 Nmap #6H3) ~—version-intensity <
Version Intensi iy
ersion Intensity) B S B R KA, R By |

=

S DT R AR PSR, A

%
KIS RYE (Detect | I HAET, TR HUAUEAE RAE(: . o
Operating S
perating SYSIem) |y s - HL AR R AR, Nmap SHTHEEBL, A ETHES: B0l

AR RANT S, VAR RGN ST At

- BEHE On, HHE AU G, U R

o TESRSEER (OFf), AKAE (I ML R R AL
BT RO | T, B R B R, 7 ARG A 0 A R AT | o
(Treat All Hosts As | 1444, #5UERE, i HLBLEET, Nmap 2 /208 EH & T 5% (Hos

Discovery Method) Fil ZE#l 4 i (515 (Host Discovery Port List) 1%

Ho

o PO FHURILE R, A8 H ARV A & L Fs AT A,
WHIEFEFTFF (On).
s B ENM KA (Host Discovery Method) F1 41 % Iifk O 513

(Host Discovery Port List) ¥ & HAT FHLARIN, FEBkL AT H
TN E Mg 4, EERSRE (Off).

EL N |
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IR tER 335z B9 Nmap i£I5
EBURBL L (Host | MG#EULISIN, 73 % H0i% D151 (Host Discovery Port List) e 81t 3 | TCP SYN: e
Discovery Method) | 1., Sk FURS A 574 LWL ERLRIE, k%, WATIHIRIT, | Top ACK: —ea
WFEIE T ENUR I 7V B A BT . UDP: -5
PRI, BT, Wil E ISR B EMAM A ES (Treat All Hosts As
Online), E#HAM A% (Host Discovery Method) BEITAGENE ], A
AT ENKI.
%4 Nmap BEAT A A H FHUE S A7 Hoo AT R 77 v
 WERWCRME N, TCP SYN IEMUR A IXBCE T SYN Frid i) TCP 4
Pt IR TN BRIATEOL R, TCPSYN 4% 1 80, THVE
&, TCP SYN HHHA K AT G bl AR By 8 L Ry B Kk B4
o
* WERWCEIIE N, TCPACK MUK AR E T ACK bRk ()45 TCP %
e, JEUCNENATH]. BRIAFOL R, TCP ACK 445 1 80. 1§
HE, TCP ACK FH#EA K AT BE#E B TOIRAS B KB HL (1) By Kk k42
o
o RS I ANRTIA R Bk B 28 M 1, UDP &0 &% UDP #ifs
A, BB ENLAT . BRIAEDL T, UDP 4945 11 40125,
FHUR I 1515 FRELEPAT ENURILINT B B e S L2103, HIZ SR8t . FHURIT7 30 1 412
(Host Discovery Port
List)
ERIA NSE A (Default | J7 HIGIET, AT LLZEATERIN Nmap BIAEE, $AT EHURILLL KRS | -sC
NSE Scripts) BRAE RGEAIRIARIN o 178 5%
https:/nmap.org/nsedoc/categories/default.html, 75 ERINHAF 2
« BEATERIA Nmap A, WIEFEFTFF (On).
o ZPEIE BN Nmap AL, HIERKH (Off).
THIARAR (Timing bVioti < m E TP (0] T P i = S i L N = 11 18 VN £ 7 N1 T 0: ro (paranoid)
Template) 1: T1 (sneaky)
2: 72 (polite)
3: 73 (normal)
4. 74 (aggressive)
5: 75 (insane)

[ EETIETY:
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L
nmap 35080 ]

Nmap 3% AN
S FENF T DR R Bt R, R B A8 ] Nmap 25 T B o] G A8 1) M 48 b, HLEf
B ENURE S . A FATAT Fa3h 4 TR, Nl IX S ) G g F I s, B ORI 75 2L
() =M LA R T

EEEEAE B
BC & Nmap B, AU H b DL 0L 46 H bR HE—A IP Huhil:. CIDR $al )\ {7
T IP HAEVE I L IR HbhEYE I BB 1P HuhEEE AU, DL B EE A L R .
AR PR 7 AR H s
* XFF IPv6 EHL:
* MDY TP Huhik (B4 2001:0B8:1::178:aBCD)

o XFF IPv4 ML
< FERAE TP HihE (I, 192.168.1.101) B IP HUhEAIER (HIE S sl kBRI
* £l CIDR F/Rikif) IP #uhikHe C(fil1, 192.168.1.0/24 141 192.168.1.1 A1 192.168.1.254
(&) Z I 254 &N
o A\ E R 0k TP HuhEYE L (10, 192.168.0-255.1-254 FH 192.168.x.x iz [H
W T A b, (HLL .0 F1 255 &5 )R 1 HhEBR AR

o A HE A P Mk JE I (I, 192.168.1.1 - 192.168.1.5 FIHEAE 192.168.1.1 Al
192.168.1.5 (&) Z AN G EMD
o MuhkERVE AR, FESEAEREEIT (BN, 192.168.1.0/24, 194.168.1.0/24 34

192.168.1.1 F11 192.168.1.254 (&) Z[AfF) 254 & EHL, LUK 194.168.1.1 Fil 194.168.1.254
(&) Z IR 254 & EHD

Nmap F94fi (1 BA 1 H AR 5 REVEVUNIRAE RS BN ARV IR S5 251K EHL, 5%
HRALAE S ERIN B TN 5 ICHE, Nmap S5 RABEAINBIAAZAE T B2 MU h AL R 2%

Ui

B * Nmap S 155 2 A AT R G ARG ORFF AR, ELBIROEAT ) A Nmap 3148 0 1k WisRvt-&i
A Nmap AR EHL, i W14,

© WER N 28 WU IR AL, K5 Z AT Nmap F1H5 471
< BRI A BRI RS B bR o 3] Nmap 4580488 T8 8050 2w 1 LT it

| EL N |
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B =5 5 Nmap iRk miRER S

EIRE Yim AT

]k OB AR B AR B R fim 1. AT LLFR E AN S S L e R A S
Fu VG, RN M AEREAS H ks B ORS it 1 4R .

BRI, Nmap F368 TCP S5 11 1 £255 11 10240 200 R F RIREs M BOT A/ S BEBGR b g wi v, ) v fafi
AN A i S ST 37 (R AL TR 5 s 1 o 00 SR 42 T 3B AT R R ok RN RO S T AT 45 BLis
AT, B, AN R B SR 10, ] A Atk s 1 3 T s R L A . AT R
{E nmap-services CAFH A H I TCP ¥ I, W& HAhSG & . B TCP g L4, &4 UDP i
Ho iR, H#UDPH O A fE L ECREINT, BRI, Gnspes i, 1w oo ko . ks
0 A o i 1 i IS R, 375 T Nimap S 090 5525 R 590 i 11

WEEN A IE

FETTAE ENLM S D200, AT AT BN, 8, B RIE R T EH LR
oo WIRLEFEAKE A LN AEL, WIMTE SR M BNV %, WREHE, B E AT
KU RE P L8R BB BE T8 i AR IR AT R G 55 35 s e DU
Sk 1 (R N E EA L G s HoaT o R AT NV B EHUA AT, Nmap WA % 341
bR,

7 Bl: {£ /M Nmap fEHT R FIRIER S

A TR A TIRHT AR SR RS Nmap FU B . 7 5% Nmap BCE K 5E BN, W55 & 5 Nmap
I, 226 UL,

IR ARG E M2 EEHUERAERSE W AT Nmap T804 101, Nmap 4 FE L 43k
W B T REMIIR AT R AT VP ARG, BRI PP St i R AR RGO BNLERAE R ST il

A Nmap [F5FT EHURHIERAE R GRS 845 2, S5 R0 C i LR s 2T 1R g
W RAE ] Nmap K HLRGEbRd A A R EI B R TN EHURIE RGNS 2 80 R 48, fith
VRREMS VUMM AR AL R)a, ATARIEH P BBV B ARG R ZREW I Nmap
A, KRGS CANME BN EIEAT 3R R GUOCEE . Rl e A€ IREL ANl 28 =
K (I, Nmap) FAFFSESE, B4 A2 AREURVF R GRS I THURATE RGO 1% T BT .

TEARMS T, ok
1 FCEFRESEE], RN Nmap FH550] , 55 27 5P ATk,
2. fFEHILLT % E A8 Nmap #hRL:
* JAH UsePort From Event, RJ 414557 IR 55 25 AH G 13 H
o MR 1E B % (Detect Operating System), Akl LI HAE RGeS H .

o JE R FF A O UL T #8) R FORE AN 1S & (Probe open ports for vendor and version
information), WIAGIIARSS ) RS FIRRAAE B

s AR M hEL (Treat All Hostsas Online), X4 EL40i% EHIAEAE

3. BUEEAE RGN B AT REN ARG BN AR A R IR o ZNINAE R S R B HE
HERMERREE EER HAT G LU T &M F il : BRIERGERFRRE.

[ EETIETY:
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;1A Nmap iR [

4. IR IRIBAN I 1 SCIBR SRS o

5. FEREASRMSH, K528 2 P QU ) Nmap #MRCUE 4w S8 0 22585 3 20 v G A

R SLPN S

7. EERME ST BN, RS IR Bl O R L.

8. —WIRJE, RRECERAMS LR ST AT AE N A IR (R Ak RS Nmap 258, G k2%
FR RGO R U E

9. WIARABUARINZAE R L Nmap &5 RAHF K EHL, 54— & BRI A€ SEREL FFTER
AR

AXERM

B4 Nmap #hEC, 265 30 72
Nmap F13i45 8, 26 33 10
HE Al e RS, ER 6 L

5. {EF Nmap lERZET £

R 41 5 AR 68 EHUVE R Y [ Nmap Bd & . 5¢ Nmap BC & K522, 520 4 P Nmap
i, 5526 1.

ARG T WAL I B AT RER AR BB LN, BRI REARHIZ N, AR SRIGZ AU A

fFE.
BSE R ERAE, T OUARIEOE OGRS, 21 R IR ENLR TR I, IF R SRR Z AL
AT Nmap F14 .

AL, KT BT A

1.

2.

RCE SR, WS IN Nmap 53855501, 58 27 SOh iR,
R BL T v B A1 Nmap #hRL:
* JAH UsePort From Event, R4 15 87 IR 55 45 AH G (13 1
o M2 E & % (Detect Operating System), aJ kil EHLHIHEAE RSG5 E .

o o TR FF AR O UL T #R) M FIAR AN 1S 2 (Probe open portsfor vendor and version
information), TR ARSS %) B RIRRCAAS B

s PSR 4 AL (Treat All Hostsas Online), P C41% EHIAEAE .
O 2 RGEAERR E TP BRI S AL Ak A AR IR o SR S A A A & BB T AG ) 2 36
E B -
5 SR I U PR IR SR
FERIBSRME A AE LLRT A B8 6 ) Nmap #hROFE A i s 2= e 55 3 25 G Rl .
PRI

EL N |
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. &8 Nmap $33%

7. R BUBT EHLIE SN, R B E SO, DA Nmap 4845 ROFiR oad M 1% EALKAR
(R RIEE
Wom s e, W LUE W A AN RCIRAILE (924 > KBK > R3S IAEARUA I R, 4 sh 2

FAH AR 24 A 475 DA IR 25 @ Ao 00 T 4 2P =LA TP Mk M4 Nmap A5:00 21 i A R SE AN IR 55
&, BEXLE TN LN E SO, S LR S A AE R ER A IR T o

A\

AR W KBS A RS, H AU T AR S, TIEIE A A AR AT Y . BT B A, e
G Nmap F10a NS R B FE . SIER, WAME Nmap R8T EHURERAE R G IR 55
FHE R Wt AU RD SRl SN 2B AT R M

HXER
B4 Nmap #MRC, 26 30 1L

=12 Nmap F33#4
AR Nmap F4li, F/D UL E — Nmap F3 5L F F1—A Nmap #hR. Z5ACE Nmap 44 H
Frn] LLEF .

pUK

L1 CE Nmap F14 :
o WA Nmap 15261, 45 27 ST TR, %500 Nmap F# 524 .
« W16 Nmap M8, 55 30 B4, 6% Nmap b
* it ABATLUBIA I Nimap 434 6%, 55 28 ST ITIA, 00 Nimap 4156 H A7
2 2417 Nmap $14 -
« WEATHH Nmap 934 . 5 32 TOWPIE, ZA74% Nmap £14 .
* 41 {Cisco Secure Firewall Management Center £ #4554 ) [fJNmap F1#i Btk prik, BLE H3)

Nmap F14#
* U1 {Cisco Secure Firewall Management Center & ¥ {5/ ) 1) %HE Nmap F13ib irid, «HE A 3)

Nmap 1.

T—¥#ita
s EEABFAESS, W IELEIEAT Y Nmap F94; 124 (Cisco Secure Firewall Management
Center HHIEH) PHRIEFEESIE.

o o, T UL
* Wi Nmap FH55241 , 25 28 TOH P&, % Nmap 14552451

[ EETIETY:
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| smsnE
s Nmap 133561 I}

* Wgw4E Nmap F145 H AR , 2 29 U ATIAR, 4% Nmap 145 H .
o %%t Nmap #MC, 55 32 TP ITIR, 4% Nmap $M

70 Nmap 33532451

] A B FH A9 X 25 U T R RS Nimap A5EER 5 &7 IR 5261 . W24 Cisco Secure Firewall
Management Center [ [ AHE Nmap £ DL B T FRIs AT F 5 (AT A0 1 £ e B A sl . R
NS5 RAGLAAETE 0 b, nIEX R E R, B N & isr . APk Esbel
R OCEATESS L, RIS R AL 5, FR AN B IE S R AL

ANBETS TN A48 FR-5 AT AT 43 40 5 81 A [ PR 48 S 481«

HI1 ] LL N ARl 7725 0] Nmap $348 52451 51 26«
o EPEORRE > 1R4E > 6.
< EPOREE > 1R4E > FHIEERF.

LR 2 PN INERLC:

o Wil B MO LTI MR, TERE] CUNIETSE]” (Add a New Instance) #1055, ARz
I TEEFE “Nmap 4h#” (Nmap Remediation) B8, 4R 5 miiiifsin (Add).
s nSLE R RS AT VEV IR ZA0F, W s A0 Nmap 3251 (Add Nmap Instance).

FIE3 HAFLBIZFR (Instance Name).
FIRA WA,

SRS o, EERRRAYE (Exempted hosts) 7B, Al LR TEVLTE AT 48 AN NATE P g1 48 S 414
() AL B 25

o XFF IPv6 AL, KA IP Huhlk (#9041, 2001:DB8::fedd:eeff)

o XFF IPv4 ML, KSEGI TP Ml (B4, 192.168.1.101) Bffi] CIDR Fnykif) IP Mol (4
W1, 192.168.1.0/24 F94 192.168.1.1 M 192.168.1.254 [] ZIAIH) 254 & EHL

© WEVERL ARG (1) A k.
iR

UK A0 R 2 R I BN A AR, i A IE 1T

P61, EATR A MARE B O T, TG R & &R (Remote Device Name) 7 Bt 5 &
WA TP Mk B A RR, DR B4 R AE B B0 Web ST 5 “45 8.7 (Information) BT TH .
PIRT riitliZ (Create).
RO E, Lhdn iR R SE

| EL N |



ENgHiE |

B 56 Nmap s

WIE8 B, FF Nmap tMRURSINEISLE] . Ak, HHKBLGIH “ CRCE M (Configured Remediations)
g5, mhiERn (Add), ARJEEIEANEG Wil Nmap £hK, 55 30 T TR

$129 L EGHE (Cancd), IR [RS8 .
WA EE R T2 F (Scanners) Vil Nmap F#E LG43, R BRSNS, BRAEE®
FEANROR I BNZ S o EEA R AR IR S48, 38 4 3251 (Instances) i ik 1 1 i) 71146

“m%E Nmap 33452451

GBI, WTLAES . ASIATIHER 5 S ST AR . AN FHARUE ] Nmap 9455061 ik
() Nmap FEERIE,  TEMIER 1% Nmap 14652610 TR, W SR BRS-GBS 4910 1)
(EREEDEe

T EHI L AL — M7 07 0] Nmap 474852451 41 3% -
o IEFERRE > 1R4E > L.
o IEPEOREE > 1RIE > AR

P2 GG, AL R ().

SIE3 IS BB AT G WA Nmap £S5, 25 27 s TR .
4 JHRTE (Save).

;S5 pithi Done.

T—%#ita
o B, ROBrAMBOR MBI RG] W20 B0 Nmap 4, 55 30 0
o W, GRS SEBIOCHRKIANRG 2 U S Nmap #MEC, 5 32 0T
o B, MIER S SEBISCERN ARG TSI T4 Nmap 4794 , 28 32 1T,

o W, I E RS MR (W) SRR S

0 Nmap 3348 B#5

e Nmap A, nIGIEFIRAER bR, PUIARTE AT 12 75 8 R I AE D 334 B AR 0L
Al 1, AT 8 S B A BT bR 4 B AR — A AR P ik, DA GEZ
A ML BRI . XHF Nmap Hbxr, 0/ H Nmap J\7 7558 -0k 1P HudikSE . 45 9% Nmap
J\Lr Y B - HE I EAN {5 S, 152 5 http://insecure.org [ Nmap SCFY .

[ EETIETY:
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| #snE
gig Nmap 1335 845 I}

=7

‘EI_E'\:
o FREELS KR ENLN S B AR e T B K I R AE R —Fg oo ik, FRRAERILE FHL
* Nmap $2BERI IR 55 S FIHRAE R B IR FEAAL, HRESAT 57— D Nmap HRi 0 k. a4
i H] Nmap RATHG L, 5 e . A RN 28 it sp IR = 0L, 4 25 784147 Nmap
i ESE

P EFERRE > R1E > PEER.
P2 LA E, il Targets.
$® 3 il Create Scan Target.
PIF 4 EAFR (Name) P, I NZH T4 H AR 2R
PIRS5 /& IPSERE (1P Range) SCAHEH, {f FHNmap FHHEN] , 25 23 50 rp Jrid i E 4 e B 1) — N Bk
EZOELYIIS
paib 4
WRAEFAAG B AP ) 1P bk siya AR IS S, WIORAE B bR, 12 S0 54 5%
P 6 EimOA (Ports) 7B, F8R ZHHM G .
AMEF N 1 2] 65535 HE A LL P AT R I

PR riRTF (Save).

‘%48 Nmap 1348 B R
Je

Ror ARV RN R T TP Mk, (A TP Mk O I HAR, 0T AEAR R AR B Al
Hbr, BUAENSE TR SO0 RS i S At

WERANFF AR AR H b 2 A EHL, T I ER 4 H A

| EL N |



£13Z Nmap %M

ENgHiE |

P EPERRE > B1E > PEER.
P2 LA B, Sl Targets.

I3

SIE4
$IES

IR

S Th B HR I R S50 4 (2).

11 RARE (©), JUIFEWIRCE R TS, S S 16 S B AL
HEFR AT ARSI S 00V Nmap F15 H b% . 55 28 T,
MR TE (Save).

R, AR bR MR (W) MR A

Nmap MR AT DU bR 8 0 230 Nmap F 5 s2 Bk G . #hRoe LT HFMwRE . el HEX
IDETRE IS I N | 4 7518 AT BRAE TR 2 I TR Ry Pie AT 453847

Nmap 4L 1R 55 25 FEAE KA R FFAAS, HAEIET 5 — A Nmap H#i0 15 a0 R vh-Xi i H
Nmap K ENL, 5 W2 H T/ S i rh b s EAL, 55T Nmap $14545 .
% Nmap LIRER— %15 &, 1557 http:/insecure.org I # Nmap (Y.

FIEZ Bl
o U130 Nmap 655241 , 55 27 TR FTR, %0 Nmap $965 5241 .

LR > 13R4E > .

R EA AR S 55 3 1) R (©).

7E “CURCE M7 (Configured Remediations) #43, siiiAn (Add).

RN BFR (Remediation Name).

LIPS

D SRR T SRR R B A R A NAZ A e B P SR I il R TR OGN, TG AR
fHrh BB it ? (Scan Which Address(es) From Event?) i3 .

E7 AN

T SRR R SRR R B 7 AR R I A B LA N A kR R DGR, BRIATE LT, bR
FE AR B B FAL 1P Mok, 7 c B e 10

a4

[ EETIETY:
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| =snE

ez Nmap 48 [

T T W AR AR C B SO A A AR AN i e 4 G DRI 7 23 P Nimap #hf

fic & F 35288 (Scan Type) 3T,

B, BRT TCP ¥, JEZEFHE UDP b1, 14 43338 UDP i% O (Scan for UDP ports) i ik £ FF
/B (0n).

E7 N

UDP 3 1 948 Eb TCP i L4 7 2250 22 (OIS TA] . M, T 45 e ot

U SRV R e RO Y DG I SR i S A, 17 TG S FA B4 P 893 O (Use Port From Event) i%
T,
T SRRl R S DG I SR m s S A, A AT FH IS AT ARSI 5 | A I A () B e s AT 44,
T CE IR 546351 224348 (Scan from reporting detection engine) 17
fic & R R i (1§33 (Fast Port Scan) 37
7E % OSE B #0143 44 1F (Port Rangesand Scan Order) 7Bt , #ip N ZAEBR NGOG R ] Nmap 5
FYEAEF A% B OV (41 P i 1
LA A%

s FRE M 1 2 65535 (1A .

o A I 5 BT o B 1

o A FH AR W B S R

* F14ii TCP M1 UDP ujii LU, LA T /A ZH46 1) TCP i 1 5 (1 5t , LA U /E K UDP i 1513

¥ FF 3 o

Je Bl LA Y. ST SR i S I, (2 FR S R YR O (Use Port From Event) i T 75 7 ik
B, W 8 LTk,

P

B4 UDP St Wi 1 53 A1 111, SRJEF4E TCP & 1o 1 21-25, 1IN v:s3,111,T:21-25
SEGENIT I EL T IR ST A% RIARRCAS R, T IC BRI R i O AR B R B A AR AN = 2 (Probe
open portsfor vendor and version information).

U R PRI I8t 11, 15 IBR S MU ASS& & (Service Version Intensity) R4l ik — 407,
BCEATH R BT 2 i

FERRBERGG R, HIERNIRIERS (Detect Operating System) % & .

B TAVRIE SR, DU R H i s AT s 44, TG E S AT £ ATES (Treat
All Hosts As Onling).

P E A Nmap ENNK BT FYERER 773, iE N EN &A% (Host Discovery Method)
£ 1B A S LV RS

IR EAUR B R 4 1 s LA, 15 E E#1 & Bim H 513k (Host Discovery Port List)
Bohim NIE & Pk AV s 1503, HIE SR TT

EL N |



ENgHiE |
B 56 nmap s

19 il E BN NSE B A (Default NSE Scripts) 5, #7587 BRIA Nmap AR AT EHLRILLL KX
MR452% . HAE RGBT R I .

R’RR
W52 http:/nmap.org/nsedoc/categories/default.html, FREXERINJHIA LK .
PIR20 LRCESRMI R AR, T RHRHR (Timing Template) T H741 2 ok Sk AR G 5 -
R G O, MR, RO TR g T, S RORE, FEA I .
PR [t (Create).
RGO TEANRUE, A R .
H22  STER (Done) LR [ SE 4 .
P23 UHHE (OK) LLR[FISEEIF) 4 .

HxEH
Nmap #MRGET , 25 19 17T
%48 Nmap %M
X Nmap #MNRUIT A B8 SN2 5 IEAE R T O o BT BB AR N — IR IR AR . MR AN
T Nmap #bRCo
pUR

S AL AT 7 55 1 Nmap $156 52019146 «
o GRS > 1R1E > T,
© RS > 1R > PRI
U 2 7 ) B 1 RN
o L IR RO AR, i HESL IS RE (O, SRJEEEAE “ Ul E
R A PG R RO T AN
o WL IR RS AR, S B NG ) L ().
S8 3 MR TN, WA Nmap #5530 TUP TR,
S 4 WIS, 3 ERTE (Save), DU R BT SR T, i AR (Done).
SIS o, i SR M (W) SRR R

~— kY

IZ{TIRE Nmap 133

A E T N JH B Namp $948 . 7] DU b i\ S TP bk 1 sl il e R A 140 H
bR, FRE LR H bR

[ EETIETY:
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| =snE

nmap 133452 |

Nmap $E IR S5 28 A ERA T RS RFFAE, HRIEAT 5 — A Nmap 494500 1. W83l ]
Nmap KA ENL, 15 @ A2 HE 1. RS s PR B R, o FEAE ] Nmap $14845 %

FHIa Z |l

* 8#, WS Nmap 47948 HbR; 20 Nmap 366 Fbx . 55 28 1T,

pUK
LB LR > 2BE > FHiEERF.
IR 2 (RS T HATHIA Nmap #h 55, s 831 () .
$IE3 woE, B ORI B AR TR, 15\ ER7FE B AR (Saved Targets) 47413 Hhik £ H
Fr, R g (Load).
B4 76 IPSEE (IP Range[s]) 7B, #RE BHsUE S gy R FEHL 1P ikt
TR
o KTy IPva HibE =L, ATdRE 2 A 1P Mk, FIES5FRTF, s/ CIDR £oRvk. tBaffE
IP Hl B R S IR IS (1), 5 1P ik,
o X IPve b ML, EME AR AR 1P Huht . ASZREHbEEYEHE .
SIBS fEim 0 (Ports) 7B, R IR 1 BUE S S i 514K
AN AN S, RS B IT R E ) 3R el B E S BRI A 0 S YE F .
$IR6 iy ILRI$3# (Scan Now).
T—3HitT4
o B, MEATSIRA: S0 (Cisco Secure Firewall Management Center & ¥ {51 ) H & FAT
B
Nmap Hia4E R

o LU EAE AT ) Nmap 314, S A SEHTIH L Firepower REEHAT HH1$ 11 45 S 5L AE Firepower
RGEIMITIOE R, CLRA R PrEas 3.

T AR 5 i T rpE e T A A5 R (S A HD Nmap BEELB ), ] R 5 4R XML %
1% Nmap &5 530

J8538 AT AE M LIS B SRR 2% WL b 25 A B Nmap #0300 B ()84 R GRS 2845 E o R EHLH
g gEE o P O BRSOG4 5 R, B i R A A S TR R G S B
R g5 a3 3ar h rfE R, BN E SO R iX e g NN “Nmap H1$45 48 ” (Nmap Scan Results) 6
T

EL N |
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EanE |
B =z ass

& Nmap AL R
4 Nmap #5685, WU ARHIA R L.
A DURR A P 2 R 0045 SRR 45 S o SR U 1) 488 45 S I 5 310110 02 e B A B4l T 1) A A i
Ao ATAT I TIE SO AR RS, P R g5 AR . e v Al A AR, AR oRIT
PO 75 K A5 R
A7E http://insecure.org I F 2% Nmap 45 £, J£# ] Nmap 1.01 DTD &% .
ERIERR R E R

PR IEFRREE > 1BE > AEERF.
W2 £ AP E, %R (Scan Results).
PR3 A LU Emn] k.
o P A)YE R, 40 (Cisco Secure Firewall Management Center & FEA5 5 ) H A ZA4- i 1) B ) Fp
o BFFARIN TAERRE, G B ARG, WiE TAE AR d: (switch workflows) .
s HAEFEFNHEE LU ERNERm AR, E SRR R NEE.
o LORAFFAREE RS EIA,  DATAEARA] SO G 4845 h A G B ah XML AR, 3 e 5%
R T #; (Download).
o BONFISE RHET, W i ybR . BRI R A bR DA s HE AN -
o BRI ORI, T E R SR s T SRR (P). fESRMPL E Oh, T A
(Apply)-
bR
SRR A ks HAR A, I T sE BRAH N R EAE, SRS AT A (Apply). B0 CAEH AN
[IHL I, 3 s R TT Sk R T R BRI 45, AR5 M EZE M%) (Disabled Columns) )41
R

o B N RIF R TAERB P )R — A0, 162 (Cisco Secure Firewall Management Center P
T ) AL ) T Al R T

o SRCE ARSI ARG R TR R IA JE 2 E Nmap £, 59 26 10,

o SR TARRME WU 2 N RAE & TARRAE U2 [ 301, #5204 (Cisco Secure Firewall Management
Center & BHE ) B TAEGRE U 0L T H .

o ZF R A FAE LLE R RIS, 15 ABEZE (Jumpto) N g ik £ 2 A 1 S0
SR

o THRRPAREEA, WA N BOh AN R AT

FEXER
Nmap 45 R F B, %35 7

[ EETIETY:
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Nmap 1345 RFER

nmap st 25 ]

ZAT Nmap I, B0 EEHE PR A R . R RAG T A RE T A A MR

K7 B
k2 A RTE
FE 1% BR
T4 i ) PR B A R IT 46 H PTRR TA) o
2| PE B A R R 1K) 25 o TR TR) o
Hbx 7B RS R AR HAR TP Mkl (SREHLA, iR DNS b
JARD .
FIHEZE (Scan Type) L SE Nmap, BEASEE S HIE TR AHR, PRI R R A
A
P (Scan Mode) PR S R R
* on Demand - R FHZ AR ML AL
* 9N - RANFERG LRSI, e SN FHPOREIR.
* WiE (Scheduled) - K AMEATUEALSFIBATHIFIHIAIEE R .
4R P45 R
% P H AR e BUELE T 2 .
E X Nmap F3HER
T LS AFE R GUAMAT IR Nmap ST I8 XML &5 R 300, 08 n] DL NSERT RS R )
XML 455030 F . 225 N\ Nmap HHi45 8, 45 R XUk H XML A%, HAE% T Nmap 1.01 DTD.
A AN Nmap 25 101PE40 (5 5 LA Nmap DTD (#4015 B, 1524 http://insecure.org I [f] Nmap
BEER
LML CAFAE T LG, ARG Nmap A BEH 345 SN £ EHLE S
i3t

P EPRRE > 1R1E > REER.

P$Ig2 £ T HM L, fiidi Import Results.

$IE3 L (Browse), SRS Bk,

FIE 4 RA] “FALEE” (Import Results) T )5, MdiS AN (Import), S AL,

EL N |
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ENgHiE |
B nsvrnmreiz

EN SR RiCK

DigE EEA | | FRER
DEiE | IR
R R
LN KA D) RE | 6-5 (=S TLS 1.2 SUAEH T 4 B bt AU A %5 )™ i 1] FR) 38
(2 4P & ZFEECE EIRA R i, 2617 WEAEH AR
HEAT R

[ EETIETY:



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



