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Delete

Generate Template from Device
Packet Tracer

Packet Capture

Revert Upgrade

Health Monitor

Convert to Multi-instance

Troubleshoot Files

A m] LAGE T S 3 () 2 A8 S I SR RE , SRS IE FRIR SR HEEAR1E (Select Bulk Action) > %16
1% 5 (Convert to Multi-Instance) .
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2 Devices Selected Select Bulk Action v

Edit Advanced Settings

. Upgrade to Snort 3

Upgrade Threat Defense Software
Jngroup
Upgrade FXOS and Firmware (Chassis Only)

10108 convert to Multi-instance
10.89.!

Edit Deployment Settings
1120-2 SQnart ?

HIB2 N EEPATE M, AR5 AR EREE (Continue).
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Convert to Multi-Instance Mode

You have selected: 3110-2.

A 1. All configuration on the selected devices will be
erased during conversion to multi-instance mode. To
back up your configuration before conversion, use the
Devices > Device Management > Device > General >
Export tool.

2. The conversion causes the device to reboot. If you
disabled auto boot from ROMMON, first boot into
ROMMON and enter ‘confreg 1" and then reset’ to
reenable auto boot.

PATHG PRI A B, WEREEE IEAERAT, WAl e RIK.

SR o, EEWHRARR, Rn sk % 26 (Convert to Multi-Instance). ERIAHOLT, A3
AR, ARRERTRER 2N 2 SN A AR (K 44 205
iR
WURRRA TR R (Bltn, T IEET ) TSR e, s ik C s
Irauesrid, DI Eghe:.
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wiegwmn st i

& 15: Efv A

Convert to Multi-Instance Mode

Selected device name 3110-2

Configured device name *

[ 3110-2 ] o o~

Cancel Convert to Multi-instance

SERFRL 15 73 Bp, IR BE SR N BE s SR TP IER SRR AE R 3R s FE B i HLA
SRR A LAEGNEENA, AT EE R EIE Bl R (D).

TR AR RS v, HEA HZE v,
[ 16: A E

S

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

Management IP: 192.168.1.34 Version: 7.4.0 (build 1572) Last updated:Jan 12, 2023 12:23 PM

Network Module 1
m 12 13 /4 s 116 1 18

Oy
CONSOLE unknown  USB @@@@@@@@

R VAT VA R IR Vi PR VAT TR VA PR VA TS T T

== Core Utilization 22 Of 32 Cores Usec

Power Modulel Power Module2
Show details
Faults Live status at: 12-Jan-2023 12:23 Interfaces Live status at: 12-Jan-2023 12:23 Instances Live status at: 12-Jan-2023 12:23
Categorized Faults
@ 1/1 - Critical 2/2 - Warning ] @ 3 Instances Found
40/0-Major  ® 0/0 - Info Up: 1 Down: 16
0 Dedicated 13 Dedicated
W24z Mot 0 Shared 3 Shared 3 O 0
View in Health Monitoring @ cood A Erer @) offine
Hardware Statistics - [ Live status at: 12-Jan-2023 12:23
2 1 of 1 operable ‘ 1 of 1 operable @ 8 of 8 operable
Security Engine © Excellent Power Supplies © Excellent Fans @ Excellent
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B ==nwzo

AcE A& O

EVAEZmE, EEWEEIO. 2P VLAN T4 LA EtherChannel #2 11 FI3E A LUK M % & o BRI
R, PEE O T RS,

)

R EWNCE S SO AT Bt W AR, 35S 3 45 P Cisco Secure Firewall 3100/42001%) 9 28 f bR

\}

AR AKX ESRE LHNGER, WS 5 E O FEEE L

AL EYIEREEO
S0 DAk 7 =X RS B 11, 0 B R e R T S A R e . S 8 1,
DAL A EE 7 R e, FEEASA TR LLZ 7 :Ua e . BRAEGLT, WFEE: AL F2E R
Ao X VLAN A0, HEIRREkKERED.

Ti2

P11 N IRE > REFEE, &b NI EE, il &g () -
B 17: BN

TPK-4 Firewall 3120 Threat - .
192 168.1.34 Defense Multi- 7.4.0 Manage N/A
sl Instance Supervisor ——

IIOTHLAA A E IR RS v, BEA FZE .

%
Xy
N

MiEND (Interfaces).
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management-center-device-config-76_chapter15.pdf#nameddest=unique_313
management-center-device-config-76_chapter15.pdf#nameddest=unique_314
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Chassis Manager: TPK-4 o [ oo |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
/AT V- S T S V7 S V- R V/ S Y
e
. L L LU L L L
W9 10 M N2 13 114 15 16
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethemnet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
® Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

PRI A GR N L RAE (2).
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[ 19: 4RAEMIRIE D

Edit Physical Interface

Interface ID

Ethernet1/8 Enabled

Port Type
Data

Admin Duplex

Fu v

Admin Speed
1Gbps

LLDP Transmit
LLDP Receive
Auto Negotiation

Flow Control Send

P4 L BRRIERELUS .

FES N T imO%ER, wf HiE ol BURHA=E.

& 20: 5% Q2R

Port Type

pata v
Data

Data Sharing

PEe WEEEBANI.

1Gbps S¢S i AN SCH &I o SFP IRy & B

PR WE EBRRE.

KT SFP,  JEFF A& SFP LUSH £ 222 (1) SFP BB K1 B2 T 3G A 1t i . R & o a2,
I HIRZ IR M BB R o U SRAGHH o A P 5 BB BT O SEA R 5, R Ay B A B BT, MRz

AEHATH

$®B8  (u[ik) ik LLDP &4 Al/uk LLDP 2k LS AR 2 K B (LLDP) Hidi £

$E® (k) %P REEHIAE LS HE S (XOFF) il LT 74556
R B I A VF PN T AR S R A, AT UL ) U I ity 1 i 8 ) 5 S 1) 47 ol
LRI QS S A B B P E (NS B R R IF HICVER O 2 i,
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fic & EtherChannel .

) e 3 e A R A MO Jhn o — i A5 LR, FLRPROUR S IR ke AR i mis, K
BB AL SIEAT TR, T B LEAEI 2 00 ) 2 RAT A Kl L o

R

JEP I A SCHRF AR A5 Ior, LR Ry S5 A T LUK B A T A

HE, ASCRFEMCET i

PR AS BHLAT — ML 8000 MNZE i X )4 ity TARFAN G X #2505, IF HAZHbLos bt
A B ECE M X o MG h X AT A S 4 R s KA bRid (2 MB [8000 ANZE X ] I, 25 {Ef:
AN A TSR O EAGREEW R e R T g X v SR A RS (0.3125MB[1250
ANGMX]D B, o MAZEE CURIE . TR RE R S, WERG M XA FH 2 SRR R KA bR id 2 T
(42J75 1.25 MB [5000 P22pRIX s B4 1 0.25 MB [1000 buffers]) , JUJAJ &% XON i, fEReikf
AIYEWCE] XON Wil JE Pk i &

ARGUNSCRF 802.3x g A=l ARG SRR T UL Se el o

(Arie) kb Bt DARCEH D DL R . BERCIRS A= . XTI T 1 Gbps (I,
ToRGRHIL R . X T SFP i, HABEFEM L BEE N 1 Gbps AR B3P

o R TF . WE Ry 2O AT B RTF

DUE, EnT Lok sems BRE BINLAE . ERE T2 )n, A ERL.

fid & EtherChannel

EtherChannel (WBFKAuf s ) 2 nl IS 8 ANFl— MR A R AR R, 3 Honix &
Shy A TR] 3 FE AT TR o A S A LA RI-45 8% SFP; A LIRS AN [FIZRAY CR4ERDGED)
(1) SFP. BRAENKE R v BN SFP, 75 WUIAS e 8 i b A R 78 i 11 1 B e O SR IR & B 1
2t (11 1GB 1 10GB #: 1) SEXFME BN, ST LA AN R824, At A e 1 FH Ok
&,

BRI IR T L (LACP) 75 P4 /™ 9 285 1 5 2 [A) A B it 71 SR 42 1l W B .6 (LACPDU), - ik
JCER B0 . LACP $400 B 30 In A B3 45 1) EtherChannel (85482, LT T, LACP k<4t
PRPCE AR, A A R0 2 T P i 2 T B IE A R T 2 . G R O R A R H RS A BN
BoE,  “IFi” B AR A mE A i &

HI4A % EtherChannel i, EtherChannel ¥fAb THEFCIRAS OF T 13 LACP #:0) mikfFIkEg
THIF LACP #58) , HIEPK AL S v s, RIEYHaE S E@ K . K EtherChannel ¥3 N3
SEIRY, CERRIE H O R IR A

FHia Z |l
R DR B S WSS RCE B L, 28 22 I,
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. Bt & EtherChannel

TR N gE > IREEE, AUl HFE 2T B8, il % () .
& 21: EIRHLFE
Firewall 3120 Threat

Defense Multi-
Instance Supervisor

TPK-4
192.168.1.34

TIOTHUAR Y IAEE RS Ui, HEA 5% 00

F®2 5EO (Interfaces).
& 22:3%0

Chassis Manager: TPK-4 Save Cancel
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
/A V- S T S TR VR V A T
et s
CONSOLE unknown USB @@@@@@@
a0 1 a2 A3 i 115 116
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
@ Ethernet1/1 Data instance2 1Gbps Full Enabled No Auto Vd
@ Ethernet1/2 Data instance1 100Mbps Half Disabled No Auto rd
@ Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethemnet1/4 Data 1Gbps Full Enabled Yes Auto Vd
@ Ethernet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto i
® Ethemnet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto Vi
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
® Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

$£183 5 Fhn > EtherChannel @i&1E 0
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[&] 23: 70 EtherChannel

ync Device H Add l

c

Sub Interface

EtherChannel Interface

ST WEUT #AQ 24
B 2% 0RE

fic & EtherChannel .

Add EtherChannel Interface

Interfaces Configuration

I
EtherChannel 1D: (1-48)
1

Port Type
Data

Select Member Interface(s)
Available Interfaces (14)
Ethernet1/1
Ethernet1/2
Ethernet1/3
Ethernet1/6
Ethernet1/7
Ethernet1/8
Ethernet1/9
Ethernet1/10

>

«

Enabled

Selected Interfaces (2)

Ethernet1/4
Ethernet1/5

:. Cancel m

a)
b)

¢)

d)

*F¥ EtherChannel 1D, E#8E— /T 1 F148 Z 8] ID.

HiTEBH.

XTImO R, T HE s BiR R =
1K DR IE R, WS O, 52 I,

SR HEPE L N %) EtherChannel, 1575 AT F$% O 4 ik 48 il i (@) LUK KB 2 FiEE

BIEOYIE.

SRR IR A 1, XU Sk

iR

ANBERIN E 7> BE 4 S 4 1
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. Bt & EtherChannel

$IES

%t Cisco Secure Firewall 3100/4200% SEf5l4&E = |

(Ak) WEUT BEE 24

HhiF L2 3E ONMLFE LACP W'E) HEAL & 7E EtherChannel 1 & T 205K eMIASHE %
B CU S . an, aniikd LLDPAR4, WINAURINEAT X BEE HE . Wnoks SR E W
B4 1Gbps, W HAELHE 1Gbps #2111,

25 BEIRE

a)

b)

Add EtherChannel Interface

Interfaces Configuration

Admin Duplex

Admin Speed

1Gbps

LACP Mode

Active

LACP Rate

Default

Auto Negotiation
LLDP Transmit
LLDP Receive

Flow Control Send

RGO, W ok EWMT EFEHFN EBRL .

L SRR 0 LA 52 UL B B 1, LK TGV B in N iy 1 G 3
MR FRE R B DL B VBRI BRI .

P AR N R T B Fi6 o S PR A B 11, 2 K T S A N i 1 T3
P LACP#8E5. 7&#) 5l $T 7.

o FA-RILEFPL LACP %38 . =M EtherChannel 7] LL5 3= ] 5% 4 FH| EtherChannel 57 3% .
g 1 T R R PR B My LACP Wi, 5 D A ) 3 R =

* FFI§ - EtherChannel S4£¢FF 24, Jf AT LACP.  “FFJ” () EtherChannel Hfig 1555/
“JFJ3” [ EtherChannel #7154z

TR
Ln S FLAE N FT T B 5Ok S B 2 SR SO AT TRIRES . W] e 75 B 2208 =40 B R I 0] A e A
EtherChannel 3k NizZ47 IR 2% .
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CEESTal |

d) ¥ LACPRate. Default. Fastz¥ Normal.
BIMIEN Fasto

e) HILEH LLDP iy FI/ek LLDP 4, o e b4 LIS s (K BERS 2 A BL P (LLDP) B8
f) AEROEE DT ) R B X E .

PER6 sl RTF . WE Rl 2O WA EAK RTF
e, Enr Lok sems 3RE BINLAE . ERE T )m, A ERL.

B & 10
5% nl LK 500 18 ER 2B PLAH .
A O R VLAN ID #RA A ME—PE, - HAESZEIN, VLANID E/F B D L n i A
HME—VE. HERGH VLANID 4 A F P26, 488t nT DALE sl 8z 0 B sg i i eAr]. 4R,
R REAS 42 A AR ) ) ID, 346742 L8 v N BRAR
AT 18 FXOSVLAN FH: 0, F808 n] DAAE S Py b Gt 782 1. 15 S B HLAT B2 11 5 s 42
M, %53 7,

bUE ]

T N IRE > IRFEE, S N S B, sl R (9) .
26: EIBHFE

TPK-4 Firewall 3120 Threat F .
192 168.1.34 Defense Multi- 7.4.0 Manage N/A
b Instance Supervisor ——

FIOTHLRAR AR S v, HEA HZE .

FE2 piliENO (Interfaces).
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B ==rzn

& 27:4%0

T3 pul R > O
[ 28: IO

ync Device | [ Add |

C § sub Interface

EtherChannel Interface

PIE4

BEL NS
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Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
/AT V- S T S V7 S V- R V/ S Y
e
. ] LJLJL L)
W9 10 M N2 13 114 15 16
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethemnet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethemnet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethemnet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
® Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd




| %t Cisco Secure Firewall 3100/4200% S5t
sl

B 29: FEOKRE

Add Sub Interface
Parent Interface

Ethernet1/1

Port Type

Data

Subinterface ID

100 (1-4294967295)
VLAN ID
[100] | (1-2094)

a)
FIRS il RTF . Anaid gD A LA RE .
BUFE, RErT LUK SO B8 BINLAT. & Tz n, ElA R

iim RS 15
ST AZE 2 52U T AR A BI INEINAT . SHS 0 SehI s R T 0T . 250 5%
BIESRATI IR 98 14 90,
AR
W RN B IR, 55 10 1.

TN REF > IREEHE, sl AU S B, S g (2) -
[ 30: E3RHLFE
TPK-4 Firewall 3120 Threat

192.168.1.34 Defense Multi- 7.4.0
st Instance Supervisor

TN

TP A E IR RS vk, BEA FZE U,

B2 piali KB, AR5 wRmsEsl.
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[&] 31: 52451

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary  Interfaces Instances System Configuration
—_—
= (asroancs
Name Version Resource Profile Management IP Management Gateway Licenses AC Policy Platform Settings
v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A £
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A N.A N.A e

S AR, T BT RIESWN, RiET T—%.
32: i

Add Instance X

o Agreement 2 | Instance 3 Interface 4 | Device 5 | Summary
Configuration Assignment Management

End User License Agreement

Effective: May 10, 2022

Secure Firewall Terms and Conditions

By clicking 'Accept' below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:
https://fwww.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

You also acknowledge that you have read the Cisco Privacy Statement at:

https://www.cisco.com/c/en/us/about/legal/privacy-full.html

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to
such end customer’s use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not
have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and
do not use the Cisco Technology.

| understand and accept the agreement.
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33 LR E

Add Instance

Agreement

o Instance

Configuration

Display Name™

instance4

Device Version*

7.4.0.1572

IPva
Management IP*

192.168.1.38

Both

Network Mask*

255.255.255.0

Network Gateway*

192.168.1.254
FQDN
cisco.com
Firewall Mode*

Routed

DNS Servers
1.2.2.23.3.3.3,55.55, 4444

BRBR

3

SWa OB, RELOISH, R T—5.

3 | Interface 4
Assignment

Device
Management

Permit Expert mode for CLI

Resource Profile*

Default-Small +

Device SSH Password*

Show Password

sl

5 | Summary

Back

W RRAS- 5 H I RCAE 1T N 2RI . AN T IR S, AR, FohEq]
AR EHEANRIA, BRI, 1§50 % & (Devices) > #l#E 4 (ChassisUpgrade).
FHRET S TH BB MCASFIHT B A ARG AR S s A . BN B R A, I
BUFH FXOS CLI. H&: FXOS Al goipss il w g A o e ml— A Ao0HEgE R, 18
Z) WbEHERR TR

il 4n -

firepower-3110# scope firmware

firepower-3110# download image

https://10.10.7.89/Cisco_FTD_SSP_FP3K Upgrade-7.4.1-1.sh.DEV.tar

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

% Download-task Cisco FTD SSP FP3K Upgrade-7.4.1-1.sh.DEV.tar : completed successfully.

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#download-a-package-for-multi-instance-mode

%t Cisco Secure Firewall 3100/4200% SEf5l4&E = |
| BT

* IPv4, IPv6 i@ (Both) - 715 WU B4 AR IR (¥ 9 4% - 6 5 &5 32 | P (Management | P) M
bho WE MRS (Network Mask) FIM ¢ Crlae SHIAAHIAD « HUARE L 0 5 R4 5] 4t
=, RASSEBITE M S A B R IP Hibk . BRUESLR, T Do SSH Rk 1P Hukk DL
Vil P A CLI.

(%) FQDN
B AR - B HY BUIERA . A3 OCHT KB I TR A5 S, 1 2 F I i b B kB AR
DNS BR % &% - M AU T B i 1Y DNS IS5 #85138 (LLE 500D .

(") EATF CLI BT KENIF - L KBS it gaPpSifE o052 U 1) PR LA O/ S B e 2
B o
TR E IR I, A B SSH 2316 U In) SEA (AR (1 FH - mT U N 5008 an SRAR Rkt
I, A A A FXOS CLI iy Il S5 AL PR B9 P o] DR N L KR FRATT A 13044 FH kb ik 1t
AR 568 SE 481 2 ] PR 88 2
YA AR 48 H 208 SRR AR SR PO BR A ], Al TR 2k
ABEHECT, AR B CLL i 'R 4.
FRERE X - RN E W E CPU LR RESHRIEZ LHEISSE RAM, Jf
FEBEAS S (RG24 40 GBo  HLARE4E LA N BRIA SRR IC & S A Default-Small.
Default-Medium F Default-Large. #& 7] LUk 5o 7500 (+)59 IEALFE S LA L & Stk LLS
T G 4 DR R B S

34 RmERREH

Add resource profile X

Name*

silver

Description

MNumber of Cores*

24

Cancel Add

 RMZOEED 6.

e
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H5HABRRKAZECR LI, BB AMEZOBOR 526 v] #g HAT A 5 =i CPU I
Ko HABME BRI S 6 3R E UK. W R BB E AL, R
[V YW
o WATLIAMEAEE (64 8+ 104 12 14 %8) ML, NiEEIH.
o BRI OB TS, S S BOR AT 4 . 5 14 T,
QRS 5 0B — AN R B PR B S, DS ST gk, X ] REFT BT 5 4 s T] .
TR, T e S A HYERE, A S EEAN R /N R R E S, 4 R R T
KN
« %% SSH 85 - 2y CLI Vilnl (SSH il &) W i s Wb A #5130 . /F FRIANERRS &
B EE %,

SWE (BOSRD, KN RS S, RS F—%.

& 35: 3% A5
Add Instance X
Agreement 2 ) Instance o Interface 4 | Device 5 | Summary
Configuration Assignment Management
Available Interfaces (5) Selected Interfaces (3)

Ethernet1/7 < Ethernet1/4

Ethernet1/8 =2 Ethernet1/6 <

Ethernet1/14 Ethernet1/9

Ethernet1/15

Ethernet1/16
>
1$¢

Cancel Back m

HEEE g RS R AR (%)
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| BT

BB A0 REEE L, WERAEIORE, KI5 AT T—%.

36: % & ER

-

Add Instance X

Agreement 2 ) Instance 3 ) Interface o Device 5 Summary
Configuration Assignment Management

Device Group

Access Control Policy*

inside-outside +

Platform Settings

instance-settings +

Smart Licensing
Malware

Threat

URL Filter

Cancel Back m

g
S SR S X PETLAT U PR RSN SO
© T EIR BT T B AR O e

- BV

ST L WED, FIAERRE, ARl REF.
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arxzgrs [

I7HE
Add Instance X
Agreement 2 ) Instance 3 ) Interface 4 | Device ° Summary
Configuration Assignment Management
Instance Configuration #  Device Management - This info is required only during instance creation. ke

instanced true
7.4.0.1572 inside-outside
Default-Small
192.168.1.38 olicy instance-settings
255.255.255.0 censes MALWARE THREAT,URLFilter

192.168.1.254
routed

.....

cisco-fw-4.cisco.com

enabled

Interface Assignment - 2 dedicated and 1 shared interfaces attached Show Al

Cancel Back m

T AR ORAF S 2 g S R L AT B RAF ), SEPHRAS N2 26 SEde

SR8 £ KB bk b, it RTF
SR AEHUAANE
TE A, RSO IR & B IR DU IS I B

BEX RSB E

AT LARCEN AR GON &, Bl SNMP. #8041] LS NECT AR FXOS il .

Bic & SNMP

T LUE R AN LA 2R GEC B P 8 I R NS B U5 LA 2 MIB. 8 RERE L S
THUAT SNMP {5 R BToikm el HUARTE B 117 1) SNMP.

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .



%t Cisco Secure Firewall 3100/4200% SZ5I4E =, |
B s =sungms

FiaZ /i
K HorA— A SR E SNMP. 1% [ SNMP.

P11 N RE > RESE, sidi tFE 20hn B8, 5uhd &wiE (0) .
& 38: EIEHLFH

TPK-4 Firewall 3120IThreat
192.168.1.34 Defense Multi- 7.4.0 N/A
atdbi e Instance Supervisor
TPV AAE B EE S v, HEA H5%E niim.

P2 mili RFEE.
FIR3 JEFE SNMP, RJ5 g3 ik #Es
& 39: SNMP

Chassis Manager: 192.168.1.42

Cisco Secure Firewall 3110 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

SNMP . :
Choose an instance for the SNMP configuration

Import/Export

None v

figuration will be applied to the chassis.

inst1

T BT IE S5 R HLAS L ¥ SNMP,

T4 LR TF (Save).
SRS BN

FARFHIEERE

A PG D RER A S M UARTIC B BB XML SOPE 3t BT S0, 2 m, Sl U AN ERD
B, PREOR RO E B E N TN, DURIEI R A IR, SRS R . AL
BIAR AT, BT LU HLAARC B S A S (Bln RMAD .

TR, AT HPARRCE; AT HSCOIBCEBE . 7 2T B 2500/ T R A& 4y Sl
SN, U E I A DA BC B AR R S A SO A BC

. %t Cisco Secure Firewall 3100/4200% SZ{545 =,


management-center-device-config-76_chapter21.pdf#nameddest=unique_320

| %t Cisco Secure Firewall 3100/4200% S35 =
sagstnaes [

FHia Z |l

TR ABCEKINLAE, UM RAE AL A
o M RIOHUAR i A
o AHTEIAT BB S e
o AR 19 2% e

TN IRE > EFEE, b WA IR B, sind &g (9) -

40; EIBHLIE

Firewall 3120 Threat
T?KT& 1.34 Defense Multi- 7.4.0 N/A
il A Instance Supervisor
FITTHAE ) M FEEERRE T, HEA B .
FR2 nif REERE.
FIR3 miih BAIFH.
PB4 LRHRCE, WHHATLUR .
a) fE£ S XuEh, S SERLSEH.
B 41: G125 3t
Chassis Manager: 192.168.0.116
Clsco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor
Summary Inerfaces Instances System Configuration
SNMP
Import/Export
Import Export
Download
¥ .r.\r>n.-n||>a<| .

b) W% T SCHEEUE AT R A A

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .



%t Cisco Secure Firewall 3100/4200% SEf5l4&E = |
SARSHIFERE

42: SIS HKIN

Dismiss all notifications

Global X
Device Configuration Export
Device Configuration Export
Exporting device configuations
© Global X

Device Configuration Export
Export file created successfully
Download Export Package

c) mMiHANHE (THEHE) it T, FEFHt.
B 43 T#

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances System Configuration

SHMP

Import/Export
Import
This will replace the current chassis configuration with new configuration
rop Fil
Download
This will ok ported

+ Download

AFLL sfo 4 A4 IRAT -

TIRS LPABE, 9 o Iz E] ik SN > MEXH XK.

. %t Cisco Secure Firewall 3100/4200% SZ{545 =,



| %t Cisco Secure Firewall 3100/4200% S5t

Chassis Manager: 192.168.0.116

Clsco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances System Configuration

SNMP

Import/Export

Import

with new

mEanarans [

Download

+ Download

BcENETFaRE

PP & BEE TR E — R A TR B 1 ZhBe -

AP AN R0, A 201 22 A SRS

I T 8 IRE R

BT LUE 2 LR Z R 3 . W R A B A

i FawE i GRE& > FRIRE) FHP G RERNG. LlndRn Nk si &R0, R

5 B AR 1B H AR

TR EHRE > TRIRE.

L2 W TIAT S, L EH (). 4RiE (O)skmIE (W )5k .

N
TR

AR bR TATAT H AR B sk, MM IZSRIS L. 7SS MRS 20T, fRlifit

R oAb SR 5 BIIXLE H AR

SR 3 EQIHRTRN, 15 R EZ SREE (New Policy).
a) MW TFHFIRHEH ETRIRE .

b) Er g N & FR (Name) A1 AR (Description) (RJ#E)
o) (k) MEFENHRISI AT AAFE, AR5 mdiidiin (Add) (BEH0 LR InpTiENLAE. w7 CAAE

R FRUOTRMA R T U D UESIR .

d) MR TE (Save).
RAOIETNS, FEFTIF LA T g

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .
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B ==ons
TR 4 U I I RRHLAL, T A R T £ N S 1 R (©) AT
a) MRS B (Policy Assignment).
b) ELHLAE ML NS, T AT RINLAS SRR, SRS A RN, TR LU R
o) HEMBRHLAEAED, i FRENLEE S1& P AR IR (W) .
d) AEEE (OK).
it & DNS
WA SR L ARAT S TP Mk, TV 7 35 5 DNS 4558, X EEHL4 DNS ¥ By T4
SCAI) DNS W, EH 7R & A B .
Wit E A~ DNS JRS 2800, HUAR I LI Z BN UGG T R 25 5% . 105 % T LAZE DU/ DNS R 4841 rh
BB PUANIR S 520 00T, AT LA BA R 45 B2 0 DY 5 MR 455, 0 ) DS DA 5 S 4 i A
GRS,
e
S A RE > FAIRE . IO LA
2 %EH DNS.
45: DNS

MI_chassis_settings #

Enter Description

DNS
DNS Resolution Settings

SSH
Specify DNS servers groups.

Time Synchronization

Time Zones (_) Enable DNS name resolution by device
Syslog
DNS Server Groups Add
dns1 (default) L¥

FIR3 JAH BRRIR & DNSHR BB 1k,
IR A il A0 LAAS N DNS k5544 .

. %t Cisco Secure Firewall 3100/4200% S: {545



| %t Cisco Secure Firewall 3100/4200% S5t

[& 46: 770 DNS AR 58540

Add DNS Server Group X

Select DNS Server Group*

dns1 v | 4+ New Group

[ Cancel ll

mgEsshamsshizasnz

S G PRI DNS RS G 25 0 DNS JIR&sedint 2 , mutidi (1) #1248 (New Group).
WRTRIEL, BB UL FOMEHE. LIS 54 R 1 44 BRI 22 DU/ DNS IR 2% 1P Mk, 4%

Ja it A
47: 3732 DNS FR %5 A K

’ New DNS Server Group Object X
Name*
dns1

DNS Servers

10.9.5.4

(Multiple values in IPv4 or IPv6 addresses can be specified as

comma separated entries)

Cancel | m

%

P6 il 4RTF K DNS JIRGSEA IR F L
TR EEXIP RN IAD IR 544

FORAET AT 5 F 4L b B 2 KU PU4> DNS Jleds &%

FIR8 nilHRTF (Save) LALRAER SIS i1 T S 2

BcE SSH #A SSH i7(0) 5%

PR L AVENE B G F P BN SSH 2, 153 F SSH IR S5 48 H- LB A VF 1 MY 4

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .


management-center-device-config-76_chapter34.pdf#nameddest=unique_325

%t Cisco Secure Firewall 3100/4200% SZ5I4E =, |
B == ssuasshinagiz

$B1 EREE>FAIRE, JFOIE LA .

P$IE2  EH SSH.

$BI BB SSH Vi, ik B SSH (Enable SSH) k.
48: SSH

M |_ChaSSIS_SettlngS ’ You have unsaved changes Cancel ‘ m

Enter Description

Policy Assignments (1)

NS
Dt SSH Server SSH Client
SSH
) rver Strict Host Keycheck disable
Time Synchronization (J Enable SSH Serve iy
Algorithms ra Algorithms rd
~ Encryption ~ Encryption
aes128-cbe aes128-cbc
aes128-ctr aes128-ctr
aes128-gem_openssh_com aes128-gcm_openssh_com
aes192-cbe aes192-cbc
aes192-ctr aes192-ctr
aes256-cbe aes256-cbc
aes256-ctr aes256-ctr
aes256-gem_openssh_com aes256-gcm_openssh_com
chacha20-poly1305_openssh_com chacha20-poly1305_openssh_com
~ Key Exchange ~ Key Exchange
ecdh-sha2-nistp256 curve25519-sha256
Host Key* 2048 H Volume Rekey Limit : | kB
Volume Rekey Limit S| KB Time Rekey Limit | Minutes
Time Rekey Limit < | Minutes

P4 HEREATNEZE, WAl &8 (9).

. %t Cisco Secure Firewall 3100/4200% SZ{545 =,



| %t Cisco Secure Firewall 3100/4200% S35 =
mgEsshamsshizasnz

[ 49: FInE %

Add Algorithms X
Available Algorithms (17) Selected Algorithms (3)
aes128-cbc ~ Encryption
aes128-ctr aes256-gem_openssh_com
aes128-gecm_openssh_com ~ Key Exchange
aes192-cbc ecdh-sha2-nistp521
aes192-ctr ~ Mac
aes256-cbc hmac-sha2-512
aes256-ctr

chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256
curve25519-sha256_libssh_org
diffie-hellman-group14-shal
diffie-hellman-group14-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
v Mac
hmac-sha-1
hmac-sha2-256

Cancel . Add

a) EFEmMZFEL.
b) BRI,

ARSI TCTE AR ol e 2 R = . IS S R M BNV I S, DA
PEENLR AL B PIAHTVETE I B AR 55 4 5 A0 Bt

¢) kP Mac SEdE Sk,
LIS X TENEH, BN RSA BHHXIBHC /N

RSBl (U BT K 8 S, HAT 1024 3 2048 2 ], 8 BRI /N, 2R R
RSA S35 BT 75 FO RS TRtk . 33U 0 2048,

FIEB6 X TMESHNBZAEHMBERE], HEE FXOS WiF & ihER 2 iriEs L Avriiiis (LLKB A H

£ .
PRI XN TR A HAEFET B RS, 75 BCE FXOS Wi b2 iS5 1 SLVFIK SSH 2516 5 IR ) (LA b
AL

PIR8 X T SSH B, HACELL T,

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .
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[& 50: SSH

MI_chassis_settings

Enter Description

DNS
SSH Server
SSH
= )
Time Synchronization (J Enable SSH Server
e Z
Ll Algorithms
Syslog
~ Encryption
aes128-cbe
aes128-ctr

aes192-cbe
aes192-ctr
aes256-cbe
aes256-ctr

~ Key Exchange
ecdh-sha2-nistp256

Host Key*

Volume Rekey Limit

Time Rekey Limit

aes128-gecm_openssh_com

aes256-gcm_openssh_com
chacha20-poly1305_openssh_com

2048

KB

Minutes

%t Cisco Secure Firewall 3100/4200% SEf5l4&E = |

You have unsaved changes I Cancel ‘ m

Policy Assignments (1)

SSH Client

Strict Host Keycheck disable

Algorithms rd

~ Encryption
aes128-cbc
aes128-ctr
aes128-gcm_openssh_com
aes192-cbe
aes192-ctr
aes256-chc
aes256-ctr
aes256-gcm_openssh_com
chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256

Volume Rekey Limit S KB

Time Rekey Limit % | Minutes

s IS ENZAE (Strict Host Keycheck) - i £ /8 A (enable). 2 (disable)BiiE 7~ (prompt)

ki) SSH ML PR

* BH (enable) - 11 FXOS AN EAUCA A HE LS, EB g . BanZide
FXOS CLI *1§i [} R Ge/i 45 el 1) enter ssh-host iy 4 T30 F4L.

* &7 (prompt) - Xt FHUH FRAEAERI BNV Y], RE IR iidi sz LA .
« 2/ (disable) - CGERIL) HUAEHRE F 3hH% 52 LARIRAT fil 10 L B

« B3% (Algorithms) - sl #538 (©), RJGIEFANEE (Encryption). Z$A35#k (Key Exchange) il

Mac &%,

- ZHAEFHESRE (Volume Rekey Limit) - ii5 ¥ & FXOS Wi T & il 2 wriEfE L AVFRR &

(LLKB A HAL)

o ZYAEHFHETE PR (Time Rekey Limit) - i & FXOS WiIT & 1482 5l RVFI SSH 1545 N

i) CAM o BT .

W9 L SSH ifE %%k (SSH Access List).

. %t Cisco Secure Firewall 3100/4200% S: {545

T E5E Se VRVl ) TP bk sk k4%, SRJ5 A fefi ) SSH.

I



| %t Cisco Secure Firewall 3100/4200% S35 =
mgEsshamsshizasnz

[ 51: SSHij7ia151 3%
MI-chassis #
Enter Description

DNS
SSH Access List

SSH

SSH Access will be allowed to the configured networks
SSH Access List

Sl MNetwork List rd
Time Synchronization i

any-ipv4
Time Zones .

any-ipv6

@ By default, SSH access is denied unless you add a network to the list.

FER0 sl WIE (0) INIMMEXT R, R)5 ki fRTF (Save). ERATLLTahHA 1P Huhit.
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B ==z48z

TEN

RERZHE

TR L RE > FERE , PO G RHURT A

& 52: W 4 3 5

Add Network Objects

Available Network Objects (14)

Search Network OF

any

any-ipvd

any-ipv6é

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPva-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPv6-IPv4-Mapped
IPv6-Link-Local
IPv6-Private-Unique-Local-Addresses
IPv6-to-IPv4~-Relay-Anycast

test

RAHRTF (Save) LAORAE X S 1 T A7 3 2

T2 i REAEE

PR3 /£ A ERY LR, G FBG

[ & |

@ Only Network Objects of type "Host’ and 'Network’ are supported. "'Range’ and 'FOQDN’' objects are not supported

Selected Network Objects (1)

Remove All

IPvd-Benchmark-Tests

Enter IP Host or Network

Cancel ‘ Add

BTAMHURT R RS H G XA S H Gk B FXOS #1F R 5¢.

. %t Cisco Secure Firewall 3100/4200% SZ{545 =,



| %t Cisco Secure Firewall 3100/4200% S5t
BEERZFAZE

53: 74 H & B AR

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Console

Time Zones @ ) Enable Admin State
3 s -

Syslog

Level | Critical

Monitor

("I Enable Admin State

@) Enable Admin State
Level | Critical
Name* | messages

Size* | 4194304 & Bytes

AR 13t AR

=# & (Console) #i4

EHIRZ (Admin State) 7B | HUFR S ARSI G L2 R R HEHR.

W ARE R 6 FE R R G H B BRI 8 H G B i E)
Hi&rh, 15k BB (Enable) B 1EAE. W R H %+ B (Enable)
HiEHE, RGHEWBBESRMBIHEY, (EASBEREEEHE
J:o

L5 (Level) 7B Wik TS & - IR (Console - Admin State) (12
(Enable) BIEAME, iHIEREAAEEEE B R R EARH E 20,
HUAZEEE R G s b g K LB B X ] DU BLR Horp— T

K2
© IREE

3R 2& (Monitor) #4>

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .
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%t Cisco Secure Firewall 3100/4200% &= |

AR 15t BB
EIIRZS (Admin State) 7Bt | MU R AANMS LR R ARG HENE.
IR ARAE g b R R G H AW BRI e H W B in £

Hi&rp, 15k /B (Enable) SIEHE. WS HGHE T B A (Enable)
SOEME, RGHENEBSRMEIHESY, HAZERERME
E.

7 (Level) Frg&

DRk T M5 EE - BIRIRES (Monitor - Admin State) 12
(Enable) SZIEHE, 1HEFEAE IR MAS F BRI BRI B9
RYAE LSS BRI K L B R XA LR HeA T

. IX
2IN SN

- {268
- EE

* iR

1B 4 763x%E B B9 (Remote Destinations) #£ 1k |, K% = ANIMTHEES FFFB, X HER LA

St ATUARTZE BRI 6L«

. %t Cisco Secure Firewall 3100/4200% S: {545
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BEERZFAZE

[ 54: 7 HEEE R M

MI_chassis_settings ~

Enter Description

DNS
Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Server1
e Zonee @) Enable Admin State
Syslog Level Critical
Hostname* | 10.89.4.2
Facility Local7
Server2

(M Enable Admin State

Level I 3 v

Hostname*

Facility

Server3
(I Enable Admin State

Level

Hostname*

Facility

IR R G H G B AE R H I, BT LURYE SN R 28 H S A5 s Bl i s 1 AR 8
FAEDRAF H G sk Bt Jo e JEREAT AR BE . ldm,  m] DA 58 AR 10 R 58 2R R 48 H AT B G AT
3f, A H SRR IR L SR R A B SO F DLBEAT IR, B AT 5 Tt mi I A ER B 4t

HE R

AR it AR

EERA (Admin State) FB | W RS R HE SR A R H BN R, 1HET B
(Enable) HIEHE.

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .



%t Cisco Secure Firewall 3100/4200% &= |
B ==7450%

AR 15t BB

K5 (Level) Thrgi# PR R G I BRI BP0 . RGAEIERE AT A7 it ik
B S UL ESH R . 3K AT U BUR Horh— T3

1132

* IREE

FEHANP ik (Hostname/IP | e 5 H & Seh B B 1) 2014 B 1P Hbdik.

2 P
Address) 7Bt -

TS ] EHLZ A [P Huhl, DAZ0CE DNS JIRE28,

®& (Facility) NugiE ARG H BG5S E I SO BRI R S H S Bk X
AR LU Hrp T3

* Local0
* Locall
* Local2
* Local3
* Local4
* Locals
* Local6

* Local7

HUS 5 AWIE HIE L, SRR,

. %t Cisco Secure Firewall 3100/4200% S: {545



| %t Cisco Secure Firewall 3100/4200% S5t
mariaEs |

[& 55: 74 H S A iR

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Faults
Time Zones @) Enable Admin State
Syslog
Audits

@ ) Enable Admin State

Events

(M Enable Admin State

AR 15t AR

Mg > A AERIRTS JA AR G H e %
B > BREERES AR H .

B> GREERRT ARG H Il k.

PIR6 nidRTF (Save) LALRAER SRS 1 T S 2

fic & B (8] G 25

NTP ISt JZ 55 s R A0, I AE 48 R GEh SR IERG A (K [R1 2D I 1) o I R AU P 5 A il B AblRg
WRE, BlUngiiE CRL, LA AE. FirZ T UIE 4 > NTP Hids 4.

N

iR « FXOS fi[] NTP fii4A 3.
© WIRAMENTP R 25 75 102 E 0 13 BCE K, TN Sl G2 A) 20 2 FXOS HUAR I NTP AR %545 -
AR NTP %7 i [a] 25 3 NTP RS 28 0, 2 {Emhasiain 1.

WERE O E B O NTP kg4, WInT CAZE RS #s L1 Jete/ntp.conf SCAFHHHREIE W EE. 41
JENTP RS54 02 (E R T80T 13, RS PUSE XY ntp.conf ST HP (1))2(E I H 8T 8 iR g5 4%, Bl
AT AL NTP k4545 (BW1: pool.ntp.org)

FHIEZ Al
WAREERE BN T NTP e dsds, WAZUNCE DNS fkd5ds. 1620 BCE DNS , 5 42 1.

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .



%t Cisco Secure Firewall 3100/4200% SEf5l4&E = |
B ==cams

TR L RE > FARE , JFOIE R HURT A%
FIR2 L FRERE

56: it 8] [5] 25

MI_chassis_settings #

Enter Description

DNS

SH Via NTP from Management Center

Time Synchronization ® Use Custom NTP Server

Time Zones
NTP Servers | Add

Syslog

ntp1 i

PR3 WL AR A, 3 AEER AL S EET NTP.
WA U RT A ORATLAR AT 5 B rPC A AH ) BRI )
SR A LTSN NTP kg5 s, i niidi (ERBEX NTPBRS 2.

a) slili AN ORISR S5 4% o
[l 57: 70 NTP BR %5 %8

Add NTP Server X

Select NTP Server*

i ntp1 v | -+ New Server
. Cancel | Add
b) AT RSEI A ST AT Bk IRGS28, AR sas TN, s el T FTRRARSS 28 LAVRINF RS
At o

. %t Cisco Secure Firewall 3100/4200% SZ{545 =,



| ¥t Cisco Secure Firewall 3100/4200% S254& =X
SR |

58: R ANFHY NTP AR5 8%

Add New NTP Server X

NTP Server Name*
ntp1

IP/FQDN*

1.ntp.esl.cisco.com

Authentication Key

Authentication Value

Cancel Add

c) XFHARS 2, WAL R, A5 s iRm.
* NTP BRZS 88 2 FR- FH TAr iR BS54 24 5
* IP/FQDN- IRZ5- 23 1 1P Mtk sk EHL4 .

« IIFZREAFIBEIE{E - M NTP R4S 283U 4] ID AME. #lhn, ZAE2%E T OpenSSL ff) NTP
Jik 2545 4.2.8p8 MM A F AR il SHAL %4H, il A\ ntp-keygen-M 54, SR /5 7E ntp.keys
A AR B 1D R . B T R0 i R IR 55 A0 VSR SR I A R RN

VS FR ] SHATL #E47T NTP fARk%s 2% 5 43 36 31F

FERS mlRTF (Save) LAORAER SRS 1T S 2

o B i X
BB BRI X
oL

TR EFRE > TFRIRE , OISR s .
TER2 I REX.
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B =essmes

[& 59: BF X

MI_chassis_settings #

Enter Description

DNS
Time Zone:

[uTC+00:00) UTC v
(UTC-12:00) Etc/GMT+12

SSH

Time Synchronization

Time Zones Zor
(UTC-11:00) Etc/GMT+11

Syslog

(UTC-11:00) Pacific/Midway
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Adak

(UTC-10:00) America/Atka

MITE_1000 Cea ICEAATL 1N

I3 NI h ke B X
HIB 4 S THRTE (Save) LURAERT S i BT 3 4L

B IR LHEK

KA EAKE WIHMTS, FGE FXOS CLI B o i B ml 5 oo Fo g LA e 1

# CLl A & L4

U ARG BRI B A B P Z PRI B ) 2 SR, AT DLAT Ry . A 4 B
D REFEHON Z 9B, TSI R B Oy 2 e, 5 19 U,

T B ) & v L R BB CLL, LR A 22 Se it MO matn, ml LU LA IS i 2
.

\}

AR BRI DL P 1 _EIERER SSH, AR IRATT AR AR P 65 i 1 DR BE G 2 R T I . SRR
LA 6 5 1 o

TR JERBINUATE S G 1 o

. %t Cisco Secure Firewall 3100/4200% SZ{545 =,



| ¥t Cisco Secure Firewall 3100/4200% S254& =X

54 6 10 142 3] FXOS CLI.

$HE 2 i P 4 admin F12555 Adminl23 &%

B IRGRFXOSH, RGN ETE S,

a4

weuapssoet [

WA O (RREAREE, 5T AR B % DI G T BN BOAEL. A7 S OB WS 7 1)

FE, 1HZ 0 FXOS wkEHERRFE
IR

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...]

firepower#

R A AT R AR S e WSRO AR, 8 nT DAAREE AT LR > AR

Z I () B
show system detail

TP

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address:
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

TERER Ui fE CLI.
connect ftd

TP

firepower# connect ftd
>

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
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%t Cisco Secure Firewall 3100/4200% &= |

B =cusrssme

FIRE OSSR MBI N, RGN B R, RGUR R CLI BEE WA,

VO AR SO VRIS T T B 1 TP AN A 1 B (R, IR 2 SRR, DR B DL R %
o

o B (AR B S A
* DNS %5 4%
o R

WA 22 SR Ay A vh B R TP MR YOG . B ok 22 s )S, #48R] BLYE FXOS CLI 18
MO E . 1ES 0 76 FXOS CLI 1 AR s B, 45 61 T,

JEHZ SR, BCE NS P DR, R R AT LS TPv4 FI/EY IPve i T
bk ASCFEDHCP. fIAM2 )G, REKFREERAICEHERH3. MINERASE (&HAE) .
R EH RS, HAEE SIS FRIC R, (EIEALE Ay A b S BRI 4% NS B B SR
Ao HUFE BN B E N “firepower-model” o

| Pv4:

configure multi-instance network ipv4 ip_address network_mask gateway ip_address manager
manager_name {hostname | ipv4_address| DONTRESOLVE} registration_key nat_id

| Pv6:

configure multi-instance network ipv6 ipv6_address prefix_length gateway ip_address manager
manager_name {hostname | ipv6_address| DONTRESOLVE} registration_key nat_id

W2 LA manager 411

* {hostname | ipv4_address| DONTRESOLVE}—Specifies either the FQDN or IP address of the & ¥
HRuts, IR DA AN CERD s AT U5 H 1 1P kb, A BEAE AN & 2 Tl 2
SEAUIE] SSLO A REAS fFIE . WERARAE MLy h IR 8 i B s B B TP Hhdik , ARJRHIA
DONTRESOLVE; XFEHL T, HUARLAURA I Usin (K 1P bk sl EALA,  JF HAZiidE € nat-id.

registration_key-#ii N SEIE I — R MEAE M 2, M EEE SRR iR e . PR
1FHE 37 NFAF . ARCERTRIE AR (A-Z, a-z. 0-9) FHIETHF (-)s

nat_id-$ 3E JEE PR ME — 1) — PR 45 Hf, FENIHLARIN — 5 B0 € nT 5 i 1) TP ik s 3241
Ao W EAE AL EREE. MR B AL SR RLAL . W ZCE, (HIRAT

IR VCE NAT ID,  BIMERHRE T BN EIP ik, NAT ID MG 37 755 A7
TREFETRHCT (A-Zs a-z. 0-9) FUETHF (-). b ID AREM TR LA B E N 21
(EFEL VS

BB AR A A R A, AU FXOS CLI J46 A\ scope system J¢ set deploymode native. 1%
[ 7E FXOS CLI 1 S U LB, 28 61 UL

Tl

> configure multi-instance network ipv4 172.16.0.104 255.255.255.0 172.16.0.1 manager
fmcl 172.16.0.103 impala67 winchesterl

WARNING: This command will discard any FTD configuration (except admin’ s credentials).
Make sure you backup your content. All previous content will be lost. System is going to
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be re-initialized.

Type ERASE to confirm:ERASE
Exit...

>

P K AR IR B L IES RIS

B aBAEprIED

45 T DAZE SS9 23 BRI M2 11 V1 1 R o P92 1000 SIS e 6
T LAGi46 CL4MIE MY EtherChannel R 5, T AREEOASEHT. EAE, MR 224 Somk o A P e 11 2B
R

WL EEAE A E PR AL E S I A, AV R, NAT. SSL. G434, VPN, DHCP
AR g5 a5 55 . MHBREE ORI B 5% 8 AR SC IR T A i 2

G e A X I SRS AN 52 52 o

\)

AR clm T e, RO I B R AT AR R L G A, R R T REJCYA IE BT

FHIEZ Al
o MRS BOESEH] AR 18 TR E R

o U BB T O IR 1N N3 EtherChannel, W75 3550 M S B 0 c 4 1, 4R )5 PR 1%
F1¥s 08 EtherChannel. X3 EtherChannel, 7] LLF )5 % EtherChannel 43t 3] SE 4 .

PB1 N RE > RESE, s tFE b n B8, 5uhd &g (0) .
60: EIRH 58
TPK-4 Firewall 3120 Threat Fp_"'
—————

192 168.1.34 Defense Multi- 7.4.0 l Manage
b Instance Supervisor

| TN

IIOTHURE A EIERS v, A FE .
il SO, AR B O LK S 550 11 WA (2) -

N
8
N

%t Cisco Secure Firewall 3100/4200% SE5I1&E = .


management-center-device-config-76_chapter1.pdf#nameddest=unique_41

%t Cisco Secure Firewall 3100/4200% SZ5I4E =, |

B =xsrsesmuzn

& 61: L1451

Chassis Manager: TPK-4 Save Cancel
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary  Interfaces  Instances  System Configuration
—
Add Instance
Name Version Management IP Management Gateway Licenses AC Policy Platform Settings
~ @ instancel 7.4.0.1572 192.168.1.35 192.168.1.254 N.A NA N.A £
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> © instance2 7.4.0.1572 192.168.1.37 192.168.1.254 N.A NA N.A V]
1B i > - \ S
SB’3 Al T8, AN BEOSE hiAE.
62: O
r -
Edit Instance X
(1 / Instance Configuration e Interface Assignment 3 Summary

Auvailable Interfaces (13)
Ethernet1/1
Ethernet1/3
Ethernet1/5.11 <5
Ethernet1/5.12 =5
Ethernet1/9
Ethernet1/10
Ethernet1/11
Ethernet1/12
Ethernet1/13
Ethernet1/14
Ethernet1/15
Ethernet1/16
Port-channel1 «

Selected Interfaces (3)

Ethernet1/2
Ethernet1/4
Ethernet1/5 =

>>

K

Cancel Back
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wmos cu mEugeeE [

FEELP O BRI ERR (%)

WA TR, RE D T—5.
WS il WE DEAE LI R
SO BTN, TR A WA IR T W, O, T AT R IE IS T

7£ FXOS CLI R EMH A B IRE

) O T OO LA PR 1 TP Mb AR, B A EE e TSR TR B RS L T O B L s el AR
LR, FLLA FXOS CLI $AT A4 .

ERERINA A 6 .

2 & i 1 132 2] FXOS CLI.

EFE

FeAT TS P iR S 1. SIS n] DI SSHIERE RIS F e O Cn SBAE B FE P AR AR T B A
RHHMTTRCED 5 (B, WS E S B TP Mk, U SWTTIERE.

A FF P 4% admiin R4 2 075 3 5 %
SO BE TP Mhik o T DU T IS IPv4 FI/ER IPve Ml

| Pv4:

scope fabric-interconnect

set out-of-band static ip ip_address netmask network_mask gw gateway _ip_address

| Pv6:

scope fabric-interconnect

scope ipv6-config

set out-of-band static ipv6 ipv6_address ipv6-prefix prefix_length ipv6-gw gateway address
aUE

IPv4:

firepower-31104 scope fabric-interconnect

firepower-3110 /fabric-interconnect # set out-of-band static ip 10.5.23.8 netmask

255.255.255.0
gw 10.5.23.1
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firepower-3110# scope fabric-interconnect

firepower-3110 / fabric-interconnect # scope ipvé6-config

firepower-3110 / fabric-interconnect /ipvé6-config # set out-of-band static ipv6 2001:DB8::34
ipv6-prefix 64 ipvée-gw 2001:DB8::1

B AL,

TS5 I 4 B RO IO LA -

enter device-manager manager_name [hostname {hostname | ipv4_address|ipv6_address}] [nat-id nat_id]
RGP R BN TN Y.

TS AT AMATAT v Fl A A B i 2

* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
L. DARDH Ay GEEPO BHUARD) B RIS A IP Mk, A BEAE DN a2
() 37X A] TLS-1.3 I R IE . 4 RoRAE b fr 42 R € hostname,  WIHLAR 20U AT AT
B ¥ TP kbl 0144, I HAM 245 5E nat-id.

nat-id nat_id- 48 & G IEREIME— 10— IR PEFRF B, VEMHUAR N — D7 38 F8 2 oy il 1) TP ik
B4, A PO HUAE LR e . WIRERTRE hostname, WAZIY &, (HIRAT]
HUUBIRAE NAT 1D, RIS T B4 B TP Mtk . NAT ID A 37 N ERF. ARL
FROFEARET (A-Z. a-z. 0-9) FUEFFF (). UL ID ANEEH KA 0] 2 Ath 15 £ 3 A 21
BRI

* Registration Key: reg_key- R LRI H NEFR 0 RV IFE S, VMU IR B4 45 B
ot BRI . ML 37 M. BRI (A-Zy a2z, 0-9)
HEFHF (e

i

firepower-3110# enter device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]. Length: [2-36]
Registration Key: Impala67

B4 admin %64
scope security

set password

i N# . password
A %0 :  password

-

firepower-3110# scope security
firepower-3110 /security # set password
Enter new password: Sw@nsong67

Confirm new password: Sw@nsong67
firepower-3110 /security #
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PR 6 A 2 LHIRATEH RSB [P B AA.
scope system
set deploymode native
RESPREEF B

i

firepower-3110# scope system

firepower-3110 /system # set deploymode native

All configuration and bootable images will be lost and system will reboot.
If there was out of band upgrade, it might reboot with the base version and
need to re-image to get the expected running version.

Do you still want to change deploy mode? (yes/no) :yes

firepower-3110 /system #

SRR 7] 22 SIS, T set deploymode container . #5H] LU | show system detail iy 4
PRSI S

H 2 % LR

ATyl Bt 2 SRR AU AN S A T i B HE R ARSI

Bz % LHIRE

BRAZERER

It FXOS fir & w7s M i Aoy, WARBAChAM (AR BEARE0 , WA Uy 2
el R B TR, 2SR P/ A o A 1Y) “ firepower-<model> ", T BE A
SRR BB BB R BN CBRIAEIL R A “firepower” )

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address:
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #
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EERS> B

I FXOS 2 AR A% U R A=, TR, 25BN 3 s/ 2 2l 1
“firepower-<model> ", T ¥ &AL N RIS FEE N BUMIAE B E 1 LA

firepower-3110# scope system
firepower-3110 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
firepower-3110
Stand Alone Container 10.89.5.42

3110-1# scope system
3110-1 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
3110-1 Stand Alone Native 10.89.5.41

3110-1 /system #

M Se I

show portmanager switch forward-rules hardware mac-filter

Bt 2 7 P SR 1) PN SR AS BB LG AU, S RN S o il — N BB 1. ORI 172
UL frdl, DOKMEED 1/1 4 Hiss frd2.

ECMP 41 1540 )iy ftdl, ECMP 41 1541 43 Hc4s ftd2.

secfw-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN  SRC_PORT PC_ID SRC_ID  DST PORT PKT CNT DMAC

1 0 17 0 17 19 29164 0:0:0:0:0:0

2 0 19 0 19 17 67588 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:15

4 0 1 0 101 1541 8181 ff:ff:ff:ff:ff:ff
5 0 2 0 102 1540 0 a2:5b:83:0:0:18

6 0 2 0 102 1540 431 ff:ff:ff:ff:ff:ff
7 0 17 0 0 0 11133 0:0:0:0:0:0

8 0 17 0 0 0 0 0:0:0:0:0:0

iy A SR L SR 1143 B 25 P S S48 TR P AN SIZA9) 1) PN S A e LS I o DA B2 11 1/1 4 fed 1
N ftd2 2 A H =,

ECMP 4 1540 43 Wiy ftdl, ECMP 4 1541 434y fid2.
MCAST 41 4096 F T-75 ftd1 1 ftd2 2 (R 21 % &

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT DMAC
1 0 17 0 17 19 2268 0:0:0:0:0:0
2 0 19 0 19 17 4844 0:0:0:0:0:0
3 0 1 0 101 1541 0 a2:5b:83:0:0:9
4 0 1 0 101 4096 546 ff:ff:ff:ff:ff:ff
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5 0 1 0 101 1540 0 a2:5b:83:0:0:c
6 0 17 0 0 0 1263 0:0:0:0:0:0
7 0 17 0 0 0 0 0:0:0:0:0:0

BEAir 2 IR TC 4R P AN S () L 2152 TR P AN S50 ) N SR A e LG A DN UK 22 11 1/1.2452
7 ftd1 A ftd2 2 e 3L,

ECMP 4 1540 2} fii4s ftdl, ECMP 4 1541 73 Hc4s ftd2.
MCAST 41 4097 H T-7¢ ftdl 1 ftd2 Z [ 61 .

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC ID SRC_ID DST PORT PKT CNT DMAC

1 0 17 0 17 19 21305 0:0:0:0:0:0

2 0 19 0 19 17 50976 0:0:0:0:0:0

3 2452 1 0 101 1541 430 a2:5bp:83:0:0:f

4 2452 1 0 101 4097 0 ff:ff:ff:ff:ff:ff
5 2452 1 0 101 1540 0 a2:5b:83:0:0:12

6 0 17 0 0 0 11038 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0

show portmanager switch ecmp-groups detail

A FH iy 2 1T 81 HE AN S48 Eemp-Vport-4) 3 LS PEAI{E B .

\)

AR PR 18 5 N ERASHA LRI S B 2 TR A AR AT BERR R

firepower-3140 (local-mgmt) # show portmanager switch ecmp-groups detail

ECMP-GROUP VPORT PHYSICAL-PORT
1 1536 256 18
2 1537 257 18
3 1538 258 18
4 1539 259 18
5 1540 260 18
6 1541 261 18
7 1542 262 18
8 1543 263 18
9 1544 264 18
10 1545 265 18

show portmanager switch mcast-groups detail

18 FH UL 2 0 41 MCAST 4% 53 B 0 1R 4045 UL o

firepower-3140 (local-mgmt) # show portmanager switch mcast-groups detail
MCAST-GROUP
1 4096
Member-ports
Ethernet 1/1
ECMP-ID 1541
ECMP-ID 1540

show portmanager counters mcast-group

A5 FH e iy 2 n] K Ay MCAST 205088 1031 $ s .
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firepower-3140 (local-mgmt) # show portmanager counters mcast-group 4096
PKT_CNT: 8106

show portmanager counters ecmp

8T Ay 2 PTAS 75 ECMP 2155040 v 4503t

firepower-3140 (local-mgmt)# show portmanager counters ecmp 1541
PKT_CNT: 430

% LRI L BIEF

*x2
hee SRt | EERAE |EAER
®IERA | H&IKRA
B ) 2 S | 7.6.0 7.6.0 PIAE, 180T LK N F AR 0 &3 W 2 BE Dy, AR5 L4 £ 512
AW i, T CLL
B MG AP B

&S IREEE>FE ()> HikHE L4

CRE > IRERER > IRFMEIRE > iR A S LG
Cisco Secure Firewall |7.6.0 7.6.0 Cisco Secure Firewall 4200 Hi 37 £F £ eyl .
4200 1) 2 SR
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sxpigRnmeiee [l

hee EIEdL | EERAE | EAER
=IERA | &IKARA
Cisco Secure Firewall |7.4.1 7.4.1 T LIS Cisco Secure Firewall 3100 1F A AN 326 (AL B2 A4

3100 1) 2 s .

B (D FATHE . A2 LB, AT LR AL
GENE B A a8 I e it o VAR & S T B = W o 2 M 11 S Wl A
AN QBRI ST R E RGBT (AT
T 3G 16 DA S BT
* % #% (Devices) > i FE 2 (Device Management) > iR/l (Add) > #1
#8 (Chassis)
* %% (Devices) > & & &2 (Device Management) > 1% & (Device) >

H#EEIE2E (Chassis Manager)

* %% (Devices) > L &g E (Platform Settings) > FiE R (New
Policy) > ¥l &1& & (Chassis Platform Settings)

* &% (Devices) > #l# 84 (Chassis Upgrade)
BTG B BN STl CLI /4. configuremulti-instance networ k ipv4.
configure multi-instance network ipv6
BrIME K FXOS #ir4: create device-manager . set deploymode
& PR Cisco Secure Firewall 3105 AN KF .
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