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T, HEHIREAOK A H .

FIE1 EFHED (Interfaces) F1 14 1 G

[ Firepower 4100/9300 1 #4iB48% &
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memezn ]

“HZ1 (Interfaces)” DU TR W~ AT 22 M MR E, £ FRPIRt e 305k,

$m mEAED, wasoamEensR (OB | pHEgyOEAEREER (@) .

R, WA DL BRI W1 1 MK 38 e
S| WD, WALCBRERA (W) , pREgyormERegn (B

s, WS BLEL RS BRI R4 SR 32 At

B EYEE O

feon] DL Yy 07 SO0 PRSI 1, JFBCE 3 DRI T SRR —3 1, 2AE FXOS
LA SR HE, JFEN T LLE T R e .

Y
I X QSFPH40G-CUxM, ERIMNEUL N BN RSB L A TIa FPRES, IF B IG5 Hizk

T8 Z Al
ARELIE 2 O 4 2 EtherChannel J3 7 K322 0 . 55 AE45422 TR N 3 EtherChannel 22 [ij 24 H g

HBE,

B EFIEDO (Interfaces) 4177 “4%117 (Interfaces) Ui .

FRB 2 O 0L T 2o iy e i O BB R B, 78 MRt e ek v L.
W2 (IR 04 O I AT i 4REE (Edit), nIHTIT4REERED (Edit Interface) X ifGHE
WIR3 VBN, R RREIERE. SR D, EEON I B AR R,

WIR A PRI KR,

FREHRMAHMTEAGE, ES

« #uR
s BUEH=E - (UH T ARSI,

Sl LR, 52 T,

g
* Firepower =4 - X H T BB .
I 48 O AR e o

o SRR - L HRERRERAY, BUAOL R, ROt B
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. 70 EtherChannel (i [i@i&)

$EE  (Wik) MIEE (Speed) Ny s k8 LA .

PIE6 (i) WRENEZEOZFEBEnE, a2 (Yes) B (No) FLikizf .
HIE7 (A[iE) MW (Duplex) FHrg 2 ik F4 DX T,

RS (k) WIHHNERA R BEETE (ms). A 0-15000 =02 [A] K1 .

ANSCHFAE 1G 2 1 _EFCE B BBk )

FI9 rLLE (OK).

i~/ EtherChannel (i#[iEi&)

EtherChannel (HHFR M I IE) 2 ol DV 16 ANF— A R BRI R i e 1, IF Has 2k
B A TR 3 P RN R AR . A R I A) DU RI-45 5%, SFP; 1] LUV &8 R [R) 258 (A28 FDGB4T)
(1) SFP. ANBEIH I AR R A% R B B A BUR ORI S 3% LA B (1 1GB AT 10GB % 11) &
R IR A 1 T P (LACP) 15 PR A W 28 1 2% 2 TR AS B eV 2R 428 ol s s o6 (LACPDU), - 1
R

R LLKs EtherChannel H IR 454N B A 0 ol e = IO & D

o Active - KIEMBEL LACP ¥ ¥, 3 EtherChannel 7] L4155 3= F 8% %6 ] EtherChannel 223732,
R A 8 T B K PR B M/ LACP Vi, 5 A 3 AR

* JFJ3 - EtherChannel #8247 A, JFHAMEH LACP. “JF)3” i) EtherChannel H e 55—~ “IF
J&” i) EtherChannel 7 %4,

N

IR O RO I S 2Ok 3 B 2 F T SO FT IR AS, W] TS 222 18 = 40 B IR N 1) A R A
EtherChannel #F NI 1TRE

AEH 1 1 DR IR K

LACP ¥ W0f B 30 I A B 45 i) EtherChannel (K854, 1T T, LACP b2 Ab PR & 4
P, R A B R P e TS R R IE A IE AL . A0 R VR A R HR A A A
“Tria” A Re B E 4L i & RO

Firepower 9300 H4f €)% EtherChannel i, EtherChannel ¥ ibT#E#IRE G T 150 LACP ) ok
KPR O THTHFLACP A, HEMGIL RS B %%, R B )&% 00 7). EtherChannel
7ERL RSO0 R OB HERAR A

* ¥ EtherChannel ¥5 I 4 Jl 37 2 58 15 4% FO B i 2 1
* ¥4 EtherChannel ¥3J1A J& T840 3040 132 55 15 2% (10 5 B 4 1 sl AR R4 Thl B it

* ¥ EtherChannel 78 I4 J& T4 1F— &8 0 IVIZHL B 10 Bt 1, JF HAB DTN
e

[ Firepower 4100/9300 1 #4iB48% &
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510 Etherchannel (ix0iEiE) ]

IHVE R, EtherChannel 75800 ' /0 BC R B A BT AN S 1B TAE. WS N2 15 % # 5% EtherChannel
BRI 4% 4%, EtherChannel ¥ & 5 0 dEfe ol sk BRI .

%O (Interfaces) F7HF “#:117 (Interfaces) JU[fl .
%8 #3 O 04 1 T00 50 sl /s 2 0 O e e e T W R I, 78 R aRvb it O e ez 31 3R .

i D 7 i 0@ (Add Port Channel), w47 JT 75 inif% O @18 (Add Port Channel) %
A
1t (11838 1D (Port Channel ID) 7Bt b4 Adiig & ID. AN T 1 5 47 2,

HE R AR ACRY, i RIS 48 AR IR TR . W0 AR R IE 48 TR
B, AT LUK IL ISR I Ry SRR EtherChannel B & AN [F] I 1D 48 1] LAV I 22 N EFEZS Y Etherchannel
FFARIN VLAN FE AV S Zs2f Mg &M . X THHENER, EATDBAT M O 4Bl gh 4R
EtherChannel.
B MmO EIE, EEPRBREENE. B CEE, EIE G B AR EE.
e ME P
HREORZMEHOENGERE, ESEEORM, H2 71,

* BiE

* BUBHE - (UH T A H.

c B8

* Firepower =44 - (WA T @i Bifi

< &H

MR B3 Ve R0 B 1 BRI B IR R

USRS I A 328 B8 5 S A B PR 1, 2 TR TSR By o N i 113 3
TS R LS R 1, B LACP i LR . R EREE.

ST AEROR SR L S 1, MR 4O TR

NG T, X T ok W T il (B W L.

SRS I LA G S R P R T, B LR TG T I A i 1

SOPPE VRN 2 L E3E, 576 R F#E N (Available Interface) 713 Pk #eizdi 0, iiRmiEDQ
(Add Interface), K OBa% “Wlit ID” 5%,

ftpe 22 AT LS INAR () S R TR (0 16 AN 3 o Bl bt 38 1 i 25080 S 0 AR ] (KD EEAORT, JF
FLAA 205 $ Dy b i 1 A 35 )38 P ATOUT ARG T o A1 BB W) LU RI-45 58 SFP; m] LR A 8 H]
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4

\J
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ANFEZRAY CHIZERIEER) [FSFP. AR fE KA S 10 PR s v B R IB S D & ()
1 1GB 1 10GB #11) .

BR

RTINS AN . EERR A O, TR I L, R4 Crl B, BLERE AR

PN, R s — A0, )G, AERAE Shift BRI, dn 756 3 F v 1 feJa — A%
Ho

W0 EH G OB MR, i Al “HA ID” (Member ID) 51382 C1 47 A MRk (Delete) 444 .
LB SEHHRE (0K).

S50 VLAN F# 0

AT LA ALAE S I 250 48 500 4~ VLAN 820, HARE G T 4358 . B2 nl LU 500 A1 0
RIS

X2 SRR, R TR BRI T AR R O B R .

BN OB VLAN ID # b2 HAME—1E, JF HAERZRSEIN, VLAN ID 762 O o 1 b
WHAME—E. KRG VLAN ID 20l SANE 2528 528, #8ata] DAZE oz O b F0g il e
file BRI, BIAEREAST3 A FAH R G 1D, X 28542 R o h A PR .

ASCRET 18 FXOSVLAN FH5 M 4R LAFE OB B A A S a3 0. A S I A
FXOS 7# M 5N 7O FEMfFEE, 2 MEX0S %1 5N H , 56 3 1.

1 EFIED (Interfaces)f] B 1ZEO (All Interfaces) il | .

I AT A O (Al Interfaces) I I s 20T O 2R A8 LK B R I, IR R R de it
2L I HIR

$1E2 AR (Add New) > F3# 0O (Subinterface)T TR F1E 0 (Add Subinterface) XJ i HE .
SIS AL R,
AR ORRE ARG R, S, 552 1.
- KiE
s HiEH=
o ELBE - IR REAMERHE DI TR, WIARER L O R T A AR R

R AR I s SR A I SR i, AT AR IE = A0H: LRSSl 1 %
Ho

TR N T RPIREFERIED.

[ Firepower 4100/9300 1 #4iB48% &
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mazEes [

AT ORINE AT OO 28 8 % & s 1, MR RK OB 780, 1
FERAHCIE AL, Sl AR IE i 82 .

HEEG N — T 1 F 4294967295 2 (Al 1F3E0 1D,

I ID B NS 4242 0 ID, 1524 interface id.subinterface id. #iltur, 4 B4k 18 %NS 1D 4 100
IR 1/1, WF 420 DN DOKMBENT 1/1.100. /L& TTLLHE T 548 B (04 06 1D fT VLAN
ID % & ONAH . UCHD, HPE LA,

SE6 WENT 114095 281 VLANID .
HIET SEHE (OK).
R B/ LI R pr g .

===\ =y
BB IZHEIEE
7t Firepower 4100/9300 F-¥% i 37 i i 152 46 B g ] PR XS o
MR, WS T Firepower 4100/9300 8%

ABBEBIRMFTIRBCE

FHE R R LB SRR OL, WEAUE el BRI SO R IS AR A/ ] S 451
I, R AR A ] A RSO B SO . BRUSNC B S BB CPU LR RS IR L= S)
& RAM, JEREREAS SEB R 23 18] 50 40 GB.

o T/MZOEE N 6.
~

AR HAAERNZEERSEGIAILL, BAEME OB S]] i B A AT
B CPU A A BAT R/ /O B R S 91 X U e 0 383 A B AR
R B R E O, S R 2 D

o T LI TEAREL (64 8 104 124 14 28) AL, JiEHKAH.
o I K] AL OB e T 22 ARSI TS, 155 25 88 S I B SR R 461, 2 28 T
MU HE— 4 0 "Default-Small" BRI\ G VREC & SO, R ORE e/ MZ O 8. 78] DUE Skt

BB S E X, SRR ARAE A L N SO . i, SRR E SR LAR RN H R g EA
AFAEAT ] FEARC B SO IR B 1T ko

553 e DR C B SO B OBt Y E B S o a e T 155 B LT HEN:

© WERCHATIEAEAE A, TC IR S O UG S . A A T SO AR AT S, RS
PSR B SO, o Jm B %S
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| LD

LI

B

Firepower 4100/9300 + #9iZ48i% & |

o LSRRG T 748 ST i A B S BSOS R E SORREE A S AR RO &
(Devices) > & & &2 (Device Management) > 1% & (Device) > &%t (System) > ;& (Inventory)
XPUEHE b SRR Y% (7 FRL

o IR S RGBS B S, B R ERT A Bl

o T SRR AN R RO C B SO o e A ST AR v T IS i (R S, ISR 3 et LS B SO A
[, A2

1. el
2. CREBTRCE SCAF I RLE P & e
3. HFTE L mE A .

o D SRCREANTR] (K MG B SCPE o i gy L AR S, U R VAN G G R G B S, T AL
P 1 Rl N AR BB B SO AR JE T LICREHT R0 SO N 242 10 A

EFTA®E (Platform Settings) > FiRECE X (Resource Profiles), #AJ5 miiliiwin (Add).
RN Won iR IR BC & ST I AE.

WHELLN S
* Name- W E /T 1 1 64 N FRFZ R RIECE SO RR . R, G E SO S RIS N5 o
5o
* Description - BEE 2% 510 AN T HIECE SO
* Number of Cores- & BT 6 Rl KAHZ AIECE SO O (B%D , BRI TR .
Mt E (OK).

ML AE B T A, W ATAEET R A . AR 2 A B Firepower 9300 I,
T DAPC B AR BT Yo o SEREL AL T BT A R, AL TG iR U DA A 57 e 48 EAT VR A
FEI

A AFERE AR LA A S, AEIL AR LA P A A 541

FIEZ Al
* M Cisco.com FEZEH T EHEAMNHBE, K5 HBAL 452 Firepower 9300 HLAH -

[ Firepower 4100/9300 1 #4iB48% &
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nease

A

ERE X T Firepower 9300, 1] LAYENUA 1 AR SZ AT | 22 e AN [A) 2 2L 1y )3 FH
CASA F1 R BRAHD o 38 AT LAZESRST R Fag AT P s F 249 IR AN [R] R
Ao

o LB T . B R AR . WA, LB R T OUR TS
BB I L OF LSS ORI 250 MGMT)

o TE0T DR Jo MR H B2 11 A B (HA 20 45 BREE L IO I8 i e 2%, RIS IO T 554 e A
P BT HIZ A L . A RTEAME R, 120 FTD fir % 2% 11 configure network
management-data-interface iy 4 .

o BRI/ DI E AR R . 5, 18] LA Firepower FAF 4 1, A&ffii i 5
i (B Web 45D o HRFEMGFE, ESHEOEE, 52 0

o XRPFAEAEB], W R AT ERARCE SO, W AR I 8% S A I S B SO, 241
TUA B B A

o WP TR, A IRLBR GBI AT, L INE W e G 8, DLRAIE LA H A TE
R, EHREERNRE1E, K5 EMELER. OB EHELES, R
Jrof SEEB e A i w s IR S B IRATATAH N AT C B o A Rl T A 2 5 B A S 491
WFEAE 175 DL A EBR A S . Toidk A R A S IERS 27 2 51

* R ME R
o BLi 4D ID
o FEERRE T IP HuhEAN ) 2440
G TP ikl
o SRR Hh o TP HbiE A/l NAT 1D
* DNS Jle g5+ IP ikt
o BSR4 R

P11 GHEBERE.
FIR2 AR > Mg, FREU TS
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| LD

Add Standalone ?
Device Name: TD_Instance2
Template: Cisco Secure Firewzll Threat Defense it
Image Version: 7.3.0.1676 b
Instance Type: Container ]

@ Before you add the first container instance, you must reinitialize
the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.

OK Cancel

a) feftiR&EAMR.

Firepower 4100/9300 + #9iZ48i% & |

BE AR LR RS | S TG B B BN O IO 1 AN AR N P T A (B 6 A4 K

PR
IINEWBG G, TR AU AR

b) X T48#, 1%ik$F Cisco Firepower Threat Defense.

¢) ILEFERRIGRRA .
d) EPEEHILR. FI/oAKU.

A SIS FH 2 AR 5 VR 0 T AT B8R (CPU RAM AIRERE ], DR AN ] 22— A b i

o 7524 S A FH 30 3 22 A R B/ | B R
e) MiifzE (OK),
PERESs BRI - WA B ARE

DAL R DL 222 22 A i Sl

L3 JERIEHEIRO (Data Ports) X1, A )5 i E 0 e w8 MR 1.

Overview Interfaces WICELIGEINWENGECR Security Modules Platform Settings System Tools Helg

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Deft | 6.4.0.42
| Data Ports =
Ethernet1/2 <
- Ethernet1/3

Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8

Ethernet1/3.2

[ Firepower 4100/9300 1 #4iB48% &

Ethernetl/2
LJ @
FTD - 6.4.0.42
Click to configure
(.
Ethernet2/3
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ngman |

R AT 7 BC SE T AE4% 1 (Interfaces) BT F R T A B A8 S =4 1o Al Jn S A AP B b R R
A E X gz 1, AHGRE P Mol

AT ] — D EEF LG Bl 2 10 DEERIEER O geAh, WU RN I O LR R S 14
AR BRI N DS () Rk,

s ok i O R B A AR

RGO B TEE, T AR Z A HE L EAAA T | SR B . X B AU T I 8 A
WA D T SEBLERIEAT, BJnl LU SO AT CLI Be ik 2 i

E—#R15 2 (General Information) Jifi I, 5S¢ F5#AE:

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/(x

General Information  Settings  Agreement

Security Module(SM) and Resource Profile Selection
I 5M1-0k . 5M 2 - Empty 5M 3 - Empty
SM 1 - 78 Cores Available
Resource Profile: Default-Small i

Interface Information

Management Interface: | Ethernet1/4 7

Address Type: 1Pv4 only =7
1Pv4

Management IF: 10.89.5.22

Metwork Mask: 255.255.255.192

Metwork Gateway: 10.89.5.1

-

0K Cancel

a)  (XFT Firepower 9300) 7EREFEHIEFE T, A T H K &2 e,
b) XTI, fReRBREXH.

WERAER 5 o BE N ANIR  BE G B S, ISR BB N, IX AT ARG 2ERL) 5 0B K I 1a) .
iR

LR SR e R A [ R SR ey ST IR iy TP R R s, ISR 65 e 1 (e B S0
FHE, 2620

1. el .
2. CREPTCE SR g Y 5 B
3. EHTHESLm A I

c) EPFEIRIEZEO.
WEORHFEHEE KA. O T & R D .
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d)

f)
2)

Firepower 4100/9300 + #9iZ48i% & |

PP T 2R . (X IPv4. (X IPv6 B¢ | Pv4 FA | PV6,
i & 2T | P Mk,

BCE T e g HE— TP Hbdik.

i N\ 0 R AR I AT AR K .
i N\ P 2% DO S -

FEREIRIR E, S8R P HR AL

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (?/(X

General Information ~ Settings ~ Agreemen t

Management type of applicati £ FMC b

Permit Expert mode for FTD SSH sessions: | yes v

Search domains:

Firewall Mode: Routed be

DNS Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Password:  eseeeseses

Confirm Password:  sesesssese

Registration Key:

Confirm Registration Key:

€DO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35

Firepower Management Center NAT 1D: test

Eventing Interface: M
oK Cancel

b)

d)

A, 7EN FASEHIREIRER N pET, & FMC,

A SBIE ST R WA E LS ME NS PSS, SB P E&IE, Jovk U B AR A,

B ONE B B ELL (1K) Firepower BIEd0 1P, WU GRANIE BB d0 TP Mk, BB
B2, JF/E Firepower EI2d0:(> NAT ID (Firepower Management Center NAT ID) FBth#ii A\
M4

YT RS, EPERE IF FTD SSH £1iEE RIE (Permit Expert mode from FTD SSH

sessions): 7= (Yes) A (No)o L FAL KT JZi b4 shell 15 i) A PR LA O S B i 20 i s
B o

TR, WS R (Yes), 1 EAZM SSH 21l U in) 25 4% S5 (B R e FH P AT BASRN
LM REGERR (No), REHE M FXOS CLI Ui n) 25 4% S A B it 7 ] Ll A&
FAE . AT VGEREE (No) LU SRSEE] 2 [R] /) b 25 .

YA TRE P48 20 FH B R AR SCRE RO BERAE B K, A L. 2t
NIRRT, EE B fE CLI Hh A expert #ir4>.

NS Ba s R AR R

HEFERE KGR : B R .

FEi R, BN A A 190 266 (i P R e AR L ) e el PO B 12 VRS T AN R )
TW b Jy—Jrii, EHIP K AR 2 JZB K, 78 CERSTR I B BB K
57, AN N 2 B TR B (0 o AR

[ Firepower 4100/9300 1 #4iB48% &
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2
h)

)
i)

k)

Qe

Qe

S Sk Sk
S N M
(1-) (--) -~J

wmammes

RGAAENIURTRE BB B Ty . SRS E RN 5 S RFBEE, WA SR i & .
i N5 7y bR A R Y DNS BRSS 25 -

B, iR GG BHLA, ) R AR 13 DNS.

BN B M EREENE.

S N VE S TR) A A HE R R R 28 2 R R E AR

AT RS EIE RN T 1 2 37 DR Z NPT SCARFZRF B NI B AR, 75 B
st EE AR 3

f N AL Pl 7 0 L 5% P R F CLT U 1) ) 358

PN IZARIEFAIBEHEED, QURRRC, R MHE RN,

e 1A Z0E N Firepower S8,

TS, B EmE R E A ERRAREZA.

UEv B AEREAE RS P TLS I8 ik, JF4e m i se Ry it e . BOAN oL N e Ik IhfE. &
B2 ] LR 2 B 16 AN S5 F TLS s hnid . 52 kA S 5 F b o g . 22y
F o BCLe i S AP R RE A i % W8 Y5 7 4 b, TSN show hw-crypto i 4.

ESGETR b, B2 B & PVl Hhill (EULA).
MTBTE (OK) % FIIC B 1R AE .
MiiR7F (Save).

WU L 8RR, IR | R P C P B B 11 W Ak s I ) S0 R s 2B B %
1E1Z581% % (L ogical Devices) Uil , AF BB RS . M@ HR AR IR B &N,
R LATTAa 7 N o i 2 4 SRS

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

FEE0 S5 L BOESR R, R BB AT B, I IT A B A

NS A A

JE AR v T (AR SR e R ) AR ] PG, AR AE FXOS RS . (Hh T ik bl
R C B ] PR RO HESS, WS TR R P IR

Firepower 4100/9300 - #9i2 5818 % [}
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B =xsmmmEmes e

N
5

$H

N -

FHia Z |l

HZ

AR 3% 1 7 e g & A AR e o
SRR B RS BE RS J0 C 1 el 2 MR 1.

XL T T AC e 2 AMHURTZ 18 i el AR e FRAT T K> 10 GB Hadl i I T AL 1
BEEERE AVIRASBERG . W R W I E I, T DU Sk (K e e B MRS BBt s IRAS BE RS 75 241
WP . ANBERHE BR8] T B8 BORE BER o AT BB AENUR 2 IR A — A
Bl FFHAKE 7] — 9 Boh i AT fo se £ A7 b i e e B 4 11

XTSI, W R R AN SRR L T o JRATTE I AE AL 1 81 EtherChannel |61 1
B, ARSI BT 1 DU RS e A i . TR, O AU ] — A0 1 BT 1%
AR bR R B . AR D PO R B, SRR T (Bsesi D) AlE
R

PR3 R LR AT . WS R
SR A WEREA R R A fr B R, AR B BTG e PHE BB BT

B

BB EZ AR R & LR

RILATE BUM S48 24 ek B BCEBON A o 1, e R R . RS, ST DR R D
MRCE .

VIS TN 22 11 S 53 A ARl PR 2 1056 Jal e 97 080 I 2 PR s i e /s o HUE S NI 2 4 SR v AT R )4 1 2 5
MG E . T DA E AT B FOE T AR 2 A E S I B, BEEU RN, NAT. SSL. B3 #1
M. VPN. DHCP k554555 . 512X ISR ASZ52m . & 0] LLgw O 7 L i¥) EtherChannel 5%
RRR, A& BERTE LT[R

FHIa Z Al

o FRIERCEWELE: O, 55 37 VLAV EtherChannel (i I0HIE) , &5 38 WL EEIE:N, I
N4E1a] EtherChannel.

o UGS EDE O BE 4% 8 N 3 EtherChannel (101, BRI L N ¥ BTG 2 D 0 FC G 52 08E), )
T MR A O A FE 1, AR5 PR 1% s N2 EtherChannel. X137 (1) EtherChannel,
0] DLRE J5 % EtherChannel 73 Hc 211 %5 .

o D SR LK A B R R 1 B ok P B EtherChannel, W20 & /0 HA 1 ANEUE 4 Bo 0 ik
24% 1 () EtherChannel, #R )54 2004 #1145 11 8 # 4 EtherChannel. J&WpSH FHT A 80 G
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surmpazEies oo i

VOB SEEN B , A PFRYPHEE R, el LUK CHErBUE RS BB s in
#l] EtherChannel.

o NP TARREE R T, TSR ORAE T Bt LA INe R iz 1, ARIRAE RRERCE . AT
SRR B B 1, SRR AR e B OE  TETER, B e
BRI RS T as N, DAL, EIAN S R w1 A

s AEZSBIRRT, BEE AT AAE] vian ARIC I AN TR D, eI BRI 1 B
HECE (fL$Enameifconfig) , SRJ5 M HUAEE BESSDOE 0BG IZ 8 1. BUE O BC)S, iSIgi#z T,
RIEMH SO RSE A,

TR A HUE AT, LB ERE.

T2 i LA AR S br DU 45 12 45 B %

IR 3 AR R IR O D L PR R B LR S iR 1
THZIMERAE T

Data Ports A:

Ethernetl/2

Ethernetl/5

2rnel )

Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

P4 B P
XM L, R TS, WS EF R 3.
a) gLl DU L AR R
b) {EEMEERERILIR L, W hyIR ik fep g mEn.

c) EREEIIF L, WM FIERFERETMNESZED.

d) M E (OK).

G0 G G BEEE T TP Mk, DR AZ0E o B EE PO R B A ) TP Hbhk: RN E > KB EIE > 1%
BIER, AEFEXESD, WE P bk LIUCE S| SR F i E k.

PIR5 i RTF (Save).
FIB6 6 HUHE LS b, i 7r$0Ri% O (Data Ports) X s - HIC 26 B A0 12 1RO 20 il i% 82 11
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B =zammene

Data Ports =

Ethernet1/2
Ethernet1/5
Ethernet1/8

Ethernet2/1

Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Port-channell
Port-channel2

TR KR TF (Save).
FER8 HIAE PR O,

ER BN A &

LU R E R B NS &

S NG IE R Telnet HEHRERE 2L CLL.
connect module slot_number {console | telnet}
BOEMBA S LA 2 B 1 2 a5 18, WEER] 1454 slot_number .
fdH] Telnet LRI AAE T, B0 LLRIN X BIOIT e 2 Ao, JF HEfad i stk
il

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

W2 R N HESG .
connect ftd name

LEELPIBHK, AT HIRI 42

[ Firepower 4100/9300 1 #4iB48% &
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el |

Tl

Firepower-modulel> connect ftd ftdl
Connecting to ftd(ftd-native) console... enter exit to return to bootCLI

[...]
>
HIE 3 IR N H & 21 FXOS Btk CLI,
o MBI - HN exit

18 4 k|0 FXOS CLI [ BG4,
RHEHIA:
a) #IA ~
1B KR H 2 Telnet N .
b) ZE N Telnet N, I

telnet>quit

B Tenet £15F:
a) A Ctrl-],.
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B zsssnmeiz

B EF R A RICR

DigE Bl | EBEE | FERER

RIKARA | SIKARA
BB B AT HE RS | 6.7 e HURTBLAE AT LR BP0 1 1247 B IR 25 5 Bt 1 ) B B R I
LY BR8] 1 Ao HHT, HEFXOSEHIRSA “iafr” HAREsRE N “istr”
k7 PR AT “asAT7 IRES, AN RE B N R DR ERIR A .

BTN B RS, Bl AT RELE UM A N e 4 gk 2 HT
WF “Up” W3RAS, BEETEIEIR 3 BB i OC ] i 1 — BEi ) Y AR
FF“Up” W& W TN, HRESAITE T iES SEEHE B E K,
PRI Ay A5 % 48 AT BE 237 BUPr B A mT UKL ST 1 2 1 TT46 T gkl B 180
RiER . 1% EEBIN N EE PRSI T TE FXOS %@ %1% — A
o

R

FERE. 9859 8 FLAT Radware vDP I8 i 5% (1) B 1) A S2RF L Ihfg .
Ak, ASA AT RFILINRE.

WG /ME Y Firepower MU FLAEpi e 1IBHEIRE > BRERIKT
BB FXOS #ir4: set link-state-sync enabled. show interface

expand detail
A% ST ] A 3 | 6.7 1T TSIAE T LAAE BB A 22 s B B0 &0/ k& T H.
I UG e B/ AL RS R (System) > T (Tools) > & /1
AR (Backup/Restore) > £ 18 & &1 (Managed Device Backup)

B AG SUr) BUPAE CLI #iv4: restore

YHHSEG : Firepower 4100/9300

AR

7 2 FXO0S 2.9,
SCRFEERERBE I 11 | 6.6 (E=3 PSS Z SRR, I T DA SR R AL 1 A VLAN 1
VLAN F#:11 (YR % Fello TR ERREAR TG LM — R AR e, DRI VLAN 742 1148
SEIAE D PET —FhaT L e R R R PR vk . s ] DU AREANSERE S e I

EtherChannel. IL{E RVF2MEREE,
B ME ) Firepower HLAH i B A% 25 01 -

0 (Interfaces) > FIATED (All Interfaces) > #i#8 (Add New) F$7 3% 5
> F3$£0 (Subinterface) > KA (Type) 7

B ME U FXOS #ir4: set port-type cluster

R
L FXO0S 2.8.1,

[ Firepower 4100/9300 1 #4iB48% &
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pagenneics [

Ihae SR |EME | EEER
RIKMA | RIKRA
Firepower 4112 -t g | 6.6 = FAES T Firepower 4112,
Jip 575 IR
T2 FXO0S 2.8.1,
ZANFEA S TLS i | 6.5 1T WAL, 1E Firepower 4100/9300 HLAH 2 ANEAH6] (2161 EL
NIk FF TLS sk . DART, AFMEHy/ 22 405 |48 LURE Ny — AN 2 4% 524 it T
TLS % i .
BB ERIA S TR . AHE, FRRASTEIA L) s A nig. A1
B, UM ] enter hw-crypto 1 set admin-stateenabled FXOS 4.
B /E ) Firepower HLAR 7 3 4% 2 HL I«
BRI > RINEE > 8E > BEHmE Mk
PR3
T FX0S 2.7.1,
o A 6.4 R FAHEH T Firepower 4115, 4125 F1 4145,
Firepower 4115, 4125 .
J:) /EE%—F
Hl 4145 T2 FXOS 2.6.1.157.
Firepower 9300 6.4 TR FINT LR =A% 4 i SM-40. SM-48 il SM-56.
SM-40. SM-48 i -
g R
SM-56 34 T FXOS 2.6.1.157.
SCRFAE[R]—A Firepower | 6.4 TR TEIUAE T LAZE[A]—A™ Firepower 9300 - [ #55 ASA FIl g il 9y i 12 45
9300 _- A FH Al 37 11 W
ASA I g B L SRR
ITAF
T FXO0S 2.6.1.157.
SCREVE SSLAEEAF g | 6.4 L33 TS IRAE AT LU B R 2 4 5 |3 1 W — N 248 SE 1 (1) SSL AR A sk

TRy 245 % L —
A BUYMS A 7 S

SSL i {4 s 25 ] T S 79 28 524, (H 3 AT A Hh 52491
BB & ) FXOS T4
KA CATA] 5 3

EFRE
FE3 FX0S 2.6.1.157,

config hwCrypto enable
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Th&e Sl | B | FARER
RICAA | RIRAEA
Firepower 4100/9300 I | 6.3 D=3 TEINAE T AR A e 5 A B 2 AN, RS HR

JEUM I 1) 22 S D g

BE MBI FRAS S LU, AT AN AN T S48

SRR RS P 1, W] LLZE FXOS i VLAN 7410, & n] L
FEZ AL 2 AL 1. WA BE SV 8 5 SUREANSEBI R PERE

BT LU I AE 2 AN ST AU EAEH]— SR Sl . ANSZRRSR
Ho

iR
SISO A, HZ LB DhRES ASA 2SRl BY B
(¥ 2 5 SRR AT Y
R SO B L S
< REF > WEEE > WG Kbr > EO &R

B ME MUY Firepower HLAE & R 28 52 BT :

. bk > % &

O > TEEO > #E TR0 > FEO

cEO>EED > XR

< BEIRE > RN E

s FRIRE >Macith

c FARE > BREREXH
BB FXOS #ir4: connect ftd name. connect module telnet .
create bootstrap-key PERMIT_EXPERT_MODE. create
resource-profile. create subinterface. scope auto-macpool. set
cpu-core-count. set deploy-type. set port-typedata-sharing. set prefix.
set resource-profile-name. set vlan. scopeapp-instanceftd name. show

cgroups container . show interface. show mac-address. show
subinterface. show tech-support module app-instance. show version

Y AFIFFG: Firepower 4100/9300

[ Firepower 4100/9300 1 #4iB48% &
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pagenneiiz: Wi

Ihae SR |EME | EEER

RIKMA | RIKRA
Firepower 4100/9300 [{] | 6.3 1T BROTEOLT, BRI 127.2.0.0/16 M 4% . DLE, W LIZE
ST B T e X FXOS i B AL B S 4% . HLAIRIE HLAE ID FH3dihl ID 11 304 i
1P #thhik: AN AR LR R % 42 11 TP Hihik: 127.2.chassis id.slot_id. {Hf%, %

U ) 2 FHE AN AU 127.2.0.0/16 Yl . Kk, ESELAERT LA FXOS
HR P EERE S BB B R — A E e X /16 T (FRIE] (127.0.0.0/8) FlZH
% (224.0.0.0/4) HihkERAN)

WG /ME ¥ Firepower HLAE HIL &5 S FLI
< BEEIRE > RIMRE > £EBEE > CCL T IP ¥

B ME K FXOS fiv4: set cluster-control-link network
YEFF-4: Firepower 4100/9300

YFRACRT R | 6.3 A= AT AT LUK B e e B 3 = Btherchannel & A “FEH” LACP B E
Etherchannel “fRyE M, AR Etherchannel {74 “FH” .

BB /A5 B Firepower HUAR B HH 2% 25 FATH .

< O > FAEO > wiEm0EE > &R
BB LK) FXOS #ir4: set port-channel-mode
YEFT-E . Firepower 4100/9300

S BB N ECEE 6.2 = IAE AT A B A P9 BC4E 1 EtherChannel
1119 Etherchannel YHT 4 Firepower 4100/9300

X 64> BBy S R | 6.2 (=S BUAE, ST OO b A5 IBUAR ()B4 . 7E 82 6 MHLA F fe 2 vl LA
R IREIES S W 6 MR,

P& Firepower HLAR 288 E
- BHERE>EE

Y4 Firepower 4100/9300

Firepower 4100/9300 || 6.1 T 8T A0 7 0TI A 2 LA 2 (. 2 P o
S 2 50 2 R T ) B T PR TS I e
Pros sy A1 0 1

* %% (Devices) > 1% & & 18 (Device M anagement) > £ 1 (I nterfaces) >
YmEEYIIRIE D (Edit Physical Interface)

YEFF-4: Firepower 4100/9300
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B zsssnmeiz

LigE BB | EABEE | FAER

RIKAEA | SIEARA
WIRARBEHOIR AL FE 5 | 6.1 (=S SAEAE VD A NP IR ER T R B IRS AL AR I, BV
£ BV 23 FXOS WU A IE W IREE R A 43 o BEBCIRESALFRERE, IR

(AN OO, FURHS B 30 5C AT NI R 5E — A .

Bz ) FXOS fir4: show fault |grep link-down. show interface
detail

YHFT-E . Firepower 4100/9300

% FFAE Firepower 9300 |6.0.1 1= Firepower 9300 SZRFAL T Jal bk B 480 N HPAT HLAH P EETE
*iig el RS Firepower B 83

- ZERE>EE

B ME L) FXOS fir4 . enter mgmt-bootstrap ftd. enter bootstr ap-key
FIREPOWER_MANAGER_IP. enter bootstrap-key
FIREWALL_MODE. enter bootstrap-key-secret
REGISTRATION_KEY. enter bootstrap-key-secret PASSWORD. enter
bootstrap-key FQDN. enter bootstrap-key DNS SERVERS. enter
bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower. enter ipv6
firepower . set value. set gateway. setip. accept-license-agreement

YEFHIF-4: Firepower 4100/9300

[ Firepower 4100/9300 1 #4iB48% &
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