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TATVER VORI 1 B 1% s 0 2 1 FH ON A He gl D SR IR 4 sl i AN M By (BRI
D o TSR . RIS, KT LACP IR = 4. 5. FATEN
W EtherChannel % H 4 Active 3.

st REE, W i BB, ORI TS B A

M B FR e B A R A

R & (Devices) > % &E1E (Device Management), SR 5 EF6Rn (Add) > & 8% (Cluster).
HHLRINERE S (Add Cluster Wizard).
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I Cisco Secure Firewall 3100/4200 H9 5% &

nzes [

& 2: RInEEREE S
Add Cluster Wizard
o Configuration 2 | Summary

A Create a cluster for supported models. Note: For the Firepower 4100/9300 and threat defense virtual (AWS/GCP/Azure), use the Add Device option. Make
sure connected switches match the MTUs for data interfaces and the cluster control link interface.

Cluster Name *
[ ftd-cluster1 ]
Cluster Key

= )
(o ]

Control Node
You can form the cluster with just the control node to reduce formation time.

Node * Cluster Control Link Network *

[311071 W ] [ 10.10.10.0 ] / [27’ (30 addresses) v ]
Cluster Control Link * Cluster Control Link IPv4 Address * Priority * Site ID
[Ememetus i ] [ 1010101 ] [ & ] [ ks ]

Cluster Mode
@ Spanned EtherChannel Mode O Individual Interface Mode
Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Node * Cluster Control Link IPv4 Address * Priority * Site ID
310-2 ~ ] [ 10.10.10.2 ] [ Z ] [ 2 ] Remove

Add a data node

Sl m

FI2 IR E EREZ R (Cluster Name) 15 3 I iF &£ 82748 (Cluster Key).
« EEB¥ZFR (Cluster Name) - 1 | 38 MEFFI ASCIT F1FH o
« BT (Cluster Key) - 1 3] 63 NF4F(1 ASCIL P45 8 . EEBE A (Cluster Key) {HH T2E R
I SN EA R AR, AARERSIRS TR A R IR R, e TR LI S
B3 AN TIEET S, I TN R
* F552 (Node) - ERE—TFARBA/E N H B s s o Y A B0 TR RIS, "B 1 SRt 4y o
ISINEIGERE, DR eoR o # h07 R
iR
WRELE T AR A S A i O Bk, AR D A R . O
SEEERE, RV, SRS TR [ B AR .
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Cisco Secure Firewall 3100/4200 B93¢5 |

3 BLE B

Configuration Issues

PN Incompatible Smart License(s) - AnyConnect APEX
configured on node

@ node device deployment is pending.
Close

Lk BRI, TEINER A ORI VPN VFRTIE, R AL BE RO T SO 2 B e o

SRS S5 M 2% (Cluster Control Link Network) - $55E IPv4 - /; 3 LR F: IPve. 4558
24, 25, 26 5 27 7M.

BT HIHEES (Cluster Control Link) - ZEFEEL T A2 1 42 il ik 2% (1) #3182 1 51, EtherChannel .
P2

SEREPS I BE I 2 11 (0 MTU 24 A 3h B8 8 Ee e 5di 12 11 MTU £ 100 7455 BRIAEDL R,
MTU A4 1600 F45 . FRATANEEBCK AR I BER MTU B8 8T 2561 F1.8362 2 R [IMEH; HT
By b, B MTU KRR RGBS T e . W RAER INAERE MTU B & e el p, &
ITENAE & > R FEE > 0O iUl BF MTU 803 8362 LA .

ORGSR B TR B R (K AC LI B0 B0 CEmD (1 MTU; B0, @ SRR R

SR H SER b (Cluster Control Link |Pv4 Address) - I 5 Bkt [ Sh4E 78 52 R85 ) B K 10 2%
IR bE . WU FREE, AT LAgw AR L

* RFELR (Priority) - BB Y RUEFEMIILNT RIAOPESE S, LIELAME N 1 £ 100, L 1 4%
e RIERCRE S 2 B BN AR T FUARY 1, AR UL RIS, BT mO UV A iy
Ko

U & ID (SiteID) - (FlexConfig ZJHE) HIA ML A3l &0 ID, Ul 1 M8 ZIH. fH 0 R
AR Rl g AR . AN PTIE IEf F FlexConfig DRE, SKHCE T3 58 U A P R A s M 1 LAt sl i
AERE e X H , BT s At il S ST R FERRE 3.

SWA KT EBRR, WA BRUA BB o RO
SIS A THIEBA (i) . AULFEIET & (Add adata node) BLARH17 A I EL Y
ST BLOUAE PRI A S, AR B VO E, T BTV AT 15 . 4
T BT DL P
5.8 (Node) - 1 FETEVR T B 46
iR
e AR s B R (O AR, AR L AR L SR
SEHERE, ARURRIE, AR TR B AR
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nizez [

o SERHHI SRR ML (Cluster Control Link |Pv4 Address) - I 7 Bels [ s 7o 82 B I B % M 4%
AR R, AT DA g AR AL

* fRFEZR (Priority) - BEE ARG RUEFE IO RURARSE L. MUSEZMME S 1 20 100, Forb 1 4%
X

Uk 1D (SiteID) - (FlexConfig Thfig) H ALY Atk i 1D, YA 1 Ff1 8 2 fal. {H 0 F£on
AP Sl g T AE R o AN W R A FlexConfig BhE, RHELE T4 50 70 A% R AR s M 1 LAt sy
AERE A e I H , Bl as ARl 5 AU RREERER B s M.

HIB6 Lk, AEHE (Summary), R AHRTE (Save).

R IR R TE & (Save) > & EIE (Device Management) BT [fij F; AR v A 4R HE 1T Al
B 4 R

_ fidcluster (2)
Cluster

172.16.0.50(Control) Snort 3

Firewall 3120 Threat Defense  7.1.0 Manage
172.16.0.50

Base, Threat (2 more...) Default AC Policy

A 172.16.051 Snort 3

17216051 Firewall 3120 Threat Defense  7.1.0 N/A Base, Threat (2 more...) Default AC Policy

T IEAETE Y 2 o & o

5: 5 s A

ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50

B‘\?Z.'I 6.0.51 Snort 3
172.16.0.51

fany U 5t @ AR (Notifications) FIFRIFIEFE (£ 55 (Tasks) KM # BB 5 sl M MG O 8
Oy SAEREANTT S ST “AEREA M (Cluster Registration) 1155 .

Deploy Q Ge i+ @ adminv

Deployments Upgrades @ Health Tasks ‘_) Show Notifications
0 running 3 success 0 warnings 0 failures Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. 1m 3s
© TD_Cluster Deployment to device successful. 35s

TR W AR 4838 (2) , BUE BRI RE.

RZ B E AT DN T AR, TANE ] T ARRE R K o ilhn, wr USRS Y R s 247K,
H R RERC A AR
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B oosze

B8 7 %% (Devices) > & & EIE (Device Management) > &£ 8% (Cluster) fi%ith, nf A B EBENENR
(General) FIHAb ¥ &

6: ERRE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets

General s License /

Name: fdcluster Base: Yes

Transfer Packets: No Export-Controlled Features: No

Status: Malware: Yes

Contol 172.16.0.50 Threat Yes

Cluster Live Status: View URL Filtering Yes
AnyConnect Apex N/A
AnyConnect Plus: N/A
AnyConnect VPN Only: N/A

Security Engine Health

Intrusion Prevention Engine: Snort 3.0 Initial_Health_Policy
Policy: 2021-10-30

01:21:29
Applied Policies s’ Advanced Settings ’
Access Control Policy: Default AC Policy Application Bypass No
Default Prefilte :

PRENBSPN Default s Bypass Threshold 3000 ms
Object Group Search: Disabled

SSL Policy:
Interface Object Optimization: Disabled

DN Policy: Default DNS Policy

Identity Policy:

NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

FlexConfig Policy:

HZ I ER (General) X 1Y LT SR I 32 Tl -
* HM (General) > #FR (Name) - ML riili 4R35 (&) SRR R A K.

General

MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50
Cluster Live Status: View

WIEBLE AR 7B
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nzes [

General (-]

Name: | ftdcluster

Transfer Packets:

Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

« B (General) > BEHEEEHIRT (View cluster status) - fidi BF (View) k1T T E8ERS
(Cluster Status) X} ifHE

General Fe
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status:

B AEEERERZS (Cluster Status) A TAHE fiddi 8 £ &R (Reconcile All) AT B M Kot . c .
RO AT LA 5 ping SARRHE I GER . TS ELRHEHIRER L IT Ping , 28 48 1.

Cisco Secure Firewall 3100/4200 #98% £ .
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status
> In Sync.
»  In Sync.

Dated: 11:52:26 | 20 Dec 2021

172.16.0.50 Control

Refresh

Unit Name

172.16.0.50

172.16.0.51

Cisco Secure Firewall 3100/4200 B93¢5 |

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

© B> WS HERR- T LU BT B H A, B UE R CLL. 155 B e db AT s

HEBR , 2548 Ti.

& 7: SpEHERR
General
Name: @

Transfer Packets:
Status:

Contral:

Cluster Live Status:

Troubleshoot:

T
clusterVFTD

Yes

10.10.43.21

PR /£ R&E > IREEE > R&E L, WA BT R RS b b AR A P I RS U FIC B DL T B
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B 8% &iRE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets.
(7216080 v
General /3T System oc Health
Name: 172.16.0.50 Model: Cisco Secure Firewall 3120 Threat Defense Status: Y
Mode: Transparent Serial. FJZ2512139M Policy: Initial_Health_Policy 2021-10-30 01:21:29
Compliance Mode: None Time: 2021-12-2219:39:13 Excluded: None
TLS Grypto Acceleration Enabled Time Zone: UTC (UTC+0:00)
Version 710

Device Configuration:

Time Zone setting for Time based Rules

Inventory:

UTC (UTC+0:00)

View

Management e Inventory Details c
Host: 172.16.0.50 CPUType: CPU Ryzen Zen 2 2800 MHz
Status: CPU Cores: 1CPU (32 cores)
Memory: 34335 MB RAM
Storage: N/A
Chassis URL NA
Chassis Serial Number: NA
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

& 9: T =

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

nzes [

* B#; (General) > BFR (Name) - il midi #RiE () BERAE K L s 29K o

(X

Name: 10.89.5.21

General

Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone

TLS Crypto Acceleration: Enabled

WIEBLE AR 7B
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B ==:0

General (2]

Name: | 10.10.1.13
Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« &2 (Management) > EH] (Host)- W1 7E & Be & A B 00 T4 BE TP bk, WA Z0AE 45 B0
FRUCHCHT G Mk DA B TP Mokl vy i) 2% s o8 . B 2025 HdH:, iR ETE (Management)
XAk (R EH, (Host) Hudik, 4R 5 3058 o % .

Management @:3

Host: 10.89.5.20

Status: v

BcE&EO

ST LUK B 101G O 5 DX LUK SR8 s vy 45 11 o RER O VA I G B8 LRI ] . ANREAE
[Fi] i B[] I T B I AP

Ao B #5 X LUK Mi@iE
AT 1 BT A5 LUK S

B G RE > RREE, Ao b ERILN R () -
$E2 &0 (Interfaces).
W3 S DX DK I A 2 1

a) MLE A8 Z A EtherChannel. Z[#ALE EtherChannelo
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I Cisco Secure Firewall 3100/4200 £ Ef &

B E I

—_

AL

b)

d)

e)

f)

manuzn ]

& 0] LLAE EtherChannel P& — Nk Z AN 210, 117k EtherChannel W54 T AT 1 &, Rk
AT TR AR (B, N TR S EERIlAR, SO 2 A0

(RA[3E) T B k530, 154 EtherChannel FCE VLAN FH: 0. AFEFHH AT E
T 7. SRR,

#ithi EtherChannel £ 11 #wi8 ().

Be B A FRAHADZE . X TR KBS O, TS PR E K i s X TR, 150
BB M A . AL IPS $:0, 1S N IBREE AR a4 11

o U AR BRI O MTU A 32 0 MTU &t 220 100 AN, G5 200 40 BRI
B MTU B8 BOATEOU R, SRR HIEER MTU S 1600 72795, Qi B A Ko
PO MTU, 508 KRR HIEER MTU. R, AT SO SR B MTU %
EONAT 2561 R 8362 Z [AIfME; M THuthAbs, itk MTU K/NAE RS 1T I B -

o ST R, ASZHEDHCP. PPPoE. IPv6 [1ZhC B M T-shik s A M hl o %6 T f50n) 3%

B2, ATLARE 31 A7 T MHERD (255.255.255.254) FEIRFIEIL T, ANS: Ry Lk ) % Hahik 7
B4 IP Mk,

4 EtherChannel % & ME— T34 5 MAC #ilik. S 5%, 7& A Mac it 7“5, @A
H.H.H ¥ MAC bk, b H RoR 16 A2+ 7Sk .

#iltn, MAC Hshl 00-0C-F1-42-4C-DE #4724 N\ 000C.F142.4CDE. A4 MAC Hbhik V¢ 5 413%
f7, BNZEHEEEE AT SR B T A R A E .
W E & Mac Hitlk; & i 20,

b2 5 EtherChannel FC 5 19 2% H 4 Fi R A H O ME— MAC Hhik,  DUIBE G 78 1) () 263 12 1)
e W TEECE K MAC ik, 2 MAC HUlERHG 28w T2 A P Bl B % . W RAEC E MAC
Mok, AR B A G OB AP B SR BT I MAC i ] %% 11, i R] g 5L
e P 19X 2% g ot o

R RE (OK)o M ALK 1 A FiRD IR

PR 4 1R TF (Save).
VB, BRTLAE R ERE > BB IR A IS B A RO e . AEME e n, A A

ZEO

M7 FUR IEH 8% e 1, AN DTN 1P ki3RI A ) 1P Hdik. SERER) AR IP Hukil 2
SEREI [ E sk, A5 2% Jm T 0 Rl

AN RE AT UM 5 28 FA% SSH BIRE S B, 1M ite DX LUK RO E 12 11U SR VR B4 5 Ao
FAANEE AR IPS #5111 (BRI FE D .

FHia Z |l

o DAL PR
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Cisco Secure Firewall 3100/4200 B93¢5 |
B ==naz0

o PR D EOR AR AR R v g FICE SR AT . B R DR TR AN S B T
o (RMIE) KR OFELE A 1B & A EtherChannel Al/aifC & 74 M.
S ECE A EtherChannel, Wit EtherChannel & 45 ASHIE), T AFEE X LI M & .

LB G MR > JIREE > kit SRR 1IPv4 /85 1Pve Hulibyth . 352 [y thihikith .

2/ BB B B AT R k. 2P AN Tk, (BT T F Mg, ok
SETTHAE 7 PO 2 AR B B I DA L
10; 73031t

Add IPv4 Pool ®

Name*

[ cluster1-outside-pool ]

Description

IPv4 Address Range*

[10.89.5.55-10.89.5.61 ]

Format: ipaddr-ipaddr e.g.,10.72.1.1-10.72.1.150
Mask*
[255.255.255.192 ]

Allow Overrides

o Configure device overrides in the address pool object to
avoid IP address conflicts in case of object is shared

across multiple devices

> Override (0)

ERR
HARAHE W, (AU RT3 E MAC Hibk, B0 LA MAC Hihik i) % .

PBW2 1 8&E>REEE > EOL, AHHEERRENSHECOR &8 (©) .

PR3 AL IPvA L L, BIAERLIP dhuE A, s GRED 1P bR e Huhl, G2 )s T4%
[ RED
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I Cisco Secure Firewall 3100/4200 495 &
mEEmzrnkzeE

ANCFF DHCP # PPPoE. | T~ sionf e 4,  nl DA E 31 {71 I HERY (255.255.255.254) . EIX I
Ty A B LI TIR IP

11: IPv4 T TH

General IPv4 IPv6 Hardware (
IP Type:
[ Use Static IP v ]

Virtual IP Address:

[ 10.89.5.43/255.255.255.192| ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

IPv4 Address Pool:

[ cluster1-outside-pool ]

FHIEA M IPv4 Bbhibt SR g R, IR R A bk
HIES 76 IPv6 > B, |Pv6 bl Fhia&d, MR etk
AN F 1Pve E B E A T30 % A L
SR 6 iy N E HAth b 0w
BFRE MAC Hulk, ATPUNE O &9 g MAC bbb,
YRR LS I BE I B2 T MTU ASEEEEE 10 MTU i 220 100 N7, BOKE 3106 20 PR A 42 1
MTU H4Ei%. BRINTEULR, SR HIBE MTU 24 1600 745, 4 SR8 BER: L1 MTU, %55t

WO IS MTU. 1HER, BRAOIARUCE TS HIBE R MTU & AT 2561 F1 8362 2 [H]
PE; B THtAb R, Ik MTU KA RGOS AT A

EEEHEITRREITRE
£ 54 (Cluster) Wi ERHEITIRR MA1EIEE (Cluster Health Monitor Settings) #1734 B F &k
G 8.
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B e=smamonmses

12: LRBITIOR IR E

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

FLEREBTRRERRER S REFR

FE 152 AR
Fik:p)
PRAF IR T1) 0.3 3 45 Fb 2 8] BOAE N 380 N THAE W SRS TR, SERET

R AESR R I HE R 1R heartbeat i S A B LAY Ao A2RAY mAEDR
FEIIA RIEACRISR FA A 1Y 1R heartbeat 1151, JUIRTS51Y R LA
Joma N sE I TAE

$2 7 3B [ e ] AT 300 F1 9000 b2 i), ERINME AN 500 ZF0, £ 9B A1 [R) 2
RO A0 A e R 1 a5 ST T I 5 2 iy 28 e B 1) o
T MEN B2 BT IR KL W Wa P e Bk e o n SR s 38 2 1 1R T A A Bt 1

PRI RE T s R A, (AR AR o PR TR 32 A A)AT T Bh
F1, o D2 NS AP BR %S o 19 8 2 I T e B I Bk ke 3 B
P R LLRAZAY )R e 1 mUIE R IEAE I AN SR IR B 7%

JR 55 8 7R AT Snort MIREAE L BEREREAT 42

AN WPER R 1 BRARZ RN

BEIEMMANRE

R SRR R B SO ) B BB IR

FAR AL ﬁglﬁ&QSZ@oﬁMﬁﬁl<$%W%)O&E%WE%MA%
WEAE

. Cisco Secure Firewall 3100/4200 9855



I Cisco Secure Firewall 3100/4200 £ Ef &

mEEmzrnkzeE

FH

1t AR

SR 1] F 1A e

T 28160 Z M. BRIMEN 5 738 5 SCPIREBT A 2l 18] i [A]
BRI CRAZM o B o

] A2 1k VA3 20 BRIMEDA RN HFSE TR 1 A5 . SO AT HEINAEIR 22
WA AN B 45 B2 1)

Koz 1 SR BRI ) B S EDRT I B

FAR AL AT 1 H165535 2 1i). BRAAE N 3o BB IR HH A FTREL

2432 Y P

ST 28160 Z M. BRIME N 5 738 5 SCPIRE BT I 2l 18] i [A]
R FFSET ] CRAZM N B o

o AT LRI 20, BGOSR 2 5. 5 SO A AR
I I S .

7% SR N ERHR I E T A SR A R f
—HRIRA .

UK AT URI65535 20, BRI 3. BESREHMA KA.

23R 2 [ N

T2 H160 Z M8 BRIME R 5 738 5 SCPIRE BT I 2 18] i TA]
R SET ] CRAZM N SR o

e

1A 3 2. BRIMEDA RN R HRFSEIN RN 2 4. SO AT H
BRI AN B 5 B2 1)

il
*\

N

IS

N

AR ORI RGISATROU A, WAEZA T RGP IRGUR B I ANTE T 0 7 B A 2 BoR

T UM 7 B MO S B

RS AT LU AT AT S 8 TE 1D SN EE 0 1D, BAK Snort FIREEE CiHERE . 181 IROLIRAEAE
VLAN 7 SURUIE O (i, VNIEEBVD AT AR SR dl Bk i & I, EmE

VUSRI E GhINA

W & > IREEE.

FEEEBUNEREFL, Rl R (9).

i 8EEf (Cluster).

EEBHEITINR IS 2R1% B (Cluster Health Monitor Settings) #4y, fiidi g (£).
it S EEITHROREE (Health Check) W AR F] R GE AT RIS 7 .
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B e=smamonmses

1B ERARFEITRRAE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m
é%%ki&ﬁ%&ﬁ(%@%Mi%ﬁﬁﬁ&D J FH B AR Y A i@ﬁﬂimﬁu LRI
IS AS WL R VSS. vPC BE VNet) B AGIATIRASK BT R, EESRN 22 #

D%%D%%o%%%%WE&%&HM%E&EH/ﬁ%ﬁnﬁF T LR R RS IE ATk
DUk B TR g A 1R 1

PER6 O E ORFFIN AL 117 S Bk I 1] o

* {R¥FATIE] (Hold Time) - 32 & PR s 18] LA S P 7T s o BetR 23 B2 18] (R B T Fml B, LA T
0.3 245 Fp; BRIMEN 3 Fb.

* ¥ OB R BEATE (Interface Debounce Time) - K45 Je ki 1] 52 & 4 300 £ 9000 ZZEFb-2 7], ERIA
B0 500 28D o 5N AR T DADRARAS U4 11 At R T 5 o Ty s, R TR 7 S B e ) A
SRR ILE . TERAERE TR TR, WSS e M2, R A RO bR K
A, IR RONEERE IR . 0T AR e 4 4 1E I8 AT IRAS ) EtherChannel (45171,
AV N kA #e ML i3 ] EtherChannel) 115, A A5 S Bkt 8] o] AR 1R AR B 2 110
P DA R Ay S — AN B R P 7 40 St 1 IS 03 3 S B8 5o A Bt R s

PR BE XAEEITIRGUS B R AR 5 1) B S ERT I AR
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meemsrrnkizes [

4EEAHNEHFMANRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

WEEEHED (Cluster Interface). #(#E1EO (Data Interface) FIZR % (System) B E LI F{E (P 0 i
s NHFESER . NAREA—EE) .

o SRR EL (Attempts) - BEE BRI ZIRE, AT -1 F165535 2 0] O 25 AL B T N
&850 (Cluster Interface) BRI A -1 CEFRED o &i¥EHREO (Datalnterface) fll &4t (System)
IERIAME N 3.

2R Z B BY 18] F® (Interval Between Attempts) - 52 S ICEHT NN 2238 2 18] 1 1) B RS i) (A
IR RAL) , AT 260 208 . ERINE R 5 208 e 1 A SR E B I N SR (1) g KR B 1) PR 261
A EREMZ IR 14400 2340 (10 K)

BB EE 4L (Interval Variation) - 5 S A5G IR BRFRFLEIS (). B AT 1M 3 ZliffE: 1 Ck
WO 5 2 QT E—UEFEEED 83 35T LR o i, R ke Ry

LRI IRIBEE A 5 408, IR AR BCE ) 2, WFE 5 23 1a BEAT S8 1 2 7E 10 208h 2x 5) A
HEAT 35 2 R 76 20 2081 (2 x 10) JEAT 3 3 T2k, SEB#8ED (Cluster Interface) MERIAE
b 1, #IEIEDO (Data Interface) f1 &% (System) [HIERINE R 2.

3

SE8 WL AFIEEEDO (Monitored I nterfaces) s A~ 5 421 0 (Unmonitored I nterfaces) & H 1 142 1]
KM E 2 e 1o fad mT BLIE Hh BP0 3 A BR 55 Bz A BS42 (Enable Service Application
Monitoring), L a2 HI %) Snort AL CLsBERE I
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15: BU & % MR

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

SR A0RE I B o 0 AU S IR T ) P A3 ) Bl 10 o 0 s R s, (R
FEHAAY s B A2 R O A 1, e AR BRI Rl 1 REZ I A AR
AFE PR RS B3 IR T2 1 RS DL K1Y RO B E 1Y RO IEAE ISR I B4 . BTG DL R, b
JITAT 4 1 LU Snort FIEEAE Ui ERE JE IS AT IR UKL 75 o

T REARAE A BRI D s PR DU A

30 R AAT A TR OB s s B B 1 L R ERZA T S L LR O B
INETAN A HMLIE 8 VSS vPC B VNet) , #ENAEH RGIZIPIRES A hfe, G 2AE X A4
FURE LR o i b B o e FLIC o o OV R0 BB AU, T DLEE RS F R guig 7k
DU A Th RERI A MR F (e 1

LI LR E (Save).

W0 FEME TS S0 AL E

T

BIEER

of
I

AR Y

oi

HIE S H ISP TV I (U L 2 S

IR INFTBYERRF T =
SRR o BRI ERE S £ I S BLATHOEBE.
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wmzrmgss

HIE 1 P (Devices) > R EEIE (DeviceManagement), AR B (), ARSEFERMTE S (Add
Nodes).

16: [T =

Add Nodes
Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

RYK DN EIREREES (Manage Cluster Wizard).

$IE2 T4 (Node) Pk P 2%, A4 75 SR 2E 1P bk, PLoe iR b 1D,

B 17: €L RS

Manage Cluster Wizard
o Configuration 2 | Summary

Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*
172.16.0.50 v 10.10.10.0 /24 (254 add v
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 v 10.10.10.1 1
Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.51 W 10.10.10.2 2 0
Node* Cluster Contral Link IPv4 Address* Priority* Site ID
| Type device name Il [10.10.103 | |3 | |o Remove

Add a data node

IR 3 LR INHARTT A, 5 AT RINEHE T = (Add adata node).
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FIE 4 S, AEBE (Summary), K5 dHRT (Save)
H AR 2 s AR B A

18: %5 s i E 1t

ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50

B‘\?Z'I 6.0.51 Snort 3
172.16.0.51

f&nr Ll it 25t 8% (Notifications) EIFR 1L FE (55 (Tasks) Sk M L1 25 v M Ol

Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures Filter
*. Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s
[ ——

T =
ST LSRR 15, (R — S e RIS ITRENERE TR Il
SOl 2R O

HIE1 LR (Devices) > IR & EIE (Device Management), AUl BRI S0 BE (), R5kEH
715 & (Break Node).

& 19: PHFT &

Disable Node Clustering

Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

T Lok Feid ki £ P T 22 (Break Nodes) MAEHEM) “F1Z” (More) S H1 B — AN 8L 2 AN 15 R

P2 RAGESPOREHATI TR (Yes).
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T |

[&] 20: # A i

Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

MNo Yes

[ F|

fEmr L 5@ A (Notifications) EIAR L BT SS (Tasks) Sk MR HETT s iy o

T ER T
T DL SRR 2 AL BN B, PS5 20 (R A A R, T
PO L

SRR ORI SR SR A B O T B Y RORAE B SRR S, 56 39 UL,

$I8 2 PR E (Devices) > IR & ETE (DeviceManagement), iR B (), Rk IR (Break
Cluster).

21: h B

s

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
[Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

T3 RGESPORBWITERE: Sl E (Yes).
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[E] 22: Fy A R

Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

fas ] LU I 55 17 i@ %A (Notifications) B br 3Tk 3% £55 (Tasks) MG mErb .

BT RERT S A, DR MRS o0, SR I REAT 4. SERE R B AR NS AT Y A 9 ni s i
IRAE BB u%ﬂi@% A ARG SRS N, BT R R S

HI W TEAH RS, HEEIEE (Devices) > & EE (Device Management), fiili B% (), K5k
PEE T 5 5 8% (Disable Node Clustering).

23 R

Break Node
Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

URAEA YT i AR, WL rp AN RO O BRI e TR, SRR IIREIN S
LB D € ot e I S Bt 1% T SR TTB VTR B TS o R w1 VAR50 7 S
TR RO SR AR P M R, B IRAE Y s B AR SR A

TR 2 WA BT i R AR

T UK AR IR & (Devices) > 1% & &8 (Device Management) #1774 Fk 551 Bor (B2
([Disabled]).
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sxmakz ]

SRR 3 HOFA R, WS FFIAER, 5 37 Ut

EFMANEE

WK NEERE IR T2 (Bt ML i8R 1D, sE R T3 AR, 20 T30
R ILECH ISR . T ORAbE ok, PRl EDRIANERTE o A7 DG TT AT rb I A s A Ji AT 5

R, WHSHEFIMALRE , 560 1.

HIE N TEEFEOENRA, W iLEEE%& (Devices) > & & &1 (Device Management), fAili L (), &
J k¥ I8 5 s 8£8% (Enable Node Clustering).
FIR 2 N EAE A L HAERE .

B RS HI T

AR B AL BRI E R AR R A B AR, SR RIB AP A IS A ER A AR .
SRR E BRSO I R AT, ST R IR TR, MR IIRE S, WAL
AR b 5 VR it 5 S W4T o U P AT S AR T T, i b 2B T (42 1 s S T

R

LR R, EPATEL R AR

B KIERE % > REEE > BE () >SEBERIPRE, JTIF SRS R,

B
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24: EEHIRTS
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

SRB2 AT BRI AIRS, HIEE BS () > BReER L.
PRI RGN EHI A S P IZEEHE, AR5 s BAE.

mERRAEE
T DAGR R AR IO . IR SE SRR D] SR R e O R P R B B P 4%, WIARBE 1 A
rPWIF R ERALMN N, ERESERI R DUREESCY AL W R et S ID
(LRI S TP ik, AT 32 M (K s e Wi IF BFras in 2151

HIE 1 EPHEE (Devices) > R ZETE (DeviceManagement), AR B (), ARG H4ER S (Edit
Configuration).
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mugnts |

& 25: 4miEEC E

E
Add Nodes
Break Nodes

uster Live Status

Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

RN WonEIREREE S (Manage Cluster Wizard).

TH2 WHERNIE.
B 26 ERERES

Manage Cluster Wizard X
o Configuration 2 | Summary
4 Editing the cluster bootstrap configuration results in disabling clustering temporarily. This operation may result in traffic disruption, and you should perform bootstrap changes during the
maintenance window.
Cluster Name*

ftd_cluster

Cluster Key

Cluster-level changes

Control Node

You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*

10.10.10.0 | 1|24 (254 addresses) - |

172.16.0.51 v

Cluster Control Link*
Ethernet1/7 | 10.10.102

I0E |

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address*
172.16.0.50 v )| 1010100

Node-level changes

I A IS 2 EtherChannel, W] AU IS fieh 82 11 N8 531010 SRiE (2) Skdn e 1 A i
31 LACP Bl .

$IB3 L. BEREE (Summary), AR5 A dHRTF (Save)

HEERT A

D RAR BT SO M RIGE, Ul SR AR A8 B3 5 4 A BE A5 b U 2 A B L B0, R Y A A B R
ety P A7 A P 248 T s T R IR 0 T
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BERE
H

S IEPIERN R > REEE > EE (), RSIEE ERETRPRES KA SRR HHEHE.
[ 27: =R L AHIR TS

P
Add Nodes
Break Nodes

Edit Configuration

Cluster Live Status

Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

P®2 SlithiA£ER (Reconcile All).
[ 28 thig 2

Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ S | Q, Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E
> In Sync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021
BRAERCREH S B, iSSR0 42 7.
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maEmesnarrmnangeae i

BUHE MRS R EMEFTEIE RO

T DO AL G MERAE, AT ORa AN . QR R SR AN I 2B () 7 B ALy,
T e SO T MHZ SRR -

RO R LI A By BOH MY A A R TR R Y Rl BRI RS B AE A B L
L (HETREERN 0, I HERgkELihiieE, HRTRREOV IR . BICRPUHE M
TR AL WERTCVE P B O 29 05, T RE A SR SUBGI A (H AR R BE
HEREHBRIN AT SR S SRR —H 00

RIERER)I R
o SUIMT A O RZ AR IR (K BT A A
* NIREETR TR
o W SRARREMT & TCE HEHIC N S NTP A B e BRSO ), DDA B 3R [ A B 1) 2 B
© DRAFHCEAA, DUMESEREARSL ab B 5
NAT M1 VPN, ACL 45 5 LS A% FUCE AR FF AR
K ST T U AR 5] AN [ PR 5 B b0 25 P B B N B, DRI AR R A% mU A R s 4R
FERC B ORFFANAZ, DR rT DU SR REAVE A — ARSI 485 P DAAE TR I 308 U7 1] 2 1R SR, Ll
RAETE Y 5 FHT N ] A S, K5 7 T AL BRI 2 2
FIaZ |l
PR FE 52 LI — A5 A g i SRR

PG & (Devices) > 18 & &1 (Device Management), i AEREEL Y i B (), RS EBBUEE
it (Unregister).
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29: BUH M ERBF T 2

2 8

Unregister @
Cluster Live Status
Add Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

P2 ARG POREBUE MRS G Ril=E (Yes).
SR 3 T LB DA e — NSRRI I A BT B A AR SRR M R (BRI B rpy SR
RHUAPR e NI RO IO B, SR A (8 A LR AR A 1 4

a) EEERANERE A CLL, IR configure manager add i R AT B BRI E S WA
CLI H& e i 18 o B 1 o
b) PR E (Devices) > & & &1E (Device Management), X5 i ini&#& (Add > Device).

SR A BHCPRMORTEN Y AT, TS R BT T, 5 39 Ui

T DAAE A R pLy TR P A CLL b M i A

« SEBHIRTS (Cluster Status) Xf1HHE, A& & (Devices) > R & &2 (Device Management) > &
% () KhrEi Mg & (Devices) > & & &2 (Device Management) > ££8% (Cluster) T > &
(General) X 1k > B LAPIRAS (Cluster Live Status) #E4:41 JF
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wren i

30: LRI TS
Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

P S — MR A B E T FR R gs
EHER DY RTS FE DL RS
* IEFE[RP (In Syne.) - 15 g L) B EEHLO M.

* fFAEIEE I (Pending Registration) - 15 RUE AR FE —B 45, (HMGA 0] B E b0 vl Wi
W AVEM R, AT AR B (Reconcile All) BLEE IR

« B O 25 H (Clustering is disabled) - 17T ) O JEME, (H BRI ARE SISO -
WA TSEON J5 RS AR S, SRR B IR R, Bl T DL IR 15 e

o “UEFEIAEERE..” (Joining cluster...) - 17 SIELENIANUAR LGRS, HMRTERIMAN . #
AT IMANEERE G ) B H 0 M.

FFRANT AL, B LU AEHBE (Summary) ok 2185 (History).
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M EARHE

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

B 32 Tmfeiex

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

< B (3> £ Wi,
£55 (Tasks) TS AEEEATT SEM S T “4EEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETTBEAG AR I L FARRE , SnT LAE BB A 1 R, B0 TP ik 55 g o HeAf (A 2
Ko XEFATAEE M A, AT BN b

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

LEEBNEMN RSB AR, WA show cluster fir4 .

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cpj]

HEERME L, WM show cluster info iy <.
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SRR EE SR I E AR
SRTEITIOR ST g
G SR PRS2 B AR B I & bR . P
(IR B 1 DL 2R PR
AR BII - A IR SRR AR 1

© IR WS R R SE IR SRS BUP D B S A IR DL BB A R (Y
T RD LEBER PR W rPIRASTT LU AR CAB& TR o O
n FEASRER, AT FEPORHARY D BUER O REARES) .

o PG T BB BoRERER M AT RS, WA CPU MR . WA, ENER, it
R 155 i#ﬁiﬁl NAT %4,

A

AR CPU AN AEFR b S s B~ AT snort A TR DU B 1

* AR ER (B CPUAEITIT &L, WAFERITG DL At s AERR) DLy s st 5 I 1] B
WEIEEREG S B

G AT BRI - ALY P b s SRAE Y R K D 28000 A«

o AR KRR AR RUAE A I 1) Y P B AR SR A DL . A
R R oy B A AR, ST DU A B UM B8 o A P KA 52 3 R REA T4 I

o CWRGEHE R M ARRS R R RGOS . 8 AT Ok CPUEHT R . A
HORATCR R R I EERL DL S SRR R NAT H A (Kdabn it . IR LI A
T REN IR I AR YU AT 2257

* BOATERESS TR - Whon SRR 1Y Sl i dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fhn i Al CPUMEII AR . AP R BN . R R IS E R TNAT
et o

* CCL # IR - AT Jr A s S e B s Jodim - B A ARt
o MR HERR AR - PR AL T s HE R S SR e A (SR
o INFTEJSE R - F T BRI 25 Pl a6 b 2 1 s O B T I 1) 6 11
o HE SCPEHITAR - BT RAEREE R TR AN RO FEAR e . B, 9 RS OGE T T 18U
BB bR, ANIEH 1Y R0 A AR
ERKFIEITRR
AU E LI B YE s i A REAT LR o
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ERHS IR DU RS P LA ALY s A RS TR L . ISR A IR DL AR A — R %
TR AR R R LA R A IS AT IR DA 2o
FHIa Z |l

o BRI CE B O I A B A B B AR

S EPFRG 35 > BTRR > M.
A7 P W4 A B M 7 5 A S RIS AR M s B
HW2 ERESIFRT, S RF (2 HMFE (V) LJBETFRTSILE RN & YIR,

T3 EAEFEEMCATRNGHEE, HAEEFATR. BN, BRI S 2 iE LR
TR R A X B A IR BRI PR R o F 5428 T B 4 «

o MEER — S BRI RS AR T SCEE FEAR, AR HT . CPUL IAE. B R4 H
OEEGOHME R DU NAT s B

* I — BRI R AT A

© BATERE - A7k CPU IR . AAFE IR S A b, S b Ak . ISl EHNT NAT #46
R RS HE R

e CCL - HILRESACR AR ES HE B

fnT L i s bR A YA PR ARSI A3 OS2 SCRF AR IR R PR 1 56 35126, 15215 Cisco Secure
Firewall Threat Defense 24T RITFE IR

YR A GETT LA 1A 4B B 0P 6T L SO D LS W 25 N (IR
A TSR o W\ RS e B 7 X (Custom) BURLTE 152 XU IF AL o F1 1.
SR LR AT B S RLHT BB 5 4M a6 b SR

S i W G, (e AR PTE  RE
B PR G T S PR P B . T LA R BRI RG] T AV, 45
RS AEAT. 7t A TSP o 7 A £

SUE O TR AUEAPIRGL MR 75 B 44 B DN BT IS0 S 1 275 10 4010 SEA TR R
.

Fo BT BT R A SEATAOR R | #9106 S TAR S . B 4 11 B T AV PR L
RIS, Al 11 T TFAZATAR LA ) DA

FIRT O THREW RIZIPROIETE S BUAEILT, BRI a S AE 2 T0E SR P i i X L
IBATARGUAPERE o T AR 42 i T AR B 465 -
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I Cisco Secure Firewall 3100/4200 £ Ef &
T |

o ik — SR R HARTUE AR OB bR, B3 CPUL WAF. 0 ERSHER,
LA B A A P A DA S B R A R

* CPU - CPU M HI &, AR R A B AZ 00X 73 1) CPU A I 0«

o WA - B MR, A RREUEE P TIRT Snort AT .

« B - DR RNC R ELHE .

o HE - EHRGUHMER (BIRRG TSR IR R NAT # it 4

* Snort - 15 Snort HFFEAH R G HE B

* ASP L5 — SR T R 2% 53 i B0 AR DG I G vk 5 R
FAT LA e AR 0 B A AR R TR . A7 2 SRR A FRAR K 58 38413, 129 Cisco Secure
Firewall Threat Defense 217K FRbx o

SIS sl PROUE R S A AR S RETEIEEIER (), Wk AT R4 B AR R
FERANE A R SCHEHITAR -

X ARREE B AR, PSR RER AR AL, SRR IEFEIR bR

SREHEIR

fﬁ%g%%%ﬁ%%ﬁ%%ﬁ&ﬁ%ﬁm%m%ﬁﬁ%,u&ﬁﬁﬁﬁ\ﬁ%ﬁamﬁiﬁﬁ%

SR

% 2 SRR

EHR i AR 5N

CPU ERET LI CPUSRER T M (43l $dfs T | percentage
[ A snort) o

Memory SERET A B PI AAE SR AR (o3 T80 Y | percentage
Fll snort) .

st BRI NI B e E R bytes

CCL i i LRI NFIL ) CCL S THE B . bytes

B G RSB AL B

NAT 4t BRI NAT B4t 4. K

G e RERD (R R S A v A HES

Kt 4K SR R (0 B 43 T K
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B wsemnirumsnn

Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 3217, ROETTLUEA] L@ M T3 AR T
H.

>N

o WBEHERRSCAE- IR RORBEIMAERAE, RGURE A s AR HE RSO e T LN & >R &
B > LR > B DR BRI N BRSO TS I R R HEBR ST

BRI i B () IFIRR SOUMEHERS , N IR &R LI A S

* CLIfinth- M & > R & B > &8 > B, BTLEE -4H0E X CLL i, #E B
HERRIERF IO #RE . R G A8 N RBFEIT LU R

* show running-config cluster

* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

show arp

* show intip brief
* show blocks

* show cpu detailed

* show interface ccl_interface

ping ccl_ip size ccl_mtu repeat 2
* show nve
* show route

* show tech-support

LT LA Ay B P B AEAT show fir 4. AOCTRAIME L, IHS W AH CLI it

TEERHIT I 558 L 14T Ping
P BUIAAAT ping RO AL AT S 15 PCASHELLL SRR BB B R FEIE4% . 4 2 A S

B —A T B R R AR R B O BN EH, B dn, SRR BE R MTU WE Al fe s TIEAT el
'] MTU.,
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I Cisco Secure Firewall 3100/4200 £ Ef &

weatasisss b7 Ping [

HI1 U 8% (Devices) > i@ & &8 (Device Management), AR B ¢) KIFR, KRGk > &£5

SERTIRZS (Cluster Live Status).

33 BT
Cluster Status

Overall Status: = Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

W2 JRIF I —AN R, AR5 Al CCL Ping.

Refresh Q. Enter node name
Unit Name Chassis URL
172.16.0.50 N/A :
172.16.0.51 N/A :

Close
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B =50

[& 34: CCL Ping
Cluster Status

Overall Status: @ Clustering is disabled for 1 node(s)

I Refresh l l Reconcile All l Q Enter node name

Nodes details (3)

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Close

TR 5K MTU GG R 8508 G RN E SR A TR B e b 17 g LAY )80 ping A4

Dated: 18:38:41 | 01 Mar 2023

LR

XL TRBIL SRE
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BB

sumpiis 1

Cluster Control Link
192.168.1.1, .2, and .3

eth1/8
eth1/8

mgmt

eth1/8 -

<I__ port-ch1 Spanned

| MAC: 000C.F142.4CDE |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
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