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1 KRR
Add Cluster 2%
I want to: Create New Cluster i
Device Name: clusterl
Template: Cisco Secure Firewall Threat Defense e
Image Version: 7.3.0.1676 3
Instance Type: MNative N
oK Cancel
2 5 IR
Add Cluster B
I want to: Create New Cluster i
Device Name: clusterl
Template: Cisco Secure Firewall Threat Defense N7
Image Version: 7.3.0.1676 i
Instance Type: Container o
Resource Profile: Default-Small b
SM 1 - 72 Cores Available
SM 2 - 46 Cores Available
5M 3 - Unknown. Module offline
@ Before you add the first container instance, you must reinitialize
the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.
oK Cancel
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Security Medule 1,2,3
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[ 3: A SR RE
Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

Cluster Information Interface Information  Settings  Agreement
—

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Mame: clusterl
Management Interface: Ethernet1/4 et
CCL Subnet IP: Eg:x.x.0.0

0K Cancel
[l 4: 5 ISR

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X
Cluster Information Interface Information  Settings  Agreement
——

Resource Profile Selection

Security Module 1: Default-Small N7
(72 Cores Available)

Security Module 2: Default-Small 2
(45 Cores Available)

Secunity Module 3: Default-Small 7

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Name: mi-cluster-1
Management Interface: Ethemnet1/4 v
CCL Subnet IP: Eg:x.x.0.0

0K Cancel

a)  ({WiEH T Firepower 9300 [ 7545 55451 7R R &R (SM) A 2% iR B & SCHF%E#E (Security Module
(SM) and Resour ce Profile Selection) X 38, fil4n, w4848 A 12 AN R )2 iy, J¢H
AR R RS LAl %2 CPU I, AT LU REANBR B 15 B AN [i] 1) 5 Y 1 S A

b) TEEEEFRA (Cluster Key) B, AR M EE RS b4 il v et e 2 B0 30U 258
S R KA T 163 NFRIZ A ASCIL F A7 8 . FEE s S 1A s 4. IR T 5%
WA s A i, L RRIE BRI R R M ER AL, e TR 2 LA SOk 3%

¢) WHEERARR, MZHEBAIE T EFLALIK.

[ 73T Firepower 4100/9300 &Y £ 8¢




I FF Firepower 4100/9300 &9 £ B¢

=)
[24

/. —q,

*

7

d)

ez mabism 52t

SRR K 1 3 38 DNFAFIK ASCI F 45

EERI
MIRA 2.4.1 JF06, SEBFA AR B AR SRR 7 F, R HAE B R N T e 2 2L
B Dt i, O dy AL SRR AL MO AN BT B

HREEEO.

A U A BB R 4 o e MO WA A 00 11

YSRGS N AN SCRFI 55 B Dh BB IR DU D A Bz 11, IS4 i B, HiA S o
XA .

(nfik) ¥ CCL FM IP %4 ab.0.0,

BRUBEOL R, AEREE IR 127.2.0.0/16 M4, (HiE, FEESRILKEEA RVF 127.2.0.0/16 1
HIEL . AEIXFE LR, TE RS e M M2 AR /16 gL, FAA] (127.0.0.0/8). 4
% (224.0.0.0/4) F1PYH (169.254.0.0/16) Huhik B oh . U1 FHF %A E 4 0.0.0.0, W RS A ERA
%%,

U AR HLAE ID MHEAE ID 344 itk 5 B8 (AT I B e 11 TP Miudik
a.b.chassis id.dlot_id.

FEIRE (Settings) UL F, $ATLL M ERAE.

FA-F Firepower 4100/9300 B9 & B .
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information  Interface Information  Settings  Agreement

_—
Management type of application instance: | FMC W
Search domains: CISCO.COoMm

Firewall Mode: Routed R
DMNE Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Password: -

Confirm Password: -

Registration Key: .

Confirm Registration Key: .

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35

Firepower Management Center MAT ID: test

Eventing Interface: w

Ok [ Cancel

a)  1EEMER FBP, AR R BT L
A DUA MBS IR R T 1 2 37 AN FRF AT SCA A s s g B ey, 75570 8
Hl BRI AR 2

b)  HAHEEIP P ER 5 T CLL V7l (1) 6D

c) 1L Firepower BIBA L IP FE T, HIAPATE I EEL PO 1P Hikik . WA HnsE 45
TP bk, TR T B A, FEAE Firepower B2 H10 NAT 1D (Firepower Management Center
NAT ID) “FB AN 14

[ 73T Firepower 4100/9300 &Y £ 8¢
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d)

2)

h)

i)

ez mabism 52t

CAfk) AR, RHEER R FTD SSH £iFERKER (Permit Expert mode from
FTD SSH sessions): =& (Yes) BiA (No). & 5T M mifiirbi f shell 15 i) AN B LA TR S0
b HERR o

XFTHIET, AR R (Yes), HIMT ELFLM SSH 231 j il 25 & S B R ) FH P /T LA
LRI WAREILERE (No), HAHA M FXOS CLIj n) 75345 S5 (I BLBR i P T LU %
FRER o AT BGEFER (No) LAINGHR S5 2 8] R BR B .
A AR 6 204 USRS SRS A BESRAE T L X, A e el 2k
ABRT, VS B CLI FFEH] expert fir4.

(n[i%) 7EIEZEIE (Search Domains) 7B, i NG BN 4% iR R 806E 5 40 i 51 26

(rf3%)  MBGAIERER N h gk rh i FHE R el R H

FEM A, BB RIS ok 9 2% v PR B PR A IR o R L RD 6 i P N 2 LA AN [R] 1)
TW Eo T, B KEE AN 2 J2B kRS, e LR B BRI TIBE K
B, WA R A B T 45 ) rh A R

RGANAEWI UGB 0 B By kB R E N T 5 SRR B, WA % E .

(nJi%k) 7F DNSBR%588 (DNS Servers) 7B, Hi A E 5401 DNS k45 #3514 .

Bhn, e EHE RO B4, T BB fE 4] DNS.

(") 7t Firepower B30 NAT ID (Firepower Management Center NAT ID) FEtH, %
NTETINEEREAE R W v os I IE A AE A E L BN R4

W, TCRAEE PR SRR, AT IP bl GERI—AMEMESD o
PR B4 TP ik, BE&HRE & FEdL TP bk, (HE, SR g b — A 1P ik GX
SEILE B B AREERD) IR DA SR I B 1) P i i ME— 1) NAT ID, DA S il £
PEAT, IFERIEMIEM 2. ST KN T 1 2] 37 M ERFZ TR SR e
SEN NAT ID. B3 A OB AT I 3 A NAT ID (i AN A2 TP Hiuhik ) XHRIaavE M 32E4T 5
I BEAE R FZAL o

(k) fER2REEHNSZ (Fully Qualified Hostname) FE T, SN B9 #15 # 1 52 4 R
EAFR .

AP a 2] 2 KRR 0 29 I8 m () ABETAT(-); B R TAFECh 253,

CRIIED N BHHEO FdIRT, HSOLFAEN N AR 0. WK E, REURAL
EEESLE JuIN

SRR AL ST RIS RE 11, AU TR & W firepower-eventing # 11 .

LIE8 7iEOMER (Interface Information) Tifi b, JyEfFH RN 2 ABHEC B — AN 2L 1P Hohk, Mith
HEZEAY (Address Type) FHd & Rk B ht28, ARG NS RIS DL 7B

a4

TR AN UG AT 3 ABEHIE R B TP ik, BRI BT ettt . RO E A 3 MR,
R A IEW TR,

FA-F Firepower 4100/9300 B9 & B .
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2]

Cluster Information  Interface Information  Settings  Agreement

Address Type: 1P only o
Security Module 1

IPva
Management IP: 10.89.5.20

Network Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2
IPva

Management IP: 10.89.5.21
Metwork Mask: 255.235.255.192
Gateway: 10.89.5.1

Secunty Module 3
IPv4
Management IP: 10.89.5.22

MNetwork Mask: 255.255.255.192

Gateway: 10.89.5.1

-

a) A& IP (Management IP) “FBt T, WU IP Hudik.
FETR]— W45 1A AN BEHLR 2 M — TP Hihil

b) A MEBIGETSRAKE

c) I ANPILE M K HbL

TEMRBUET R b, B2 e 2 P VPl i (EULA) .

AT HTE (OK) S PAIHL B 6 I HE o

MiHRTE (Save).

HUARE L B 85 A RRAS, 5K 51 SR e B R B 2 11 4% 8 06 4 I ) S 9 e 3 B AR A 4%
1riZ%81% % (Logical Devices) HUfif, A FIZHZGIPIRGS . U@ E R/ HARTS Bos W LN,

'J*ﬂuﬁbniﬂf%ﬁ’]é%ﬁm% XtF— Firepower 9300 HLAH AR A, WIIWT ATT4r /e b H P G B AR 4
T RE AR R A ) “ 2 eHURIN 7 RS IR IEFARE, IF 2RI .

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available
& |\F|| B

Status
@ anline

@D P e

[ 73T Firepower 4100/9300 &Y £ 8¢
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smEz g

P12 AR 1P HUBbR P BRI R A E O
TSR A WAL T FXOS B IN AR, ARk e a2 & O,
W, ARG 2 BB B %

NNEZEHT R

FEBUA S N B e SO A ARAE Y R AE FXOS s i AR Y fit, B 22 H3)
AINZAT R

\}

AR R FXOS SPBRAGERH T IHHUAR ;a0 SR Frasibes in s e 21 2 )3 HBEEE R Firepower
9300, NZEHOK B 380

FHiaZ |l

o AR, AR A B P IR T SRR . SRR O — B R, e
A BB B AT

© HTHURT LR DB E L ZUAR IF) o S85mT LS AN N FXOS HUATRCE LA (Lt i e

S R AT FHEAOTS T BB WG, EEERED MU B BUT LTI PR,
LN B H TR, FXOS BB SR T8, I BN LR B . XA
T H# BT CE, LMY S LU E AR B WG A I N SRR
R
TRA N TN T RCAS, AT DLk AP B . Cisco A Ah TR ST B £
a) M RS > FHE WIAENUAN 21247 BB mes .
b) M BEIEE , RE Al WERARN (B o 6T EA LB Firepower 9300, 53
FEAMELR I RRAS o
BEIARA BoR G i R G HRTARAS s TH L EIIRRA .
c) TEERMRA Fhrscirh, B AL . WA RN 5 SR i M ETARAR USRS, JHK 8 shiR A 1%
BN AR IR .
d) EFHUE L, ARz TR,
$IZ2 EOAERNE DU PR b, i Bk .
$E3 Sl EMNEREEERR: EH R E .
PB4 ERBHHRE L U, AR5 8T

FA-F Firepower 4100/9300 B9 & B .
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B snEsenss

$IB5 X T8 & &R (DeviceName), i B &3t — M4 H%.
FE6 SEHHE (OK).
$I®B 7 (£ EHIEB¥M15 8 (Copy Cluster Details) AHEHENT, HiG S — MU ISR S, KRG i E

(OK).
W8 AUilibt Lk E bR . ERHE R CH o R, (HEBAUEE DL N E:
B 5 S

| Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7/%

Cluster Information  Interface Information  Settings  Agreement

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:

Cluster Group Name: ftd-clusterl
Management Interface: Ethernet1/4 b
CCL Subnet IP: 0.0.0.0

OK Cancel

Il 7T Firepower 4100/9300 &Y &£ 8¢
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B 6:#FOER

Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7/

Cluster Information  Interface Information

Address Type: IPv4 only B
ecurity Module
1Pva4
Management IP:
Network Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 3

Management IP:

Settings

Agreement

Network Mask: 255,255.255.192
Gateway: 10.89.5.1
| 0K Cancel
788

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information  Settings
Management type of application instance: |FMC
Search domains: cisco.com
Firewall Mode: Routed
DNS Servers: 72.163.47.11

Fully Qualified Hostname:
Password:
Confirm Password:

Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35

Firepower Management Center NAT ID: 93002

Eventing Interface:

Agreement

0K

Cancel

smEz g

F3F Firepower 4100/9300 k9522 i}
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B s mme

* #L%8 1D-F A HE— HLAH 1D,

< EEER- A A LY.

o BRI P RE MR B B O8O L PR 5 A TR R R ME— TP Mk
* TEREENZ-EH MF TP

WARD-H AN A A E

< SEMEEA-I AR .

3

R E (OK).

PRI miliRTF (Save).
PURTE I R 3R 2 RS, JE o | PR e 0 R G B 11 T 06 5 3 Y S oK 5 i A 1 4 o
TEREANERE A 1)IB 38R % (Logical Devices) Ui, A A IPRA . UBE N ERESOLT
B R FORTS o TR, W DTN OB AR . BT e SR R P B/ B “ 22 A
PeRm 7 RES s RS A IEF RS, I HAE G 1,

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

& |Fe || &
Status
@ online {ZC;' .*:B el

Sy, RINERE

BEERER & 2 —1E TR 2% N3 Cisco Secure Firewall Management Center; & £ /1.0y 2 5 2046 By

A AR R
FFi6 Z il

o T ERER A LI T FXOS s Sh B (R, A Re SRR N2 45 B bty . JE N AS A p
A RPERIIC. ES R 2 1B581% & (Logical Devices) 5 #= a4 i &1 18 show cluster

info iy % -
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T fF FH AL, T IgE > REEE,
IP s e —ANMERER T,

. 11]\\7]”12%
Add Device

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

g, Fmes [

,\\\Fﬁ% uJ\JJIJ > uj\\jlﬂlﬁﬁ Ufﬁﬂﬂ*ﬂ%ﬁ%ﬁﬁ“@ﬂm” fT

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v
Malware
Threat
URL Filtering
Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

a) fE EH TE, FAESRITH P ks LA .

BRI LA I AT SR AR P TC,

HPATTEE VA I 7 ) P e 46 ARG Bt

EPERE

FA-F Firepower 4100/9300 B9 & B .
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b)

2

h)

FAF Firepower 4100/9300 A9 5 % I

WA B BCEEAE ] T NAT ID, WA e ZEHMA ML 7B AT RVEAE R, TS HNAT 3
B

£ BB TBR, AR BB AL BRI RO A R

BE R A MRANE T TAERE: S AGE ] T R I FEbl 0. 8T LU Jn S SO A SRR 1k 5 1) 44
DLE S TATE Y

fEEMESR TEP, MAAE FXOS B AN B A8 AT Al — i b B vEMF s P — Ak
PRI

CRIE) K BEFAS BB % 4B

P UR 7 1B) 45 SRS LALEVE W I P58 21 e e, BN ks

T R EEFT R, I R AR SR o S TT DURH i AR T 2 O SO

‘ New Paolicy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

TR EEN T 2B I VF AT IE

WERAE VA 2 R A T NAT ID, 5JRITE R, JFEME— NAT ID 7 Berb AR
NAT ID.

1 PRI AR B ST LU HE LU SS VB A R B fL A 2 A B L

BTG OLR, BLIESTC R M. WSRAE A AT TN A& T 1PS 81 Snort Z83F, B sofr it oo
Kot BAEE B0 Aok 2 A B O T RN . i SRAR I 0, DA FE A B B R
oty AR EE B .

il Register .

B S PUNIREMHE I, SR T B T, WORSE R ITRIE M ), WA
ISR WUREEREARAENUA L2 A7 B AE AR P, VE b2 R, FEIXFP S OL T, Fdl]
FERNES R A SRS

MR ] & > IREE I b RITEMN T a5 R

[ 73T Firepower 4100/9300 &Y £ 8¢
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P F Firepower 4100/9300 Y55 8%

grad: sz [

[ Name Model Versi..  Chassis Licenses 3;;2;5 Control Auto RollBack

[] ~ unarouped (2)

10.10.1.12 Snort 3

FTDV for VMware 730 NIA Essentials wix_automation1 ®
10.10.1.12 - Routed J
0 TD_Cluster (1)
- Cluster
10.10.1.13(Control) Snort 3
(Control) (00 ETDV for VMware 730 N/A Essentials wix_automation1 N/A
10.10.1.13 - Routed

MR IEAEE M BE 2 B gk B br .

V TD_Cluster (1)
— Cluster

10.10.1.13(Control) Snort 3
10.10.1.13 - Routed

ST LUE R mialy B P bR T IR AR SRR BB S DL 7 B O AR RS B M
I SEHr “RBEEM” 5. WA TR CIREN, TSSO, 5 40 UL,

Deploy Q € £ @ adminv

Deployments Upgrades @ Health Tasks ‘:) Show Notifications
3 total 0 running 3 success 0 warnings 0 failures | Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 355

SR 2 W AGERAE 4838 (2) , BUE BRI A
K2 B AT AN TR, T ANE TR R IR A e o BT, W AR OO 65 BE A5 1) Sl
YRR, (HHBER BRI

PR3 (L IRE > IWFEE > &8 pidi L, TLEF BH. FANE. REM BTN BE.

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

| 1010.1.13 - |
‘ General 27 | ‘ System P Ye ‘
|

THZ Y LN SRR 52 T
* B#; (General) > B#R (Name) - il niili 4848 (O) 0 SURRE AR FR

F3F Firepower 4100/9300 k9522 i}
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B s mme

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster
Transfer s
Packets:
Status:
Control: 10.10.1.13

Cluster Live

fiew
Status: ey

RIGBLE BFR T B

General (2]

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel | m

« EH (General) > WHEERIKZS (View cluster status) - fith BHERIKZS (View cluster status) %
Pk AT TFERHIRZS (Cluster Status) X ifHE

Il 7T Firepower 4100/9300 &Y &£ 8¢
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grad: sz [

Cluster Device Routing Interfaces Inline Sets DHCP VTEP
———

General *
Name: @ TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13

Cluster Live
Status:

W {EEEBHIRTS (Cluster Status) XGHE 1 s it (Reconcile) LA HiA M 5t

Cluster Status (2 Nodes) ? %

Status Device Name Unit Name Chassis URL

In Sync. 10.89.5.20 unit=1-1 https://firepower-9300.c...

In Sync. 10.89.5.21 unit-1-2 https://firepower-9300.c...
Dated: 14 Jan 2020 | 01:51:51 | OK | | Reconcile

o B> B HERR- AT LUEBGHTR BO AR HE, B AR AR CLL. 1S A . 0k
REEAT SRR HERR 5 45 1T

B 9: BB HERR
General ’
Name: O clusteryFTD
Transfer Packets: Yas
Status:
Control: 10.10.43.21

Cluster Live Status:

View

Troubleshoot:

« VFAME - AT %RiE (©) W BV IIFRE R

F3F Firepower 4100/9300 k9522 i}
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B eeso mEes sEEo

P4 £ I8E > REEE > & L, v LI T HeE o R B P R R IR E DU B .
« BEM (General) > BFR (Name) - il Al 4R%E (&) LR B R 2 K.

General N
Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled
RIFBE B T B
General (2]

Name: | 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

o B > F - WO BB E P T A I TP Mk, WA A R by Hh DT OB R bk DU
BEIP HuhEy i 2 E B gidE IR DR R EAL ks

Management @}

Host: 10.89.5.20

Status: v

TEHL: BERERR. HiEEO
BRI B 1 FXOS o B REN 0 BRI A MR B ISR B, 60 F S DURSERE, A

P IR 2R BB X LUK MG 1 o %15 A Firepower 9300 HLAR P (1) 22 45 L s 125 (1 45 e 1 e
PO, A% MTU AR .

[ 73T Firepower 4100/9300 &Y £ 8¢
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gaan. maes. wezn ]

A\

ER KPS L EtherChannel HI T2 HUAESRIEIN, 3 FOE TEH: RS RE S0 2 0 H 2 T A St N TARIRES .
WEBESR AT 7 1FoRE 0 A e BN P AR AL T SR I e o

S G IRE > REEE, R ERSILN &g (©) .

FE2 fiEA (Interfaces).

SIB 3 N I .
ST 2N ERE, BB RIS MTU W& 4 LB D 0 B MTU £/0 5 100 #75.  FEERE
P Bl U AR B A e, DR AR I B I T B RS AR G S R/ NI B 1 DL S B R T
o BATEVCK MTU & NECK 9184; F/MEN 1400 N1, #illl, BT 5Kk MTU iy 9184,
Bt AR 11 MTU W] LU 9084, 11 FREAE 328 thll Bk i ) ] DL B Ky 9184,
ST AR BRIATEOL T, SRR e BG4 1 o 348 . 40 AN An T WA 122 1 S AE s
BEME, W N BC AR AR B R XM LAR 1) FXOS it -
a) Ml YREE (O) AT AR B B2 1 .
b) 7EEM I MTU FEBh, #1400 A1 9184 2 [Al{HHE: 2561 A1 8362 Z M) (Mt . i T-Hejtu ik

B, B MTU KN RGUEAT A . FeAT T Ul FH 5 K 9184

c) MHHATE (OK).

U84 FUEARE .

a)  CATHE) X THMBIAHEELT, WAERREE 1 ERCE VLAN TR . AEUF IR T
TN, SRR TN

by AUIHARE N HE (2) .

O FUEAFMILSH . AT KD, SR B W TEYM, #5
BIRCE AL . 4 TIPS B2, W2 IS PR e .
pa b4
i AR PR B T MTU R BOREE O MTU B %00 100 54, B0 S0 FUHE AR
Fell MTU RS, 6200 25083 50 29 57 DU IR BER B MTU, 2 J5 45 LAkt L
BRI

d) XFZHUAERE, 14 EtherChannel W B ME— T34 )8 MAC Hulik. &S B4k, 4 £H Mac
Motk PE, BN HHH #20 MAC #ik, Hd H %78 16 L2 sk dises.
i, MAC Hihk 00-0C-F1-42-4C-DE ¥4 75 Z4i A\ 000C.F142.4CDE. A9 MAC Huht i & 24 7%
£, BRZEAE 2R AN ERIEC AN RE 2 A 4L
iH v E & Mac Hiflt; & 20 .

185 200 %5 EtherChannel it & 9 4% o 1 5 A A O ME— MAC Huhk,  DUIBE G0 78 1 0 5% 3% 4% )
B, R ETEINCE I MAC Hihik, 1% MAC IS AL E T 4ur s sk 4% . B AR E MAC

FA-F Firepower 4100/9300 B9 & B .
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management-center-device-config-76_chapter17.pdf#nameddest=unique_225

FAF Firepower 4100/9300 A9 5 % I

B =or0 masmamhnsrgs

Huhik, AR RIBE R A A EG BT R B 2R B K MAC il T 1, X e 2L
i P 194 2% g i

e) MMRE (OK). XA N EE Lk DK,
PS5 HHRTE (Save).
BEEF, BRI DIEE R ERE > ERE K SRS BT AL B Ao (ETBE 2 T, S A AR

BEHL: EESHSITRALEERE
#3¢ (Cluster) TV BHEFPHRRIISE (Cluster Health Monitor Settings) #4415 F 42 iih
.

10: RS ITIRREITIRE

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

R LEHETHRERRERSRRTR

FH 15 AR

Fil:p)

PRAF I 1) 0.3 2 45 Fb 2 i) BOAME N 380 O THAE W SRS R, SR
ISR R XS heartbeat 7 SUAIE B FAR Y 1l AR RIAEDR

FEHIA ARSZACBIOR FOR AT RUIATAT heartbeat i1 8L, US54 R LA
ToMi N BTG A

Bz OBy 38 [ e (] - 300 F1 9000 Z=Fb 2 0], BRINESH 500 =Fb. #: DB IE B a) 2y
FUBEHEZ A0 A R A s oK 1 o AN I 53 2 iy 28 e AR R (1]
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g, REEsarhnkeeE |

4t
s

152 AR

x

ZiziEn

Fiz LISATIRAH AR 42 B i o SRy s 38 4 11 1) BT ) By 1)
PRI 1 e R A, (AR AR Y o 0 TR 32 A M AT T Bl
F1, o D2 NS AP MR %S oo 19 s 8 2 A IR T Je AR R I B3k ke 53 B
PR SR DL R A% 2 R e Y 08 2 IEAE A ERAE (1 e 46 o

IR 55 N 7R Snort MIREAE LM BEREREAT 42

AN WPER R 1 BoRAZ RO,

BEEMMANRE

e AN R I BE R SO 1) B B AR

TR AT 1 A165535 2 [). BRINMERN 1 CRSZRRED o BCE SaUEB AT

RH

R TR P 5] e

AT 2160 Z00]o BRINE N S 434, 2 U IR B I 2238 2 8] ) 7]
BAFFSEIT R CLLZ ok BT o

I A2 1k T 13 2206 BRIE N IR RSN T 1 Ao 58 SOR AT I3k
WA TAN B 5 B2 1)

Koz 1 TR B RE IR ) B BT I B

SR AT 1 M165535 2 [0 BRIME N 3. BB 2R E R IR L.

SR 1] F 1A e

AT 2 /160 2 08]. BRINE N S 434 U IREB NN 238 2 8] ) 7]
BAFFSEIT TR CLLAM 8ok BT o

] A2 1k T 1A 3 0] o BRIME N IR RREEI TR 2 Ao 52 SR AT HE e
WA AL B 5 B2 1)

EX ORI  AE IR E . AR RS RSB A
— U PR

FAR AL T 1 M165535 200 BRIME N 3. BB 2R E R IR IREL .

= Wl LT

AT 2 A1 60 200 BRINE N S 434k U IREB NN 2238 2 8] ) 7]
BAFFSEIT R (LA oh BT o

[ A2 1k

AT VM3 200 BRIAEA IR HF SR TN 2 £ o 8 SO I IRk =
TR AN B 5 B2 1)

\)

AR RN ARGISATROU L, WAEZE T RGP IROUS & I ASTE T 7 B A2 BoR

KRN N A =l SR o
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AT DU AT @ TE ID. MR O ID,  PLA Snort FREA: S sERE . B4R I AAE

VLAN 7RO ERED (B, VNIZ BVD 4T

A FHAEFIRE

BRI IRE > IREEE.
B2 AEEBURERSL, Al R (9).

o ANREN BRI RE RS L B A, EIRE

S 4  AERSITIORMIEERIZE (Cluster Health Monitor Settings) &%), i 4R (£).

1=
w
1=
w
$B/3  RUHERE (Cluster).
1=
w
1=
w

SIS W AHEITIRREE (Health Check) R AEH RGZATIRIUE 75

11:ZRARFEITRRAE

Edit Cluster Health Monitor Settings

Health Check @ )

v Timeouts

Hold Time 3 Range: 0.3 to 45 seconds

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults

rjd[:‘b—l m

PG AT AT EE O s N R 1 . S FERAE Y s Bl R L

IS BH LI R VSS. vPC BE VNet) , R 2E
FIREE VR o M0 0 440 B0 e i HL G T S L [RP B BT 1 e

R AR IR AR Gl EJE S
PUR6 O E ORFF N R AL 1 B)7 S Bk I 1] o

RGUs IR A TIRE, M EAN A%
R BLE A H R Sie ATk

* {R¥FEETE (Hold Time) - ¢ & DR K7 I F] LA E P 2 RO BRIR AT S R I IR) D Rgg , - LA AT

0.3 )45 FF; BRINEN 3 Fb.

* ¥ OB R BEATE (Interface Debounce Time) - K45 [ ki 4] 52 & 4 300 2] 9000 ZZEFb2 [A]. KA

BN 500 2280 o BN AE AT LUOBnbRAS: DI 11t g

VTR, S0 09 S B AR,

SRR LR o AER AR LRGSR, RS S AR € M2 8L REA R bsid Ak
PR, PR R R INER o X T ARBRRIR SO0 IE R T2 A PIRAS IR EtherChannel (1411,
ACHMLEDFT N B ASHA LT H] EtherChannel) 115, BRI S b [ w] LARI 1 EARRESY R

AU o5 — AN A8
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TR A AR IR DU B A bt i 1 ) SR I AN S e
12ZEEEHNEFMARE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

JEB#HED (Cluster Interface). ##E#£ 0 (Data Interface) M1 &%k (System) ¥ & LN E (A 8wk
55 N FEEEN . NAPRES A —8E) .

o SRR EL (Attempts) - BEE EHT NN ZIREL, T -1 F165535 2 0] O 245 F B T N .
&85O (Cluster Interface) BN -1 CEFRED o &i¥EHREO (Datalnterface) fl &4t (System)
FTERIAE N 3.

iR Z (B RI[E)BR (Interval Between Attempts) - & S I H BN 223X 18] R TA] B g B2 ) 18] (A
IR RAL) , AT 260 Z 08 . ERINE R 5 208 e 1 A S I N S (1) g KR I T) PR £
A BRI Z IR 14400 2340 (10 KD

B FREE 4L (Interval Variation) - & &5 88 N lH B RFLI (. BT 1 F1 3 ZMpE: 1 Ok
B 5 2 QAT E—IRFFEERTED 803 (35T E—IRFREER ) o Bldn, Rk mbm FE

SRR BCE A S Bl TR BEE R 2, WIHE S B ERITE 1 Ik £ 10 08 2x5) A
HEATEE 2 ISR 76 20 708 (2 x 10) JEHEAT 56 3 k2R &EEF3E DO (Cluster Interface) [ ERIAE
1, #EIEO (Datalnterface) F1 RS (System) HIERINE A 2.

.

3

B8 EiIBFEEED (Monitored Interfaces) i A 5 M543 0 (Unmonitored | nterfaces) % I H (14 1
KRHC A2 i 1. gk ny DA b s G ik v B R AR 5% Rz A M35 (Enable Service Application
Monitoring), LAJE FEEEHIX] Snort A L E 2 1 i 4
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13: B E MRy O

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

SR A0RE I B o 0 AU S IR T ) P A3 ) Bl 10 o 0 s R s, (R
FEHAAY s B A2 R O A 1, e AR BRI Rl 1 REZ I A AR
AFE PR RS B3 IR T2 1 RS DL K1Y RO B E 1Y RO IEAE ISR I B4 . BTG DL R, b
JITAT 4 1 LU Snort FIEEAE Ui ERE JE IS AT IR UKL 75 o

T REARAE A BRI D s PR DU A

A R AEATAT O s s Bt e 10 . HT AR TS A sss el B 0L A
INAENAZHHLIE K VSS vPC B VNet) , BENEEHI R ST IR A DI RE, 6 EAEAIN ST

R U . e FLIRC LS8 2 L BT A 15 20 6 BLEHT T R 4R
PR P RE AT L OB 1

M R7F (Save).
HENCE G ES W B E .

il SRS A

LA 08209 208 i 7 AT S SR AR (1 A

e BeF A B

(7P B/ R T 8 C I AR S o R = P P = e o1 S 15 P {2 15 S
ATAT LLEDF ISR . B 7T LA T 2 A S

LR AR YA A EARAE T, Bk PURE HLEY BRI A A R AP
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I FF Firepower 4100/9300 &9 £ B¢
FMC: EIBEIER R .

e
Gateway Management Port Status
10.89.5.1 Ethernet1/4 @ oniine @& F; ¢
Attributes

Cluster Operational Status: in-cluster

FIREPOWER-MGMT-IP 1089520

CLUSTER-ROLE : control-node

CLUSTER-IP 127211

MGMT-URL - https:/f

UuID - 95507f24-32aa-11ed-b9da-d0ald37634c

TE N A AR FHAERY - 48 mT DAEHI N A CLI 28 FH4ERE. i\ cluster remove unit 2 Fx i 2 MHER Bk
TE WA VAN T e 1 SRR P R E R RS, IFE T SRS BRI R
A%, R AT RS G BRI A A S TR AL E . W AR T A g N e 2R B
T A )2 e PR ()4 w3 A

B AL TAR PRI, ey Bdia e 0 5GH s AT B 1 ] DUAOE AR . SRR
R, WETE SRR B LR R FFAT T, AR ROAS R IO B TP ik E A
REEFFINE, MO RAERAEPAE T AR EAPIRGS R R

SRR TS A8 HURRT RN ES 10 ABARIR & DU, Sk TBRERA (@) . 0 LR A
oz (A mEEie.

o Sl e AR - U ELAS R SAS BB ST, it ) R R

o ML -6 U FIAS (1 “BAR” U, i XHERR.

K AR
AT LU LA T 920K A BR AR A

o IRIH B & 75 BRI BAS (1) “IBSRE” TN, AuliMBR W) . SRJE, 0T LI
SLIRIERR A OBTROARAE, IR LALE R — S TS IR I R

* MR S5 M BRALAG B 22 i - SRR 55 rh I e %, U0 R LUKE A2 e 5 Jom D SRR 1R 1Y
o

FMC: EIEBfERRA

HIE S ER OUIVN I Wik §e &S00 A A
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B snwwssss

AN INET B SR AR AL 5

££ FXOS s I I AE#E i BB, Cisco Secure Firewall Management Center2y [ B8 II1Z % 2

FHia Z |l
o A DR ILARBURA (K2 B 2 IR RS EAR T o

HIE1 1E FXOS T ik & INEI4ERE. 1521 (FXOS a5/ ) -

SERPHTR AN INBIEERE . TE A G Firepower MU B P SIB 58 1% % 2 PR Il f ] Firepower J& i 5
show cluster info fir 4 K A& ERLIRA .

SR 2 H MUK HEhR . BT I O, W AEE UM E R

o ERERTS SHFHE LU Rl ] iR % > R &SI BL () BIbrmi 8% > R & BT > S5 (LI K
> B X > ERLRIKTS B —E LA LERR A R “IEEMAER..”
WA IMANGER G, FH.O SR &, RESEECY “nl b o seaEmE, IR
BREMUCH “IEERD” o WMREMRM, &R B “nI it W&, sy, kSl
T8 ] i ) T

* RGURE > EF - EH O BORITATENR A RUR S B .

© W& > IREEE - JEIT AR GUH _LAEEREN, AT UG 30000 7m0 2 B bR B Bk IEAEREAT
M

BRI S
ST BRI SR L, B 002 (LSRR o (12, e A L T
SR IFRER B JURF I8 AT O I e b BERY, BARROPER A3, (12 B
LR

FiaZ |l
o A ORILARBURA 2 e B a6 B A3 YRS EAT ]

SR WERWTRERIE, X TRHLA, 15 7E FXOS H M IHHLAR % 43 Be B JF 3 LAk R .
N E T Firepower 9300 FHAEER, WITEH AT X L8 8%
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I FF Firepower 4100/9300 &9 £ B¢
srns I

WERBAT IHPLAE T FXOS AR BCE, 1 E /L HATA IR AR i1 o 26 36 U b 3K
ARUTIHADERNEL, EZH (FXOS IEIRM) .

a) A E S HI6ES 1A Firepower 4100/9300 HUAH I 1% 45 AIF & B & 3 E 19 XML 0.
b) WAL E S NS

¢) BRI PML.

d) WA B, AT THOE A I S RAS L A S B L A i 5

$IE2 FIHRAN L, &> BEEE>EL 6> MK .

. tdclustert (2) Enable Node Clustering
Shistar Break Node
C—
. Eovrte Tt 3 WA Packr Copre
Health Monitor
. Troubleshoot Files
noce2(bmatied) R FTDv for VMware 730 N/A S i @ t N/A

10.89.5.44

TR 3 N BRI
SEREANE B RO B A AR R I B i 4 o
SR A B CEB WIS U AN . SR e A VTS oL, W AR LU E B

< EEORES AHIHE (8% > BB EE BE () KIrsl &% > & EE > S5 00 > B4 X8> &
BESCRPIRZS SO —E IEAE M ANLAT LARRER e ool “IEAEIMAERRE..” W ISR S
AL 2 RN A, RSSO RN o SERAEM A, RESTEECN “IEALE
[P o AnRTEMHRIGG, SR B “ B ” RZ&s . el rh, i R 98 B AT ikl
FOH M -

© RYGEH > FE - L BRI M LRI L

CIRE > IREETE - IR SR GO EERRERT, T DU B0 A 0 870 2 B AR ) B IEAEREA T
M

i

AN |
AR5
TR B B, DL A MR e BRI AR . R 5 2T R B T
A AL 15U

\}

AR ICA TARTAPIRSIN, FraSuii i ScH; AR ] DO AR R . SRR
VIR R HARAE . BB TOR ORAFATOT, A B NG| P RE P L B TPtk . (HUZ, R
BB A ALERE DR TARE SR, BB FOR AR H] . S 20l FH 2 ) & KA T AT 1
—PHE.
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B =oa

S TR RS, KRR IBE > B8E8E>EE () > ZHAEE.

9300-cluster (3)
~
Cluster

chassis1-mod1 Snort 3

Firepower 9300 with
10.89.5.20

730

chassis2-mod1(Control) Snort 3

Firepower 9300 with
89.5.1 IO

730

chassis2-mod2 Snort 3

Firepower 9300 with
10.89.5.12 FID;

TN

18k
LI 2 N BRI EAE AR
WSKGAEIRE > I’

v td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master)
10.89.5.20

A

SR 3 FOH A R, S0 ORISR, 5 38 .

EFMAEE

1p9300-doos cisco.con
‘EJ Securi

FPO300-2.cis
B security Mo

Essentials, IPS (3

ty Module - 1 more...)

S 0 Essentials, IPS (3
=il more..)

Essentials, IPS (3
dule - 2

BRI L PR RS TR (BERAD

o=

o

in-out

FAF Firepower 4100/9300 A9 5 % I

£
N/A :
Delete
Nia Packet Tracer
Packet Capture
Health Monitor
N/A

Troubleshoot Files

AT EBRIRAS XHEHE (R > REEE > BE () > EHIMRE ) .

AR MR IR 728 (Bt T B p 2 1), sE I R T AR, e atE

Vil B CLL o Wi PR dehss AR vk,

B THSI ERIAERE 28 56 1.

ST N TEEEGE A, HER IS > EEEE>EL () > BAERH.

tdcluster1 (2)
Cluster

~

node1(Control) Snort 3

FTDv for VMware 7.3.0 N/A
10895 36
de2(Disabled) Snort 3
'1“] ; @ ‘:E o) FTDv for VMware 730 N/A
089544

[ 73T Firepower 4100/9300 &Y £ 8¢

Essentials, Threat (3

Essentials, Threat (2

in-out

in-out

FARFF ISR A7 T SRR IR 12 26 £ st XL 4 224

Enable Node Clustering
Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

NJ/A

N/A
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swunss [

EHETT LI EBHRTS XHEHE GR& > REEE > B () > EHIRRA) BHMIS %%,
TR 2 N EAE RS B TARRE

I HHET R
ST B K AR B, TSI Firepower 9300 1 (OBEH:, SUMBRBLAD . RiML
100 SR A

URARAZ KA R I IR B AT 8, s i R U N 2R A 5, T AN R . B
M EXOS HIRGEREF R AMIER, TEZ 5 MEREAF B 50 34 Do WSRE LN B O A BGH T
Wr JFHEIRE RN — A2y, ER kALt i, FLAR R RERC Y - A B O A ERE
AR A

FHia Z |l

LT N, WS SO, 58 37 0o FERGHIEM Y G2 i, 1 RS ZAL T T ah s d s
AR BB I AL T ARE BRES -

T FIORAER L N B D O NS . (R & > IREEE, MRk Awr (B2A) .

td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master)
10.89.5.20

'y

AT\ B % ()N SEREIRTS XATHEP A A PR . LRSI, 1 il SEBRIRES 0T
HE L) 1R S B AT 58 i EHT

S 2 (eI R RO T ) AL, P & > IREEIE > BE () > BUSEM.
SR 3 AL DU YR
MEEREAN B B APy B 21RO BR 1215 A
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B z=snaex

LEEHI BT
A

AR B SEEEINIC, IR ARSI O LA AT, SRR I A S P ER A AT .
SR E B I T BAR T, AT IR . TR, KRR IhREIT T, W
TS e i e 2, W BT A ERREORE W, ISR BT O TR B o b Tl S R

el

T AR RTT, TEHATEL T P ER:

SB M KRIEPE RE > REEE > FE () >EBEADRE, 117 EBORE AHEHE.
BOETTLIN 1% & > K& E T > &8 U > B X8 > ERELFHIAZS #EE V) ) SRRPIRTS XHLHE.

S 2 T BRI SRS, HEE BS O > BReER .
SRR 3 RGBT . ETIZEIENE, )5 R TRE.

WA
USRS RIS, IR ST 8 03 B 4y MBLAE P31 42 Cisco Secure Firewall Management Center
filtur, s oooE B RO A EICRE A 9 286 i N U SR R LR

S IEPIERN R > REEE > EE (), RSIEE ERTRPRES KA EBHRS HHEHE.
TOETTLIN 1% & > K& ETE > &8 U > B X8> ERELFHIAZS #HRITT SRRPIRTS XHNHE.
FE2 piili il B
A RIERPRE VAL, S B BEPRERAE 56 40 1T,

EIRhy, URImERY

& A LA #% Cisco Secure Firewall Management Center H AT JEr B 18I CLI L (1 4R T

o EBPRS AHFIE (RE > REEE FL () Kiimk 8& > 821 > &8 7 > B9 X >
SR STRHIR S .
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gl upes [

Cluster Status

Overall Status: [ Clustering is disabled for 1 node(s)

Nodes details (2) “Reconcile All | @, Enter node name

Status Device Name Unit Name Chassis URL
l Summary ] [ History l
1D: 0 CCL IP: 10.10.101
Site ID: NYVA CCL MAC: 000c.29bb.d7bb
Serial No:  9A4MK10VUVF Module: NGFWv
Last join: 19:17:26 UTC Jul 18 2022 Resource: 16 cores / 32256 MB RAM

Last leave: N/A

: History

Timestamp From State To State Event o
211513 UTC Jul 18 2022 SLAVE_APP_SYNC DISABLED Slave application configuration sync timeout

20:55:10UTC Jul 18 2022 DISABLED ELECTION Enabled from kickout timer

20:55:10 UTC Jul 18 2022 ELECTION ONCALL Event: Cluster unit node1 state is MASTER

20:55:10UTC Jul 18 2022 ONCALL SLAVE_COLD Received cluster control message s

Dated: 08:56:56 | 09 Sep 2022

PRI AT A G E TR R A -
BEEH I KT G LURR A
 IEAE[FDD - Bk Tl B VE .
R EVEN-Veae Jm AR, (HRR 1) A BN ORI R, AT Rl 198 B
B UHEBEM .
o SRBFC A AT OE M BR- B C e, FOR AR A ARE S o A B O U R TSR 5
BRSO, R B ORI AR, B mT UM A IR B 4%

IEFERIANSERE... - B IEAEIANIAE LSRR, ERRGEBINA . BRI AR5 17
EEL AL FEM

XA R, BT E o B RIER.
XETES () S AR B, T BLIUTLL FARATE 2
- BREN

- BR%H

F3F Firepower 4100/9300 k9522 i}
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| e T

- BRBRENNTHIAR

< B4 (30> 1% W,
155 DU SRR BRI SR “4EmFE M 1155 .
< %% > IREEIE > cluster_name.

JETT B PR I _EISRAEIS, wI G 2P b B, G 1P Ak 5% W I e o X TR
MHEIBE S, W] 2N b o

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resource usage | service-policy | traffic | xlate count}

LA AR SR A B Al 5 B, WA show cluster i 4.

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |
transport { asp | cp}]

WEEEIGEE, 1HH A show cluster info fit 4.

SEEITINR iR 2R H Em iR

SREITINIZER

BT AR AP RO, A B 2 IR A SR PR R A R A A R AR . SRS
AP IR 7 2 FR DA AR AL

© BEATEHITAR - oA SRR I . SIS SN AR B R 15 S

PN SRR SRS« SR U BT B A TR U BIAE RSRI CERAR A
T RD LB PR WIS LU 8 CHB&EITEMER) o B
mn FEASAEER, ART PO D BUER  CYREARE .

o PGS B0 SRR YT e R, A4S CPUM IR . IWAAE T Z. MR,
TR, WESIERA NAT #4,

A

AR CPU M A7 b s Bl A snort £ TR DK AP 24

* EARER (B CPUMEIITSOL. PWAAERITG DLy Ak s AERR) DLy s st g I 1] B
WINSERE Gt (5 5

o SO AT TR - A5 PSR SR SR AR 1Y s (0 B B A -

o O ART KPR HEAS SR AT AR A I TRV ] Py B R o R RN \ﬁfﬁ% AT
FRIRAY ] oy B AR, SR DURRA PUM B8 o A P IR AT 523 R REA T4 I .
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sagpsrin ]

o CWREATHE R WA LLRAS R R RN R GONIRRR . R ARATIR CPUAMEIR . AL H]
RN R IE S LU S R AU NAT F 3R bR Bt . LA Al
T RENS IR I AR ORI AT 22 57

© BCOAPEREFE BT - SWom ST Sl A AT abr o 50T LU AL £ ek DY ROF & B 45 2 19 1
VR R . Fabn i A CPUMEII AR AR A FANER . anthJdR T BERINAT
et o

* CCL # R MR - LA 7 A n SR I B Kot B A ARt
o WRBREHERR A B - PR AR T R R U P (S SR
o IFIRIYE ) - P PR A8 A BE R b i ) r oS PR SR A T A I T i

o U SAETIAR - BT AR AR AN R GHabr e . (H2, 1 s FEA0E I 1
iR RS, ANIEHIT ST IR B AN SRR

ERERHEITIAR
LIS PO B el A AT IM L A4 REPAT BERE S o
SR PIR DU 77 SRR PRI sl I PRGSO VRN AL o AR REIZ A IR DU 1% 23 AE — R P45
TR SRR K I A IR DA H o
FiaZ |l
ORI TN B L P 1 — A A B B R A

S ERRGE 3D > BITRR > 5
A P M A S AU R IR R RIS A AR DL % 5%
SB2 ERFIIET, AE R (2) RFE (V) LURIFAIT SRR &K,

TR 3 WAGFEMISAPRWGTE R, WA BOASOL T, SRR S 28 2 T0E L]
THAR PR A X LI AT AR DU R PE R o FR bR 428 il T AR .95 «

o Wik — 5 W R AR TOE SRR P (K OGS R bR, AR R CPUL AR B A
HOERGHER DU NAT Feiefi B .

I — BEERAETY RO AR A A

© R PERE - A% CPU IR . WAFAETR . S AL fth ki, FESIERA NAT S
5 R FHE R

* CCL - BIIRASANL R R =S TS B
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FAF Firepower 4100/9300 A9 5 % I

SnT LI i 5 T PR YA PR AR T o A7 OS2 SCRF AR EFR PR 5838 513, 1525 Cisco Secure
Firewall Threat Defense iaf 7 IRILTEFE

TErT LUMAT B A1 S22 34 rp C I TRD S R o 8 T ACSE DS ) 9 PRl DA S et A /NI BRI
BT AR I R R R AR S a R ik £ B E X (Custom) LABCE [ & SOTAAES A H .

TR AR AR B SR BB 5 > Bhelok Al B ST

mid “HBET B, AR B I R ] s A

P8BG2I TR VAL BBl N AR 38 B . TR FLAR iy R B B T AR AN RN TR T2 A58, K
WRZAMEAT o s M LT Y A T A A VRN S

ORF TR 8 19 RUBATARDL A AR ) A5 e A4 A M PR T T 3 P 8 3 o 9 A B TR
i

B AR B B AL BTN E R L] &G K RO B 5 10 2 1 il /NS AT IR DU &
ORI 2o Ry T AT T TR A AR DU AR A E A PR AL

TR 1T RS AT IRBL I ) TR BL B e 2 £/ s S A 25
SEATIRBLRPERE . bR I AR f0 4
- HER — St R AR U X BB RS, A5 CPUL A7, $E1 . Bt .
L AR PR R A .

* CPU - CPU M HI e, QUG REA B AL O X 73 1) CPU A I 0«

© WAF - B MR, A RREUEE P TIRT Snort N AEAEHT .

© B0 - BRES AN R R LS R .

o B ERGUHER (PR GIR . TR WA R NAT Heffe it 4.

* Snort - 15 Snort ARG THE B

* ASP L5 — SR R 2% 53 A B0 AR DG I G kA5 R
T LB I e AR 0 Y R PR TR . A O SRR & TRAR I SE R 5113R, 152 4] Cisco Secure
Firewall Threat Defense 121 PRI A5 -

s TR S EAT RIS ARNETEIEHIEIR (), Mk AT R bR B AR R
R AN A SCHEHITAR -

XA B AR, PSR RER AR AL, SRR IEFEIR bR

FEREISATIR DL 2 S BRI 5 SRR S LT ARG G5 R, AR A8 A . PEREAN CCLR R Se 15
SR
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g, agsmasng

F 2: EERHEIR

=L i3 BR e

CPU SRR 110 CPU SRR A (4 ML % 8 F: | percentage
[HIFI snort) o

Memory SRR BT W AR R (43 T P | percentage
F snort) .

Hofnt SRR AR B TR ST bytes

CCL it SEREIRAE AR 1 CCL A5 K bytes

JEP: ST B I S B By

NAT #:46 SEPEN NAT H it % e

oM SRR R B T B By

Holm 50 ST R IR B (3 A Hy

BIERD: XWERFHITHIERRR

AT LU ] CCL Ping TR PRASHEHIBE RS 113217, RO AT EUEAT L@ i T3 AR T

H.

>N

o WOBEHERRSCAF- IR Y RORBEMMAERAE, RGURK A s AR HER SO e T DL IR & >R &
B > R > B DR BRI BRSO 1S D R R HE R ST

BT LGN s B () HIEH SOUMEHER , N IR &R LI A O

* CLIfinth- M & > R B > &7 > B, BTLEE—HH0E X CLL it #E B
HERRIERF IO HRE . R G A8 N RBHEIT LU R A

* show running-config cluster

* show cluster info

* show cluster info health

* show cluster info transport cp

* show version
* show asp drop
* show counters

* show arp

* show int ip brief
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B =ssmnses E 9T ping

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
* show nve

* show route

* show tech-support

BOEFT LA A& B P B AEAT show fir % A ORTEANfRE, IEZ W AH CLI it

EERHTH 5E% _E 1T Ping
AT BB PAT ping KA 7 75 T 47 ST 17 A L ST B AT T 0. 5 TR I NS B

B —A T B R R AR h B B I BN B, D, SRR BER MTU W& & ] Gt s T IERAT el
i) MTU.

11 %FF 8% (Devices) > iR & &1 (DeviceManagement), SiiEREN % () KIbR, RI51EHE > 5%
SERPIRZS (Cluster Live Status).
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sl LT Ping ]

& 14: E£EPIRTS
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ | Reconcile All | | @ Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E
> In Sync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021

P2 JEIFHA AT, AR5 siili CCL Ping.
15: CCL Ping

Cluster Status (7]

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) I Refresh l l Reconcile All l IQ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History I

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A E

Dated: 18:38:41 | 01 Mar 2023
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| T
T R T Bk MTU DR RE B B R /INE SR SR L 17 B3N T RS ping iy
EERE R
KRG S S
B AR

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

eth1/8

mgmt

eth1/8
eth1/8
eth1/1
mgmt

mgmt

Cluster Control Link
192.168.1.1, .2, and .3

<]____ portchiSpanned | >
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

|

————

< P
I port-ch5 [
o VLAN 10, VLAN 20 Trunk o
- [a¥)
Z Z
3 5
> >
_I A
] =
—
— A—;
Client Server

K A AL A B R E S AR VLAN CBE, #l1, VLAN 10 T W84, 1 VLAN 20 H
TANEMLS . BEE HWA — N ER R INE A BN L a5 2 B . 3 FH b gkl B i LTl
R AHCR I 802.1q 3. J& VLAN 10 5 VLAN 20 2 [8] B kK% .

1 #%5  2% EtherChannel I, A3 5008 Bk i AEAZ AL 23 448 — > EtherChannel, WIHR—& B4
T, MR AR R & 2 T I i .
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Cluster Control Link

pori-ch1
192.168.1.1, .2, and .3
Node 1
§/\ /\ eth1/6
gl | [ ] ethirz
A =N A ethl/8 \P eth2/1 -
] - E
=3 T %%
8 M 55 gl 038 3
s ] o =1 o
8 A S==2 eth2/1| SBEZ 8
z Ondg | o200 o
£ 1889 2887 =1
N mgmt 2735
D 3 a3
o 58 2 O o
WA O=_, B/ ethifb M
ol J o | [Z ] etz o
@/ X | [ 2V ethiss >
V V V vV
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

LIPS, A — A5 4% EtherChannel R R A FAZ ML, T4 DU 53— NS 19 4% EtherChannel
HERLPIMBAHHL . W, AW LIEREA EtherChannel L @I VLAN 121

EiBS%
AFR I ELATAT RARTE L AE [ B VR0 5

B BTN Th REFN SR BF

73 BB 1 D REANSZ B SCHE, IRATHR 2 DU REDUAE I et 32 S8 o AT REWT BEXS 1] 1
R T S

SERAIITRITIRE
LU R I RETE AR OL FEMAIC T, M S bz
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\)

AR EAEEMAEN FlexConfig hfie (4140 WCCP #:3) , &S (ASAW MR ESEH) .
FlexConfig fLVFHCE B ¥ L GUI HAMFAENTFZ ASA Jfig. 1152 [l FlexConfig 5.

HEFEYi M) VPN (SSL VPN Fl IPsec VPN)

DHCP % /ity R%5- 48 FARHE . SZHF DHCP 14,
MEPIBEEHL 1 (VTIs)

i A

A B ERI

* FH UL UCAPL/CC B

.

* DHCP & /" uifi« 555 FIACHE . S ¥F DHCP H4k.

SRS ILIhRE
LR Dhfie R ARSI mi A S0rs, HICHON R .

A\

AR AR DD RE AR MO 03 T RO B B e R B PR R
AL T PR Dh e, S 0K 4R DO RE (KU P R BIAR PRI B, ARJE PRR = )R
NEEFIIRE; WRAAEIENE DL, %R RS R A& R Y
SR DIRENT T, WA Y U A b, W AT S AR T i 0 2T R P e T
ERVBUE

\}

IR A RIS T AL FlexConfig Zhg (141 RADIUS KD , 1520 (ASA M 1E
Ml EFEr ) » FlexConfig FOVFIEICE B H O GUI R AFAENIF 2 ASA DifE. ijﬁaé%l‘f‘i]FlexConﬁg %
L8

« DR R 7
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH

* SQLNET
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* SUNRPC
* TFTP

* XDMCP

A B

o ¥k 5 i) VPN
* IGMP 434 TIPSR AL B CEOHE S 1155 & o0 A T3 ERE D
* PIM 234 S T B UK AR BE CBO T % A o0 A T EEANEREF)

* B

MR PR SRAE R A B S o RN 1T AT RO 8 S A VT ISRV R (0 Bl TR
g, SRR PO FE R PR AT BEAS S AR R PRI B SRR AR AR AT 5 I 18] SR BE vy
AT AR A SR v A R T e AN, ARSI A ERAE T, 2 JEORE BN 18] 1 BB o

7SI BFNERT
e ph RS AR T R T LB AT, T b e AR TR S B MR M o S e e (L B i
KO 4, C T R
16: Hh7s % H

Router A

Only control unit uses OSPF LA;
with neighboring routers. : —~__ EtherChannel

Data units are invisible. ~ Load Balancing
Y Y

Cluster Units

F{uter B

FERCHR B 2 B ST R, AR B BN L e A pesie
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B remss
OSPF LSA HUE FEAN S NP I 46 [A) 20 BB W45 o an S04 T das bl B 4%, AT % ph 2% 6 ) 59)
BEE: VIEEAEIIR . OSPF RSPk —A 1P bk /E N LK s ID. 87 LA Bl — NS
e 1D, RUEARERIXFEM, (HIX ] LU ORI AN EERE A H (% i 4% ID — 3. 152 % OSPF L[]
Wik R IhRE, vk b b i)
FTP fR&E &
W FTP F0d0 38 0 A4 thi 1 vt ph AN R AR TE R A BT A, DU 0 T 8 2 25 R N o
B e W R B P TS BT O S N . (EE, R EH I R R T O B
TEEESINE, WASHREE/ TRERR; PR NN AT 5.
HIERHBfERE
TEBSL PRI R 2 H0, P e S A HE T A I AL 3R % e B A B i . e 2 S,
G B WA H0 AT LU R 43R s 1
NAT FO& B¢

NAT 7] BE2 MR S A o NS 3t NAT B 40 vl 4 2 2 SR RE O [F (0 g 748, A
R SIS A T TP Mk AN 1, NAT 23 5 SN SR H 3l Zs 6 B AT AN [ TP ik /a8
Flo M8l (0 2A 9 NAT i & 1 BB s, Sl SRRt hlst s i R 2T %, SEUER
PR DAAE KR . IEER, BT A SO R IR T F R R, RN NAT s 3 5
L] BEAN MR 22 A RN SR S A 1 &5 SO B B R i

WA E SRR AL ] NAT, 3355 18 LA #EN:
* PAT R o HN BRI IC - 15 2 B i DI RE M LA R HEN:

o BEEHUR UL BRI ANEN X AR, M B RN e L, AEREERLR K
VPRI E N 1 IR 3 AT AR, WRAEAES 3 AT A b0k B BN A S
AT, AT LA RC 3 Ao LR, RN A 1A

o FEPATRF LN LR KRR AN, AR O it 2 43 77 s BB R i D R ANV SR N

o WSREEAT R PAT BB TS O PAT S 4B (¥ TP b hEVE D, 2 S8R it A2
IS AT A i ) B A5 L8473 335 SR (R T oA B R AT A i T ER M BE D RE IR AT
E NI TE PAT i, FURHIL TSR ni Z A7) WOt F AT I i D a8t iy Fh Bt
R

© FEARRERIRAENT, ARERE SRR RAEER P E RSN &5, Bk
AR D R I B, TR BN R T A H S BE U -3 R B X LA
WUAR SR BT e e A%, 85 PT LA S et K/ IN IR R 61 A e 20 TS R o

* XTEhA PAT fi i NAT jth bl 40 Ic - Be & PAT i, SERERE b I 4EAS TP Huhik R 43 Ay v 1 B
BRANTEOU T, AEANERARIE 512 AN 1, (H W A E s D He o Fe ), M Bk B XS
RPN 2 WA 0 ie, RIS s AT — AN AN . PAT b iR 534 TP |
bk PRI, AE—/NEERE PAT b n] DU DA —> 1P ik, X DASCREIETIUN 1) PAT
FERER R AT . i B o S S R 1024-65535, [ AEYEAE PAT 1 NAT 0 b pic B 3% 10k 1
DAL R B 13 11 1-1023.
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sip ezt [

o TEZAHUN B S48 H) PAT it - 2275 22 20 M b A T [R]— PAT v, DA 2503 R0 v F 2 11 3k
PEo DAZULE BT A MR A TR e B 1, BRI RN A AT e o ANBELE RN R
BT RO “ATR” B0, SRS REICIHG IR A S A i R s AT UL
53 % MR IUE FH ME— P PAT Jitb 2 o vl 5 100 7 6

AR - SRAEAN SRR PAT 5.
* Jo¥ i PAT - SEHEANSCREYJiE PAT.

o PRI RV PO B AS NAT Feffle - 07 ki R B AR T S B89 mle 807 e 2 7 22
ZNAS NAT MBI HAHATER P, kil SR N Y st . B0y it

o I xlate - EFFTA A LI xlate RIS IS T Rk, 25 IS TR) 4R AT BE 238 0 2 N R I
o TR Z NI 2 E e TR E GBI E (refent b 0) , ML xlate i 7.

o X PR A B AR AS PAT:
* FTP

3

* RSH

* SQLNET
* TFTP

* XDMCP
. SIP

o WIHIEAT N NAT BN GREE—)74%) , WINAE A 34 CLI 1) asp rule-engine
transactional-commit nat iy 4 i FH 53R A0, 1 T RETCVE ISR .

SIP # FnEE RS
PRUATT DACEAEAT 19 0 B OURE (TS AR AL T — 1 28 b

SNMP Fn& 2t

T8 AR 2 A8 AR My b i 7 JF R AR TP Ml EAT SNMP #8115t SNMP AR HFS 1) 420 1P Huhik,
VU 24 326 245 BT B TR A, ORE B2 T A AR AR TR SR

R HiEFE RS

« SEHEH IR RS A ARG H SR . T DIRE H A, MR R RS H
AT B, 7 BO AT AR R B [F] (R 1 46 1D il SR R B 15 s SRR L 22 341
MBCE . AR H AR B A BN AR B 1D, BT s AL ) 2R 4 A S A2
BROK A ARG WK H & SRIC B AP SRR S | 3R e 0 B P 8 IO A i A R A
B ID, RGEHEH RS SE LR A AR .
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B rs/ssuisaas

TLS / SSL E1EFNETE

TLS/SSL AL HIRSAFLL . WAIER P H RN WIS ERR R 2@ Pnesi
EE P s RIFEFER CENTILAC “AMEE” MDD AZ5Em, JFH T LUERR .

B %l TrustSec Fn&EEf

ST R0 ) bRl (SGT) 5B . ARG, #8075 F0RK SGT L 78 B8 75 4%, Bedha 15 2wl A
FRAE 22 4w ) SGT M VL LYo

VPN FngE 2%
Bl A0 VPN AR SV R RIME SR VPN k.

)

AR HEASRRE LN VPN,

VPN e SR HI B AN, BARER IR M mal FITEShRe . W REEHI ook Edbs, raila
(¥ VPN JERHKG W IT, VPN R E B AR 55 b W e SRR K B 5, 20 H0R 7. VPN 3%
.

¥ VPN BEIEIE B 3 i5 4 Dbk, sy H DR BIFE TR &
15 VPN FH SR8 B AR PR e S 2 i A e 4 o

W &b i 2 8
MEREIRE R K
B2 G BRAUE DR, T AT LA R Bl 80% i K2 A ik (AR A TR fE

PL TCP 5B, 5 3 A SM-40 FEHL(¥) Firepower 9300 71 BALZ AT K2y Al 4 #E 135 Gbps (15
Brbh KBS . 2 MU i KA A B4 270 Gbps (2 MHLAH x 135 Gbps) 1] 80%: 216 Gbps.

AL I i e
GERE R DB A R B BRI, A N B AR e
1 B AERN, RO BR SR 3 B KIEASTER.
2. BATEGR IS G A A FEA e 2 A2 W AR AR OR s DS AR R s B S R I 0 AN PTG L
3. WUERIEBARAE 45 MJa AR Sy — DM RA B R H B MR, W% 23 O AR B

N

AR WERZ QBRI R AL ES, A G B &% A4 FR AP 45 B e 45 B

4. WERATERE AR E g, AR AZ ORI BRI in 8 REE N
PEdilest, BRAFEE NN, o S BORT A4 e %
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5. fE “RUN” Yt MmN AAAEZ MERI T, BAT R oo S R M, Fifhip
TR o s ot

\}

=2 E O OIS Sl G = R &5 DAk il > £ SPIPUE S0 P A= B NG L s C it 8 S D R SR e S
FeWrIT, 1SS L AT IR P e 2 1 SR N3

SRTHSATHM4E
SRERCL I FEBLA . b R IS PARA 7 e 2 I S BR A AR P

WG R F i

HLFE Y H I AT R B I s 06 24T )8 FIR A . Firepower 9300 HLAE B B 51284 e AR & Jal W5 #E 5 H
(CBFFEY o iR B fE 1% 2% © 5 2 B JG7E S Firepower 9300 ML HL 5 [ Sl (5 1A 20 3 70, U] jgi i
B £ o AR R 4 H AT BT B AR .

% Firepower 9300 m%ﬁgﬁglﬁf 45 ¥ A ek N B, S T A U A s e . iR
JE MBI AR £ O A RS | SR, Sk B AR B MR

G EEITIRR M
Bf 5 A T S P I B e 2 S R AT Hfkeepalive keepalive R3S (0 o 40 A2 1Y AU T B H)

FER A A B P AR B 55 RIS keepaliveheartbeat Z0H £ s HLAD e 60, U4 2 AR RE
TR A% 5 Ao A SRS YRR N RS i A, LA R e B i 4 ol 4 s

G SRETY R BAT D o 226 s i AN AL DA 1 i S B e v oA SRR R B AT T ), SRR e
BEN R Syt T IR A B T AR B SRR A I, SR R As AR AN SRR AL
w12 ovi O S [ VAR VAR T ID) Y SR SRR R S Sh | A w6 s L P VA wAS R
ek A CRFEH ROPERE CRER . TR, ERXMHLT, IPUFmE RS R, hE
MR TIRERS S5, DUCBR I Y R R B R Y A B AT ORTEANME R, TH S Il e
FE . 5 54 5L,

F

X

Oz

t/l\% s 2 IR o 0 AT B R OIRAS IR AT AR RS S . s ATIR

DUNTERS, BRAEO N IREEYEE O (815 EtherChannel #% H /Y 7 EtherChannel) . X A] i #5 4k
?JTF'*U(*E’J T4 . N, H A5 EtherChannel 574 5 03 v 1 # HH BB I6F, - 42 AR HE )
Fi¥E %2 1) EtherChannelo 1] DATE RSP M AR FH 42N 12 111 R 428

URBE MR AR s 1 B A, (ARSI il A TR BIRS,  WNZY e AR R NS o
JBUBMSITAE5 26 A 22 A IS T Ja BRI e Bk 1201 U B S D 0 I IEAE I AN SR BE 7%

JEUH BT ARV A AE T USRS B A) 90 AR AN A2 11 o A2 BEIUITA] g DR BE AN 2 2 5850 B
B AL 5 SRR RN e 6 TR E B0t YRR 500 22 R0 5 RS
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ESHD SEYER DIV 3
o DINGERESS B (K B aE s IR % - FTD G R EE 5 4080 A 2 2 E R A .
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REATE BB AT — BT E RN DA DT AT 41 B A B
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SERHE BB ping T |7.2.67.4.1 (T3 AT DU I AT ping KA A2 15 T A7 SR 1Y S R A A 425 1) i A
A, TR o Y TGV MG BRI — A 5 R B4 B i A 1
i, i, SEREEEHIBEE MTU 58 0] i S T E S #bLN MTU.
B S &% (Devices) > & & B 1E (Device Management) > B
% () > EHILAIRE (Cluster Live Status)
HCARRA BRG] ASSCRFE BRI 7.3.x 5% 7.4.0.
R HE R SR R R | 7441 7.4.1 &R LAFE “Be” (Device) LI AN 8 LLRAE “HE/E” (Cluster)
BTN iR YU b2 AT ST hCAR A T B8RSR St o R T, 8 mT DAKE
%" (Device) Al “4 BT ST R B — AN SCPE. BBy DO SRR A e R 4R 1 H
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. () > HFEHERR ST (Troubleshoot Files) 32 8w filt 2 S o
BTG DU SR LI
* %% (Devices) > 8 & E1E (Device Management) > & & (Device) >
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AR B RN | 741 D=3 T8 nT DA — 17008 U CLLU i, B BB HERR 15 £ s AR A b . 18
CLI %irth . I T] LU AT show T2 FE &5 H o
BB RS &% (Devices) > i & &R (Device M anagement) > &
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R TR = |7.3.0 I35 TEIAE ] AR s AT R I P 1
He BIEAE I b % 1] (Devices) > R &ZEIE (Device Management) > £
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pEib
W A 2 Wi Al FlexConfig BUE. T IXSERE, 45 B AR 2 AR
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SRS APIRDL I R | 7.3.0 D=3 TRILAE AT LR SRR AT RO s P P b b A s A TR0

TR o
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SIS ANET 54 FH A0 A TR e o BRIAAE A 16 49 0. Ssidm] LA
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Ihie EEHL | RARE | FEEER
RIKMA | RIKMRA
ERRIIEY 6.6.0 6.6.0 TEINAE ] DU FH 258 S SR B i 4R A o {E Firepower 9300 -, JifE4E
R AR A — AN S . AR 245 | S/ ) SE R
ISINZ ARG o FRATTHE I Ay B AN FE R S A9] A AR [R] 1) 22 A s el
BURREAL . fHR, A iRFREE, #n] LLAE RS (R AN [H] Firepower 9300
LA L Firepower 4100 #15 FIR A FICECAS #5561 . ANREZE[R]
—ANEREP YR A Firepower 9300 1 Firepower 4100,
BB T FXOS #ir4: set port-type cluster
BTG UK Firepower HLA 5 T #5% 32 B 77 .
s BIEIRE > RINER
* #0 (Interfaces) > FrE O (All Interfaces) > 18 (Add New) [z
SEEA > F3E0 (Subinterface) > 28! (Type) 7Bk
YFFISF 4 Firepower 4100/9300 - ) Jak il i 41
AT G & R0 2085 1 | 6.6.0 6.6.0 2 AL A TRAE ER UKL & S SO AT [FP B BdE B & . LA, [R5 2 44
o JF R
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BERE NN B0 H 1y | 6.6.0 6.6.0 KRB A TCVE M AN GERF sl 2 TTAERE A S 2] T show cluster
HE T nE] show history 4.
cluster history. BiH/ME ST A4 show dluster history
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KA AT e
YHFIFEG . Firepower 4100/9300 _F 1) g fipsr £

6 MR Z AL |6.2.0 6.2.0 i/ FXOS 2.1.1, 8L7E 7] LLLE Firepower 9300 F1 4100 _FJ5 H Z HUAR 4
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