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App2
11.100.0.139 GWLBE Route Table
11.100.0.0/16 > local Threat Defense Virtual Management Route Table
£RPZ RoeTasle D 11.100.0.0/16 > local
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Service VPC
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App1 Route Table Edge Route Table
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Availability Zone - A
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App2 Route Table

11.100.0.0/16 > local

GWLBE Route Table

11.100.0.0/16 > local
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Linux Host , F":"‘C
S Y it i i, ) v
yaml lifacycle and custeryaml T cluster
template ma;gg;::iz: to template deployment
TiEz(E) TR

0 A H L M Github 58 A7 ¥

N

(2) AH AL &4 infrastructure.yaml 1 deploy_ngfw_cluster.yaml F42 .
{/éj) A ML i FMC X% 4 #1587 Configuration.json 3C44-.

2 Linux EHL B % cluster_layer.zip 314

(5) AHb ML F cluster_layer.zip U452 il #] Lambda python files 3L
{'6\: At EHL B cluster_manager.zip. custom metrics_publisher.zip F7l
— cluster_lifecycle.zip 301

(7) PSIEZ ! M Python SC:2h Lambda p& i & zip SCFF, HHEHIZEIH
N PRSI

e AWS £t 4 % Infrastructure.yaml A4 .

(9) AWS Fsibl 4 F¢ cluster_layer.zip. cluster_lifecycle.zip.

N/ custom_metrics_publisher.zip #1 cluster_manager.zip 4% 3|

S3 A7 fifihili o

7o) AWS #EHl G #%% deploy_ngfw_cluster.yaml F .
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FhERE
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l 1 Create
day0
Local Host configuration
. script
2 l 3 Create target
AWS Deploy threat _ Aua_-c\h Verifvgvr;odes mu’“a:d ﬁeﬁxﬁ_s; F:)egizw;rin:tav:;js
Conec wrlud:I'?l[;T:nce tlcr:ﬂiﬁ:{:ﬁe Joinehd cluster :‘;"“E target group [ Ihus}ﬂggtﬁ;a ’
to the GWLB interface IP
S
Management Rci,g,i;t:{
Center MNode
TE=18) PR
:_/i'-\_, A HL B4 AWS [¥) Day0 fic &
o,
2 AWS il & % Threat Defense Virtual SZ4] .
3 AWS il & B B 3 54
3 AWS £l Sl R EIASERE
5 AWS #Eiil & A HARZLF GWLB: ¥ H AR B N %] GWLB.
6 AWS =il & A FH R 1P m) H AR 2 S
() | VR

=R

PAT S A AR T 7E GitHub 13RI, 28U —H TR, GBS TS8R, BOAME. vF
ERVR
* Infrastructure.yaml - JEA 5 it 35 AR AR o

* deploy ngfw_cluster.yaml - F T2 HE5 5 IR HAR .

\}

AR B AT, TS A SR AWS SEBIZEALAK . A1 T deploy_ngfw_cluster.yaml
RN [ 2 3 Instance Type [ SCVHE R k3.
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] H 5 X CloudFormation FH A AWS H i 2 ek

FHiaZ |l

o T HE 35T Python 3 ] Amazon Linux BRI,

s TEAVIER AN MR FHd, BEFELAE S0 A AN HAAE ERRR HooT LLAEH
REST API fJfH /7. 1#Z [ {Cisco Secure Firewall Management Center & FLIEFT) .

o 1E EH AL RIS TE Configuration. json HE B ) SRS 44 FRUC TS U 19] S0 o

T R

a)

b)
<)

d)

¥ GitHub 774 2 e [ B A M SCAE SR . 52 [#https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/aws.

1 FH BT 12 8015 24 infrastructureyaml #1 deploy_ngfw_cluster.yaml.
1 )46 ¥ & 18 24 cluster laws/lambda-python-files/Configur ation.json.
Bl
{

"licenseCaps": ["BASE", "MALWARE", "THREAT"],

"performanceTier": "FTDv50",

"fmcIpforDeviceReg": "DONTRESOLVE",

"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

* ¥4 fmclpforDeviceReg 14 & & # ) DONTRESOLVE.
* fmcAccessPolicyName 77 5 5 &7 HE b0y F 15 1] SRS UL
iR
ANSZFE FTDvS 1 FTDvIO J2.
B# 4 4 cluster _layer.zip 15C#F, 4 Lambda ef #0244 2 Python 2.,
PATTR WU ‘222% T Python 3.9 ) Amazon Linux fll% cluster_layer.zip 3Cf.
iR
W HE 5 Amazon Linux 31355, AL H Amazon Linux 2023 AMI 81217 BB A Amazon
Linux [¥] AWS Cloudshell f1]# EC2 L4

ZLANEE cluster-layer.zip U, &7 ZE 0B 7 python R PELI (S B 1 requirements.txt 3
P, SRJGIZAT shell A,
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1. JEI$EE python BAFETELN(E Bk requirements.txt SCAF.
PLR A SEAE requirementsitxt SO AR B ECL PRGNS L :

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. JBATLLN shell JIA LAAIZEE cluster_layer.zip 30t

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python

iR
T SRAE 222 3] ) 38 (RO S ik (900 rllib3 s ), i IUEAE requirementsitxt SCAf AR
WA P RYA S IR BRA . )5, T LU RAEAT R e b 5%

P cluster _layer.zip SCf4R | £ lambda python files SCA4J% -
cluster/aws/lambda-python-filess,

@4 cluster_layer.zip. custom_metrics publisher.zip. cluster_manger.zip ! lifecycle ftdv.zip
A

A LAE v BEAFA#E (cluster/aws /make . py) T4 F] makepy SCfF. X A2 K python A H 4
h Zip STAF ISR H AR SR

python3 make.py build

B Infrastructureyaml Fic N ERET B 5 H . 7B E Sl et MR 2 0T, 0200 2 KA 1)
AWS IR P k. R4S AWS XISk ES A —AUAN A (4T PR X SR VPC JEht it PRl 2
IS 2 4 A %) X3 A T A DX

a)

b)

c)
d)

e)

f)
2)

7 AWS #3545 L, %3] CloudFormation Jf st 6l j£ 4% (Create stack); EHERFZRIE (AR
AE) (With new resources[standard]).

TPt BRSSO (Upload atemplatefile), fiddiiki% 30 (Choosefile), #RJa M H kxS ik
# infrastructure.yaml.

M T —% (Next) HFE LT 5 115 2

N MM — R B TRNERRS .

MAT R4 X35 (Availability Zone) 413 a5 a] FI PRI P BN A R T AWS X w] H]
PR, SRR EZIX I K T ClusterFormation A5 5858 il ¢ i HE A%

M T —% (Next), #RJ5 G dieIEHE (Create stack).

MBS E, H R (Outputs) JFid I S3 BucketName.

I 23t = Threat Defense Virtual 53 B 52 5%
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{8FA CloudFormation 1247 AWS szp& it [l

[ 2: infrastructure.yaml {55

Outputs (13)

‘ Q, Search outputs ‘

Key A Value v Description v | Export name

maz-cls-infra-
BucketName s3bucketcluster- Name of the Amazon 53 bucket -
whpzbytiebzh

http://maz-cls-infra-
s3bucketcluster-

BucketUrl - URL of S3 Bucket Static Website -
whpzbytieb2h.s3-website-

us-east-1.amazonaws.com

subnet-Obc04e2cc9e53e5c0

,subnet-0d7d046a0fca2561 List of CCL subnet IDs (comma
CCLSubnetids -
5,subnet-03ef42bf5275515 seperated)
69
EIPforNATgw 3.218.44.132 EIP reserved for NAT GW -

Security Group ID for FMC if user

FmclnstanceSGID sg-076880aa64df2db5c would like to launch in this VPC -
itself
Security Group ID for Inside
IninterfacesGld sg-06ed933d6624fe51b v P -
Interfaces
subnet-03d12cab8eeleafff,
subnet-0be9158b0970aeba List of Inside subnet IDs (comma
InsideSubnetids -
b,subnet-0b53c96fceb7c1f seperated)
ad
Security Group ID for Instances
InstanceSGld 5g-0680b74be473186aa Y P -
Management Interface
Security Group ID for Lambda
LambdaSecurityGroupld sg-057da2a9954e0d204 v P -

Functions

subnet-03439803d989e6b
List of lambda subnet IDs (comma

LambdaSubnetids df,subnet-087488a9d6ffc95
seperated)
cd
us-east-1a,us-east-1b,us- Availability zones for NGFWv
ListOfAZs -
east-1c instances
subnet-06f0bbbd3f207a50
4,subnet-0c339dc43688cdd List of Mangement subnet I1Ds
MgmtSubnetids -
c9,5ubnet-0a67629632a65 (comma seperated)
S5de?
VpcMName vpc-09c2b0ad995e2fb24 Name of the VPC created -

Nt = H Ay Threat Defense Virtual 232 & 8% .



/y 4t = Fh B Threat Defense Virtual #3E &£ 5¥ |
B = CloudFormation 14572 AWS S 4%

I3 F cluster_layer.zip. cluster_manager.zip. custom_metrics publisher.zip 1 cluster_lifecycle.zip I
3 i infrastructure.yaml G 1 S3 74 -

3:S31H

maz-cls-infra-s3bucketcluster-whpzbytieb2h .

Objects Properties Permissions Metrics Management Access Points
Objects (4) info C (3 Copy S3 URI (3 Copy URL ® Download Open [4 Delete Actions ¥ Create folder A Upload
Obijects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Q_ Find objects by prefix il ©
o a | Type v | Last modified v | size v | storage class v
(] zip September 24, 2024, 13:59:33 (UTC+05:30) 11.8MB  Standard
(m] p September 24, 2024, 13:59:30 (UTC+05:30) 160KB  Standard
(m] zip September 24, 2024, 13:59:29 (UTC+05:30) 327KB  Standard
O D custom_metrics_publisherzip P September 24, 2024, 13:59:29 (UTC+05:30) 301KB  Standard

$IE 4 ¥ deploy_ngfw_cluster.yaml.

a) ¥ CloudFormation Jf fiili 8l i& 4% (Create stack); EFEAFEIR (hRE) (With new
resour ces [standard]).

b) e EERERCHE (Upload atemplatefile), ik 30 (Choosefile), 4R Jm M F Az SC13e bk
F deploy_ngfw_cluster.yaml.

¢) MidiT—% (Next) ML 51014 &
d) $RALLLU N AERERIILRE A A A

S SVFRIE/LE 1 AR

EMRE

ClusterGrpNamePrefix | 7 it KRR FRATA . SR B 5 KR N 5 SN I

ClusterNumber TR KA Y . XA N FR I G 4%
(msa-ftdv-infra). 1, WHRIAEN 1, WAL
24 msa-ftdv-infra-1.
NSRS, B3N . BRIAE:
1.

LR/ BT XL AERET Threat Defense Virtual 7 5125

R/ME: 1
RKfE: 16

B iEmiE2

NoOfAZs PR IX &7 % Threat Defense Virtual [ 7] A P X 4508 5.
CRRAE DX AN TR, Ay P DX 3 ) 0 Mt D 1A
B2 3N .

T RURAAE IR L] R DAk A B
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{823 CloudFormation 124572 AWS 34 ]

SVFRYE/EE

ks

S 2% v ny P B R P e IX s T A B A T ok
(R X da

MR L S50 = AN o] I XS P G A B, P A
SERE I BERS (CCL) 1M,

AZ

AR X s8] 3 T Tl 2 ) DX e

FERT PRI, IEFAT R T PR (1A
o 2 AN A AP D 3 AN AT PO

TR ] P D 2 B (DL A

NotifyEmaillD

EEREFATUE PR AL B IS F i S A 202 1T
FIRL TIPSR, A RS b Ly WIS 3 o

7~l: admin@company.com

Vpcld

LEREZLR) VPC 1D,
M. AWS::EC2::VPC::1d

S3BktName

f55 2 EAE ) Lambda zip SCHFM S3 FEAifAG . 545
2N € IER AT el A 2 B o

MgmtSubnetlds

AT IR I BER A — T

W] — AT X IR B2 AT, WHEBEAS IE
I T M ] B2 S 86 28 Threat Defense Virtual SZ 4
A H B0 I R

257, List<AWS::EC2::Subnet::I1d>

InsideSubnetlds

.

AR IR AR A DR A1

REE R AR PRI AT, e
AIEHP)F M 0] 2 T EEH 2 Threat Defense Virtual
S HY B ) R

M. List<AWS::EC2::Subnet::1d>

LambdaSubnets

IES

7y Lambda pREUHI N /DA T M. S84 T AS
T BA NAT W5¢, LIE Lambda pRAZTREW 5
AWS k%5 (RIAJE DNS) JflfE .

2. List<AWS::EC2::Subnet::1d>

CCLSubnetlds

A T FPER S A T

A3t = th#Y Threat Defense Virtual S8 E 55 [}



/y 4t = Fh B Threat Defense Virtual #3E &£ 5¥ |
B = CloudFormation 14572 AWS S 4%

28 SVFRYE/EE 15 AR

kPR B AR X IR 2 AT, )RR
ANIEFHE T M a] fe<s 5303528 Threat Defense Virtual
SEA5) B H B0 ) R

2. List<AWS::EC2::Subnet::I1d>

CCLSubnetRanges FAT R i NANTR] T HIPE XI5 CCL -y~ M) TP Mk

HEBRAT 4 MR A TP Huhik . SERERSHIBER (CCL) 1Y
IP Hbhikvih .

IP s A CCL IP il vt 43 Fi 45 Threat Defense Virtual
SEI) CCL #2116

MgmtInterfaceSG A A Threat Defense Virtual S22 44 ID.

A List<AWS::EC2::SecurityGroup::1d>

InsideInterfaceSG A2 B 3 Threat Defense Virtual SZ41 (1) N 3542 1 3% 2 45 41
1D,

FA: List<AWS::EC2::SecurityGroup::1d>

LambdaSG MIES 73 Lambda pREGERE— 2441
R B IEREBEE ) ANYWHERE.
Y List<AWS::EC2::SecurityGroup::1d>

CCLInterfaceSG A M Threat Defense Virtual 24 ff] CCL 4 % £ 4 4>
4 1D,

GWLB it &

DeployGWLBE TR st & (Yes) H5F GWLB i .

BRI R, B E A E (No).

VpeldLBE TR BN VPC LA I X 67 48010 85 445
WIRANHE GWLB 43, 1 AR 7B P AT
fl{E.

GWLBESubnetld | 545 {4 T ID.

e
URANER S GWLB £, 1§ AN EAE 7 BUH i AT
fAT{EL o

PR W JE T A Y VPC DL A& Fa 5 (1 AT I X
i
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{823 CloudFormation 124572 AWS 34 ]

S AVFRYE/ER 15 BR

TargetFailover FRFE 24 H b kA s e O A A, 8 H R
XHE.  CBROAEOLT, WSEIWEE N
rebalance) .

* no_rebalance: REHILA LT K H AR, K8
TR R AE R H bR, MR E .

* rebalance: FF A ECILA R, RN AROETAR
LA IR IEAT ) H FR o
M Threat Defense Virtual i A<7.4.1 58 AR A
TJFUE 2 5 rebalance.

TgHealthPort ERNEE A\ GWLB e AR DA 2% 1

iR
NN =RV N 7 M R S A I T T =

AR R B (KR 2 %) TCP 3 11 . ZRIAME: 8080

B NGFWv LA
B

InstanceType FAE R JE& B} Threat Defense Virtual EC2 S 257 .

ffifR AWS DX IS R B 1R S 28 7
BRSO T, cS.xlarge Ab Tk HUIRAS

LicenseType FrTER YEF% SR} Threat Defense Virtual EC2 SE5| 17 ] UF 2%
Mo I RIEAE AMI-ID SEC P i TR AMIID [RVFR]
FIAA A o

BN OL T, 14 BYOL .

AssignPubliclP FRFHE Pz E v B A true 7] )\ AWS IP Hihibih >4 Threat
Defense Virtual 43t 2y 3t IP Huhik

AmilD TR FHRHLIX . BRAS R A2 (BYOL 8% PAYG)
EFIERIT AMIID.

Threat Defense Virtual 7.2 M 50 A S2 RS2 7,
Threat Defense Virtual 7.6 M 5 S iR AS S2 F8 H 303 &
FZ AN n] P X A 5m T e

A AWS::EC2::Image::1d

ngfwPassword P Threat Defense Virtual 5451 %5

A3t = th#Y Threat Defense Virtual S8 E 55 [}



B = CloudFormation 14572 AWS S 4%

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

28 SVFRYE/EE

ks

FIT 5 Threat Defense Virtual SZf L AL — A BRIAZF
T, ZEAALT BN (EREL]) 1) Userdata -
Bt

BN ¥ e Threat Defense Virtual B] 15 [0 5 805 o

/NS R 8N FAF o B T] DL Al SUAC S i,
AT LS KMS s 825,

KmsArn FLEE

NI KMS (T IN% 1 AWS KMS %47)
i) ARN.

R AE I Berh R 5 {E, W Threat Defense Virtual 52
B ) B 3R B T DA J s S R

AN R “awskmsencrypt --key-id <KMS
ARN> --plaintext <password>"

BRI A AT R 4R 1Y ARN 24T .

FMC BsitELE

fmcDeviceGrpName | Z24% 5

PR B L i N AR TR O ME— 24 R

fmcPublishMetrics PR

£ true DLAIEE Lambda s $ LS B A0y, JF
B % A bs K AT ] AWS CloudWatch.

SV IE :
* true

* false

ERIAHOL T, A {EHBLE N true.

fmcMetricsUsername | 5245 52

B AN T B RO W A AR AR (K Py R
Hio
J P b5 EAT P 48 3R 534 £ F P AR B v A
B2

fmcMetricsPassword | Z24%

N o

WEARAESER] T KMS T # 5] ARN 240, i (R{2(
ik AR

P DRI\ IEAARAC 5T, DR i A R B T 2
EESEUE FRUS

fmcServer L

IP bk m] DLE AN 1P Hbhik, tha] BUELE VPC
Threat Defense Virtual & ¥ T ® + a] 1 [ (1) IP Huhik .
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{823 CloudFormation 124572 AWS 34 ]

SVFRYE/EE

ks

SSUN N T
AR 15

fimcOperationsUsername

4 CloudWatch [1] Management Center Virtual $ 0k
—HNE S 4.
P 2T E R B .

fimcOperationsPassword

BN

WEARAEFEE] T KMS 138 ARN 24, i RIE 0
I

REE

CpuThresholds

CommaDelimitedList

CAlik) FRe A R AL (6 B 22 b ) 5
W&o W IEFE (0,0), MIASAIH CPUY i 24 ol 5
W o DA TR s R F R sl U

FRATEOL R, BB M B shir R & Ja T L
AT RE.

MemoryThresholds

CommaDelimitedList

PR AR T BROAT L BRI {ECRS BT e sk . IRk
#(0,0), WIASEIEA Y REEIRGRIE . Pl
ANECHE 5 2R BRI B T

e) R T—% (Next).

) s PAfATE AWS CloudFormation 3

g) MR (Submit) LAKEE R,
h) sl TT—% (Next), X5 siilit) i ##% (Create stack).

Lambda e #0K & BLZ I FE R A4S 4), I H. threat defense virtual 75 H 2hd: 1 21 & B AL

4 CREMER
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/N4t % B8 Threat Defense Virtual 82 &£ 5 |
{#£ /i CloudFormation 1=4R 7£ AWS FRERE L

KA M CREATE_IN_PROGRESS ¥ () CREATE COMPLETE , FR/R#lE ).

PRSI EFBUEFT— A SIFHE show cluster info fir & KRG IESE T .
5T
EC2 > Auto Scaling groups > mAZ-cls-ngfwv-24
mAZ-cls-ngfwv-24

Details  Activity = Automatic scaling Instance management Monitoring Instance refresh

nstancs )

Q Filter instances 9 &
0 Instance ID a | Lifecycle v | Instancetype Vv | Weightedcap... v | Launchtempl... v | AvailabilityZ.. v | Healthstatus v | Protectedfrom v
m] i-0227a411b1b017cc0 [ InService c5.xlarge = mAZ-cls-ngfwv-24-NG  us-east-1b @© Healthy
O i-09b9d186494562f6a [4 InService c5.xlarge - mAZ-cls-ngfwv-24-NG  us-east-1a © Healthy
O i-0de2b028dfdef5bbs [4 InService c5.xlarge - mAZ-cls-ngfwv-24-NG  us-east-1c @© Healthy
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{823 CloudFormation 124572 AWS 34 ]

6: show cluster info

> show cluster info
Cluster mAZ-ngfw-cl: On

Interface mode: individual
Cluster Member Limit : 16

This is "74-a" in state DATA_NODE

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

ID
Version

Serial No.:

CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

Unit "183-c" 1in

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

¥ L
« g 220131

9AUVQ3DSF66

: 1.1.1.74

: 02e2.778f.d3ed

. NGFWv

: 4 cores / 7680 MB RAM

07:28:26 UTC Sep 25 2024
@7:28:11 UTC Sep 25 2024

Other members in the cluster:

Unit "135-b" in state CONTROL_NODE
;0
y G 2201

9ABWOAS1KGK

¢ 1.1.2:135

: 1294 ,34qae.4ce9

. NGFWv

: 4 cores / 7680 MB RAM

09:45:52 UTC Sep 24 2024
N/A
state DATA_NODE

A |
¢ 9. 22C1)1

9A1S400HL 8F

» 1.1.3.183

: Qaff.e889.f193

: NGFWv

: 4 cores / 7680 MB RAM

07:29:29 UTC Sep 25 2024
07:28:11 UTC Sep 25 2024
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B cormsums

Bl REUECE

R SE G, W AFR E Threat Defense Virtual Autoscale 41 & /)» (Minimum). &KX (Maximum) Al
HALE (Desired) 7 it. WAL FEH RI)BE .

HIB1 7 AWS #HI G, KIKESE BR% (Services) > EC2 > B Fi# FE4H (Auto Scaling groups) > 2 6lli&
Cluster Autoscale 8 (Created Cluster Autoscale group).

ECZ » Auto Scaling groups

Auto Scaling groups (1/15) mke [ | Launch configurations Launch templates [4 Actions ¥ Create Auto Scaling group
Q, Search youwr Aute Scating groups | 12 > @&

a Name v Launch templatefconfiguration [+ Instances ¥ Status v Diesired capadity Min ¥ Max Awailability Zones ¥

mAZ-cls-ngfwv-26 maZ-cle-ngferv- 26-NEPW-launch-templ 3 - 3 3 3 us-gast-1a, us-east-...
Auto Scaling group: mAZ-cls-ngfwv-26 @ X
‘ Details Activity Autamatic scaling Instance management Manitaring Instance refresh
\

Group details Edit

Auto Scaling groug name Desired capacity Desired capadity type amazan Resaurce Mame (ARK])

mAZ-cls-ngiwy-26 3 Units dnumber of instances) [ am:awsautoscaling:us-east-1:163 11769607 5:au

toScalingGroup:a1 2607 76-5e99-dbff-8c9c- 1abaTcl

Date created Minifmum capacity Status 446 TFautaScalingGraupMama,/maZ-cls-ngfav-16
Tue Apr 30 2024 12:27:26 GMT+0530 (India 3
Standard Time]

Maximum capacity

3

T2 P AT A IEE.

$E3 S84 (Actions) LI B R4 A .

LI 4 [LEFERE (Desired capacity), SR & RRE (Scaling limits) &% .

HIE5 /£ AWS Cloudwatch Z3R 7 CPU A FE AR B 2 75 v 1, 4 O S H AT

1831 5 $1 & 7£ Threat Defense Virtual &£ 2 A EFFE R IMDSv2 &3¢

AT LL R AWS _E #6521 Threat Defense Virtual 4 120%™ & 40 S5 it B IMDSv2 554,

Before you begin

{V Threat Defense Virtual fiiAs 7.6 A 5 i fAS SZ£E IMDSV2 #7680 35BS IMDSv2 #i 2
W, AR AT S A 5 IMDSv2 #E 3 ss (TR BIRAS 7.6)
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waws mxpmsss [

Procedure

HIE1 {E AWS 527514 E, #3] CloudFormation , #RJ5 i HEf .
W2 EPEAIURTS B IS0 AL o

FEI SHER.

FIRA E BIFMER 0 b, i BIRIEER.

WIS (E IBERMR H F, il ERERsH.

PR 6 LEFEIT AL SR IMDSV2 HIASAR .

PIT B AN SE A

WIS FPHEAR.

£ AWS P FohEnE &R

LTE AR, R day O BOE, AR AL, ARRRHEHT s e R .,

£l AWS £ Day0 Bc &
fos T DI DD 5 L s SR o AV DU P s

£ AWS B9 [E EEC & €13 Day0 BL E
It E B B Bl A RS | S R P

BAFTAMXE - E0XEES AWS WEERE

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"

}
%4

"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.5.90.4 10.5.90.30",

A3t = th#Y Threat Defense Virtual S8 E 55 [}



&£ AWS B EEECE 63 Day0 BLE

"ClusterGroupName":

"Geneve": "Yes",
"HealthProbePort":
}
}

/\;H-_-E

7~

"ftdv-cluster",

wy777m

ZAFTAMXE - 0 XEES AWS HEEEE

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Cluster": {

"CclSubnetRange":

[

"ip address start AZl ip address end AZ1",
"ip address start AZ2 ip address end Az2",
"ip address start AZ3 ip address end AZ3"

] 4

"ClusterGroupName" :
[For Gateway Load Balancer]
[For Gateway Load Balancer]

}

flhn. AR A X

"cluster name",
"Geneve": "{Yes |
"HealthProbePort":

No}" ,
"port"

"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30"
]l
"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "8080"
}
}
. =ARAERE
{
"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30",
"10.5.92.4 10.5.92.30"
]l
"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "8080"

}
}

-

4t = H Ay Threat Defense Virtual 0.8 & 8%
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I N3t % BB Threat Defense Virtual Z8 2 &£ 8

meknts |

X1 CelSubnetRange 22, 147 E M xxx4 TG IP HhEEH . ORI 2 16 Sl HI TR AR
IP Hotik. FHHIZH T H 4R (ip_address start) FIZ5H (ip address end) IP Hihik (1) —2E7R= 4]

F 2 FHIAFNLER IP it R 15

CIDR 25a IP it Z53R IP ik
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

AREAERE T R, LMEENE R .

A HY AT BTl ORI 2 1 (428 Day 0 U5 Threat Defense Virtual 52451 - G A% I 5G £ 28 14 7
# (GWLB), WIMPUANEZ s WA AEA L S B, WO A% . 8 R ESRPHEAER >
BRIFMER Ao, KR day0 BUE .

PR
il A% LA WU 442 R 21 S ol

© AWS MGG - DU - R, 2, YRR AR A R
o AEARH A BIGMTRS - AL - EL 1BW . TR AMTRI AR A B

2
%)

H

1 AE AWS 378 Threat Defense Virtual [F 5 245 5, 16214 £ AWS 78 Threat Defense Virtual

FALDIR 1 DL I ifs £ i 2o 4y e

{#i Ff] Threat Defense Virtual #5514 ) show cluster info iy 25 0E /& & BT A 15 S8 S s in N S22
BeE AWS PG5 23 i -

a) B HAr41F GWLB.

b) K HbrdliEH: %] GWLB.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html

1t %= F B4 Threat Defense Virtual 232 & &% |
. 7£ AWS 1 { ] GWLB 2 & Cisco Secure Firewall Threat Defense Virtual ££ 2 4 B iR i fE 45

it
it GWLB Be B 0T IER ) 22 a4 . ATV RS e e B A IS AR DA A st
¢) AEH] 1P ik i) HARZLE N Bl 10 (D .
ARVEAE R, WS QI RO B i 25 .
SRS KM SIS BV E B AL SR RSB B L (Pl . 2R 58 UL,

7£ AWS F1{F FH GWLB fiZ & Cisco Secure Firewall Threat Defense Virtual ££
B Bt fEiE R

AWS "1[f] Threat Defense Virtual SEFEF]H W O 51 30T 85 (GWLB) K331 I 26 58 00 K FL 4% e )
¥8 €[] Threat Defense Virtual 15 55 GWLB H-T-7E H AR 15 i R A b 46 B8 sl s v E M S ol 1, 4k
S IR) %N R IR R B

AWS H 1) H bR b % 7 T RE A GWLB BEREAE VK1) 2 3 309 TR) BT v M B8 A1 i R 2R s i 1 0 1
P 19 28 H5 i 0 F 0 ) BE R IS AT B AR T e E A H RIS MRS .

76 AWS Hr, ST s R AWS $ibE 624 (ELB) APT 88 AWS i & Kl S H AR 5

\}

ER WU H AR AAE GWLB A 3L (14 SSH. SCP. CURL 28) P& HH i I8 A AR s, MUK
L 0] B E R H AR AT BE2s IR AEIR o M ZE TR S py T 37 8 A YA A0 R S % o s R

7 AWS H, s LB AWS ELB API 5 AWS #2554 K L& H b il b4 7
* AWS API - 7 AWS #1114 24) 4 (ELB) API - modify-target-group-attributes v, %3 m] LU i 16 i
DA R AT SOk € Ot a AL BT A
* target_failover.on_unhealthy - j& 34 HARAAFIZAT AN IEH I GWLB 1] &b B 4 2% 37 £ o

* target failover.on deregistration - & 24 H bR M GWLB U] Ab B4 /Y 28 97 & o

LAR i & S 158 SGX AN S ) APL Z 500 B i

aws elbv2 modify-target-group-attributes \
--target-group-arn arn:aws:elasticloadbalancing:

--attributes \
Key=target failover.on unhealthy, Value=rebalance[no_rebalance] \

Key=target failover.on deregistration, Value=rebalance[no rebalance]

«+/my-targets/73e2d6bc24d8a067 \

AREAMFE, S0 AWS XTI TargetGroupAttribute.

© AWS 5 6 - fE EC2 42 G rh, BT DU i e B AR 2B TR R T H AR ud i E 0 H AR e
WAL
* GidHE H brd s ik
* JA I H bRl e i
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https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html

| 73tZ - # Threat Defense Virtual £38 &8¢
7 AWS /2 Cisco Secure Firewall Threat Defense Virtual £ 289 B #R&fE5E 5 .

© JoUE PP A

A4 5 H bR R RS B, 185 7E AWS H1 G H Cisco Secure Firewall Threat
Defense Virtual fE#F 1) HARMRERERS , 56 29 T,

7£ AWS 7 /2 FH Cisco Secure Firewall Threat Defense Virtual &£ %89 B R
fE3% %

threat defense virtual (55 O S EM 2 AWS 1) GWLB H#r4H . £F threat defense virtual ZE8EH,
BN SEBNER S —A HARALICEE . GWLB JEAT O, ks i A% BNZIs AT RO IE 5 1521, 1
S A B M A H FRAL R H AR R

FaZ B

i 238 13 T80 77 18048 1] CloudFormation BH (E AWS T #BE 44 .

W ARAEAEH CloudFormation AR EAEHE, 4538 n) DU I 73 e AR 5 S0 A
deploy ftdv clustering.yaml [f] GWLB BLE 7 T H#EHLH rebalance &>k 5 H Target
Failover 2%, fefitiot, BOAEOLT, MSEMIE E A rebalance, (H7E AWS #=Hil& L, b2
I BRIMME R E A no_rebalance.

'Ej;I:P ’
* no_rebalance - GWLB 4k £ [ 25 i it 5326 31 AR b i LG v R H b o
« EIFE- M B AR A s A, GWLB K 9 28 3t i R 16 2 5 — N IE RIS AT H
B o
HKAE AWS HEEHAR TG R, ES0H:
* {1 AWS T HE R
* f§i[f] CloudFormation AR £F AWS H #5525 MRk

LB £ AWS =il G L, 3 RS >EC2
$122 5 BER4R (Target Groups) LA E H FRZH 7L .

SIE 3 YL H M threat defense virtual 044 0 IP [ Hindl . RS0 SBos HndvEg s B, &arbL
ESLH A H B bR i R A% e

HIB 4 31 (Attributes) SEHL.
$IB5 LilidRiE (Edit) Lt .
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B %= awe pmsss

FIR6 K B TEIRE OGRSB40, DR A AR, IFs GWLB Fo & ek AE b
A% SO I FORT- PO BLAT M Bt 0, PR LR R BIIE HABAT I H AR Y K

7f Azure RSN B ERE

B LUK SERE S Azure RT3 H1 28 (GWLB) BLAEAR M1 Y #7230 A4« BEAE Azure S
SERE, AR Azure R PEES (ARM) BRAR SRS 2 B IR AL .

ET GWLB BB+ A E BRI R

[& 7: GWLB B N\ik37 E1F B E= G FnR M

Internet
(1) cat Load /= Inbound flow uses public IP of
N aloway, oa “xﬁ—,f public load balancer.
Balancer -
i"i R Y ',f -\ Flowis forwarded transparently
Public Load =/ ‘t\i_;x from the public load balancer to
Balancer ’ the gateway load balancer.
1\
- ‘yf?& Flow is inspected by a firewall
“"’x\i.“) and returned to the gateway
load balancer.
~ ~ (‘j“w} Flow is returned to the public
) ) .~/ load balancer.
/:7 "‘J Flow is forwarded to an internal
=/ server.
Internal Servers Threat Defense Virtual
(VMs or VMSS) Firewalls
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& 8: GWLB t9 it E1E A= F1F0FR M

Internet

oD

Gateway Load
Balancer

®
L
Public Load "~
Balancer
(2
&)

T,
Iw

1o ]
Q ©

Internal Servers
(VMs or VMSS)

Azure [ 3k £ £ 14 17 25 FOEC XX 12

>

]

Threat Defense Virtual
Firewalls

Azure P g mEsite

Outbound flow leaves the
internal server.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to the
internet by the public load
balancer.

1F Azure IZ5 55, Threat Defense Virtual 7o 24 1] DA 88 T 106 R R 2 )7 IR 45 2 8] ) B0 60, 10375 HH )
2. Threat Defense Virtual 3 1 F F BB ) VXLAN M B FAAS NIC b3 SCAMERE VR P 3

Ho

T IR T MAME VXLAN M B )

W S B 35 1) i B R B Azure |17 ST RS (M .

FRAF LM 282 A/E L/ Threat Defense Virtual I 5 2 [A]HEAT M , XU B4 T 507 w00k H ok ik
[A]7E P VXLAN 5845 10 9 O 4 3340 1l 2% 2 At HelHA TR A o AR5, Azure W OC B 35350 1T 3% 2 K 0t

FIENRN 22 FC KA BB A A H
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B 55 GWLB % Azure 218 Threat Defense Virtual B¢ &% Eli i

& 9: Azure W % £ 3 Y0 & ES FRBC XK 32

Internet

Source

Destination Public GWLB

Threat Defense
== Virtual 1

i 1
1k
f-\"\ - H
" : & Threat Defense
—--—-( )._Cz‘ia@ ___________ -5 | Virtual 2

1

i
Layer 3 wnif: int. segment 1
Azure GWLB Netwaork : :
I L9

= Threat Defense
ﬁ’ Virtual 3

Traffic flow between GWLBe to GWLB (Geneve Single-Arm Proxy) in Azure

{& F GWLB 7£ Azure F 82 Threat Defense Virtual £ f 85 2 i 57T 12

ETHRIRAEE

LU FE B 36 A ) GWLB 7E Azure 3T A 558 Threat Defense Virtual £E5F 1) TA/ERFE

1 Modify azure_ftdv_gwib
Download _cluster,json and azure Upload _
Loeal Host templates and ———_fidv_gwlb_cluster_parameters Clus'c"__F_U”C'IOH
files from GitHub Json with zip file

required parameters to Function app

+

3 Create

Azure Cloud Resoure Group,

and
add Subnets

Cluster Node

Virtual Netwark >

| I

5 _ 7 _ 8
Deploy Caonfigure Use Function app Create
custom Instance to register
—_— N — FTPS
Template details cluster with Credentials

management center

l

Verify the
Cluster
Deployment

6

TE=[8] B
(1) AL M GitHub N ERASCAE
L S
(2) AL AL NPT 2 H0RE 2 azure_ftdv_gwib_cluster.json 11
— azure ftdv_gwlb_cluster_parameters.json.
3 Azure Cloud (ollfE A7 S T oL Y 2 ST
2 Azure Cloud B 5 SR
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=R

i [

TE=S[8) TR
5 Azure Cloud P A S TR A R
7 Azure Cloud A o 5 Y o A R POy AR
8 Azure Cloud B4 FTPS $Eilk.
9 AHs L #4 Cluster_Function.zip 3Cff %31 Function N H .
FahEE

DU A B i W] 748 GWLB #£ Azure ' T3]3 Threat Defense Virtual £ 1) LA i .

. Azure Cloud

Create a VMSS
from the
Market place
image

—— Aftach interfaces 5 configuration in  ———

2 3 4

Add day O Update scaling

instance count
customData field

Mar:j:;em
TiE=IE HIE

ﬁj AL MW BZ A1 VMSS.
2) A AL MR
3‘; A AL 1t customData ‘7B 151 Day 0 FC# .
(@) At EHL HOPE R SR
;3) A H L it % GWLB.
6 CE R

LUR S BRI 72 GitHub 3R SEAE AT AWM, SEAAMAEEB T 45 H
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M Cisco Secure Firewall hitA 7.4.1 JF4h, RErT LLAERAT S MR D ROIE 00 T BB AR . SEOUEH] “4h
AL AR . “EFBL” ORI “CCL” MBI TCIS WTsAR -
azure_withoutDiagnostic_ftdv_gwlb_cluster parameters.json £/l
azure_withoutDiagnostic_ftdv_gwlb_cluster,json 3

15 FRIS T 113 2 O AA

* azure_ftdv_gwlb cluster parameters.json - T4 54 GWLB {1 Threat Defense Virtual £E#F4i A 5
AR

* azure ftdv_gwlb_clusterjson - {{i /1] GWLB 78 Threat Defense Virtual £EHF AR o

ke 24 AR HIE il T8

* azure_withoutDiagnostic_ftdv_gwlb cluster parameters.json - i T 43 E4H GWLB H G2 Wi 1
(] Threat Defense Virtual HEHEHI A Z 0 TIHAR o

* azure_withoutDiagnostic_ftdv_gwlb_cluster.json - T35 H4 GWLB H G2 Wi#z 111 Threat
Defense Virtual SE4H IR o

o ZARVHERF BTN R B PO, TR B O A AT A4S B ORI e T AR I
AT IX LA 1 F 2 v LS A REST APIL. 152 Cisco Secure Firewall Management Center 5
Tﬁﬁéj‘ o

o PR B ARV N5 RS LR AR B0 011 415 7 1) SRS A4 PR UG E AR5 ) SRS
o W ORREADVE PR A0 D SRATE 2 VR AT .
BN INB R BP0 S, BATEL R
1 AEAE E L P s RO B S EC B G BCE . AORECE NIRRT E R, WS

T
2. B OIS . A ORI A M RS B, TS SN
i%/h\ﬁ% m@a%i—\‘{ﬁﬂ:

Network: any-ipv4

Interface: vxlan_tunnel

Leaked from Virtual Router: Global
Gateway: vxlan_tunnel gw

Tunneled: false

Metric: 2

A\

ER vxlan_tunnel_gw 2 T R 1 G TP k.
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
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{8 GWLB 7£ Azure F&BE Threat Defense Virtual $5 5% 893 2 i 7 12 .

{& F GWLB 7£ Azure FZ82 Threat Defense Virtual £ 2f 85 2 i 57T 12

S Sk

Ay

Qe

g g

w N

1 B & X Azure BIFE HLES (ARM) BHCH Azure GWLB #0E8 B AN AARAE .

R AR o
a) Bt github £70ifi P2 v B B AR M SCAEJE . % 2 [ https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure.

b) TS ERE M azure ftdv_gwlb_cluster.json FT azure ftdv_gwlb_cluster_parameters.json .
39
il I E A2 W DRI R 25, 1B SO TSR
azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json #/l
azure_withoutDiagnostic ftdv_gwlb_cluster.json.

G F Azure [1)/7: https://portal.azure.com.

B AN PR .

a) fEEZA (Basics) LMk, M Mg ik+EiT A (Subscription) F13%iR4H (Resource Group).
b) EFEHTH I X (Region).

G RAPUAN TR BN 2 B HL 2 W, SN SR (CCL).

M Cisco Secure Firewall A 7.4.1 TF4f, #E0] LLEBAT S W LIS O T AEE . SR “4h
o YR L AR M “CCL” B EREAERE, AT IS MR -
azure_withoutDiagnostic_ftdv_gwlb_cluster parameters.json F/
azure_withoutDiagnostic_ftdv_gwlb_cluster.json 314

a) UM%,
1. 7EEZAR (Basice) ik, M FHrg&HiE#$IT A (Subscription) H1#5iR4E (ResourceGroup).
2. EHFITXE (Region). siidi T—4~: 1P it

7 P HbbE YEIrh, AU RInF R, SRJGERINCL R 7/ - A EE, 2. Bs PSR B
T R AR E AT 2 W% 111 Threat Defense Virtual 7.4.1 488, W0k 2 W1~ W 61 4

b) WK,

o SR .

a) sl G > EIREE (FHBEXERREBE) .

b) sl ZESRIEIR P EK B S HIER .

c) miinE X (Load File), #X)5 4k azure ftdv_gwlb_cluster.json ok,
azure withoutDiagnostic_ftdv_gwlb_clusterjson (i B 7&EFA TR ZSH ) .

d) mRiifRTF (Save).

BB SRR £
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster.json

. {£ 3 GWLB 7t Azure H1 32 Threat Defense Virtual £ 5 B9 2l i m 2

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

a) HIAPTFE, AR5 AEHEE + 612 (Review + create).
b) fERIEEE S, At (Create).

FESLGITIRIEAT )5, SR BRI R show cluster info fir & KR EHIEAERE HI5 -

10: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

£ Azure |17, il R BUN T OB SEIEE T 21 A7 B AR
WER AR I ROV L, AT DUER] 380 > & (MAZ RN > SR8 FHR iy a2 4
Bl o FCRAEREY 0K A B

i i BB AL > FTPS ik > A PSEE > B E A P & FA%HE k004 FTPS 4EiE, A5 s &
ey
Tt EAH 2 AT LUF curl #3545 #f Cluster Function.zip {4 F4% %] Function N H .

curl -X POST -u username --data-binary @" Cluster _Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

pE

curl fir 4 AT RERR 2L BN (Z92 )3 080D A Rese i AT .

PRECR B EAR IR BN T o DHRERE R B, TR n] AFEAF IR P R i BAB R B B H S REUKR 1
B AR M

11: T ke

1) gwlban-function-app | Functions
Function App
A7 Search (Cmd+/) “ - Create () Refresh
g Ak Your apo bs cumently In read onky made because vou are uarng from & pedage file, To make ary changes update the content n your 2 file and WEBSITE_RUN_FROM_PACKAGE apg setting
B Adivity log

A Access contrel (1AM)

> Filter by name.

@ Tags
¥ Diagnose and soive problems ] Name © Trigger T4 Status Ty
Q0 Microsoft Defender for Cloud [ cluster-function Quaue Enatiad

Events [preview)

Functions

fi| Functions
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£ GWLB

Azure $1E5Z Threat Defense Virtual £ 2% 89t 2 ifs 5 12 .

[ 12: BA 51

m gwlbanbdx5mqdvkpces | Queues 2

Storage account

£ Search (Cmd+/) | « ~+ Queue () Refresh [§ Delete

Overview

O Search queues by prefix

Activity |
s Queue ud

Tags

[ outqueve eue. JOWS.

] resourceactionsuccessqueue http: d
Access Control (1AM)

=]
¢
£ Diagnose and solve problems
-3
@ Data migration

Events.

S Storage browser

Data storage
= Containers
i File shares

0 Queues

13: 3k BAF

m outqueue X

Queue

O Search (Cmd+/) | « () Refresh -+ Add message [i] Dequeue message X Clear queue

7 Overview Authentication method: Access key (Switch to Azure AD User Account)

Diagnose and solve problems
& vag P 2 search to filter items.

Aa Access Control (IAM)

1d Message text Insertion time Expiration time Dequeue count
Settings Event thread: f605983a-97ad-444-9222-b6eebTc09ab0
Action: i
Access policy €d054bf2-239b-4aSe... Operation: Microsoft 8/2/2022, 95456 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:4821 28947772
© Metadata Started function execution

Event thread: f6b5383a-97ad-44f4-9aaa-b6eeb7c09ab0
Data: Instances Description

Instance ID in scale set: 0
Name: sumisnib-vmss 0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance 1D in scale set: 2
Name: sumisnib-vmss_2
Status: VM running
¢54339e-1318-4ac2..  Public management IP: & 8/2/2022, 95508 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance ID in scale set: 3
Name: sumisnlb-vmss_3
Status: VM running
Public management IP
Private management IP: 10.55.1.7
Instance ID in scale set: 4
Name: sumisnlb-vmss 4
Status: VM running
Public management IP: 4 4
Private management IP: 10.55.1.8
Event thread: 1605983a-97ad-4414-9a2a- bbeeb7c09ab0
82166a71-deTe-477.. T index 0 8/2/2022, 955:16 AM 8/9/2022, 9:55:16 AM 0
Event thread: f605983a-97ad-4414-9222- bieeb7c092b0
Data: Cluster Info
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Internet

T

Elastic Load
Balancer (ELB)

Virtual

Management Center

/N3t Z= B Y Threat Defense Virtual SRE &£ 8% |

User
Applications

IEHRFM IR NG AT H 25 . Threat Defense Virtual 524 JCAE P RIS 7 203515 4% < 7] . Management

Center Virtual SE41 FH T & HAERE,

KB HIEW N S NN gy, ARG 1% 0 BRI i 25 2K i AL #ir 2] Threat Defense
Virtual 25, ZERE ) Threat Defense Virtual SEBIRHNBR &5, 20K H AL & 2 L.

K BN REFARL R St o s AR S 2 P B i gy . SRS, TR S84 & 31 Threat Defense Virtual
R, ARG T RIL RN EIEM .

{& 3 NLB 7£ Azure B2 Threat Defense Virtual £ 2 805 %

HETFRRAERE
PUR AR T 4 H NLB £ Azure T #0358 JE T 1M Y] Threat Defense Virtual £8EH) TAEFE
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1

Download

Local Host templates and ———»

files from GitHub

Madify azure_ftdv
_nib_clusterjson and azure
_ftdv_nib_cluster
_paramelers.json with
required parameters

+

3 Create
Azure Cloud Resoure Group,

Virtual Network >

and
add Subnets

Cluster Node

5
Deploy Configure
custom Instance
Template details

i

Verify the
Cluster
Deployment

6

AL SA- T
I uu.*i

Upload
Cluster_Function
zZip file
to Function app

I

8
Craate
E— FTPS
Cradentials



N3t % BB Threat Defense Virtual Z8 2 &£ 8

{8 NLB 7£ Azure %38 Threat Defense Virtual 2t tsszlisniz [

TiE=18) PR
(1) AR FEHL M GitHub T 2RI S Ao
( 2) A ML {5 T 75 1 B 80k 18 24 azure ftdv_nlb_cluster.json #l
azure ftdv_nlb_cluster_parameters.json .
3 Azure Cloud QTR . HEHL 45 R M
4 Azure Cloud TR E B AR .
5 Azure Cloud Bt S PEAN A S
(6)  |Hemriig Yol AR 5
- Azure Cloud A58 FH R BN P i) 5 B oy MR B
3 Azure Cloud 67 FTPS EifF.
o5 A AL # Cluster_Function.zip S _1-4% %] Function N H] .
FHEE

DU AR B i W] 1 481 NLB 7E Azure H T3 #i%% Threat Defense Virtual Z2# (1) TAERE -

. Azure Cloud

2
Create a VMSS3

from the
Market place
image

——— Attach interfaces configuration in - ———

3 4

Add day 0 Update scaling

instance count
customData field

Management
Center
TiE=(E TR
(1) ESTREH T4 0 VMSS.
(3) | AEm He
{’5}. AN # customData 7Bt FF 3 Il Day 0 fic & .
(2) AL SR RS AT v
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Tz TR
:/5\| *i&i*ﬂ.‘ EEE NLB o
A L I

LUR S BR AT 72 GitHub "3RI SEAE AT AR, SEAAMAEERT 45 H

M Cisco Secure Firewall WA 7.4.1 FFif, 0] IAERA 2 Wi DS H0 N BB ER. ZAUER “sh
W7o IR L B RN “CCL” HEIERE R, 15 H G2 Wi -

azure withoutDiagnostic ftdv nlb cluster parameters.json fil azure withoutDiagnostic ftdv nlb_cluster.json
A
RS I 0 R
* azure ftdv nlb cluster parameters.json - F T4 .45 NLB ] Threat Defense Virtual 24 A\ S5
AR o
* azure ftdv nlb_clusterjson - f T-#2& F.75 NLB [¥) Threat Defense Virtual 52 1E IR .

FET VGBI H 11 R A P 2 PR R -

* azure_withoutDiagnostic_ftdv_nlb_cluster parameters.json - F - 43 E 4 NLB HIGi2 Wi 1116
Threat Defense Virtual 214 A Z £ 1B -

* azure_withoutDiagnostic_ftdv_nlb_cluster.json - fff F] G2 W< 1 () NLB #(# Threat Defense Virtual
ERERIBAT .

o LARVIERF AN R B PO, TEARE B O A AT 284 B DU e AR IS
AATIXEEABR I A ol LA A REST API. 1% Cisco Secure Firewall Management Center 5
=1

o AR I 0 MO 0052 S0 42 BISE 0
* RAE L0 C AR 4 VT
 HEURE S L
L AR S R A TSR T A B AR E L B, 52
TERE.
2. ok AN HURI A O IO T OV A . 56 GRS B LU B (5, B v
w A

AN FE 11 e AR T s 161«
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
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68 Azure R SR B ASIRIET NLB 7 Azwre L3 B ]

Network: any-ipvé4

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

iR

N

ftdv-cluster-outside /& #7F- ’ i 5 TP Hbk.

PR (R A A i E B

Network: any-ipv4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

iR

ftdv-cluster-inside-gws s P #5199 FrT 4 56 TP bk

3. WEUER ERCE NAT M. £5 6 & NAT B Ednfs

THZ W M2k 4 .

£ A Azure =R &1 224818 1 NLB 7£ Azure L ERE &£

1 E € X Azure BIRE BLEE (ARM) #HCH Azure NLB #5258,

HER AR o

a)

b)

¥ github F70 14 oo B BUA S . 1
cluster/azure.
1 BT 5 230k 1E 2 azure_ftdv_nlb_cluster.json Al azure ftdv_nlb_cluster_parameters.json.

fEIE TS S Wi SO0 T EE R R S5, B2 Wi
azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json /1
azure_withoutDiagnostic_ftdv_nlb_cluster.json.

33 Azure [ 1)/7: https://portal.azure.com.
AU .

a) {EEZK (Basics) iLli-RkH, M N8R IEPEITH (Subscription) F1#%iE4H (Resource Group).
b) I X1 (Region).
Bl BAT VYA T AN 4 BB, 20T, IR ANEB RIS R

2 [ https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

B 5 Awre miEEmEEIRET NLB 7 Azure F 318 53¢

M Cisco Secure Firewall A< 7.4.1 F¥4fi, % n] LAAESRATIZ W LIS B0 T BB Al . S008I
CHMIBT L NI L CREEL M AR TIERS B ISR, NS IS S WA -
azure_withoutDiagnostic_ftdv_nlb_cluster parameters.json Fl azure_withoutDiagnostic_ftdv_nlb_cluster.json
At
a) BRI
1. 7EEZK (Basics) Uik, M FHuglrhiEkseiT A (Subscription) 135 iR4H (Resource Group).

2. b) EFEITH ) XK. il T—AN: 1P k.

b) TR
76 \P #tik TR, gl ASnF R R INCLR M - BB 2 W R AT FNAR IR i B
.
W R B E VA 12 W2 1 ) Threat Defense Virtual 7.4.1 225, WA 2Bk i2 W1 W A1 gt

2 1 SRR

a) M Bl > RINERE (FHEEXIEREE) .

b) riili E4RIEE P LR B S HIER.

c) AiimnEsc (Load File), %X 4% azure ftdv_nlb_cluster.json ok
azure_withoutDiagnostic_ftdv_nlb_cluster.json (1 R EEFATLE LWL .

d) HEHRTE (Save).

P B S R AN S

a) WAPTHRIE, REATHEE + €& (Review + create).
b b
X T AR IR B R an R 5 A, AR I R SR L (R 16 ) o BUKHIVEH

FIRES TR

b) fESUEML S, st (Create).
TESEHIFIRIZAT IS, I & sk BT — N5 fUIFE A show cluster info i & K46 UF 2

& 14: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

5 Azure |17, il R BSOS T ORI T 21 B B AR

a4
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster.json

I N3t % BB Threat Defense Virtual Z8 2 &£ 8
# Azre hE g

WEREARE T R BN, T U] 350 > & (A N0 > SREED  ELHR 2 1y v M 21
BRIy JEARGERE SR BB

Wi iy #BBEHL > FTPS ik > A PSEE > Bd B A P ZFNERS RGO FTPS ik, AR5 it &
=
S0 WL AEAM L AT LT curl #74, 4 Cluster Function.zip 34 4% %] Function W [ .

curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

TR
curl iy & AT BETTEL LA Bl (292 2 3 2040 A BE5E i 24T -

PRAICRE B B AR B BN o ZHEERE IR B, M n] LAFEAF Kk R i BAB R B H S R EURE 1
B AR BT M

7£ Azure P FEhEREBERE

LTEHEGRE WHES day0 BUE, WEEREDT AL ARJERR Y R n 2] 3 Bt

£1i# Azure B9 Day0 Bic &
8mT LA ] e e el H e A

£ Azure B9 [E ELC & £) 2 Day0 BL &
i 52 e B sl AL R S | SR IR

{
"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics
template, set this parameter to OFF.
. "FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",
"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

A3t = th#Y Threat Defense Virtual S8 E 55 [}



/y 4t = Fh B Threat Defense Virtual #3E &£ 5¥ |
B s rwewarymEsz RS

Gt

NIES T AR 0 KIECE .

{

"AdminPassword": "password",

"FirewallMode": "routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.
"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30", //mandatory user input
"ClusterGroupName": "ngfwv-cluster", //mandatory user input
"HealthProbePort": "7777", //mandatory user input
"GatewayLoadBalanceIP": "10.45.2.4", //mandatory user input
"EncapsulationType": "vxlan",

"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

}
}

\)

AR R HIRRIG B ERE, SR ESE N ES //mandatory user input
T Azure IBATIRGUR BB E, 154518 2 AL LA ¥ & 1) HealthProbePort .

X CclSubnetRange 48 i, 154558 M xxx4 TFUAR 1P Mhhbyu . iR fes 204 16 ASa] T AERER
IP bk, R H T IFAEAISE R 1P Huhik () — 2 o5 4] o

R 3 FFIRFNLER IP kR

CIDR #2494 IP Mk L5 IP i
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

{EF3 Azure B9 8 E X B & €13 Day0 BiL &
0] DU i 2 K N BEAME R S | SR PR E .
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"AdminPassword": "password",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",

"FmcNatId": "<NAT_ID>",

"Cluster": {

"CclsubnetRange": "ip address_start ip_ address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",

"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment_ id",
"ExternalSegId": "external segment id"

}

}

Gt

NS T A 0 ORI AR 7.4 FAEFARAS Mo E s

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics
template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",

"run config": [

"cluster interface-mode individual force",

"policy-map global policy",

"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",

"management-only",

"nameif management",

"security-level 0",

"ip address dhcp",

"interface GigabitEthernetO/0",

"no shutdown",

"nameif vxlan_tunnel",

"security-level 0",

"ip address dhcp",

"interface GigabitEthernetO/1",

"no shutdown",

"nve-only cluster",

"nameif ccl_link",

"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
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"segment-id 1",
"vtep-nve 1",
"interface vni2",
"proxy paired",
"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",
"vtep-nve 2",
"object network ccl#link",
"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"nve 2 ",
"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu vxlan tunnel 1454",
"mtu ccl link 1454"

]

}

ST T 0 R MUA 7.3 FNE R RRA BCE R

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ID>",
"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",
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"nameif ccl link",

"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl#link",

"range 10.45.3.4 10.45.3.30",
"object-group network cluster#group",
"network-object object ccl#link",
1 "r

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster",
"local-unit 1",

"nve

Fomeknss- 2T eows nns

//mandatory user input

//mandatory user input

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",

"priority 1",

"enable",

"mtu vxlan tunnel 1454",
"mtu ccl link 1554"

D SR B D RING g AR R, T DR MBC E P ER //mandatory user input.

FHHEREERT S - £ T GWLB (ERE

B R, DM EA T T .

KR

7]

1§ J1] az vmss create CLI A SETHECN 0 9T 7 A5 G el EEAUUL IR 4R

az vmss create--r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvIimage> --instance-count 0 --admin-user name <AdminUserName> --admin-password

<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual Networ kName>
--subnet <MgmtSubnetName>

SRR - W SR AR R

1 #9 Threat Defense Virtual 20 & B+ .
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IR 3 R A I AN B IR AT DL AR
a) fEIRERGHY N, #F customData 7B RN day 0 fid & .
b) MTHRTE (Save).
o) TEHR AT, AP SR AU RSB T e ST LK ST T B R S /IME 1R
I KAH 16,

SIB 4 BE Azure WIS IMES . HHEANE S, 1ES 5 Auto Scale 5 Azure W I 13 i 2548 FH 2491

SRS KB AAINE] E R AL SR ERNEE RO CPaE) . 5 58 I,

FHBEERTS - 2T NLB ERE

7
B R, DM EA T R -

LI {1 azvmsscreate CLI )\ SEFITTHE00 0 BT 7 WG G 2 B P ATAR4E .

az vmss create--r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvlmage> --instance-count 0 --admin-user name <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual NetworkName>
--subnet <MgmtSubnetName>

PIB2 AN -2 AL MR R B

PR3 R ORI RN UL AT LA R R A
a) fEIRERS 59 K, £ customData 7B RN day0 it & .
b) R TF (Save).

¢) fEARE HT, AAIFTER RIS SRS T B S RT DR SE o R s R B ME 1A
R KH 16,

SR A KB SRV B AL SRR IR B L (P . 2R 58 UL

Azure H1 B LS BF AR E PR HERR
o R JoiE
HC B R -
* K2 ] GWLB 3% [1) Threat Defense Virtual 5245 (132 1 PR ILER DR L A5 13
* Wik Threat Defense Virtual S R AT RGIRMPARE A A IEH -
o #75 J& 75 fF Management Center Virtual 0 E 1 5 A5 .
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale

I » 4t = F B Threat Defense Virtual Z3E & 5f
woerrmzsgks |

o IS TIEBRIA DY DG 215 A E5dls 1 9 1R O TP
» f#F Threat Defense Virtual S50 & 15 1F 7E B SOE AT IR AR IR & o

* #37¥ /. Management Center Virtual "1 JCE 1) U5 1] 71102 15 SR VF AT R ORI &

o . SRR A
BB B -
* K7 nve-only HERFEE 1K TP bk AAFRIETTLL ping HoA S S NVE SRR,
* KA NVE S8 110 TP Hhhib 26 41— 850
* PR 0 S AKIC E NVE.
o SEBELL T AR CUHE IEAAI VNLEZ . b VNI DA AR 6 5411 NVE.

o WERTT R B AT A . ping d o HTREAN T RHAT H SRR TP, PRI AZ A] DU H
ping i .

o I SRR B R] 2 S ) CCL 1 W B T e M b N 45 R b bk J& 75 1R . A i ik 4 25 L1~ Y
R AN TP HuhbFF ko flan, W72 192.168.1.0/24. HS4 U b N Ky
192.168.1.4 (Fi=~ 1P #uhk iy Azure 1589)

* K Management Center Virtual +& 15 24545 2 VF AJ I

o Bl AE A BERAL H FRCHR B SRR IN AT S A A SR R
OB AREER 7R 2 AR T LT i MR R s A 2
BRI -
"error": {
"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be

updated.” }

* az role assignment delete --resour ce-group < Y52 % F5> --role " Storage Queue Data
Contributor™

* az role assignment delete --resour ce-group < J§ 4 4 Fx> --role " Contributor"

£ GCP ERE & #E

LE GCP PB4, rT LT s, sl (i SE AR R s 2 sl A s mT LURE SR S A b
GCP 3B slARA M B My as - (B AL 2 IS5 e h &) BCa i .

\}

AR VR T R ) NAT IR 64K IE# .
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kNNt

Application Subnet '

Management Center Virtual

10.10.13.28 10.10.14.27

)

10.10.13.4

10.10.13.30
—_—
LB

11111111

)<

10.10.14.29

—OD

@
S Internet
Application VM m
10101320 V 10.10.14.28
application-to-ilb
0.0.0.0/0>10.10.13.4 Inbound

—_—
Outbound

PR IR N AT w5 . Threat Defense Virtual B2 75 S 7E P RIS M 47 23515 #% 2 (8] . Management
Center Virtual S H T3 BEAEHF

K H B NS S NN A gy, AR IF 1% 50 B3 i o 2 K S AL i 2] Threat Defense
Virtual 28, E#ET ) Threat Defense Virtual SEFIRIN B &5, 208 & 2 H L.

SR E N H B RIPLE i BB B N S R T RS . ARG, T E S ES R T Threat Defense Virtual
R, RIEBERIZTI M,
7£ GCP 1 ZR 2 Threat Defense Virtual &£ £ pYik% 2l ik 7 72
EFHERBYERE
PLUR AR 36 T 78 GCP b3k T4 428 Threat Defense Virtual 281 LAE R FE .

2
Download Edit
. Local Host tempioies and , templaie
les parameters
from GitHub
5 7 10
Google Cloud 3 Create Upload the & Deploy ",;pmata 1P 8 Uenzr:;ah;iﬂad:;sses 9 Deploy
Google Cloud ddresses are cluster function Deploy
(REsE thkF' function source infrastructure ed toTrue In infrastructure cluster
e archive file yaml create VPG A " ' template
connetor cluster_function_infra.yami
Z3 1E 1B
Zs
— N . .
rd
1 ZS RSN M GitHub AR S A
L 4
= N Sy o )
(2) AN il AR 25
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#E GCP %3 Threat Defense Virtual 2 2¢t0sszlinniz ]

TiE=Id) TR
3 Google Cloud Platform 1% GCP AE4# 0
=.'/-A.1.-\'.= ARHsEHL 1% Google Cloud BRI A7 #4 3 A ftdv_cluster_function.zip.
S
5 Google Cloud Platform A% Google pRIEIEATAL ST
6 Google Cloud Platform #2& infrastructure.yaml.
- Google Cloud Platform WRAE A TP Mk, 1A VPC R85
8 Google Cloud Platform Qo R AN TP Mk, TE57E cluster_function_infra.yaml /1
s deployWithExternal IP % & & True.
5 Google Cloud Platform | b8 o 1) ik i ML AR
10 Google Cloud Platform TRBAETE
FEhEtE
LUR AR 3L T 7E GCP T3l % Threat Defense Virtual £ ¥ TAERTE.
1 Create
Local Host cUn;Jigazrgmn
script
Create 3 4 Create Create Network Create
Go;)lglttfeu‘r:r:wd |ns|ani2i:1r:gmplate c?::;gr;:z:;\;e E;:DS::’H::G load ba;lﬁ;cc:rs aNd ——p rirewNas\‘lhr:]I?; for
day 0 instan:iiz;platc to instance group load balancers
configuration
|
!
7 Create 8
Manca;g;:rent Acces;zrﬂu\es Cjndtdm\
Health check Node
traffic
TiE=id) TR'R
(1) A WL 24 GCP 1] Day0 fic &
.
5 Google Cloud Platform T H] Day 0 P& 1) gt S AR .
3 Google Cloud Platform flE R,
. Google Cloud Platform | 521 3 b IS BIERR.
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B ==
TE=S[8) T
5 Google Cloud Platform A NLB JEFhn 2 525 41 .
6 Google Cloud Platform @17 NLB 55 KBS R
;\'_}'__‘/; B EL L BIEEZ AR B 5 (7 ] R
8 L AN

=R

DU AL B AT 7E GitHub H3RE . SEUERAT BN, SHAMAEEBSCP 4.
o ZRVUTE AR B BR - deploy_ngfw_cluster_yaml
» ML E IR REI E AR - deploy ngfw cluster.yaml

{5 AL ISR 7E GCP N E L I4E

A8 SEGIREARAE GCP Hh 338 L9 4

FIAZHl
* ffiH Google Cloud Shell HEAT#E . 8, &0 LAZEAFAT macOS/Linux/Windows T &AL A% H]
Google SDK.

o BUAVHERE A sh ) B Oy, SR EEE O — N B EERR I 7, T
PMiTH REST APL. 5% )i {Cisco Secure Firewall Management Center & FL{EF) .

o EFF ORI S %A cluster_function_infrauyaml H 45 5E 1) S 44 FRUCEC 1) D [ S0 o

FEB1 KR GitHub R BN AR S5
PIR2 AT 1) resourceNamePrefix 240 (1541 ngfwvels) HFIHAR T 1 HT 7 4\ K G 4
infrastructureyaml. cluster_function_infra.yaml 1 deploy_ngfw_cluster.yaml.

M Cisco Secure Firewall A 7.4.1 FFf, ] DIAER A S W DB O0 N B 4EHE . BEE A
S AR B BRAN CCL 2 SERE, il 4E Infrastructureyaml #1 deploy _ngfw_cluster.yaml SCf4F
oK withDiagnostic 45 f: % & 4 False o

Wi, GitHub [ east-west Al north-south SC#E3E HF#(4 —/ deploy_ngfw_cluster.yaml 3. R
i U SR B Y SR o
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp

I N3t % BB Threat Defense Virtual Z8 2 &£ 8
N EIE ST |

$IE3  TH Google Cloud Shell B A, LA AL Google z= BRI EIFA-A4 SCF ftdv_cluster_function.zip.
gsutil mb --pap enforced gs.//resourceNamePrefix-ftdv-cluster-bucket/
i H b 1) resourceNamePrefix 4% 5 #57F cluster_function_infra.yaml 45 5 ) resourceNamePrefix
AR HEILHC .

B S IPSE S e S g RS e M A S B

-
zip -j ftdv_cluster function.zip ./cluster-function/*

LIS AT Google YRAFHRY

gsutil cp ftdv_cluster_function.zip gs://resourceNamePrefix-ftdv-cluster-bucket/
FIR6  AE AR IEAL RO

gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
PR R H IP Mok, AT RL R AR ER:

a) f#i[f] Threat Defense Virtual /% ¥ VPC J& 5) I & & & FL AL,

b) AU VPC &4, LK Google Cloud Ljfig 55 Threat Defense Virtual i B VPC 145,
gcloud compute networ ks vpc-access connector s cr eate vpc-connector-name --region us-centrall
--subnet resourceNamePrefix-ftdv-mgmt-subnet28

L8 WAL AN T Threat Defense Virtual & Z6#E, Jf H. Threat Defense Virtual 75 ZE40 IP Hudik,
WG ERAE cluster_function_infra.yaml H# deployWithExternall P & 4 True .

PR EER IR Bt .

gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml
HIE0 SEER.

DS i o | AN EEECFE (IR

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. M TIR-PUH NS

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml

£ GCP FF iR E &R

LTEEE M, TSR day0 OB, FEEREDN A, RRR T RSN E] AL,
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73 GCP €3 Day0 EC &
$e T LA P I 5 L 0 152 SRR

{£F GCP BY[E EEL & K £ Day0 L &
i) 5 AL BB sh A R S | SRR E .

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //Optional user input from version 7.4.1 - use
to deploy cluster without Diagnostic interface
"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
}
}
fsiat:
{
"AdminPassword": "DeanWlncheS$ter",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input

}

)

AR R BRI B I ECE , R ECE SN ER //mandatory user input .

Wi, 8T ColSubnetRange 45tk , ANAEMF T U HTPEAS IP HUBEAUS WA TP skt . 47 k4N
{58, W2 P4 TR R P KL o BRI AT 16 AT THERE TP dhht. Flighit 7
FEU RIS TP Ml ) — 21

R 4 FFIRFNER IP ik Rp)

CIDR #29A IP HhE L5 IP it
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
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= 6P maE xR ERE Dy BE ]

f£H GCP B9 B EXECE R €3 Day0 BL E

CIDR 244 1Pttt 53R IP it
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253
TS AT LU HI fir & R A A BN ERE 5 | S AP A .

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

DR St il i G B S B 0L A L A L I E B e VST, T R

i B EME R

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",

"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl#link",
"range 10.1.90.2 10.1.90.17",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster",
"local-unit 1",

7 HAY Threat Defense Virtual 232 &£ 2% .
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"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu outside 1400",
"mtu inside 1400"
]
}

\)

AR TR IR SN S, R TR L (R 16D o BOKHIVEE AT RE S g .

FHMEEHT A

PR R, DMEEADERSERE. AT GCP _LIEERE, EAREH] 4 vCPU HLA2EAL. 4 vCPU HL
SRR 4 MR, HAFE 5 MEH . SR MR D IBLE SRR, il c2-standard-8.

T i H] day OBCE (FETTEURE > BIRIA H0h) QU EA S MR SEIRa: AhaE. AEE. 4 BE.
WM B

1% 2 Cisco Secure Firewall Threat Defense Virtual A [ 355 o

HER2 QUESBIAL, ARJA BN B .

FIR3 QI GCP W& T (NERFIANES) RSB s pi4l .

P4 T GCP ML MBI ds, VAR B0 B2 S h A TIs 1RO & . W2 SRV GCP
W28 G BB R AT IZ AT IR DU B, 5 56 T

SRS KB AEINEVE B AL SR RSB B L (P . 2 58 UL,

) s /-0 \H- /= s— /= (] |\ N\

RIFXS GCP M4 & =FHITEITRIRRE
Google Cloud R & HLE 7R GUKT 7Y, AR 2 Ji i A 75 0 I8 S AR i Y
152 [ https://cloud.google.com/load-balancing/docs/health-checks, PAH iy X 2% 471 28 440 i % B 2 By Kk B
R SRJE, e B G U RN L e Vs AT RO A i . A ORI 4 u ], 15210
https://cloud.google.com/load-balancing/docs/health-check-concepts. %2 [ 1j ] 2 il ML o
LT ERCESAS T NAT FUN, DMK IS AT IR GRS 20 5 5 E 10] 267 T 169.254.169.254 ] Google
TGS A5 . WS R E )& T8I NAT.
ST LAV B B T 2 V3T GCP s AT IR GUAS A (1 B 1, IR 264z 11 TG B s ARG . an S
T GCP IZAPIRVBUES A 1 B v AN o] F, DU ] DASE e 7 1 g HA S s b 1 25 el R SE IR B
E/‘J o
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https://cloud.google.com/load-balancing/docs/health-check-concepts
management-center-device-config-76_chapter43.pdf#nameddest=unique_602
management-center-device-config-76_chapter22.pdf#nameddest=unique_603
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1t-Ea NAT L0 R BB &

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ngfwy-cls =

Enter Description

ter by Device Y Fiter Rules

' NAT Rules Before
insice outside. © 6ePHe T 1B-SOUTH L8 Hoalth Chock NaT 8 IL8-S0UTH

U1 gy ELB-NORTH

#<-78 NAT LRI EC &

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ftdv-cluster [ ston Worings | ]

Enter Description
Policy Assignm

Rules

¥ Fiter Rules.

Sources

 NAT Rules Before

o, inside outside © 6oP-H G 1o-Eest By 1BEast Onsfatse
LB Health Check NAT rule

2 X oyn ouside  oursi e © Gep-He By 1L5-West By 1L5-West

Onsifaise
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FALFAR AR 2 R E & TG

route outside 0.0.0.0 0.0.0.0 <Outside Gateway> 1

route inside 35.191.0.0 255.255.0.0 <Inside_ Gateway> 1

route inside 130.211.0.0 255.255.255.252 <Inside Gateway> 1
route inside 209.85.152.0 255.255.255.252 <Inside_ Gateway> 1
route inside 209.85.204.0 255.255.255.252 <Inside_ Gateway> 1

DR BATEROER 1, U AT A P 5SRO e R oK i U, DL T A RO 2

\ = Al : Parlay AY — ‘—‘-
BEEERMBIESIER L (FEERE)
R ThE S T ERE, 154 T AR ERER IR B E R0 o AR A AR, WERES HBhiE
JIE] B,
BB R —F R A ng] SRy, S E0 2 QAN PTG EAh B B

FiaZ |l

o A SERE U S A T RIS AR, A RN AR REAS IR A B L . NS A AN S
HG, i BUPrBi#E show cluster info iy

W EEO, G RE& (Devices) > g & B (Device Management), #RJ5ik+E A0 (Add) > R0
& (Add Device) LAE A HE 1P SRS N2 I B o
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& 15 /g &
Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

a) fE EH FE, BAEHIRICH P ks LA
BRI AT SRR A TC,  (H BA R BGAS I i e 4% LR A SR EEPE RE
WARAE B BCEWIRAE ] T NAT ID, W] e ZMA LT B A7RVEAE R, IS UNAT 3
B

b) fE£ BRBRR FER, ISR RO BRI R OT A AR

BE W s FARANE ] FARAE s e DOEH T2 F i .oc . T LU 5 SE S AR AR A8 B4 1 44 Bk
GE S TINE i
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B semnmagmss Fans

2

h)

B 2#=

1EEME A (Registration Key) 7B, AL BB I BT A [ —vE M 9. v P12
AR .

CRIIE) KE B INEI B % 4B

R IR 18] 45 SRS LAAEVE W I 58 2 e e, BN ks

RGN R TG, WA AR AR NG o SR AR o AR T 2 1 SR
‘ New Policy

Name:

basic

Description:

Select Base Policy:

None
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

TR LLN ] 2B A VR RTIE
WERAEBE 6 2B R P ] 7 NAT D, i ITR R, JFEME— NAT 1D 7 Berhdm AR
NAT ID.,

PRI AR B UL HE DL SRV B A K Bl e A 21 A B PO

BOATFOLT, BT o SR A A e T i & TIPS BU Snort S5 4-F, Bt 2 iFt T
a5 SRS O AR 2 A8 B b A TR o A RAR R I, U SRR SHHE R 3 A B
oty AR HE B .

il Register .

ERLAL S UBDFEME TR, BT B ot RS TRIE N L), WA
ISR o U RS AT A AR W, WE W R AR RSO0 T, AT
HUFTAS INEERFBE 7o

LR AT 8% > EEE N b BITE TS G ER &
[ 16: £ B &8
_ frdeluster (2)

172.16.0.50(Contrel) Snort 3
172.16.0.50

FTDv for Vware

4 172.16.051 Snort 3
172.16.0.51

FTDv for VMware N/A

AT IEAETE N B8 2 s I & b o
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17: %3 2 ik A

ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

B‘\?Z.‘IG.D,S‘I Snort 3
172.16.0.51 C
ERE

FEAERETT AUR IR, GCP & stie 8 B A SL 1P Hhhk El’fﬁ Mo Ui {R Threat Defense Virtual
EREFE L ] 1P HhhkvF 2] Management Center Virtual, #5020 5G7E Threat Defense Virtual ££#
W LA AF IP Hiht. XK 214 GCP 7 A R BUA# F 1] Management Center Virtual J3: /115 55 )
LR TP Huhik gk 4k,

ST LU maly BAR B bR IR £ AR S5 ORISR B TE S DL B b SRR B i M
ISR “ SR AE55 . IR & RN, TS B R AR T, 5 70 UL

Deploy Q ﬁe I+ @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures [ Filter
@ 10.10.1.12 Deployment to device successful. 1m 54s
@ 10.10.1.13 Deployment to device successful. 1m 3s
© TD_Cluster Deployment to device successful. 35s

P2 W AR SRR (0) , BRI E B

RZ B E AT DN T AR, O ANE ] T ERRE R K o lhn,  wr BUE RN iR s 247K,
HH e B AR R 1

PR3 (L IRE > IRFEE > K8 ik L, TLEF B, FRNE. REN BITIOR B

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

e
10.10.1.13 +
General A | System PYe

WS DL SRR s 01
« M (General) > BFR (Name) - il i Al 4R%E (&) SRR 2 FR .

A7 Ry Threat Defense Virtual 208 &£ 2% .
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B sesmnaeess Eans

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster
Transfer s
Packets:
Status:
Control: 10.10.1.13

Cluster Live

fiew
Status: ey

RIGBLE BFR T B

General (2]

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel | m

s EH (General) > BEERHIRTS (View cluster status) - S BF (View) SR I EBERS
(Cluster Status) X} ifHE .
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
Name: @ TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13

Cluster Live
Status:

AT {EERBHRTS (Cluster Status) X HE i o #18 (Reconcile) L HHHE M A .oc. fdnT e
MR ping AR HIRER . W5 S DY AL SRR I EE RS ERAT Ping , 2 78 L.

Cluster Status (]

Overall Status: Cluster has all nodes in sync

Nodes details (1) Refresh Recc Q, Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

© B> WS HERR- T LU BN B A, B VARG CLL. 155 B e db AT s
HEER . 55 78 T,

43t Z A K Threat Defense Virtual BB 532 ||
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BERRMNBEEF L (FHEE)

18: M FEHERR

General s
Name: © clusterVFTD
Transter Packets: Yes
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

 VFATIE - Aiili $REE (&) W BB VR IERAL

FIBA £ RE > REEE > && L, o WA LTI NP e SR R A R E L N E .
o E#M (General) > ZFR (Name) - iliid fili 4R%8 (&) BB IR 2K .

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

WG BLE AR 7B

General Q

Name: f 10.10.1.13

Transfer Packets:
Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -+

o B > EHL-WURAE VAT E T ST B P Hohk, WA R ey A DGR ) bk DA A
BLIP HuhES ) 4 BB iR BIR XK AL ks
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Management
Host:

Status:

BEESREITRRSIZRE

mEEmzrnkzeE

O

10.89.5.20

v

£ 7% (Cluster) W EBHEITIRR M58 8 (Cluster Health Monitor Settings) #7> 4 s R £ ik

TR ke
B 19 BB TR IR E

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

9000 ms

Enabled

None

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !

Data Interface = 5 2

System = = 2
FEEHTITRREREEMYREFHR
FH LA
ki)
PRFFIT ] 0.3 | 45 Fbz [8]; BRI A 3 Fbe 4 THE Y ARGBATIRGL, HET

T B B eI AT o

R AEARREE I RE R LR heartbeat 1 B AR B HAM AT i W 2RA5 RAEDR
FEHIA ARIZACRISR FOR AT RUBATAT heartbeat i1 8L, U S51Y R LA

B2 17 38 [ e (1] AT 300 F1 9000 ZFb 2 0], BRINES 500 =Fb. BB 0] a) 2y
FUBEEZ A0 g R A s oK 1 0 BB Hh I 53 2 iy 28 e R IR (1]
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FE 15t AR

FesEN B2 LB TIR KW W P Bl I e o n S s 38 2 1 1R T A A B s 1
ERF T A R AR, (EAE LAY 55 R — B 1 AT T s
1, 2 MAERE A B RZT A 5 S 2K ] Ja DA BE 55 1 B3 B
YTz 2R A DL RZ T AR B T AR R IEE IR B4 o

45 % IR AR Snort AL O gk R b AT I 4% .

AN R SR Z IR,

BHEHMNIEE

SRR SR AR T T B I i 1) 1 Sh I B

SR AT 1165535 2 0. BRIMERN 1 CRZIRED o WE SR FH AW
WHL

SR [8) ) 1] [ AT 2160 200 BRINE N S 43%h. 2 U IR B NN 2238 2 8] ) 1]
BAFFSEI TR CLLZM Bk BT o

5] b A1k AT 1R300 BRI B EEE T 1 5. SO S8 Ak
PR 100 B R 2 i 1) o

iz SRR B M ) S EE I B .

2RI T 1 F1065535 208 ERNE N 3. BB 2R w8 .

SR 2 T8 PR 1] AT 2 F1 60 Z 18 BRINAEN 5 20k & U IR I N 223 2 T8) 1) 1]
BAFFSEIT TR CLLAM 8ok BT o

B A2k AT 1R 3 2200 BRI R BB Rr SR TR 16 2 fi% o o SR A 3G InARg ik 2
A ) B o 2 )

R4 SR BRI A S B I E . N EE S N RN R
— BN R A

2RI AT 1 F1065535 208 ERNE N 3. BB AR EH I 8.

E=srwa a1 ] AT 2 F1 60 218 BRINAEN 5 20k & U RIS I N 223 2 18] [ 1)
BAFFEET TR (LA 8ok BT o

] &A1k AT 1A 3 2200 BRI B RF S ) 2 5. 5 SO 5 B indf ik 2
AR 0] B R 2 1)

\)

AR RN ARGISATROU &, WAEZA T RGP IROUS &I A TG 17 B A2 BoR

KRNI L = SR o
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meemsrrnkizes [

] DU F AT A o A TE 1D SN0 1D, LA % Snort FESE CHERE . 124 IR A
VLAN 7RO B0 (Fldn, VNI BVD FHAT. BAGE SR b il B s, B
TR R

P EHFRE>REEE.
IR2  EEEMINER L, Sl HEE (9).
PIEI  AUTEEEE (Cluster).
$B4  HERECITIRORMIESRIEE (Cluster Health Monitor Settings) &7, i 4R (£).
HIES S AHEITIRORIEE (Health Check) 1 H25 T RGBT R K
20: 2R FIBITRREE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

AN SEATAT B (s s R Bl 1. R R BRI R sl B R L s
IMBSNIASHNIE L VSS. vPCE VNet) , BENEE R Gzt rIRASR & Tge, A C2E %
PR DR . IR A Sk S SGE i L B S C R BT s, T LUECHT R R geis R
Uik B RN g A 1R 1

PUR6 O EORFF N R AL 1 B)7 S Bk I 1] o

o {R¥ATIE] (Hold Time) - 8B4 s TR) LA 5 P 0T s OBk 253 B 2 1) (R B T Tel B, FAE AT
0.3 )45 Fr; BRINEN 3 Fb.

* $OBA BR8] (I nterface Debounce Time) - K57 S kN 5] B2 24 300 5] 9000 Z=Ab 2 4], BRIA
B4 500 2285 o B/INE AT LUOIIPRAS T MR RS o VTR, A R BT S Bk N TR ALK,
SR LA . FER AR VRS TR, RS ML REA R Dbl Kk
Atha, R SRR IER o 6T NERRCIR A4 O 1E 3 12 AT IRAS ) EtherChannel (41121,
AZHH LT B NS LS F EtherChannel) 175, SE-Kf¥ 5 S BRI 1] v AR 1 SR E1Y B 11
P AN DRy g — NS AE 1Y /RS0 5 i 1) A 170 T 3 S PRASE b s Ay R R A

3£ Z i #Y Threat Defense Virtual 8 E 55 [}
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2:RBEEHEHMANRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

JEB#HED (Cluster Interface). ##E#E 0 (Data Interface) M &%k (System) ¥ & L NE (P b
55 N FEZEEN . NAPTRES A —8E .

o SRR EL (Attempts) - BEE EHT NN ZIRE, T -1 F165535 2 0] O 25 F B N .
&85O (Cluster Interface) BRI A -1 CEFRED o &i¥EHREO (Datalnterface) fll &4t (System)
FTERIAE N 3.

iR Z (B RI[E]BR (Interval Between Attempts) - & S I HHIN N 223 18] R TA] B 4 2 ) 1|) (A
SRR ALY, AT 260 208 . ERINE R 5 208 e 1 A S I N S A (1) g KR I T) PR £
A BRI Z R 14400 2380 (10 KD

B FREE 4L (Interval Variation) - & &5 88 Nl B RFLI (. BT 1 F1 3 Z M pE: 1 Ok
B 5 2 QAT E—IRFFEERTED 803 (3£ T E—IRFREER ) o Bldn, Rk mbE FE

SRR B E A S Bl IR BEE R 2, WIHE S B RITE 1 Ik £ 10 08 2x5) A
HEATEE 2 ISR 76 20 708 (2 x 10) JEHEATEE 3 k2R . &EEF3E DO (Cluster Interface) [ ERIAE
i1, #iEEDO (DataInterface) IR 4 (System) HIERIME N 2.

.

3

$IE8  EiIBIFEEED (Monitored Interfaces) i A 5 M543 0 (Unmonitored | nterfaces) % 1 H (14 1
KHC A2 s 1 ks ny DA b G kB R AR 5% Rz A M35 (Enable Service Application
Monitoring), LAJE FEZEHIX] Snort A L EF2 1 42
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2 EEZEEMED

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

S AR A0RE I B . 0 AU S IR R T ) P A3 ) Bl 10 o 0 s R s, (R
FEHARAT S B A R4 O R U5 Sl 1, 2 ERAE R IR e 1Y )RR 2 K Tl Ja AR
AEEF IR RS B3 IR T2 0 RS DL K1Y RO B E 1Y RO IEAE ISR I B4 . BTG DL R, b
JITAT 4 1 LU Snort FIEEAE Ui ERE 8 IS AT IR UKL 75 o

fas ] REAEAE FAN 2148 D IS AR LR 7
IR R AEATAA S B OB s i s B L e AR Y s mAS L B . BB
IS IR B i VSS vPC BY VNet) , ENARH RGUa T IRSK A Thig, e EAS RN A #2
IR VIS o 2 Fh A0 B o o Jl FLAC B 38 e 2 AP BT 1 A, 8 nT DL 8 FH Rtz Ik
UK A h e A s 2 1

LRI LR (Save).

S0 SEACE TG ES 0 R E T .

m]}*

e

= I

ZRER

SR

2

g

T RERT EUS I R, DA MRS o, BRI REAT 297 SRR B AR S AT R 1 Rl
ANE AL B SR N A ARESIRAS I, T AT B R R O
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\)

AR FEAEHIARREZHT, TR A

S W TEAAH RS, LR E (Devices) > IR ZEIE (Device Management), st B% (), RJ5ik
PEE T 5 58¢ (Disable Node Clustering).

PR 2 HHINEAE T R EAR AR

T UK AR IR % (Devices) > 1% & &8 (Device Management) #1771 BoR (B
([Disabled]).

Y
/I;-'-

R

SRR 3 FOHE R, WS FORIAERE , 5 70 Ut

BEHMAEE

AR MEERE R IER T A 5 (Bl T M BLSRR R 1D, B WERE T s AR, 2T 5)
R LB POIMASERE . MR SR, M2l ET ISR . A7 T AT P IR 5% R AR S PR A B
ZEE, WSREFIMALR . 2 87 Ui,

HIE T EE PG R, %% (Devices) > & & &1 (Device Management), i % (), &
Ji ik P R 5 5% 8f (Enable Node Clustering).

WIE 2 B S AR

HEEHT R

DR SRAEREY ROE PRI, TR SRR A0 B3 5 4 AL 26 Db 2 A Bt BT, B0l 1Y A A B
ety T A A 14 245 T IV R TR AR 0 T

ST EFENN RS > REEE>FEL (O, Ankf ERESELRA RITIT EERE MHRHE.
P®2 SdithiA£ER (Reconcile All).
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& 23: thiA £ &R
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G .0\ Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021
HIRAERCRESH S B, S NEERE, o972 7.

BUHE MRS S EMEIFIEE O
FSFT DU AP s eI IR, WSSO A . ARSI B0 AP0,
T B VA S B

ROETT UM A B ARy HUFE M, AN T TR R Y e BURAZY A S B AE A E O
L HESREER 7, I HEagksbidiie, HRRERO IR . BICEBUHE N
TR AL WUERTCVE PR BE AL 1 05, T RE Ay SR SUGI M (AR BE
HEREHBRIN AT A SR LA SRR (R — 0

T e AR
o SO O RZ AR R 2 H (K T AT A
© N IREEE TR AR
o WSRAETET 6 V0 SIS TC A A NTP N B B rpC BRI R, D AR IR [ A bt B i) 5
o DRFFICE A, DUE AR AR L b i
NAT HI VPN, ACL &5 5lg DA Sz LG B AR FFA R
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R ST M 2 A ) A [ P A PR AL 2 S SN B AR, SRR AR 12 s B AL B s 4R
ERC B ORFF AR, DA RT DURF SRR O — N ARSI o 885 P LUAE M I 306 6 07 1o 28 TR SR, L
BT WY I B I LA SRS, SR R A P A B O B2 v B

FHia Z |l

IR T 2 CLUG AN 1Y AT U5 [ AR

$IE 1 P (Devices) > I8 & B (DeviceManagement), SRR S B (), RIGEFBUEE
it (Unregister).

b7
W3 ] LI R AN R DS I A B R A SR AR B M B ) (AR B SRR
T SR I — MR R I B, ARG T R IR AR AR A

a) ERERANERE A CLL JHE ] configure manager add iy 4 R 55T B B AR o
b) PR E (Devices) > & & E1E (Device Management), SR )5 il KM% & (Add Device).

TR A FEHIN ORI AL S PRBERE R, 26 70 0L

Ry DAAE A ROy TR B A CLL b M AR

« EBHIRTS (Cluster Status) XFiGHE, A& & (Devices) > & & &I (Device Management) > &
% (3) BRI & (Devices) > & & &1 (Device Management) > £ 8% (Cluster) 7 > &M
(General) X 1k > EEB¥ SLBTIKAS (Cluster Live Status) HE4:4TIT
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24: EEERS
Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

P S — MR A B E T FR R gs
EHER DY RTS FE DL RS
* IEFE[RP (In Syne.) - 15 g L) B EEHLO M.

* fFAEIEE I (Pending Registration) - 15 RUE AR FE —B 45, (HMGA 0] B E b0 vl Wi
W AVEM R, AT AR B (Reconcile All) BLEE IR

« B O 25 H (Clustering is disabled) - 17T ) O JEME, (H BRI ARE SISO -
WA TSEON J5 RS AR S, SRR B IR R, Bl T DL IR 15 e

o “UEFEIAEERE..” (Joining cluster...) - 17 SIELENIANUAR LGRS, HMRTERIMAN . #
AT IMANEERE G ) B H 0 M.

FFRANT AL, B LU AEHBE (Summary) ok 2185 (History).
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25 TR HE

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

B 26: T5 = i £1BF

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

< B (3> £ Wi,
£55 (Tasks) TS AEEEATT SEM S T “4EEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETTBEAG AR I L FARRE , SnT LAE BB A 1 R, B0 TP ik 55 g o HeAf (A 2
Ko XEFATAEE M A, AT BN b

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

LEEBNEMN RSB AR, WA show cluster fir4 .

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cpj]

HEERME L, WM show cluster info iy <.
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SRR EE SR I E AR
SRTEITIOR ST g
G SR PRS2 B AR B I & bR . P
(IR B 1 DL 2R PR
AR BII - A IR SRR AR 1

© IR WS R R SE IR SRS BUP D B S A IR DL BB A R (Y
T RD LEBER PR W rPIRASTT LU AR CAB& TR o O
n FEASRER, AT FEPORHARY D BUER O REARES) .

o PG T BB BoRERER M AT RS, WA CPU MR . WA, ENER, it
R 155 i#ﬁiﬁl NAT %4,

A

AR CPU AN AEFR b S s B~ AT snort A TR DU B 1

* AR ER (B CPUAEITIT &L, WAFERITG DL At s AERR) DLy s st 5 I 1] B
WEIEEREG S B

G AT BRI - ALY P b s SRAE Y R K D 28000 A«

o AR KRR AR RUAE A I 1) Y P B AR SR A DL . A
R R oy B A AR, ST DU A B UM B8 o A P KA 52 3 R REA T4 I

o CWRGEHE R M ARRS R R RGOS . 8 AT Ok CPUEHT R . A
HORATCR R R I EERL DL S SRR R NAT H A (Kdabn it . IR LI A
T REN IR I AR YU AT 2257

* BOATERESS TR - Whon SRR 1Y Sl i dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fhn i Al CPUMEII AR . AP R BN . R R IS E R TNAT
et o

* CCL # IR - AT Jr A s S e B s Jodim - B A ARt
o MR HERR AR - PR AL T s HE R S SR e A (SR
o INFTEJSE R - F T BRI 25 Pl a6 b 2 1 s O B T I 1) 6 11
o HE SCPEHITAR - BT RAEREE R TR AN RO FEAR e . B, 9 RS OGE T T 18U
BB bR, ANIEH 1Y R0 A AR
ERKFIEITRR
AU E LI B YE s i A REAT LR o
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ERHS IR DU RS P LA ALY s A RS TR L . ISR A IR DL AR A — R %
TR AR R R LA R A IS AT IR DA 2o
FHIa Z |l

o BRI CE B O I A B A B B AR

S EPFRG 35 > BTRR > M.
A7 P W4 A B M 7 5 A S RIS AR M s B
HW2 ERESIFRT, S RF (2 HMFE (V) LJBETFRTSILE RN & YIR,

T3 EAEFEEMCATRNGHEE, HAEEFATR. BN, BRI S 2 iE LR
TR R A X B A IR BRI PR R o F 5428 T B 4 «

o MEER — S BRI RS AR T SCEE FEAR, AR HT . CPUL IAE. B R4 H
OEEGOHME R DU NAT s B

* I — BRI R AT A

© BATERE - A7k CPU IR . AAFE IR S A b, S b Ak . ISl EHNT NAT #46
R RS HE R

e CCL - HILRESACR AR ES HE B

fnT L i s bR A YA PR ARSI A3 OS2 SCRF AR IR R PR 1 56 35126, 15215 Cisco Secure
Firewall Threat Defense 24T RITFE IR

YR A GETT LA 1A 4B B 0P 6T L SO D LS W 25 N (IR
A TSR o W\ RS e B 7 X (Custom) BURLTE 152 XU IF AL o F1 1.
SR LR AT B S RLHT BB 5 4M a6 b SR

S i W G, (e AR PTE  RE
B PR G T S PR P B . T LA R BRI RG] T AV, 45
RS AEAT. 7t A TSP o 7 A £

SUE O TR AUEAPIRGL MR 75 B 44 B DN BT IS0 S 1 275 10 4010 SEA TR R
.

Fo BT BT R A SEATAOR R | #9106 S TAR S . B 4 11 B T AV PR L
RIS, Al 11 T TFAZATAR LA ) DA

FIRT O THREW RIZIPROIETE S BUAEILT, BRI a S AE 2 T0E SR P i i X L
IBATARGUAPERE o T AR 42 i T AR B 465 -
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T |

o ik — SR R HARTUE AR OB bR, B3 CPUL WAF. 0 ERSHER,
LA B A A P A DA S B R A R

* CPU - CPU M HI &, AR R A B AZ 00X 73 1) CPU A I 0«

o WA - B MR, A RREUEE P TIRT Snort AT .

« B - DR RNC R ELHE .

o HE - EHRGUHMER (BIRRG TSR IR R NAT # it 4

* Snort - 15 Snort HFFEAH R G HE B

* ASP L5 — SR T R 2% 53 i B0 AR DG I G vk 5 R
FAT LA e AR 0 B A AR R TR . A7 2 SRR A FRAR K 58 38413, 129 Cisco Secure
Firewall Threat Defense 217K FRbx o

SIS sl PROUE R S A AR S RETEIEEIER (), Wk AT R4 B AR R
FERANE A R SCHEHITAR -

X ARREE B AR, PSR RER AR AL, SRR IEFEIR bR

RBHIRIR

fﬁ%g%%%ﬁ%%ﬁ%%ﬁ&ﬁ%ﬁm%m%ﬁﬁ%,u&ﬁﬁﬁﬁ\ﬁ%ﬁamﬁiﬁﬁ%

SR

% 6 BT

EHR i AR 5N

CPU ERET LI CPUSRER T M (43l $dfs T | percentage
[ A snort) o

Memory SERET A B PI AAE SR AR (o3 T80 Y | percentage
Fll snort) .

st BRI NI B e E R bytes

CCL i i LRI NFIL ) CCL S THE B . bytes

B G RSB AL B

NAT 4t BRI NAT B4t 4. K

G e RERD (R R S A v A HES

Kt 4K SR R (0 B 43 T K
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Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 3217, ROETTLUEA] L@ M T3 AR T
H.

>N

o WBEHERRSCAE- IR RORBEIMAERAE, RGURE A s AR HE RSO e T LN & >R &
B > LR > B DR BRI N BRSO TS I R R HEBR ST

BRI i B () IFIRR SOUMEHERS , N IR &R LI A S

* CLIfinth- M & > R & B > &8 > B, BTLEE -4H0E X CLL i, #E B
HERRIERF IO #RE . R G A8 N RBFEIT LU R

* show running-config cluster

* show cluster info

show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

show arp

* show intip brief
* show blocks

* show cpu detailed

* show interface ccl_interface

ping ccl_ip size ccl_mtu repeat 2
* show nve
* show route

* show tech-support

LT LA Ay B P B AEAT show fir 4. AOCTRAIME L, IHS W AH CLI it

TEERHIT I 558 L 14T Ping
P BUIAAAT ping RO AL AT S 15 PCASHELLL SRR BB B R FEIE4% . 4 2 A S

B —A T B R R AR R B O BN EH, B dn, SRR BE R MTU WE Al fe s TIEAT el
'] MTU.,
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weatasisss b7 Ping [

HI1 U 8% (Devices) > i@ & &8 (Device Management), AR B ¢) KIFR, KRGk > &£5

SERTIRZS (Cluster Live Status).

27: BT
Cluster Status

Overall Status: = Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

W2 JRIF I —AN R, AR5 Al CCL Ping.

Refresh Q. Enter node name
Unit Name Chassis URL
172.16.0.50 N/A :
172.16.0.51 N/A :

Close
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B e

[&] 28: CCL Ping
Cluster Status @

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l l Reconcile All l Q_ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023

TR 5K MTU GG R 8508 G RN E SR A TR B e b 17 g LAY )80 ping A4

TR &R RE

FiT|- %% threat defense virtual £ 8, iEHAT U N,

TR K HARMAR B AL 2 = WS A7 i -

SIR2 A OB A 1 H FREARA K S SRR 1) 2 LR -
a) A H AR B RRCA K 1 it S BB ) R A o
b) KEH G I REAR B n SIS AR S 1 2

TR 3 K HARMUR AT 0t A% 2] B

SR A LT R RA AT 2 A A

SRS MDA AR, TR T .

PER6 AL S IKTHR MR R

SRR WITIRERES, R 2 B A
THJe . SBIPA1) S A UUID A 224k
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paib 4

o WU L R BRI, S ORAE T T A B FE oA Threat Defense Virtual £
AN B B R AU . BB IR LR A, TERE R AWS Bl G, Al BEiTRA
(Auto scaling group) -> SR ELE (Advanced configurations), 2R 5521 AR BUKE 2RI R 4R
EF R . THRseUn, RS SRECE (Advanced configurations) J I B 4 %85 52 11 32k
o, DA AT IR LA S o
WK AWS  EHE BB N TR TR BAN T RCAS, RG] By R AERE,  PHY mik it
FERRAA GRS ThA . R85, N E B O T3 A TR BB AN P hRUA
o, s al DO E N B AME Y HE A Day 0 it & {37 Threat Defense Virtual S5 Rk

Q% Amazon RETWE (AMI). (EGRE BB AE T IE AMILe 7 REAEHEIN HBL AT T 5 a3
A AN T RRAS o

\

ERS%E
AHR IS ELATAT AR L AE [ B VR0 5 5

B BTN Th REFN SR BF

873 BUP B AE DI REANSZBERESCHs, ARy DU RECUAE T e 132 S04 o AT RETT BEXS ] 1
CUEP VST

TR REFIER BE
LU R INREAE R ISERE I UL T VAR, A & B

)

AR EARETASCEN FlexConfig Thfg (Fll WCCP &) , &SI (ASAH MERAERCE ) -
FlexConfig o VAL E B H 0 GUI WAEAEF 2 ASA Uifit. 152 [FlexConfig M .

* FEYi VPN (SSL VPN #l IPsec VPN)

* DHCP % /i g5 &3 AAREE. S0FF DHCP 4k
 JEFUBEIEHZ 1 (VTIs)

o A

o AR BK R

* B UCAPL/CC X

A3t = th#Y Threat Defense Virtual S8 E 55 [}


https://www.cisco.com/go/asa-config
management-center-device-config-76_chapter81.pdf#nameddest=unique_452

| T

R E R iLThRE

/N4t % B8 Threat Defense Virtual 82 &£ 5 |

LUR DhBE AT FER T i B A 50 RE, BGOSR it

\)

IR

A FH ) RE 1R A0 AN 571 e o R A4 T A o B4 Y e

U SR A AR AE DI RE, T2 SR A vh Dh BE VR AL FE R 0 B AP AR e e, AR PRI R U2
NEETIIRE: WRKAEBENE DL, AR R A& [ Y s

SRR DIRENT 5, WA Y U A Wb, W DT AT AR T T, i 0 2T PR e S
HATIERE .

P

FEAE W R T ALY FlexConfig Dhfig (411 RADIUS £l , 15Z 0 (ASA & EEE
Bl 55 ) o FlexConfig RVFIERCE & H .0 GUI P ANFAEIFZ ASA ThEE. 1152 FlexConfig 7
% o

* DCERPC
* ESMTP
* NetBIOS
* PPTP

* RSH

* SQLNET
+ SUNRPC
* TFTP

* XDMCP

AR e e M

E#| TrustSec FHEEEE

ARG S bl (SGT) 8. ARG, FEHI r0ok SGT M 78 2L 15 A, Zdi 1y i LA
R 22 A S Ms 6t SGT At b DURE ¥ 5

HEERR EERRT

R PR SR A R A B S o AT AT R 8 S AL VT ISRV R (0 v R TR
g, AESERE PG KR PR AT AN S AR R PR AR SRR AR AR AT S I TR A R BE vy
At AR A SRR v A T e AN, ARSI A ERAE T, 2 JEORE BN 18] 1 BB o
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prnmngs

7SI FIERE
LEMST BV R, AN S AR ST (0 B S5 TR DML, FLAAN T s ST ST 1
& 29 3 rEOFER THHSEB

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

w
[=2]
2]
[Te)
[+3]
(4]

Router B

fEEEA, s A SREN 4 RSN AR 3y B, FEAMAMESL /M. ECMP T
TEIX 4 £ 540 2 M AT S35 . A5 T5 05 78 S AN 2l A I, A PR A R 6t 2%
ID.

REAL 0N i 4% 1D OB AR, AERES Y R A R 2% 1D

FTP FnfEEs
© W SR FTP K0 i TR 7 A T itk phy AN R (KD SRR B3 AT DA L P A7 4 25 PR I B
B R IE B A A O OB s WA . (HUZ, SRR NSz il o A 8 OF B8
TR, WA HORRFA TR IR 2 R 2 R N A 2 BT
NAT FR& 8%

X NAT Hig, 1520 LR R,
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BRI IR A i e AR 0 NAT $0 A0 nl Bl Sk BB P AN R Jgui B A,

NI BRI T TP A 1, NAT 23 3 SO b 8otk 0 B A AN G TP ik A/ s g
Fo EE A RA IR NAT By # i g b, il e s sem i k2 A ¥, SEUER
PR EAAAE R R W, FBCY A BN R BT T H I R R, TR NAT By 4 fx
2] e AN S MR A 22 AR SRS A 7 45 R N ot A B e 1 42
WA AR E SR A ] NAT, 3355 18 LA HEN:
o AMEHIACEE ARP - X FANZFE T, D20 Wt it bk AR ACRE ARP W52 . 3X ] LARS 1E 4R
SR LA AT I ASA TRIFXSAER AR . 0 TR 0 LARRE 1P Huhk iy ws ok, B3
1 i 1 2 A B e 2 0 SRR ¥ PBR.

* PAT R VRGP - 152 B i BER LT HEN
o BEENUBORGUE RO FA A GERE, T N TR Rl B, FEREENLROK

FUEBRBIRCE A 1 RS 3 A R, WRAEE 3 N7 mi Bk B BN & S
AT, AT RAAM G 3 AN R, AN AN

 EPAT R AL ORI BRI, 7R 0 AR 264375 BB R D ERAN TSR N
© WRBEATRIIN PAT MUUME S O PAT 150 48 i) 1P HUAESEED 2 S EHERT b AL

IS AT A i ) A A L8470 335 SR (R oA QS R AT 4 i TSR M RE D BE IR AT
B MG E PAT it i, HUR BT ARSI Y R 1) 73 et R AT 0 35 1 (1 A i
A

© FEERRER IR, AREERE SRR R R P BRI & m, Btk

AR R R I B, TR BN R AT B B 37 Bk S i e
WAHSG R T A e e AR, S mT LA ESCBR O/ IR 8T 1 el D 2y e R o

* XFahA PAT fii il NAT bl FC - B & PAT yhi, SERERE P R4 TP Huhik R 43 A v 1 B
PRI OUR, BEANHRERE 512 AN, (E 0 SRR E s D B B, B S . X S
BRI B (3 5100 T, DAY S AT — AN s AN PO R PAT it (1) 454 TP Hh
fko DU, fE—AMERER PAT iHp ol U DT — A TP Mk, B DS RERSFIUN Y PAT
TR AT o S R 26 R0 VG R 1024-65535, BRARSETE PAT M NAT FIN o /e & %306 15
DAL 75 O B )3 1 1-1023.

TEZ AN rh AT H] PAT th - BE7E 22 4 00 rh 4 W) — PAT b, 2200y I v )42 11 3k

PEo DAZULE FT AT MR A R B 1, BRI N A AT e o ASBELE RN iR
HAFHFE RO “ATR” B0, BWRG T REICIHIR A S A i A s AT UL AL
A3 2% MR IUAE FH ME— P PAT Jitb 2 B vl 5210 7 6

AR - SRAEAN SRR PAT 5.
oY € PAT - SEREAN SRR JiE PAT .

PRI RV B B0 A NAT Feffle - 320047 s R B e F S 208019 il i 17 e 7 22
ZNAS NAT FEHIF HAHATER P, kil sk NI Y st . By A it

o M xlate - EFFTA A LI xlate RIS IS T Rk, 25 IS TR) (R AT BE 238 0 2 N R I
o WEZ NI 2 E e TR E GBI E (refent b 0) , ML~ xlate i 1.
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sip ezt [

RPN AS A A S PAT:
* FTP
* RSH
* SQLNET
* TFTP
* XDMCP
. SIP

o WREAT KR NAT BN GEERE—J740) , WIS 34 CLI #1111 asp rule-engine
transactional-commit nat iy 2 i FH & HEASHAL . 0, 5 AT RE TR I AN SERE .

SIP #& M FNEE&F
P AT LAEATAT 5 I (T |, 3L TR A AU TR s
SNMP FR&E 2t

A5 N TR A P A Hb M il 7 S 32 AR TP HulikiE4T SNMP 484, Q1 5 SNMP AR FE 46 ) =42 0F 1P il
D) 22438 258 HA B (R B0 SS0nE, B s AR RS TR I

Zot HEFEERE

« SRR IR R AR E SRS SR . T DU Sl RN RAE RS H
AT B 7 BO AT A R BN R (R ¥4 ID o 0, SRAF v B A 15 s 2 AT IL 52 3201
z@aa U AR H AR E A ENLA AR B D, WUBITA T s AL ) R 48 HAG T B A

BROR A A1 R WA H & lﬂi@ﬂE/JﬁﬂﬂEﬁ%I@ﬁr?@ﬂﬁﬂPT ED’JZMHJ*R@%%M/E%J
B ID, ARG H &N S B Bk B AR

VPN FREEEF
i ) VPN AR IRE: PRI S VPN .

)

AR ERASCRRZEREYI T VPN,

VPN D Be SR RN, BASRER HIARAE (el HIPEZRE . WSRPEHINY m A B b, Py AT
(¥ VPN JERHOCRWTIT, VPN H] R E IR 55 Pk B FHr Pl mla, U diar VPN i
.

T4 ] PBR 8%, ECMP I 580037 32 M4, B ah 25535 3) 2 428 TP Huhk iy JEAC s Hdil-
55 VPN A 56 I 8 S RIE K o 52 561 21 B A 15 o
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