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Node1/Control

@
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10.1.1.1 (main)
10.1.1.2 (local)

Node2
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10.1.1.3 (local)

Node3

inside eth1/2

N
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eth0/0
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B 1. R g RS
Add Cluster Wizard X
o Configuration 2 | Summary
A Create a cluster for supported models. Note: For the Firepe r 4100/9300/AWS/, /GCP, use the Add Device option.

Cluster Name*

‘ cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*

‘node1

VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*

‘ 10.10.1.0 / | 27 (30 addresses) 209.165.200.224 /

Cluster Control Link* VTEP IPv4 Address* Priority*
| GigabitEtherneto/7 209.165.200.22¢ 1

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Add a data node

S2 NPl s B AR (Cluster Name) Il & 4} i iiF £ B % 4R (Cluster Key).
* SEBFAFR (Cluster Name) - 1 %I 38 A7 45 ASCIL 745 Hi

o SER¥E4A (Cluster Key) - 1 3 63 NP4 ASCI F45 i . SEB#24A (Cluster Key) i H T4 1k
s . S A SR R, B RSERSIRAS B R R, e 2 LA S
Kk

I3 NS HEIT S, TN R A
« 55 (Node) - L TFUREAE AT sm s a5 . 24 A Bty TR CEERER, & &1 ek ey
TINBNERE, DRI e 8 A 2 B
iR
m%@&%ﬁz%%mﬁﬂéﬁﬁﬁﬁbgﬁ,%ﬁﬁ@ﬂﬁMﬁEMEMﬁo@mﬁmﬁ@
SEAERE, RV, SRS IR R BT AR,
E2EREEE

r

Configuration Issues

Incompatible Smart License(s) - AnyConnect APEX
configured on node

o

@ node device deployment is pending.

Close
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LRk FIR I, TEINER A SCRF I VPN VFREIE, R AL BE RO E T SO B e

* VXLAN PIZEHRIZFF (VNI) 4% (VXLAN Network Identifier [VNI] Network) - & VNI [ 4¢ 45
IPv4 T W5 IZMEANIFF IPv6. $i75E 24, 25, 26 50 27 1M, TP Huhb¥pl 1 8 /B sh g 4% 1
(RN 5. VNI L8 AEMBE VTEP W48 3847 (10 ke Al m 45 .

o EEBHITHIHERE (Cluster Control Link) - &5 ] T AE BRI BE G 10 HL g 10

 ERIBFE LR (VTEP) M4 (Virtual Tunnel Endpoint [VTEP] Network) - 443142 11 24 45 i
IPv4 - M; IZIMZEA SRR IPv6. VTEP W45 5 VNI W28 AN, el T s S e il i

* VTEP IPv4 Hblit (VTEP IPv4 Address) - It BEK I 30378 VTEP M4 L1EE—A ik,

* LS (Priority) - BB FEHIY RUEBERYILY AUIALE S LESINME D 1 2 100, Hrb 1 4k
E e RIME R AL E R B T A Y 2, T L SR, Y Rl R A g sl 1

=

L4 X THEIEDHS (AR , SHRMEIET 5 (Add adatanode) DL T8 2 5
] DA FH 4 0 e R, DU IR B N G B, B DISZ RIS BT A 10 . A AN
PSR E LT
* T4 (Node) - IEPEER NI B4 o

IR
R 4 s 4Rk B A iR O) BRI D S R, IO i

SEARAES MRRIR L, AR FRIR [P B AR .

* VTEP IPv4 ttstit (VTEP |Pv4 Address) - 17 Bols A1 Z3E 78 VTEP M4 1)~ —ANhbik.
* B (Priority) - BB I RUEBERIILY RUALE S LESIME D 1 2 100, Fr 1 4k
r e .

HIBS s, AEBE (Summary), R AHRTE (Save).
S| SR E SR IR . 51 SR P B S TR IR 1Y VXLAN $:10.
EEA TR R AR 8% (Save) > 18 & 18 (Device Management) T [ JEFFAERE 0] 7 B AL LT 4.

3 EREE

_, frdcluster (2)
Cluster
Base, Threat (2 mare...) Default AC Policy

172.16.0.50(Control). (RS FTDv for VMware 720  Manage

172.16.0.50
Base, Threat (2 more...) Default AC Policy

172.16.0.51 Sr 3
A nort FTDv for Yhware 720 NA

172.16.0.51

T IEAEE Y 2 B m B & b o
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ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

B'I?Z.‘IG.D,E'I Snort 3
172.16.0.51 outec

fEnT LR i @ %N (Notifications) FIFR %S £55 (Tasks) RIAFEHERET AT H0EME I, 5 H
> SRR R W SEEr “AEREAME” (Cluster Registration) f£:55

Deploy Q Ge I+ @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
I
0 running 3 success 0 warnings 0 failures | Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 35s

SIR6 I AR 4838 (2) , MUE BRI WA

K2 e T DAS ] T AN, T ANIE P TR Y s Bilhn, r DU SRR R IR s A4
H R AE AR R D

$IR 7 {F & #%& (Devices) > & & &8 (Device Management) > &£ 8% (Cluster) fiser, A LA BERNE R
(General) FlHAb B
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[ 5 REFIRE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster ~ Device  Routing Interfaces Iniine Sets
General rs License e
Name: fdcluster Base: Yes
Transfer Packets: No Export-Controlled Features: No
Status: Malware: Yes
Contol 172.16.0.50 Threat Yes
Cluster Live Status: View URL Filtering Yes
AnyConnect Apex: N/A
AnyConnect Plus N/A
AnyConnect VPN Only N/A
Security Engine Health
Intrusion Prevention Engine: Snort 3.0
Policy:
Applied Policies g Advanced Settings e
Access Control Policy: Default AC Policy Application Bypass No
Default Prefite :
PN Default P\PJ\ : Bypass Threshold 3000 ms
Object Group Search: Disabled
SsL Policy:
Interface Object Optimization: Disabled
DNS Policy: Defauit DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

FlexConfig Policy:

H 2 E M (General) X b ) LU i s Il
* HM (General) > #FR (Name) - L ity #wiE (&) SRR BoR K.

General

MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status: View

W BLE AR 7B
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General (-]

Name: | ftdcluster |

Transfer Packets: ||

Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —

Cancel Save

« M (General) > BF (View) - i EE (View) B LI T ERIRZS (Cluster Status) FF1HE o

General Fd
Name: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status:

W EEBHIRTS (Cluster Status) X i HEH Al 18 23R (Reconcile Al LA F B M0 F G .
f838 ] LAY A ping AR HIBERS . 18 S AR BE R 3T Ping , 2B 37 L.

Cluster Status

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E
> InSync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021
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B oze:

o B> MEEHERR- o] VRO R s bR H G, BT AAFSERE CLL. 152 A i i
Hex , 2537 .

[ 6: HpEHERR

General ’
Name: O clusteryFTD
Transfer Packets: Yas
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

TR 11 RE > REFEE > WE L, WA FJ5I R R B G R IR G I DL A
B 7% &R E

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster  Device  Routing Interfaces Inine Sets
(218080 v
General /3T System ec Health
Name: 172.16.0.50 Model: Cisco Secure Firewall 3120 Threat Defense Status: Y
Mode: Transparent Serial. FJZ2512139M Policy: Initial_Health_Policy 2021-10-30 01:21:29
Compliance Mode: None Time: 2021-12-22 19:39:13 Excluded: None
TLS Crypto Acceleration: Enabled Time Zone: UTC (UTC+0:00)
Version 710
Device Configuration: impor Export | ((Download Time Zone setting for Time based Rules: UTC (UTC+0:00)
Inventory: View
Management s Inventory Details c
Host: 172.16.0.50 CPU Type: GPU Ryzen Zen 2 2800 MHz
Status: CPU Cores: 1CPU (32 cores)
Memary: 34335 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: NA
Chassis Module Number: NA
Chassis Module Serial Number: N/A

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

* HM (General) > #FR (Name) - 1L fiili #w3E (&) SRR O WoR A K

General @T

Name: 10.89.5.21

Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone

TLS Crypto Acceleration: Enabled

. FA%H = & Threat Defense Virtual B 2%
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RIFBE BIR T B
General (2]

Name: | 10.10.1.13
Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« &2 (Management) > EH] (Host)- W1 K 7E & B & B 00 T4 BE TP bk, WA Z0AE 48 Bl
HRVCHRCHT I HuhE DA EE TP Mk vs ) 2% R % . et FE R, 4niH &8 (Management)
XAk R E M, (Host) Hudik, 4R 5 #0580 % .

Management @:ﬁ?

Host: 10.89.5.20

Status: v

SR WA A A PR USRS 5 0 R SR8 AR o, W EHT R sh BT L RET 5, DU R T A i e
BT T AR R . 152 ) 5% ) 8l B8 3 3l 4o
VI SN R I b UG EYY SUB S 2N
T AR T B M v L TR B L R, DRI R R T e 0 5 L B8 2 Al 5 3 /N TR e 0 DA S B
FER BT (100 F75) A VXLAN JF4Y (54 795 o GUEEEERER, MTU S#BE A b i m s 52
I MTU (BRIAH 1654) 155 154 AN Qi S e K38 s 4 1 MTU, 1 45 06 [R] I 38 R A 4 i ik
B MTU. 4, BT KMTU K 9198 71, Bt s @R 0 MTU /] LU 9044, &R
BEER AT DL R 9198, 15 S ML E MTU.
R
T AT % 4 B B B R B B I A B WL B o IE A (D 1 MTU; B0, @SRRI .

#1745 = v Threat Defense Virtual 95 Bf .


management-center-device-config-76_chapter1.pdf#nameddest=unique_48
management-center-device-config-76_chapter16.pdf#nameddest=unique_500

F4% Z & Threat Defense Virtual B1£25 |

B =s:0
BCE1EO
AT S S AR A ST 3 . B R IR I L, RN EM P
HudE I ZRI [ U IP Mkl SRR AR IP HhE R B e HhE,  BAZ 8 T T s T
FITAT B B VA 2 S BT 2 11
\}
AR AR RO,
puK

P R R > FHREIE > bbbt kAN IPv4 F/EL IPve Huhilbith . 1752 bl
/A HER PR ECEA R bk . RRLIP MREASE T i, (RS TR M. ik
SR I B A A B IR D) A H b
T2 EFIRE > REEE, K5 AHERSUN &g () .
H|3 AUHED (Interfaces), 2R sil— MR 10 HiE (2).
FIB A4 1F IPva L, BN P bk FUERD . Ib 1P bk AR RE 0 [ s ik, SRR T2 i i I 4%
$IE5 M IPv4 skt (IPv4 Address Pool) T4y 818, SRl gt (i bk it .
iR
WERZLFE MAC Ml Fegs bz 1, W7 ZAEH] FlexConfig >kl —> mac-address pool .

IR 6 {F IPv6> EZK (Basic) 11, M IPv6 Hititit (IPv6 AddressPool) Rzt , EF4 6] (bt i .
PR T IR T AR E A O E
PR 8 miiRTF (Save).

UBIF, AT LAE R ERE > ERE R SR B BT A L e A . (BRSO S, A AR

AL ERBFEITRARIZRE

£ 5% (Cluster) WA ERHEITIRR MZ1& E (Cluster Health Monitor Settings) #7043 s R ATk
22

H/Ghvo
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9: RRHEITINR IR E

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

FLEREBTRRERRER S RIETFR

FE 15 AR

Fa2l:)

SR I i) 0.3 F 45 Fb2la); BRMEN 3 F. I THIE T SAGEBIIRGL, LR
JUSAE AR I BE M oK heartbeat 1 VA& 36 B AR YT 550 T SRS s 4E 1
FRIA P AR R0k B ST S AT A heartbeat Y98, X455 5 0L
TEMa N BTG A

$2 7 3B [ e ] AT 300 F1 9000 b2 i), ERINME A 500 ZFb, £ F5 B A1 [R) 2
RO A0 e A e oK 1 a5 NS T I 5 2 iy 28 e B 1) o

FMEN B2 LB ATIR SR LW Wa P B Bk e o n SR s 38 2 1 1R A ) Bt 1
FERF T A bR AR, (AR LAY 5 R IR 1 AT T s i
1, s MAERE A B RZY e 1 S 2K ) Ja AR BE 55 1 DR R
PR LR DL R AZY R R 58 70 A8 2 IEAE N AR BRI 4 o

J 45 v H SRR TR Snort AL O gk R b AT I 4% .

AN W P i SR Z W,

BIIEHFMNEE

R S TR AR T B I B ) 1 S BT IN B

2RI AT 1165535 2 0. BRIMEA 1 CRZIRED o WE SR FH AW
WHL
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FH

1t AR

SR 1] £ 5] e

T 28160 Z [ BRIME N 5 738 5 SCPIRE BT I 2l 18] i [A]
BT CRAZM o B o

] A2 1k S VA3 20 BRIMEDA RN HFSE TR 1 A5 . S SO AT HEINRER 22
WA AN B 45 B2 1)

Koz 1 SR BRI ) B S ERT I B

TR AT 1 H165535 2 1i). BRAAE N 3o BB IR HH A FREL

2432 G P

ST 28160 Z M. BRIME N 5 738 5 SCPIRE BT I 2 18] i [A]
R FF LTI CRAZM N B o

o ST LRI 20, B FIRGERSEII 2 5. 5 SR A AR
WA TIBE R .

% SR N ERHER I E TR A SR A R f
—HRIRA .

FARKEL T 1 HN65535 Zfi)o BRIME N 3. BB ZHAEHIMAKIKEL

23R 2 [ M

T2 H160 Z M8 BRIME N 5 738 5 SCPIRE BT I 2 18] i TA]
R FF LTI CRAZM N B o

e

N

&

1A 3 2] BRIMEDA RN R HRF SN RN 2 4. SO AT H
BRI AL B 5 B2 1)

il
NE

IS

N

AR ORI RGISATROU A, WAEZA T RGP IRGUR B I ANTE T 0 7 Bl A 2 BoR

T UM 7 B MOX S B

TS AT LR AT AT S 8 TE 1D SN BE10 1D, BAK Snort FIREEE CiHERE . 181 RO IRAEATE
VLAN 7 SURUIE O (i, VNIEEBVD AT AR SR H Bk i & I EnRE

AR RIS .

TSIl B RE > BRI,

B2 EEBUIERNL, S 4REE (9).

S84 (FERSEITIRRMIEERIRE (Cluster Health Monitor Settings) #7, siili 448 ().
$IES il ATHEITIRIRMRE (Health Check) HyHZEH] RGEE TR LK 25

1
[24
1k
[24
$IEI AR (Cluster).
1k
v
1
[24
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10: ZRARFEITIRRANE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m
é%%ki&ﬁ%&ﬁ(%@%Mi%ﬁﬁﬁ&D J FH B AR Y A i@ﬁﬂimﬁu [EIRERA
IS AS WL R VSS. vPC BE VNet) B AGIATIRASK BT RE, EESRN 22 #

D%%D%%o%%%%WE&%&HM%E&EH/ﬁ%ﬁnﬁF T LR R RS2 ATk
DUk A TR g A R 1

PER6 O E ORFFIN AL 1117 S Bk I 1] o

o {R#FETE] (Hold Time) - 15 & LR Fr e 8] DUA 32 5 T A O BIRIR 270 B 2 TRl (R i el 1) b, JLAE AT
0.3 245 Fp; BRIMERN 3 Fb.

* $ZEOBF R BEATE (Interface Debounce Time) - K45 e ki 1] 52 & 4 300 £ 9000 ZZEFb-2 7], ERIA
B0 500 28D o 5/ IN AR T DADRARAS U4 11 At R T o Ty s, A SR TR 7 S BBk e ) A
SRR ILE . TERAERE TR TR, WSS e M2, R A RO bR id K
A, IR RONEERE IR . 0T AR e 4 1E I8 AT IRAS ) EtherChannel (451171,
MBI kAT #e ML i3 ] EtherChannel) 115, S A S Bkt 8] o] AR 1R AR B A 110
P XA R Ay S — AN B R P 7 40 S 1 IS G0 3 S B8 5o A Bt R s

PR BE XAEEITIROUS B R AR 5 ) B S EBT I AR
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MEEAHNEHFMARE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

WEEEHED (Cluster Interface). #(#E1EO (Data Interface) FIZR % (System) B & LA F{E (P 0 e
s NHFESER . NAREA—EE) .

o SRR EL (Attempts) - BEE BRI ZIREL AT -1 F165535 2 0] O 25 AL BT N
&850 (Cluster Interface) BRI A -1 CEFRED o &i¥EHREO (Datalnterface) fll &4t (System)
IERIAME N 3.

2R Z B BY 18] BB (Interval Between Attempts) - 52 S ICEHT NN 238 2 18] 1 1) B R 2 i 1E) (A
IR RAL) , AT 260 208 . ERINE R 5 208 e 1 A SR E B I N SR (1) g KR B 1) PR 261
A ERKM IR 14400 2340 (10 K)

BB EE 4L (Interval Variation) - 5 S A5G IR BRFRFLEIS (). B AT 1M 3 ZiffE: 1 Ck
WO 5 2 QT E—UEFEEED 83 35T LIRS ke Ry

LRI IRIBEE A 5 408, IR AR BCE ) 2, WFE 5 23 1a BEAT SR 1 2iA: 7E 10 208h 2x 5) Ja
HEAT 35 2 AR 76 20 2081 (2 x 10) JEAT 3 3 T2k, SEB#ED (Cluster Interface) B IAE
b1, #IEIEDO (Data Interface) fl &% (System) [HIERINE R 2.

3

$E8 WL AFIEEEDO (Monitored I nterfaces) sl A~ 5 4231 0 (Unmonitored I nterfaces) & 1 142 1
KM E 2 i 1o fadmT LU T B0 v 3 A BR 55 Bz A BS4E (Enable Service Application
Monitoring), L a2 %) Snort AL CLBERE I
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TIR9

LIE10

T

paras

EHEEHT A

12: BLE % MR RY O

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

S AR A0RE I B . 0 AU S IR R T ) P A3 ) Bl 10 o 0 s R s, (R
FEHAAY i B Al 2R O A S 1, e AR IR IZ 1 Rl 1 REZ I ) Ja AR
AEEF IR RS B3 IR T2 0 RS DL K1Y RO B E 1Y RO IEAE ISR I B4 . BTG DL R, b
JITAT 4 1 LU Snort FIEEAE Ui ERE 8 IS AT IR UKL 75 o

T REARAE A BRI D s PR DU A

A R AEATAT O LS s Bt e 10 . HT AR TS A sss el B 0L A
INAENAZHALIE K VSS vPC B VNet) , BENEEHI R GRS A DI RE, 6 EAEAIN ST

R U . S e PR PS8 2 L BT A 15 200 6 BLHT P R 7R
PR P RE AT L OB 1

M R7F (Save).
TENCE G ES 0 B E .

-

WINFTRY R T R

BT LA — A B AN BT IR AN 2 BT (SR
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B ansrmssss

1 PR % (Devices) > R & &I (DeviceManagement), SR B (), RGEHERmMIS A (Add

Nodes).

ik e =N

& 13:35%

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

— e
TRE

M.

RYk

PR[5S (Manage Cluster Wizard).

F$IE2 N5 (Node) Pk #8475, ARG AR PR 7 Z R 4L 1P HuhbE Rl s 22

& 14 ERERHES

Manage Cluster Wizard

o Configuration 2

Summary
Cluster Name*

cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*
nodel v
VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
10.10.1.0 / v 209.165.200.224 /27 (30 addresses) v
Cluster Control Link* VTEP IPv4 Address* Priority*
GigabitEthernet0/7 v 209.165.200.225
Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Node* VTEP IPv4 Address* Priority*
Type device name 209.165.200.226 Remove

2

Add a data node

T3 BRI AL 1 AR INEE T = (Add adatanode).
HIB4 LhgE. AEHE (Summary), AR5 AR (Save)

T EAE Y 2 o B &R o
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& 15: 5 = E A

ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50

B‘\?Z'I 6.0.51 Snort 3
172.16.0.51

T L sty @A (Notifications) BIFRIFIEFE 1E55 (Tasks) KM ARAE T S KEMHE DL

Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures Filter
Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s
[ ——

AT =
P BUNERER T, AESEA I B IR, e T
MO TS PR L

$IE 1 P (Devices) > 18 & B2 (DeviceManagement), S EWEPWIH A0 L (@), ASkHEH
W75 25 (Break Node).

16: HH T =

Disable Node Clustering
Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

Tl DA FIE R e H rh A5 & (Break Nodes) MAERER) “ T 7 (More) SR Il — AN B2 A5

TR 2 REPOREHINPE i E (Yes).

FA% = & Threat Defense Virtual B9 5E 8%
I
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[ 17: T IA TP R

Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

MNo Yes

[ F|

fEmr L 5@ A (Notifications) EIAR L FAESS (Tasks) Sk MR HETT s o

T ER T
T DL SRR 2 AL BN B, PS5 20 (R A A R, T
PO L

SRR ORI SR SR A B O TR B Y RORAE B SRR S, 56 28 UL,

$18 2 PR E (Devices) > IR & ETE (DeviceManagement), SR B (), RIGkFh IR (Break
Cluster).

18: it S B

s

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
[Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

T3 RGESPORBWITERE: S E (Yes).

. #1745 =t Threat Defense Virtual B9 & B
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& 19: # il P

Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

fas ] LU I 55 17 i@ %A (Notifications) Bbr 3T k3% £55 (Tasks) MG mErb .

ROTRERT S A, DRI 0, SR I REAT 47 SERE R B AR NS AT AT A 9 ni A 2
INAE B B AR T AN RS SR, P B LR A

r‘-_dli
i

HIE W TEAH RS, IR E (Devices) > & EIE (Device Management), fiili B% (), RJ5ik
PEE T 5 55 8% (Disable Node Clustering).

20: &R

.
:
Disable Node Clustering
Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

URAEA T R AR, WL rp AN RO O BRI e TR, SRR IIREIN S
D SR g ) B S A R, TR OB W T, TR A BT B R R BT S R W RAE
TR RO SR AR P O ME— 0 R, B IRAE Y L B AR SR

TR 2 WA BT i B AR

T UK AR IR & (Devices) > 1% & &8 (Device Management) #1277 4Rk 551 Bor (B2
([Disabled]).

¥
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B =snos

SRR 3 FOFA R, WS FHIAERE 5 26 UL,

EFMANEE

WERNERE IR T2 (et ML i8R 1D, s R T3 AR, 20 T30
R ILECH ISR . T OR RS ok, PR lEDRIANERTE o A7 90T AT rh I A s A Ji AT 5

R, HSHEFIMALRE , 545 10,

HIE N TEEFEOENRA, LB %& (Devices) > & & &1 (Device Management), fAili L (), &
J k¥ B 5 s 8£8% (Enable Node Clustering).
W2 A B T AR

B RS HI T

AR B AL R A B AR, SR RIB AP A S ER A AR .
SRR E BRSO I R AT, ST R IR TR, MR IIRE S, WAL
AR b 5 VR it 5 S W4T o DU P AT R IR T T 5 i b 2B T (42 1 s By

R

LR R, EPATEL R AR

1 ERR RS 8% > REEE > BE O >ERIRRE, 1177 SBHRE HHIHE.

R

Nil
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21: RS
Cluster Status

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2)

Refresh Q. Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

SR 2 T BRI AR, HIEE BS () > BReERhE.
PRI RGO PR EHIA A S P IZEIEHE, AR5 s BAE.

BRI E

TEAT UG AR ARG B SR T SO Y S SR K VTEP TP Mk 2 SMRARf[{E,  MISRHER 4
P A EA . ERALMN N, R ERIR R W, RO R Y S AL SE Y VTEP
IP ik, JULHAT 52 5 00 (179 2 v W F OB A i 2 EE R

HPE & (Devices) > & & (DeviceManagement), AR B (), RS EH4ER B (Edit
Configuration).
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R
H

[ 22: 4w B &

E
Add Nodes
Break Nodes

uster Live Status

Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

RN W EIBEREE S (Manage Cluster Wizard).

TH2 WHERNIE.
B 23 EIRERES

Manage Cluster Wizard
o Configuration 2 | Summary

maintenance window.

4 Editing the cluster bootstrap configuration results in disabling clustering temporarily. This operation may result in traffic disruption, and you should perform bootstrap changes during the

Cluster Name*

ftd_cluster

Cluster Key

Cluster-level changes

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*

172.16.0.51 ~ [ 1010.100 | 1|24 (254 addresses) - |

Cluster Control Link*

I0E |

Ethernet1/7 | 10.10.102

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Node* Cluster Control Link IPv4 Address*

Node-level changes

172.16.0.50 v 110.10.10.1

S| L. AERHE (Summary), A5 AR (Save)

HEERT A

D SRR RO MR IGE, Ul Re SR A A8 B3 55 470 AL A5 U 2 A B L B0, B 1Y A B B R

ety P A7 A P4 248 T s U R IR D0 T

. FA%H = & Threat Defense Virtual B 2%
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mugnts |

S EPIERN R > REEE > EE (), RSIEE ERTRPRES KA SRR HHEHE.
[ 24: LB RBHRTS

E
Add Nodes
Break Nodes
Edit Configuration
Break Cluster
Revert Upgrade
Delete
Health Monitor

Troubleshoot Files

P®2 SlithiA£ER (Reconcile All).
B 25 thig £ &

Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ S | Q, Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E
> In Sync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021
B IRERCREH S B, S SR, o531 7.

FA% = Threat Defense Virtual B9 & 2% .
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B o e spmsssrEmanen gL

MiER CESH) SRFET R EMBIFHER EE RO

T DU B Bt IO R A, AT AR DR R AL . W RO R I 2087 1) 7 B AP,
AT fe i SO T MHZ SRR -

RO TT LI A5 By BOHEM Y A A R TR TR Y Rl BRI RIS B AE B L
L (HETREERN 80, I HERdkELifiieE, HRREMOV IR R BICRPUHE N
TR AL WUERTCVE PR B L R0 05, T RE A SR SUBGI A (H AR R BE
EERARREIN AT B AR D SR 2

RIERER)I R
o S UIT A O RZ AR IR (K BT A A
* NIREETR TUIMIERAEHE
o U SRARREMT G TCE HEHINC N S NTP A B e BRSO ), DDA B 3R [ A o 1) 5 2L
o DRAFHCEAA, DUMESEREARSL ab B 5
NAT M1 VPN, ACL 45 5 DAL A% FUCE AR FF AR
K ST O T AR 5] AN [ IR 85 B b0 25 PO B B, DRI AR R A% mU A R s 4R
FERC B ORFFAAZ, DR rT DU SRR A — NS I e 485 P DAAE T I 38 6 U7 1) 28 TR SR, (Ll
RAETE Y 5 FHT N ] A S, R 7 T AL BRI 2 2 T
FIaZ |l
PR FE 52 LI — A5 A s i SRR

PG & (Devices) > I8 & &1 (Device Management), i AEREEL T i B (), RS EBBUEE
it (Unregister).

. #A%5 =t Threat Defense Virtual 895 B



| %% Z & Threat Defense Virtual &£ 2
sz [

26: BUH MR RF ST

2 8

Unregister QED
Cluster Live Status
Add Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

BB 2 RESTOREIUEE MR s SE 2 (Yes),
PR3 T LI I b AN AN I A A R R R I B ) (BRI B L SRR
a) JERR|ANERET M CLI, JEE ] configure manager add A R5IH & L. iES W 4
CLI FH & Byg b Bl AR B4 1
b) PR E (Devices) > & & E1E (Device Management), 2R riili k0% % (Add Device).

R IR — AN R )R I B, AR5 (] AL LA R A

P4 EHEHR ORI S, SRR ERET A, 5 28 1L

T LAAE B L AT B A CLL A

« £BUIRTS (Cluster Status) XTifHE, A& & (Devices) > i & EIE (Device Management) > B
% (5) KIFFEL i & (Devices) > & & &1 (Device Management) > £8% (Cluster) 7 > &
(General) X1k > EEBFSERTIRES (Cluster Live Status) 5441 71 -

#1745 = v Threat Defense Virtual 95 Bf
I
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| S

27: £
Cluster Status

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh
Status Device Name Unit Name

> In Sync. 172.16.0.50 Control 172.16.0.50

> In Sync. 172.16.0.51 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021
P A MR IR A A B 7R s .

EHER DY RTS FE DL RS
* IEFE[RIP (In Syne.) - 15 fi L) B EEHLO M.

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

* FRACEEVEM (Pending Registration) - 15 s SR HE I —05, (H AR ) EFEH0 M. Wil

S O, WAy SRR S (Reconcile Al PLEE R M

« B O 25 H (Clustering is disabled) - 17 AT ) A EE L0 JEME, (H BRI ARE SISO -
WIS J5 RS AR S, SRR B IR REAAL, Bl 1T DL IR 15 e

o “UEFEIAEERE..” (Joining cluster...) - 17 MIELENIANUAR LGERE, HMRTEMRIMAN . #

FAGLEIMAEERE A ) A B AO JET

FFRANT A, B LU AEHBE (Summary) Sk 2185 (History).
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28 TRAE

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

B 29: T Ei1ex

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

« B (3> £ Wi,
£55 (Tasks) TS AEEEATT SN T “4EEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETT L5 AR I SRR, SmT LAE BB A R 19 00, B0 TP ik 55 g s HeAf (R
Ko XEFATAEE M L AT BN b

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

TEEBNEMN RSB AR, WA show cluster fir4 .

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cpj}]

LEAERME L, WM show cluster info iy

FA% = Threat Defense Virtual B9 & 2% .
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| e T

SR BTN iR 2R H iR

SRE TR EIZER
B R AP RO, A B 2 IR A SR PR R SR AR R A A R AR . SRS
AP IR DL 7 & T AR A AR AL
© USRI - B REBHRI . SRS AR R 15 S

© IR IT WS R A SEINPARES  FAASBUP DT B S A IR DL BB A SR (Y
T RD LEBER PR W RIS LU O CAB& BTN o O
o FEASRER, AT B PORHARY D 8RR CYREARES) .

o PG TG BB BoRERER M AT RS, WS CPU MR . WA . By NER, it
HRL 155 i#ﬁiﬁl NAT %4,

A

AR CPU AN AFFR b S s B~ AT snort A IR DU FK B 1

* AR (B CPUAEIITS &L WAFERITG DL At s AERR) DLy s s di 5 I 1) B
WEIEEREGHE B

G AT BRI - ALY AP b s SRAE Y R R D 28000 A«

o AR KPR R AR AR N I 1)V Y P B AR R A DL . R
R R oy B A AR, ST DU A PO B8 o A P KA 52 3 REA T I .

o CWRGHE R M ARR R R RGOS . 8 AT Ok CPUE TR . A
HORATCR R R I EERL DL S SRR R NAT H i (Kdabn it . IR LI A
T RENE IR I AR YU T 2257

* BROATERESS TR - Whon SRR Y Sl T dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fahn i Al CPUMEII AR . AP BN . R R TS BE R NAT
et o

* CCL # IR - AT 7 A s S e B e Jcdim - B A ARt
o MR HERR AR - PR AL T s HE R U e A SR
o INFTEJSE R - F T BRI 25 Pl a6 e 2 1 s O B T I 1) 6 10
o HE PEHITAR - BT RAEREE R PR AN RO EAR el . E, 9 R REOGE T T8l
BB bR, ANIEH T4 R0 A AR
ERKFIEITRR
AU E LI B YE s A i A REAT LR o
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ERHS IR DU RS P AR e A RS TR L o LSRR AT IR DL AR A — RS %
TR AR P B AR A IS AT IR DA 2o
FHIa Z |l

* BRI CE B L I A B AN B B R

S EFRG 35 > BTRR > M.
A7 P W4 A B 7 5 A S RAE AR M s B
HW2 ERESIFRT, S REF (2 HMFE (V) LJETFRTSILE RN & YIR,

T3 EAEEMCATRNGHEE, HAEEFATR. BN, R IRESE S E R
TR R A X BB A IR LA PR R o F b8 T B 4 «

o WEER — S BRI SRR P O R AR, AR HT . CPUL IAE. R4 H
OEEGOHME R DU NAT s B

* ST — BT R R AT A

© BATERE - 77k CPU IR AAHEIIAR S A b, S b Ak i ISl HONT NAT #4i
R RS HE B

* CCL - I PRASFNRIE G vHE K.

fnT L i s PR A YA PR ARSI A3 B2 SCRF AR EFR bR 1 58 35126, 15215 Cisco Secure
Firewall Threat Defense 24T R ITFE IR

IR 4 AT LLAT EA R A I I )Y o 85T DA S TR Y8 PR DL R AR T — /N (BRI
BT AR I R R R . AR fu a3 ik B ZE X (Custom) LIRCE [ 5E SOTUAA S A H
s RBEET AR AR B SIRUET BB 5 73 Bl o< i B ST

PIRE niali “HE” KR, Foa S A L ARG P i ) R i S

P8 PR B 72 P A6 I ) Y T PAY ) 8 B o 3 PR RN IR B T AR RN G5 ORI T 0 T 22N E3E, KE
BIRZAIBAT . midi R TUR I EIFR ] 25 2 A5 R .

FIR6 O THFE T RS AIROUIR TR ) AR B A4 PR O AR 018 T8 1 2 000 S v B 5 9 1 B A TR
] .

B ARTREF B AL BATIRORE R v &G 5 S TR DU B 3 HH 2 1 sl TS AT IR OUE )
(IR 2o ey 3 T AT T TP A AR AR A Z 0 PEA LI o

FIRT O THREW RIS PROETE S BOAEILT, BRI a S AE 2 T0E SR P i i X L
IBATARGUANPERE o T AR 47 ) T AR B 465 -
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o Wik — SR R IHARTUE AR OB bR, B3 CPUL WAF. 0 ERGHE R,
AR B A A P A DA S B R A R

* CPU - CPU A&, QRGBSR YIAZ ORI 1 CPU fi HIB .
o WAE - B WAAE R, R E0E P i A Snort Py A74E K .

o B - RSN R

FEH1E S

o B - EESOME R (BIIRS S WEAER. WAERSE) A NAT 544
* Snort - 15 Snort FEFEAH RIS 1115 B .
* ASP L3¢ — 5 RIS LR 25 3 (M s AL AR S IR e -5 2

AT LU ek o b 25 0 VA5 AP R AR R AR » A7 D82 SCRF IR A FR PRI 5C #4315 S 7 Cisco Secure
Firewall Threat Defense iaf T IRILTEFE

P8 sl PROUE R S A AR S RETEIEHIER (), W AT R4 B AR R

FERANE A R SCHEHITAR -

X FARRE B AR, PSRRI AR AL, SRR IEFER bR

SREHEIR

fﬁ%g%%%ﬁ%%ﬁ%%ﬁ&ﬁ%ﬁm%m%ﬁﬁ%,u&ﬁﬁﬁﬁ\ﬁ%ﬁamﬁiﬁﬁ%

SR

% 2 BT

EHR i AR 5N

CPU SERET LI CPUSRER T M (43X $dfs T | percentage
[ A snort) o

Memory SERET A RIS A AE SR AR (o3 - T-80d0 P | percentage
Fll snort) .

st BRI NI B e E bytes

CCL i i R NFIL ) CCL S THE B . bytes

B G RSB AL B

NAT 4t BRI NAT B4t 55 K

G SR RERD (R R A A T A HES

Kt 4K HERE R (R 43 T K
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Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 21T, ROETTEUEA] L@ M T3 AR T
H.

>N

o WBEHERR SO E- IR RORBEMMAERAE, RGURKE A8 AR BaHE RSO e T BLN IR & >R &
B > LR > B DR BRI N BRSO TS I AR R HE R ST

BRI i B () IR H SOUMEHER , N IR & IR LI A O

* CLIfinth- M & > R & EE > &8 > B, BTLUEE -4H0E X CLL i, B
HERREERF IO #RE . R G A8 N RBHEIT LU R

* show running-config cluster

* show cluster info

show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

show arp

* show int ip brief
* show blocks

* show cpu detailed

* show interface ccl_interface

ping ccl_ip size ccl_mtu repeat 2
* show nve
* show route

* show tech-support

LT LA Ay B P B AEAT show fir % AOCTRAIfE L, IS AH CLI it

TEERHIT I 558 L 14T Ping
P BUIAAT ping RO AL AT S 15 MASHE LSRR BB B R FEIE4% . W 20 A S

B —A 3= B R R A R B B O BN E A, 0 dn, SRR R BE R MTU W& Al fe s TIEAT el
'] MTU.,
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HI1 % 8% (Devices) > i@ & &8 (Device Management), AR B ¢) KIFR, RGk#: > &£8
SERHIRZS (Cluster Live Status).

30: ELEHIRTS

Cluster Status (7]

Overall Status: = Cluster has all nodes in sync

Nodes details (2) Refresh Q. Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

W2 JRIF I —AN R, AR5 Al CCL Ping.
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gnsxz |
[& 31: CCL Ping
Cluster Status (7]
Overall Status: @ Clustering is disabled for 1 node(s)
Nodes details (3) I Refresh l l Reconcile All l Q_ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023

TR 5K MTU DG G R 8508 G RN E SR AR TR B e 17 g LAY )80 ping A4

SHS%
A AT YA AL P .
BB S TH RE O EE B

P73 BB 18 D REANSZ BEMESCHE, IRATHR O DU REDUAE T I e L3230 o LA RE T BEXS ] 1
fEFHRLE T

AR RERI R BE
LU R IHREAE R IS RE IR OL T VAT, Ky & S Medtid.

\)

R AR SRR SRR FlexConfig DIl (Hl WCCP &1l , S5 (ASAT MURIERCE G/ -
FlexConfig AVFREACE 3.0 GUL HATAERIVFE ASA Tifig. 152 [ FlexConfig 5 .

« LA VPN (SSL VPN F IPsec VPN)
* DHCP & /it RSS2 MCHE . S 4F DHCP 4%,
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| T

* JEFUBETEHZ 1 (VTIs)
« mn HH
o SRS R B

o PR UCAPL/CC Bit
* DHCP & i~ AR 23 FCEE . SZ%F DHCP H 4%,
EBEP{LIhgE
PLUR DhRE R AT AR i bA 325300, BTV Ry e

)

AR AR D RE VR IS A SRR TR B e e BRI

WISRAE T PRI DO RE, WS S0 R AR T DI RE (KU PR B AR P s i, AR5 P

N IIRE: RIS L, AR R SRR A IR [ R R

Z3 R RES

TR DIRETT 5, R RO AW, W PSRRI T, sl ZUAE T PR P e T

ERVBUES

AR WAE W R AT P LY FlexConfig Lifie (#5411 RADIUS £l

WHZH (ASA FRERAE

BLETRFE) o FlexConfig RVIENLE B HH O GUI PATELENF 2 ASA TifiE.

I o

& [ FlexConfig %

PLR WY A £«
* DCERPC
*« ESMTP
* NetBIOS
* PPTP
* RSH
* SQLNET
* SUNRPC
* TFTP

* XDMCP

o WA b A
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MR PR AE SR A FE R S0 o R AT R A T SR L T R L. TR

18, ARSI P C L R T R R T AN 2 AR F PR R St . A AR TR G I TR A ] B v

AT AR A AR [ A VT B e AN, RSB BIRAE T, 2 JRORE B IS 18] 7 S
TSI FNERET

FERRST AL LR, BEASTY AR ST R % s is AT i b s, HAEAN 1Y )ROSR AN %

[ 32: 351 4% QR T R3S

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

w
[=2]
2]
[Te)
[+3]
(4]

Router B

LKA, BEias A SREN 4 RSN RIS 8y B, FAMAMELSL /N, ECMP HT
TEIX 4 5540 2 I AT S a3y . A5 N5 05 78 S AN IS 2l A I, A0S PR A R0 6 th 2%
ID.

TEAL 0 N i 4% 1D OB AR, AERES Y RO A R 2% 1D

FTP FO&S5E

© WA FTP K50 i R 2 A T At phy AN R (KO SRR B3 AT D i L P A7 4 25 PR I B
e A3 B A IE AT 1 OB s IR IR . (HU, SRR NSz il o A 8 F 5
TR, WA ORI TR IR 200 2 R I A 2 BT
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NAT A e MR R B Ak it o NSl R 3 NAT 05 €0 ] e A ik BIAERE R AN [m] (1) gl B, A
N A BRI T TP A 1, NAT 23 S EUN S b 2ot 0 B A AN TP ik A/ s g

Ho

A R EIA IR NAT Jr = (K g i, i bk s e R 2+, SRR

PR EAAAE KRR . W, BT AN IR R T B R, D NAT By & 5
L n] HEAN S IR 2 A AN S oS A 45 SR Bt B E

IR RBAE R T ] NAT, 355 8 LR EN:

AEFACHE ARP - 65 TS 11, U120 g W il A X AR ARP [9]52 . 3K AT LAy 1h- 4042 6 i
W CAANTEERE P ASA TREFAEE IR . W11 EAR R 1P shdik i ik, et
HT 2% 7 S A i e ety X B ER R () PBR

ANSEANT B U P42 10 PAT - Bhr 92 VAN S 3792 11 PAT.

PAT SR 35 VL7 W - 15 2 B 1% Zh RE ¥ LA YR -

o BELHUBRUUE BB AR AEAGRE, i BN H TR R L, fERE MUK
VR RBIACE N 1R 3 AT AR, WERAEAEE 3 Y R EXK A BN S
AT, A AN 3 A R, REANT 1 AS.

o FEPATBF N LR R PRI, FE8 O3 it ) 2 6370 R B B AR VR ANV SR N

o WEARHEAT RN PAT BB TS O PAT St 4B i 1P M hEJE D, 25 S8R A A
I AT A i ) A A0 5073 34 SR U T A7 QS R0 b AT D I Al L B ) BE T BE BT RS AT
Et NN R PAT il i, FUR LR SRAEAY m 2 [8) 23 Foit A T I R S 8 i i £ A
e

© FESRRE R ERAEIT, ANREEEE S RN e R R P BRI AN B e, BT R
NA SR i R BRI B, AT U B AT By R I R S X R
ARG P A e e R, S8RT LA SE e oK/ IN I FHT 1 B 20 FC R

N} )4 PAT 18 1] NAT sk /0B - OB PAT i), SEREEb (KRS TP Hhuhk- 212y Ay i 118k
BRINIE DL, BN HRE 2 512 Aty 1, (E G SR i T R B IU), e B . X e
SRR IS AT R W35 3 L, PR s #AT — AN Z ANHUKT B PAT b 54 TP 1y
bk PRI, AE—/NEREN PAT i n] DU DA —> 1P ik, U DASCREIE TN 1) PAT
TEREBEI T . S I H A 5 1R S LA 1024-65535, [ AR E PAT i NAT K000 o e 2 3% 17
DU R B s 1 1-1023,

FEZ AN FE A PAT b - SEAE 2 20 U S [R)— PAT i, A 200 S RN Hh ()42 1 i
o WAFEFTA N A A e 0, sEAE TN A AR 0. ANBEFERIIN R
R E R DA AR 0, SRS REICER IR [P A P A A Y R AT VLR .
B4 T UL Ml — ) PAT b Jg n S0 77

AN S - FEBEA SR PAT 511,
ToP e PAT - BB LR e PAT.

PRI U B B0 AS NAT Feffle - #0047 m Or B R T I SR 1Ym0 1y w3 7 22
ZNA NAT FEERIF AR P, ERE SR MY Rl . Bl S iz,
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* 1L xlate - SEHPTATHE LY xlate 23 PRI TE AN Er. A, 220 PRI ) fED o] g 2 i 2 PR R I
B QRS RTINS S8 TR E A INAE C(refent 2 00, WZRTR xlate 3L .

o LIRS A ANE i 4 PAT
« FTP

* RSH
* SQLNET
* TFTP

* XDMCP
. SIP

 INREAT KR NAT BN GEERE—J740) , WIS 34 CLI H 11 asp rule-engine
transactional-commit nat iy 2 i H PSR, 0, 5 T RETCTE I AN EERE .

SIP #& M FNEE&F
P T LR 5 I (TR s |, 3L TR A AU TR b

SNMP Fn& g
A4 N U A FE A Hb Ml 7 S 32 AR TP HukikiE4T SNMP 484, 41 5 SNMP AR FE 46 ) - 42 0F 1P Hhudl,
D) 22438 258 HA B B B SnE S B s AR R TR I

ARF HEFERE

« SRR RS R A SRS H SR . BT DU E H S, RN SRS H
AT R R L B A FAH R BN [R50 8% ID o 9, SRR (W BT 09 R4 A 3 52 3241
ARCE . QAR H ORI BN A LA B D, WP R E R AR G HSH B
AR E AR IR H AR SR BC BN A AR 5 | S R P e B P i 2 AT ) A PR A
B ID, ARG H &M B2 E Ok B AR AL

B %l TrustSec FOEEF
PSR S e A ARIE (SGT) 15 8. SRS, il A0l SGT HIZ8 SR 15, $edii 47 fiaT L
224 M ot SGT A Hh D e w5

VPN Fn&s g%

VPN D e SR AN, EASBER HIARAE (el FIPEZNRE . WSRPEHINY s A Bl Py AT
(¥ VPN JERHAGWTIT, VPN R B B 55 b W e SRR K H 0 55, 2 H0R 7 VPN 3%
.

XT3 F PBR 28 ECMP I 5742 i, b UG 4053 31 CAE I TP Mok iy JEAS Hi s ik
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55 VPN ARG K8 BATIEAS K 4 S 2 FT AT 4 o

\}

AR A SRR VPN,

AN b e
REHRE R
W2 WA AL — DR, AT LLE BB 80% e KA A Atk 5 IR AR A S A4k e

Biltur, R B RS AR OMIE AT I ] LR EE K4 10 Gbps R, WIXT 8 G & MR, k4l
H AN EZ10 80 Gbps (8 5 %4 x 10 Gbps) [ 80%: 64 Gbps.

EHI T R
e OB R B BRI, A N B AR Y A5
Lo U HARAE (Y B UORBIIN SR IR I, B 3 ) H— DMk 2R
2. BATE RS HAT AT HAd v o A0 2 Wi B 2835 5K s ALSERBCEAE 1 F1100 2 08), L 1 4w
k.
3. WUERIEAT KA 45 MYJE AR 5y — DN A BRAL T RN, DU e o R 4 A

N

AR WERZAN RO R LS, AT TG sl A4 FRA P25 B e 42 1Y R

4. WERATERE MABAE LB, EAS AE ORI R BV EEEIT SR REE N
PERINT R BRARE AN, eI S PR 4 Y s

5. A& “FYN” st HIRNAAEZ MR A, BRI RN s SR A, Al
TR Bl A

)

AR AT LAT Bl RSO P A AR I RETT . A R S S A BT AT RS b
TFs RS 2B T AP Y B P S R

SETPHS A AN

SETEIEL L I 21 RORIHEE 1 (R ARG AR Y R 1A S BRSSP T P
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T RB TN S
R R I A U BE S 52 AR R R I P DB B o S SRAZSH Y a7 v L P ST PR
AR A 17 5 AT T keepalive Co Bk Kl 0 sCHAU IR A0, U264 2 2o SR ARE P DN B3k 22 28 1
Ko QURBCHE T R P B a A, WA E AR R I RERT I ae

QSRR i DT g o 26 s i AN LR DA 1Y e S Bt JeR I e S R B AT LU ), DUSR R RE 2
BEN RN st JEP B IR RORE R A CROPEHI R B, W SR R SN R
B R R AR, 7 L SR 1Y ks B R IR O B2 i e RIS A 2 AR A
Rk #% A SR HY ROPERRE CRER . TER, ARXFELT, IR MRE RS R, hE
SR IRE RS Ja , DL E BRI Y R DR B R Y R A

FEA RS ML A P IR AT O i 44 IO BEPE B2 D BEOIR S, O Py s iR S
WY AR a2 R T ) DO PR A O B 1R
DR R A 2 VR A R, s ERAE R I B i e 2o 1Y RORFAE 500 220D JE MBS -

&E R R RIS

AR Y RO AR I, 2% R I O A A I il U (NPIR A ROk 4
BT SR B L

DAY U AR, ML e e BBy 19S5 DN RRR R BN P
B AERE B S R ISR, BRI gk T s e

)

AR Y B AL RANE SRS Bk A ShECHTINNSERERS, P Hde ik AR k], AU B AT L
FIL ML

EHMNEERF
ST R N R IR 2 5, T A T A S B e T A 5 ) JEL DR

o SRMEPE TR B AL SN NI AR - AR DR B TR B B A A ) WS, R 2000 T 07
S SRIE VI i

o DONERHE G I R ) SR A I BE % - FTD TR AR 5 2080 B B 20 Em B A

o Bt 1R A O - U B A 2 MRIRAE SR 5 0 Bl 58 10 20 BIORI 3 20 0 By A B2 i E B In A
URRAE 20 3 BhG ARG, W s A 2 ARGt o AR DA e 1 R e s, A
ZISREIVEVEE < i

o W RAFAERE - U R R AV RIS AT RGOS A R I I SRR AR ) e B I N B A R
TR SR o A, O P R B SR Y sl AR BT IR Bl EB IR, BRI
BEEETT A RIVAT o P B AN P S BB 5 8D Sl — IRERT I A B

o WIREEDR - BB HBE EUdE: NI W APIRASA— 25
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o RIGCHTHCE BE - RN FMC BB TG, JF HAERCSRAR e oy F Al R, (e A AR A
GRS, AR R SR 5 e S 200 I T T A AR T B T INN B
DR PRI r B RIAE R, M2 [BR AR, JF HASMIERAEAT R . an RAE BT Bt 19 mi b
AR, M2 PR, JF HA MR B O -

R B R E RS EH
AR R A — AT RIS D — A FLTA e 5 PR 1 M S 22 B e
TIREAP 5 TCP/UDPARAS 5 K, M B A MO T LSRR ST AT 4 . 45 P BT AT 4030
R lH
AR B TCP 5 UDP JZLL BIPRS00 F 2 TS s R SR R et

R IEERPEFIRITIAE

e KX &

IEAT IR (A & PRERRGLISATIN ] .
ARP % & AIE I

MAC Mkl 3 & BB

iRk YA & —

IPv6 <08 Ja K4k 178 T —

B v —

SNMP 5% ID &=

SRHEEEERNAN
R ] DAS BT AR K 22 A e BERRA (O RIE T AEIEH AT Fp Ny T PR DL AR B HR )
Jie

EEAe
THZ R ERE LRI

* FrAiE - RO IRYIEMOER I e P& ST did TCPOIRZIF AR B . — MR A
AN WERIBUG P E SRR, WY RS R R, 3 g X L
TR IERORT AT .

© WP - A WITA 3 FL ) TCP/UDP AR B i, DUSAE HH IR I ] AT 4 Mokt
R BB IO ARSI, ST E A SR R &L T AR
& MR B R — A . ORI BT e ) IR A2 T A1 8 SR R IR S
i, BME BB BT
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HIEIE T A Y

wizmran |

REF G TR0 SPATEARF A&, FRGRTDOE &I . WERPTHT & Lk
H O s, WER ARk T4

o RIS - ABER B R AT B B RN R A Rl AP WCEDINERN, SRR H K 1P

Mok A R EME F70¢ ICMP BOITEARAE S, TS W R3O0 W, R5 TR aK
AW BTN ZB &= . W R A e 2R R ITAT & LSRR Y 2, 200 i ) S s &
WM ROE T, DI RER . MR A md . WS 28 R A,
P % ANBiN S A

REFASEHRAEALRE R, SRSEATLUCESHIaE (L E3O o BRI H LR
H O S, WEES sl e &

ICMP/ICMPv6 A VEAN{E B -
* X} Echo #datd, Wm0 ICMP #r5F, HIumII 4 0.
* XFT Reply £cdli 0, Jum 4 0, H @5 U ICMP ARRAT.

o AR AL, Y R RS 1 0.

o BERAS - TP R BRI i R RE BRI AT RE R a2 1

WA AT, ARG R SORCE 1 % 3 AT ] SEAh B g S R A T B R . S ARl
AL R . R, WA R FH R SYN-ACK Edity, ‘& nl LU 9/ SYN Cookie
PERAPrAF, B S ds i), R TCPRAIBELALG, WA 2 H SYN Cookie:
DA S AE A . D X DNS I ICMP 25 RS2 A A (R B, R g AN iy, Az B
BEIRORIEE TR, RGHELREIEE. MNEETTUEZA RS KRR
SR LT AR B A%, b — MR A B GBS B A e, A T S e
HESIES N

R

AHEBUSEA R GBI AR TCP FFSUBEHLIL . 1 T SYN/ACK $Cif o] g
ST, LSO T T AR A TCP 217

« B - T BU B, B BRI A 2 BO TP tadik . H ) TP b AT

WID WEANE D BT . e, P R Bl SR A B 4 ey BUITAT . AT
RESIB o B NIRRT 1, RO A 56— AN 0 Be S as L s sty s b AT 0 5 64
Hofth Jy BEAN G P CURTH 13 1, ] BE B o A HARARTE Y o v B I i T2 40
Patd, DUEAREIR/ H b TP ik A 1 AR E B Ao WAGSBHER, WA BOIT1 & H53E
WAL A o WA BT IS, WA BUITA B R B A i B o SRR Bk ik L3R AL i
WP #E . Ra, ERITAERELIA B

M 3 7 BB R BT R 1) BB U, IR P AN T R B T . R R AT
B W RE ALY T, X H U A A AR R B A A R T e IR R R B
FOAbAY R, S HE ) PSR Y A
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B ror iR

TCP RYEUITE =

LU BB s 7B i i o7

1. SYN
SYN/AC

Inside Outside
Client
After step 4, all 2. SYN/ACK
remaining packets
are forwarded
directly to the owner. Forwarder 2
g S %

=

N

w

a &

© N o

Cluster

SYN Hdli W N2 i At Ak 20— 6 BB GEF 0B IMIL o s
o FHTEQIE MR, R AR S A0 SYN Cookie, 4R Jr 5 Al tu b A 21 55 4% o

SYN-ACK #iflatd MRk 55 as Kt BeAi 2 — S ANFIK BBl G @ik o bk
O 75 0 2 e A

T3 RS AZE R T &, I e i#S SYN Cookie T FTA Fi5 B, AR5 O &1 FT
HEMERARE, P SYN-ACK His 4 K35

JIATEFRRS BB SOL 2 T 1 88, 5K SYN-ACK Hodfa (06 A 2% /™ i o

T EHRBOCR AT E PR SERT, QIR FH AR, Il TCPARSE B AL # .
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After step 5, all remaining packets
are forwarded directly to the
owner.
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