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5.

General Media

‘Website Identity
Website: auth.amp.cisco.com
Owner: This website does not supply ownership information.

Verified by: HydrantID (Avalanche Cloud Corporation) View Certificate

Expires on:  January 14, 2022
Privacy & History
Have | visited this website prior to today? Nao

I this website storing information on my Yes, cookies and 55.7 KB of

computer? BEalcinre Clear Cookies and Site Data

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_ 128_GCM_SHA256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. Itis
therefore unlikely that anyone read this page as it traveled across the netwerk.

?

R TR AN
Certificate
HydrantID SSL CA G3 QuoVadis Root CA 2

Subject Name

Country  US
State/Province  California
Locality ~ San Jose
Organization Cisco Systems, Inc.
Common Name  amp.cisco.com

Issuer Name

Country  US
Organization HydrantID (Avalanche Cloud Corporation)
Common Name

Validity

Not Before Thu, 14 Jan 2021 21:24:29 GMT
Not After Fri, 14 Jan 2022 21:34:00 GMT

Subject Alt Names

DNS Name  amp.cisco.com

DNS Name android.amp.cisco.com
DNS Name apde.amp.cisco.com

DNS Name  api-docs.amp.cisco.com
DNS Name api-visibility.amp.cisco.com
DNS Name  api.amp.cisco.com

DNS Name auth.amp.cisco.com

EE R LD MR
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amp.cisco.com Z:I&{Hdo
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Tjﬁa'ffﬁﬁ CN=*_*_ amp.cisco.como
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A SNI, T AERE I Z& A A A AT P 4> DN
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Add Rule 9
Name Insert
Enabled into Category v Standard Rules
Action
Do not decrypt A

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Available DNs ¢ + Subject DNs (0) Issuer DNs (0)

Q, Search by name or value any any

Cisco-Undecryptable-Sites ‘ Add to Subject ‘

CN_.api.smartthings.com ‘ Add 1o Issuer

CN_.apps.apple.com
CN_ciscospark.com
CN__citrixonline.com
CN_.core windows.net

CN_.data.microsoft.com

CN_.data.toolbaryahoo Enter DN or CN [ add | [ EneroNorcn [ Add |

* BUEUHT) DN X

ST DN AT R0 (). DN St 4 b 256 8 44 R A .

* BELEZ N DN,

7r{# F#& DN (Subject DNs) ‘7Bt 5 ffi% #& DN (Issuer DNs) T B 7B P A DN. (/3
# DN (Subject DNs) 4 # 1. ) #iA DN J&, fiiiiin (Add).
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Add Rule Q
Name Insert
Enabled into Category v Standard Rules
Action
Do not decrypt v

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Available DNs ¢ + Subject DNs (0) Issuer DNs (0)

Q, Search by name or value any any

Cisco-Undecryptable-Sites
CN_.api.smartthings.com
CN_.apps.apple.com
CN_.ciscospark.com
GN_.citrixonline.com

CN_.core.windows.net

CN_.data.microsoft.com

CN_.data.toolbaryahoo.com ICN:'.ama.ciaco.com H add | | EnteroNor N [ Add |
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o FRUETIRAS A N S PHAS N 2] SSLOARIN . A SCTRAIME B, 1S L UE TR ILRC it o

© BREMCE NG IES AR E

WEFIRTS BN &4

X RCE AR USRS s M, 0T IR0 3 RS A A I R S SOR DL RC I e W] AAE
WA AE P R TOIRES, WERAE- S AR P R AR UGS, DRI 55 9 AR DL P
A DA PERR AR P AMIE TDRE I 45 A rh 22 AMIE TR A7 AR B R BEAT UL T e 15 R IL i Herp —
AN ERT S AR A .
BEE LS HON, 7% R L T B A RUUE A P E R . SRS OL T, MO B R R =, R
M o 7l

© WERENCEMRE - EMZRNN, BT YR e . ST, i

B RLE, RA SR IR EE R A WE .
o IR E BRI, WERIAAT AL SevF BT W BV R . S SAT O, T 3

&, LAHIE AT e A

RS AR G RR A I R 55 A RS VAL I

fi

4

zan [l


management-center-device-config-76_chapter6.pdf#nameddest=unique_126

B oesvs mean a6

R 2RSSR

mEan |

. WAREH “2” (Yos) RAREH “&” (No)
LR R AR NS B 5100 CA, JF L 805 | Al (LU R A5 BT 15169 CA, JF L
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AEPYREA TS A I B, WERY EA
HATRAE (Blhn, gmisA bR sy
ALY B4 A2

 AEPTIEH TR e .

OB AR A R K B S5

HRVELNE R, 1S RFC 5280 5 4.2.1.9
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WK “HGREGEHY” 8 “fHa&i-H

M7 (ETCR. XL H AT gL UTC /B

J') ¥ FH B 1)

HRVEANE R, 1S RFC 5280 5 4.1.2.5
.

o eV A FRBE Il A% X 511 RFC 5280
55 4.2.1.10 P R HR SR R B A% 5
X RESE T A AR IER S JTAS SR
FELEH D Re T B0
WE) T AZ LRI AR IRHI2E . OpenSSL
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* WAEBMUARMAIASZAEAL, AT TR E
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* BARIERY e
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o CTROEIH A AN
AR
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TR CRL
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* CRL MiARAER
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KiSHmE WSIREHR “=Z” (Yes) WSIREHR “E” (No)

Ik 55 s AN DL JIR 55 s 4 PR IR S5 4 I 25 2 A FRdiR 7 (SNI) 44 | IR45 s 44 0k 15 20 7 S s SR U7 1) PO R 45 44
PMRAILHE, XA BER 7S Sl e 55 s A4 Pk | FRULHC.

PR, BOEE TS 0T REDUAL S AR, PR MU 3 B S AT — YA
R AEAA SR IE 150G CA R ZERAG A CA EFIAIT ) CA TE 15 LA B IR CRL ARy 6 B8t 47 |
fleo SRJG, APKLEZ AT CA XGRS 1350 19 51T CA UETHIR,

EREN BEAN X4

RGP T HUE RV E R ESE, BrTLoRs “ BT ol FoA7 s RN A A BELIT 50 21 % 4
AR 0w DRI & 2SS B s B IR 5

| &

ERERT HMERUN A T DAL R, AR T R

)

AR ORRES IR B . AR SO N BR e SCR LA

eSS4 rh, AT LU BT 228 E 4 (Selected Cipher Suites) IR 50 NS5 4: F15%
DR . R SCE M B AR LA T 25 i 2

* SSL_RSA_FIPS WITH_3DES_EDE_CBC_SHA

* SSL_RSA_FIPS WITH_DES_CBC_SHA

* TLS_DHE_RSA_WITH 3DES_EDE CBC_SHA

* TLS_DHE RSA_ WITH AES 128 CBC_SHA

* TLS_DHE_RSA_WITH_AES 128 CBC_SHA256
 TLS_DHE_RSA_WITH_AES 128 GCM_SHA256

* TLS_DHE_RSA_WITH_AES 256 CBC_SHA

* TLS_DHE_RSA_WITH_AES 256 CBC_SHA256
 TLS_DHE_RSA_WITH_AES 256 GCM_SHA384

 TLS DHE RSA_ WITH CAMELLIA 128 CBC_SHA

* TLS_DHE_RSA_WITH_CAMELLIA 128 CBC_SHA256
* TLS_DHE_RSA_WITH_CAMELLIA 256 CBC_SHA

* TLS_DHE_RSA_WITH_CAMELLIA 256 CBC_SHA256

* TLS_DHE_RSA_WITH _DES_CBC_SHA

W == |
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| mEmn
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* TLS_DH_Anon WITH_AES 128 GCM_SHA256

* TLS_DH_Anon WITH_AES 256 GCM_SHA384

* TLS_DH_Anon WITH_CAMELLIA 128 CBC_SHA

* TLS_DH_anon WITH_CAMELLIA 128 CBC_SHA256
* TLS_DH_Anon WITH_CAMELLIA 256 CBC_SHA

* TLS_DH_anon WITH_CAMELLIA 256 _CBC_SHA256
 TLS_ECDHE_ECDSA_WITH 3DES EDE CBC_SHA
* TLS_ ECDHE_ECDSA_ WITH AES 128 CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
* TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
* TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA

* TLS_ECDHE_ECDSA_ WITH_AES 256 _CBC_SHA384
* TLS_ECDHE_ECDSA_WITH_AES 256 GCM_SHA384
* TLS_ECDHE_ECDSA WITH NULL SHA

* TLS_ECDHE_ECDSA_WITH_RC4 128 SHA

* TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

+ TLS_ECDHE_RSA_ WITH_AES_128 CBC_SHA

« TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256

 TLS_ECDHE RSA WITH AES 128 GCM_SHA256
 TLS_ECDHE RSA WITH AES 256 CBC_SHA
 TLS_ECDHE_RSA_ WITH_AES 256 CBC_SHA384
 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
 TLS_ECDHE_RSA_ WITH NULL_SHA
 TLS_ECDHE_RSA_ WITH RC4 128 SHA

* TLS_RSA_ WITH 3DES _EDE CBC_SHA

* TLS_RSA_ WITH AES 128 CBC_SHA

* TLS_RSA_WITH_AES_128 CBC_SHA256

* TLS_RSA_WITH_AES_128_GCM_SHA256

* TLS_RSA_WITH_AES_256_CBC_SHA

fi
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* TLS_RSA WITH_AES 256 CBC_SHA256
* TLS_RSA WITH AES 256 GCM_SHA384
* TLS_RSA_WITH CAMELLIA_ 128 CBC_SHA
* TLS_RSA_WITH_CAMELLIA_ 128 CBC_SHA256
* TLS_RSA_WITH_CAMELLIA 256 CBC_SHA
* TLS_RSA_WITH CAMELLIA 256 CBC_SHA256
* TLS_RSA_ WITH DES_CBC_SHA
* TLS_RSA_ WITH NULL MDS5
* TLS_RSA_WITH NULL_SHA
* TLS_RSA_WITH_RC4_128 MD5
* TLS_RSA_WITH RC4 128 SHA
A LU R

o AN B A SRR B, WITCIEE BB E . B, A B AN SRR AT A 5
Diffie-Hellman (DHE) 55 #[5 it 2k Diffie-Hellman (ECDHE) %5 i & f K fit 25 i e o il ik s
T ) S R U2 L b5 8 ) 42 1 SR s

o TE0T LUK 24 B0 AR N3 5 s TP RSB A LU AZ ), 3B A2 B 1k
ClientHello ZbFEINFRCE « A RVEAMME R, 15SUSSL AT

HR AR B AP, 1154 18 8 T ServerHello I B4 F 5 B4 38 7 DURC
U, T 1] ClientHello K s I B TS P43 T IURCAORINY. 25 ClientHello 4
FUIN, FEYF B4 M ClientHello W5 KL MR RS2 S FEIO ARV IS F. 10X 2 S BOTAT IR 2
BTN, RARRBEATIL. MRRGERR AT LR EIEN, T2 S5
SR

NSRS fR 2 R ) 8244
] LB PR A SSL V3.0 8{ TLS V1.0. V1.1 3% V1.2 INEE IR & T VO . BRSO, AEf) g
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Add Rule ®

Name Insert

| Block old versions | [ Enablea below rule v | |2

Action

| @ Block v |

Zones Networks VLAN Tags Users  Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
TLS V1.0
TLS V11
TLS V1.2

(7] TLsvi3

| Revert to Defauits

S m

AN $R1E

PAR #3801 18 s U AT A (454

FRERN mmisiR(E

#5#% (Monitor) #AFANREAVFEIEL R . A&, BRIEEH RS mbER HEIdx, MASHIE
IRE T AL PRI RC AU i RV M U A6 UL AL, A2 224 ClientHello i B .

ARG G SR AR CarlRA7) SRILECE, Ve EE. ISR E % ni i, FrIChm s
—ANE “IEPE” (Monitor) BN & J A TE— DRI . SRR AT AR IT RS R, R G
NN S

BT Mg U =2 H R R i, I R G o A B 32 I s Ui e R e e 4 R Al =%
#I| Cisco Secure Firewall Management Center(45 2, 11 JC 1 f Ab B 1Z3%EH2 1 A0 0 B BR A 35 1 H 3R
TSR E W .

FRE AN A AREIR(E

AR GAF A A L, DU I )42 S (0 W ABR AR A AT VPAl o ol T2 2 )
IR 26 A 5 RN A L, PR i v] e S D ORI AH L . AR GETC IR N i A T IR
AR, BIIANR B R E

AR ERAE 5 DL DR AL 45
o YRR iR 2% TLS/SSL i .
o e T DUME AT Rk a5

U |



B #=mnmiree

Decrypt

Enter Description

Rules Trusted CA Certificates

M Name

Administrator Rules

Standard Rules

2 DND
3 DR for all other traffic
Root Rules

Default Action
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o MWK AT e (41 Windows Update) ] DL KT 3 15
s M FER S AR TLS/SSL FB M. (BILH M REN T AR IERFMFB. ) AR

{58, 2 (Cisco Secure Firewall Management Center & P8RS ) 38 78 & B2 g4k - BRI B
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AN FETPAEU A FAT EE e et BARIRATSS ) A B M URL i yg20), (HIZXIf
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Jih 2 B35 BRFARY) WebMD Mk,

PUR &AM g s, e n] CABH IR “f@ple” Fn “Pe2g” SRAIMES, (3 RiVrfE % WebMD
FHARFTA N . G — 85 8, 15230 4 TLS/SSL M= ] , 55 2 bl

Undecryptable Actions Advanced Settings
| Add Category I Add Rule 0, Search Rules X
Seurce ’ . .
Dest Zones . Dest Networks VLAN Tags Users Applications Source Ports Dost Ports Categories ssL Action
LLLLLL Networks
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— Decrypt - i
Resign £.
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* FRIEFHEE (Block with reset), UL#Rff £ LI EEIER, T EUR 7 Il 0 2 .
PRSI INER CEE, (HARIEWIRAERN.

Je

R ERShE e (i =) 8 TR ANl ] BELLE (Block) Bk PR IEFFEE (Block with reset) #:1f,
HE/ASHER TR E. W6 B AL (Block) Bt 1EFEE (Block with reset) #:4F iR,
IZFUTE 224 DRI AR A N B e B B Y G (s 5D B2 1, T SRS 2 i 25 70 i ) 5502 gl 7 e 4

(=)e

FRE RN R 1R 1E

Decrypt - Known Key 1 Decrypt - Resign #4E 20 N2 i s BE AT AR5 . R G0 U 1) 45 R A 2 AR
e Uy I U] LU [ 7 AR EL AR A R AR N (i, ] U A% R SR A R I K
AL L NAZ 25 SO BOB R . REGAER VRO AR 2 3L H AR 2 A &K L5 n

o

FHUE Rk B Z A TUEBAUE NI (CA) BIIE PR MR w . 1X A LARG 1kInvalid | ssuer FonfEiEfE g
1) “SSLAEIRA” F1
BRI ZASEX R VGG S, 5SS GBI 5 .
FRREM: TLS 1.3 &k,
HxER
TLS 1.3 fift 2 fef: 52k

R ERIER R

FrIa Z Al

LTI RRE - © FE SRR QU MR N, AL AR 55 A5 AN P FRIES DU . AT SQTRANE R
WS WIS AT XS o

A RN, WS M TLS/SSL fi# % - CANBHUEN , 55 7 7L,

S AL URIE (Action) % B T %8 (A1),
HIE2 7F “HEPENTBUE X% (Select Internal Certificate Objects) X iEHEA, $HAT DL #4%

A FES (Available Certificates) #115:  riiliuF BRIARK, RJG iR mE N (Add to Rule) LITE
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B s nsssumemz

WIE 3 LRAAXLEET N, i A#RE (OK).

k22 TLS/SSL 78 14 iniE

DL 38005 18 o] 4% TLS/SSLIRZS

= A 7

A E%i'v1_3i51f§§%
MR GBI AR GIEAT RAF, BN AE BILLC R s TR T ERER G AR A RN IE AT 2 30,
Pt DL 2 BN TE B I S 4 88 52 2 /%1 K. PRIV_KEY RECV #I SECU PARAM RECV il
Wi N E, SR ER. CONTEXT CREATED fl CONTEXT DESTROYED 4 #% 5 hn & ith i
AT I BOATG o
> show counters
Protocol Counter Value Context
SSLENC CONTEXT_CREATED 258225 Summary
SSLENC CONTEXT_DESTROYED 258225 Summary
TLS_TRK OPEN_SERVER SESSION 258225  Summary
TLS_TRK OPEN_CLIENT SESSION 258225  Summary
TLS_TRK UPSTREAM CLOSE 516450 Summary
TLS_TRK DOWNSTREAM CLOSE 516450 Summary
TLS_TRK FREE_SESSION 516450 Summary
TLS_TRK CACHE_FREE 516450 Summary
TLS_TRK PRIV_KEY RECV 258225 Summary
TLS_TRK NO _KEY ENABLE 258225 Summary
TLS_TRK SECU_PARAM RECV 516446 Summary
TLS_TRK DECRYPTED_ ALERT 258222 Summary
TLS_TRK DECRYPTED APPLICATION 33568976 Summary
TLS_TRK ALERT RX CNT 258222 Summary
TLS_TRK ALERT RX WARNING ALERT 258222  Summary
TLS_TRK ALERT RX CLOSE_NOTIFY 258222  Summary
TCP_PRX OPEN_SESSION 516450 Summary
TCP_PRX FREE_SESSION 516450 Summary
TCP_PRX UPSTREAM CLOSE 516450 Summary
TCP_PRX DOWNSTREAM CLOSE 516450 Summary
TCP_PRX FREE_CONN 258222 Summary
TCP_PRX SERVER_CLEAN_UP 258222  Summary
TCP_PRX CLIENT CLEAN UP 258222  Summary

SE* \_f_*gzl:n

EiRitEEs

FATHE I TLS 1.2 MYESEHE T LA R i 54% . FATAL B¢ BAD 247 ] it 6 WIA7 AL o) {5, {HJE,
ALERT RX CLOSE NOTIFY %M %

HRVEANE B, 155 RFC 5246 5 7.2 15,

TLS TRK ALERT RX CNT 311  Summary
TLS TRK ALERT TX CNT 2 Summary
TLS TRK ALERT TX IN HANDSHAKE CNT 2 Summary
TLS TRK ALERT RX IN HANDSHAKE CNT 2 Summary
TLS TRK ALERT RX WARNING ALERT 308  Summary
TLS TRK ALERT RX FATAL ALERT 3 Summary
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TLS TRK ALERT TX FATAL ALERT 2 Summary
TLS TRK ALERT RX CLOSE NOTIFY 308  Summary
TLS TRK ALERT RX BAD RECORD MAC 2 Summary
TLS TRK ALERT TX BAD RECORD MAC 2 Summary
TLS TRK ALERT RX BAD CERTIFICATE 1  Summary

i
o
-
\d~><3:|r:
10

XA R RS IR XS EIZ A PIROLIE W I R 28 ENHK. BY PASS T Eds 45 /m A2t
A FARAL BRI 5% (Snort) EFE (FEB AT higts) sNHALIE IR . LR RBlh s 17—

e e
B4 0 FITH SR A B . BEAR GRS, 156 44 show counter sdescription |include
TLS TRK

> show counters

Protocol Counter Value Context
TCP_PRX BYPASS NOT_ENOUGH_MEM 2134 Summary
TLS_TRK CLOSED WITH INBOUND PACKET 2 Summary
TLS_TRK ENC_FAIL 82 Summary
TLS_TRK DEC_FAIL 211 Summary
TLS_TRK DEC_CKE_ FAIL 43194 Summary
TLS_TRK ENC_CB_FAIL 4335 Summary
TLS_TRK DEC_CB_FAIL 909 Summary
TLS_TRK DEC_CKE CB_FAIL 818 Summary
TLS_TRK RECORD PARSE_ERR 123 Summary
TLS_TRK IN_ERROR 44948 Summary
TLS_TRK ERROR _UPSTREAM RECORD 43194 Summary
TLS_TRK INVALID CONTENT TYPE 123 Summary
TLS_TRK DOWNSTREAM REC CHK_ ERROR 123 Summary
TLS_TRK DECRYPT FAIL 43194 Summary
TLS_TRK UPSTREAM BY PASS 127 Summary
TLS_TRK DOWNSTREAM BY PASS 127 Summary

EAREIRITEER

FORHER VA R P AR . XSS AR IR W AT M AR G NI B 8L T 0. KU R sl 51)

T ERENR L

> show counters

Protocol Counter Value Context
CRYPTO RING FULL 1 Summary
CRYPTO ACCELERATOR CORE TIMEOUT 1 Summary
CRYPTO ACCELERATOR RESET 1 Summary
CRYPTO RSA PRIVATE DECRYPT FAILED 1 Summary

RING_FULL THE#S AR BORE R v s, (AR R g8 h s oo v i #o i e o
ACCELERATOR_RESET vl £ ## 457~ TLS I I FE m A R I, iR b el 5 38k
ERHERAE R, B4 ACCELERATOR _CORE_TIMEOUT A1 RSA_PRIVATE DECRYPT FAILED

A B R .
TR A AT R R, AR TLS N b (5% config hwCrypto disable) i AR TAC Skefi vk
7] 7
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\)

AR W LUEH] show snort tis-offload AT debug snort tls-offload #4547 HoAt (s kR . 8 clear
snort tls-offload fir4 1] ¥ show snort ts-offload fir4H Bon T Bs FE A%,

ot i AL B A T S B HERR

PR SRS A 0] e s HEO) 14T AR

X<F TLS/SSL #81T H

TLYSSL T A 4T W &k 2 TLS/SSL & RS « AT HE4 e 25 # n] fig 2538 31 TLS/SSL 1T
F, AH A SZRE TLS Ins ik i 4T e & A 3t T i & i 77 06 LR T A 2

JE T TLS I i i B4 BE& AT I, FEAE B A (o ictle G0 MR I 5 Smss 1) Jeik
FRE Y IRAE DB F IR B E AT AL

o AR7RERINBRAE
N
* FHi1E
o BHILIFEE
W R RIS T AR RYIRME P B FR MW EN TREE ,  HAHICII U in) 42 i SR s e B A A
fE, WRAESRAE; HEAEE A K.
X+ TLS/SSL #B1iT A #t1THBE HERR
WURE L B4 C 0 0 TLS I ik, #nl LA EERFE, Db &2 T35 7 SSL il
o fsanZin g /b SSL kRS AR INBER FAF R,
FriaZ Al

o BUE A a iSSP R A TR To A RR R RORAE (Undecryptable Actions) T THT L [1)1E
F 4R (Handshake Errors) [ & .

ARG R, TS P BRI iU BRI AL BE .

24 SSL M3 F H &2 5%, 4 Cisco Secure Firewall Management Center g il 51 151 & i 2845
B AR AT O AR o sk a] R T R B A A

TR WARMARG R, R EHA L.
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xt Ts/sst aiT it I

FB2 Kkt 947 (Analysis) > %3% (Connections) > =4 (Events).
$IB3 N dEEEMAIRIE (Table View of Connection Events).
PB4 SHERFIRIEYP X, RS SSL FEREA SSL il 24 H AL .

SSL
Statu

PUR 78] Bon an ] a3 B iR vh s in SSL SEBRIBIE. SSL iEEiR. SSL itrE. SSL HEE.
SSL SRE&AI SSL M A,  (AFXIEHER] “ZEH5)” #Hor. )

All Columns

b e B e R e

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

S5L Flow Messages

883

S5L Policy

551 Rule

(<]

35L Session ID

‘ Cancel

%$%  {Cisco Secure Firewall Management Center ¥ EEFERI ) H A IEFLA 2 4R geFAF 7 B P g il
NP4 0 o

PS5 SHRA (Apply).
TLS/SSL 11 Mg SSL fer&FH 1) ERROR_EVENT TRIGGERED il OVER_SUBSCRIBED [¥Ifi

=
W6 WH I TLS/SSL I H, WERBFE R & IHFMALUL T —:

we ZFR

show counters R TCP_PRX BYPASS NOT_ENOUGH_MEM
HIMERR K, 152 84 a8 T 31 2 5 5 K mT L
YN SSL Y e 7%, Bl FH ASERZE U LR 1S
PLAE P ASAR I I 25 L

show snort tls-offload % BYPASS NOT_ENOUGH_MEM HI1H#
K, 1HH B & TR BN 2B TR AT LA 9h

| U |


http://www.cisco.com/go/firepower-config

B <7nson

mEan |

3z
4

&R

SSL YR INBE AU A s ML LASRAG A 2
PR s U

KT TLS LBk

BN HIAE ] RFC6520 52 &2 224 (TLS) AEs Rk M 4 )= 2242 (DTLS) Mhisl (¥ TLSL Bk fig
SSL ik AT T A R A A Tm BARAS - %07 i B 55 s A A& 40 38 7 1 BBl JFR )
— 7B Y o R R B, WA N e

2 1 TLS I s 3T e @ 260 H SSL ARG S 4 e B (I, FTAF BER R hAT M 5
W (R TT IR AR RO AE T AR SER (0 B A T R 2 3R A

* PR
o FHIEIFHE

HXER
X TLS OB T M HERR , 26 38 7L

Xt TLS L BRI T BE HERR

AR R A% © R A TLS I sk, WG mT AE B e diAt, e & e A2 7 A SSL
OB RIS . B2 /D SSLFTIH B S-S IN B R AT R AL
FHIa Z |l

SSL /Lol HHAE R FAF IR AL b SSL FEIH BRI DB R AR 7R B E S5 1K W 2% mh IR BT 15 4%
I H] SSL Lo, 35 SEIAT L M AESS

o FUE A R RS, b s — I 0] T AR BV HRAE (Undecryptable Actions) 23R LTI |
(R ZZ$E1R (Decryption Errors) [ &

ARG R, TS 0 BB IO AR A BRAAL PE.

* 4 SSL B A H H &8 3%, iCisco Secure Firewall Management Center F1Jal [ 577 41 7 B 9 28 45 £
TR

T RN ARB, B FHP L.
P2 Ko > EE > B4
$IB3 NI EEEMAIRIE (Table View of Connection Events).

B #=an


https://tools.ietf.org/html/rfc6520
management-center-device-config-76_chapter66.pdf#nameddest=unique_2346
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html

| mEmn

s¥nsssiazE

PR SARERRERERESITN x, W2 EE SSLFEREMN SSLRtHE B .

SSL
Statu

PUR 78] B an ] a3 B2 iR vh s in SSL SREBRIB1E. SSL SR, SSL fitrE. SSLHEE.
SSL #E&EHI SSL #m A,

All Columns

b e B e R e

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

S5L Flow Messages

883

S5L Policy

551 Rule

(<]

35L Session ID

‘ Cancel

¥1)4% (Cisco Secure Firewall Management Center #7BEFR R ) w1 JEBE A 22 4 R S 0E 7 B P isHg K
USRI

PS5 st A (Apply).
TLS ok ih SSL 3t il 251 (K OB K 7 o
SUE 6 W A W4 ) B FEE ] SSL Lo IR 5, 1 S Dl At s RO Y DUDRT B, 2R 2 WL

X F TLS/SSL $i %E

FCLCRY I PR 0 TLS/SSL B2 SRS Bl IR, FLAER T 58 A BN S I 55 41 15 (KR 2L
DIE, A RO EAT AR - R RN Mo, D AFEA B I BRI UE 5, Bl
R HER Ik,

BN MILTLS/SSLANE, 228 5 3 Facebook 255 H o« R o M 24 Bedl i, I
FH 2530 00 28 EA T 8 sk o (Wlt, #B TGI8 5k 3] Facebook B3N, {H AT L{# H Safari &%, Chrome
& % E| Facebook. ) & LUEH] Firepower 45 B Hh Lo kgt — E B TLS/SSL 85

U |


http://www.cisco.com/go/firepower-config

mEmn |
B % sy g TR

\)

R TLS/SSL B e AR T s .

L R4 A 2% g 8 8 R SSL A5, 1S I TLS/SSL WE P e ] , 58 8 T,
HXER
X TLS/SSL 8 AT M saHEBR » 56 40 7L

Xt TLS/SSL i E 1T A BE HEFR

WA A A ERT, AT LA E Bt e B 2 SSLOBUE o M2 22 /b [r) 3 AR (Y R AL I s n SSL
TAREM SSL iEE.

FHia Z |l

o Sy iR JA ) H &3, W Cisco Secure Firewall Management Center F1Jal [ By £ 5 2 ) 2% %
P F5 R A IS MBI g S R A R A o B .

* &% Facebook ZER8 2N N s Ui Bos W 2% e4E %, 15# A Chrome BY, Safari & 3% Facebooko
Gn ] DU 26 30 W AR s, (R RAHLN A, W] gk 2k SSL BiE o

P WA G S, WHER L.

T2 KOS T 24 (Analysis) > #E#% (Connections) > 44 (Events).

$IB3 Sl EEEGRYRIE (Table View of Connection Events).

PB4 SHIER SRR RN x, AR/ SSL ARE A SSL FiE 24 LA

SSL
Statu

PAR 20 g s i ] [ R A e Pizs I SSL SEBRRAE. SSL ifi#EiR. SSL fikR&. SSL A,
SSL & FI SSL MM 1.

B #=an


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html

| mEmn
st Tes/ssL gzt g i

All Columns

b e B e R e

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

883

S5L Flow Messages
S5L Policy

551 Rule

(<]

35L Session ID

=
IXELT K 4% Cisco Secure Firewall Management Center AT 1B 417 £ /0 254 £ F8 13 FIEFR A 42 42
B GHTF BU PR B PR TR I

SRS rhRA (Apply)-

E6 LU WA SSL 8iEAT A .

IR T W AR e 2 b I S SR SSL 80E, TS el i 3 KU AE I ANBR ) 28 2 L.

T—% it 4
Ry LU TLS/SSL e gdiAt, i A4k AR AT 300 F R A A A TLS/SSL e «

o TR Rk A RSS2 SERVER._ HELLO, SERVER CERTIFICATE.
SERVER_HELLO DONE 4 & 5 SZEI & 3% SSL ALERT 34 B /5 B TCP & [ 4 M BLLL R
SR (s IR T A E 24/ : Unknown CA (48). )

* “SSL #ithridi” #%7R ALERT SEEN, {HANEL/N APP DATA C2S B{ APP DATA S2C.

© WAL S CUR A SSL AR Inide, W) “SSL v S FIEH WoR: CLIENT ALERT.
CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE. SERVER KEY EXCHANGE.
SERVER HELLO DONE.

o WRFTE IS ASCRE SSLARF Ik sl D e A5, W) “SSLyiH S~ (SSL Flow Messages)
HIH 43 WR: CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE.
SERVER KEY EXCHANGE. SERVER HELLO DONE.

« “SSL i R” 4 7R Success.

* FESAT SSL BT AR AR EAR N A “TCP BE” N2 HBLLAU M AEAR

U |


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html

mEan |
B 5 sz aoiE S sE S TR AT AP

* “SSLiihr&” AR R ALERT SEEN. APP DATA C2S E{ APP DATA S2C.

« WURFRE I CUA A SSL REAF s, W) “SSL e R FIIEH /R: CLIENT HELLO.
SERVER_HELLO. SERVER_CERTIFICATE. SERVER KEY EXCHANGE.
SERVER_HELLO DONE. CLIENT KEY EXCHANGE. CLIENT CHANGE CIPHER SPEC.
CLIENT FINISHED. SERVER CHANGE CIPHER SPEC. SERVER FINISHED.

o WRFEE WA A SCRE SSLAR s sz D e b 25, W) “SSLytiH S~ (SSL Flow Messages)
Y% 4 7N: CLIENT HELLO. SERVER HELLO. SERVER CERTIFICATE.
SERVER_KEY EXCHANGE. SERVER HELLO DONE. CLIENT KEY EXCHANGE.
CLIENT CHANGE CIPHER SPEC.

CLIENT FINISHED,SERVER CHANGE CIPHER SPEC. SERVER FINISHED.

o “SSL yiAHR” ¥ 7R Success.

AXER
X ARG B 1R A UE 5 BE B AR LR BEAT bR 5 55 42 1T

it R FA S 5 IR B IE S BOE S A A W A1 T BE BB
ST LATE AR EOE,  ABE B R TR B B R AE AR LM B BERAE TS R
TLS/SSLAE 13, ULy DA FHURL . (505 A e 0 I 42 VLI T i SSL 7Rl SSL 37t
485,
a2 A
- B AR

o Sy ) JA ) H &3, W Cisco Secure Firewall Management Center F1Jal B By £ 5 2 B 2% %
P ¥R A IS MBI Rl S v A R A o B .

W1 WRMARGR, HEX FHD.

T2 KRS 9 (Analysis) > #E#E (Connections) > B4 (Events).

$IE3 AdHEEEHRIRME (Table View of Connection Events).

PR 4 RIEEF SRR X, mARDAE SSL kRS SSL iAtiE R I H AL .

S5L
Statu

PUR 7] B s an ] (e B2 f AR vh s in SSL SEBRIBIE. SSL SR, SSL ftrE. SSLmHEE.
SSL &I SSL #m A,

B #=an


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html

All Columns

b e B e R e

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

S5L Flow Messages

883

S5L Policy

551 Rule

(<]

35L Session ID

ik TLs/ssL s [

IXELT K 4% Cisco Secure Firewall Management Center AT 1B 417 £ /0 254 £ F8 13 FIEFR A 42 42

AT T B iR M BEA TS I o

LIS AN A (Apply).
PO RIS WA IF D BT AL 2 1 R Bk .

SSL iR E bR

aX

CLIENT ALERT SEEN_UNKNOWN_CA

I SSL 7 i N WO T A R RIE A5 4 e
AROUEASEE, (H i T IR E CAUE S 8 T8
5 BN S5 AT CAUCHL, PRI IE P A
2o I RIG RIS AT IR AR %

CLIENT ALERT SEEN_BAD_CERTIFICATE

UEFS A A R IE R0 UE R 25 44 BUA 7 7
At 1 2

CLIENT ALERT SEEN CERTIFICATE UNKNOWN

AEFE I L T — 2 A CRIGEH) )
o, R .

IUIE TLS/SSL Z 13 EH

FHia Z |l

AR E B AEORAF AT SR B 2 P 00 g MR I 5 380 LA B DR I a8 ZB AT (R 48«

Traffic cannot match this rule; none of your selected cipher suites contain a signature
algorithm that the resigning CA's signature algorithm

U |


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-mgmt-nw/fmc-ftd-mgmt-nw.html

mEan |

B i nsssLzmes

%

AR IR TN A RO 2 AF R PRI — A B AN A B B o A B U A P ARE B AN . AR
et el L, AT AT ) IEAEAE ] AR

\}

AR AR AMT S BOE T TLS/SSL N & i) 1A J5L 2

B SR E IS S R AT RS - ERE 2 iR - SHEAN SSL NN, Rea i

NEL A R

i

Traffic cannot match this rule; none of your selected cipher suites contain a
signature algorithm that the resigning CA's signature algorithm

B2 ARFLK TR R IR, IR N RIE A5 5L 2 W] LLIEAT openss] i &K R SE

R3 2R, BLE RIEFAE 284 50k

openssl x509 -in CertificateName -text -noout

it R T LAT s A AR SR AL BU R 2530

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4105 (0x1009)
Signature Algorithm: ecdsa-with-SHA256

4 Signaturealgorithm 7R LL R P&

o AR N e (F Bk fil b, ECDSA RonilE ih & r 24 500
« M- QU B 20 8 (Rl SHA256) .

5 R L IXLEILAC I E BRI (Ui K2~ OpenSSL) .« HRIENFA IR RFC 4% 3.

PRI A] LR & AP A s 2, 1201 Mozilla Wiki b R 25 #& i TLS 2% RFC 5246 5% C. Microsoft
SCRA% ) TLS/SSL (Schannel SSP) H ) %5 i £ o S A5 HEAT T VE4N U i o

6 WA EL, ¥ OpenSSL & FR¥ 44 Firepower & H R 4548 H 1) RFC 4 F%.

l%ég%lﬂ https://testssl.sh ﬁuF)Jj\J:E/‘] RFC HH&%‘WIJ%O

7 ik R4 ecdsa-with-SHA256 1] LLEE Mozilla Wiki _F [FIERARFE A E 71 2% Fr 4k 3],

a) EFLFRP4L S ECDSA Fl SHA-256 (K3 084t o X S0 F 24138405 LR Jgi )«

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256

b) {E RFC B A& h BN K RFC A EMF . X LSRR AR LR J

TLS ECDHE ECDSA WITH AES 128 GCM SHA256
TLS ECDHE ECDSA WITH AES 128 CBC_ SHA256

B #=an


https://wiki.mozilla.org/Security/Server_Side_TLS
https://tools.ietf.org/html/rfc5246#appendix-C
https://docs.microsoft.com/en-us/windows/desktop/secauthn/cipher-suites-in-schannel
https://testssl.sh/openssl-rfc.mapping.html
https://wiki.mozilla.org/Security/Server_Side_TLS#Modern_compatibility
https://testssl.sh/openssl-rfc.mapping.html

| mEmn

ammmmaTanmn [

TR 8 K LR BRI NS i A

(& F A& st T R HERR

KT mEFE

o e FUHME LA 2 o TN AT RS T 9 B S A R IR S R R, I AT RS S AT SN R SR I SR A
S XPEERAE B BN SR LA A BRI RN S A5 B e BN AN 23 TR AT 23 U () 2 RN
WIEALIA B (IV). XFF SSL Al IPsec, it n] AT F DL R 15 B

o X SSL: 42x1f SSL A, ¥R, H§ IP HuhbFlig 1 o
o 5T IPsec: IPsec L4 = E.

—ASRE LI 2000 WA 4 4 BRIBBIBA 2 F SR crypo 4, JFAESERNES
VORI, APPSR IR OEE AN A 23], SRR U4 H 3 43 Tt
A7 BB IS 4 AT R

DB AERSA MM e SO 1S F o #8mT DU H] debug menu ctm 103 i 2 S fifffish — 3k 1l
A INEEAFRY ST disk0:/crypto_archives

4

FTD# debug menu ctm 103 crypto eng0 arch 4.bin
[Nitrox V Archive Header v1.0 Info]
ASA Image Version: PIX (9.20) #0: Tue Mar 29 16:20:30 GMT 2022

SE SSL microcode: CNN5x-MC-SE-SSL-0011
AE microcode: CNN5x-MC-AE-MAIN-0002
Crypto Engine 0

Crash type: SE Ring Timeout

Core Soft Resets: 11

Timeout Ring (SE): 12
Timeout Entry: 642

SE TIMEOUT:

Core SE 6 Touts: 2
Core SE 8 Touts: 2
Core SE 12 Touts: 4
Core SE 32 Touts: 2
Core SE 37 Touts: 1
[Timeout Session Info]
Active: TRUE

Sync: FALSE

Callback: TRUE

Saved Callback: FALSE
Commands in progress: 1

Engine : hardware
Device : n5 (Nitrox V)
Session : ssl

Priority: normal
NP VPN context handle : 0x00000000
Flag : O

fi

F
233

zan 1



mEmn |
B s=anssmsesEn

veid @ 0

Block size : 2050
async cb ring index: 0
tls offload rsa: FALSE
Session context:

SSL Version : dtlsl.2
SSL Context Type : handshake
Encryption Mode : gcm
Auth Algorithm : null
Hash Algorithm : none
Key Size : 32

SSL V : dtlsl.2

Source IP : 82.1.2.2
Source Port : 51915
Dest IP : 82.29.155.32
Dest Port : 443

FE BB, S R AR SR TR L BN R GBI 45 H D M SSL 23 i 5

N AR E

LU L% Nitrox VIR s o ) 5 46 T SCRFIN A7 14 -
* Cisco Firepower 3105, 3110. 3120. 3130. 3140
* Cisco Firepower 4112, 4115, 4125, 4145
* Cisco Firepower 9300 SM-40. SM-48 Fll SM-56

* Cisco Secure Firewall 4200
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