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RS0 2 S h IR AR e AT JXRE,  SRT AR L 5 2 R T X e b

N R
PLUF 2 HAT AR EEZ (Do Not Decrypt) Fi U1 11 fif 25 S 75491 -

Action:
Do Not Decrypt

\i

Incoming e - Decryption| Access T
encrypted || YNAECTYPtable |aecrvptanig | policy action: Do control 2222t Destination
packet traffic action traffic default <P policy traffic
| | I
Actif:m: Bloc;k Actipn: Blot_:k Action: Block
(no inspection) (no inspection)
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© WIS B 5

1) 12 % %5 R B
AT DLBIEE DL AT 28 70 P 8 SR

o WOy SIS AT ORI B s R B, FARIR S AL TS ORI K 4 4k o BEIEHR
W BAT 8% - EMER B BATEM A" RAEaRIMm, HEEREREm
W (A B BUE IR .

THZ I B BAT I R (R s, 5 3 0T

o NBGRY SRIE AT RIS IER NN, R B, AR A AL T2 R K5 A o SIS
W AAT#RE - BFIEA (Decrypt - Known Key) SUWEAF . RATIEAET “FRRE” BAFQIEHL
ABREN,  HERREHR E R R (Bl ARE BBUE KR E) .« REHNRIAE T 2APRE, H1&
A LUHR S i A LS B SR AT EA

THZ I B BAT NS ISR KR s, 5 6 1T
o AR (RFE CARRRE” . “MHEWE” M CMHELEHEET ) .
TS G R AT JLAR RN SR A e s S, 25 15 0
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B A S Iy, ] DA AR 2 NN, RS 2 MRS - B FE A (Decrypt - Known Key) KU A
ZRE - EFE R (Decrypt - Resign) .
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FE1 ﬁﬂ% WAE 3, X% Cisco Secure Firewall Management Center o
PIR2 i R > R SRR > R

$E3 ,.“%ﬁlJLﬁ@ Sk B% (Create Decryption Policy).

IR 4  7F Name Fl Description H Jly SR HEAHEME— L FRFIUE I (5 3 A ml &I
SIS il ikiE#E (Outbound Connections) 3£ .

Create Decryption Policy ®
o Policy Details 2 | Decryption Exclusions
Enter name, description, choose (Optional) Configure exclusions

policy type and certificates. for outbound connections.

a A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server ldentity Discovery on the access contral policy.

Name *

| Qutbound example |

Description
Outbound Connections (User Protection) Inbound Connections (Server Protection)
How Outbound Protection Works
Outbound protection matc sed on the referenced internal CA certi orithm type, in addition to an rad rule
cond
DECRYPTION EXCLUSIONS
— —) - — —)
SOURCE DECRYPT RE-SIGN DESTINATION
Internal CA Download

A rule will be auto-created for the selected certificate authority.

& IntCA g @ v Associated: 1 Network, 1 Port

L6  fiditHukiEE (Outbound Connections) JE 1< .

| R
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Create Decryption Policy ®

o Policy Details 2 ' Blocking 3 = Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

ﬂ A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

[ QOutbound example ]
Description

Qutbhound Connections (User Protection) Inbound Connections (Server Protection)

How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate’s signature algorithm type, in addition to any configured
rule conditions.

J/ DECRYPTION EXCLUSIONS J{
@——0——&
SOURCE DECRYPT - RESIGN DESTINATION
Internal CA Download
A rule will be auto-created for the selected certificate authority.
2 IntCA o ® v ] Associated: 1 Network, 1 Port
*See how to configure

$£IB7  MAERIED (Internal Certificates) ¥, AL BB HIIET5
HRHNTIEBHIE 2R, WS 8RN CA L 25 12 TR O Hsh R4 LA 3 CA
, 13 T,

HIEE  (Wik. ) EBERILFIIG .

FIEARSAIE ISP
o RN £ A
o ity 0] 44

HEY R T—% (Next).
P10 ZREEPAT S SR HERR I, 28 8 WL,

R
|
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© WINPT
 ISINERIA SRS IR A1 Al SEm BOAERAE 50 16 1T

o NERIAERERCE H B RE, W (Cisco Secure Firewall Management Center 2 B fR 74 ) P ) iff
FH SR BRI SRA R I B TR

© PR PRI ETE: R RN kT, 2R 18 1L,
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© BEBCEE NG WS A E .

I B A N iEERRIPHIHE 2 SR %
AT 25 3V A A5 FH LR A N i e 22 R RS o) A e s S s i il H BRI G5 28 AL T 32 R4 1
M. N AR - EHNEA (Decrypt - Known Key) At #:AF .
B il 2 M i, vl AR Bt 2 AN U, S 2 AR - EHE$A (Decrypt - Known Key) HEIF]
LR - EFHE R (Decrypt - Resign) FEM,
Fri&Z Al
TR I e e b AR IR SS 48 I BB UETD, AR5 A BRI L ORI ANl 1E 2 I gt % s . 1 mT LUl o
PLNATAR] —Fh 7 AT 4 1
« Wil % 335 (Objects) > 3R ETE (Object Management) > PK | > RIERIES (Internal Certs) Jf
51 H PKI kA2 iy EE x5
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WIRSEHEHESAE AT RN B CWEBAURHUE) « AREMME R, 1525 P QAR S P b i
IS R AR S A B SR MR

L1 WA, 1% Cisco Secure Firewall Management Center o
P2 A REE > R HARRR > fRE .
LI it R R EL (Create Decryption Policy).
IR 4 {F Name Fl Description H kSR HEAEME— A AR AU (5 A nlIETD
FEES5  AREB CA (Internal CA) 413, LA sl FERIIN A 15 .
HRAE CAUEPITEAGEE, 1SN SUE BN S

$B6  (Wik. ) EEERIL I,
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o PRI 2 A

o i 1RO 2

$£17 S NEE%EE (Inbound Connections) 1

Create Decryption Policy ®
@ roiicy Detals 2 ) Decryption Exclusions
Enter name, gure exclusions

policy typ ections

n A decryption policy is net required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

‘ Inbound example ‘

Description

Outbound C i (User Inbound C. i (Server

How Inbound Protection Wi

Protect internal services from extern

NTERNAL SERVICE DECRYPT KNOWN-KEY SOURCE

Internal Certificates

) :
# 1. InboundCertFacebook Associated: 1 Network, 1 Port
£ 2 InternalCert Associated: 1 Network, 1 Port

Cancel m

$£1E8 i N3E%E#EE (Inbound Connections) I F

e |
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Create Decryption Policy ®
° Policy Details 2 Blocking 3 Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connec tions.

certificate status

o A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

[ Inbound example ]
Description

Outbound Connections (User Protection) Inbound Connections (Server Protection)

How Inbound Prot
Protect internal

-
®—

INTERNAL SERVICE DECRYPT KNOWN-KEY SOURCE

Internal Certificates

® 1.InboundCertFacebook Associated: 1 Network, 1 Port

& 2.InternalCert Associated: 1 Network, 1 Port

Caneel m

HB’I A T—% (Next).
IR0 QREEPATR 5 HEHERR T, 5 8 UL,

T—5#tta
CIBIA L REIUI Ap
MBI RERRS AR, 5 16 T

o NERIAERERCE H B Sk, Wb i A SR BN A 10 %% H: (Cisco Secure Firewall
Management Center & 1 ¥5 /) ik .

BEE R SR P A SR AT, 2R 18 UL
o K PR RN g U7 I 22 TR SRS A ORIBC, AR A SR 5 el PR RA SC I i
ERCE NG WS EE R E S .
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+d
3
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SEAR S5 TR WA JELE SR (300 F HEBR AL AR 2 2 S o BRI I A Y ulifigp o Semss (Y, A IR -
B AR AN o XSS, (H AT 2> AR 3 SR T 3K L SR ) el A g g LU o
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Create Decryption Policy

| Policy Details @ oecryption Exclusions
Enter name, description, choose (Optional

onfi

exclusions

policy type and certificates for outbound connections

C] Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories
Note:  URL License is Required

URL Categories: Finance Online Trading = Health and Medicine =

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note:  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

@ 56 Distinguished names included «

Bypass decryption for undecryptable applications

Cartain entarprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisce's list of known undecryptable applications

Note:  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

@ 55 Applications included

Cancel

TR R




| =

magnmnn |

Create Decryption Policy ®

@ Policy Details ——— @ Blocking e Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

Decryption Exclusions

D Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories.
Note: URL License is Required

URL Categories: Health and Medicine x Online Trading < Finance X

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

® 56 Distinguished names included v

Bypass decryption for undecryptable applications

Certain enterprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisco’s list of known undecryptable applications.

Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

® 56 Applications included v

Intelligent Decryption Bypass

D Bypass decryption for very low-risk connections New

Bypass decryption for very low-risk clients connecting to trusted servers.
Note: The access control policy associated with this decryption policy must have the Encrypted Visibility Engine (EVE) enabled. The
device to which this policy is deployed must run version 7.7 or later and must have a valid IPS license.

Cancel Create Policy

$I1E3 i3 5KAE (Create Policy).
NEEIR T R SRR R

BT
|
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Outbound example [ canca |

Enter Deseription

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings

+ AddCategory  + AddRule Q1 Search Rules ®
Source Source - 2 :
Name Dest Zones DestNetworks VLANTags Users Applications  Source Ports  Dest Ports Categories  SSL Action
# Zones Networks
Administrator Rules
t te
Standard Rules
Do not >
1 © Auto-Rule-Undecryptable any any ny any v ny 1DN selection 4
decrypt
&
Do not
3 Auto-Rule-Undecryptable-A| any Tags: undecrypt any E any any 4
Ve ] 9 ¥pi v i
4 © Auto-Rule-IntCA any any 1Pvd-Link-Local  any B » Decrypt -
Resign
Root Rules

Default Action Do not decrypt -

TEFT IR 7 v, 5 A T R U B3 T 36 AR 2 PR AS SR 28 KLU 25 F BN I 22 - EFHE RN
o BUBURL NN CAEER, BEVERAEOL T, BRI O A . A fsik b T 58 B ek
URL Z 3 H9#2% (Bypass decryption for sensitive URL categories) & EHE, WZH0MPE% 5

FIE 4 i eI3EKEE (Create Policy).

T—¥ it a
© WA A R R AP
o WSINBRINSRIS A s SR BROAER AT L 20 16 0T

o ERAERERCE H B RE, W (Cisco Secure Firewall Management Center 2 BEfE ) P ) fiff
FH S BRI SRA R I s T IR

© BOE PRI R L R RN kT, 2R 18 1L,
o K i S L5 il P SRS A OQIE,  Hs LA SR L i ) A ORI i
© BREMCE NG IES I A E

A EE R E BRI EB CA

VAT S5 I VR A G OR 37 Y Sl 2 22 10 gt R U e S 3 Pt 2 e PN PSR PSR LA o Js th mT A
ARy wi N CSR MU (1A A IE BB M3 &R > 3 RE TR TIX LTSS

Fia Z |l

B ORI T A A N P UEAS AR LA SR IR 25K, i N P IEAS ASUAH LA X B T

| R |
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nssiesn bz ca i

{EL
o

T WERWRES, W53 Cisco Secure Firewall Management Center o
W2 AT R > TR FIRRRE > R
P33 NE GRS KA (Create Decryption Policy).
HIR4 (LA (Name) FBUP A SEIS 4 PR, 7E1tBR (Description) B i A ATk 1) fifiik .
SIS Sl HihE$E (Outbound Connections) 21+ .
W6  MAER CA (Internal CA) FilZ, ridi#iiE (Create New) > & X CA (Generate CA).
WIRT A CA R ADRFR, REHRME A A TR N B R X B R
$E8 iiliFHEZ (Sdf-Signed) BiCSR.
A X BRI VEAE B, 16 S N EE MU LN 5 .

PR R E B R IE .

L0 i RTE (Save).

TN WREIER T CSR, WAEBAENRTHGE, MiliREIER (Install Certificate), W1 Fiis:
a) BT R,
b) MMAEB CA (Internal CA) 5|£& 4wt CA, W R,

Internal CA

INtCACSR #

c) i Install Certificate.
d) FZIE RN AT S
SIE12 R QI A N EBR R I RGN, 55 6 TP U I 2k S 6 S .

A shfR$P_E& RHER CA

EAE A5 TR 7E G DR H 3 34 132 16 Ak D ey 2B A N IE P AUA LA o 5l mT ELAE ]
AR DN CSR TAUA (RS AR T TR X &R > 3 RE TR TR LS

FHia Z |l
B ORI T A 3 N R UEAS U LRGN SR IR SR, i N RS TEAS AR LA X 5 T
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{EL
o

T WERMWRES, W3 Cisco Secure Firewall Management Center o

W2 AT R > TR IRRRE > R

3 NE GBS REE (Create Decryption Policy).

HLIR4 (LA (Name) FBUP A SEIS 4 PR, /£t BB (Description) B A ATk i) fifiik .
SIS Sl Hih%E$E (Outbound Connections) 21+ .

W6  MAER CA (Internal CA) %, ridi#iiE (CreateNew) > Efk CA (Upload CA).
B1 N CAFRE AR,

R8RSR I B b b SR B S AL

HIE W CA Y, kP BB (Encrypted) 5 EHEIFEATAE 7 B b i N1 o
IR0 M QI AT BRI SR, 5 3 U B B R SR B

AN RIP EERERIES
BOAT 5 VR E G CRAP 3t 32 4 10 A 3 D) By o)A PSR UE P iR A LR o 885048 mT LI FH 3 &R > X
KREIE LMENEE CA, SN CAUEBAAH TR,

FHia Z |l
B DR AT R A B IE A AU A LA 0T B st 18 B — ol 3R P A P AU LA o

L1 WA, 1E 8% Cisco Secure Firewall Management Center.

P2 IE A REE > e HARRR > #RE .

$IE3 T EIEME R (Create Decryption Policy).

R4 (LA (Name) FBUP A IS4 PR, /£t BB (Description) B A AT 1) Hifiik .
$IB5 A% E (Inbound Connections) 155

SWE N WEES SRR, sl ().

P]®T ikt

IR NN CATRE AR

IR ORGSR B B SR BE A A AT o

T WA, EETh 2 SEHEIF AR B A

PR L QU HAT NS E R AR NS, 5 6 TP B U] 4k 2L 01 1 A R

|
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B2 BB E th A 15 F B i 2 SR B

ST ARRE . FRAE. PR IEFHEE B ol s U SRR G i s O], V75 6 A A s SRS I i A A s
LA Iz A o

B il e i, v LAR S B 2 AN, IS 2 AR - EHE4$A (Decrypt - Known Key) HEIF]
LRE - EEHE R (Decrypt - Resign) .

W T AT B, WA BRI O OB AR, SR 5 A BE G A A S o Al g 4 SRS 2 i
AR HAE AL R P RIS B (CWREBAURHAED o ARTEAMEE, 155 P QAR B B b A
SR T4 B S RIS 5

R MG 3, 1583 Cisco Secure Firewall Management Center.
il SR > T3 EHE AR > R .
7t Name #iI Description 124 Sl FRALME— A AR AGEIE U5 #F b nliEnm) .
mili T—% (Next).
SRS % ERIRGE AR (R R Ui
rili B K AE (Create Policy).
SRRIE B .
s ok PR3 SRS A4 PR 55T SRR (2)o
M ARAIAN (Add Rule).
RN A
MIRAE (Action) #I3&r, st BWEAR, JFZS I LLR R LT (s .
W
o MRS RN BH 1 E AR A
BRI Ut

MiiR7F (Save).

T—% Mt 4
© WSINEEM A R AP
© ININBRINTR SR e iem BRAERAE . 2R 16 0T

o NERIAERENCE H B DXL, W (Cisco Secure Firewall Management Center & P Fg) "
A I SR BRIABRAE il SR G4 ks o

© BOE PRI R L R RN kT, 5 18 1L,
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