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L AERZHN, & M LEEE R AR, IXIR AT RE 2 B A e A48 A TLS/SSL [ % .

mEmn fngmrsl i



B zomzsmns

P
PIR2
PR3
$IE4
]

$IE6

REMN fngmnsl |

2. RGN A IOV URL 250 (Biltn, By Agfl) iR mgs il
3. AREZEMN, JEHT CAEIEME N, AR W] BEAE R e M TLS/SSL A5 -
4. % - EE BN, A4 IntCA IEFMURHUR X G Al AR .

SRJE AT RS 5 2, thmT LT 3his
© R - EIRERAVUREMN,  DUR R E AR ACE 15 N P L
o TG FAU S R e 1) A R L
BRI RAE-FAA 2 3 i 4 F A BELLE B BRI SR EE A .

WER A T AT B, AU BRI F A OB AL, SR 5 A RE G A A S o Al gk 4 SRS 2 T
WAEHEHESRIE A PTAT RIS B (CWRIEBMURHID o ARG R, 155 P 0 el A2 B PR o
NS RFAR S BV SRS AR 2

WM A G %, 155 % Cisco Secure Firewall Management Center .

Tl SR > T EHEHIARRR > R .

riili B3 #R 5K B% (Create Decryption Policy).

MR RIS it — B AR, R AR .

Al 35 fR$P (Outbound Protection) T .

MAEB CA (Internal CA) 43, i W ESUE S MUA NN S 44 5K, B3 i #TE2 (Create New)
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Create Decryption Policy

o Policy Details 2 | Decryption Exclusions
Enter name, description, chog [Optional) Configure exclusions
policy type and certificate: for outbound cennection:

n A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

‘ Decryption Policy Example

Description
Outbound Connections (User Protection) Inbound Connections (Server Protection)
How tection Wo
| DECRYPTION EXCLUSIONS |
ECRYPT RE-SIGH
Internal CA Download

‘ @ Intca o @ | [Cli::kloasslgn networks and purls]

IntCA
~+ Create New -~
S Cancel m

W

A ROV B AL N ISIEB AU R I TEARE S, TEZ 0
o Doty AL A EE CA

o ol R AL A B CA

WD (fik. O BEFRBIGE LR H bR g i, 18 sl A BC M 48 FNim O (Click to assign
networks and ports).

FIE8 pith T—% (Next).

FIR TR MR S HE BRI e A 1)

v

R % R B HERR 10T

PEAE S5 TR A R LS (i HEBRAE AR 2 2 Ao BRI MIOA ol semss (H, A6 IR -
B A RIEIRAE RSN 3 XSS, (AT 2 7R 3 SR T 3K L8 SR g 1) e AR g LU o

FIAZ Al
DA A HA S IR 25 S PR A B AIE TR AR AT LAA (CA), AR A BB B AR H Sl 2 P i o s ]
DAIE I DA AFA]—Fof 7 s AT L4 -
« ML HE S R (Objects) > MR EIE (Object Management) > PK | > A#E CA (Internal CAs) Jf5|
HI PKI K G A B CA IEFX 5.
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o QLAY HH Sl B DRy I gt o s
* ARVEAMER, WS SR ANl ORI 10 i s

FEERIUT IS AL LN BT O b ORISR (RS - RS MNERAED S A ik sl, I

AR SRS 45 4 45 P P A B T

=

15 AR

SRS R ZEUR URL 2371

e P S B ATE AN R AR E SR i AR S T A ML IX )
A, ATRESAR AR R, L SR A AT SR A .
A RVEAE R, T BRI EB X I BUB LA .

SLATRIN (Add) DL IS 2255,
Ak BB (%) LUMERZER.

SRIT W AN A R BRI 2 R R ARAY

e

e rh S T A FOBR RS A4 U T R B0 RGN AN i
W, AT N ARSI, (TLS/SSL k[ & #E W fiiE-15
B HE N RO R REA T TR

TCIEAREE W] 53 4 R 2 el URHE S

ST AR R RN

16 ST HE AT /1 FOR A A4 UE )R] BE S BUE R RN AR R
WE, AT A EUEBIEAAC,  (TLS/SSL k15 il e W ik 5
B E VI PO BEREAT T R

TCVEAR ) Y 22 A a2 (VDB) B B . #8m] BAAE
Cisco Secure Firewall% 5l 25 (Secure Firewall Application
Detectors) B[ FHEIFTAH N H 1515 undecryptable Frid 25 br
PUBRH & A ToVEAR S N H o

pRES e IVAR R B s PUVE A

TS T BRI
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Create Decryption Policy

(1) Policy Details @ oecryption Exclusions
Enter name, de i (Optiona nfigure exclusions
policy type and certifical for outbound connections

[j Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories
Note:  URL License is Required

URL Categories: Finance Online Trading = Health and Medicine =

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note:  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

@ 56 Distinguished names included «

Bypass decryption for undecryptable applications

Cartain entarprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisce's list of known undecryptable applications

Note:  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

@ 55 Applications included v

Cancel

magnmnn |
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Create Decryption Policy ®

@ Policy Details ——— @ Blocking e Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

Decryption Exclusions

D Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories.
Note: URL License is Required

URL Categories: Health and Medicine x Online Trading < Finance X

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

® 56 Distinguished names included v

Bypass decryption for undecryptable applications

Certain enterprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisco’s list of known undecryptable applications.

Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

® 56 Applications included v

Intelligent Decryption Bypass

D Bypass decryption for very low-risk connections New

Bypass decryption for very low-risk clients connecting to trusted servers.
Note: The access control policy associated with this decryption policy must have the Encrypted Visibility Engine (EVE) enabled. The
device to which this policy is deployed must run version 7.7 or later and must have a valid IPS license.

Cancel Create Policy

$IE3 L3 5KEE (Create Policy).
NEEIR T R SRR R
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Outbound example [ canca |

Enter Deseription

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings

+ AddCategory  + AddRule Q1 Search Rules ®
Source Source - 2 :
Name Dest Zones DestNetworks VLANTags Users Applications  Source Ports  Dest Ports Categories  SSL Action
Zones Networks
Administrator Rules
T
Standard Rules
Do not >
1 © Auto-Rule-Undecryptable any any any any any v ny 1DN selection 4
decrypt
&
Do not 3
3 Auto-Rule-Undecryptable-A| any any any any Tags: undecrypt any E any any 24
VR . 9 vE . decrypt
4 B Auto-Rule-IntCA any any IPv4-Link-Local  any W any any Bittorrent ny oy * Decrypt -
Resign

Root Rules
t

Default Action Do not decrypt

TERT IR 7 v, 5 A P R U B3 T 36 AT 2 PR AS SR 2 KL U 25 F BN N 2 2 - B E RN
o BUBURL NN CHEER, BEVERAEOL T, BRI O sE M . ik b T 58 B ek
URL Z 3 H9%2% (Bypass decryption for sensitive URL categories) & EHE, WZH0MPE#% 5

FIB 4 i eI3EKES (Create Policy).

T—5 it a
PSR SE SR e S W S
A INER A SRS 3R o S BROAFRAR

JeERIAERERCE H WD RE, W (Cisco Secure Firewall Management Center 2 BEfE /4 ) ) fiff
FH S BRI SRA R I s T IR

B RIS SR i SR T
o K i S L5 il P SRS A OQIE,  ps LA SR L ) A ORI i
IRERLE G WS AR E

.

F—NTFIHABRENRN . HERE

AN PR R AR — g% MR ANl ) NI Z% GE SO internal) L. ARRE LR A8
ClientHello JJ[AJFEATUCHAC, PRI Ak PR 82 Al R

FEATARAESN IR LSRN LA I BL T M. 45 LGB S MR IR, B S LA
P
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Decryption Policy Example

Enter Description

Rules

Trusted CA Certificates Undecryptable Actions Advanced Settings

REMN fngmnsl |

\}

Do not decrypt

ER WA I DNS R 452530 R 8 DNS fi#dras (i A Umbrella BRI FIWE, WEn]
uﬁ LRI BRI . Witk N DNS IR 4528 S HUT H i H il sk, B4 n] DOREIX 26975 in 21 1

R, A5 Z A B AN BT 3E N I I 1) DN'S Y 557 FH A 8 3 0 01 B oo
%ﬁ (B0, Active Directory 1P & HJ Microsoft I3 DNS T8 -

e, EREEHEILTE.

Y:EIX% rﬁ ObT)

'f/J\
JAJAVA

140 LR R AR AR 55

IV 1% 4T e

VISR IEPE

B #Ean gl

+ Add Category + Add Rule €1 Search Rules €
Source o o "
# Name Source Zones Dest Zones Networks Dest Networks VLAN Tags Users Applications Source Ports Dest Ports Categories SSL Action
Administrator Rules
aty
Standard Rules
1 DND - internal source netw any any Internal any any any any any any any any ke ¢
decrypt
-+ - =
2 Decrypt test site any Yy any Astrology (Any re any QEcryp: s
Resign
3 B Auto-Rule-Undecrypta any any 2y any any any any any any any 1 DN selection DS 1o} ¢ a
decrypt
Finance (Any rep . -
4 Auto-Rule-URL-Cateqories any any any any any any any any Health and Medit zny B el ”lﬂ“ # 0
Online Trading (& it L
5  Auto-Rule-Undecryptable- any any any any any Tags: undecrypte any any any any o ok ¢ a
decrypt
6 ® Block bad cert status  any any any any any any any 1 1 1Cert Status seler @Block ¢ a
7 @ Block SSL 3.0, TLS10 any 2 Protocol Version @Block ¢ a
- D t- "
8 B Auto-Rule-IntCA oy oy any  any  any  any  any any P Pl
Resign
Root Rules
aty
Default Action

=)
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Add Rule ®

Available Networks

Q. search by name or value

Networks Geolocation

any
IPva-Private-All-RFC1918
any-ipv4

any-ipv6

Internal
IPv4-Benchmark-Tests
IPvd-Link-Local

1Pvd -Multicast

E]

Add to Destin:

Name Insert
| DND - internal source network | Enabled below rule v ‘ ‘ 4
Action
© Do not decrypt e |
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version

Source Networks (1)

Destination Networks (0}

Internal

o any

Enter an IP address

‘ | Enter an IP address

Satest m

%

N\ —

ZNFL] -

FEAGI, R SR AT 3k

P2 LA

7 g =
q;«,‘ﬁ#%,&,}ﬂ\lju
1 R I A R &, RIGFEE 2/ R EEl

A 2

,

JIL

=

==

IBAT A SRS 1) 3, SR LA I EA R R s FAEsh BB P K 28 AN

Decryption Policy Example

Enter Description

(2

WINER PSR

PR S FN S S = 151

Rules  Trusted CA Certificates Undecryptable Actions  Advanced Settings
+ Add Category + AddRule Q, Search Rules (
S
# Name Source Zones Dest Zones N::;::rks Dest Networks VLAN Tags Users Applications Source Ports Dest Ports Categories SSL Action
Administrator Rules
his categary is empty
Standard Rules
@ Do not
1 DND - internal tw any any Internal any any any any any any
internal source netw any y nternal ¥ y ¥ ¥ y ¥ decrypt
-+ =
ﬁ 2 Decrypt test site any any any any any any any Astrology (Any re any D.ecrypl
Resign
3 @ Auto-Rule-Undecryptal any any any any any any any any any any 1 DM selection Do not -]
decrypt
Finance (Any rep -
- @ Do not =
4 Auto-Rule-URL-Categories any any any ar any v any Health and Medit any 3 8 ¢ O
Online Trading (A ocIYp
o s
5  Auto-Rule-Undecryptable- any any any any any any Tags: undecryptz any any any any bl ¢
decrypt
5 ® Block bad cert status  any any any any any any 1 Cert Status seler @Black &
7 ® Biock S5L.3.0, TLS 1.0 any any any any any any any any any any 2 Pratocol Version @ Block el
- Decrypt - a
8 @ Auto-Rule-IntCA any any any any any any any any any any any eCryp! ¢ 0
Resign
Root Rules
This category is empty
Default Action Do not decrypt
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IBAT AR ARG ), SR SRS DL I LR R R A s B R - B R N T AL .

Decryption Policy Example
Enter Description

Rules  Trusted CA Certificates Undecryptable Actions  Advanced Settings

+ Add Category + Add Rule Q, Search Rules
Source G " i
# Name Source Zones Dest Zones Moo Dest Networks VLAN Tags Users Applications Source Ports Dest Ports Categories SSL Action
Administrator Rules
ategol mpty
Standard Rules
D t .
1 DND - internal source netw any Internal any any any any ny 3Ny any Ny ane &
decrypt
-+ = =
2 Decrypt test site any any any any any any any 1y 3Ny Astrology (Any re any Bactypt [“n
Resign
3 @ Auto-Rule-Undecryptal any any iy any Aty any any any - any 1 DN selection LT, ¢
decrypt
Finance (Any rep 5 B
4 Auto-Rule-URL-Categories any any any any any any any 1) 3y Health and Medic any ; o ntG‘ & 0
Online Trading (A gkl
5 Auto-Rule-Undecryptable- any any any any any any Tags: undecrypte any Ny any any DeHpT g0
decrypt
# 6 @ Block bad cert status  any any any any any any any Ny any any 1Cert Status selec @Block oa
ﬂ 7 @ Block S5L3.0,TLS 1.0 any 2 Protacol Version @Black ¢
+D t- =
8 B Auto-Rule-IntCA any any any any an) any any any any any any i &
Resign
Root Rules
tego! mpt
Default Action Do not decrypt
JWURERALEYS
%Jb])_” BH./oh
Add Rule ®
Name Insert
| Block bad cert status ‘ Enabled below rule v ‘ ‘ [
Action
| ® Biocx v
Cipher Suite Version Logaging

Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status

Self Signed: Yes Any I
Invalid Signature:  es Any I
Expired:  Yes Mo

Revoked:

Valid:

Invalid Issuer:

Not Yet Valid: Invalid Certificate: Yes Any I
Invalid CRL: Server Mismatch: Yes Any I

B #Ean gl

Revert to Defaults
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1

. RREAN SEEEEK R AR I RS B AR .

Add Rule

| Name Insert

| Block 551 3.0, TLS 10 | EBEnsbled | betow rule ~| |7

Action

© Block v |

Networks VLAN Tags Users Applications Port: Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
| TLS v1.0
| () TLswia
| () sz
| [ TLsw13

Revert to Defaults

fEE N d sy PR L E F AR 7S B A0

H 30 i 1) e L e LA L e 22 IO AR B, DAL AT M 48 s L A RIE S AIAS 22 A Bl AR
FRIREI o A 73 P D7 8] 8 s S e 42 U 1 PR A M 4 BB B

| B

ERSEN AR AT BRI ol BR IR FFE BN ERAE AU A RS E 4 (Cipher Suite) MIRRZAS (Version) ML
fFo WK BEREMNMAN T “ffa - o4 7 s “ifs - S s” M. 78 B A AL
AR R rh, X RS AT R T IR SEH ClientHello K0 BE, - M-S AR SR PR 411 RE -

T WERMWARESR, W8 FHKCisco Secure Firewall Management Center o
BIR2 A R > AT HIRRRE > #RE
PRI Rl SRS SSIA M R (2)
FIRA Ul RS AR (2) .
LIS SEEARMMN (Add Rule).
FIR6 A “WSIEN” (Add Rule) XfTHHES, {E&AFR (Name) 7B AR 1) 44 FK o
BT AGHERIKTS (Cert Status).
I8 PR MEREN S, LN
* mili(Yes) Al MR Y R RS R T AFAEHEAT UL T o
o A (No) IR IZ R IR A R W R T UL .

© SRR (Any) WAEDL RSN BEIE 25T, #0552, I FHERRIRE TR IE IR 2 A7 AE AR
iz NIE A .

mEmn fngmrsl i
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B =05 mean sirsminEs RS s

9 MIRME (Action) FIRH, AT EEHE (Monitor) DA FIC S 5 MU VT FL A9 i, Bl s BRLLE (Block)
i PRIEFHEE (Block with Reset) LABH 11 & I 1L F6 Pk 2 e

PR ZEORAFS B BE L, 1 s oy DU JEC AR IR A0 (Add)
PERNM ELRAEN SRR K B O, 1 R DU AR R 4R 17 (Save).

Gt

HZMFEAT Verified Authority iE MU . HEZAAME AT Spammer Authority {IF 5 AR HLI
REE T 51 Verified Authority iiE 5 H1 1 Verified Authority 2% % [ 7 18] CA E-P AL &R
Gio T “ORAUEMUHIRY Y G S LRIV U, I RGEE B B4R R
RAURE” $E4L1) CRL.

NEBH TR EGRAES B CRAEMURHI 7 UK IET . AFE CRL _EREAS LK
PHEA Tk H PRI R4S o H I EIE PO RE TR R4 A . S2C TR M s, Al
Tk 1) 47 ) SR AR RS £ A P A I 5 0 % ) U

Revoked: Yes | Mo IE| Self Signed: Yes Mo IE|
Valid: |E| Mo | Any Invalid Signature: Yes | Mo IE|

Invalid Issuer: Yes | Mo @ Expired: Yes | Mo IE|
NotYetValid:  Yes Mo IE| Invalid Certificate: ~ Yes  No IE|
Invalid CRL: Yes | Mo IE Server Mismatch: Yes MNo IE|

R R AR S R FAE RSO RSO0, B TRCE RN, ehi
PG BT E S 0 o AR DL A o

Revoked: Yes = Mo IE] Self Signed: Yes Mo IE|
Valid: Yes | Mo IE] Invalid Signature: Yes | Mo IE|

Invalid Issuer: Yes @ Mo IE] Expired: Yes m Any
Mot Yet Valid: Yes Mo IE| Invalid Certificate: Yes No | Any |

Invalid CRL: Yas Mo Any] Server Mismatch: Yes Mo A"',-'|

FE NG, WA AR AL R BAT A A4 i B e
SeiAkieaasl w WIE S CRUN T

PEFER T ANIEARRE N A, WRRR K SNT IR 5% & 44 FRIL o sk CRL B2k, W
25 S UL

B #Ean gl
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Revoked: Yes Mo | Any | Self Signed: Yes Mo | Any |
Valid: Yes Mo | Any | Invalid Signature: Yes Mo | Any |
Mo | Any | Expired: Yes Mo [ Any |

Invalid Issuer: fes
Mot Yet Valid: Yas Mo | Any | Invalid Certificate: Yes | MNo [ Any |
Invalid CRL: | Yas | Mo | Any Server Mismatch: | Yes | No Any

a~f5l: AT S E PR L i R AS B fR 2 A

AR R T AT BELLE PR 48 - AS TR0 A 224 1 TLS A1 SSLPpY, 914 TLS 1.0« TLS 1.1 F1 SSLv3.
AU B IR BB P S A T AR S VRN M T AR B SUCAS FE f TAE Jr

TN AZ R L R HERR AN 22 (3L, DU EAT#R AT e o AEAR
o BRI LAREH] fif U IR (Version) T IR FH RSP
© MT RGNS SSLv2 Mo, DA RRT LUGT e SR A 1 To ok AR YR 4E RFHLIEE .
« FRE, BTSRRI TLS/SSL, PRI St R JLBE 1L

|

EERW A HABE LR sk BE 1 FF 2 MR () TR H R E S (Cipher Suite) FIREZS (Version) B 4&
o EEZEREMMARAT T “Mf% - s o “iss - O OuEAE. 76 B4a HAb
MERAVE N h, XS AERT BE S THL R S50 ClientHello 20 BE, M 3 SO AT T (R PE BE o

L1 WA, 85 Cisco Secure Firewall Management Center .
H2 i RS > TR EIARR > R
W3 AUl RSN R (O)
PRA Ul RSN R (C) .
LIS SR (Add Rule).
FIR6 AL U (Add Rule) M EHES, 7ERFR (Name) B AR 44 5K o
$£1B7  IRME (Action) #E b, fidifELE (Block) BiFEIEFFEE (Block with reset).
$IR8 AR (Version) Ui .
$£IB9 kP ARFE AR E LR, Fit SSL v3.0. TLSLOM TLS1.1. HUHIE P A8 40 A 2o 4 (AT
PRI SR L HE o
NEER T AR

I mEmn fngmrsl i
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Add Rule

| MName Insert
| Block unsecure protacols| | & enabled below rule SR

Action

| ® Block v |

Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Versio Logging

SSLv3.0
| TLSv1.0
1 TLS VI
| () mswiz

| [ TLswi3

| Revert to Defaults |
Cancel m |

S0 AR PE T kB H AR ) 1
SEBN AdRN (Add).

: — - VR > STz " > T Sl 1

ARG Fah mRE RN LSSk P Lk UE Al o 2 R
A BRI R T LT er AR A 5 i 15 1) mT 2 R A4 Pk ok i 4 BB L i i . R RS e N
H T SR 2 VRS
Ao HEA R AT AL R AS . A4 AR R shr, Bl Aaus— N AH4. 6
i, https://www.cisco.com FIUEBH A% cisco. com. ({Eﬁ#jkléx%ﬁlgéxﬁi, {Cisco
Secure Firewall Management Center 3245 BLETREE Y 120 HE 4 BRI S AF 5B o0 A48 T i o] £ 4k H 44
FRe )
% Pt K o URL [0 B4 50 2 IR 5 28 A FREE 7 (SND)o 28 P s ] TLS #2 FH 1¥) SNI 4 g 44
KAg E BER LA (B, auth.amp.cisco.com) o R, JIREFESSEFEAE A TP bl 4G4
JIT AT E ) B Sl N P 7 TR A N FAEH A IE 04k

L1 WERMWARES, W& KCisco Secure Firewall Management Center .
PIR2 i SR > R SRR > R
PRI i R RS S5 HREE (2) .

FBA gl NS AR () .

LIS pERMAN (Add Rule).

PR (E U (Add Rule) X HHES, 7ERFR (Name) 7Bt AU 45K o
BT IRIE (Action) 5K, AR IE (Block) sifEIEFHEE (Block with reset).
I8  nidi DN.
¥

%9 M\ FJH DN (Available DNs) " & $&ZLA4 I ] 73 HEA4BK, WK P

W BEan kR


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/decryption-rules.html#Cisco_Reference.dita_6dbb2195-514d-49be-b5e7-367866e39eae
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BN AERMENERE (Add to Subject) BGRNE 4% Z (Add to | ssuer).
2R

A AT U O E X R
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