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DU/ s T 25T Bk B, JERR T detection filter KRBT JET-HOR B It yE A
EINREAS BTSSR A A S i R AL FE detection filter JCHEF H U E N 5 MR,
BRI B A 3L TR ) BUG s, WERAE 1S AP I TR RUVE T, 12008 2 R Jeg vk 5
Mk “EFIFAEF” (Drop and Generate Events) JE4R¥HF 30 70, tbAh, R BI(E S AE 30 B0 PO
B A 10 244

W s, SRUNVCEC AT OB A S AR SR A, USRS detection filter KA
FPTHR R PR GRS b o MR )5, SR AT 4G, RS T8 (R bR e PR A
a2 fiA Sl EAE “ ZR I ERFE” (Drop and Generate Events). U154 & 3 T 1 b5
e, RESHEHRE 11 2 15 ARSI A8, B MR s, CikBImRIEEEmE, K
I, W TFRIRERE, REASERF, B TR,

TR, ETHEREN G, Bl Ui ER s R TR KRR A 57 il TR
TR I B R, P s ghat.
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Packet PN i -
Matches | NNNNN H NN E Nl NEE R ERERENE : ¥l ¥ YY
Rula? i : i !
Drop? [ NNNNN | -N NNNNEYYYY{ YYYY YYYYYYY | vl ¥ vY
Alert? | NNNNN | Y YYYYIYYYYi YNNN NNNNNNN vl v vy i
Detect , i , r Detect :
filter ! ! : filter
sampling i ; i sampling
period ; ; i period
— T A . m—
i Rale-based i Rate-based : : Rale-based :
i, sampling period i sampling period : :sampling period
& : - = : &
1 Rate-based timeout
[ o ;
: Threshold period ‘Threshold period ...
B 2 ——-

| Detection_filter Keyword: Count = &, Seconds = 30 |

| Rate-based: Count = 5, Seconds = 10, New Action = Alert and Drop, Timeout = 15 |

72201

| Thresholding: Limit = 10, Seconds = 20

E T ER R EE AN &

SR I BT BT TR S R AR I, I AR I SRR i SR R R A R k. TR
el HLAT LA e F g A«

AR M BN W 2 A e EE R R, Kon SYN 2 i

o AL F N 2% E L AN 2 SE SRR it i, R TCPAP SEHZ M BGL

* FEGUIHREE H AR 1P bk sk 8 — AN 2 ANRE @ 5 1P Hbhk R o U T e %

o AT b RN E U R DL G %
TEM 253 i skms ey, S m] LUK HEAN SIS L SYN V2 LB TCP/IP Mz il fE IR g, 1%
A A Ay B A2 B A B8 R0 5 e TR AT RS . TR R, AR TR TR i v A

VR INE] GID 135 B8 SOLHUNPRAS . GID by 135 MRUNAE F 2 7 oA 5, A FH IR S5 e 4E h
SR NIER

£ ) HI SYN BBl (SYN Attack Prevention) Ja,  WRSEEREE SRR F A, WA 135:1

75 Ji H 45541 B Bt %43 (Control Simultaneous Connections) &, f SR & SRR R 44, Tl fil %2 30
W 135:2, R iE I GRS, ) fl &R A0 135:3,
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ETERRMICHRAE . MRS iR s ES S .

iR

TR K A B B YRR T ST A RGBSR TR A B S A, AT RO RN AR
AR B f o UIERFE T 1R A BLli i A AN BT, S5 mT RERT 2R AR A A R P AE R E
RO T ] B A A0k 0 22 (R 2l b A e di . DRI, S ORI B A TR B . Dy 17 75 W il

JE IR, TEECR SR .

AT AR I DR T LA 2 -
© WEHLEEA BRG] T A SRS B TR s el H Am i )
© BROUFRULPC IR A, HC ARy 5 P03 P 0 U DG R I
o R R I BT IR R

N HEA SRS BB TR VAN, AR GE SR SO I 26 T R () ey A e, JF HoT L
FEN BB E AR O BRI B L T HOR (AR, A7 = FIAOERAE: Generate
Events. Drop and Generate Event 1 Disable.

© BARMRFELI ], ACE DY I fE

TR, PriRfE AT Z ), FERIRBIN I (8 2 B2y — BT, BT A 7K B I ) A e 21 T 2 )
RN IA R F 1L NI B HR, WORERAR T B, W A S W R 2 5 i
JUIRC B R A o 6 TR SRS IO BE L, BRAE 2 MR B UL R B SR O B84 o AL AR
M, BRfE it

FEIERERAE T, AT DA R ) Aok 7 A R e I B AP A o A B80T R (X C L K
DU, BEN “HERERAE” (Generate Events) IR BIEFAF, (HARGEA S Z 77X L8N K 4
o ERE, WERBdRR R VLA A RN AC B T TR A5, WIS HOR (U RAE T e B8R 4t
FEGARAE AL TS SRS I ) N Z 7 e, B ESU  E R E D “ EFIF LS (Drop

and Generate Events),

)

i

BT AR I EAF ORI AS IR, ek 25 HA T I RUW L RC i . (U, S R SR 2
BB T AR L UE A, AT DLAEFR A N BN AR A s A i SO 05l 22 SYN Hdl

SYN/ACK %2 H.F) & .

LIS ]— R RE AN FE T AR Rl s . AR SRS P A7 AR50 — il g e e o VTR
PN T AR LS S ERAEAH PR RN, RGE e SN TR Rl e S A . AR, R
X A SRS L (1 B T A (1 e 8 s 6 LA B8 B 1) T R ) R A AR P, B A
AXER

MR T 1 8 Bl A AR 2

EFRRABCEFE . AN 2R S {ESHF

KT detection filter AIBFIEARARIN, ELEAESR € I 18] A HH LA I UL BC 0 0 B E 2 ke 2
AL FE RGBT detection filter I, FRGURFERERREANER IR A% A LG C R0 A PR S £ 8
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e REATGETK FREC IR 1P HuhksRE e H bR TP btk (1 500 VT FC 500 A0 o /5 ) 1
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LA B LA RO 22 (0, D22 BRI e A P 5P e e e 4 2%
JUSFRD P AT B A o A3 W LAC B8 P 38T 1 R 5 B PO A R £ 5 AR ) Lo
T SRS DU S P AU, R e 4 S T A 3 P 1) TP s A 2 ) e g, R pl T S
TRV 5 (05604 (10 B L T A P T A B B S et e
AXEM
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)

R WS A T Snort 2 TRALFEZE . 45 5C Snort 3 R 2015 B, 1ES

https://www.cisco.com/go/snort3-inspectors.

AT LALE S S0 C T A R B B A LA BH 1 SYNVZ Wb Bty 3l DARH 1h-2k 15 Ry s U s B
HARIIE 2388 .

EPESRME > iy BT HIARER > T EEE, AR5 AL S TR oK > IR SIRRE > AR, A&
Jei e i P 4% 53 AT SR

pE s

QR e SCH P A C BRI AR S K28 N BR AR A T 1), TR P 8 A AR U7 19 122 SRS

PR I S 553211 Snort 2 BRZS (Snort 2 Version).

sk RS G T SR 55 1L I R ()

WA R RE (©), WIRWALE S T, B B A 15 i & MBRR .

Mg E.

U 4% E BN S (Specific Threat Detection) T (1) E TR E B FH 1 (Rate-Based Attack Prevention)
C2EH, 15 2/EA (Enabled).

A E TR E IR (Rate-Based Attack Prevention) 55411 4348 (£).

T8 PR

o BRI B AN EAUR IR BT R seHE &L, U il SYN Attack Prevention ~HJ Add.
o B FIE 2 ER:, 1 At Control Simultaneous Connections F [#) Add.

| I


management-center-device-config-76_chapter57.pdf#nameddest=unique_2039
management-center-device-config-76_chapter57.pdf#nameddest=unique_2044
management-center-device-config-76_chapter62.pdf#nameddest=unique_2011
https://www.cisco.com/go/snort3-inspectors

| Etkmmpm
masTeznxsne [

SIS R R EN A

o BRECR HER e RS — RANEM TR, 15 MERERA I (Track By) g3k HiL g (Source),

SRIGEM 4% (Network) =B N A TP kb sl bt e,

o BIPREERIRA E Hbre— R4 HARM T AR E, EMNIREAR (Track By) Fud £ hit £ Bir

(Destination), 4R 7EM4& (Network) B hi N FaAS TP ik s ik Be

R
* EAEM LT B N TP Hudik 0.0.0.0/0 RIS T FEk IP. RGN SRR UL 1P Huhik
GEH - FRBETE 7Rk 1P HEAT I3 R 1 B 7B
* RSP IREEM 4 (Networ k) FBEP A& RS TP Hodk st 2R R Briic B R 1)
IP Huhik (P & 2 e R AR 1% 1P Mk AR s it i, AT 48w B, nlKERJi CIDR Bt
WE N 10.1.0.0/16 I REEENER TANEPCIEEST T A FE, Wik 10.1.4.21 6F
JANIERATIF, 10.1.5.10 HANNERST I, WARSASAERFME, KOYIX P JEHBIE 4T
g AR B R B . (2, W 101421 HH—NESBEETH, R4GRaShkA
10.1.4.21 [FE# AL A

PR IRE MR IR R E A A
* X SYN B, /EEE (Rate) 7B AR M) SYN S ol
o X T REDIERNCE, (ETTEL (Count) 7B P Nt .

BRSNS TR DRI IEAT S A A A o AR AL TR I M B AR, R DA R ARG B A
A REEA B o WAL TR (W Uk B A A BT, ] e ZEIRARAl R 2 . A iR e e
(RIS ] TR) B P R i 22 i ek, W as il R e 4t . BRI, SO RN EA T A BRI . Ol 1 35 1
JEIEMRIRIR R, EERR SRR B

IR0 T TR W Sk e B E VUG I B A, 15k th E3F (Drop) SEAE.

LN (EEBE (Timeout) F-B TN T B, 7E I (] B 45 5 #2545 1A et 6 B SYN VT Pl il
FPER R A &y, 5 .
EE
T R R IS AT A2 504 B L T R 3] A DR 38 v TR AN AL

;12 JSEHRE (OK).

FER3 L7 A USRS IA LORAE SRS h i T I S 2, 1 G SRR R (Policy Information), #RJ5 Al
i #TAE 2L (Commit Changes).
WURAEAHI N SO 00 T I8 HH s, D2 0 HCAD SRR IS, g 2T 11 AN RN AR R BE 2
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