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g)  (Alik. ) M7 EE U A A I Rk I

h) A SERC AR IR . AT, R S R 25 SR ) PR AL

i) SEHERE (OK) LALRATXT R 25 SR M BT AR ) 3 24

) AdiER (Advanced) FIHARTE (Save),  LARAERT U [ 2 1 S B A 1) 5 4

PUAE S AT LUKS B 08 152 52 (1 B0 46 o

Ak 55 SR B AL 7= 131

AT T {4t e 25 s s 7= 451 o

RIPAR S5 28 A5 SYN 57 DoS & (TCP #2&D)

MY E R RS SYN i AL B EHUN, BIER AL SYN Z B IR S5 (DoS) K. X484k
Pr AT H R A R 1P Huhk . SYN i (45 82 MR IR 55 4% SYN BASIGR £ Ab T 78IRS, Mo
IR HR B AVE M IS K .

A LRI BB, AT B T 1k SYNVZ Mt Beti . 2P TR IR S AR ) AR 5 1 s 22
BT IR K

ORI B A R, S A R 7 R S5 AR B, AT SYN cookie J5ik A& S i SYN
SRR SYN-ACK WY, A& HA 2] HAx EHLR SYN A%IIH . SYN Cookie /& 7E SYN-ACK
HOR IR P H S, e MSS. B TEEASLAL I H (W HCE R R, TR %Y. R 3%
(PRI IN [ 7 11 P 7 A0 A 102K B 5% 7 g () L AT 1B AP 91045 (1) ACK, AT LA S B 2% 7 o P B S
T UE, I B AVFERBIRS 2. $ATRHEIALERR A TCP £44 .

BEE R E A LAORS RSS2 SYN iz it il sk, nl LU #E A 1] TCP £ ge 5 BIF i
ARSI LU R 2 i B S A o

FHia Z |l

© PR DR R AT BRI T B AR B IR 5545 ) TCP SYN BUR TAERASI. &0, £ SYN
Ko e), A7 0% T s TGE VT R IR S5 A% o A 1B E W R S AL, TR AT Al BT IR G5 AR A
e SRR G5 A A A O

* {4% Cisco Secure Firewall Threat Defense®! 5 CPU WiZ ¥ &, T WZEHERT 7
ANF], BRI R FNIEAEEE e o] Rl G T e . (ERRRE SO T, R & &% fuir
n-1 NMESMNERRYIER:, Hrbn 2REE. Fla, mRESESH 4 M0, MECET 6
MNIHRER 4 DYINER:, AR TR 3 MOMNES: . Eafe M SN EcE, i)
7E ¥ £ CLI H%i A\ show cpu core T4 o

| LEET
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L1

$IE3

1RIPARS R Z SYN 337 Dos e (TeP 120 I}

B R EIEIIY E ACL, %8R BRI IR 55 2851
Wltm, B RS UME A TP Hulik 10.1.1.5 A 10.1.1.6 {53 Web IR%2%, iEHAT UL R4k

a) PR (Object) > 3R EE (Object Management).

b)  MHZETEERRESIR > TR,

c) ARy RiAEYIR.

d)  HHEZEAN—ARFR, 0, protected-servers.

e) i An LS IR .

0 REFRIFERAE.

g) ¥R (Source) 7 £ %, 7 BHF (Destination) 51 F 7% 10.1.1.5, SRJ5 AiddiiRin (Add).

h)  Uk4h, 78 BHR (Destination) %113 T 7% 10.1.1.6, #RJ5 sithidmm (Add).

i) AiEA (Port), MR 41Kk FMC_CONNECTION, A5 fididmng) B#r (Add
to Destination). W HINRSSAEIECFF HTTPS i&E4%, I T5d it H .

j) FE CYRVIMAIERSH” EHES AR, DO RS in#] ACL.

k) o YREUIMSIERN SR SEHER R, DURAE ACL X%

TC 8 FH T 50 B AT B 4 O P e 25 S s A )

B, ERRE IR AR PR B E A 1000 ASJFRRE R wi I B IR B S 50 A, IHHATLLR

e ((En

a)  LLFESRME (Policies) > i ial#= ) (Access Control), 4R Jm g7 BCgn i B 55 1 ¥ 6 (0 SRS o

b) AHHEIEERITRENES (More) FHE Sk IERIZE (Advanced Settings), A )5 midiBL
BB E1 AR 55 5K B% (Threat Defense Service Policy) ) 448 ().

c)  miiARmMm#MN (Add Rule).

d)  %“FE2=BA (Apply Globally) > T—4% (Next).

e) IEFENIMIUAIEY B ACL 5%, R T—2 (Next).

0 NEE > RAVIELEREEI A 1000,

g)  ABNEPmENEEY > R XVEIEEEGA 50.

hy  (fike ) AR TR A LA R R I

) AU SERCCAS IR o GG AT, AR U 5 38 R 45 SR v R R A

i) REATE (OK) LLERAF S MR 55 S B Ak i) 5E 5o

k) S (Advanced) AR TE (Save), LULRAENT U il 12 i S BT A ) 5 4o

(Alk. ) MidE TCP #8815 B RE %,

TCP £ AE I LU B IOR A € WAR G5 R . FTATIE TS BAT BRI, DAl RO e R 4
EEp YNNI G NPYE SURl v 8

o SEFII - L MRS O, AT 1 50 1440 ZMB02 10, BRIMEY 30 A0bh. 2R
I, RGLUEAT 30 KEGHBURTAE.

EEL N |
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B ®rms R sYN 7 Dos Bk (TCP 128D

o RRIHER - KRG HEW B AERRMIBIE, ZENT 25 3] 2147483647 2 7], BRINE A BERD 400 4%
HE. BHEREEN, &R RgHENE 733104,

o SRR - RGEH G R EES R EAE, %A T 25 F 2147483647 216 . ERIME N A
200 498 8. BHCPWHERE, & NASHEHE 733105,

Up R B ORI, T HRAT BT A

a) IEFEITR (Object) > 3R EE (Object Management).

b) ¥ FlexConfig> XA &,

c)  miili threat defense statistics R& XX 4 W) 4558 (£).

d)  HEAREW U EEESUE, (W TERT B R, R)a mdRm L e g e i .

e) IEFREA MBS SN ) B A GEAL U IR HI s /i), AR JE s iAin LUk A 3 21 ik

FR,

f) i (Override).

g) MR 344 H, PIRIERYE 2 A1t # (Count), H23k45 3 M H.

hy IR C1-3 BN T R (B A 2 (R R . SR IR Z P38 A . 1 23 B 0] 5 U I LASGHIE £

ST 2 T I A AT
i) 1E “XGER” AEHET SR (Add).
j) E USRS SPEHET AR TE (Save).
S I H TCP &5 .

1B LZNELE FlexConfig & LU H TCP #4415 B .

a) EFI%&E > FlexConfig.

b) WERCAESASECHENS, LI T . 0, 15008 RS IR L LS 52 52 IR A4

¢) EFATA FlexConfig 413 1 #) Threat_Detection_Configure %%, Ko fidi >>, XS ER N
FIPTiE M AN Flexconfig #1126

d) AilifR7F (Save).

e) (Alik. ) fn] L sl Se Be & Tk £ H b — AN B R I8 UE A2 75 HAT IE I
RGBS EBCHAE T RS A 5 N4 1) CLI Ao IX S8y -0 A0 45 Ik 55 5w I 7 (1) i 2 BL 2L
S I S8 VA5 R I K %o RSN F I )G LA A B iy CLI. AT FHERIAE, TCP#%
BEHE B A NN Cil o i e s a8 -

###Flex-config Appended CLI ###

threat-detection statistics tcp-intercept rate-interval 30
burst-rate 400 average-rate 200

IR S PRI T LUK TSGR B 31 52 5 0 (1) B4
HIE6 (I L NS M s CLI Wi TCP #4840 1HE B
« show threat-detection statistics top tcp-intercept [all | detail] - 255 B 52 B T 10 5 524597 i)
G-x o all BT ORI AT W IR ER IR A4 10 [y s £d o detail GBS WoR ) SR AE U . A
RN, REGESHEAT 30 IRBCHIRECRFE, R, ZEERIN 30 05, 4 60 FRCEE IR G it
o

| LEET
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{& BB ]

e i gz erarsnat

it
TEmT LMEF shun fir 4 BHLOEBGE 0L 1P duhk. ZMERFH IS, 35 {4EH] no shun Air 4.

* clear threat-detection statistics tcp-intercept- ii5 % TCP £ 45 115 & .

TP

hostname (config) # show threat-detection statistics top tcp-intercept
Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs
<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)
10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)

IR &R RTEIRERIRE £

OATE S, B b A SRS i b W s . B BN, 5B gl i e 25 A s
R AEAETR], R ICMP ANATIE S S R B . BT H ), 20 AR 55 SR s R I 5
P43 ICMP -5 W B 5 .

\)

P

R DA AR, RAESEF TTL N 1 IR, HE NS5 T — AR, Ari e B iziE s
Al REAL S A BOK TTL B L. 1R, Sl (9140 OSPF hello Bl 61) Ki%kHf TTL =
1, Rtk 2B A7 TR AT R S EUEANG B 2 LRI, 1 X e I,

SR QU ACL,  Llog SCED LR FERERES dil i i =R
flan, ZOHPA L ((EAEES OSPF itht) € LA, THHAT L T #AE:

a)
b)
<)
d)
e)
f)

2)
h)

)

EREXT R (Object) > 3T & &1 (Object Management).

MHFHIEF T ETIR > R’

s R E g%k .

AR GIIN—2FR, BlU, traceroute-enabled.

AT ARAIN LA IR, MfiHERR OSPF.

W ESON BRI (Block), shidisma (Port) EIF, 4% OSPFIGP (89) 11 4 B #xifm O
(Destination Ports) Z1I3& F 7R3, AR5 smidiiRin (Add) e bhslas in 2 pr ik 514
12 “P VTP E A H” X IRHET fididwmm,  LLK OSPF RS il ACL.

AR AN AR IR, MR BT A B

TREERIFERAE, JRR <97 A “Hbs” FIEREA.

EEL N |
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R

Bt RIS AR AR, SIS ACL.
Hi{R OSPE fEAAMNR AT “ VA . W%, HaHCL R Eh B
W) PRV AR SHEE R, LR ACL M.
S5O 2 U T A L 10 5 S B
Wi, A AR, T B TR

a)  LLFESRME (Policies) > i ial#= ) (Access Control), 4R g7 BC g i B 55 1 1 6 (R SRS

b) AHHEIERITRENES (More) FHEkHERIZE (Advanced Settings), A )5 midiBL
BB E1 AR 55 5K W& (Threat Defense Service Policy) 1) 448 (£).

c)  miiidRmm#N (Add Rule).

d) EEEENA (Apply Globally), )5 5di T—4 (Next).

e) EFNMMIIGIEKY E ACL X%, K5 AT T—3% (Next).

f)  EFEBRERTTL.

g (i, ) AR ELR A LA I B I

h)y R SERC AR . T D, R U T Il 55 S ) T A A

i) RUHERE (OK) BALRAENS 55 5k més T Al 1 5 4

j)  AiER (Advanced) IR (Save), BURAER T )47 ) S s BT A B 0
IAE SR LU B8 500 2 21 57 52 A 1R 1 4% o

FIE3 BN ICMP A1 TK 3 JEL (A3 5 R A6 o

a) EHEE>FHERE.

b) WO AR AAIBANE, LT N, I RUEDE B AT 1 SR S L il
g AR &

¢) MHHILFE ICMP.

d) SEHEREPRE], B, HEANE S50, BEATREEA BN SRR KN IEINE 10,  DURH OR AL R BRI N A=
AL 8 PR W T

T LCRE ICMP IR B, ' TS5 E R
¢) milifR?F (Save).
pZ AR IS L GHIE LIRS A

1A 459 Y P ax
e 7 AR 55 R B
RET LU e CLI P A5 SRR AR A5 R AR 2 — 25 AT dr 4
* show conn [detail]

BORIERAG R VEAE RATIAR SRR RIS M. B, “b” AR R e N
TCP R LT
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T detail BTN, QRT DL AT R RBOERA I (DCD) #RIM AR L, X4 s A& U5 A
N7 HRIE R A . a0, T8 DCD fse, JEETEanE BT pR:

TCP dmz:

Initiator:

10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1s, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)

DCD probes sent:

* show service-policy

R RS GHE R, AR RS (DCD) ZEiH 15 &

10.5.4.10, Responder: 10.5.4.11
Initiator 5, Responder 5

show threat-detection statisticstop tcp-intercept [all | detail]

BTS2 BOE AT 10 23 R IR 55 2o all SCHE 7 Ko i A B IR 55 2 (1 D SL25cdle - detail 56
B s D SRR . AR IR A, R GE AT 30 KB RECRAE, Bk, 7EBRIANK 30
B B 60 MR IRGETTHE

A B 1ED Al 55 SR B& BY I SR IE %

DhgE

SR
RIRARA

R B B i
AR

15 AR

B 1700 i 55 SR

6.3

B

IUAE AT LK S 915 0 i 5% SR T 5 Ay ) T 42 o) SR v 5326 01 P — 48
o RTT LU PSB85 55 SRS RE A 35 I P T4 8 W2 . SCHFIN )
AELFE TCPIRASLZEAT BEHLA K TCP [T 415 3B A 0 1) AR A7 B [R)
(TTL) {8~ RBCERRIN . B EAREN TR IR 5 i (1 B K IEFEL
TSI SR R LA B IS0 L 2 PRI 4% PR 34 14 I I (1]

Wibiae: SREE > TEHEEl > sl SR LWL, BMBEEARS R
B .

YFFHE 4G Cisco Secure Firewall Threat Defense

SEREP) “BEERA
M7 (DCD) S Kt
5 R 545

6.5

S T AEE PR II(DCD), AT LA T 1% show conn detail #ir 43K EUH
S A NI 7 (015 o S DO R, 5 T L T 3 ez,
I L show conn 4 £ 45 VRIS S IR I . BeAh, 7ESEREd BLrE g
Y ¥F DCD,

B s MU fir A show conn (AT D

YFFHIEEG:  Cisco Secure Firewall Threat Defense
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B0 | BB
ThEE RIKERA | RAKAMA | 5EAA
e B A EE I R gy | 701 (=S S mT AMC B AR 55 Sk, DAAEIR BTN BRI Dy 913412 (1) SYN-Cookie

BRI (MSS).

WOE RSS2 4 KA BER /N (MSS)e X546 38 ¥ & ) 313 B KAE K RS
W

DT B I B ST/ R IR 55 SR 1 Y R B
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