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G P AR XSS N TR AT AT —AS, RS,

SRRl I R G A 2 (VDB) SEFTI S S SO AN DA B RS I 8% o AL, BRLuE e U
(IR T 1)) 8 N 5 i i 8 3l SR A o

FEBCAE IS B0, BT P IR T BB 2 32 PR IR (AT AT B A

L PR EE (Policies) > iz lalz il (Access Control), 4 Ji g 1 [l 45 SR s
AR (Add Rule) Jfic & 5 2 ) .

a) NIZHNFEE — M E XA FR, %11 Block Anonymizers.
b) XT84k (Action), EFFHLE (Block).

Mame: | Block_Anonymizers Action: | { Block

o) M Ol E X3, HA AR AN N H T A S B A SR i, 1% X 38 (Zones) ETI R,
R S T PR DX S A A R X 3, SRR A X S A S H AR X

d) riiliNZ A (Applications) EMi 1, HEFELEULECHINH, A5 sidiidsnsz A (Add Application).
TEEREAAE (BN FABEZOND B, S M FI 2 2 58T, AT HEAf SRR L8 i ] 5 451
VERC . 8220 'S (P U I HH 213K e 7 i v

FREFRILTIR. G, Earaeaa BB A N HE, %3@2!&1%““?25?
TFPT #¢ U0 KSR =200 o 1K 2 B SRR B %N ] o G5 AE L8N TR) IR A e g 4 1
AR MPLE N AT SRR, TR, XA ] REREAT AR VDB BB AL .

TEAMBI, N “FH”7 (Categories) F1I& PR 4 FE PR, IRIGEILASINE] “ HARFIRY
H1” (Destinations and Applications). VCECAFELAERN 41 F E TR o

Selected Sources: 1 Selected Destinations and Applications: 2
Collapse All Remowve All  Collapse All Remowve All
ZONE | ~ 1 object ZONE | ~ 1 object
inside-zone outside-zone

APP w 1 object

Categories: anonymizer/proxy

e) AlTBUNHE SN B IR (Logging), FEXERIFMG T H s, WAUE kT R4
W45, T BLRE—

R 2B Y H RS SR AR IR A REIRI- SR BEL b (KA AT 3 BAT G (5 6
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PR
LPAERE, WL ITAERRIIT R e b, AR RN AL SR . ACPEIE R, 125

(Cisco Secure Firewall Management Center /5 FE45FT) o

PR3 BN, A AL T AT CAE M SCRI S 1 A AR ORI f iy (AN SRR e 2 PR DU B PR R A
DCC Y 75 ZE1EAT Snort K 5o H1 TS M SURI 3 1 R RN AN 5 22 Snort KT, PA] ik 1] LA I 2
LRI et 73 28 215 [ 47 TR S (R 0TS, AT 3 ey RGP e

p L I e

ST AP Y R iy o v 5O 2 B T ASOR B W ISR TR 20, BRI 2k S8 N 1)
B

4n{aT PR LE B A

MR AR SRS A I 25 e R R AT RS — AN R B AR S8 (IPS) i . A AR SRIE W] 734
W2, AR OB LB 7 WA E R S R AR MR (B VLIS, RS B R ixis
%, AmBHIERS

KB PAT EAbIR R, A S AT R A AE AR o TIRE AR SRS -5 U [ 22 TR AT SC 1B
BORAETVRRSE: AETARIRRT 5 U7 WP IR 25 AU 00, B AR AR SO A At fe o

T L REXS SR VR UL R U E B AR SRS o O T BB N B R BRI VB R, R e AN AT R
BEAh, B SRANARE T ) A RE uk, T DO AR SRS E & 0 BRI A

BR TR A SR VF IR AR AE AR A, T ] U ] 2 42 78 RE SRS R TG FHL L A 453 22
KA CHAR TP Huht, sifLX 2 2mA R URL M.

WRBISIN T —AS SRV BB 192.168.1.0/24 W 2538 NAMR AR SN, IF HAR e & 28 B T Bt )
KIEPEVEH VS RN T B IERE, RSN T —AN 2 45 58 SR MG KA T T 56 FH. L .

FaZ B

I AZTUKE TPS VA ATl N FH T4 FH e 8 T PRI AT AT G 5 4 o

R BIMBCE 18 B 28 R RSN B T 22 X, JF H oA P45 Bt T 456 52

7 A IOV NS Dk FVIR
a) TEGmEHVT IR, sdARnEN (Add Rule).
b) MHEEE —MEE XA (140 Inside_Outside) , FFRALEELINERE X 235 (Allow).

Name: | Inside_Outside Action: | & Allow
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c) XTF N (Intrusion Policy), %EFF “ P2 4= Fi%E#:” (Balanced Security and Connectivity).

BT D BOA SR AR, AT LAk A O R (R LT B E SO .

T RZHMEGS, G IHNS T T E R SRS . ER It I RBIE, A
b, AW RES EA RN E ST E . MREHE EEFREWE, TLIEEERAETR
£ LURTE S

RIS BRI O A, TE AR ST A . SRRARINY SR S 0 AL o 2% L i 1 it
frzcatl, AR REXT R I FCE K R

U AR SR U e SRS, ) LSOk SR SR o

XA R MITHE AEA RSN RVERIZ A o A7 RASRAEAT 5 SORMS RO PEAIS 2, T P B2 AR SR

Y

@ Intrusion Policy: | Balanced Security and C... Default-Set

d) HEFEXIE (Zones) BT, Ky A B A X IR INBIPR AT, R AN DS N 2 H bR 2T
e) EFEMLE (Networks) LI, IR E SCPHE I 45 1K) 9 28008 Gt I B AT

f)

VUPC AT N T s :

Selected Sources: 2 Selected Destinations and Applications: 1
Collapse Al Remowve All  Collapse All Remowve All
ZONE | ~ 1 object ZONE | + 1 object

MNET ~ 1 object

it HARIER (Logging) JHRA i B AEE R TT 4R B4l RN Ji Y H &gk

g) KiliBZF (Apply) tRAFHEN, R)5 R RTE (Save) TRAT BT AN o

h) KRR A7 i) 42 T SR v R 3 > 0

WC B 22 4 R SRS FO G 25 3 LA LAN ot il 2 AN R FE R

Ml 22 4 e RHLLE T T S g K LB i, O RS A AT IR S B SR, LR

BEANER B BT O TR 22 R ae ml 3 FLRH E AN SRR, O R GE R H B 2 I (R AL BE
TEILIE R

a)

b)

FEG BT PR A I, S s AR T 1 R 28 BE (Security Intelligence) 4% .

BRI TR DNS SRhg LU RIS 2 8 g (MZRTURL) o fEAHIH, Al
FEHCE M AT URL S . BOATEOL T, IXEEHIER O & @ RMIESIRAABLIES IR, (AR 2
AT 2207, XEEHIRAERIN N 2

LML (Networks) JFFIEFERE LR, EFIRP M RS, HBERAERHRME A
AR (TRERMGEE) o sl “Buhi# 7 (Attackers), SRFRBNFIZEMIARRE (AJRER
Tor_exit node) , #RJ5¥AE Shift B I sy LERE A Z0 . sz e 1L %15 (Add To Block
List).
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c) HEFE URL EI-RAMEM 2 A Xk, SRJ5 ] Shift +S i REFAHFIZE A URL WA, sSiidl
AnEPE L3R (Add To Block List).

d) £t R7E (Save) fRAT5NE .

e) WIATAEE, 0] LUK 45 A URL %53 2 BH - s AN PH R 512

ARRIEFURAGEFAEN “SVE” B3, EAEHISNFIZR. QR B ShFR (ko URL B H 3
FEBLIESIR R, ARG fevFizdtuik ol URL [R&EHA% 33 25 i 92 S . T iX A5 50, m U
LB, ABER A R R LT e A bk Bt sl g Lk, nT LM R B AR i BELAE, AN 2440
JEMBRIE . VER, XEETERRE S U R R MR S (PR CRCED VPh. BRI, A RATATE
LS B, X EEIE R AR N ARG A R A R A B 1

A P AR S T RSO A W O S i s o SR 225, AR BB 15 /5 B AE AR BRLE B3R s Itk
HEEL URL.

PE3 AE

wn{a PR IE QUIC 7 &

Ve ek sz, AR I QUIC ¥ifE. Chrome WU #$ERIN S QUIC Whill. 4% 2%k di
Chrome W W47 7] Google M. H I, 487 H QUIC Wil i AN /& TLS/SSL #3755 Google k554 123 i -
QUIC AT HHATF A B B S 38 tE Bis, e A LA Jriz:.

LASB ALY MY (HTTPS) Al A4 HI P (TCP), #ESCAAE ML (HTTP) k. A& 4
TSR T )R A P . HTTPS A#F TCP % 1 443, HTTP 1§ TCP ¥ 11 80. HTTP/3 7E QUIC
Pl _FIEAT. XFF QUIC, HTTP/3 Mol T H 7 Zdisdk 313 (UDP), 1A /& TCP.

QUIC "] BE 2 T T 4% 22 A= A U RS o 22 A (B 7 KR N R 28 A I )l ey 1)
AL AR 48 TCP 2 iE V7 M 45 B e 24 QUIC i i B K3 FHLIE I, Chrome P W25 23 [R1IR 248 FH A%
4 TLS/SSL. 1B, XA SEN A R TIige Rk, ik e iE H SSL g%, Bikia#fnT
DUTE i H 25 75 45 ] Google M FH . [Kt, QUIC AL BINA Md &, AR BIF; kB
(] Web R4 T fE .

FEBEAE IS0 b, JRAT IR s e 81 2 U ) 2 AU R FELLE: QUIC A HTTP/3 i hit

EPESE & (Policies) > i i)l (Access Control), 4R & 2 s v 47 i S
MR (Add Rule).
HFNER N XA FR, 440 Block-QUIC.
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Add Rule

Name ‘ Block-QUIC#2-BLOCK

Insert |into Default v
O\ Zones Networks Ports Applications A\ Users URLs Dynamic Attributes VLAN T§
Search Security Zone Objects Showing 0 out of 0

P4 N BRE MAIR TR BRE.

~
Add Rule

Name | Block-QUICH2-BLOCK Action | €3 Allow

Insert  into Default v @ Intr

O\ Zones Networks Ports Applications (1) A\ Users URLs Dynamic Attributes VLAN Tags @ Trust
—_ © Monitor
Search by Filter Name HTTP/3 X Seleq B
@ Block with reset
Application Filters: Showing 157 out of 157 Clear Selections  Showing 1 out of 5,995 Selected 1 @ Interactive Block
> User-Created Filters HTTP/3 @ Interactive Block with rese

PSRRI,
PIE6  EHREDEE “quic” , RJFIET QUIC M EE.

Add Rule

Name | Block-QUIC#2-BLOCK

Insert |into Default v

O\ Zones Networks Ports A Users URLs Dynamic Attributes|

Search by Filter Name

Application Filters: Showing 157 out of 157 Clear Selections Showing 8 out of 5,995 Selected 1

> User-Created Filters

> Risks
Quick Draw
> Business Relevance
> Types Quick Look
> Categories QuickBase
> Tags
QuickBooks
Quicken
QuickTime

SMB over QUIC

N
g
~

A EMER IR “HTTP/3” , #RJGi%EP HTTP/3 HiEAE.
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- Add Rule

Name | Block-QUICH2-BLOCK

URLs

Dynamic Attributes

Insert |into Default v
Q Zones Networks Ports Applications (1) A\ Users
—
Search by Filter Name || Q HTTP/3 |

Application Filters: Showing 157 out of 157
> User-Created Filters HTTP/3

> Risks

> Business Relevance

Clear Selections Showing 1 out of 5,995 Selected 1

> Types

LIRS il RO LA IR B AR A .

$B9 A NEE s BEIRE (Logging), JEAEEERITUAIT B H &id 5% .
R A 8 SRR S5 A U] BEL L PR AT S B AT S () A

W10 SR (Apply) TRAFHIN, AR5 SR TE (Save) PRAT BE 3T G IR S5

W KRN 27 () 4 S R0 A

PIR12 HE L.

i e U B 7 218 3R

ahzia H H &

i |

A0SR IETN

TheE EEFL | EABEE | FARER
RIEMA | &IERA
AT R R | 73 (S LA, SRS ) 2 IR o (AN TL L 4 AR 22 nTBLA 50 M0 5. Hl
NIME SERIE PO s AT R B 2 T LA 50 MMER . BLAE, AN
#0200, W PR RS UL S A A FR PR A 200 XS5
FATHOFr 7 U7 Il PSR, DAE SEVRAR IS 5 R
FLR Y PR | 6.7 (=S FZEHMN (Search Rules) F~ILAEHR AL ZIE LKL I
BTG S i s V7 I P R O $E R SCA A T B
SRR G L
FEVT I P SR R it | 6.7 & ST LA I 42 SR UL DA A T 2 SRS SR A 80 53— A i) 4 i 3
DE ARG 2 1) B 1 R Mo A T LI i 2 S UL A 1] 2 1 SRS A A8 SCIBR ) 0L 08 4 3
bR W% o
PO IR D il P SRS DT s P ade R A S s SRR it T
FF SRR ) (¥ F Al T3
SCRFIRT B R
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miazsmnnneias I

hie EEdL | EEBAE [EHER
®RIKEA | &{KARA
Pt g U 1l FE L | 6.6 T LM R (R L b, 34T Shift 2575 883%4T Control fidi ] Lk FE %
R R ANERI, ARG AR S R AN R T, fibE R RS IR LR
BRI, JEPEUEAE, DL G R 2 A H E il R E .
ST AE O UL . 5 1A 45 SN T T .
SRR S B
AR T 0 S E R | 6.6 VRS e T CUC R R
= TS T BB SO
SEES . EHEA L
WSROI G (6.6 1L T kg T P U 5 4O 1 I 1) s ) S 0 2
A BRI B A 15 4 AT IS DX SR N o
ST G ) T TH] =
o Yy “a N7 (Add Rule) T L (1) L 30
* %% (Devices) > T &i&E (Platform Settings) > BUAEHE (Threat
Defense) TUII_AAH S BET, FTF8 e LB B4R IX .
SRS AR B A W
AU 1) 42 i DU 2 i A | pre-6.6 1TE TEAE R B 2 v B W S B TR HE P T HE T RN S R R, T A

EepoE eI Y

G0

PG AE S v . SR (Policies) > 7 [8]4% ) (Access Control) > i )42
#l (Access Control), LLA#ANFM (Add Rule) TUifi.

SCRFF G AL
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