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SSL Policy Example

Enter Description

Cancel

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—
T Add Category T Add Rule Q Search Rules W
Source Dest Source Dest VLAN Source . z
M Name Zones Zones Natworke Neatworke Tags Users Applicati... Ports Dest Ports Categories SSL Action
Administrator Rules
Standard Rules
1 DMND internal source network Intranet Do not decrypt ra i
i + Decrypt - i
2 Decrypt test site Astrology (Any Resign s
3 Do not decrypt low risk Risks: Very Lov Do not decrypt # W
Facebook o
4 Do not decrypt applications Facebook Mes Do not decrypt 4 | ]
Facebook Pho!
5 Decrypt all but trusted categ Any (Except Ui * Dacrpt - s -i
Resign
6 Block bad cert status 1 Cert Status se @ Block U
7 Block SSLv3. TLS 1.0, 1.1 3 Protocol Versi @ Block k4 i
Root Rules
Default Action Do not decrypt + | B
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Editing Rule - Auto-Rule-Undecryptable-Apps

Name
| ‘ Auto-Rule-Undecryptable-Apps ‘ B3 Enabled Move
| Action
‘ Do not decrypt b4 ‘
|
| Zones  Networks VLANTags Users  Applications  Ports  Category  Certificate DN Cert Status  Cipher Suite  Version Logging
Application Filters C* Clear All Filters Available Applications (4799) ¢ Selected Applications and Filters (1)
‘ O Search by name ‘ ‘ Q Search by name Filters
Tags:undecryptable o
~ Risks (Any Selected) 050plus (]
| (O Very Low 802 121 Internet ]
| O Low 707 1-800-Flowers e
| O Medium 1028 1111 App [
| ) High 1702 1000mercis o
() Very High 560 1001.com e
~ Business Relevance (Any Selected)
Viewing 1-100 of 4799
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Add Rule ]
Name Insert
DND rule for pinned sites \ Enabled inta Category Standard Rules
Action
Do not decrypt
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status. Cipher Suite Version Logging
Application Filters ¢* Clear Al Filters X Available Applications (40) ¢ Selected Applications and Filters (0)
Q pin X | [ c search by name any
v Risks (Any Selected) All apps matching the filter ‘ Add to Rule
» Business Relevance (Any Selected) Adrbnb
« Types (Any Selected) Apple Mail
= Categories (Any Selected) Chase
v Tags (1 Selected) Dropbox
ﬂ pinned certificate 40 Grmail
Google
Google Accounts Authentication
e | I
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SSL Policy Example

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—
— Source Dest Source Dest VLAN Use Applicat
# i Zones Zones Networks Metworks Tags sl e Can
Administrator Rules
Standard Rules
1 DND internal source network Intranet

2 Decrypt test site

3 Do not decrypt low risk Risks: Very Loy
Facebook

4 Do not decrypt applications Facebook Mes
Facebook Phol

5 Decrypt all but trusted categ

6 Block bad cert status

7 Block SSLv3. TLS 1.0, 1.1

Root Rules

Default Action

ARHEAGER, WSS
AXER
SRV SRS AT, 56 6 1T
LIRS, 5 10 3T

+ Add Category + Add Rule @, Search Rules w

Source

Proats Dest Ports

Categories sSL Action

Do not decrypt ;’i

+ Decrypt -

Astrology (Any Resign /.

Do not decrypt # v

Do not decrypt .’i

+ Decrypt - 5=

Any (Except Ui Reslgn s
1 Cert Status se @ Block /u

3 Protocol Versi @ Block u

Do not decrypt v | B
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* ¥4 SSL v2 &1F (SSL v2 Session) Al E4E = 1E (Compressed Session) ¥ 7034 f# 25 HIIR1E
(Undecryptable Actions) [F] i 15 & 7 BELLE (Block).

o (E NS ) i J BB A T TLS 1.3 filf%5
o fEREB: EEASRONE A H &k, (R RAT RS UUERAE RS X T n
LA FE A AR IE R, 15 A e X S i H sk D
o Uy [ 4561 S -
o K AN ST I SIS OCIBE . CHN AN IXAEA, A SR RIS AN R . O

o K BRI SIS IR AE VO NIRRT : 8% £ 1 F01%E$E (Intrusion Prevention: Balanced Security
and Connectivity).

* FHH&IExR.

HXER
fiftas Sams BEE . 6 I
fift ) BeE , 5B 22 T
Vil F il s e s, 5B 8 I
RERER IXE
W] Sy fiff s SR TC DA AP e A S R
o BRAERAE: ERE.
s A H&EC .

* ¥4 SSL v2 18 (SSL v2 Session) FIE4E = 1E (Compressed Session) 1) 7o 3£ i 3 BIIR1E
(Undecryptable Actions) [ i 15 & A BELE (Block).

o FERME S 20 B A R ) TLS 1.3 fiftss .
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UK

TE1 ﬁﬂ% WA B 3%, 1% 3 Cisco Secure Firewall Management Center .

$IR2  iF A 5REE (Policies) > i 18)#2 | (Access Control) > % (Decryption).
$IR3 AUk BRI SHA i ()
1B
&

B4 \TUH KT BN RAE (Default Action) #11& 1, fidi A REE (Do Not Decrypt).
NESRT AR,

Default Action Do not decrypt ~ ‘ B

LIS EATHREME, sl BERIER ¢ ) .

$I6 kP EEELERIEE (Logat End of Connection) & &4

PB/T  SHBE (OK).

L8 SLHMRTE (Save).

$IBO  EFTEMERIRIE (Undecryptable Actions) i1 .

F$EB10 KA1 BUE SSLv2 £1F (SSLv2 Session) HIE4EHIS1E (Compressed Session) HIEEEY & A BRLE
(Block) .
TR 2% AN SBVF SSLv2, Jf HANSCRE A6 ) TLS/SSL Wi, At b RH 1R i
HREEBERANEDTEGE R, 1EZ0 (Cisco Secure Firewall Management Center ¥ %It & {5 ) 1
oy
TEER T ARl

SSL Policy Example

Enter Deseription

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
_
Decryption Errors Block v
Handshake Errors Inherit Default Action v
Session not cached Inherit Default Action v
Unsupported Cipher Suite Inherit Default Action v
Unknown Cipher Suite | Inherit Default Action v

SSLv2 Session Block

Compressed Session | Block

| Revert to Defaults |
$EN LS RIEE (Advanced Settings) 15K T .

$IR12 ETEA TLS13#% (Enable TLS 1.3 Decryption) L HE. 7R IAMIEIHITEANE R, 20 it
R R AT R IR I PR AE B, TES I
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Applies to 7.1.0 and later
(I Block flows requesting ESNI
(I Disable HTTP/3 advertisement

‘:::- Propagate untrusted server certificates to clients

Applies to 7.2.0 and later
@ ) Enable TLS 1.3 Decryption

Applies to 7.3.0 and later
' Enable adaptive TLS server identity probe

Advanced options are available only with Snort 3

PR3 I, SR,

i )4 ) SR R

S WG, 158 % Cisco Secure Firewall Management Center.

e A
BCE A DU BRI F e B ARSI, o s RN BEE . 2R 22 DU TR .

=1
] Ay T P M THE B DL A DU B R S R
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o B RS U AR RS Qe CUM SRR, AR SRS R A 2B D
< BRI E RO NR B &% £ 1% 503%E3E (Intrusion Prevention: Balanced Security and

Connectivity).

s JA M H BRI .

i

FR2 15 mlili RG> iEEH
SR 3 AUy R S dRiE () .

PIR4

CH SR i oA B B SR, W] AR 5 AT Ao D
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' AC policy #

CEET |

ckets - @ Prefiter Rules — () Decryption —+ & Security Intelligence -+ & Identity -
-

|l| 1 Decryption Policy
O Name Decryption Policy
[] v Mandatory (1-1) |NU'1t'
(]
Default
h |C ..... w Decryptl ol
T in this sectic

b) MFIET, i SR 1 A R
) Aili Apply.
d) fEixITm G, AtRE.

HIRS IS I ECAIRAE (Default Action) 7113, riii NMRBATH: TR £MF0ZEHE (Intrusion

Prevention: Balanced Security and Connectivity).
TEBIR TR

Default Action

$@e 5 Aies (B .

Intrusion Prevention: Balanced Security and Connectivi v | = B

$IB 7 krh RS RAIESE (Log at End of Connection) & EHE I i # E (OK).

T8 PlRTF

T—F M4
THS Il 7], 59 T

. _
R 715
A EB 4y BEAL W B A SR 1T AR ) R
HRVEMER, HSMU TS —:
X Em
YR e E , 10 7T
A ). AN e, 510 |’
TSR R E AR R, ZH 11 0T
ARBATKEG SR FEa N, 56812 1
AR - JERI TSN, 26 14 T
: PHAEER WS UE BRI URAS , 5515 1

mEmn fngmrsl i



REMN fngmnsl |
B =maewne

C:37b0)

&S0
=
i

I

el

FERGUNAT I 2 BRI G VP Al 2 i, PO SRR U MBI 20— BL. a2k pP AT bL, TLye
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R 22 T R A A M 2, S NAZ % R Pt 9, DAAE MATAr] S RIS 22 HEBR DL R Y
7K
o WL AZEMNN A, #1U Microsoft Outlook 365

© K&, Blanss &4
AR ER
T 9E 55 Uy 1) 4% ]
PR B AR AL D 11 e e 5 B

Lo MERN:. FRERFERE

AN PR 2% R ANl ) N2 CGE SO intranet) VTR . ASRREE A NRAE 2 18
ClientHello JYJ[AIZEATVLAC, [AIHAR BT AR R o

SSL Policy Example

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings
Add C Add R Q Search Rules X
Notworks | Netwoks  Tags | Users | Aeellcatl. 1 pon
Admini Rul
Standard Rules
e 1 0N intemal source network niranet Do not decrypt # W
ecrypttestsite  any  ay  any  ay  any  any  any  any  ay  Astrology (Am  Decrypt ’u
2 Decrypttestsit Astrolagy (Any e /9
3 Do not decrypt low risk Risks: Very Lov Do ot decrypt 4 W
aaaaaaaa =
Donctdechptapplicalions; ey s B ey ey @ FacebookMes Do notdecrypt ' W
Facebook Ph
Decrypt all but trusted categ Any (Except Ur Rladld Ve
3 Block bad cert status 1 Cert Status s @Block su
7 Block SSLv3. TLS 1.0, 1.1 3 Protocol Versi @Block Su
Root Rules
Default Action Do nat decrypt B

)

AR R A S DNS IRS5AR AR A 5 DNS f#fTas (B3R Umbrella AU BEE) BOAE, W& w]
DU A I A BN . WL NHDNS k4527 H D H &0, 8 2 n] DLR X L6y in 21 7t
I YRR .
{HE, FRATIRZVE U AN BN e N ELIE I 1) DN'S YL 53 FH AS fig2 0 0 sl st i, 48] F B PR R R 25
# (4N, Active Directory H' N &[] Microsoft i DNS f#ffT#y) o fEXLEIEALT, N4
e, HLRFEHIETE.

W BEan kR I


https://en.wikipedia.org/wiki/Elephant_flow
management-center-device-config-74_chapter46.pdf#nameddest=unique_1802
management-center-device-config-74_chapter46.pdf#nameddest=unique_1611

| mEmn fogrewo)

T—gmaan. wzseniirg ]

Editing Rule - DND internal source network Q

Name Move

‘ DND internal source network ‘ Enabled below rule v ‘ | 1

Action

‘ @ Do not decrypt - ‘

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

Available Networks + Source Networks (1) Destination Networks (0)

Q, Search by name or value ‘

Intranet any

LU

Networks Geolocation

any
IPv4-Private-All-RFC1918
any-ipvd

any-ipvé

defaultgateway

insidesubnet

Intranet Enter an IP address H Add ‘ Enter an IP address ‘ Add

IPv4-Benchmark-Tests

T—FMBERN . BEEFENLRE

FEAM R — SN rT 3k s A PR R 42 A PR A R, AR5 T A2 15 ARV EAE]
P2 A .

SSL Policy Example

Enter Description

2

C:

Rules  Trusted GA Certificates  Undecryptable Actions  Advanced Settings

+ Add Category  + Add Rule @ Search Rules X
Source Dest Source Des: wan oot Source . ;
g MName Some! Dot il Des e oo Users Applicati... | Houre DestPorts | Categories  SSL Action
Administrator Rules
This categor
Standard Rules
1 DNDinteral source network Intranet

©@Do not decrypt # W

o 0 cecopre s Aatrolooy (Any bt

Resign

3 ® Do not decrypt low risk Risks: Very Lo ©Dornotdecrypt # W
Facebook

4 Donot decrypt applications Facebook Mes

Facebok Mes ©Donotdecrypt # W
acebook Phot

5 Decrypt all but trusted categ Any (Except Ut R;;’;:’W‘ -

6 © Block bad cert status 1 Cert Status se @Block u
7 @ Block SSLV3. TLS 1.0, 1.1 3 Protocol Versi @Black I ]
Root Rules

This

Default Action

Do not decrypt

VISR IS
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25

SEHMA

Wﬁ@%i%ﬁ%,uﬁ%%ﬂﬁi%ﬁﬂ
RSN . A X SRR HAD S BRI R BN )5, BN RSH

LAR 7Rt

= Untrusted

Apply to unknown reputation

SR

Editing Rule - Decrypt test site Q
Name
| Decrypt test site ‘ Enabled Move
Action
| fmDecrypt - Resign v | with | InicA v c Replace Key Only
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Categories Selected Categories (1)
@, Search by name or value Astrology (Any reputation) w
Any (Except Uncategorized)
Uncategorized
Adult
Advertisements
Alcohol
Animals and Pets
Arts
Astrology ne
1< < Viewing 1-100 of 125 > >|
Add Rule ®
Name Insert
| Decrypt test site ‘ Enabled below rule v ‘ ‘ 5
Action
| % Decrypt - Resign v ‘ with { IntCA v ] @ Replace Key Only
Zones Networks WVLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite A Version Logging
Categories Reputations Selected Categories {1)
Q astr ® Any Astrology (Any reputation) 5]
5 - Trusted
Any (Except Uncategorized)
4 - Favorable
Astrology
3 - Neutral
Infrastructure and Content Delivery Netw...
2 - Questionable

Eanced m

{2 BN FAHVCAD, IRl AR EAE ks
BT N R R AL B
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MR ARG

rEERmLks. wesan ]

SSL Policy Example

Enter Description

Cancel

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings
+ Add Category  + Add Rule 2, Search Rules X|
g Name S o fritnbc et A _ Users Applicati.. | pouree DestPorts | Gategories  SSL Action
Administrator Rules
This category is empty
Standard Rules
1 DND internal source network Intranet ©Do not decrypt # W
» Decrypt - 5
2 Decrypt test site Astrology (Any Resign 7w
d 3 @ Do notdecrypt low risk Risks: Very Lou - @ Do not decrypt # W
Facebook -
‘ 4 Donot decrypt applications Facebook Mes ©Donot decrypt # W
Facebook Phot
+ Decrypt - 5
5 Decrypt all but trusted categ Any (Except Ui - o Lu
6 @ Block bad cert status 1 Cert Status se @ Block I |
7 © Block SSLU3. TLS 1.0, 1.1 3 Protocol Versi @ Black
Root Rules
This category is empty
Default Action Do not decrypt
IR EIsH
= Piing
ng Rule - Do not decrypt low risk [-]
Name
‘ Do not decrypt low risk ‘ Enabled Move
Action
‘ @ Do not decrypt - ‘
Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters Available Applications (1483) ¢ Selected Applications and Filters (1)
Q_ Search by name | | Q_ Search by name Filters
v Risks (Any Selected) 050plus [} Riaka:very Low, Low L]
(] Very Low 538 1&1 Internet L)
| Low 454 1-800-Flowers [ ]
[T Medium 282 1000mercis [ ]
[] High 139 12306.cn o
(] Very High 70 123Movies [}
v Business Relevance (Any Selected) 126.com [ ]
7] Very Low 580 17173.com o

1< < viewing 1-100 of 1483 > >|

PR S FN S S = 151




REMN fngmnsl |
B oews-xansmzaan

Add Rule 2]
Name Insert

Do not decrypt applications Enabled into Category v Standard Rules v
Action

Do not decrypt

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters Clear All Filters X Available Applications (0) Selected Applications and Filters (4)

Q pinn X Q faceb X Filters

v Risks (Any Selected) All apps matching the filter Tags:pinned certificate Filter:"faceb ]
« Business Relevance (Any Selected) Applications

v Types (Any Selected) Facebook ]
w Categories (Any Selected) Facebook Message ]
v Tags (1 Selected) Facebook Photos ¥

pinned certificate 0
.
8
HXER

THC 97 P 47 A ) e 512 ek
IO 7 (R A

MRS - RANEFHZZHN
A S O R R A R AN T v S A R - R A M (R, 1%
WIS AT 1 (N B e 254 (Replace Key Only) B0, FAI 1AL @KL 51R% - EHMEA
(Decrypt-Resign) A I A RE A48 .
2 Y B B2 E T s i, (B IR A (Replace Key Only) 22 F20H /7 Web i i g
WG B e A P AR IEAE S AN 2 AR A
T T S T U JECAE TS R AT, ST DA P T DARR AN (AT K, [N
e, A5 K U] RO S —F

Mg 1

&

i

T WERMWARESR, W8 FKCisco Secure Firewall Management Center o
B2 W NARPATICERAE, R AFHE U AL (CA) EA%3] Cisco Secure Firewall Management Center

(R > MREME, )5 PKI > AEE CA (Internal CAs)) .
LI Uil KB (Policies) > iz 1al#% ) (Access Control) > fi# % (Decryption).
SWA L RS AN () .
LIS RN (Add Rule).
PIR6 (L&A (Name) FBH, F AN TAr U ) £ 7K .
LERT  MIRME (Action) §1Kr, SR - EHFE S (Decrypt - Resign).
PIR8  MN5 (with) FIFd, S AEE CA AR,

W BEan kR
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R824 (Replace Key Only) #E.

. murssmEsnmnias [

TSR TR,
Name Insert
| DR rule sample | Enabled below rule

v| |8

Action

Decrypt - Resign w | with § IntCA v | C
IE | wien | |

T 10 mfﬁgénll (Category) ¥ T

SBN MK (Categories) SR THM, MAAEA (K%
FIR12 /\MET (Reputations) %71, sidifEE (Any).
SIE13 pARmESRN .

BHJJ:E&:”’-

MRS T AR

Editing Rule - Decrypt all except trusted cat

Name
‘ Decrypt all except trusted cat ‘ Enabled Move
Action
‘ £ Decrypt - Resign v ‘wilh ‘ INCA v ‘ C [ Replace Key Only
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status

Replace Key Only

F&5h) (Any [Except Uncategorized]).

Cipher Suite Version Logging

Categories

Reputations

Q_ Search by name or value

Any (Except Uncategorized) 5 - Trusted

Uncategorized 4 - Favorable

Adult 3 - Neutral

Advertisements 2 - Questionable
1 - Untrusted

Alcohol
Animals and Pets

Arts

Astrology Apply to unknown reputation

1< < Viewing 1-100 of 125 > >|

AXER
P B A A A LR X 52

ZUE R A AR AR

P T B P i 2 R ) g L
IR o

Selected Categories (1)

Any (Except Uncategorized) (Reputations 1... @

Cancel | Save

LUK HL B 2 (AR R, DR e A D M P BB AN ROIEASANAS 22 A B BURRCAS
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SSL Policy Example

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings
+ Add Category  + Add Rule Q,Search Rules X|
Source Dest Source Dest VLAN _ Source ’ .
g Name i il i eanorks o Users. Applicati... | Soue DestPorts | Categories  SSL Action

Administrator Rules

This ¢

Pty

Standard Rules

1 DND internal source network Intranet @00 notdecryot # W

2 Decrypt test site Astrolagy (Any pheemt- g

3 @ Do notdecrypt low risk Risks: Very Lov @00 notdecryet 4 W
Facebook =3

4 Donot decrypt applications r Facebook Mes ©Do notdecrypt # W
Facebaok Pho!

5 Decrypt all but trusted categ E Any (Except Ui > Decompt = /u

esign

7 @ Block SSLv3. TLS 1.0, 1.1

e ¢ © biockbd cersaws 1 Gert Staws se @ iock /i

3 Protocol Versi @ Block I |
Root Rules
This category is empty
Default Action Do not decrypt -|E
VISR IEPSE
HAa1E S
Editing Rule - Block bad cert status Q
Name
‘ Block bad cert status | Enabled Move
Action
| @Block - |
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

Revoked: | Self Signed: Yes Revert to Defaults
valia: R “ Any | Invalid Signature: | Yes

\

[ e |
Invalid Issuer: |@ Expired: ‘Yes

\

\

Not Yet Valid: | Yes m Invalid Certificate: | Yes
Invalid CRL: | Yes m Server Mismatch: | Ves

ganan

R H F0SERE 7T 151
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Editing Rule - Block SSLv3. TLS 1.0 (2]

Name Move

Block SSLv3. TLS 1.0 Enabled into Category v Standard Rules

Action

@ Block v

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
TLS v1.0
TLS w11
TLS v1.2

Revert to Defaults

AXER
Al AR RN A e UE SRS HRE 5 5 17 )T
Al T A e R SRS 1 A R, 2R 19 3
AT I BB LR AT HEAA BRI A R, 5 20 0T

. REAN e PR AR IR AR TS AT HL
H T i PR AR ) e LA EL 5 S e 22 RO AR B, DRI AT M A s L B AS RUE S FIAS 22 4 Bl SR AS
IR o A 23 P K7 81 58 7S B e 42 TE A PR A M 7 BB R

\}

AR A A AT PELE SRR Lk EEE R R P i P R E 4 (Cipher Suite) FIRRZ (Version) KEIUI4&
o FE B AT T At JI U] B PR 000 o FH X 6 2 1 P g 2 T4 R 48K ClientHello AbHE, M S8R
T PR o

i

L1 WA, E 8% Cisco Secure Firewall Management Center .

P2 1Ml 5REE (Policies) > i i8]#% 4l (Access Control) > f#% (Decryption).
SISl s sL e ()

STA ks NS &g (4

HES RN (Add Rule).

FIB6  LE “UINN” (Add Rule) MFHES, 7EBFR (Name) 7B i A FI (1 4 7K o
LT pHERIRTS (Cert Status).

LIRS A MIEREMS, A LN E:

I mEmn fngmrsl i



REMN fngmnsl |

B =0 memn SEsm s R s

o niliR(Yes) I ARYEIZAE TRE L A AFAEREAT UL -
© i & (No) ARG IZAE 3RS 77 B R BEAT UL .

* KRR (Any) FIEVLRCHEMIN Bt 46 0F . 3052, IEFHERRIRA LIRS A7 RS
5 iZ A VLR .

TR MIRIE (Action) FIFR M, sl B (Monitor) DABUHE P ATC %5 MU VE LRI L, s otiBRLLE (Block)
S IEFEE (Block with Reset) DARH it I e e Bk

FER0 EORAS B BEE, 1 oy DU AR IR AN (Add)
FBN BRAFN SR, 3 R SR R R TF (Save).

5

HLUFT: Verified Authority IE-PAUK A . HZAANE(T Spammer Authority UF F5MUA LAY -
RAEEH L Verified Authority iEF5F1H Verified Authority #7U% (1) 18] CA iE+4_ AL &
. BT “CORAEMURNR Y CHdY & LLRTUR PUE-T, BRI Lg% “ CREm
KA $24LH) CRL.

TR TR EARGES. d C SRRV MURIIIESS . AFE CRL _ERIEFS B
PIEAT BT HIYIAAT 245 I FIE S FRE PRSI 26 A o 2 FE B I RS, R
AL 7 T 47 T A At ARTAGE A X LIS B 3 P

Revoked: | Self Signed: |
Valid: | Invalid Signature: |

Invalid Issuer: | Expired: |
Not Yet valic: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: |

TR TR AR R SO R NP U A RS OUE, i TRCE S, e
PG R YT FRIAIE 5 m 8 P o AR DL A o

Revoked: | Self Signed: |
Valid: | Invalid Signature: |

Invalid Issuer: | Expired: | Yes m Any |
Not Yot valid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: |

FE NIRRT, WA AT UE-BRAT e i . A4 Ol R eakiE
A5, G o A A P DL

B #Ean gl



| M fogEms R

w1 BT s thikaAs mean [

Revoked: | Yes Any Self Signed: |
Valid: | Yes m Any | Invalid Signature: |
Invalid Issuer: | Expired: |
Not Yet valid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: ‘

Revoked: Yes Mo Self Signed: Yes | Mo Any
Valid: Yas Any Invalid Signature: Yes @ MNo | Any

Invalid Issuer: Yes | No | Any Expired: Yes | No | Any
Mot Yet Valid: Yes | Mo Invalid Certificate: Yes | No | Any

Invalid CRL: Yes | No Server Mismatch: Yes | No | Any

NEJEAR T NIRRT, WERAE KK SNT 55 iRk 55 23 44 FRUL AL CRL JE%, W)
SHIZN A AL .

Revoked: | Self Signed: |
Valid: | Invalid Signature: |

Invalid Issuer: | Expired: |
Not Yet Valid: | Invalid Certificate: |
Invalid CRL: | Server Mismatch: |

T iR E R A P R AN B AR

AT SR T An AT BELLE 48 AN TR AR A 224 1 TLS A1 SSL#pY, 141 TLS 1.0« TLS 1.1 #1 SSLv3.
AU IR BB Py S8 A T A S VRN M T AR SRR A I ) A 7 2K

TN Z AL R AN 22 AP PO BT RES A AEA]
o R DM i ) b R AR (Version) TR FH LERE LML
* T RGN SSLv2 O Toik i, DALRERT LUGH i Sk i 1 To ok mR e RYR4E RFLIEE .
* [FRE, HH TSR RARI TLS/SSL, A G At SR JLBH 1 E

)

ER AR A PR LR s BR Lk 2 E AR R I b i FH R E 4 (Cipher Suite) FIRRZS (Version) KEIUI4&
o FE B AT T At JI DU B P R0 0 o FH X 6 2 1 1] e 2 T4 R 4E 1Y ClientHello AbEE, M S8R ]
T PERE o

AREAN FISERE R
|



REMN fngmnsl |
B ooieso). BEsmr ST saie REn

UK

T WA, W% Cisco Secure Firewall Management Center o

FHIE2  iF 5 5KBE (Policies) > 718135 (Access Control) > fi# % (Decryption).

HIE3 il MRS SFIAN dREE ()

SEA d E NS g (4

LIS HERMAN (Add Rule).

L6 AE U (Add Rule) XFiEHES, fEZFR (Name) Bt i AR 44 55 .

BT NIRME (Action) 5k, fiidiPRIE (Block) SkPHIEFEE (Block with reset).

HIR8  AliARAN (Version) T .

HEBY TR LAY R EHRE, #1i0 SSL v3.0. TLSL0 M TLSL.1. BUHE P HL A 24s FIAT ]
L S I HE

TEERT AR

‘ Editing Rule - Block SSLv3. TLS 1.0 (]
Name
I Block SSLv3. TLS 1.0] ‘ Enabled Move
Action
@ Block v
Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging
SSLv3.0
TLS vi.0
TLS v1.1
TLSv1.2
[ Revertto Defauts
e | I

IR0 AR T ZEE R 41
LN SR (Add).

FIIERM:  MSH R AR TR AT 43 % R AR EY AR A

A0 R O T kA T i G AR AR A e 55 2 1K AT 23 AL PR AR Bl B . S RN 2
T ISR 2 AR .

Al HR A RR T DL M AR . AR A AGURIAIZUny, HEWE A SuE— a4, 4l

., https://www.cisco.com El‘]lEﬁEPE’J/AﬁH%jJ cisco.como (fﬂ@ﬂ:jﬁé\%ﬁgﬁﬁﬁi oy
PR (DN) KIS A 1R R 43 HE A4 FR AU G AR 20 A 4R T el A 48 FH A4 FR . D

W BEan kR


management-center-device-config-74_chapter66.pdf#nameddest=unique_1219
management-center-device-config-74_chapter66.pdf#nameddest=unique_1219

| m=mn fogEms w6l
ARl dmsm i s maan ]

% i K URL (1 EWLAA 5 A2 IR 55 48 A FRAE 7R (SND) o &7 o fiTH TLS 48 T+ (1) SNIL i 44
%?E‘XE%«@T%E/‘JIHL% (WUZID » auth.amp.cisco. com) o ?j“)ﬁ ’ E]ﬁ%%ﬁ%ﬁiﬁﬁ$4\ 1P iﬂjﬂ]ﬁi*{:%’s
JIT A UE A5 IS Sl ST T 8 TR AH N FABH Bk 4

UK

A
S|

W A B %, 1 B 5k Cisco Secure Firewall Management Center o
i il S8B& (Policies) > 7 al4=#l (Access Control) > fi# % (Decryption).
s R S SR AR () .
Ll RS REE ()
FLE RN (Add Rule).
7E “US IR (Add Rule) XJifHE ST, {EZFR (Name) - Berhm ALK 44 FR o
MIRIE (Action) 5, i LE (Block) SiFEIEFHEE (Block with reset).
i DN.
MTIF DN (Available DNs) H &k ELA I KT W] 23 HF 28K, R Fros
o BERPIF IR DA RE S I 20 4 A T o HE B, 1 AT RT A DN (Available DNs) #1158 7 1) i
.
© B ZRIR NI O] o3 HEL IR G, 13 2l AT A DN (Available DNs) %14 [ 7 [FiR & FRE(E

% (Search by nameor value) #27, REHEAN R LIRS Z P E. JIRSTEEBEAN
TR, LB RILACHIXT 4

Qe Qe Qe
3 3| S|

Y TJERY YR
N S S

o=
W 00 N OO 1 A WNN -

S SF OF SF S S Sk SF SR
S OSE O SE OSY S8 M8 S8 OS9 OSE

A
S

PR BUEPNS, A IEN S BEEITANS, WAuA R, REE 2%
BN AERMENERE (Add to Subject) BGRNEI % Z (Add to | ssuer).

R’ T AT A O R X B
P2 ISINETEHRE NPT A~ F A 80r] 73 40 Bk midifsE 2 DN (Subject DN's) 2% # DN (I ssuer

DNs) #1)3& K 7 1%\ DN 8 CN (Enter DN or CN) #2755, 2R B N2 FH 44 5l ] 23 9 2 0k 31 s i n
(Add).

HARGEATLLKS CN 2 DN RN BIAE— 203, (HEEH MLEER e AT N 21{E A #& DN (Subject DNs) 41
o

7 A ERRNIEE RS eI
PR SERUn, LRAF U S, 3 e ol DR A PR A o
PES BRAFR M A, A TR TR AR TE (Save).

I mEmn fngmrsl i


https://en.wikipedia.org/wiki/Server_Name_Indication

REMN fngmnsl |
| R

A5l

T IR T T2 1M goodbakery.example.com A & 5 Hi goodca.example.com A & [ 15 1)
Gy 22y eI WIIE < (o R/ av il Bt/ WA B G B s S o Lyl 1K 1=

Subject DNs (1) Issuer DNs (1)
GoodBakery ] CN=goodca.example.com ]
Enter DN or CN | Add | | Enter DN or CN

.—h AN [= =]
BRI G B
Gnn] by g T B L ) B S R

s R SRS UE Y H & e, (HRAT RRRE MUWERAE R RUUERSh . GBI TS s
B R IFUER KR, 35 RIS A LR (1 H sl k. )

UK

LB WRMWAE K, W xCisco Secure Firewall Management Center.
IR 2 1 it REg (Policies) > i71al#E | (Access Control) > fi#% (Decryption).

T R SN S5 I SREE ()

Nil
& O 8 8
= w N =

TR A ki RS dREE (4
FIRS il BRIE LI

PIB6 N EIEZEEREHE R (Log at End of Connection).
$IE1 RHRTE.
WIE8 Ui v T 1) Save.

W BEan kR
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