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Required-Client-Firewall-Product-Code YR |46 | g P BB RGN P7
1 = SRR A GBI 2 2 (R BB RSP
Zone Labs /= fi: 1 =Zone Alarm 2 = Zon
3 = Zone Labs Integrity
NetworkICE 7= /: 1 = Blacklce Defende:
Sygate /”/ii: 1= Personal Firewall 2 =P
Firewall Pro 3 = 2z 4>fCEE

Required-Individual-User-Auth W HE 149 B P 0=C2H 1= H

Require-HW-Client-Auth YR |48 | A5 RAE Ay 0=0%%H 1=2)2H

Secondary-DNS |6 TR FAE IP Hhhik

Secondary-WINS SHF (8| B gl P b

SEP-Card-Assignment 9 Py P HReAd

Session Subtype Sk (152 | Hesy B 0=T 1= &/ H 2= %/ 3=k
Session Subtype [1)idi F 551172 Session Ty
PEALRATLUNME: 1. 2. 3 4,

Session Type WHE | 151 | dEE HAE 0 =11 = AnyConnect % "3 SSL VPN 2
AnyConnect %} iy IPSec VPN (IKEv2) 3
SSL VPN 4 = &/ s AL RES = [}
it IKEv1) 6=IKEvI LAN-LAN 7=IKEv2
8 = VPN 84y

Simultaneous-Logins WFF |2 B Ly 0 3| 2147483647

Smart-Tunnel SCHF | 136 | A A L) B RE R TE (1) 44 FR

Smart-Tunnel-Auto S (138 [k Bl 0= T 1= 2= HEIED)

EiginiE VPN I}



. Cisco Secure Firewall Threat Defense &9 RADIUS B§ %% 22 /& 14

TR 5 VPN |

B2 BB | BIE |1EAIKE BESZE |RASE
Bt | e

Smart-Tunnel-Auto-Signon-Enable S (139 | AT LR B REREIE B Sk B RAIR (AT

Strip-Realm SCHE 135 | A /R1E A 0=C20 1=08H

SVC-Ask YHE 131 | Y 0=C2H 1=0)aH 3=)aHERNRS 5=
TR P CRAEH 2 71 4)

SVC-Ask-Timeout SCRE (132 | P 5 5 120 f

SVC-DPD-Interval-Client SHE | 108 | s LEEED 0= 5-3600 1

SVC-DPD-Interval-Gateway Y (109 | sy HE 0=X) 5-3600

SVC-DTLS 123 | ¥ LEEED 0=4%% 1=1FE/

SVC-Keepalive YR (107 | s FAAE 0=k 15-600 b

SVC-Modules SCHF 127 | A A LX) FREHR (BRI FRD
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BB B | B | EIE/FE BENZE |RRSE
B | s
WebVPN-Port-Forwarding-Name |79 P PG FRAEEAF (B,  “Corporate-Apps” ) o
WESCACRE R T 2 7 i 11 2 00 B BRIA 7
“ Application Access”
WebVPN-Post-Max-Size SR 159 | wsy PRy (D iiiiii
WebVPN-Session-Timeout-Alert-Interval | 149 | gk ALY 0%]300= 25,
WebVPN Smart-Card-Removal-Disconnect HE 1225 | A R1E Al 0=E%H 1=2)2H
WebVPN-Smart-Tunnel e 136 | Lo BRI 1 42 B
WebVPN-Smart-Tunnel-Auto-Sign-On S (139 [ agn B BRI E B R AR (R4
WebVPN-Smart-Tunnel-Auto-Start ER (138 | #g A 0=CZH 1=/ 2=HA231E3)
WebVPN-Smart-Tunnel-Tunnel-Policy YRR (227 |5 Al “enetworkname” . “inetworkname” EX “
— HH networkname S BEREIE 4 45 41
PR, e oAU EIIBEIE, iR itErbgiE,
P bEiE..
WebVPN-SSL-VPN-Client-Enable SHE (103 | gk Ay 0=C%H 1= 2H
WebVPN-SSL-VPN-Client-Keep- Installation | 374 | 105 | 58 g 0=C2ZH 1=t5H
WebVPN-SSL-VPN-Client-Required | 104 | gk Ay 0=C%H 1=2H
WebVPN-SSO-Server-Name i 114 | a5 A A5 A
WebVPN-Storage-Key TR (162 | Ff5 Ay
WebVPN-Storage-Objects |16 | ALY
WebVPN-SVC-Keepalive-Frequency 107 | g Ay 15 3] 600 #b, 0= 4
WebVPN-SVC-Client-DPD-Frequency | 108 | gk g 5 %) 3600 Fb, 0= XM
WebVPN-SVC-DTLS-Enable T (123 | de L) 0=0C2% 1= H
WebVPN-SVC-DTLS-MTU SRR (125 | et L MTU {1 256 ] 1406 /575
WebVPN-SVC-Gateway-DPD-Frequency SHE (109 | gk Ay 5 3 3600 #>, 0=
WebVPN-SVC-Rekey-Time SHF (110 |t BB 4 ] 10080 43 f, 0= %}
WebVPN-SVC-Rekey-Method T 11| sy Pl 0 (M . 1(SSL). 2 CHib%iE)
WebVPN-SVC-Compression SF 112 [t BB 0 (KM« 1 (Deflate %)
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B& R BiBh | BIE | 1BIE/LE BENSE |RASRE
B | s
WebVPN-UNIX-Group-ID (GID) S (222 | o 4% UNIX 41 ID
WebVPN-UNIX-User-ID (UID) S (221 [ o £ UNIX Jil 7 1D
WebVPN-Upload-Max-Size SRR (158|453 P (D iiiiii
WebVPN-URL-Entry-Enable YRR (93 | de L) 0= 1=
WebVPN-URL-List SR |TL | B URL $1l4 4 i
WebVPN-User-Storage YRR (160 |5 L)
WebVPN-VDI S 163 | B Y%
& 4: %i%%| Cisco Secure Firewall Threat Defense # RADIUS [& %
Bt BHmsS |1&E. 28 | BRENZE WA A
Address-Pools 217 FAF R FE JE U BT V2% b U S8 G 42 FR, F T RIS
Yy ik 25 7 S e B B U 1) VPN IS 1)
TR . EXFER (Objects) T _F 5 ML A5 o
Bannerl 15 TR H Ay FH P8 S S 7R R
Banner2 36 TAT Hh FAE F PG s 7R IR IR IR 5 38 4o RalR 2 Bt in 3
I 1.
A R# ACL Cisco-AV-Pair | merge-dacl MR Cisco-AV-Pair it & K 37 5.
{before-avpair
|
after-avpair}
It yEAR ACL 86, 87 FrHR FAE 1t yE#E ACL i RADIUS 45451111 ACL #5851
Mo BESK B P& E O 247 ACL il ',
PUE W] BAYE RADIUS B2 ) AT H 1L &
86=Access-List-Inbound
87=Access-List-Outbound
Group-Policy 25 AT R A SR IER P AT I A5 o AR 0] VPN

LR JUI b QU Hems . EmT LU B e —
il 2

o Y S AL R
* OU = 4 5Rms 4 7k
* OU = 415 I% 44 %
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B BHERS |iEx. LB | BESRZE AR E B

Simultaneous-Logins 2 TH LERE) SO P #E S MO I R E R B, O -
2147483647,

VLAN 140 B Ay PRI FOE B2 VLAN, 0 - 4094, R DAZ07E J8 i
95 8145 1 2 1 dE I VLAN,

f 052508 M ISE 32 [ [ TE-Proxy-Server-Method J& 1" (B 3 & W L R E2Z —
« [E_ PROXY Method PACFILE: 8
- IE PROXY Method PACFILE_AND AUTODETECT: 11
« IE_PROXY Method PACFILE_AND USE_SERVER: 12

* IE_PROXY_ Method PACFILE AND AUTODETECT AND USE_SERVER: 15

BT A 24 _Fid A 2 — T IE-Proxy-Server-Method JEVER, 4 242 (ACHE 35 .

ElFER R T L : b B
W44 B R R SO R £ A FRE URL. ZEFEVS i) VPN & # 53 a] BLR H sl 2E H ) 44 F 1 44
URL. VPN H o] PAAEi% 3 Cisco Secure Firewall Threat Defense 5 #5 B L B % - 0] LI 8 84 5% 4]
MRS L E W P L4, DU R BOCHN 4 o . #8386 vT DARC & N 4 URL AR, IS 2%
Uiy {5 3 B AR VT i) VPN IEHZ I 0] LGRS R g T $E . Wik P AR 44 URL dEATd4%, WA
Gef Al 5 4 URL DEPC P4t &S0 B 3hid s e,

UK

P EFIRE > VPN > ZIZIEAN.
PR 2 pih U LN 4R (Edit).
WIR 3 A2 H A sl B 44 R B A b A SRR (Edit).
PIR4 nihi A
WS BRINNA, ERATCL R AR
a) M3 (Alias Names) K0 (Add).
b) f&iE Bl
o) A D BB SEEAE LU 4 .
d) RilHE.
HIR6 TN IN4 URL, EHAT LR ERAE:
a) ridi URL %04 (URL Alias) 330 (Add).
b) MAIEHIES B8 URL SLOIEH 1 URL X%, HR1VEANE S, S0 608 URL X%,
o) AT D BB R EAE LU 4 .
d) filHE.
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X EHR
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e & 2178 VPN 891719132 O
WEHEO RS T 0 & &8 D B D4R L4 X, e & Tz fE vk SSL uk IPsec IKEv2

VPN 8. %8R Bon BN 0 A ek 2 4 K A2 0k 482 V00 P (1042 A A DA R A5 15 T Bt di
fE4i 2 % 42 (DTLS).

UK

W1 EFIRE > VPN > mIZEAN.
W2 YR IEPIA RPN, AR5 S A N SR iR K br
PR3 i ipiEEd.
WA BRIV, TR R, IR R RO A O DU s e A
a) IFENEO - R O T8 0 D A B A X A
P2 11 21 B g A DI 0 I T 2R . R N VPN AN SRR S 11 28
b) I IERE LN RSO B 5 U )4 G
* B F IPSet-1KEV2 - ZEFEIIE AT JH ] IKEV2 W& .
* JBF SSL - SEFFULE T AT 5 FH SSL &
s EFEBRARERERERE.

WP IIETS, BRI A H B AL )2 %4 (DTLS), I o1 AnyConnect VPN
2 Al AN A BB IE (A SSL BRIE A —/N DTLS B¥iE) 737 SSL VPN iE#z,

JA ] DTLS AJ 3 G55 028 SSL ERAR O ISR AN 98 ) B, nl 4 mind T 8dle tEiR
TR S I N R E

LE SSL ¥E LM TLS A1 DTLS A, & 5T SSL #E.,

ZIMCE AnyConnect VPN % )7 3iij () SSL &, 152 [ 415 0% AnyConnect &} ¥ifi £ T o
s BREROBSESWHES LEHE, N5 THRE kst mOS6ES .

IRAE R D SGES, WEMER FES.

U RANE R L SR IE B EUEAT L, BRI SSL £ /BEHHES .

¢) sl RE LALIRAT L
PR (L FIEHRE MIEFLL
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 SVFF PR R SR A EREL B SO W R BT AR E SO, R TR FoVE P AR
S TR PE LA PR B TC B S0 o 6200 IPsec-IKEV2 VPN JEFR I 10
PIR6 L FETICE SSL R E:
* Web ifiaiw 05 - AT VPN &6 05 . BRiAm 14 443,
* DTLS i% 0 - L] T DTLS %[ UDP 11, BRiAui 11K 443,
. s;gl_ﬁ ;ﬁiﬁwiﬁ#-ﬂu%ﬂi%ﬁ EOSESMIESR , WIEE K SSL £ BEMHEP K T i<
BRI 1

FIRT X T IPsec-IKEV2 IR E, 15 MIIRPIESE IKEV2 BAMES S04 005 Gk
PR 8 /£ VPN 2Ry EHES] 0 T, W R E Gy R SR, TR LT kT

« hEMRF R B LEiT i B HI SRR (sysopt permit-vpn) - BRINES UL T, SR Bt V) ) 5
TSRS AT A T 0 O IR i Sed vy g 7 256t ACL &4, {H VPN i
JEZE ACL LS\ AAA JIRS5#% N3 S 4 500E ACL /51& M T VPN it i

iR R TR, T 7 5B AE Cisco Secure Firewall Threat Defense % #5581 1)
PN, 565 14 s FE R P FEEE N VPN [R5 I 32 i SR o

TR mlifRTFE, R G

X EHR
o

fic & 217718 VPN S RIEIN
2%} AnyConnect £ £ zh &= Pim BU&

AnyConnect & £ 51 % P i MK

AnyConnect % 4% 8) 2 P vl I A B YR R 4 VPN IR A2 72 P 346 21 Jsi i bh o & & i) 22 42
SSL &% IPsec (IKEv2) ME#z: . WIS HT B A w35 bty e R HH - m] U N A 78 HE B 28 h e e %%
Frimg VPN R PTG B 13 O 1 TP #huhik, DL N2 %3¢ AnyConnect %/ S BT 1 46 a5
B ENLIRAE RGVLECH R Pt NEUS, %7 b R @ e RO O 2% 7 i
M RAT SR I AER, P PR AR A % i PR RRAS AR B LT R S

TSR Y7 1) VPN R GBI 5B N AnyConnect %5 7' v W% 5 VPN e AH GG . 3531 51 ] LA
TH ORIRANSZ S B A= iy Jl M6 R & P i B

Cisco Secure Firewall Management Centerit i 87 F SO0 44 BRI 2 3/ E RAMEIY . L i H g 44
SAFTIAFE R EBAERGAT D, W20 BN RAE P B A R,

BV 1) Cisco #K M FE 4 .0ok N8 AnyConnect 25 ' ity A% SC1F.
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4% AnyConnect 2 £ 3% i B%:5 0% Cisco Secure Firewall Management Center .

HXED
4 AnyConnect 2= 8% F' it UL N3] Cisco Secure Firewall Management Center , 55 41 T

1% AnyConnect & £ #2311 % Pim MK A 1% Cisco Secure Firewall Management Center

&R LUEFH AnyConnect 3Z#0 %08 AnyConnect 22 %53 % 7 i % E A% 3 Cisco Secure Firewall
Management Center. A KIEAIE R, HSH NS ARE i g EaE R, 62 H IR
AnyConnect %5 % 7 i W&, 55 40 1L,

UK

HIE1 L% &% (Devices) > ILIZi 8] (Remote Access), LEFEIT4niH 41 IREFEVS iv) 5ms, RIGIEHFEER
(Advanced) %I .
FI2 TR0 (Add) LA I AnyConnect 4223 % 7 it A% o

I 3 7t AnyConnect BRf& (AnyConnect Images) XJ i HE (1) B F§ AnyConnect BRf& (Available AnyConnect
Images) " mithi A0 (Add).

HIE 4 Jyr] Y AnyConnect W% % N & FR (Name) A1 BE (Description) (FJ#E) .
FES fUliEE (Browse), kIR EALIZ 7 iR .
P 6 1URTF (Save) LUERFWUR LALE] 4 H L.
AR P % AL F Cisco Secure Firewall Management Center I, 4% F 8)) s WUE 34 R4 5

H .

WHIRT TR P G I, 1 S R EFTHEF IR (Show Re-order buttons), #XJ5 1) Bk M
)5 i S .
X EM

JBRE AnyConnect “Z 8% ) i WA . 28 40 7T

EEHEIZHEAN VPN % P i A9 AnyConnect % P i AR &
2 R AE T #rh O FRAEET Y AnyConnect BTN, %80T LLT3h R &0tk 5 s in 2 FE e A
VPN 5%, DUE A SLERE R0 7E VPN &1k R4 -0 0 & P i i A
FrisZ Al

b o B U B AT S B 4% B T 3% 32 Cisco Secure Firewall Threat Defense VPN # 5 i f2 2 N VPN %
J 8T AnyConnect /7 5% . 58T AnyConnect MG 2 HF, iR 58 L R :

o WEBHR AR T 200 F 8imofi ) AnyConnect BRAZ ST A

* 7t Cisco Secure Firewall Management Center Web Ftifi I, # %4 & > W R EIE > VPN >
AnyConnect X , SRJEURHIET ) AnyConnect % F' i BWUZSCA:
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. 1% 2%l AnyConnect 5MER:HI 52 255K 14 €17 N2l Cisco Secure Firewall Management Center

LI
PIE2
$IE3

TE4

FIES

$IR6

UK
£ Cisco Secure Firewall Management Center Web %[ I, %E#i& & > VPN > iti2#EAN .

MR L R VT i) VPN SR 5534 1) YR8 .
Hili B4R H > AnyConnect % FimiR{g > 0.
M AT A B9 AnyConnect BRI k8% 5 u EUE SO, SR )5 sidh ian.

WERARSNL e 18 i 5, ity iRm0 F B AR g.

MiE (OK).

TRAFIEFE V] 7] VPN SR o

TEFBZHE RV ) VPN SIS 3 2 J5 . B AnyConnect BRSO 7E Cisco Secure Firewall Threat Defense
Beg BRI, XA L E IR VPN G, 435K VPN H P RS VPN OGS, P A4
P RSB R G IUE N2 BT AnyConnect 25 /7 5ty B% . X FEIH VPN H F',  AnyConnect
P RGO AE LR — A VPN e iE T .

1% B&l AnyConnect M5B 53 28 £x 14 & 75 N2 Cisco Secure Firewall Management Center

$IR2
$IE3
SIE4

$IES

W A MR 47— AnyConnect ZMH W2 AR ELBEAS, WA IEFE K 3L A% 2 Cisco
Secure Firewall Management Center. _FAZAMN AR AT G, BT LUy [ VPN &4 584t
T S R A
fan] DML AnyConnecth] G A i g 410 S0 F A% 3 Cisco Secure Firewall Management
Center. 1 KEAHER, WHS RS,
E o Em

o HLREIR) JEPMSIT A e A VAN I — A AR ) B A A

o R AR AR A s B B RL Je, VAR VPN ICE R AN A S, A

S0 A B BB 1

i

7E Cisco Secure Firewall Management Center Web J [ |-, #&Fi%#& (Devices) > it#Zi7ia) (Remote

Access), EFEHGERFH IRV A SRS, AR IER R (Advanced) £ .

rithi AnyConnect & FimBRI& TTH 1) AnyConnect FMNaRil ba 28 & 34540 1 53 m .

far N\ AnyConnect ALK ZFR A1 EER .

J i 7 A s = o S e L A ) e 2 G R Y O

mdRTE (Save) PAE R 4% _4£ %) Cisco Secure Firewall Management Center

R W S IRAT A0 A A R S AR U 1) VPN &S, TN a3 T )
Pkt
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HIB6 (R AL ] VPN S

HXER
JFF AnyConnect %255 ) i M, 5 40 1L

IHZHEN VPN ik 53 Bo 3R B

BiC & IE S AR 5T

JB MBI A 4% 1T LA TPv4 B IPv6 SRIgeks TP bk /3 Fe 4 e R N VPN ¢/ o U UGB 22 A ik
ST, W) BB A R AR AN T, RS TP HuhE ik
IPv4 B¢ IPV6 B
BRI LU 1TPv4 8% IPve SRR AR A VPN & P 1) 1P bk #E 4T S-hk. Bk, Baubn 238 H
IPv4 55, RG22 EH 1Pv6 TR

o [FERIRWARSS 28 - ZE RN P 0 EAE B AT FEBUIRS gk R bt . R4l ] ERC & TP Huhk i)

FRORSS 2, dUUEH 7. HA T RADIUS [IFFRUIR S 25 32 Br il 23 Bic . AD/LDAP U]
A Fr. WIEEEH T IPv4 AT TPV 43 Ic Sk

* {5 DHCP - M{E LA & S A B Y DHCP R4S 243K TP Huhik . #8048 n) DU i 78 41 S o
fic & DHCP M 2% 3u [ K & X DHCP AR %535 vl LIE F 16 TP Mtk v . S Ad FH DHCP, ) #E 3
R>WREE > MEEHPIERS . LG T 1Pv4 4TSRS
A < DHCP W 28y I B 3 L, T8 S ) 21 SR mes s Ik 1t

o {5 B PR ER BB St - A S0P R Ll 20 T b s DA T R A T A ¥k o T SR A o gk,
WEXT & > WS EIE > il ith 5 k% a1 1P Hodilts, JEAE BN B SO TP A R e B
J7EAE T IPv4 Al IPV6 43 ic SR

© RVFRRRL P Mt —ER Rt Z RXEHEER - 1E 1P bk Al B kit 5, IR — B (a7
FIEDFAE o BN IR A B T Bl By KRS AR IE R 2 1P b R E B R . BRI OU R
WERVEAE . MPEIERSGER, T ABUEIEE Y 0 2 480 WKL, DAESEIR 1P bk 3R
B id. HHCE RG] T IPv4 73 Be SN .

X ER
BOE IERNC B SO s, BB 21 L
ZFEVG ) VPN S0E60E , 2 4 71

T UE TS, SR DU IE 5 A0 7 B A 25 5 SCITC T & PR IRC B SCAF A P e TS AR o ik P sy i
Pz M 5% B IUESS SR HIE

) EUE SR PE R TS AR S rpE e

UK
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SR 2 EHFR PP A L R NS, AR5 A A0 N ) SR AR AR
$E3 Lk SR > iEBMET.
PB4 N\ EZEREHBREE IR E GRS IERE LR
WEPEAEFE T, RV BN — NP UC AL I, T4k 2z S VTS R e I, 243
KIS, VCACSE M. WA KON, U FH BR A B e lE & S (FEJRERAI ) H T i, ik
FELL AT R e T ak BT A7 3 00, DA ST B 47 56 UE I 5 I LS 380 750 7 s () i S F (RSB AL
* INRA URL FMIEH S TR AR AYEIZRLE S04, M{FEAHE URL.

* {5 A EC & AL A E 43 DU FC 2SS 43 BC B SO - /i P L 2 B mT LA P32 B 5 ST Ay v SR
e

pE i P B UE P W SR R 2R TR B I S Il 7% . RV SR B N % ) i iE
5, A SR E R SR IR .

$IR 5 {13E P B EEE B SCHRRST (Certificate to Connection Profile Mapping) #5743 F, 5 iR inikst (Add
Mapping), LAE A 1 55 i G g F 15 2154 B fic B SCPF s .
a) JEFFOAIE EFERETRFR N L
b) IR T AL UE S W G A R R s AR AT 1) R E S -
o) MHE (OK) LLGIEEmL .

FE6 PR

Be B LA TR A%
1 AW AP AL AL SRR G i) — AU PEANEDNS, T TSGR N VPNAKSG . ildn,  7EZH S x)
S, AT ARG E AL P SURI I BE A

FEFEST VPN BRIEIN, CREffe I HT T AL 560 . RADIUS AR S5 k2 70 B4 Ems , sl 24 iy
G E ST AR

\}

AR BRI LR AT AL RS AR AR SR . 0 TR ] SE R AL SR B o BRI AAA RS54
BUNFIAL AR 5 RORTR E LA 5, WA O VPNGERR L B K BRIA 4L 3k . 3R LRGN
SRS AT LA BN BRIV, (AR 122 SRS 70 B0 4 3 4 I S EL R Y AR ) A 2 s I ik FH 2% 5K
W% o

g2

SB1 EFIEE > VPN > TIREA.
SR 2 (EHIR RPN IR NN, AR5 s A (K SR AR o
183 LF SR (Advanced) > R (Group Policies) > 740 (Add).
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I 4 O] FLAKRES (Available Group Policy) 13 HH ik 41 SR mE I sl idsan (Add). &8 n] DUk £ e fi

Vi) VPN SRS SCIR I A AL

FIES riidi OK LIS B SR I
FER6 PRI

S
L A S 5
Bc & LDAP & MERR 5T

LDAP J&VEX PR LDAP H 7 sl 4 J& 11 44 BRI 21 Cisco P HEMRI 4 FR o & PEWUIKE Active Directory
(AD) 5 LDAP %5 %% P AFAE R JE 5 Cisco JBPER IR R K. 0] LURBAT AT ArifE LDAP J& Pt

SR A NN B R 2 B YE (VSA). AT LK — A2 A LDAP J& PEWU 21— A2 4> Cisco LDAP
JEME. 24 AD 5% LDAP R4S 25 AE I FE Vs 0] VPN JERZ A N S IR] 1) g Up B 480 ¢ 24 R [P S B AIER ,  Jak
J B AR 152 2% ml LUAE FiZ A5 SR %E AnyConnect 25 P ity 414r] 5 il 42
VAR VPN P R BER R U5 i) AR VPN Y 28I, 448 7] LAZE VPN R 45 2% BB & A [H ) VPN
e, FEAR PR AT IR X S S AR A O A RN F o 8T LUAE B A v B 4 F LDAP J8 1 i
it & LDAP FZACKSZHLE H ). BT LDAP S 2H 5 m& 0o 2 T 7, b Z0 I B LT LDAP J& MK
s
LDAP J& P Wi (0 48 = AN 414

* uig (Realm) - 8 LDAP JEPEWLS A FR; 44 FRAR B BT 26 AU A e

B R FRIET (Attribute Name Map) - £ LDAP H )7 504 J& 2k 44 FR L) 21 Cisco n] AR ) 44 7K o

« BIEEMST (Attribute Value Map) - ¥4 LDAP 7 ol 4H & M v (e 4 e 5 380 T 3% 44 BRI 1) Cisco
JE PR,
LDAP J& 1 RIS A4 FH o) 2H S e s N B2 #2075 ) VPN L& 4 2R Mg 41 3R« MW FE 7 In) VPN
5 N 153 20 5 et 2 NI B AH 5 1) LDAP g 1 B i

TERRAS 6.4 3] 6.6 1, L AEA ] FlexConfig KMt & LDAP JETEWLS . P45 B, WS H
FlexConfig i & AnyConnect #ELFIHLE SCAF

75 7.0 K mRRA A, mT LME ] B Ry

UK

W1 EFIRE > VPN > ZIZEAN.

PR 2 EHIR IR RS R N SR, SRS mili AH N I SR E I b o
WIE3 Ml S > LDAP B HRRET .

FE4 pidiiRm (Add).

PS5 EACE LDAP @MW U b, e P20 & s s 1) 4l .
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| iE#2iniE veN
ez ven azne [l

-+ £A 984 (Load-balancing group)- 17 & 5% £ BN U4 ALAIG HERLAL, JT L% VPN

=~ T«E
VPN 83841 v] LA 3 AH R AR SR A WCAS (1) BB B A 152 4% (R & Wb I BE S R R N
VPN M &

WS HICE VPN I H A s, 5 48 DURINCE i3y i i &, 26 48 L.

* &G g8 (Director) - (HAIHPHI— N &M S, EEELAIP AL B2 AR, 5
'ajj VPN 2 i it %% .

FraS SRR ITa R & BERS AN NN, RIGHNH IS ERE. T
A EAS SRR & E; B UER &Y. flan, S Su i S m sk s i,
AW — &R ARSSEEZME, SIS,

* BB (Members) - 2191 BR T 1) % AAMO & SRR B« BNTA S5 @3y i f S i 8
N VPN %32,

L& S S5 &WE , 549 T,

VPN £ &R o & 514
* iEP (Certificates) - J&HpSHI FIE F5 00 20060 75 34 42 T 1) 21 (1) ) 28 A1 RS 02 1) TP Hbkik 5% FQDNG
T, AF AR AN {5 o EF3 0625005 5 FH 35 5 AR 44 Bk (SAN) Bl e 44 5

* 2 URL (Group URL) - 7E 20 & SO s il VPN faad 4 41 1P sl 920 URL. $5 341 URL,
DU A8 8 sk N G P P64 .

* IP Hb3iksth (1P Address Pool) - Sk i b3 B #5326 £6ME— 1) TP Hiuhikith, JF78 56 & # . h AR
B IP HB,

o WZ L IERE e (NAT) i TR 86 ] DAAE Sk $7 3R 350 g 4 ) — 358

VPN £ £5 34187 4E T FNBR 1
 BRIVIEDL R 248 H VPN S, st U8 B VPN Sy i,
o JUATH )8 AL 10 DI AE 54 A RE RIS In 2 S B i i b
o A BEA DI DG G BB B
o JBUPBI A e T P A T LN S i 4L
o [ I e (NAT) J THI ¥ B0 At T DA A S g 4 i —3 43

o YA ECT ) B8 B R AE IR, IZ R AR IS R N VPN IS8 B 5E . ISR IR A B)
VPN &4#:,

o BEE B LB Ok b R AT AT E AR (SAN) B RC AT

EiginiE VPN I}



sErgiisl VPN |
B == ven asmsnass

BLE VPN S 319 %mHIRE
AT LLR VPN S b iy, R S T S B T O A B A AERIEEAL, BRT DA

TSNS H WA
iz

P11 EFEE > VPN > EEEAN
B2 HHEGR TR ) VPN SIS 551410 4RiE
$£183 S8R (Advanced) > $a %977 (Load Balancing)-.
$®B4 N BARRIREZ B 5151591 (Enable Load balancing between member devices) 17)4u4%H LA
F a1
RENGHTIT dmiELEBLE vl . HASHCEH T B T A 3%
PSS WHLEM, EIRT 4B 1Pv4 Hidik A1 4 1PV6 Hiht .
IEARFE R (1) TP kil FH T8N S8 4, 1T ) 290K o A8 N VPN 44T IR UL TP Hbik.
FIB6 AR BEED o sl Fn LU I A 8 A X
WAERE ST, R SR sl 1% 8% 0 LA S H A BN S B

PR A TAELLP ) T 8 AR 2 [0 AT IR ) UDP 3% A . BRASE ) 9023,
HUR8 M IPsec INEE UIA%HL, D3 ) 48 A0S b3 2 18] AR JE A5 i TPsec TN

JE IR 8 i e A A0 =52 3 A 3 17 4 AT R DA 2 TR 3 N7 TKEv 1/TPsec B& 18 »

$B9 AR T IPsec INZ[H) B4 .
F£E10 SHHE (OK).

BB AHNENEMIEE
VPN 3 277 ity HoAth 15 B A% FQDN A IKEv2 T 5E 7] o

i

FIE1 EFIRE > VPN > ZIZEN.

P2 LUHEYR R N VPN SEE 5534 1) 4RiE

FIR3 riiim%R (Advanced) > fa #1397 (Load Balancing).

TE4 WMRCKTR, T BRRRIREZ B8 RENE U DUS T a8,

PES LHRE.

HIE6 fTIT 1% FQDN KX F| X ZG &M AZ 1P PIHdz 8 LIS FH AL FH 58 43 B i 45 44 1 T 58 171 o
BRAEOLR, BB i 2 VPN G330 5 5 5E 1) Hh IR TP Mkl & 45 %5 ) i o

ST G IKEV2 EER MrEe —:
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SR8

mes5gsnizs

* 7 SA BRI IEHA B EE 1)
* 7£ SA Via L EA B ERE [)

R E -

IR {RA7

RES5R&RE

P
P®2
PIE3
$IE4

SIES

B S 5B ER A E B W AE VPN FS i . fEBiss BT VPN S84, Jf i
BeEEIE e, MWMAICES 5Bk . XEEN RS, BRGNS 5783 1 s % e f it /e g
G . PLACgubim, B HUBAT A RERCN B Ay, AR AL B . (EARREFRA BRI %
DRSS EE

puk
PG > VPN > IERREN,

MY IR N VPN SN 551 (1) YmiE o
M B4k (Advanced) > £12[141% (Load Balancing).
WA B9, $T9F BAMK R & Z B R 62 8391 V)4t LS H 5 81 .
fil &% &2 5 (Device Participation) i% & :
WESES WAHIH T PriEim i VPN BLE 1 H sk s . ol DB IR 3%, a4 N VPN &
ik
a) fIT s Ui, et fq 8094, AR5 i YR .
b) AR ZMER.
BT, W& gsliwh 5. aTBIA 1 2] 10 PaksH— 407
c) WIREALIT NAT 2 J5, WA VPN 21 IP Hili§5 & IPv4 NAT o IPve NAT il
d) i E (OK).

FE6 iR TF (Save) LLRIFZFEYT M) VPN SIS BE

fe &2 VPN B9 IPsec 18 &

HAAER E N VPN SRIE IR 1k $E IPsec /4 VPN WhUN, IPsec W& A &M .. 40, = LI

“OREHTI RO MHEHE G H IKEV2. HRTELIME R, 1S RACE Vs i VPN U7 R0, 5
39 i,

UK

F$E1 EFIEE > VPN > ZIRIEN,
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ER2IE VPN |

B ==z ven st

FHIE2 Ml VPN Sms5) 3R, e s o 5 . ) SR o
$123 il Advanced.

IPsec BB AFRNG B AE it oK) T AL E A

TR A AT AUE MG F 1 Psec 1L

a) DNEERRET - A BN A T AL R T IKEV2 B 41, 3 IKEv2 PR 4z 0
¥ BB RO W o BRI L, S R R I AR VPN IS L, 5 50 Bi. AITE
WriEEDO (Access Interface) H, ik sE (1) VPN SEIE A INE MR E: D4l A EAIE R, 1520
BLE SR YT M VPN [ e, 5 39 1L,

b) IKE %REE - *% AnyConnect Z 3 i ] 1Psec MSCGHATEENT,  “IKE SElg” LR 1 & TP ik
VPN M T A IKE SIS0 % . ARTEAE R, S0 i N VPN 1) IKE 50 , 2 52
o BB IKE KNS, 1550 BlE IKEV2 S 5. BB A FF AnyConnect IKEv2
e ANSCHEE = 7 bRUE TIKEV2 &P i o

¢) IPsec/IKEV2 B# - “IPsec/IKEv2 Z4” UM AEE 1T LUE K TKEV2 £ ik % B . IKEv2 242Kk
B IPsec WEM NAT EHERCE . ARTHEAGER, 1S M EEF V)] VPN IPsec/IKEV2 24§
, 5531,

TS PRTF.

BLE T2 HEN VPN A% AR5

XA M IPsec-IKEv2 Wit 4 1, F BB AE & it . nl e a4 0 (Access Interface) ',
S SE ) VPN SEBSGS INEMBR L 4. A OCTRAIME B, 1SN B V7 ) VPN U7 4, 28
39 7.

UK

P& > VPN > T2

MATH] VPN SIS HIR T, P08 L1 B 1 SRS

riiE 2k (Advanced) > nERRET (Crypto Maps), EFE K47 I A i 4wt (Edit) LLg 4 hn s mk

ST

EFE IKEV2 IPsec 21 (IKEV2 IPsec Proposals) Jf-32E 58 X 48 i 467 A58 FH R L Bf 473 50 1 R n 2% S v ok AR

PR IR R e A (AR S A T e e

P B AR m 8% HE N (Enable Reverse Route Injection) DLJH FI i A H1 [ 24 A\ 3152 26 T2 B 118 28 i

PRI N 286 F0 =ML % pR ERE v

LB A% P kRS (Enable Client Services) J-95 & i 15

B e 55 e 45w P HTTPS (SSL) Vi i),  BL A ¥F AnyConnect N #&FE P HMCR AT 90 I SO

AHALFN H g RS CSD. SCEP BA K& /- wif i i (W H A SO N ake A ISR It, 1546 e %

Ui R 45 i 15 o A ARAN S % oIk 45 IR 454 P 6% T 2K AnyConnect 1] BB R ZE AT S

R AT LA S5 7 [ — 15 4% 18471 SSL VPN AH M 1. RUAFRCE 77 SSL VPN, &b 24
IRBEPEILIE T, DMER T SSL K IPsec-IKEvV2 %/ % fid F SCIF R4k
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| s&#2ipis VPN

BT
[24

I

B
7k

17

sz veN mzsss [

B AT 2R AR (Enable Perfect Forward Secrecy), #R 5%k #A4E%4E (Modulus group).

A P SE ST ) R (PFS) RN ACH A AN I ME — 2 o M il ] fRd 2 e T
JE AR, BN Sl sk HB # 4 3R A 2 B s A IOt S sl B SR #%
BEIE T, AR IR IEFE(EAREI4E (Modulus Group) 413 2E 1 PFS 2 8% HH I HI ) Diffie-Hellman #
PIF A,

FEEZH 2 TAE A TPsec X 25 AR 2 TR R A= L 52 B8 B ANKG JLAH B AR Sar i) Diffie-Hellman 2. AR5
Rz sy, (HTE B2 AN R . AN K2R AT VSIS AR 2 . R B AR I RN
VPN BiE RIS

* 1 - Diffie-Hellman 20 1 (768 fifi%)
* 2 - Diffie-Hellman 20, 2 (1024 {73 .

* 5 - Diffie-Hellman 2. 5 (1536 frfi%h, 04 128 =42 gt tr i fnd, H4l 14 i) . Wi
{EH M2 AES %, IEMEHA (EERE4D .

* 14 - Diffie-Hellman 41 14 (2048 {7154, w2k 128 A% PR IR I IR o
* 19 - Diffie-Hellman #1 19 (256 M fh 2k 7 Bok/N) o
* 20 - Diffie-Hellman #1 20 (384 {7 #i[ fh<k 7Bk
* 21 - Diffie-Hellman 20 21 (521 A i<k 7 BN

* 24 - Diffie-Hellman 21 24 (2048 A7 &50H1 256 i ZE 741D

T & I BRIFSERTIE] () (Lifetime Duration [seconds]).

ZARER (SA) MAdr W) (LR ) o il A I, SA IR HL A ZIAE YA S5 4 2 1]
TR W, FREVIRREE CERREEE LD, IKE Whiisiikae 4. (F, AEdy R, Kok
BEE IPsec 2 A RIR 8 A= i o VRO NS B4R

AR E 120 2 2147483647 FL 2 M HIME .. ERIAMEA 28800 .
fRcEwmAKN (FFT) (Lifetime Size [Kbytes]).
AT AR 52 2 A ST I) Tpsec X EFAR 2 T 7E 1% & A R BRI nl @ v (AT o) o

AIFEE 10 3 2147483647 T 2 M HI(E. BRIAE N 4,608,000 T 747, A M o H LR EL
P

$£IE10 EFELLU T ESPV3 iR E (ESPV3 Settings):

« IGIEfEN ICMP $8i%38 2 (Validate incoming ICMP error messages) - #8275 5 UEE i 1Psec
REE R, FEAR AT FRE 1 P ML) ICMP 1R &

* B “AHER” %E& (Enable ‘Do Not Fragment' Policy) - 7€ X IPsec 1 2 4t fin 4] kb P K 70 i s
W, XS TP RS BEE T AT (DF) 7, AR5 IERREE (Policy) SIZRIEFELL I,

* 5l - 4E9 DF 47,

« V5[5 - ZWE DF 7.
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EA2iiE VeN |
B =i ven e ke e

W - WHEME DF {7,

- B BEEE RN Z M (TFC) #3E & (Enable Traffic Flow Confidentiality [TFC] Packets) - /& [
REL TEC Bidi A, X Lot st bsiE, HI T Bricn R0 & S fF . v LAMEH Burst. Payload
Size Fl Timeout S4B i 45 € SA BENLI B 1 £ s £
IR Ja A% P (TFC) Bl nl By 1l VPN fEiE A T2 IR . Bk, wdR g T

TFC P, I SRms - C B 1 VPN 25 PR I AN S WU TAE . 15 S R 4150 = 2
1ET

« K- FRE 1B 16 FATZ IR Y.
« FECRD - $7E 64 2 1024 715 Z [ HIE .
o I - Fi75E 10 2] 60 B2 IR IMH .

TEN ALEHmE (0OK).

FXEHR
B

ILF2HEN VPN 1Y IKE SR EX

IR 3 PIAH (IKE) A2 TX] IPsec X AR IEAT SR KAIE,  PhRI A2 A& IPsec I & B AL B 3
A7 IPsec A2 SRHK (SA) PV B . IKE Vgt & N BrBe. 285 1 B Bebh g 4> TKE X35k 2
() 22 R, AR S AARRERS AR S 2 B B e 3lif5 . A58 2 BrBebh i 30Ia),  IKE 4 JLAb N e s
SA, it IPsec. PI/MHTBAE MR R I B HIER I IKE $380E — A PR S5AAH] TR 4P T2 AT
PR S AE S AER R E AL (JL5E) IKE 55, RIJTAG IKE Bhis. 1 Simg e Wmpet o 4 2
B TR AP 5 25 IKE Ui .

\}

AR UGG RRE IKEv2 HI TR VPN,

5 IKEvl A, 7R IKEv2 Jr 5, BnT LIFE NI Tk #% 2 MR AR d XSRS 1
W Bt IR AT e, DAL R] B A TKE U5 56, (H2 B QIR 2 D AR5, LU ity 2211
J7 EEET R G X T IKEV2, SRR GARE SRR,  FAl SRS A 200 SCE 0 IE 25K

MELE LR [Psec VPN B, S53E IKE 50K

Wic B AN VPN IKE S

IKE HhsRI8E, 24 AnyConnectyii i Al F IPsec WhSU3EAT I E FH T Brik VPN BCE BT 1KE 3R
Mg %o HRVEAE S, TSI VPN 1) IKE 5% , 25 52 7L,

N

AR UG R ] T IE R VPN ] IKEV2.
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| iE#2iniE veN
B&72i1 VPN IPsec/kEvz 25 ]

UK

T EFIRE > VPN > TIEEAN.

P2 AT VPN SEIR AL, 5% BAE OB R 1 SR

$IE3 fiiliE4k (Advanced) > IKE %/ (IKE Policy).

W4 RGN (Add) ARTHI IKEv2 Sl P e, SR IETIK IKEv2 SRS )48 € LR LI
* ZFR (Name) - IKEv2 S K14 K o
* {5 BA (Description) - IKEv2 S 1A 1% i3 B

* MRIER — LA PN W2 AR (SA) IV, HESG G T B 52 DI P 0 S5 AR LA ) TKE S
Gy o

« & AR (Lifetime) - 2242 5CHk (SA) 2B B3 CLLRD 4 54 )
* STEEE (Integrity) - IKE SRM& A A (1 500 500 1 e 3R SV 43
* I0ZE (Encryption) - J T8 755 1 BB SA (PRS2 B BCEh i) s 5592

* PRF #1%! (PRF Hash) - IKE F& & -4 FH (1 8O0 B9k (1 D BE ML R 5L (PRF) 5843 7E IKEv2 H1, £
CIRY WSS FTve - i=brel N il o= A7

* DH 4B (DH Group) - F T % i1 Diffie-Hellman 41 .

TS PlRTF.

it & F2 3518 VPN IPsec/IKEv2 24§

UK

HIE1 EFRIRE > VPN > ZIZHEN.
P2 0T VPN SusHIR P8 o B I SR
$IE3 fidh 5% > IPsec> IPsec/IKEV2 S#.
FIE4 ) IKEV2 SIEREIEFLL T IETI:
© BEENERA GG -EF S AR AE IKE i 8 AR A S 50

* BEI-HOERIME IKE s : POk s Y3 1P i hik sl M k-5 5 43 Ak (13E15 DN
(ANZZSLRF)

o IP Hidik-{# FHAS #t ISAKMP 545345 S B ML) TP Hudil:,

© EHAFR-M A ISAKMP 54355 B 10 WL 58 4 BE 4% (FQDN) o AFR S 1HLA
A o
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EA2iiE VeN |
B z=iminia veN IPsec/KE2 55

* FEHTERRRIE LB RIB AL SA R A S (5 1% SA iR e ANILRCH, FovriE B
G HT AR ) e S5 A4 K06 TKE Sl 5. BRIAEOL T 228 AT A& a4 o

B TREENSISEEMESIEWAR LI - LIS s R E G 217 A&
1o BROIATOL R 28 H R A
LIS H IKEV2 22 KEk (SA) IREBEEF UL NIET:

* Cookie JRif]-1& 75 [ 4844 4 48 K 3% Cookie Jiii), LAWY SA AL, XA LAF Pk
4R %% (DoS) Witi. BRAHIL T, 4 50% MIATH SA IEAEWR I8 H Cookie i), iEFELLF
iiﬁZ*:

« BEX-1EE BRIAEN Cookie & HBkEBYBIME, XL RVFHEAT UM 0B SA BT 4
Lo 3B AR (AT SA s #fih &% Cookie Fiifl. JEE A 0 2 100%. ERIAK 50%.

UL B R V4 2% cookie D
o WR-HFE IS 645 B 4 223% cookie JTEHI
« SLYFIEIAD SA BB HLHINT LUBEIN DR 0 SA FOB AR, WIS Cookie FRHIRE A, TTLL
WEEAS T MBI Cookie JFHIMIMEL, LAESKBLA A KR . BRI 100 %.
« RYFEIE K SA BUE-WLHI ASA AV IKEV2 HEREIGHR .

FIR6 4 IPsec W EEPELL R IEI:

s FREHIE A B -k I A VR Bl A ST EE IP 43 1 NAT 4% XA SEM 23R TP 43 1 1 NAT
W& IIEAT

c BREEAEmWMEBTEL-EDLUGH PMTU (SR KA IC) 24k, WE SA CZ4KED)
] PMTU ¥R & o

c BEEEEB-MA SA (AR K PMTU I E N ISR 2 P4 A RGERE 10 2 30
orl, BROMELA AN SZ R .
FIRT O NAT IR ELEFE LR ILT:

 ARFREIEH B T - WAL R NAT (RFFIEHN B 2058 NAT Ji ) ORI 75 VPN 3%
FEI LA S AT B (R IF HAX A& A IPsec JiiARAT NAT B, Afifrhiidsi
TR o WRE LTI, 5 AR 2 SOM P ] BE 36 2 TR AR (R ORFFEE SR AR 5 Z R A TRl (L
A, BARZR A TR SRS . BUE T AT 10 21 3600 #2210 ERINEA 20 F5.

* [B)F@- 1 NAT PREFEFLERE, YR 10 #221) 3600 2. ERINE N 20 7.

YR8 L RTF (Save).
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| s&#2ipis VPN
i & AnyConnect & 32 VPN f%i& .

fii & AnyConnect &£ VPN f%ig

VB P ZA0H HL, B HE VPN BT S 42t 5 A 28 %8z, 1T VPN 48 3] VPN,
XA B T U R A TR ik 2 R R R IR A . AEREH F REE VPN RS IS 5, 5 B bR
KW FIE L

AR PEAAT OCAE BH Y5 1 BC & AnyConnect B2 VPN BEIE 45 B A 4.0 Web FHI7E
BB _EC E AnyConnect 5 FE B I 77 22 LR B

o AT UEBI S 08 uF M4 URL iR B XX .

* MRS BROLE T4 URL FIEZMARSEE (WREZE) AJAnyConnect EIE VPN FLE X1 .

o [E AR VPN ICE SO (CHA B A0 & SR 10 7 IR IE . 2 S TEM L TOREE ) (4R %R
B o

HRALE AnyConnect # 2 VPN BEIE R FEA UL, 1550 £ B P _LACE AnyConnect & 2 VPN
BEIE , 25 56 Ui,

AnyConnect &I VPN B%i& B9 E K FIRETIR 554

R FNEL B B K
TEAE ] B s A Web FLIHIAE B FEARCy _ERCE AnyConnect B FERSIE 2 1, TEMRECH&LIT 4
i

o PRORTEAE T RS BUPM S A A A B ARy BROAS 6.7.0 B e AR

* 4 AnyConnect VPN Webdeploy # 4 4.7 B A, IR AL 21 Jg b 4 e #2077 i)
VPN,

o B DRAE I P INC B SCAT o S B B G B
* TRORAAEZH S0 b e BRI
o A PR T A SR e [ 5 T B TG

IEHERK
o B E A RAT R YT 1) VPN A RS e, JF B BB b b ZiA AR R A UE A
RN (CA) FIRRIEF .

o JEFEFNEEL VPN BRI 1) 28 0 U A G R S IE TS

o BB AE B IR ) CA GEPS A2 AE Ay b, T 3 (1) CA UEAS A0 222 AE. S D17 1
.

[l — A CA Wk & 43 UE TS A AE T E G X .
IEBAEEIX GEHT Windows) FI/ER RS GEH T macOS) -

EiginiE VPN I}



EA2i715 VPN |
B Anyconnect 32 ven xsEeg R

AnyConnect £ 2 VPN [%i& 89 PR #1
* AnyConnect F# VPN BRE A SCRFIE B SHR U0 UE, 1ITASCREAE T AAA 15 56HIE .
o AFEAIECE AR RE .
o fECERAE P VPN BRI R, AN EFAnyConnect 2573 7124 il AnyConnect R N7,

7£ BN BA{E B & AnyConnect &IF VPN f%iE

UK

L1 FHESREIERIZE VPN KIEEE
RO EZMAEV ) VPN G5, ESHECE BT Ys B VPN &85, 6 11 T,

$IH2 BEEE VPN BEMERRE X HRE:
pab 4 FWAIEAY T AnyConnect B B VPN P& 18 8% Beid & Sk .

a) Gl OO RS ] VPN SR o

b) R YR IEK T H VPN BEIE (13 B2 le & S .

¢) Hidi AAA> BIGIEA % (Authentication Method) 1k #4{X PR % P ixiE$ (Client Certificate
Only). A 75 BEAC B FZACF K B

d) STIEEZRCE A2 (Aliases) EI< .

e) FEEERLNCE AR URL B4 F1 URL B F, A5 (+) (Add [+])-

f) diBA (Enabled) Ll ] URL.

g) MAE (OK), A5 midiR7F (Save) AORAFZERML B AT E -

A RN B S BB PR S, TS N R B REE . 5 21 0.

$IR 3 £/ AnyConnectfit & X 4w 5K 6 2 SRR IE L & 3 14
a) M Cisco #AF F 20 F 2 AnyConnect VPN B IR B 37 Bt B SCHHwEEEE (WERMAR N
b) A VPN R (19T 7 15 Sk ) Sl 75 340 o 1 5 S A IR A7 S
o) IS AEIE RN E SO B E 4 URL SRPC IR 2548 41 3R IR 4548

A7 RAE Y C B S 2 2 oK QU A PRNE B SO R PR AR 5 L, 152 B S0} AnyConnect %2 4282 3 % ) iy
(ERLNAE Tl

PR QEEEBRENR:
a) fE Cisco Secure Firewall Management Center Web #2111 I, 3% R > W HREE > VPN >
AnyConnect X
b) i A0 AnyConnect X1 .
c) TR/ AnyConnect LRI BFR o
d) fiSE (Browse) J1EFE O ORAT 1 3% 0 e i SCA o
) sl XHFEE FHAIR, RJI5IESE AnyConnect B VPN BLE L.
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Nil

8

1 BEihBA 1 LB & AnyConnect Z32 VPN f¥iE .

) HilifRE.
TR b n] DUAE B 8 B H 2 WS 1Y) AnyConnect 138 I G S B7 FEBEIE XS % o 1 5 [0 4 S

AnyConnect 2 )7 % £ 10

BEERE T SEEE AR S HEIILS:

BB BE VPN BLE SO IS5 H 45 BEBEE VPN 5B I IE A0 E SR AL okems . ]

FUERN, RG4S NG VPN BLE SO DL K& CUmst B2 5ems 1 F P VPN & S, Am e

VPN FEiE DI RE

EE TFoiEmE (No Banner): 25 JFAff (R A LELL SR IS B0 B P L B R IE . 48T LAZELH SRR (Group
Policy) > E#i& & (General Settings) > #&1& (Banner) "~k & i IE % &

a) YiEN A L VPN BEE O 1 e A

b) fidi 4miBLHSEREE > AnyConnect > S IBHEC & 30 .

¢) HiiliEIE VPN Bl & 3 (Management VPN Profile) T2, SR 5 k4861 8 (104 P C & ook
PO

P 23 IR LA s + IR AnyConnect 73 VPN BUE SCAHENT 5 .

d) iR TF.

EEFRBE PR E 5 FIEE:

a) K454 RREE (Edit Group Policy) > E# (General) > 43 £IB&i& (Split Tunneling).

b) M IPv4 5 IPv6 43 HIBEE Y F Ry, P T EE ERIBEIEM LS (Tunnel networks specified
below),

o) IEFRHRIIIEIE ML HIR I FRiETE)FIFR (Standard Access List) 53 i i8] 513k (Extended
Access List), SR 5L T (U7 18] 513 LA ViR Bl i 8 2 VPN FigiE .

d) miifRTF (Save), TRAFHIBFIERE

AnyConnect B EXE 4

AnyConnect B # VPN F5iE ZRK 73 B BRI EL S BEE L E . W R EEAE AL L % AnyConnect [ 72 X

JEA, DA FH 23 s T A 2 A B8 VPN FigIE, W n) LA FlexConfig $0AT lEHAE, KOG & #E L

6.7 Web FHHIANSZRF AnyConnect [ 5 SUE T

PL R 72 AnyConnect H 5E X & 1 B 74 fir 4«

webvpn

anyconnect-custom-attr ManagementTunnelAllAllowed description ManagementTunnelAllAllowed
anyconnect-custom-data ManagementTunnelAllAllowed true true

group-policy MGMT Tunnel attributes

anyconnect-custom ManagementTunnelAllAllowed value true

HE . WIEFAMSIEIAZ i8] VPN 5REE:
a) FHETIE VPN B TE P E S E 2 B

i B i R G AU R B SRRV R VPN K, A AR BB TE VPN C B 5L
PR EENZ P S 5L
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https://software.cisco.com/download/home/283000185

mieipis VPN |
. 2 & AnyConnect % [ ifs H5HR A )

AnyConnect % /7 Uity iy B LLHIEL ) AnyConnect 25 )7 3 it & . Ac'E X8 & H T8 H
PRI B2 B AH N 2 A R 45 (L o L SCAF G 88 S FF Windows

DR SRR P B G SR, S LT AR

Secure Client 11 REEPmEEXH
AMP Enabler P
ISE %3 22 A PFA HE
RESEEs it &
P &5 ] PR AR R &
Umbrella {87 2 AR &
S5t &
W 2% 222 4 &
ZWi AR T H (DART) 5
eSS IBIRG] 4
s VPl
o TFELLTF 2% P uiFaliEZ —:  AnyConnect Apex. AnyConnect Plusa {¥ [} AnyConnect
VPN

o REH B rRUL FEAS VERTEQA 0 SRV L R D) e
RIXIEFE B8 > VFATIE > EREFAIE DB B IG R D) BE .

fic & AnyConnect & F i AR R BN
* AnyConnect 4.8 J B mihit A< LA & Secure Client 5.0 SCFFfTf7 AnyConnect 2 )7 Biij #54

o NIRRT AT AN SO A4 IRCE SO R ARBIH T AR S JUE B S S Re R SO
JEA4:

REMEXHIFHFNNHET RE

R X RE
AMP Enabler *xml, *.asp
Bt * xml

ISE 3 2 4= vEAk * xml. *.isp
RESIERESHE S *xml, *.nsp
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17 BB % AnyConnect Z % 13 ]

R XHRE

DA 28 ] A *xml, *.nvmsp
Umbrella 787 224> *xml, *json

DK 28 2 4 *xml, *.wsp. *.wso

o BN R BRI — A H o 0T DAZi AR s R K 2 H

o AR ETHRIAE Windows B RS AL ISE Z3ii 22 4 VPAl R 9 2% Uy [n) A PG BE D, )il 23 A
J1I ISE 231 22 A PPA AR 2 T 222 I 286 ) i 5 L% o

* WIRJA Umbrella 18 22 A58, i HOREEH] VPN 4150 h K 4» FIBRIE 1) 1R 2R Id BRE &
1% DNS 153K 1L

o WIREAEH] SBL, NJAZLE AnyConnect %5/ ¥ VPN it & 447 3 H SBL.
£ B BAfEH %= %< AnyConnect &= F i 1R1R

FHia Z |l

RIS & F B AnyConnect 2 /iy BEER P RTER44F , 26 81 T Al it ¥ AnyConnect %5 ) iy L[
HEN) , %5 82 U FR,

UK

B8

WL, R G AI T AnyConnect 55 S R ER 1 fic B SCF
AT EE O K

a) e E BT R N VPN 415 s iniic & S0P

b) A BB L

3 H ¥ AnyConnect 22 )7 ity i 8)) BB fHIVPN &4,

A4 B A X BT S B E

W IE5 AnyConnect 2 /7 Uiy A5 75 8T

L6 BB A8 4y & AnyConnect 25 7 3t ARLER AN FC B 34

S %
5
N =

T—% it a
fdi ] AnyConnect % )iy ATHAC E LA H N VPN ZL5E0% , 55 83 UL

{%£ 3 AnyConnect % i 3R il B ILF23E N VPN 2B 55 B

TS H A B O A B S B A 2B T 4 F ) AnyConnect %% 7 i #5EHR, DA 25U FHBER I
B HUHE Vs i) VPN 415288 AnyConnect %5 F' ¥iii
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B ©if anyconnect =i msEE

FHIEZ Al
BRI CAE B B L P ECEDZFE N VPN SEH .

UK

Qe
N

EHE & > ;AR

EPRIEAE V) ) VPN 3R, AR5 i 4wiE .
R —ANERRE ST, ARG AU dRiE (Edit).
st YRIELARRE

M AnyConnect 151 .

Mt B P umiER

mahi +.

M ZE PEmARR N8 P

N ETEHBBEEH NI R PR RERIEC E SO, BN + AN E SO
e BR8] A AR R s
MR

IR I 2R, W EELE T 2 11,
iR E.

By Y Y T IRXY TRy ]
Y N Y S S

LYY T Y TR 1} XY
S| Y 3| Y 3
— (=]

el
N
N

OF SF Sk SF SF Sk SF SF SR S SR SR ONR
S N N N N N N N NN N N

o=
- e e = O 0N OO CT AW -

w

T—9#ita
1. FEBUMMIT A _E AR5 B .

2. JAZ) AnyConnect %% /4, WEFE VPN BUE SCMF, AR5IEHF] VPN.  AnyConnect %/ 3 7E3L |
e CUC A R

3. HHARCE . ARFENER, ESKUE AnyConnect 25 )7 i FERECE , 55 84 1L,

14 iE AnyConnect X Fif; iR AL &

7E BB BE T

5 MO EATF LA iy 4 A5 R 0B SR AnyConnect %5 /7 g ARG :
* show diskO:- &l B SO F A HRCE -
* show run webvpn - A5 2242 % i e B TR E B .

* show run group-policy<ravpn_group_policy_name> - £ & %4> % /" i i) RA VPN 41 5l (741
(=Y

* show vpn-sessiondb anyconnect - #7575 8 %42 % F i VPN 2 & N34S B o
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EBRE LRBEETRA (PerAppVPN) miziria PN I}

Rk

1. i AnyConnect 7% )" Jiy %) i b5 BJWMSs 1L 37 VPN 1452 .

2. BiIF CRCE A HUE A B4 AnyConnect 25 /7 S (K13 70 R 40 2028

3. BOUEMCE MR E S CIRAT) T8 DA A RS S SO A S A B A AT H

£ BRI

fEr] LU S #2 V5 i) VPN 26 (BER > @Az 318 VPND s B by BRI RN VPN %
el BRI LD E S T S A S IR L, [ I A 19 22 R £ i i

rERRHgE LR ERETMAR (PerApp VPN) ifZifjia] VPN

#4544 1] AnyConnect % /73 MASBHUE 4 HEL VPN JEREI, Frf s CHdssik A AN B
Hhimid VPN B 5 .

XFT{E Android 5 i0S FIZATII# ) ices, W LABREIEFH VPN BRIE RN H] o JX AT H R e A Uy
1] VPN FK A Per App VPN, 24 [f] Per App VPN, #2255 fllic B 2 = 7 B 5 B4 45 P 3% (MDM)
. 75 MDM H, 8 Tk VPN BRIE A A K CbHER I 18102 . SmT ATE il By 48 Sk o
J& FH Per App VPN,  LUE ) MDM 1] LAY 5 15 45 b S FH A8 1) S
s
W e FEVT 10 VPN BRIk U ) W FH 0 e A 4 -

o PEBE - BRAIAE M2 E 1K VPN SRR VPN IS 10 5

o PRI - ORAAME VPN BEIE G 32 8% a6 AR 2 AR i N (R 520

AL E Per App VPN B%i&E B9 AR XA Al

AR &1
o HANNCEH = B B B B (MDM).
YRAZHAE MDM A< B T AE g B A1 Sk 1 4 H G B AL VRAE VPN A I
FEATLAM Cisco # A T %Ly R4 Cisco AnyConnect Enterprise Application 1% 2%
a5 Bk T Hok 2 X Per App VPN 3 .

VEA]
* AnyConnect Apex, B¢ AnyConnect Plus.
o FEARVE A UE A0 A VEH FE I D BE
VAR P O IIEIL DI RE, IEKOER RY > W RNIE > B 81 ATIE.
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/deploy-anyconnect.html#ID-1425-0000015f
https://software.cisco.com/download/home/286281283/type/282364313/release/AppSelector-2.0

mieipis VPN |
B #ceammwsmD

WEMZNNARLA ID

FERCE BV T i LA SR VoK B R BB o I 5E T NI VPN 200, 6 200 i W AE RS Hh SR VR
EIVAE

T WS R P B sh ik a ERIRS B 44 PG (MDM) FH LS. Per-App HEl o IXAF T LA AL I
UC E . AR YOE EEAE T S OB SCVR NI B3R, W Z0U 5 3 P ) 2% A I FH AR
ID,

N ID (££i0S HFx AHRZREL ID) J& 1] DNS K. S8 U FH A SAE B R AT . o, ** oK
BTN, com.cisco.* K nFTH Cisco W,

LE N D, TEHRAT AT Ak

* Android-7E M 4% 31 Y 85 TH 4 %2 Google Play, AAJGIEPEN M. Pl B AN (S5 7E
MR, SRJEEEF URL. MW ID A7 URL Hi) id= 24 . #1401, Facebook Messenger
] URL 1, PRI A ID /& com.facebook.orca.

https://play.google.com/store/apps/details?id=com.facebook.orca

XTIl Google Play i3k A3 N ] (BN B CHINHD 5 N MERF QARG & V]
PARIGZ N ] IDo Cisco ANAATAT R IR I F 45, (HIXLER 2 — N RENE T a2 S ) 7 3K o

« {OS-%H BN T EERSR BN ID. LU N2 — R k7.
1. AFH I web W %EE (B4 Chrome) 8RN HAFK.

2. RS, A Apple App Store N IZNVH KI5EFE . 15141, Facebook Messager #f28
LT

https://apps.apple.com/us/app/messenger/id454638411
3. Eiflid PR R AT fEAGIT, /) 454638411,

4. T EERE L, R ZEFRINEILLT URL AR R:
https://itunes.apple.com/lookup?id=
ZEA T, BlI:  https:/itunes.apple.com/lookup?id=454638411

5. RIS FESUARM, SR E AR Lixt. FEICH

6. (ESCARGNAREE (WIS AR ThET RS, X548 % bundleld. 140:

"bundleld":"com.facebook.Messenger",

EAGIH, HHZ54 ID 24 com.facebook.Messenger. PLIHAE Ay ID.
PR ID ZUZR S5, B8 nT LU T A e I 5 R g6

BcE & TR A aY VPN fZiE

ZRIFHCE MDM B fbJn, R8T AFE B i ki 4 E e ) Per App VPN 7E K i G, #800
MDM AR hilid i VPN &4 21 £k I 25 R
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mExFumneNEE [

FIRZ Al
s MRS CAE B0 P FE YT M) VPN SN
* ffiH} MDM Jt & Per App VPN, JE¥443 & B & vEM E] MDM IR 45 2%
* % Cisco AnyConnect )MV L4 .

B2

i Cisco AnyConnect 1MV % F25 2 X Per App VPN il

AT BUE QI — AN ER S SRS, IR MDM e CARFRINH . B2, T LUk
JE BERVFRIPE ISR I N IR . i REEALFERG & N, 15 A HIME— 44 B H S F 16 Y FH 1D A A4S B
FHAIEE BBk R . A DGR F ID VRIS S, WS 0 1 e B 3N Y 1D

ZAFH AnyConnect 4Mb W FH kPR30 S FF Android AT iOS P-4 1) £ERAIF SRHs, HHATUL T
E:

a) M FHrFIE kR Android 1E 47 G, JERCE DL R I
* RIFATR-F NG A FR. B0, Allow_All.
* App ID-f N *.* DLV o) RN H o
o HABZEILRFEA AL o

b) M FRIBIER LS i0S /0P G 2RA, JFRCE L NI
* REFBRR-A KIS AR B, Allow_All.
* App ID-fi A\ *.* LAUCKC BT m] BEI ] o
o FARIET AR FF AL

o) KL KA > EERM LIRS base64 Gih 717 i o

Wb T ER L FOVE U A A S N XML SCPE . SIE. 7E VDA G Per App
VPN I 75 24T

A B B AE BB Sk B LR I Per Appe

a) WL IRE > ERRE.

b)  EPERCFEVT I VPN SIS, AR5 N dRiE.

o) IR MEERE M, A5 RTHRE (Edit).

d) sl REBLERRE.

e)  miili AnyConnect &I,

) At BEXEME, Shsid+.

g) M AnyConnect BfE 513k +% Per App VPN .

hy N BEXBMMR FHy &g, somdi + .
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B zisrupms

oA Per App VPN S IIOHT ) B E SCBPEXT S, %A Cisco AnyConnect £V 6 £ 25 144
PR\ ULHFI base64 Zhhd o s 47

i PR
) R, RE A REF

W3 A EHT L I

T—¥Hit4
1. 33} AnyConnect % /7 Ui, %+ VPN FLE SCHF, ARE1EFE] VPN,
2. WHIABCE . AXEMGEE, ESHEIER N HECE , 25 88 il

BiEEIT N HEE

& B BE1E
15 BB L AEHI LT dy & A Per App BC & -
* show run webvpn
* show run group-policy<ravpn_group_policy name>

* show run anyconnect-custom-data

L

Zdiig b SIS VPN I -

1 s giHE R EIFR AnyConnect 77 i o

2. BRE#RI R N HRERE” , A “REERTTIRE .
3. BEERA K YA MDM b S HIBEIE (R H] .

\— T St —_—

A2 719 VPN =431

anfaI BRI~ FH P 89 AnyConnect 7 38
AT WA B VPN H 7 48 AnyConnect % /7 %f £ Cisco Secure Firewall Threat Defense &£ i
1] VPN D99 ST B2 IV FE (0 B KT i o A8 T LIdi ik A5 Y gl 7 40 S s v R IR 55 i (QoS) Bl IR K

98, DA OREAAN P B 2 AN P AN A DR IR, SnT DAL E AR B O
B 1B T o PRV, BRI 2% o SR IR Y B R, BB 2 SR A

in#2i715] VPN
88



| E#2ipia vPN
wfasEF AR tnmsaneEn ven st [l

PR | HERIRME BEER
1 ) e 58 A B4 Active Directory AWk F147Ek H 5%
2 BB A T I P B LA | WS AU QoS g LAAIEE QoS .

Vv ,AI_I I_I R
QoS HeAll QoS HNY « {21 FLE QoS HUILLAIEE QoS M.

3 BCEZREVT ) VPN SE0g, JFEFfal | SRR VPN 5E0g , 55 12 1T
S (VIR AT 3 G B

4 AR I RE YT 7] VPN S0 PG B S

SRR XS T A ID B9 e HI N A VPN 517

PR | HERIRME BEER
1 (ORGP A TR O B4 Active Directory 45 F14513EK H 5%
2 0132 B 473 SRS AN I B4 U * HZ 5 OBy SR LLOI B SR

< WS QUSRI CLITEE 5 g A .

3 K 53 03 SR S5 07 I PR BRI ORI . | R At SRgS B5 U ll 42 AH SR I

4 Be B RE DT 17 VPN 3lg, JFEFEpral | GUEDR i N VPN 3l , 55 12 1T
S AR AT P B 6 B

S BB RE VT 7] VPN HEs . e R

B B B B 1) 5 i B9 10k

ETFZ R4 1IE

SLF Z UL K B O S0 e SCVE Y A SRV LB AR . T ARG RE R N VPN IR G B A
OIS S O R R 2 ME . ERTELS AAA SORAES G . TR VPN JERT
BSCA R R 22 AIE B TR AT VR R UE A5 R v SR P A TR B B I KR 10 (9 5 e
FoHEAT B B B0 UE LA SCVF RA VPN Vg ) Z 8h,  SXFEIE a] ARG DR B2 24 Wl UK (R e o 4 B 53 ] DA
ot NTHELIE A2 F P e PR A K 4

WRRCE T 2T S 56IE, W4 VPN 27 5 sk B ANIE 15
* E—/MEH (First Certificate) - T £ 53T B 43 Sk 11 vH SEHLUE S -
« EZANIEF (Second Certificate) - X1 VPN F F AT S0 5604E K FH P E 15 o

AR BB AR IVEAE B, TSI B B A T
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management-center-device-config-72_chapter63.pdf#nameddest=unique_889
management-center-device-config-72_chapter16.pdf#nameddest=unique_641
management-center-device-config-72_chapter16.pdf#nameddest=unique_642
management-center-device-config-72_chapter3.pdf#nameddest=unique_34
management-center-device-config-72_chapter63.pdf#nameddest=unique_889
management-center-device-config-72_chapter68.pdf#nameddest=unique_1320
management-center-device-config-72_chapter68.pdf#nameddest=unique_1321
management-center-device-config-72_chapter37.pdf#nameddest=unique_638
management-center-device-config-72_chapter3.pdf#nameddest=unique_34
management-center-device-config-72_chapter30.pdf#nameddest=unique_1029

wigipiE VPN |
B ==mwoasicssnri

PR il
© ZAUET SR BAE 21T 2R IEAS B BRI R A .
* AnyConnect {2 #F2E T RSA [FHIE TS o
* {F AnyConnect L2 S B0 UFHIE], A3 RFRE T SHA256. SHA384 Fll SHAS12 [HiE-f5,
< LB S ARG S SAML G5 WA 4s S

MIEBTUEFR AP %
TRIATE P A I IR VAT UE B T 7B, RIS ILH T2 AAA S50 uE CERIARED « 7R
ANUEB AT SO SR Iy, 5B 53 ] DA P 78 D e B B A H R A I - B IE . BRIATS DL R,
FHFWEF I 22 B H P ER (N AnyConnectf2 W58 —MIEH) o 8 “A0GE
5”7 (Certificate Only) S50 UE 7V, FH I P A S HAE VPN i 7 44 Wil E H AAA
WEBERIGUE, VPN 21l 7 20 2 T HA m ik 1l
AR FEFEN VPN BLE % iEH G143 300
1. ¥ Cisco Secure Firewall Management Center Web JHMT I, iE#%& > VPN > iLiBEN.
2. GRAEIIAA SRS ) RN, B BTN SRS I AT G
T2 A R I AR N VPN SRS, 5 12 L
3. EPEHNCE S UNCE ZUE B AR IAE, AR5 ik (Edit).
ES RN EIEREIE R E , 521 L.
4. EFEAAA, RJGIEFESRIIESE (Authentication Method):
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mEsmasiEsaniE ]

3

Edit Connection Profile Q

Connection Profile:*

financ-user-group ‘

Group Policy:*

DfitGrpPolicy v \ +

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication

Authentication Method: ‘ Client Certificate & AAA v ‘

[ ] Enable multiple certificate authentication

Authentication Server: [ Internal RADIUS v ]

|:| Fallback to LOCAL Authentication

v Map username from client certificate

Certificate to choose: ‘ Second Certificate v ‘
(® Map specific field
Primary Field: Secondary Field:
CN (Common Name) v ‘ ‘ OU (Organisational Unit) v

) Use entire DN (Distinguished Name) as username

[| Prefill username from certificate on user login window

Hide username in loain window

« (WERPRIED - A& il 5 P AT SR SR . & S e 150 J07E VPN 25 ) bifg 24 i
FRCE. BUAEO R, A URAE B bl B CN R OU. a7 il 5 (1)
HAhFBebdge TH P4, WA “37 (Primary) A1 “%i8)” (Secondary) 7Btk i i >
1B

« T RIRIEFHF0 AAA (Client Certificate & AAA) - fii ] AAA FN% 7 i UE 0 IX P Bl & 43 36 1E 24
TSR AT S B0
5. WPRBA%IER 54 IEIE (Enable multiple certificate authentication).

6. MEPFBRETE FimiE$ PRI P& (Map username from client certificate), 4% & M AT 1% BIIEH
(Certificate to choose) T4 & PkFEUES, DUEMHFALUE M b p k£ VPN 2535 1)
M4,

« E—ANEH (First Certificate) - WS T HIE BT S 4.

imiziis VPN ]
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B ==smmasissnni

* £ ZMEH (Second Certificate) - W FH U UEFh i S 44, DMEXT VPN AT S 56
1k,
7. WCE P I BN B S B R VT ) VPN W
8. TRATIERLNCE SCAFREREVS M) VPN Sl . 76 BBt bR B m sl VPN SR

A IRKIZFEVT ] VPN AAA WEIIGE R, EZSHECEZRETIH VPN [ AAA WE , 523 1.

DAP FBJIERECE

8T LAAE DAP Gl sk RS EIE B4 F ko K AE 2L P S r B0 UE N VPN 25 )7 i e 21 - HI - A
THEHLUE N2 3225 ) o) 50E (DAP), LA ORGSR 1E 55 B O B Hems o 48m) DURE 5 B
il SRS RS, AZUE T X i e ST S SR IE

1. KIRIEFRIRE (Devices) > Fh7sif7ia) 55 #& (Dynamic Access Policy).

2. SWMRBLAH DAP SMSEEIEHT ) DAP HENE, SRS G % R .

3. ILHEHUAM DAP sk, SEIEEHT ) DAP sk IR ILHE T g4 -

4.  EFRZRIEE M (Endpoint Criteria) > iE3 (Certificate).

5. EFFILELAIFERAE (All) SUES (Any).

6. AR (Add) LAZSIIIEAS R Tk .

4

Certificate Criteria X
Certificate (@ Certl (O Cert2
Subject | Issuer | finCA SHA |
Issuer ‘ Name H Finance CA ‘
Subject Alternate Name ‘ User Principal Name H Finance Group Cert ‘
Serial Number ‘ 0x04C11DB7 ‘
Certificate Store (Z) None (® Machine (°) User

=3

7. EFIEH Certl 5 Cert2.
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zreEAveN win iz ||

8. EPHERE (Subject) FrHg ik 13 0H F -
9. IEFEMMAMAE (Issuer) A5 UE MR HLFIA FK
10. ERERE B EFR (Subject Alternate Name), J1 1l FH & 45 2 AL L4 7R .
11. 8T F%IS (Serial Number).
12. HEPHERFHEX (Certificate Store): o THEAHLEH /.

SR T2 78 A G A R, 1 7 2 i A P B UE P R A7 X

13, fifR7FE (Save) Lo AGIE A& E .

BC'E TR Y DAP sk E, 85K DAP S A VPN Xk,

11Kk DAP ITEAIME R, S 8l Ui ) Sk .

IZFEFEN VPN BT RE [ iR

i

Version

FRER

SCHRFUETS ) SAML

7.2

BATEH TN VPN LE M, DUCEREE
A SAML BEATH ' G0 B6AIE . #80] LUK I FE$E N VPN
Bt & A £E KA SAML S 43 B0 AIE 2§ v S WL H ik
FHEAT BB E o

IPsec ¥ 43 -

7.2

1F Secure Firewall 3100_F, ZRIAFFIL T 2701 IPsec
Mo HIUEE IPsec 3l 5 (0] VPN BLIZEFE VS 0] VPN %4
KK (SA) J&, Psec JEEBEKE 1 731 20 ¥ %% H IR L3711 G
FEIBES (FPGA), XNz $emk & MEhE .

{4 0] L8 ] FlexConfig A1 flow-offload-ipsec fir4> 5 i
fic '

Z A IDP fEAE RiSCHF

7.1

Cisco Secure Firewall Management Center 32 1574 H
Microsoft Azure [F] A S SR ERE A AR AL, IXEEfFAE
RO ELEA A SEARIDI 2 AN, AR EA ME— Sy
.
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management-center-device-config-72_chapter34.pdf#nameddest=unique_1322

B e venomemeies

ER2IE VPN |

I

Version

FRER

AnyConnect VPN SAML #i ]

A BR
N

7.1

T IRAE ] ABC & AnyConnect VPN SAML 4R U 2% ,
LA FH LA B 3 B AE e 00, 451 Gt O 2565 B4 473 B0
WebAuthN. FIDO. SSO. U2F L ¥ Cookie HIFF
T GE ) SAML ARG . 2448 Ak ] SAML 1 hy i f2
V7 4] VPN R B SO 1) S AR BAIE ki, T DLk
il AnyConnect % 7 i {1 FH 25 7 i (19 A b ] Y 248 1 A
J& AnyConnect AT WA KIAT Web S350 1UF o
WA T AT R85 1Y) VPN B4 473 56 E A At Al 45 532 [R)
FH RT3 (SSO) o W R AR SR v A i AN N
PEPHAT ) Web S GAE 7% (B G 2B M REAE 5 4y 56
UEFI Yubikeys) , ik FE kI,

PV B T ARV ) VPN R E SO h i 5, B
T LACE SAML & RIKIE.

ZAEFS 5 Kk

7.0

Cisco Secure Firewall Management Center I {£ 3 5 2 Fli
FETUEAS ) BT B O IE,  DAIS R LA B A A Ik
F, BRI R RN ¥, AN W] LA uE H
PG ETs, UME oA H AnyConnect % )7 v 4T
VPN fZ A

VPN 71 43 1l

7.0

VPN G i AR P & sl & s it T 041,
IR B Z B P34 73 FOZ R AN VPN 234, 1
AN e A it B A LA S

AnyConnect H & &

7.0

Cisco Secure Firewall Management Center H{7E 32 £F
AnyConnect [ & BT, [ 4EACE AnyConnect %
J 3 L) RE I HE A O, T JC T 5 P B8 B innhix
L6 Ty e (A g i SCHF

A 7 5 B E

7.0

1&IAE R LU# ] Cisco Secure Firewall Management Center
Web FEIHIAE BB fe ERCEFE TP, Ifh LR
B RN VPN S0 5 F e S A P

A S

7.0

IAE, 80T DAk B8 BCHE B A0 5 28 Rl e A
VPN Flk 5 6] VPN HC B ) 5T 55

S ¥ AnyConnect UL &

6.7

Cisco Secure Firewall Management Center I £E S Fr L &
AnyConnect BEEHUFINC B SCIF LS =22 4

S HE LDAP #3240

6.7

1 0] LI H Cisco Secure Firewall Management Center 24
TCFEE N VPN L& LDAP %4,

RN VPN ) SAML H 5%
SESCRE

6.7

AT LU ZEFEE N VPN ¥ SAML 2.0 AR 45 #3c & h i
B S S AR IR 4545 o
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zreEAveN win iz ||

it Version | ¥4R{52
AnyConnect £ VPN P& iE % #5 | 6.7 B A TR VT R VPN SCERFBCE AnyConnect 45 B

VPN FEIE, 1ZPEIE SOV A b £ B Al i) VPN iE
VRN Zm, T VPN H %3] VPN,

RO IR R 224 (DTLS) |66 DTLS 1.2 BLAE/EBRIN SSL B4 —384), JF Henl
1.2 PLE TLS 1.2 —#2 Al .
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