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Cisco ¥ FHR I % PO L], 5 23 B R Aar AN BELLE A3 28 R 3t v (10 3 1 1 9%
), DARS W28 552 e 28 Mk o ) DAAE SR VEATRAS (K9 B UG Portscan ¥t -

S 31482 — PO e e AR Bedi i 28 O M s e e e s D, BGhi B e EHLSCR
(P 2% DS 55 288, JFRERF I R A A2 B H AR ML A A L I B A A, M
b T T DA R B T AR A 5 L MR T TR, DA SRR P B AR I S 1 E
BT

\)

AR B 7.2 S S RROAS SV ) 2 SRS i SR i A T e (PR Smort 3 WD

o Sty DR IAR TR, 25 1 T

o PO VA AT TR, 56 3 T
R AR ESE T PR I Y

* )\ NAP Sl Tom g, 555 0t

o ST R SRRV R B SRS T h e . 5B 6 T

i [ 3 #8462 0 F0 7 B

il

DA 2 ] BH L S U I s 1 4138695 sl i1 28 AL
B Mm% (Regular portscan) - — X FHAHE, EXFEH T, Bk S EVLE A5
ANHFRENL B2 AN H o BB TCP. UDP A IP i 414
* B ¥asm 0334 (Decoy portscan) - — X A4, EXFRBEF, Boeha o ds 1P Huhk
5 RS TP bR IR A 7E i o i Wi IR UG I TCP. UDP A TP BiSim 14

%R O#3# (Distributed portscan) - 22 % —3i D414, EXFEdh, 24 B AR =
WLE A T 1 o X248 H st R, Kok B 24 EHL BT S K AT REA ok
HRIE VLR . oA X R IE U TCP. UDP AT 1P H3 13 i 414
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* w753 (Port sweep) - — X L2 G+, EXMHEY, Baha i — A8 BV Z A
Hbs ML m s o 005 & AR B R Mot b, 9 B 3 B AE T3 e RS . 1t
YEIKS I TCP. UDP. ICMP H 1P i L1354

N

AR RO U IR A 2 AN TR R RS B HAN S AV E R

Traffic Selection

* TR RN 5t (Allowed). FBIE (Blocked) sFA (All) it ik £ H 44l . BOAREOLT, Fr
TSR R BT A U A e B S A A

o RRT DS T S A O RS S RO R4 . AR PR R 2 R, ST DU S BE L LR S
Eiip A

o PR T LURE S B AT AT H AR SEH LA 4 2 i 1 S A D

* IPv4 FI IPv6 It B2 A S ity TR I

il =
DA ) P P e
o P B
* B (Protocol types): TCP. UDP. IP I ICMP
* Uit L1144 (Port count): S %EF TCP A1 UDP ({414 17 ] fr) 5t 11 4%
o EHLFE (Host count): NHEATHET TCP. UDP 1 ICMP 313 1 17 il () AL S B
* WML (Protocol count):  FH T TP BB (¥ B Kl

* )b (Interval): e [a] ]

* TE AR IBE S (Predefined sensitivity levels) - %8RI LU T LA S 8088 2003 R 4 4 o A4S
bR

* I (Low) - HUKIN H bR EALRI A7 w1 o BRSO i R B AT IR, HIEEAE, X4
A RE S I LY SR s A (IRl 1B

A2 A A P g R (1 1) 0 A 11 1 G

o 1 (Medium) - AR B AR A 4140, DALk T DS D8 i . (G2,
AEHAE R A TN 0 2% ik e Mg QR ) W RE 22 A2 RN o

FRAHOL T, RG] 2 9 5 (Medium).
L2 A P AR (1 1) A 1 1 G
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* /5 (High) - AR B () 7 EIR I g 1113, IR RCRA, vl DARSIIN T Hof 1) 1ty 1 41 . bl
S FH S A P B ) ) S AT g T 1 RS DA

« HiE X (Custom) - T H & ARBES . W R gwa B TR S R BUE S0, W4 B3
B ENX (Custom) &I,

o ST AR B, thn] DA A P AN [ SR 414

R
LA S 3 40 R X 3
o ST LR B CURE A EAE TS OIS 0 L
C O TRHERT ORI, RS TSR B R
o BT L LB 1 3 T B«

P W w ME Ry Rl K AR e K S W T eV [ e A ME S B [P R/ R S R

oo sl H A2 k4 .
e & um 33 f #20 F0 75 B
Uity V138 AT R o BEA TR s B A . BRSO, FUREXS SO VE IR IR AT S A
FeaZ |l
TN ) 47 1) SR S i e T s T PR A DU RN S A, DUl A DA R AR A A
o EELAUL AT B L IIIZ AT 7.2.0 B SR .

* Snort 3 WA ELE H .

N

IR MW Snort 3 B2 4 Snort 2 I, i I FIRE S B AA R . (HOE, SEAT DA NAP IR SR msAE il
H Snort 2 (111 & EC a1 434 .

UK

FIE AEVT MR g g b, Al E %k (Advanced), AR5 i BUBM&N (Threat Detection) #1573 5% 1)
e ()

IR 2 (LRSI (Threat Detection) % 1, 0] LLEFE42M (Detection) BiBA1E (Prevention) 1 him O43
R, (Portscan mode).
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‘Threat Detection (2]

For Snort 3 FTDs 7.2.0 onwards, use this page to configure portscan. For all Snort 2
FTDs or Snort 3 FTDs 7.1.0 and earlier, use the NAP policy to configure portscan.

Portscan Mode I Detection v
Traffic Selection Configuration

Detection on Traffic Allowed v
» Monitor

» Ignore Scanner

» Ignore Target

Revert to Defaults m

P 3 WIRIEPAEN (Detection):
1. {EiEiER#E (Traffic Selection) LXK, %A LLEFXS ;81T (Allowed). EPFELE (Blocked) EiFfr
A (All) .
2. {EMEHS (Monitor). ZB&FIHEFZF (Ignore Scanner) 2B BER (Ignore Target) 7B, wJ LIk
PRI (s dEAT i ARSI 1) TP B 286 . AR O Mook 5 MG 1) TP B 2, DA KA Ny
H bR EHLZBE I TP B 2%
ER Uity T B A S HF FQDNL Gl BCAFHENS . any. any-ipv4 I any-ipv6 4515, 1%
BUNF G R 2s i oRAE B54E (Monitor). ZB&43$ %2 % (IgnoreScanner). Z & B#% (Ignore
Target) fIHERR (Exclude) 7B T .

3. 7EECE (Configuration) XEI-R T, AT LLERE UL & 1 R B0 - 1K (Low).
# (Medium). & (High) 1B EX (Custom), LUME BRI EHBE X (Custom) 1L
LA SCR BB o

4. TEARFEMPMYZERS (TCP. UDP. IPHIICMP) R, Hnl LABEE Vs i) (f) EHUECEE . D) 1o 11 4
L AEH R T IP ) BAZ IR o

LB 4 0] LUEFERGE (Prevention) i 6K,  DABHIE FEHLEE— DR sl Aol Bt . 7EHERR (Exclude)
N FRBE (Prevention) XEIi - rf, A& RT LLERE G BRPH L 1P 8N 4%, 80 DL B BH 1k AL #F 4R (8]
(Duration).

SIS PR LR B BN GERD RS, 1§ A REBIAZE (Revert to Defaults) i .
WIE6 LU (OK) LLLR A7 v A A DU AN B 181
$18 7 s Save fRA7 SIS
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pE s i I C B S e O AC SR i A% H GRS ) — B 3 1t

T—% Mt 4
FRE IR G TS A IO E

Bk - im O 3ET

M NAP 3

FEBC B 5, R AR R R T R A AR SRS A, T JC 182 T A7 AE UL . IPS SR Bl
G

Uity V36 B 2 0 e IR i 1 2 TPS ke i k. & AE A s 1D (GID) Jh 122 H. Snort
ID 4 1 %27 9 IPS Fiftf. W FIX2egiff, ZEF/F9H &N (port_scan) 75 5

HAE FMC WA B IR FiAE, 158 2 947 (Analysis) > N2 (Intrusion) > =4 (Events).

/ — 2Ll H-
R B 1 Tim O AR AR
IBAT 7.2.0 B RS IR B4 AN S 3L T Snort 3 M8 23 AT g (NAP) 13 1R ) hE

X TIEAT 7.2.0 SO S AR B A, 80U FH UG i) 455 C “ i ” (Advanced settings) i
BT R N INESE

T F) 7.2.0 (B mRRASD Snort 3 et o, R AT ) 425 S M i I F R BEE. (AN 2 NAP 520D
PRI AT B e L OB B, AL, R R RS NAP iy L HE BT RS 2 AC SN 149
fili, IS AREKIBEROREAE T YR I 25 K 1 T i E 2

RIS T RN TIE4T Snort 3 5 Snort 2 SIEERIRA 7.2.0 BE A LL R 7.1.0 B R RCA
{OEESE I

FMC FTD in 3 E

FMC 7.0 5% | Snort 2 # 4% Snort 2 NAP Sl (R0 B G H o
& Snort 3 %% Snort 3 NAP 5 (112 B 5 1]
FMC7.2.0  |Snort2 %% Snort 2 NAP S (1L EHE H -

Snort3 ¥ (7.1.0 S¢S FLERA) | Snort 3 NAP Sl o i it & id 1

Snort 3 B (7.2.0 SR RAS) | U7 ) F i S v G I

Eat vl |
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188 1 i O F3 4 S #5177 (0] #2261 SR B RO I e

LA Ty B S5 A P i 1 105 1A 0 22 1 SRS«

- BiZ B EFNIEE T (Audit Logsand Delta Preview) - i 41415 BAE AC g i 4% H & 50355
TR AT o

* SAFFH (Import and Export) - % A] LT A BT H AL 5 i G E 1) AC SR .

* 35 (Domains) - AJ LA 4 Jmy Al 3 e 1) AC SN IC B 198

* PDF k&5 4 B (PDF Report Generation) - AC B8 48 Sl & 1S L E .
* B3R (Rollback) - #n] LARIR FIA 2 g 4R T 5 A IC B 1Y) 0 8 A
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