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U2 AR IPv4 it E DU PR

o FFR - WA A FR . B AT 64 DAY
* YRR - Dy iZitis Lk A

* 1Ptk - Sy At ] AR VR . AETT A b IR 5 Ak 2 (A R 307 5 AT
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o R - bRiRUG 1P kb e 1)1 .
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A7 B TE ) I AL 4, DRI AR T 2 (1) R I Eh 2 2 W S LM — ASS 45 T 21 BGP W5 B P 1) ASes
B3z, MR IEB HIIAS-PATH. AS-PATH DL AS Rif 0 ik (0 4% Ay 5 ) A i ph R AR s A B
ffH “BCE AS #6457 (Configure AS Path) UUIAIE . S HIAIGidE B0 RS (AS) BRI .
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% 300 3o A P 10 ) R ke ok 9 % e BB R

AT LIRS I B 5 Il A B2 ]
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1 Kk £t 5 (Objects) > 35 &2 (Object Management) Jf M H stk £ AS 2842 (AS Path).
B2 R AS B2 (Add AS Path).
R 3 {E&FR (Name) B I AS BAERT R AR HRUE T 15 500 18],
B4 S ETE AS BBEX R (New AS Path Object) & F_ L340 (Add).
a) MIBIE (Action) FHzAIEHPIESE “ U7 (Allow) 5% “FLiE” (Block) 330 LAHE 7% 55381 70 K Vi 1) o
b) {EIENFRIER (Regular Expression) 7Bt 5 [ T 5& L AS B A2 P8 & 1) i W F A 2
o) i (Add).
PIRS WEAREARVIAIEN R TE R, W RIFBELIENE; WS AV RER . 5 13 U
PE6 PLHRTF.

BEHTIR

HI BRI B R TIUE SCHE RS BRI T i SSL B TLS i
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KPR F A B R ) SSL 23 1 #R UL RS i K o

\}
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P11 EHENR > HREE.
P2 WG ARG R P EP RS E M55 (Cipher Suite List).
#1123 il Add Cipher Suites.

$IE 4 %\ Name.

FELHEE T, W RYIRAEIIR IR G T AL IEME 1. RG] Rees PO -9 e L irsslrh ik &
A X RAAFRI S

$£125 A (Available Ciphers) 41| hik#— AN 2 AN F M,
HIE6 il Add.

H®T W, SlFTHEED (Selected Ciphers) 51 ZEIMBR ) (E T 3 R 15514 1) MR (W) .

X 53R
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b) ERARTET, XS, G LA 1 F] 4294967295 54 M 0:1 2 65534:65535.
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T2 iy REXYIR.
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o mlli RAIELAHL, HRE IENRIEA.
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% H .

PIRS midiiAm (Add).
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b) (EIRAE N AR, AR AV RAT IAL TR € IUL RO h AR B i, BRIV, R R
7 FATE AR E RO UL G i H AR e, 15 IEFERELE .
c) {EREHBHRTBUR, fREMh Hbr.
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1ERE

ST WCRCIERY AP FEAL X HUNIRAY, 545 € LU R A
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FeR 5 AEF R AL 2HE—

b) (EIRAE TSR, WURE AV HAT IAR TR E AOVLHC IE IR SC sy, TR SR R
IRL AT BLANR E IV ACIE ARG SN, TR +¥FRLE .
o) fEFEX T B fE IENRIE N,
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FR > RN BAL X FUFRNSUEHEF o A SAE M th s P S BGP B & MITEANE L, 153 M
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A RUE L AEEAN RS () R rP s R Al AR, BT DU AN A AR 2 E
—AEEANE T BRCATAE SRS P ILE, BT DA ALERCAT E X2 MR8, TS R R I)
B

2 nAB RS

B Uy N
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ARG BRG], SR 70 P2 FK (DN) B AT
AR ERM
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BRI 77 A FRXT R
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TR EFEHR > WREE.

HIR2 EIFA] 2§ ZFR (Distinguished Name) 5 £, ARGk FEBEANIFSR (Individual Objects).
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WIE 4 i\ Name.
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EFEXTER (Object) > 3 R B (Object Management).
sk 20T 5 51 1K) DNS BR S5 884H.
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MR TF (Save).
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Pk
ANBEMBRIEAERE I I8 CA X% b4, FEGiHR T SSL SRME I A I CA X B, ARSIV 7]
PRI SENS CLRL I o D Z0UE I FlS 2 U ) 42 o SR A REAE S SR AR

CAERFIFAASAN
AT B3I A X.509 v3 RSA UETRIFA  HIRACE M3 CA xb5. mTLLEAL SR F 83t bz s
Fit SRR S 1

* A3 Wit LN (DER)
o BaFASG 5 LT AF (PEM)

WERAAT B DI S B R, R mT DR AR B . dn SRR AN B JR T PEM A% X, IEmT LA

IR B
WU AR, SOt A IERR R PR S R, I AT DU B RO . RBAERAER BT
56 U BT
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AR WRACE B A Decrypt- Resign #AE RN, BR TATATECE AR 42 A, Z R HE 51
H CA UET s Syl R B PU i . B, A2 b A — AN THE IR dh 2R i CA UETS, DU H 3%
TR 1 2 1) SRV TR A T n 3 1) sl v o

S CAiEH FAFA%H

FELZHHE T, RORBRESHRP QRN G, ST LU T il . R0 o Won e e
HAVEIN S, ERZENE O T AT LN SEAE AT g . A A ARAE o AR X &, i U1
ENE3TP

i

PB1 EHEWNR > HREE,

PR 2 BT PKI A, RJFIEFEAER CA (Internal CAS).

P$®3 SN CA,

FIE 4 i\ Name.
HEZWERE T, SR ABFRAEZ KGR P L IEME— . REE T RES A H 5 AE 2 arikrp ok A
FERIpOR S N AP

1B 5 { Certificate Data 7Bt |77, il Browse {4 DER & PEM Zifi5 (1] X.509 v3 CA iF 153044

$W6 4 Key 7B Ly, ik Browse [z DER. PEM 4l Rt LA #4101

PBT WR AN MR, LB, ¥i8A: (Encrypted, and the password is:) &L HE I -4
N,

T8 HliRTF-

T—F 4
© WAESD M S BRI B, R IR G TS A B E T

4 B ETRY CA JEB FAFA%H
o] DLl B ARG B IR T RSA B HZS CA IE BAAE ZHRACE N CA 4.
I CA EBE R A 4. AR H A — 2 7.

FEZHERE T, RIS Won AT h QU RS 5, AT DU T g . R G002 Bon A G K
HRPER SR, ERZENGO M AT DO AT d . B M4 AE e AR P X &, iU
izl
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PR EHENR > WREHE.

P2 EIF PKI T, RJFIEFERER CA (Internal CAs).
$IE3 fidiE X CA (Generate CA).

$IB 4 i\ Name.

FELZHHE T, W RUIRAEIIZ IR G H A IEME— 11 RG] e YU -5 A frsdlrh ik &
B BRI MR

SIS AR UE M.
1B 6 i Generate self-signed CA.

MERIES
AT CA JRHRSE 44 RO TE Y6 CA K%, XG0 2

o PEALAINE BDABL AR CA X% XA ERRZE L UE T FECN FAEH, IR m &8 E 1 CA
R E 1525 4417 5K (CSR).

- 1 CA RS AUE IR, AR 120 5 CA XI5, LU R & 440 13,
(043 CA KR AL AT, A ELE SSL MU | Fil 20 .
32 R % A9 CAEF 70 CSR

iz

T EFENR > WREE.

PIR2 BIT PKI R, RJFIEFEAER CA (Internal CAS).

$IE3 il CA (Generate CA).

FIF 4 i\ Name.
ELE T, NRARRAEIZ R T LAUEME— 1. RG] Res PUN H SR b ok
BRI ISE

FES AR B,

$I% 6 sidi Generate CSR (4 CSR) .

P S CSR LI HARALH] CA.

$IR8 i OK.
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B o csr Mk B EiES

T—5Ht4
o WAL CA URIIBZUEH, W PR [AL IR, CSR MK K240+, 2 48 1L

& 79052 CSR T 47 % B9 %5 2 IE+H

FEZ BB T, R Bon e ST QU 5, BT LU TSt . R G002 s EAH Gk
HAPEI S, ERZEE O AT DO LA T i . AR A4 AE Je AR X 5, iUt
EiZik.

Pz fE, AU E SSL 5] .

UK

PR EHENR > WREHE.

P2 BIF PKI T, RJGIEFEAER CA (Internal CAs).

HE3 TS CSR IARZ AL CA MR %L Wi (4 .
$IB 4 Sk Install Certificate.

SIR5 st 5 (Browse) 4% DER 5 PEM 45 X.509 v3 CA iE 153014

1B

v

W6 WK BN S HM Y, Wk Em®E, Bi8A: (Encrypted, and the password is:) &L HE I -4
N,

PERT mliRTF (Save) LUK AEAUE S FALR] CA X

T—% it a
« WAGE SR G RS B, TR RO G TS R I

CAEFHFNFASA T2
AT DUBRS R 8 25 PO CA 5 T E DRV B35 L SO 4% A CALE DRI AL
A

AR RGUAEK N EIE G B E R e E .

RGAEDAFEYIE BT, BN R S IR AE A AR N CA XTGP AL PIREA T I . 2R
MAES CA FEIEBNAY], REAQIE O IE-BARPIUE BAISCIEZ AT, 28 o X85 BadAT

fias . Wa, EBIRICR G T BT .

AR AFPARGEDE TRV BRI AR AR AR I B AR S
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T % CA iEB FAFA%H

FELWHE T, RGOS WRE IR QIR 5, T LU AT el . R0 o R e SE
HAEIDS S, ERZEE O AT U LA AT gt . EEA A Mg AE e AR X 5, o1
EE3

A DATR] IS 4 24 A A S 38 R 3 CA IEFS

g2

B EETR > HREE,

PR 2 BIT PKI YA, RJGEFEREBR CA (Internal CAs).

HIR3 A N ILE ARSI A CA X% 57il, il g (4 .
EZIEE T, Sl B (O, ML XS R AR AL .

PB4 LT

$IB5 £ 555 (Password) FIFAIAZEED (Confirm Password) 7B Fh iy A b5 &6
FIE6 LiHHE (OK).

ZAEEIER A AIT R

BCE A SZASATAE AL (CA) X2 REE T 32151 CA I CA AHIE .. W% Hx% 4
FRAN CA AFEBPREH N T CAELL F AL EE A CA X5 4

* SSL %ehg, HI T i 25 1F CA sUF AR AT CA 254 IR I & (K i &
o MURICE, HTEL S LDAP 8} AD JIR45 8% 204k 3%
« %[ ISE/ISE-PIC #%4%. & pxGrid BR5588 CA (pxGrid Server CA) Fl MNT BR 552§ CA (MNT
Server CA) X Gk B2 5 AR MU MU AT 5
QIEZ (AT CA MGG, AT LME S RRRIVS INE T 13 (CRL), (HANBES SO @ik, mT
N INEA % 1) CRLECE A R ZB O FAR BRI CRL, 20 B %0 59T BB G 5.

)

IR fF ISE/ISE-PIC 4 lc & v A 6 %, K CRL U3 i B1Z 6 S B AT R H

AFEMIBR IEAEAEHI A5 CA XF 5. eAh, FEGMMRIEAETKISZ M5 AR CA X5 R, SRIBRIN U I 12 61
SR S T A HH S Uy 1) 47 1 SRS A4 RE A8 B S AR

Z{51EHY CA X &
AT DL _E4E X.509 v3 CA E P RECE AME CA 3% . A UL _EA&E R T b —Fh sz 37 % 20 4
i P SO
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o A[ o HEgm AL R (DER)
o B FAYE SR AL PE (PEM)

AR S5 B AR, AR AR 3 2 i o I SRUE T3 R H] PEM AR Uit 38 T USR5 B
DAL EE A HE T AE BN, A AT LA EAE CAGIET:: RGAELRAEN B 2 T2 HIE P HEAT I IE -

WINZASE CA KR

i

TB1 EHFENR > HREE,

T2 JEIT PKI il RJGILFESZIEIE CA (Trusted CAs).
123 it Add Trusted CAs.

FIE 4 Hi A\ Name.

FEZGRE T, W R AMAELR IR A T AUEME— . REEn] Res YU H 5 1848 M irlih ik &
BB

FIB5 i 58 (Browse) {4 DER o PEM Zwfid 1] X.509 v3 CA iF 15301

FI6 WIR 24, HiEh B, ®HA: (Encrypted, and the password is:) & MEHE 4 A %
i
PIRT R TF (Save).

Tt 4
RIS A S, B E TN, S B E .

FZAS1E CA X RPENERRITHTIR

A LK CRL AL B2 A5E CA X B . WAL SSL s | 125 AT CA XS5, ) DR UK 2
TINEETS ) CA BB S 25 S uE PRI E Wit e ) AR AR R T A1 i — Al sz S R o
(CIp &l

Al o HEgm AL R (DER)
o B FAYE SR L TR AE (PEM)
WSINCRLJG, n AR CHEH IR, EE0 T BAZX S CRL, D2 120 % I EH )
XS

HRE FARALSE Y CRL (IS0, AT INEISZ 54T CA M%) CRL BB BRE. HiE, HRik bk
CRL ZJ&, WSCARAER BN —A CRL.
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ER fF ISE/ISE-PIC 4/ AC & Hh A 6 %k, K CRL 8 i BZ 0 S A AT VE H

B Z {5 1E CA X SRIRIMER TSR
FELBME T, RAL WRE MR RIS, GO T4l . RAE S BRFEILER

HRER SR, ERZENGO M AT DO AT g B Mg 4 AE e AR P X 5, iUl
izl

N

AR {E ISE/ISE-PIC S, HC & P HIX B, K CRL 8 B2 R A R .

UK

TR EHFENR > HREE.
PR 2 @I PKI TR, RJFIEFZEE CA (Trusted CAs).
HIE3 Sl 5 CA MR ZILN g (4 .

IR RE (©) , NIRHINCE & T, s e B i & AR

HIE 4 S5 CRL (Add CRL) % DER % PEM %afit ) CRL 314
PS5 HHHE (OK).

T—5 Mt 4
© WSS G RS B, AR IR G TS A B E T

\r

MBI 3 &

TR B RN MBUE B R AR R — DA R T I LIRS as APHE T . 2R X R A BRANIETS
AR W LAAE SSL ORI P A YA EAIE 50 GAURT R AR A R 25 s il s i et i, 46
UL AR SEARAR I A 28R 55 2 UE1S,  (EHAREAE I IS CA E-FREA TR

T LGB 1A X 509 v3 45 2 UE R B EANAE DXt 5. T LA LARR T R AL s S o0
IIPEER

o N[5 P U (DER)
o BFAKG s LT (PEM)

BCASCAFREE H IIRSS S B A5 B, AT RL BRSO RGNS B iR SO A TR
WARUEFRH] PEM A G fid, 38 w] DL IR R
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PB1 EENR > HREE.
P2 JEIF PKI 1, ARG IEPESMERIES (External Certs).
#1123 5 Add External Cert.

SIE 4 i N\ Name.

FEZHHE T, W RVIRACIIZ IR G T B IEME— 1] RG] e YU -5 AR A slrh Hoidk &
BB AFREI SR

$IB 5 7F Certificate Data 7B 77, i Browse 4% DER 8¢ PEM Zifid[#] X.509 v3 A% #%iE 1304
$IB6 HIHRTE.

T—% it a
WSS I IR B, BN E G TH S A I

RERIE S 3T &
TS IE B AR A RIE T AR — N E TR AL IR S5 23 A s R . 20 4 il 5 44 7%
AL GIUE TS FIBC R AL R 4 mT LATE LA A8 P S ok S 4
 SSL AU, ik O A RA AR 2 A N B 41U — & RSS2 i i
* %) ISE/ISE-PIC 8. & MC BRE2&1EH (MC Server Certificate) 7 BLE SN EBUETI X % o
o SRGBIMILE T ICE, I TAEERE R P K Web S0 W0 2% i 51 9 4% 115 18 45 1 5 03047 5 43 56
iF. MBRZZIEP (Server Certificate) 7 Bk A #F P %2 .
AFDAIE IS EAR ST X509 v3 RSA BICHE T-H [ fHh 246 1 iR 55 45 0 15 FH BT B FAAG 4% BH R 0 2 P4 S8 E 15 5%
S LA EALR R A T2 SR 2 S A
* 0[Pt ] (DER)
o BaFASE 5 HL I £F (PEM)

RSO R, b AR B Y o W SRR AR PR T PEM RS sUifty, 3k m] LU BRI
=

UREE EARSCAE, SO b R S IERRIE T s P S, JF AT DU B o R GEAE IR AT ST
K BAEFCRT o

QRN EIEEX S5, W LMESA R, EARB SIS SR .
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ANBEMMBR IEAEAL T (0 P BRIE 0T 5 BeAh, FEGnAR IEAEAE I A E 0 B, SRIBRIKI UG ) 42 1 5
WS o R S 2B I 42 T SR A RE A S R A

AN A EBIE R A &

i

T EFENR > WREHE.

PIR2 BIT PKI R, RJFIEFERERES (Internal Certs).

$IE 3 T Add Internal Cert.

FIF4 i\ Name.
TEZWERE T, NBRBFRACIZ R EHR R ME— . RG] RES U H 5 1B A AT ok
IR TR PSE

$HIE 5 7F Certificate Data 7B b )7, #iili Browse 4% DER 5 PEM Zifid ) X.509 v3 R4 a5k 15 30 .

P61 Key 7B b7, riili Browse A% DER. PEM % fith (¥ HCA FA A7 3% 9150

BT R AR A2 SRS, WWIETEMNE, HEEA SEAE A,

PR 8 MR TF.

WEFEMN &
WS, ALV B IR IREE CA FHER. [5FAERN CA S HNt. [EF 5045 CA IS4
CA JFell &S, LLAE— NS 0E ) Bk,

UEASEM A5 QI IE 2 415 5K (CSR) AL AT € IEFS MU LR (CA) BRI 43 UE 45 P i 1Y)
CA JIi %5 A5 BANEM S 5. X853 A B AR I RAT S 1R B (PKT)

TEF 6 %3 ] B A 4RE B (S B . A 0 PKL. AiF BANE BRI MOEE B, 52 HPKI

SRRV A B AR T

WAER EREMAT R

UEF 9 5 % 16 52 8 ¥ 4 v W 31 PRI At v, el AT BA N AR AE S 3F VPN IERL ) % 4%

ARG S (CA XS -

1. EIEREEMA S e T CA BB RAEFEM IS5 Rt =s%, A & ohie AR
(LA Fa e ME— IR %

2. HEREGDUE PR ZE B4 oIt ek bnt % . fEw & b, e,

MR BN RS FA G RO B R W &G, IR RS ST . A4
SCEP, EST, F1PKCSI12 CAFFMER, Sl FEl B3iHAT, XEWE AN T AT A5 2L
GIHEAE . T 59 0 AR A T B DR .

3. FERSI VPN BCE e B IR A
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EEIER EMT R
FUEHUE M S, SRR > MREE, RGN FHEH T IER PKI>EHEM. RAEKE
NS IS

* PAIE-BTENN S AERFRS B H
MR TB GICRED J kgL,

o BEAKT GG BoREE RS . RS LR
c BER - ZEREAEAERI A O BEARIES.
* EST-W 48 H e A A4 it A CA SRIEH BriiE 13
* SCEP - (BRIAD TR S UE A5 A B30 by 8 #5AFH LA AN CA SR E 15 6
© Fof - PR A G TF ST .
* PKCS12 3044 - 783 #F VPN 4% Firepower J&HM9 1152 45 4 % S\ PKCS12 1.

PKCS#12. PFX 8k P12 SCAEBF IR GG SAIE 15« ATAR] Hh [AE TR AL FH CRAFAE— N I 28 SCpFrh
N OS AT .

* B (Override) Jllig X e RFEH (GOEERD) BEAARFES (AEHX) . WH
WoR—A R, e AP R

fEH] “# a7 I E e CAE N VPN L E — 3 AN B O S S . i B RN R & S
T A VEANE B EME—. WA, EVPNEET, WM E&ES “AHA” B “HHE” .
R AT RN R S BERERE DR, ESANSES 5 11 0,

o miligmiE bR (BYE) ATERAEZ AT BN E TEMN S . RAE RN SR ST 24 B %ok
eI, A REVEATdntE . 155 PG I 1503 I S K I B o 488 0 LK R I 14 v A ok 52 3k
TehtH

o MR E bR CBERA) PTANBR 2 602 FRE B M % W RAE B T % O ST R A
ok, MTEVs HARR .

% (+) IRIMEF SFE AT I ARANES JE AR TEAE 0 BRI S, TS RS IE BE NS, 2B
54 UTo ARIGTEREAZ A AT A B BEE 1,
X ER

i H 2 e e

] EST yEM & HE0E

f# ] SCEP : it 22 B54E 15

185 F Bl it 2 b iE

i F] PKCS12 SCAF 23500

WINER S E MR

T LUK IX S0 R 5 P ek — R A o b URAT A B 5% s 2% A PR SRR A e T AT
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wmirsiEmaz [

BRI ThEEH ST R

UK

T FTIFRIIESR E M 1EAE
© HENGEHITIT: MR > MREBEAT, W PHERK LS PKI> IEHEM, RI5i%

NINIES AR
s AERCERE AN & > I BERET, W R > REHER, AR5 ERIEM B
it (+)

FIE2 B A ET S 02 FR (Name) F1i52RA (Description) (&g A nliEI) .
M SE G, SRR R R A AT i AR LI ) 32 4 e 2% IR 44K
$IE3 T7F CA {E2 (CA Information) JEI-RIFIEFEFEMZEE! (Enroliment Type).
s BERIER - b CA 2R &K A RIL A O AL . b E AR T ZH A B
iR WM A AU, WIS Hoh e E A FH A FR (CN).
o EST-#E 2 AR _LiE M. 8 EESTE B . 1HS AL ByE A% ESTIET , 25 56 T,
* SCEP - (ERIN) fjHF-ByE Wi, $55€ SCEP {5 B 5SMIF-Byk s % SCEP &I , o
57 U,
* Fz
* (X CA-ZE A IEHE A M FTIE CA B CA ET . A2 Il Bal & 001,
WERANIE R LI HE, T CAUEBASEGRHIMER 480 DAZEAA CAE PRSI F 4 CSR
ISR A E TS o
* CATER-ZEHEFUREIE CAUETE S o St n] DU ik M H A % 25 52 ) CAIE 15 R FRBUZAE TS
WL FAME R CA WA CSR, WA UK PEHE B 25,
* PKCS12 304 - 7650 FF VPN B BB 52 4 % & 15 N PKCS12 30, PKCS#12 ) PFX
ARG RS ZRAE T P RE B AR R AAAE — AN I . AN A% fifs{E.
* B CAEBEARIRS| FH CA FREME- WL ZPE R B (TR B LA RR B AT CA b

&, L RIEAE
* BIEE F-1EHEAE VPN JE R 1 18] 56 UEUE A5 )28 70

* IPsec & Fif - BilF IPsec 3 5 7] VPN HE482 (1) % P bl 15
* SSL & Fim-7EIL AU 0] VPN iEReS U A1 30k SSL &/ itk
* SSL ARZ5 #R-14 % LARHIE SSL 4548 UE15, #ltnfER Cisco Umbrella 4545 1E 15

$1B4 (k) FIFHEBR S (Certificate Parameters) MEI0 < 47 2 iE BN 2. &S UM% UE
ZH, %58 Ul
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B ocsamxigestin

RGBS E TUE, B 2SO P AT — 7 34 ml 5 [AIX 2645
LS (iR HTHAER (Key) U HE R . ES AR BEMTS SHE, 55 59 T,
FIE6 (IR ATHEEEIEDR IR BRI 5 S PR P S LT, 5 60 Tl
$BT AT, RFBE (Allow Overrides) WXt % . H X548 2B, SN S E R, 6
11 7.

T—5Hit4
R G oz B B 4 b, DIAEIZ w4 LA MEAE A
HXER

A5 11 1 2503 W 22 2 E

{FH] EST yEM 240 15

i F} SCEP {522 353F 45

i - shid it 2220 5

i F] PKCS12 A2 BE3F S

IER EM AT & ESTik 1N

Cisco Secure Firewall Management Center S %1%

W& > FREME, KRG NFHER TR PKI> Cert SEM. i (+) 5500 Cert ST 3T 0
Cert JEM XIiEHE, RJGEFE CABER LI~

FE

TEMAER-BCE Y EST.

\}

IR * EST yEM A AR EADSA %47,
o ANHF EST £EUEHak A B 3hid i & 1 oh g

JEM URL (Enrollment URL) - 3245 8 22303 M 21 (1) CA k5545 1¥) URL.

{f H https://ICA_name:port £ ) HTTPS URL, .7 CA name & CA fili45 %% 1 EHL DNS £ FR ek IP
Hihko B A5 4 ST

FRR&-H TV CA IR 4.
TRD/ARINE RS-V 1) CA IR 5545 (1 o

B EST fg CA P, 0T LUK CA IRSSa+M AFE S (8 HIFREUGIE CA IR 55 FE15
FUSIENEA B T B B R B o =5 AT R BOE B ARG . A TN aEdi% ) CA Bk 554548
4 (Fingerprint). WURZHAKIME S UL FFREUNIERS, WREBRBHEL . 38 I E IR R 55 4% 3k
I CA gL,
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irsiemrz scep i [

RIEO-5 CA RS HMEEL . BRINEN T, SonigWiE . SoE8E i g kb n, gk
PEH N P 22 4 X Ik B4 I 4 3 %

Z28% EST ARSS2FUEBIEUE-BLNTE 0L R, BST MRS #iE IR 2 5E . W20 FTD 564 EST i
5 eRUETs, TE L R EAE

IES 7 E AR AT 5 SCEP £150

Cisco Secure Firewall Management Center S:fii #1%

MR > WMREE, RGN FHUERTIERE PKI > Cert iEM. A7 (+) 0 Cert JE M KFTHF R0
Cert JEM XFGHE, SRJFik$FE CAER LT,

FE
SEMZEERY (Enroliment Type) - % & & SCEP.
iEA URL (Enroliment URL) - 3 & I 5 K3 89 CA %24 1) URL.

/] http://CA name:port JE:U/f) HTTP URL, I CA_name j& CA lR%5#% 1 EHL DNS £ %
B IP ik I 1 o DA A

\)

IR WA ENLA/FQDN 51 H SCEP flids+4s, 11l H FlexConfig X} %t & DNS k%545

R CA I CA cgi-bin JIAL, B AEERINALE (/cgi-bin/pkiclient.exe), WA LA 20087 AEARUE I A A7
AL ETE http:/CA_name:port/script_location JEZU ) URL 1, .1 script_location J& CA JHIAS ¥ 56 4
PRAT

[Rif1 ZZR8/H A 545 (Challenge Password/Confirm Password) - CA I 45 % 56 iF ¥ 45 5 43 s T4 1] 1) 2%
fh o ST DL R CA IS5 25 BOE 7T 19 286 30 B 2 vh g N LA M ik SR B 6«
http://URLHostName/certsrv/mscep/mscep.dll., M CA JIR55#83KH 2 1S 7E 3RS 60 4
BN R, AR RIS 5 R

EiXATEER (Retry Period) - #-IF 1015k 2438 2 (0] s Ta) () B C LA Bh o4 B o (ERTBAZ 1 3] 60
reh. BRINE N 1408,

EiX i3 (Retry Count) - 25 i i K g R & HUET, NEFATEIRE. Hr L2 1 3] 100, ZRA
{54 10,

CA iEH & (CA Certificate Source) - 5 & 3K H CA WF 5977 Ko

* (£ SCEP #&% (BRIALIN, W &mM—=2 ZFErikmin) - 4 A ) st v AR FE (SCEP) A\ CA
RS 28R RAUET) . {HH] SCEP 7E# £ Al CA JIR55 8% 2 M HE . AE IR ML RE 2wy, i
{RAEAE NP4 3] CA RS 215 HH o

a4 - 4] SCEP fa R CA UEBIN, #n BN CA RS E4mAFEE. A HIFREEIE CA RS EHUET

(RS S AT BT B 1 ARG 5 =7 A R R UE BRI UE . A TN BE iR U CA RS54
4L (Fingerprint). WIS AR SUE-P IR SORILES,  WHREPS R #an s . i HESER: CA ik
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5 i BT I A 9 5% 30 B gt i N LA MR CA RS
http://<URLHostName>/certsrv/mscep/mscep.dll.

SEH MR 5 SEH S5
TERILF] CA IR A LG R i HARE B ARG ESE TR, B S EGE B
i —J7 B A X LEAE B

Cisco Secure Firewall Management Center S:fii #5132

WER > FREME, RGN FHUE P IES PKI > Cert 5EM. 1% (+) RINIERE EM ([+] Add Cert
Enrollment) $T 717 ARiES ;£ M (Add Cert Enrollment) X 45HE, 4R )5 L EEEH S48 (Certificate
Parameters) i£ 1K .

FE
1% FHARHAE LDAP X.500 %N N 15 B

* 814 FQDN (Include FQDN) - /& 5K 3 25 (19 56 4 B e 3k 44 (FQDN) B & AEE Foig sk b o e Tl
T

* Jig & £ 412 A1E FQDN
* IFARETEIER F{EA FODN
* BZEX FQDN (Custom FQDN) - BE# LT3, 4% /5 5 i1 1) B X X FQDN (Custom FQDN)
TR FQDN,
« E&1% %89 IP #hiit (Include Device's IP Address) - #4821 (¥ TP Huhk- (o & 7e 3k 153k .
* 2% (CN)(Common Name [CN]) - ZH & fEE TP ) X.500 22 44

N

AR M ABAIEB, SRR SE R E AT AR (CN).

* HLABAL (OU) - HEFEUETRH AR LLAFR (BIIIFEIT4HR) .
* ¢A41 (O) (Organization [O]) - LA & 7EUE I H AL B A 7] 4 FK

* L& (L) (Locality [L]) - LA SAEUE IO E

* JN/#& (ST) (State [ST]) - A EAEUETI PRI ERA o

* ER/MXKES (C) (County Code [C]) - ZEALE AEUEF AT E S/ . XA AT 1SO 3166
FAX A5G, #iln “US” FonkHE.

* B34 (E) (Email [E]) - 2L SRS PR MEAF bk o

- B4 &BFEFIS (Include Device’ s Serial Number) - & 75K % & 1 FE 5 S A& 7RI . CA
R A5 RUE BT I, 80 2 Ja Bl 150 A GG . g 5BE ), WA,
it g A

B usEeE
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WEFEM TR EHIER

Cisco Secure Firewall Management Center S 7512

W >FREE, R MNFHUE R LS PKI> Cert SEMf. 4% (+) iRA0 Cert 3£/ 4T 7T 550 Cert 5
A OCTUGHE, ARJEERE BEA TR,

« Z4AAAI_RSA. ECDSA. EdDSA.

Y

IR o NPT EST {EMZEAY, i%521%FF EADSA %4, B EAZZH.
* EdDSA VA5 filA) VPN 36452 2 Fr .
* EdDSA AZFAE i FEvi i) VPN 5 40HE 15

o BB FR- WL S UE T OCH I BP0 AP AE, Wb BefR e i PN A FR . WL AT
6, Wb B AR B FL 4 W AEVE M TR A2 iR B X R 4 0k . W RIS R e B FR . RGBT
H 584 e 1844 (FQDN) %435

« BEAK I (Key Size) - WHRBHXI AL, w8 XTI (B, DAL A RAL) o 83X
KN F32048 07 o FEEOR, B A, HE, AR RO R AR 2 B 7 B KA s ) (REECK
T 512 A7 FEE— o Phal A a] ), 177 ELAZ $5 s g Ak 38 Ao ) B K

BEEEIR o E G HIL R TR 7.0 K EARAS b, S TCTA ] RSA S
VL F RSA B85 K /ININT- 2048 {7 (2R3 5H . (HUE, BT L)
4R A 99 0% 1) PKIE 1534, B AV A LA RSA s Skl
BN R /ING SHA-1 IETS .

o T B 7.0, SEICVEAE RN N 2048 A7) RSA %4, BIAE
JA T 99 0 G T A i

* BRIRE -WIRAAYBAE [Psec LR ) S iE A5 (3 PIE AT RE S DA A9 e h I uE (e, TRk
¥ 2% |Psec AR o nT LUMHI IPsec 20/ il P B B HIVEAR 2. BRIATS &0 R AR
LTI

)

IR XUl ) VPN IERE, W B AE F Windows IEBAUANIE (CAY , TERIA
N RIS 0 1P =24 IKE fE]. WA BN G E, 2204 i
N LR 2B IPsec FEAMER BT, W, LUk ok se il &iE VPN
E

e
|
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B =msmzmekEsEmn

£ F 55 0% /Y PKIIEH 7 A

SHA-1 BUH 244 5080 RSA B4H KN (UNT 2048 i H TIAGE) 78 &bty F1 BB H17.0 X 5 &
WA P AN SZF . Al UAERSAZE CR/NNT 2048 £7) KA MHIER.

AR IS TR T 7.0 RO B E L 7.0 R REXSSRRE], 0T AR Uk B AR A S
gk FATAEBSCVHE A g9, Oy S PIAN I B s PN P 22 4

)

AR U 7.0 BCE AN IR E ORI T 2048 SLIIRSATE S, IS SRV 5 I

LAEB A BRI Sg N, SN & > IR T sl B B iR AL B R 85N
(B 24l g9 ESUR N, SOy s BOATEIUT, S9N DR .

)

AR Ul TR S EGE AR, L S BRI, SRR S g . 15
FE )R HE TS9N, A F by B e b 59 N85 0 B i S s 5 T R

EREARRA AR B BLRNBATE 7.0
TR BN YE 7.0 B, DA TERRCE SR (AR, A RIXEIE A1 RSA % 4/ 12048 47,
A H SHA-1 s &k, WIJGVEH T357 VPN &4 . S8 23R RSA /N KT 2048 A7 [1IIE
H, B h VPN JEH: 5 F VRS9 s i il

ME EM AT &R BIEH IR
TH BRI B AR O AR e A B UE P IR . MR & B AL TOCHIRES, AR P AR A
—FJ7ik (CRL B OCSP)
Cisco Secure Firewall Management Center S #5132

W& > FMREM, KRG NSHEH DL PKI > Cert SEM. % (+) RIEF EAM ([+] Add Cert
Enrollment) 37 TR ARIE £ M (Add Cert Enrollment) XHEHE, 45 EF:#14S (Revocation) £+ .

« BRIEHE# %% (Enable Certificate Revocation Lists) - i 7 1] J5 Ji] CRL #.
 {ERSRBIEPHI CRL 9% & (Use CRL distribution point from the certificate) - 3% 41 7] 3£ HX
K BHIE 1 s #1148 43 ) URL.
- (FHBE BHIER7S URL (Use static URL configured) - 3% 0 AT s I A (K 758 SIS 71 22
55 & URL. #RJG¥ I URL.
CRL BR%588 URL (CRL Server URL) - W] \\H' 2% CRL ) LDAP k45 %% URL.
URL %20k hetp: // H3ko & URL " 53 15

B usEeE I
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* BAELIER IR (Enable Online Certificate Status Protocol) (OCSP) - &/ 7] J&i i OCSP
@ﬁ:o

OCSP BR %58 URL (OCSP Server URL) - #220E4T OCSP K &xiif, I LA A i i) OCSP ik 5%
%1 URL.

URL WLl hetp:// ke

« MRFIHE B TEFRE, 1FEEIEP 2T B (Consider the certificate valid if revocation

information cannot be reached) - BRIA AL T-EHOIRZ . W RAEAAR SRV REERAE, THBGH L IS
B,

\}

AR NREBEEEIERRE, EERIER T B (Consider the certificate
valid if revocation information cannot be reached) & EHEXIEFT A 6.5+
FR) BSMIRB73 A BE 2 BT S o

REGFIZR

FEA “BCE ARSI DO EE . RIS IR A G o 1 nT LG SRS 51 40 5 LLAE D
LS R A o SRR AR TS T SRS SR, R DPAL I F AR B SRR 51 38 (R Bl A DL BC v £
AL i AR T LRGBS BOE 2 s 1R . SRS AR ] U AR A TS EAFAE VL RS EAT
FFBCE A BRARWUR A EE . SRR SRS RNC B A Ao 2 A S SR AL RS B 45 H P AT IL
LIS, AT S SR AAE AR N R 1 B EAT DL

TET LR B B 5 B A B % A

UK

B RUOEREIT R > WRERI N H R IE RS

B2 uhiRmkeESI%R.

B3 B EBUTN RIS TR B IR . MR EIRAX KNS .

BA NERIE N HAIR PR L AVFIE B TR AAE1 Vs i) «

WIS AUTHEOIEICR DL AR B b — AN e e L (0
FEBIBAE OB, TR L2 15 2% T g L5 8 B A5 (3% I X T ANZE IR 2 11
fn] DUE B X84 O 4036 T 5 107 B SN AR, ARG S aiiihn . 78 ¥t 3 ik 48 11 )
DI, REASIERS LIE EHL.

P  plilibhb IR DLEH o A AT T HAT btk vy 1) 41 2 s AT 28 41 3 A v i H btk (1% i o

WP T H A B I R BRI DI FRAATICHL, AR5 AN B2 T UC I A BR VBV 10 41) 3% B i

BHNEN R .

PR AT RIS, B AR RRE YT I SRR BTSSR AR I R — ki s k(AT i

e
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TEREIE A 181 51 SR el AT R TN R AT TS, AR5 5 N\ 5Ok 36 2 FH T VS C (AR HE U in) 47138 %) 5 sl iy
YR F

MEEERIRIET R, EH O RAE VT M SR BTSSR FE bk i b 2 R AR 25 s T
EREIE A A 181 5 R BT R TN RSATIUCHS, AR o i N\ Bl 356 2 A T DT JC AR Ve U 1) 4716 X6 52 B iy
ZYIEIIE

il AS BRIZIEI-R LAVLEL BGP BB R4kt WIRIREZ 4 AS ikie, Wk T LLCEE— AS
Bz

AL XARMIEIR R, PASCRPRE BGP A D sy REAL DX 73591 15 48 G2 R AL DX A0 G alidy™ At DX A1)
GAHIERC . AR E 2N, RGNS IR L2 A S UL RC SR Va4 251 0 1k

a) ZONHUREAEX AR, B RIIR B e dRiE () o AR BN R A
3R T wHIHIIR, fliawm, K5 EHE.

LA BGP #LIX SR @A X 5E VL RL, ik T S & LR IR E AL X AR

by TR JEALX AR, W AHEET B RFIR BT AEHRE (4 o PRI IR R
AR RARIIR T . EHFTHIIR, Sdiifm, RErhlmE.
it P FEAL DX A ZRANGE T B ) S A BT

MTHERR SERICIE IR LAV ECES t I Fe bR oA 2 A Ard .

a) TERERR BT AN T UL IFEARE . oL 2 AN DO 520 B IME . i b i & T DU e R A 4
SEFRPRIERT S o FEPREVERI W LAFE 0 31 4294967295 2 [A],

b) 7ERRIE BT TUCEC AR A . 7T DU 2 A UIZ 5 43 BRI AE . 38 Ik st 12 8 mT DU CAT ] 2L
AieE AL . FRICEVERLE 0 2] 4294967295 2 [,

WERZ ARV IR R AT 5, WIETT RIFBERIENE; WS AV RES . 2B 13 U,

AR TES

S 1 X6 2 LA AT ANTR] (45 SARERAS [ Bl
TCP #h UDP
PEEAE 2 I CPBSUSFRAERE S N, 0 b — AN TR R SCIks 1 eldd YE D i X 5. 4]

W TCP(6) /220
ICMP #1 ICMPv6 (IPv6-ICMP)
AR TN 2 B S b m] e SR AR () ity IG5 o BT: temp (1) :3:30

AT DA RS Can BLE D SR BE ] ICMP 87 IPV6-ICMP it 1% % . 45 ¢ ICMP 2884 f14¢
e B, 1HSH:

* http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

B usEeE
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* http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml

Hit
A LAARERANE P i 11 (10 FCA P31 5 XS B2

RGN g S BRI 0 5 o BT E U R I LU BRI B o BRERIAXT R LA, 38T LAEY
I E S R 5

TE S5 Web JETH I R B G FISH LUAT SO RIRE QUL 00 Vil bl Sm . SO, T2 5
BU VLR RIS 0, S AL 0 15 XU R 6 P 5 1 5 S
RAERL B UL, T LARCER 94 RSN R B R B8 10
U IR B, R A A
o ARHE IR 935 11 % PEU IR TCP 5 UDP LISMIIERTHIL. JEAh, {ERUNIth
B AR H B 1A R, R RER A F .
o USRS SR I EU L 30050 1 050 LA L, U780 LB P
PR 2 AE SR A A
- ISGIRLIRIN € TCP A UDP 5 111055 LS, AR S IO SR 11 4 P, WA
VIR, RZIFR.

B im O X R

UK

P EENR > HRERE.
PR 2 MR B Pk $im O (Port).
FIE3 RINIHA (Add Port) 41 HiEFRINXT & (Add Object).
SIE 4 i N\ Name.
WIES EPFEYL (Protocol).
IR 6 ML, f&im O (Port) FEATRRS], BUF EE ICMP 22! (Type) F14X45 (Code).
AN 1 3] 65535 Z [AIf1uh 1o AT AR R i Vu . kR S ETE (Al ) ILEE, )
S F E Ath (Other) 7813 20 11 PR 1% %2 .
HIBT I G
o WMRZL ARV W ZHATES, WWETRIFBESIEME; WS AR ES , 5 13 0.
o WIREDE T SR B 5, TEEIT “HR57 (Override) #5843 FF 255780 (Add); 1152 U7
WA, 513 T,

SR8 PlRTF

| sgeE ]
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T—%#ita
© WSS G I SRR B, WA E O E G TH S I I

NBOR S

HIZR 5%

ARG DN ZOEMEE, WSRHIEATANS , 9400

AT LUK IPv4 F1 IPv6 B3R 258 41 36 61 52 DALE e B % LR . SRS . OSPF i & uk BGP 46 fim it
JERMEH

BCE IPv6 BISR %13

fEH “HiE IPv6 HIZRH1)3” (Configure IPV6 Prefix list) UL I AIEE . &2 HIFgnfH T8 5) R0 % . fsn] LA
BT SEA RN G AR B 2% cH R SRIS U . OSPF i yEEk BGP 4B JE 8 H

BTLUR IO B i A e .

i

LT & (Object) > &R EIE (Object Management) Jf M H 5 Fhik FET42 51 (Prefix Lists) >
IPV6 BT4%%513% (IPv6 Prefix List).

A RINATER5R (Add Prefix List).

EFTEERTR TR ITER (New Prefix List Object) & [ L& FR (Name) 7B 4 N AT 48518 6 %11 44
Ko

FEERTE IR TR (New Prefix List Object) % 1 R0 (Add).

MIRAE (Action) R 75 Pk EA N (3E C “ R [Allow] 8% “FHLIE” [Block]) , AR HEHi 4
RV

TEFFIS (Sequence No.) FBt I A T-Fa s Bian 8 51K 4 HAE T IO GL B AT g8 516 4% H )

Rl AT AL B OME 2 5o WERERENZE 1, WIS K BRI A B8] P R fs K415 K
5o

7t IP ik (IP address) 7Bt 35 € 1P Huhik/AHEA5 K BEAK 201 TPve Mtk FERSKFE AR AT 1 F0

128 Z W) A 24 fH

EE—/J\ BI8%1<E (Minimum Prefix Length) H AN S/ NETSEHEE o AR DA 0N T HERS K B I /N T 845
“EBRNAIZKEE” (Maximum Prefix Length) (1SR $EE) .

?:“t?jc BIERHKE (Maximum Prefix Length) 7B AN KATERKCE . L0 T T “ 5l

I (Minimum Prefix Length) CHTSRAFAE) , B K THEMEACE (WRTEE “HB/mrgk
FL” ” [Minimum Prefix Length]) .

:JJ]l] (Add)

B usEeE
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BN WUCRE AV I RIAT B o, T RIFBER ML, WS AV, 5 13 I
P12 PdHRTE.

B E IPv4 BISR 53

ffH “P & IPv4 §T2H 115" (Configure IPv4 Prefix list) DUMIOIEE . S HIFIg iR AT 48R0 S AL
QI TR 52N G2 AAERC EL R RS . SRS . OSPF 1 JE B BGP 4% i g 6 H]

T LIRS B B 5 I A B A

UK

HE1 KIOEFFT SR (Object) > 35 EIE (Object Management) I M H 3% ik FET43 51 % (Prefix Lists) >
IPv4 BI8E53% (1Pv4 Prefix List).

P2 palRINETERSIFR (Add Prefix List).
$IB3  (EIEETETIFRITER (New Prefix List Object) % 11 FIBFR (Name) 7B H o BT 28 51 20 4 (1) 4

FK o

$E4  5F Add,

LIS IRIE (Action) FH AR PIEFAMNEAE C “RF” [Allow] 88 “FHIE” [Block]) , LA¥R/REH 4
R

L6 FEFHIS (Sequence No.) “FB A TR HiT 8 51138 45 H 75 OO0 O S BB AT 48812 4% H 41
Rl LA A ERME— 0T . R s, WA 8 BRIk b2 ai i B A 1 o7 415 K

5,
HIRT 7 IP Hbik (IP address) Bt 5 5E TP Mhhl/ ALK RS 20 TPv4 bk FE6S K FE 02T 1 A1 32
Z A A U

$IE8  (ER/DAIZACE (Minimum Prefix Length) fa A fi/NATEAC R o AR 20K T HERG I T/ T~ 4
T “BRRKETEKSE” (Maximum Prefix Length) (A1RFEE) -

P9 ERABIEIKE (Maximum Prefix Length) B AN SORATEAC R o ZEH MUK T BT “ b
g K% ” (Minimum Prefix Length) CAT3AF7E) , B0 R TFHEIS K (R AR R “Im/argik
F£” [Minimum Prefix Length])

L0 SR (Add).

TEN WRLEAVPN IO R TES, HED RFBEEIEME; ESM AV RER 613 .

TR12 1R E.

| sgeE ]
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PN et FEOBT 70 A BT R DR AR I R 2 (P B e A o A B 2 2 BRI B It 23 A
JHES RS o B P R A2 S 17 SR VPR R 4 0 B e PSL KO MR L it Tl E00T 0 A 2 H it g R PO
B ETIRSRT UGS e phr SR ) S FR T e e WS 2% H g R AT B e S A5

T LIRS I B 5 Ol A B A

FHIa Z |l

B TR ) U PG — AN AN G AT AR5 o AR 5 L QU IR IR 2,
LAPE 5 6 P SR

* WS ACL.
NI LIRS

< NN AS EAE.

o W INFLIX AR .

s WNINYTREALIX B .

)

AR PR X AIROOE] THRE R R A ST .

* WIS SRR o
g2

RIRKIEFERTR > 3 RETRIF A H o P I FF B R ARST
sk AR IR % R AR
s T B ER AR R R T 1 RN

FEFFIS B, HaA 0 B 65535 2 [l (Ky, %80T Ha5 0T i ch WU 4% H A8 CO0 B e e e 52
Pic 25 A 6 ET AR 4% F AR IR

pE s FE DL 10 RIS 7 AURE TS0 5, DAERRER AR 1 AU I O B 4 5 25 1)
MEF DK T RPIRPIEFANAERAE, B “AavE” st “fE” , DERaREEi o K5 .
s ity R B F AT IE IR DU 78 F R P PR LU R 2 PR ILRE B /D

© REXIE - RPN/ D ZOTLRTRE . w DOE R X ORI LR, s A 1 4
PRIFER NI L4 1

* IPv4 - AR LT ZPFULIC TPv4 CB /AR 5 BEFRZIETIR ] A1

B usEeE
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1.

wmmst [

s bR B TS ARSI 2 by ik SR DO % el o 6 T IPv4 Mk, 335 AT 7 138 o s A 1
Y7 IR BT AN AT ILRC, AR5 S A\ B P T UL A ACL A SRR A1 R X 5

A TS — BRI DU % i 7 — Wb R VT RERK 1o 65T IPv4 ik, 5T HrsIZh
HEPESAL VT ) P3RS R MEATILRC, AR A\ Bk £ T ILAC ) ACL X 5 sl
ZINRXE

s il B R RE T DURRAHRG it e 70T o S I SR UL REBK Hy o 65T IPv4 Sk, R8I
HEPESAE VT ) P3RS R AT ILAC, AR i A\ B £ 1 T I RS ) ACL X iy
LRI E

* IPV6 - AR B R 0 % ik . T Bkl BlE S YR R TUAC TPve (B tH/AR D S
* BGP - 45 LU N 2 /FKILHS BGP (B i/ ED) 5 IEFZIE IR Al & AT
1

st AS BEIZIETI R LLSCRERS BGP H A RGUR ARV 1) 5112 548 52 (K #4215 1) 1 R AH UL .
WARARE 2N BRARVT IR P, Ui b ol AL SCAE A2 1s i 213K .

FAL X FRIE IR BLECFEHS BGP A1 X By AT DX 73 31l 15 Fi 52 R AR X B 2060 B iy Je At X
FIR X GANVLEL -

« BOMIR ALK AR, i ATHEEH RIIR BT A EHRE (4 o HEXAIER R
ERT A XFIR T WHPIHEIE, mdifivm, RanidiE. ARuMeIEEx sz
MERER, ESRALXIER , 524 1

© BRI AL B, WA R RFIRFB TS ERE (4 o PIRIEX
R AR REXFIR T EHFIHIE, mhiwm, N5 rh#E. e
Y RALX RN R HIE R, ES Y A, 525 1.

FAE BGP #EIX S X IR A R e VL, I 2 REEEA X REME. LTI

EH T ALK SRR

pE WERFRE Z AN, ARG RS AE RSy, E 2L AN VLA SRV eldh 4 4%
PEA R ot R LR R A St 7 5 23 D AN UL ECAE X AN UL HE 9 #5 H

s SR RE B FRIE T AC S 6 HH LS R VP A FIAL B BGP HEls . 12 AN HEuE 41 R AE % H i
2 H AP HATILECIN, AT SR AR AAEAR N s PE_EREAT UL .

© Efth - ARG LLR AR UL OIS sl i
1. {EARFRER B ME 7 B P M AN ZH T ULRCAOFEbR (e, DASCREVLRCE, th fdabs. T U 24> LUE

SO BIAE . TRk E nT VLG B AT TR e Fe AR AT o FRARE YO RT LAAE 0 31 4294967295
1P

EARSE T B M NEH TUCE OFRZS . v LU A2 A LU 520 Fa KM . T8t b 8 By It
BCATAT B $8 0 2 I bRic BB H . FRicfEYE FEI7E 0 31 4294967295 2 [H] .

5 HAE Y 1 B B 2 B R TR DL S T s 2R TG . A 30 f125 7Y 4 Externall. External2.
Internal. Local. NSSA-Externall fil NSSA-External2. 1] DL M F1| 3¢ Fh VBB 2 AN 250,

sgeE ]
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PR FAREFEEIR DRIEAE H S IE SR LR 2 R BRI /R
 fERRME - WA T . T B R

1.

B BE T B LA/ BT S N TR AR (R ER AT 55 . A RUEETE M 0 21 4294967295 ) HE4K
@o
MIABFRZEEY [ hr 51K R Ik 4R € H bR U FEAR 2R . HRE A : internal. type-1 BX
type-2.

* BGP Fa) - il LA N 5180 E BGP B ik R n] g A1

1.

st AS BEARIETIR LME L BGP % 1M H A R G4

1. fﬁﬁASW&?&*%AAS%ﬁ%ﬁ,UVEEQ‘%%%é?ﬁ$ﬁEﬁBGW%
Fo JHEAMH AS 4a'5 THUE 2K, MIMIEINERRARAEKE . WRIFE 21 AS B2
Yn's, WA DITUEAT— AS g5,

2. TEBmE— ASTIEZRI AS BRIZTFBUPHIN AS I424m 5, KA AS B iR TE i f5— 4
AS %5 . K AS G 1 2] 10 Z [ H1H

3. MEHPISEREARIEEEIROD AS BRIEAIAHE LUK % th IO O B G R AR

2. maliAXFIFREIR DL E AL X

B usEeE

TEAFERX R

1. i Jo B il DL T4 36 2 b SRS (R 7 28 b I B e DX e

2. A EA X R AL X S (CnFSEHD o ARUETE Y 1 42 4294967295
3. ETIARINEIIA AL X LUK AL DA In 2 2 A HIARIX .

4. &9 Internet. JTiBE BT S W R EAE DMEH C A X 2 —.

EAFEY BALX FIEE BER 7B, HiN ASNinn B2 RH l H AR 5
o« AT LURINAE 1:1 3] 65534:65535 Y 4 R
ST AR AN H R s A i b H AR 21 LA 50 B K % E H bR e 1401 1:2,1:4,1:6.
s =G HTIRZ AL 8 AN H xR,
o BB TN RS 2RI B H AR H

il B T DAL A R
1 EFIRE B ESRE LWL A3 SRS

2. EREBARMERI BRI BIG RGBARN HIETE. A 0 2 4294967295 2 [HIfK]
fE.

3. HIRENETE PN HEN BGP ALE., KA 0 3] 65535 Z Al fh1H
4. EFFRE BGP YA, AREA AR IGP IR,
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5. fE “IPv4 WE” Horrh, fE i O BT — B Bk 1Pv4 bk, B EE
FHABHE B A1 SRR E 24 IPv4 Mok, DUEH 60 ] AFEAT— TP Huhikfav i .

EFAERTE TR TR AR T HRIE Pv4 BTRSIR .

6. 7E “IPv6 WE” Hhorrh, fad B i BT — B — Bk 1Pve Mihk. EAEEE
FHABHE . AR5 € 24 IPve Mk,  DUEH €0 n] AAEAT— 1P Mk .

EHAERTE TR TR AR R IE Pve R SIK .

S8 LM (Add).
T WRE AV G TE RS, Wk KRB ESENE; ESR VPN SE R, 513 .
T FHRE

- \
225k
A TERIN AT AT UE GE T e 8 %) sAR Y afiE (BT HiAth 428780
AW HIZE F YR S TP Huhl, 344 F URL (44, w T oesind ik 540 £ s ii b4 H ISR
o BIRE N T ERNESES
o PR E AT HTTP 8L HTTPS 55 a8 & ES .
GANERINF YU -
* DNS (4
o % (1P Huhik)

* URL

Rig-1RHEYIR
Cisco F2HELL N b 22 A RO 5
o AR YEE TSRk A BLR U T foRT BB ME AR . Talos
* Cisco-DNS-and-URL-Intelligence-Feed ({E DNS %Il F1J§ F)
* Cisco AEIHE O 1P Hbhik, 78R 285 R AmIL )

BARTCVEMIBR RS I dR, (Ea] DLRE i L sE s (a8
* Cisco-TID-Feed (FEMIZE3|FKAF )
BEIEANTE U7 ) 425 SRS 1) “ 2l IR .

e
|
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B waexzemrds

M, )5 HFFECE Cisco Secure Firewall B2 AE 5 ) 2% DI AT ULIE, & & TID nf MigE
PO A E/ e S

] DU e 5 ok v B R LE 2B kA 2 TID Je 3 B,
HRVEE B, 152 Cisco Secure Firewall JB V& e 5 m) 5

MEXFFR: 2FEILETIRMEF[AREILTIFR

RYPEMIE (DNS) | IP Ml (M%) F URL e X4 R BHLIEZ R FIABH IR A1
RBHIRAEIH T AN . EERSIER, HS 2R e, 5 71 i
BOATHOLT . U 42 AN DNS S AR X 2847 Fpf 22 e 1 — 880

B E X

AT LA AR =56, B, R A LB, %0 AFE B AT 2 Cisco Secure Firewall Management
Center ¥ 7 IR AU HE th R iA i dr Al G2 B A1 3R

WS A E Xzt 576 1.

BEXFFR
8 AR AT s R I A 4 R 41 3
WS FE e tGiyR , 578 it

BEXREFEMIIRFIRERAR T
o IP HChEANIIEDR - F 05 il 22 100 SR (R BELLE AR AN R LR SRR A e G SR — 870
* 54 - FI7T DNS SERg IR SR AABLIESIZR, 1 22 2R —8 ).

* URL - H] -1V il TR Skmes (R B E SR AN RS, 04 Gl ity — . Bedh, fienTLl
FEVT IR PEHIA QoS MU L] URL 5112, IXLE RN 73 At MAL BEEY BEK AR AE AR 2 )5

MAIS R 2 FHRITR

SRS LI SUZE . RBLIESIZE. 5k Sinkhole XIGrF 9% H, #HATLL F o f:

xR LR YRAETHRE mIERREFEEMNE?
H 7 SCRH I RIANBH 115122 RIS G BLAS EAR AR AN | A
I

BRI (HEE SR BLIEARR | A R SR ORI A% H s | AN SCFF
FURBHIEZR: )R, JEACFIRS | X S B2 R 4% H
S

B usEeE
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spmmzeERiz

xR LR HmAETNRE WERETTEENNE?
RGP R PN B8 B AR B A ST | A5
P,
ERE N GG B BT IR 5 |
Sinkhole IR S R AT T B . | 2

EZRFEMFEEIFHRTIF

Firepower 7 L Ly B 2 (14 4= SR BELLERIAN BELLE A2, S8 mT DARINT i) 90 20 v ) 2R 7 B4R I URL, - 45
FIP il o IXUEH) R AVFEAT T 2 R LA e e, sl 22 A TR S B s 4 (1 B
1k, AT SC VRS L P A b AGT T R0 IR AT VA

Blhn, QSR BINAZ FE ) — 20T 2% 1P MBI BRI B 22K, R RASZ BB X S TP
HAR O] RERT 2L Ly Bhin ) 4 BESE AL 3, (B Jo B s

ERNTE DL, U5 % R DNS Sl A AT L8381 B A1 & e DX 4 R A o S mT LU RS S i
PEAE X LT3

\}

AR R IUGE T et i 2t IsEIE A P R R R . [FIRE, e s A
BR Z A AL BRI AR VL LI R SAABLIESR o AT RPRANE S, WS T L.

PEZ BB R, T LR B e [ B4 R SRV H eI 91 B 51 M e e L
A HEBR AR Firepower REH: W20 2 AHIIIERME R . 271 91,
22 FRIIFINZHA

EZEEE T, 2 mEInE 4 RS R AASFLIEA3E . R4 R H 0 A 7] LLEE 4 R0 26 s n
BRI H o Rk, I SR OB L% . 3844 AT URL S B IES R AUREL 413, 2240 )R
o

* BRAER - A RGE TR E TR SR AN LRSN3R . 2R A3 4 R B 3 35
o JRAUBIZR - VIR TR R AR R IR B E SRR ANBHL RS

IR TIES

BrTREM U (ARSI JRFIRZIN, BATEE AR A CMmayIR, masErINAER
NHFZ k. #lan, 4% Company A [T 3H A -

o SEBHIE A FR- A F] A RSP ISR - /] A
* DNS B FH1E27) -7 A, DNS [k ASPHIES R -A T A
« URL BBHIEFF-AH] A, URL FHRASBHIEFIER-A ) A
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MgEmE |
B ssammasmzemEsE

i B A3 AR AT B BA R R USSR A3 o 485 AT LA 7 55 BORE 2 i A BT A e AR AR g
HHUABLIESUZRAIANBILIES R o (H AT IRIBRI A (K87 BE 53 T LA B4k 81) 4 1K T H

it 4Ry B O3 R DL SRR 42 R N 2 7] A R P AT [ TP s iE S ANBHAE SRR, (EANREE AT B
AR AN BHL RS2 . EER A2 TP Huhib s hn )«

« RBLIESIER CRA 4R B 6L AT LU JEIERD
« WRBHIESIR - A F] A CRAT A A BB GY AT ORE AR
ARG PR SR S ) I 2 LT o A 22 S AP S TP bk BRI T 2 B
BEANER
RRETIZ*E
Je AR RIS 4 Bk ) S AR B R R AR E SR AN B E SR o 0 s A e AU

Je AR ZARAT F DR A 858 i ) ARy B B3 AT DAK AT P 22 A B, (RT3 S Ve 3O - g
R P 30 H SRR RS RSB RS %

B, AR AT LR S ARIE
o JEARPHIEF K - )R, JEAANIESR - 4R
* J54R DNS FHIFZI% - 45 J548% DNS ABHIESIR - 42
* Jif% URL BHLIEAIE - 425, J54R URL ABHLIESIEE - 42 )5

\}

AR RS R e G A, RO EA RSN, AETIIHE IR, e s
CAEHTEA RO B U7 Inl 2RISR NE AT DNS S .

BEERMAZRZ2HRIIFR

BAFAERPERIAR N, T DUE R X Lo rp RO 1) 1P Ml 380N URL 80 2 7€ LB
HIFe, SLRIPH X

FIRE, R BB E T 875 S 22 A AR B L 22 5 B R S R A I &, W mT DLKs R
R IP Mk 38R0 URL s n 2 fie L) “ANRIE” 313,

FEB ST ¥ 2 A5 IR B, KRR I 28R 1K) 2% H PPAl A
IR LGIRIVEAE L, TS SR WL, 871 1

FHia Z |l
IR 2% B2 2 S Ry 2 ey ), Db 20 BAT U R b —Fh A €
* B

s MORA G WA R RO, N B A HT TR A
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o [A i AT “ABmoi 3 5ms . (Modify Access Control Policy) Al OB Hc & ¥ £ 4~ (Deploy
Configuration to Devices) B PR 1) H & A4

WAGE, R UK LR A T A e AT e
iz

SR PO E LIRAE 2 RS T 222 R R R R 1P ikt 3(sk URL f44F.
P2 frid i 1P k. e URL, SRS HEAH Y R I .

I B A FTCSBIAR
IP itk LR L IEE[ERTRIE S

Fe 1P AN ENASBH 1151 %

TXLLTE TS TP M 11k As 0 21 AH R R 2% 513
URL ¥ URL 75 In%] URL (14 JoBEL1E 5112

¥ URL 75 %] URL (14 JoANBELIE 126
URL Bt URL 3 378 2] URL 48 RIFRLIE A%

F RN E] URL 14 AP 5112
DNS ) 5B 113k K A N E] DNS (1542 Je B 1E 51 3%

F 3 N2 DNS )42 Jey AN BHL 151 3%

T35t 4

$45 T T B A5 B 2

RIS MR H 52004 R s R 4 L 48 73 0L
NERREFEMIIFRPMERFZE

)

i s EZEHE T, KETIRMAITREAL “2R7 « AXRFEMNEL, WS LefHmRIRmE

P, #7101,
s BXEEHIRPRNINEH, ESREEHRNRAERZeRg , 5 72 1.
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B =swmunzmazEs

UK

TR EHFENR > HREE.
FIE2 i i 22 1ER (Security Intelligence).
P3N IE YL

* MEEFIFRFE T IP kb

* DNS FIRFiRE (T84

* URL %I FRF0iE

P4 il “2JRHIE” (Global Block) 8¢ “4xJANBH 1" (Global Do-Not-Block) 413 5% i1 ()82 -
WIS R E MR 4% H 57 b B4

L& FHRAY T RFNIRE
G R T 2 BT DA R B BTSRRI 2. AT SRV SR AR 2 200

WERARGE N AR IR R AT TEiE O I 26 UL AR ST o QRS AT IR B (BRI SS—IRCF
BO o HRE, WERARG LRI RMERER AN, e TR A& H

BRATEOL T, AN DEEER N R — A B oL, T DB SO . A B OB A o T4
SERMEB PIFEE . BEAL, FEAE IR 30 2B — IR FMC DL TR . IR B Ui .

EZ RS T, RERIE T e R, IF HRE dizddh i B BT B o T LME s T
T R 1 R SCUR PR BB AR

TS SO SR ARG, 12 ) S e i R I SRR, 2R 74 0
B REFRIEREFIME

T LR Firepower 5 BP0 BHHT 22 4 R IR AT o

ARFELHTEAE R, ES 2RISR, 56 74 1.

UK

T EENER > WREHE,

$1B2 EITRL1ER (Security Intelligence) 15 £, SR i e85 01 SO HTR (1Y 25 70
AR URL Y5 5 DNS FIRFE R4 ).

$IB3 AEEHESL, Al wmE ()
R G RME (O, MEHENZE TG, s BB ST 2 B .

B usEeE
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$I2 4 %i%E Update Frequency.
PS5 PR F.

BEXZEIFIRTIFRINIR
HEXTIRFE: EX

HFRAFEERN

BENH) R B A ZE AN KT 500 MB IR TR 5 SCA S B3R SO DA B HE axt I 44 o RRATRLEE— A
S HEER: AN IP Hhk. — AN URL. — 4.

Je

R EE IS H B ST I RN ian, BTV R S URL KSR 100 M F4F (RIS
Punycode 5% [ 43 L Unicode Z/xFIHRATAT) 1) URL FIE A5 524 JTANLL B4 H .

7E DNS JIZR & H i, AT LU AR EARE L T (1) WIRT. PrabeS#l Gl Lie. s, %H

www.example. * ]5 www.example.com %D www.example.co i’)JIT_U@EO

WRAEPESCAF RIS INERAT, WL () PRIk AR EAE BAVERMISSCMT, MRS
FE_ AL RS o SR B SO S AR T A 4 H .

IREK

BOE YR, WA URL $8E 625 {7 URL ANREfH Punycode %ifith.

SFT- 30 434k B8 A (R0 B BT TRI B, AZ4E 58 MD5 URL. X ] BART 1- 0 30K 8 0. o SR
45 2 AL MDS URL, WIJAZ0ifd FH 4220 30 208 i 2 Rl B .

ARAEALH] MDS B A, 56 AL ZAT Al A2 DU AT A I AN (0 ) BSOSO rp e ANSCHRFTERE

URL %I|3=#0iE: URL &% FAPCHD &4

LA URL RN (RS 4Ry BB AN A3 v (1 F 2 CARAYSEAI 5 H D W] LIS LA
TN, ENTRA PR ILECAT A -

s FHL4
%11, www.example.com.
* URL

example.com /Lfil example.com fIfTH fik, {1} www.example.com.
eu.example.com. example.com/abc fll www.example.com/def -- {H A FE
example.co.uk I{ examplexyz.com i example.com.malicious-site.com

T LR EEAS URL #42, Bl
https://www.cisco.com/c/en/us/products/security/firewalls/index.html

| sgeE ]
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B ccxzemnn

* URL KREMFHAL, HIT-45 € K ULRC I
example.com/ XL/l example.com; & AVLAC www.example.com BifF-{iHAth URL.
* 7K URL HALMIIFE R AT (*)

RS DR R BRI e B AT o, (EARERR I AT, ANBER R URLHER A
AL A TR AR AT E 5

A RORB:
* * example.com
*www.*.com
* example. *

(B, XHULHS example. com fll example.org fll example.de, {HALE
example.co.uk)

* * example.*

* example.*/
TRl

* example*.com

* example.com/*

* IP M3k (IPv4)
SF T IPv6 Hiuik, 353 F Al 150 [ 5% CIDR %7, G0 H 228 e M40 % .
AT DL & AN AN KR )\ L B FCAF, 140 10.10.10.% 8% 10.10.% %,

SRS 5 X R 5 78

BEX R 2FRIR
I E SCEER =5 2 A AR SR VG A A TLIBR B At s 0T S LA 38 R A (K ANBELLE 2 R AN B E A1 3
KY FRARGILPEHITE IR AT LABCE WA, R — IR R 8 (1 2 A Cisco

Secure Firewall Management Center ¥ 7%, XK SR .

\)

AR AR A RIS A o PUZgHERD, R SN BH 1B R BN AR o G R e
BH I E S BT EL 6 R BT o i, v 29 i 0 25 BE4E (Moniitor) i BELLE (Block) I8 AR 1K1 1 i 42 il K
Mj, FEXFEMLE (Source Networks) #1 B #rM 4% (Destination Networks) 1 I BRIAE any s

AL AT LIRS AR GTRCE D A MDS A RO A E R 75 N BB Y. R AN B _EIRR S N # A

KRBEATHEE, WARGTCH BT P 8O%I . 0T REA SR MDS B AT T A, JCHE AR K
SR

B usEeE |
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\)

AR SRR E SR, RGERPATHAE SSL AL, REBA SCRAEHIIEB IS a8l A 2Rk %
UEIZ TR A5 B 4 o

DR ARG TP SEOHTR ) I TR AT P A% P nT DAZER IR Al o (S, A SIS n]
i ER SR I e T BRI AH S Kl

T B 2 A IR R T A, AR IR
WS HE PR 2k, 575 TSR
IR EEMIR
LI B VFATIE GERIT BB 58D BRI VFANIE (FTT AR B .

UK

BB EPENR > WREHE.
$IE2 JRITREER (Security Intelligence) 5 15, SR EFELR N ARSI
IR 3 AUHIE A EAE LT T R A I T

< RMMLEFIRFRE O 1P Hhhb)
« 57N DNS %13 FA& (Add DNS Lists and Feeds)
* /0 URL %R F0E (Add URL Lists and Feeds)

PR 4 Rl A AFR (Name).

FEZIERE T, WG ARAEBIR IR O ME— K. R GEn] Res YU H 55 1848 M iirlih ik &
B GAFRIIFSRE

LS MR (Type) FHrglRHPIERERE (Feed).
$£126 i A& URL (Feed URL).
FHIET i)\ MD5 URL.

KAFE A LU FLOREN AR T S, BRGNS N R H .
/T 30 73-BH ¥ BB IRV B 5 22 MDS URL.
UK 55 s R HLAE MDS URL, U4 Z53% £ 45 /D 30 230 1] B .

$IE 8 IEPEEFINE (Update Frequency).

P9 LR TF (Save).
FrAECAE RS R, BN RAES KT EIFR R .

FHEH R EFRIR
LA P VEarE GERTT BUP B B ) BRI VFaE (T A B R .

| sgeE ]
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B cexzemmnz

FHia Z |l

WIRE NG — A IR B L

UK

B EENR > HREE.

$IE2 JRITRL1ER (Security Intelligence) 5 55, SR 5 B FIEEAY
$IE3 S E#R (Update Feeds), #RJEHHIA .

L4 riili OK.

Cisco Secure Firewall Management Center |2 F1SGUEIESE BT 5, 2R 8 ol A 2 e & . 181
BB T 4l ST I DR .

BEXR£FRTIE

ZAERINR LT 3) LAER KGRI IP HihE A bk . URL a4 6 g 23R . W SR By 78 A%
W ¥ Cisco Secure Firewall Management Center[) 32 5 B 45 (KRB — A4 75122, A @ XFIERIR
HH.

B, Dn SRARE R R Y R b PH LB BRI U ], (RO SO AU T, R R A
Y RANL TP bk (1 558 SCANBHLIEAURR, 1T AN M ) P2 SRS 1) BELLE 5103 I3k TP 3t Bbsoxt
%

A

AR EARRE AR AR IIRTE o LR HERD, Kbl B s AR ISR BN E S . G SR i
Bl BH I SRS B R B A i, 1 2 A AL B35 (Monitor) B4R LE (Block) SR A 157 i 4 1l
U], JEXTIR M 4% (Source Networks) F1 B #RM 4% (Destination Networks) 1 FIERIAE any.

ARINF S AR, R LT S0
o HiHEPAT S HERD T LA o B 32 Z [A)EE o 3 128 Z [A]HHEEL (73003l T IPv4 FI IPV6)
* 34 1 (1) Unicode 242018 ] Punycode ¥ kAT 40fs, I AAX KNG,
© HA PR TFRAR IS KN
* URL "'/ Unicode N AEH] 1 43 Lt G fih i 2 HEAT S hd o
* URL 1 HH P X KN
o IS (1) TR B4 H B ERE o
S A AR EK, 575 U R Al UK

ARILH AR S H , THE R LR ST

B usEeE |
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188 % 2154k 5% L 153 Cisco Secure Firewall Management Center .

* WIAAE URL B DNS ZIR PAATER sl sk, WIRSES 0L ac. filhn, i
example.com Y5 N E] DNS %13, W RS www.example.com il test.example.com FJULHAL .

* A4 AX) DNS 8 URL #1345 H W4T DNS 4k CEmRE ) o i, e URL 413E& i
MM http://192.168.0.2, It H LT A http://www.example.com, MRS S http://192.168.0.2
IT_EEE, ﬁﬁ}% http://www.example.com Z:@EED

1B % £ 1548513 L £ 2 Cisco Secure Firewall Management Center

T
$IR2

SIE3

FIES
$IE6

PE1

EHr2FRIIE

T

BRI, I SRS EASERIA . ANGEAEH] Web IR SCCIF A WA
TAE VTR, W RUANRSE R REIA.

UK

R R > WRERE.
JETF 2 £ 18R (Security Intelligence) 1 /i, KRG EFRA|FAKAL,
sl A AR T BTk A1 R e I

* ARIMMLFNFTFUFRE CF T 1P Hubib)

* 7~/n DNS %35=#0i& (Add DNS Lists and Feeds)

* NN URL %3&RF0iE (Add URL Lists and Feeds)

I\ Name.

FELWHE T, W RLIRAEIZ IR G T UL ME— 1. RG] e P -5 e 1 iirsslrh Toik &
A TR AFRA PR

MRS (Type) Fzal&r, HFEFISR (List).
rith Browse WYL R 53R L exe X, #RJ5 i Upload.
mMiifR7F (Save).

T—$Hita

148 TC T BB 0 B X S o B AT A R, SRS R A HIBR A H 35S A S 2 AT R A 3 R
%H, B30,

FELZHHE T, RGOS BRE IR P QIR 5, T LU AT g . R 00 o Won e SE
RAPERN S, ERZEEO P AT U LT g . EAE MG AR oA X &, U1
ENE30 P

pUK -]
EHTR > WREE,

sgeE ]
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sggE |

$I2 EITRLER (Security Intelligence) 75 i, SR )5 B4R,
ST 3 FEBHIPIERS, St g ()
ARG RIE (), NIRMANE S A, B A5 i B AR .
T4 WL TTE BRI SRR R, TR, SRS R A R 12 3 T A7 R SCAR S
SIRS AL T A R AEAT L
HIB6 6 “ AR A T, SERSE L R EUS AR, SR A g
TBI1 1R E.

T—F#ft4

18T e FRT IR S R KB AR WS R R HER S B, TS AR A R A R TR R
%H, #7370,

Sinkhole

Sinkhole X} % X% 4 Sinkhole #1478 4% $L A A AT 4% dh Hb ik (1K) DN'S AR 25 2% BR B AT fl AT B IR 45 2% 1) TP
Hodik. #0T LLAE DNS B AN H 5] A Sinkhole %§%:, LUK UG 7 & 5 7] £ Sinkhole. #5050 4 i}
S [RIIN A3 IPv4 itk Fl TPve itk

£1/2€ Sinkhole %%

B ZNAT i VFarIE GERIT BB B8 ) sRERVFaNE (T A BT .

o2

TR EFHR > WREE.
T2 W GRRIIR T EFE Sinkhole.
$IE 3 fidiR0 Sinkhole (Add Sinkhole).
PIE 4 fHi N\ Name.
TEZHRE T, N RV Z RGP ME— . RG] RE2 YU -5 e 2 firiekrb ok i
BN R AR o
HIE 5 i\ Sinkhole [¥) 1Pv4 ik (1IPv4 Address)fil IPv6 ik (IPv6 Address).
PIR6 LALLMk
o W R EOR R E 0] 2] Sinkhole IR 554%, HILFFIER S Sinkhole Bi%# (Log Connections to
Sinkhole).

o U JEEDRE U R OE 1) BHEMAT IP Mk, 5L R LEFER S Sinkhole BY3%E#E (Block and Log
Connections to Sinkhole).

B usEeE
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FIE T U BB G H KL (1oC) KB /M B4, Sinkhole, i MR (Type) Ry & rhikie—Fp2sm,
TIB 8 HiRTF.

SLA I5¥5 88

FEAN ELIR I B SR 25 e B (SLA) MR da 2% s SOSZ MR s bk (0 e semss, IR PRIES B b e mT 4
T ok 3% ICMP (9] AR SRFSEAFm N, SR 2 i b i T P . G SRS SO, 26 bk AN ph 3R
PRI A FH 6 4 6 i SR 4 . SLA M43 VRNV AE 328 5 37 RIF U T RF SIS AT, BRAE M B A TIL B R bR
SLA W¥sas (WU, MEgsifRid D o B PRORSS Zoi il (SLA) i a0 S FHTE 1Pv4 S %
SRS IR “ B H R R FBe . IPv6 it kI Bl i i th BRER AT H SLA Mis4%.

T IR IR SR B 5 g B e A

UK

Qe

eIk 3T (Object) > 31 5 &3 (Object Management) Jf: M H s H1i% 4% SLA #4452 (SLA Monitor).

RN SLA H5#5 88 (Add SLA Monitor).

TEZFR (Name) 7B AT S 2 7R

(AJIE) 7615 BR - Be i AT S 1 i B

TESREE (Frequency) BN ICMP I & SRAEH AR CLAFR R A7) o« ARUEIEH A 1 3

604800 F8 (7 K o BRIAE K 60 F,

R BIRANRE /N T B ;S DA ZBUKE AR e 450 g = F0 A 0T LIS /M o

$IE6  7F SLA M53582 |D BN SLA BEM ID 4. (IR 1 3 2147483647, fE— ks HE%
AT LLAIZE 2000 4> SLA B:4E . BEAS ID Gt 5 7 SIS ALV 45 i B rp 06 25 S E— 1)

ST ABRETET, B ICMP B NG R 2 5 HAEE S LT R 2 57 24l i) (A=A
1) o {EMVERY 03] 2147483647 ZFb . ERINE N 5000 0. BIE AN 455880 & AH K FAF .
AT DU X S R DAL I A B I . B AN 2 M P M bk vl i i B R b
P & Vo] LA 8 R ok R (L

$1R8  (E#BET (Timeout) B, fir N\ SLA $#A/ESEAF ICMP [F] 3375 SR i B (9 i) i (AR R BAhr) o fH
JuFE A 0 31 604800000 ZFP (7 K) o ERIAME N 5000 ZFb. Wi AR B e XK R N A B2 W
P HuHE IS A N7, DU A B E R AR A % R O FH A5 00 B ER R e
ER AR AR ACRAY CREATCRA 6 0 2 R AL AN ) o

$£1B9  EEEE A/ (Data Size) PRI ICMP i KA A AN (LA A8 o HIEER 0 3

16384 F5. BRIMEN 28 7741, 'l —/NErh 64 F 1 ICMP B, s 20 s & N & T

S AR f KA S A (PMTU) UV KAl . A T SEBLATIAYE, ml AT S8 BRI B K,

DU ISR H A5 2 T8 PMTU B . K PMTU 2520255 VERE, 0 ARG 2 et v, AT g2 s B

A% 1 4 Bh 5 4%

Qe

JRY TR Y ]

SF Sk S OSF Sk
S N N N O
Sl B W N =

| sgeE ]
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B s

S0 7F ToS F-Bth i ALE ICMP i K B A1 TP 1 S 5 SCH IR 252571 (ToS) IIME . {EYEEE K 0 F 255,
BN 00 M BHESIEIR . nAETESEAE R om0 b H A 2% FH T SR % AR
e N R TR .

$EN EEIEEEE (Number of Packets) 7B N ki s wBes . (il 1 3] 100. BRiLKh 14

TR I SAHO B ] BE 2 iR HL S5 3 Cisco Secure Firewall Threat Defensei’ 25 WA 4 52 Wi 44 (16
WETCiE ), WA BRI S B .

12 (- MRS (Monitored Address) B, S A 1 SLA 4845 i L T YL TP Hudik.

13 AT XK AR BRI R 4. 7R XA O SR, WIS s vl ik L S A AR 1Y)
RO D IRE e 4], SR AN, TR S %8 D A ek 4L 16 S P A e 4 X
L AN G AR AL 3 ik 4 Vs IX Sl i, RGA e B EICE F L.

L4 LR (Save).

e R

B (8] 35 B
0L B ST T SR I O
A\

ER N BB 7.0 FFUA, Snort 3 S HEEETIFAE] ) ACL.

£ B (855 Bl X &R
D R ARy B SRS AN AE AR A I TR R P S S B NI TRV RO 5, SRR AE SR 4R e 0 5
TR, IO BROGE T BB B
JUREAEAS T RIURE 8 H (10 SRS SR r i s I 1w v L X 52

)

ER I XRR R AN TR], AN - E SRR I TR 9 L SR Y s TRD S B o B XA 2 B 50 % PR D
A, EIOURRCE, 1EAE BB fE CLIH, Al show time-range timezone Al show time 4 (1
[ Cisco Secure Firewall Threat Defense 22 % $85d) o Btk HUAR IS X 278 56 8 HE O X,

FHia Z |l

AR 5 Ah B (4 VA SRIDR IR I DX FH B () Y Pl BRIATE W 2R UTCo BT 0 5 v 4 ORI IR IR X,
R & > FARE.
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UK

TR ERENR > HREE.

WIE2 MRGRBHE S, R ESEE .
PR3 pidiiR et ESERE (Add Time Range).
g Y TN

THIEST LU HEN :
o WURGEAER N HIN G A4 PR R 21— DR, WRROERR RS 2 @8R 7B Ll 2 iy 44 [
il o

o TN UTC, BRARELE 8& > FEI&RE P A WA ER X,
o {FFT 24 /NI B AR . Bildn, N 13:30 o 13:30.

o BHRE - ANESAVEE, IR R ORI ] CRIITLRNE S RBUEN] - B 8 AL Rl
ARG, THIEFE “VEHRAL” SEE .

© BHREZ Ry, Gl BRI T B 8RB 5 A OSSR H e L O
MR, HER “VulRM” FHER.

* BRI DAE A b d AR E 28 AN T B

o B — RECAFIR AR I 8] 5 2 S ANIELER ), QI 2 AN ER G, G, ZArbRiE T
VRIS TR] LA A I T S S, 3 03— BAy U i A T A2 18] 5 10 5 I ) ¥ [ 0 2 «

< W RUEMTI R 5 SRR 8 I EEH ARG, DAK
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W72 vary (LBRAMEDN any) IRMBIPTAAR RS BI0 vary Ja, TREAEMIAERELH BE X
BN, AN RS, BB F B E L vart, W] DARRRE AR 7EERIA
A AR [ SO R IEIN, R T MR FUE X var: MRS (i, FE RS 2)
IR 2 HIT{EL .

372258

HEREARIGIAN, AT DHRER R . ASRHIRER . FERRR.

B usEeE
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BYHHRETE

FE R, SMTP_SERVERS. HTTP SERVERS #l OTHER SERVERS 247 %L [k E4%

o

TE it} BERIMLE HERR B P 2%

SMTP_SERVERS H 5 R AMY 10.1.1.1 -

HTTP_SERVERS EEE I 10.1.1.2 -

OTHER_SERVERS F e YA 10.2.2.0/24 -

HOME_NET EEE I 10.1.1.0/24 SMTP_SERVERS
OTHER_SERVERS HTTP_SERVERS

EHHHRELE

EAHIH, HOME NET j&— ALk &R &, Ko HOME NET fHkERZIGHM; W,
OTHER_SERVERS f5& X f1# HOME NET, PKit#ok7rH 35 ditkE HOME NET.

TE e il BERIM L HEBR B 0 2%
SMTP_SERVERS o SR 10.1.1.1 -
HTTP_SERVERS 5 YR 10.1.1.2 -
OTHER_SERVERS FA P s s 10.2.2.0/24 -

HOME _NET
HOME NET 5 YR Y 10.1.1.0/24 SMTP_SERVERS

OTHER_SERVERS

HTTP_SERVERS

FEXIFHREN. BENTE

TR AR R AR SR, DIASRERE FIABI B s K42 5 NONCORE_NET K&7R
SR L Z A TP HhiE

TE e it 120k HEBR B ) 2%
HOME NET 5 SR 10.1.0.0/16 -

10.2.0.0/16

10.3.0.0/16
EXTERNAL NET 5 SERY - HOME NET
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TE i) BRI HERR B ) 2%
DMZ NET P e S s i 10.4.0.0/16 -
NOT _DMZ_NET P S A - DMZ_NET
NONCORE_NET P e s i EXTERNAL NET -

NOT DMZ NET

TZIHIHEN. EENTENERAE
VER =B AR v, 180T LUE I 61 i 45 8 NONCORE_NET KRR ZARY W 45 2 AT
IP hil, WABI TR,

TE £l BEEIMEE HEPR AT 28
HOME_NET E15E SR 10.1.0.0/16 -
10.2.0.0/16
10.3.0.0/16
DMZ NET P e A 10.4.0.0/16 -
NONCORE _NET P s i - HOME NET
DMZ NET

R
I
K
el
A

AR A, BRI Bl VRATIE GEMIT BUPB i 58D s VERTIE (BT HAb B3R
DI

FEZRE T, R Won ST QR 5, BT DU T gt . R G002 Bon AL SG K
FRPEI S, ERZENG O N AT DO LA T g AR A4 AE JE AR P X 5, iU
FiZik.

UK

P11 EHENER > HREE.
P2 NGB R P EHTEE (Variable Set).
$IE3 EHAESE.
< AN - W SREAN N A e R A, i AR ZE 2 4 (Add Variable Set); 1S QAR BAE
97 71,
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R
I
Kt
il

ozzze [l

o TR - WIS B AR, S BB (W), SRR TR (Yes). AfE

T BRI AR f A i TAH SN AR AR

iR R MR (122 H A o ) 3 1R A AN 2 AN ok e LA 5 s S 45 rp 32 52

o Gkl - R gRIEAR AR, T AT RS AR RAEA REE ()

i

~

BRGS0

o LUK - WUOREE AR IEAR AL, TWITIRMAARR: AN, DU R LR IR ) 44

PRo WERBLER A FRIIE, WAl IE R T BOR I SERR (0O
CEHACE - ZEHAAREPUSNARE, HSHEHAE, 597 it

PR EHENR > WREHE.
P2 NSRBI R P EH T EE (Variable Set).
FI®3 AR E & (Add Variable Set).

$I2 4 i\ Name.

FELHHE T, WRYIRAEIZ IR G T L IEME— 1. RG] Reo P -5 e sl b ik &

BB ARHIMR

I 5 4 N5 BB (Description) (FJiE) .
$IB6 FHAREPRLE; HSWEHA R, 597 1.
F$ET 1iHRE.

T—F 4

© WARGESD RS G RS B, AR IR G TS P B E

B ZNAT B VFATIE GERIT BUPrB A e sRERIVFANIE (FT AR BT .

FELZHHE T, RGOS WRE AR QIR 5, T UG AT il . R G004 R AL e
RAPEI S, ERZEE O AT DO L AT g A 4R AE Je AR X 5, iU

EXEACP
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TE1 EERR > HREE,
P2 N GEAG| R P ER T EE (Variable Set).
$E3 BN RESUN R () .
WRBRME (©) , NRHEE S T, oo B35 15 i & AR .
$IB a4 FHAE,
o WoR - R BRI e, TR BT R 5L ME (Value) B IAE T .
o IS - GRS AR, 3 AR (Add); SRR INAL R, 5 98 .

o B - RS MR (W) . R VRIS O AR, I AR (Yes) LAIA
T BN AR

SRR BL TS
- RN
o RN A A A P 0P i 02
A THLSER A

.
P2

o Gt - SRR AR SN SRR () ¢ IS gefi AL, 3 99 UL
© A - QURER OB SRR EE N HBOME, RGBSR RSIAN EE . NREE R KA
s, WIRMLU RS OLZ — T

* HEE OB
o Bl T SR
2T SRR WSS R IO N N T eI R T NN [

FIRS rRTF (Save) LIRS, WERAR R IEAET W P HI A AL, 15 i 2 (Yes) LLFIIA 2R
17 5

HT T BRI AR A 1 2 B E P AT AR AR R AR A (BRI, DAL, Bl BB R R AR (142
o B OR AT B ELEAT 1 A SCIR A e A a4 v (1 1% 30 2 i L

T—%#ita
o ARSI G WA F, TR G TS S R R O

LA P VEATIE GERT T BUP B e sRERIVFANE (T AR B R .
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UK

PR A EEmES T, AR (Add).

PR 2 7& Name 7B oA 2N — AN E— 4495

LIE3 NEB (Type) Nk, EPEMLE (Network) aim O (Port).
PR 4 HREIREE:

o RN TIH AR 0 28 B 1 81 A% B B S BUHERR I H A0SR, AT U R —ANEE AN,

SRIGHMTHEL, 20 s FH 8 & (Include) 5iHERR (Exclude).

B L SR D 5% iy 11 AR PR 0, 7 7 e A SR RN HE R AR 41 3R b i bk B VS, HERR I
HhhE skt A5G

BN AICTE, ARG AR (Add). X T RZE AR, AT DU SN TP ik et bl e X T
g 1 AR, AT LA I A 1 B e L IE AT () BT IR R{E. WA, TEAE
L BN Z A H

o DR BRI S MR L, 0 A iR (W)
pE s LA BCHERR AT H S AT DL ISR R AR . B R 2 T
AR MEEE.
FYRS il Save (RAFACH . WIAZASIN H € AL AR P (BT AR i, ] AGEHE LR I

o PalF R (Yes) VIV PR 4140 R AR RS 0 1252 SUAEE Otk A AR 2 XA Ao 1
R IR

* mili & (No) KA AN A BRI AR AR A BRI any CHEMIAEHAR [ € AR B B AT IR ER
WD .

FIR6 rlRTF (Save) LIRS HOUORAF DN, 5% AR AR B (X A3 U I 428 1) SR 229 58 7 Dy 3o 30
W&

T—% Mt 4
o ARSI G NN S, TSR G TS S R E S O

WIET

Kt
gl

TR i VEarE GERTT BP B B ) sl VF e (T A BRI RAY)

FELWHE T, RGOS WoRE IR QIR 5, T LU AT el . R G0 o R S
RAEIN S, ERZEED N AT U LT g . EA T Mg AE e AR X &, i1
B

] CATFI I G 6 5 A SCAZ AR A AR
TOVE SO AT AL B 1 B AR (Name) BLZER (Type) {5

| sgeE ]


management-center-device-config-72_chapter3.pdf#nameddest=unique_34

sggE |
B vaniz

UK

T AR EGEE R, ARG SU RE (4
R ERE (), MRV G R AL, B BT SO SRR .
p YRGS

o D SRELRE IO W] F 4 4 5l 11 91 A 2 B4 5 sl RR T H B3R, AT RLERE AN e AN TH
R BEATHI, B Rl B (Include) BiHERR (Exclude).

=BT a1 B ) 4% g 11 A ) A AR R A RN HEBR AR T A R b (b bk Bl VR S, HERRIG
otk ol AL G

o EAN—ANFAE, ARG AR (Add). ST AR BT U RS TP bk etk Ee . 6T
Uity 1A% 6, ] DA I S 1 sty U L, FHE A () BT LRRFI R BRI, A RE, nEE
LR N Z AN A
o G ST AL Ay S HE R S A BRI i e 0 S5 MR (W)
iR B ECHERR I I H 213K AT AR HS JFUCA R R R AR . W R SR Al G T
WANE) PR

$IB3 il Save (RIEAR H

TR A fHRTF (Save) LIRS WERAR AR IEAE AT M IS AL, 35 Rl 2 (Yes) LA 24k
AP S ORAF LN, 5 A B AR (1 I AV ) 42 S SR 22 87y i RS

T—% it 4
© WSS G SR B, WA E O E NG TH S R I T

VLAN #r%

BEE KB VLAN FRicd it SA0E > VLAN Fricdslibric i .

AT LUK VLANARICRT R AT 0 . HERZ NS gt 8IS, AR — R 5 VLAN
PRC AL AL

HJ LAFE 2248 Web JL1H] AR 1K) 25 AP A B VLANFRICHT R A, WREIAI S %, #ltn, v LIS
EAE R T4 VLAN BV a3 b,
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il 32 VLAN #RiE % %R

UK

B EENR > HREE.
B2 P ZRRMYIK S, L+ VLAN FRi2 (VLAN Tag).
$I1E3 IR VLAN #5128 (Add VLAN Tag) Rz, E£Rmt5 (Add Object).
HIE 4 i\ Name.
FIRS MR,
IE6 & VLAN #riIE (VLAN Tag) 7B A HE 7045 E VLAN prid ol .
FIBT EH R 5
s GREAVE IO RIATE T, THET RIFBREREME: HSH AN RER , 513 0
« R BB S N BT S, ERIT “E T (Override) F2r IF s RN (Add); TES NN
XGET , 13 T,

FIR8 PRTF.

T—5#tta
C RIS T A S, R R, SRR

VPN

&Y LAAE BB e EAEHIBA VPN W5, BRI SO 5, R AURAT A B R, JF HA&
(KR BEVF RTE IR 7 20006 A2 3 HR AR 2R o S REAE 20 el P O B X X R

BB B 1) IKE SR B

IR AS 4 (IKE) A2 H T8 IPsec X AT S I0AE, PRI AIS> K IPsec IN% 2 LA & H Bl
7 IPsec 24 KIE (SA) M HIEMN . IKE Whi Gl & AP BE . 35 1 B Bebh i 11 TIKE X485k 2
)] 22 A oI, AT SRR BEE AT 20 2 I BOh 22 45Tl A . 050 2 M Beth i 3090, IKE Jy FAt v FH & 57
SA, Bt TPsec. 5B BCAE W i B A4 FH2 0 o TKE B — 4 AN ] TR L 2 i) )
RIEE. ERXTEAAR & A (L) IKE $0%)5, BIJFES IKE Bhig. Ubsems s ipit 2 4 2
BOH TR 5 42 IKE B o

X IKEvL, IKE J7 5 AN F AR A . 8 mT DL s D8 22 N0 S A0 1) S kel £/ 22 /b —
NG SRR SRR S ILAC . 5 TKEvE A, 75 IKEV2 J5 58, Bl BLE— AN SR Rk FE 24
SREMBEAL . i TR EEARAESE 1 B Belp ra sl IRIgEA T a4, DRI AT Q3 43S IKE U5 2%, (HE5IE%
AT S, BAnl sty ZEH 5 SRR i e 4. X T IKEv2, SIS RATRE S I0iE, I
AW A 2TRE SCEH A Bl 2K
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AT S B0 2 IPsec VPN I, 751 IKE 5% . FCTEA SR, iEZ VPN,

e & IKEv1 SREG AT &
{fF “IKEv1 5% ” (IKEv1 Policy) TG4 . ZwfH Bl IKEv] SR 5. 1KLL SIS0 G40 7 IKEv

SR i I 24
iz

L1 R REFEIT S (Objects) > ¥ 5 &I (Object Management) Jf M H sk k£ VPN > IKEv1 358 (IKEv1
Policy).
REH ) 2 AU E SR, ARG B AR T, AT REE () L A
FAE () @M (W) K.

12 (W) EESRM (H) RN IKEVL 8 (Add IKEVL Policy) LLGIEHr 5wl 42 .
FIE3 O KIE AN BER (Name). % foiF 128 745

$®4 (k) T RN (Description). % FLIF 1,024 N FFF

LS AERFELR (Priority) N IKE SEBE AR 5 HAH

B R WA Rk (SA) N, RSG5 PO B g 0 S5 A LA 1 TKE SRS U - o SR
IPsec X SR A STFFAE RSN 2 — SRS I E B HL BN Mt gih e XS 1
BUEVEHELR 1 ) 65,535, BUEMAC, DLegulim. AR LT BUR A, B O o Fo AR AR 4y
FofE, AT IFERIRIG N S, JREL S Hmgkat,

P (AN T IEREIN A k
FE P52 2 TKEV SIS AL R b0 2 FERA S, S (R B PR o S5 B 48 RIS . T VPN
AN, AR S A AR IR 5L . T IKEvL, IEFAIGIETZ —. A I
(SEREVEE, V5 S B Yo A AN I ik

HET EPAIEN BT (Hash) 5530, T T 008 B g2 2k
FELRE N TKEV 1 5 S8 VIR 0 28 RSO A0, 8 AR B PR 132 8 4% SRR 90, XHT VPNR
AN, USSR S P SRRV IC 5. A SR TR SE 3B, TS ) v s A FH b
HU

$IE8 %% Diffie-Hellman 4.

FIF N2 ) Diffie-Hellman 41 . #8500 KW 22 4k sy, (H RS0 2 P ALFER 8] . PSSR0 2
FUCEL A . L EEAE VPN th RVFI A . 3 IS IR (K 52 20 B, 352 I e 52 ST 1Y)
Diffie-Hellman #4541 .

P WE LKL (SA) IMFFEHAMR (Lifetime) (LARPGIAT) o AI4RE 120 $1 2,147,483,647 £ 2 1) (1)
fE . BRIAMIE Y 86400.

B usEeE


management-center-device-config-72_chapter31.pdf#nameddest=unique_1159
management-center-device-config-72_chapter31.pdf#nameddest=unique_1160
management-center-device-config-72_chapter31.pdf#nameddest=unique_1160
management-center-device-config-72_chapter31.pdf#nameddest=unique_1161
management-center-device-config-72_chapter31.pdf#nameddest=unique_1161

| xgeE

5E ke %535 [

M RREYIBRIN, SA I HAM A P XA Z M E B R . T, FraRifipBoe G
B>, IKEWp R4, (AL, FFPEEIRB, KRB IPsec 2 4 IR (13 L AH LU R 5 ST B 14
R

IR0 BCEAEW AR A K S8 38 IE A 7% (Authentication Method).
i Z=%4A (Preshared Key) - 7£ S 4R IGAIERTBE, Pl L 5235 B SO S I AE A X 54k 2 1) L 52 3F
Y IKE o SRR [ — PO = B A B e rh — AN S 5 454k, WITETLEE T IKE SA.
* JE$ (Certificate) - 248K “UE15” (Certificate) FI/F VPN 42 1 5 0y B0 UE J7 kIS, 4544 PKIT
SERE VIR CA MRS B3R USR5, JE LA B AT B 30 AIE
iR TECFFIKEvL 1 VPN #ifh b, ik IKEv1 Slg 0 4858 1 SR BE 7 75 25 il IKEv]
SAIIE LB RCE BN E . IXESEZVCHS, ), S AR
TEN SHRE
IKEv1 SEESAS N2 51 & .
it & IKEv2 SRS 3T &R
i “IKEv2 5% ” (IKEv2 Policy) X 1EHER B . MHIBR AN 4 IKEV2 SRS 51X SESREmE 6 B A5
IKEV2 SRl I 75 (1 240
puk S
FH1 K IREFEIT SR (Objects) > 35 EIE (Object Management), #XJ& M H 3tk VPN > IKEV2 5
(IKEvV2 Policy).
RAUKHI 2 TR s, ARG E B IRABE T Mo, ErTLAgREE (4D L
(©) S (W) g,
$2 EFSRIM (T AN IKEV2 588 (Add IKEV2 Policy) LLGIHE B4 .
PR3 ORI A B TR (Name).
KGR RIA R e SRVF 128 NF4F .
LA USRI AR (Description).
HEERT R B . 2 AVF 1024 DNFFF
LIS AL (Priority).

IKE J7 RIS . 22l 4l W22 000K (SA) I, AUSE ZRAR P Aff 22 PN Wb 33 0 S5 A4 L ASC
IKE J5 Gy o Ui ARG RE IPsec X A5 A SCRAE RSO 28 — N HIE P € 24 Ea 20l i —4
HRARNLSE LSRN e XS H . ARG 1 2 65535, HBAR, DUoEgm. et 7B
B, B LR S BB AR AR MR, A1 TTURRJE D 5, JFLL 5 i gkat,
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W AR (SA) MFFEEABR (Lifetime) (LAFPAIANL) o nl4R5E 120 2 2,147,483,647 Fb 2 [H] 1)
i BRI A 86400,

M RREYIBRIN, SA I HAMAAE P XA Z R B R . T, FraRipBoE G
B>, IKEWp R4, (Hid, FFEERGEI, Kokt IPsec 224 IR VI B A LU 5 SYI R 1)
R

BB TKE S A A5 T 1 B A0 1) S B M B 5% (Integrrity Algorithms) #573. BA S B v B 5,
B THRN B e .

FE Y 5E 0 IKEV2 J7 S48 FWIB RN s F B FLvL T, S BB T 232 B e & SR IS . 6T VPN
AN B, D AUERE S AT PRICEC IO 59 . IEPEEAE VPN I RV T k. IR
M SEREULR, 52 [ e e A FH WR L6 B8 v

BEREF TS5 1 BYBE SA (FHFERYEE 2 B i) 1N &% (Encryption Algorithm).

FE Y 5E K IKEV2 J7 A8 F WA s FO S A SLvE e, SR R PR 32 A B & SRR . 0T VPN
NSNS AR RS TR TTEC I 9. JEREEAE VPN HH RV T k. B Kk
T SR, W2 e A WA In o 0

1EFPRF E% (PRF Algorithm).

IKE & A F B 808 L DA BE AL R £ (PRF) 573« 7 IKEv1 1, SE3EVER PRF LA, (H

FE IKEV2 Y, ATLIONIXSE SRR AR 5k . WEFE S VPN SR VRN BT Sk, A1 RIETN 5¢
UL, S B e AR RS ST

%3 DH 4B (DH Group).

%7 Diffie-Hellman 2 . A0 TE K 22 4P sy, (H BT 2 AL BERT (0] . PN aE R 20 B
HVCHE A B . HEFRIEAEAE VPN P RFRIH . A IR 52 30 0, 352 P vese B8 10
Diffie-Hellman %4 .

rilitRTE
R R FAT AR, WEH IR TIKEV2 SNSRI BB o WEARARIESE, fE Baniiinii g,
FLAAZGAR AR BE S, DUl D DR A7 B SRS

BB BA1E IPSec 121Y

FERCE VPN #i4hif, AT IPsec 775 (BHAE) o 7E5 ISAKMP #EAT IPsec 2242 kM) iy U1 1],
X A8 [ T Al PR 5 5 SR ORI 8 B AL e PO IS S AR T S 25T T+ o

F4 IKE A (IKEv1 85 IKEvV2) , fELEA[FI) [Psec J7 R0 % :

* A% IKEv] IPsec /7% CREHAE) X, nlLLUEFE IPsec 1847 A, I 52 I 5 160 I Al
B ISIESE, EAT DU R R AR T, R VPN PR 2 ANLE, 10 2 AN IKEvV]
IPsec J5 X%,

* A IKEv2 IPsec J7 Z0 4, AILAESE VPN 1 VR FT A INE MBI 50k . A1 IKEv2 P
JOITR], O S5 AR I 20 ) SR FR) o 13 I AR T o
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| dgee
B2 IKEv1 IPsec 52395 ]

IKEv1 Fl1 IKEv2 IPsec J5 ZE#BAd FH 35055 2 4 Ui (BESP). ‘& f LAFRAE G336 UE < s Al e B 4% 4 o
ESP 24 IP 22 50,

\}

ER IRAESO IPsec B A8 FH N8 A5 43 50

AL & IKEv1 IPsec A =X &

UK

FIE 1 R IGEFEXTR (Objects) > X R I8 (Object Management), 4R M H s 4%+ VPN > IPsec IKevl 77
Z (IPsec IKevl Proposal).

R LRI E 1 7 %, WA RGoe UNERME. MG Mg, Sl 4wig (4 « &
G WE (O) MR (W) E.
S1m2 LR (1) AN IPsec IKEvL 75 (Add IPsec IKEV1 Proposals) b G EEH7 677 % .
FIR3 UL A BFR (Name)
KM BRI HR . % VF 128 DF4F
FIE 4 hIkJr i\ RR (Description).
WSS RN o % VF 1024 A 75
PIRSE WL ESP MNE Tk HLTT R AR e P SL (ESP) I %

T IKEv], EFRAHIGEINL — o FEPRE T IPsec 77 S AN AU ST, S8 IR R T VPN
B P SCRFI SR A ORI SE BB, 135 2 B e SRR T 6

$IB 6 Jy ESP 815 (ESP Hash) 2k — /M.
A OGETUR) SEREBER, 13 2 ) v e A IR LL By 0%

TR R E
KRBT s eI .

B & IKEv2 IPsec 5 =53] &

UK

FIE1 R UGE TR (Objects) > X &R EIR (Object Management), 4R J5 M H s k£ VPN > IKEV2 IPsec
77 % (IKEv2 IPsec Proposal).
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R LURTICE 107 2, A R OB ARSI M, W LA 4t () .
HEME (O) i MR (W) K.

S 2 EHRM () RN IKEV2 IPsec 7% (Add IKEV2 IPsec Proposal) LG5 11 )7 % .

FI3 NI R A B (Name)
RIEXT R LR % R 128 N7F4F.

R4 NIk EHi iR (Description).
TRIEXRT S . 2 VT 1024 N EFRF .

HIB S PR P T S0 5E Y ESP 8131 (ESP Hash) 777, B ul 58 #5035
P2 BB A ANSZ R NULL 1% 1) IPSec B8 . #i{R AN IPSec IKEv2 #4133+ NULL

e,

X} IKEv2, T3 ESP 8151 (ESP Hash) [T A 0. 45 eI 5c 5300, 155 W v
S AT FH I e A B

W6 LR ESP % Uik, M7 R ME Rl (ESP) N5k,
KT IKEv2, fidh “iE$e” (Select) AFI HF—ANKHIGHE, ZEXTURAE R AT DUE B R T A iE T, 7
YL T IPsec 77 E 1IN LS ST, S EE R BT VPN (1 & i SC R 5k . A RIE I
M SEREULRT, 2 ) e s A WA Jn 4 403

ST HiHRTE
S I XN EITI et

- . Y Pan
B B fEN 28 55 B X &R

AW SR AFAR AL SRR G i) — AU PEA NS, T2 SGZ AR N VPN KSR . fildn,  7EZL SRS
S, AT DARCE AL B SURI B E A

TEESL VPN BEIE I, Reff e N H T F P IR ZH 50 . RADIUS F2AUIR S5 35K 23 20 A Sl B i
G E S AR

\}

AR BRI LA TSRS A AR SR o 0 TR ] SE R AL SR B o (B SRINT AAA IR S5 &

PUN SRR 55 WSRO A SR X 52, AP Ol VPN #2 P B AR BR A A S o SRR BRI 2
SRS AT LA BN BRIV, (AR 122 SRS 70 MO 4 3 42 I S EL A P AR U A 2 et I 4 2% 5K
o

PG ARG, AT 5 R REVT nl kK 7 ORI IX 28 AnyConnect 2 /7 i VFA[UEZ —, I3
T2 DR

* f{fE AnyConnect VPN
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* AnyConnect Plus

* AnyConnect Apex

HXER
BB Mt %, 5107 1L

B EHRIRIT R

THS U P A AR, 5 106 BT

UK

PB1 EFETR > HREE > VPN > HEKEE.

RIHKGHNH 2 ATHCE RS, RS RGHOME. BREERUI g, "l A o R SR
WSR2 AN 4E SR B ol B g AR 1 24 SRS
HIB 3 FNZIRIS I BER, B0 AERR A NI RR

WA Z n & 64 NFRF, UV K. IR Z T LA 1,024 74
HIB 4 NSNS LT, 25 107 U TR, 4l SR TR e E M S L.
HIE 5 U4 5% AnyConnect 2573t YEI0 , 55 109 GUrP R, b4l 5% HE 5 AnyConnect Z3.
HI6 WA NG =k, 5 113 WP TR, b4t € aRks 5.

P} AR TF (Save).
B SRS AL S I 2 B v

T—5Htta
HEULEM R SR B RRE A VPN IR B

LR SRR B AIE IR
S
R > REIE > VPN > EHRE, il RN R S PR A T SRR
I
VPN 133 B

¥ 58 I FH H 20 SR e i R A R RE R R N VPN B 26 8Y . SSL B IPsec IKEV2,
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IP it it

TR R e T FE N VPN A P 4l g stk it 3 19 1Pv4 Hhhib o3 Bd . X T fE e N VPN, LA
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* BESHRS BERIE- L PRI TR 7E VPN FEAE b a0 5 BHERR TP bk B 4%
« B ER S AEZ Y H VPN BRI 4 .
o HERRIE- 172 K IR ) VPN BESE H HERR (1444

WS T RIFEE SIEHE, VPO ST .
PIR6 At RTF (Save).
HE B P S 251

T—%#ita
B B E SR AR AR SCI . 15 25 [ ) 41 SRS Hh s o 8 2 U, 2 118 1T,

[E) 2B SR EE R iR AN B E X B 1%

ALK AnyConnect & SUBYVE S AUSRIE ARG, A GER L] T RE Vs 7] VPN M4k, &

i

i

T MR > WREE > VPN > AR,
IR 2 VN IUH 1) 20 SR i 6 0 AT 2H S
$IE 3 fid AnyConnect > B EXJE M (Custom Attributes).
B4 R (Add).
I 5 k% AnyConnect B 14 (AnyConnect Attribute): Per App VPN. FVFGEIR T Fr sk 5h 74870 BIB%E .
PE6 NV PER BEXBHEMNR .
iR R (+) LR PTiE AnyConnect J& 1 6@ 51 B € g S Bk n] LITE 3% >

FREE >VPN> BEXEMH AR A€ EMHXN % . 5SS Y AnyConnect % 7 3y
He ErExg , 117 7.

BT mili N R VL ORAF RIS, R 5 i ARTF R S SO AT 2 4L SR

X E@M
21 3% AnyConnect 5 /7 i 35, 58 109 1T
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Version

HHER

FH T oEms R i) By,
H” (New Applications)
IR

7.1

P IEVT R FIFRA R GIN T — APk IR, T EREH] T BC & e I ) n) 5 CSRng
HEHD AT

BEMESUR bR F T AERCE X TR (Objects) > 3R & (Object Management) > i i8] 513
(Access List) > 3" F& (Extended) G [ i 326 456 5 FH 1) 3 1L 10l

BESHIR SR

Cisco Secure Firewall Management Center

WY FEALIX BT G AN

7.1

FINT P AL I G, AT SRS SR AN O EDS G o 7 AR IX 0 GAGE ] T 7E K
RS 1311 BGP B i SCHF AN ET

BIME L  BERE: T T SR A1 2R B M B (P 5 38R (Objects) > X1 5 B2 (Obje
Management) > #t [X %1% (Community List) > 3 B4t X (Extended Community) 7 [

ST

Cisco Secure Firewall Management Center

Xt SRS A1) 0 S R v o
SR G I i

7.1

P75 SRS B R pR R PR P08 5 | N K19 AL DX B 3R B2 1K) 1B T3 o

B AG S ) B FH TG B SR A N i LSS (P TE T: 3H R (Objects) > X1 R &2 (Obje
Management) > % B& %13 (Policy List) > #t X # | (Community Rule) &I, LA 3T 5 (Object
> 3R ETE (Object Management) > i% H i1 & (Route Map) > BGP > 4t [X %13 (Community Lis
EI R

XHFMF R Cisco Secure Firewall Management Center

Snort 3 FET- A/ f) ACL
RF

7.0

Snort 3 HH SRFU ] 43 AN T DR M LTI R AR R
SRS BB

& H TR A EST

7.0

SRR 2 A A AT UE P

BrAS I E S AR E FTR (Objects) > PKI > iEF ;E# (Cert Enroliment) > CA 58
(Information) 32 X5 - B F) v e 21

PSRN

Cisco Secure Firewall Management Center

7 FF EADSA 1iF 52

7.0

I T OFAEP 1258 - EADSA, #41k/NA 256,

PGS B %E: ARG E XTR (Objects) > PKI > iEF iEA# (Cert Enrollment) > 2540 (Key) ¥
U B PR T E 15 5 3 T

XHFMF S Cisco Secure Firewall Management Center
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HHER

B AN R/ B 7.0

ANZCFR# A RSA NS 25 44 H5 1) SHA-1 WEP A K /T 2048 47 #) RSA #4H . B WA ED
RO EERR R, ] DUEE B R 35 n s k. (HIE, BRI/ T 2048 A7 T RSA
A

PSS R4S ARG E &% (Devices) > iES (Certificates) I (15 V) 4424 .

ZFFHFE: Cisco Secure Firewall Management Center

AR I 6.7

15 X% A WA BT S B E IR (5 40 BRI 15 430
AT 30 A BRI S HT AR % 5 MDS URL, LB 1b-75 A3 el s 0 R38R A B0 R 4

B RS AERCE R LB (Security Intelligence) > M 4& 51| R F13E (Network Lists and
Feeds) s (8 A4 16 101

SCFFF4: Cisco Secure Firewall Management Center

(AE 2 4B (csv) 3 |67
Pt E AR %

ATBLNIZ S50 BRSO AN S e — IR 2w B3N 1000 S0 4.

BIEMESUR B LRGSR AR IR [3 & 28] (Add [Object Type]) T Hz51& A B
S A% (Import Object) I,

* A] 9 ##ZFR (Distinguished Name) > BAN3F 5 (Individual Objects)
© WLEITR

* im0

* URL

* VLAN #r%

SCEFIP & Cisco Secure Firewall Management Center

PP R B ) 32 | 6.6

AT B RS SRS
B s SR 38 (Objects) > 3R 2 (Object Management) {30 (Interface) X%
s E sEmmE A .

SR Cisco Secure Firewall Management Center

FINT DO 5 6.6

BT LUK IR DX 0 O U B A e, AR I P 35 e TR ] F6) S I 1]

P AE U R : 338 (Objects) > 3 & &EIE (Object Management) 5 (B X 33 & (Time
Zone Obiject).

SCFEF 4 Cisco Secure Firewall Management Center

AE A AV ) AT | 6.6
DR SRS Aol FE T B ) £
%

R IS 1) 90 R G 55T PR I DX B 5 5 A s AR i 2 AR 0 SR 1 P i ) 11
AN

A A R FE PR U5 5 o T AP B B ) g 1] e [ o R ) e R A Ak LA 5 £ 388 95 P
DRI -
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ESHE Version |i¥spza
M gL DL 1 £ | 6.6 SIANMIIRE: fEAEA UL eSS, T A0 5 son S R4 5 B I
M EEAE R

BT A T UL E RS R B R AT AR B P A, RS T A X B4 R T
VLS. BRI, JEEE . HARES D VLAN #538 .

SCFEIFE:  Cisco Secure Firewall Management Center
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