w AR AT

AR EEALFE B KB i B2 s, {945 EtherChannel. VLAN FH#: . 1P F-hk%,

N\

EB 475K Firepower 4100/9300 I (01464 FICE, 1S 0 & 21

o RN KRR R ESR AL A A, 1 T

* il Firepower 1010 A2 # b/l 11, 25 2 UL

* fil' & EtherChannel #:10 , 2 11 7T

* it E VLAN 731 802.1Q H4k , 5517 1L

* BiCE VXLAN 1, 5520 i

* BoE PR ALE AR AH L, 5 32 1T

c BUE @ BIL I WE , %48 1L

* Cisco Secure Firewall Threat Defense A0 MG KB4 10 ) 01 5%, 265 58 TL

TR A EEONERFIVN&ERYG
RS
B
ARfe
- LR
« 7 8 5

o MEREHG

wapaoEED
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gapadEED |
. it & Firepower 1010 32 #54/i% O

fic & Firepower 1010 32 #4/lix O

W] LK 2% Firepower 1010 42 11 HE 04 15 2 A K S el es 2 JRAEAF AL s AT XA
TR sh A b L S B A S5, A3 R TS P AS MR DL K B3 VAN 45 AR e AT 70 e 4y
VLAN. AATEA U752 S0 Rr 1 B E UK ML (PoE) .

% F Firepower 1010 32 341 im

AT 4H Firepower 1010 [FIAZ A5 H o
7 fi# Firepower 1010 im #0300

wmOFED

XY Firepower 1010 #2111, RJ DURE IR AR BE BN B K i LV BAZHe Lo o 15 2B LU AT K
Py B D A LR A5 R, BUR O A BEAZHe Lo (K132 48 VLAN %11

o PPET KR T - AR pH AT, IR SR L H CUBC L ) 22 4 SR AR 5 3 2 W 48 AN i
PAN I B7 KBS F VPN IR S5  EIEAGR N, XUz DR gl i, T TE28 2 2 — M 4%
B O R R, A UGB R 2 A S N T kRS R S . AE AR, B LUK A
JSCH FHORIRR 422 55 S e 1 — e AR IR A e o, B LA ORI ZE 3 )24 0. BRIMIEDL R, LA
AW 1/1 B2 AL E B KB . 8] DK I ez TGS AR IPS (N IREE R B 82 1)

W ERAE ML 1 - A8 H ALy A R A (R S H D) BEAE 26 2 J2 8 Rt i . [W]— VLAN L1480k
Bty 10 o] A R AT e B AR A, LIRS ANSZ S 05 A 2 A SR 1R PR B A\ ity 1 {38852 A
O, LKA ALY A VLAN. A4k D22 Abd A EAnid e, Halblg TF24
VLAN. BRUAEGL R, LKW 1/2 52 1/8 it & 4 VLAN 1 RIS Bl Lim . Akt 2 s o
Tic 2 A A e b L 1

@A VLAN #H - K88 1 Ris A7 77 S B O DR, BRI, Toikeig rikn
LIPS e (PYIREERIBE 8410 5 EtherChannel $:1 . U1 SR AZ b Lt 1 75225 55— AN W 4% 1k
AT, W) B A 5K 2 A SR BT 4 VLAN #2101, I th %2 5 — /N84 VLAN $2 1 5%
B Ktz o B4 n] DU it ch A B 5 VLAN B0 — i FHAEMr 4L % . [/ — VLAN Lff)
ACHH L3y 1) 2 1) PRI UAE AN 52 22 4 SRS S5 A RO BR 1, (EATR 4L rh VLAN Z Al 2 32 31 22
LM RORRE], DRI, AT LG RER B AN A B L 1 BEAT 2=, DAAE RS B TR St 22 4
SRS o

AR re
CAAKY 1/7 FILIOK I 1/8 S HELLK M i+ (PoE+).

Auto-MDI/MDIX I fE

o B 2E A Firepower 1010821, BRIAR H 301 i % & B 15 Auto-MDI/MDIX Tjfg. Auto-MDI/MDIX
LE E S e B BRS84S BT RS S, AT BRAS A 2 i 75 . e F B 1

B EwpriosEn
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Firepower 1010 32 #547Lif [ 2 T 1 BR 5] .

Auto-MDI/MDIX, 250K 38 5 B T 15 B B AN PR o«  n SRR 38 8 R0 T A e ok [ e, AT
AR T PR EE ) E SR, ) Auto-MDI/MDIX B4 A8 ] o 2408 B AR T 4% 3 54 1000 F14x 14
N, BEOBL AR B, Auto-MDIUMDIX #4455, HAE LS.

Firepower 1010 32 $5# 41 i [ 4 11| FA PR 1

= Al A AN SR BY
© TERRESCFY

o AR AT IR, AN A Bl D Shag. T AL DR IE T, I gk EAE T
HIBEes Asg M e B UR . sl E S AERT bl i 4 e, HMLDIREA S R B
Beblim 0. EIEH mrl PEM S BT, PG B LIl s L 1R T 2O 4530 . @il
W AMBAZ MU FAEAT S He I . WEES, VLAN 82 0l febss e B Wi, i sc 4L 11 6
IR . B b, ST LUK BN A L VB T VIAN B ] el
{EL S 5 B B SO B  K  1

o DCATAE I K 2 A O A B e A8 B B

B8 VLAN 30
o AT LLEIEE Lk 60 4N VLAN %10,
o GnARIEAERG KBS D BAFE VLAN 7800, WIJGyR A 525 VLAN # 0 AMHF ) VLAN ID.

* MAC Huutil:

o T RSB - BT VLAN $2 05— A MAC Hihik . AR BT SE L A B L34 v] S FF
W%, I SEBN AT LT B — MAC Hulik, AT T30 B MAC Hulik. 5 &AL E MAC
Huhk, 2853 .

o IBEIART KRERL - B4 VLAN D0 #0CA HE—F MAC Huht. a2, e @dFahamn
MAC Hulil78 56 4 jff) MAC Holik. iEZRELCE MAC #illk , 55 53 1L,

Rl
TEARERFIZH VLAN 42 R BB KB R A AE R — A R 4L

VLAN #% O F0 32 #AfL i O R SR Th &E
VLAN $2 FURIAZ Hb L AN S -

* B

* YRk

* S 2 AR H (ECMP)

* WIS BB
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B Esxsmnsomuamigs

* EtherChannel
o R A B IR A B 1%
ARl (SGT)

Lt 0 0 PR 76
* #8 % Al LAYE Firepower 1010 AL HE 60 N 42811,
o ANRERG 12 W O E A L

HINEE
© UK 1/1 2B kg 1
© LUK 172 2 LCKK 1/8 S Bcss VLAN 1 HIAS bl
* BUAUERISEH] - BRAEUL T, RIS HRCE ) B3l .

Ao & A Al um O AR LUK ) fH B2

FENCE AN i VR PoE, 5 58 LA FAT:55 .

J& BB A 2 il im AR X
H85 T DI/ 1S B0 i e AT o BRI, BRI 11 I bl
T 4% 9 B P4 B 1 U By S e L .

UK

FIE 1 RIRIEFIEE (Devices) > & &R (DeviceManagement), 3 &iids BB ¥ & 1) 4Rig (#£) . &
ZLERINEFIED (Interfaces) TUH .

SIE2 AT T (SwitchPort) FIpfsEHe, BEEASHMLIG DR, IRy BREEE (E)
o masm (A |

BRNEOL T, Al IT7E VLAN 1 il oA D B A0 F 307 i@ VLAN 1 #:00 (5
I AT ML 1 AT VLAN) , DUE RS i 725 FTD 250 GE S L E VLAN 2
Fl, 35500 o BIoyole s B N B BN ACHel L B . B8 A el Lo BT, 2 BR T A
AN SRR
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Please confirm

9 , Enabling/Disabling of the
\_‘/ SwitchPort will remove all of the
interface configurations except PoE
and Hardware configurations. Do you want
to continue ?

BcE VLAN [0

ARG UATHCE VLAN £ 0 DUH RS #eb L 1. BRIATE DU, A2 #ed i 70 Bl4s VLANT
{2, BTSN InEsE 1 810 (O IXExs S Lo 13 AT VLAND |, DUEE s+ 2
5 FTD 42515 .

UK

FI1 K IKIEFIEE (Devices) > & & &1 (DeviceManagement), Jf i UG W& 4ig (£ . &
ZERINEPRHED (Interfaces) T .

$IE2 SHiliiRiED (Add Interfaces) > VLAN ## 0 (VLAN Interface).

PR3 A EME, WEUF VLAN ffE S5

Add VLAN Interface ? X
T8 IPva IPv6  Advanced

Name: inside Enabled

Description:

Mode: None w7

Security Zone: inside_zone 7

MTU: 1500 (64 - 5198)

VLAN ID *: 100 (1 - 4070)

Disable Forwarding on None N7
Interface Vlan:

Associated Interface Port Mode

QK Cancel

MR EIA VLAN #2110, W *B3EQ £ 8ot VLAN B8 Heblimg 1
a) WHE VLANID, A~ 1514070 Z[8), AFE 3968 1| 4047 yEHE N IID (RAEE LN FAERD

wmpsosEn )]
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B sxsnsomEsz 0

RAFEEL )G, HEFE M VLAN ID; VLAN ID R4 K VLAN Fric, 82 BB E R ke a
D,

b) (A[iE) b A VLAN ERIZRAS A % VLANID, UUIAEH % K35 —/ VLAN,
Blhn, % —4 VLAN 3B AAMNT DLV E E B i), 55— VLAN 4 HC%8 il es, $=
/N VLAN HleA BRI R EM 4 . REMSELH MM, Fik, a2 HKE VLAN -
G R s AL Z% T LT ) SEBE I %, AH 5K B2 I 25 ANBE DT ) Al X 5
S 4 BERgEOnE, SN EREZ
o BUE BB AED, 5535 00

* BOE MM AL A 24, 58 39 1T
PS5 NE#E (OK).
PIR6 R TF (Save).
VB, EATLAE R ERE > BB I IS B RO e . e E e, A A

153 im OB & AENIR O

BOR AT N Lt /RS FRAY VLAN, 8K LS B Fe N 1 o 8 N3t 32 Rbrid i BRIATY
BN, BAKK 12 2LUKM 1/8 A2 HpLim K2 4% /> Bl 45 VLAN 1,

\}

R Firepower 1010 ANSZRFLERZ8 1 HEAT ERBEAC I ) 2 b D80 PRI, RSb 20T O/ 55 FTD FAEFTIE R
BIARSAE M IR R T 45 A .

UK

FIB1 KL FEE (Devices) > R & 18 (DeviceManagement), Jf fiils BB &0 g (£ . &
SERIEFED (Interfaces) T .

P2l gD RE (4
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wremmnrssEasn ]

Edit Physical Interface 2]
General IPvd IPv6 Advanced Hardware Configuration

Name:
Ethernetl

Enabled

Management Only
Description:

Mode:

None v

Security Zone:

MTU:
100

Propagate Security Group Tag:

o |
B AR IEAE LS bR,
(A% ZERR ZBOR s N i
— AT R Z A 200 N FR (RFEFRIZER) .
¥im O4&5 (Port Mode) #4137 18] (Access).
7F VLAN ID FB, S8 A # Lo L) VLAN, JoEAT 1 F14070 22 Ji) .
BRIAN VLANID 4 1,
(nik) ik S2ARIP (Protected) KEAE LUK L AS e b Lo T B2 & R 52 A4 1, Pk ml LABH A
b Lot 0 5 5 — VLAN b HAR A2 AR A8 b Lt D HEAT T8 A5

FEVLRSOLR,  BmT REAREL R 1 EAZ M Lo A L2 [ BEAT A . RN VLAN U ) IX 2247 HepL
i e BEANTR SRRV VLAN (Y71 0 R B0 75 e i HUA 22 il , U5 24 5t & AH L
BRESTT. B, Wi EAFEE 3 & Web 5231 DMZ, I AE A el L 11 _FJH H Z 4R$P (Protected)
Jeis AT LOK: Web 55 s AH ELRE A . A FBIM 28 ISR BRI 2% 2 ) LU 3K 3 & RIS IRSS a b AT, &
ZINER s AHIZ G A 2% filk 55 s A EL T B AT A

(W) HdREHBCE (Hardware Configuration), & XU L AEE .
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Edit Physical Interface (2]
General 1Pv4 IPv6 Advanced Hardware Configuration
Duplex:
auto v
Speed:
auto v
o |
& B shth i (Auto-negotiation) ZIEHME (BRIAD LA RN Lo Wi Bn g, #aT bl
BB LA :

c SRR £ W .
* & (Speed) - ¥ 10mbps. 100mbps 5X 1gbps.
H®9  SUEHE (OK)-
LE10 iR TF (Save).
VRIS, 0T U R ERE > BRE TN SRS T B P 0 IR e . AT L G, A R

& 32 i C BC B 09 H 4k i O
SERT AN A0 T R 0 LA T 802.1 Q BRICHEAE A VLAN HUsh Ak 1. ohaisi 1 e Ao i Al
. VR VLAN _E I A O A

rp kS RS BRIC TR T B AR IC N A H VLAN ID, DA ASA ] LUEF i e & 43 TE TS He b L
F1, sn] DU it 22 5 AN kRS2 1. S ASA M rp 8k RIS AL VLAN ID s, )2y
MHBR VLAN bric. & 45075 — G #pL b gk O 8B AH R AR HE VLAN, DU AR bR id i
AL 2 [ — VLAN,

i

FIE1  KOEFHEE (Devices) > R & &8 (DeviceManagement), Jf fids BB & & 1) wig (£ . &
GERNEFEFED (Interfaces) T

P2 Al EgENEO N RE (4 .
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. Edit Physical Interface ? x
" BELLCC TN Hardware Configuration
|| Interface ID: Ethernetl/2 Enabled

Description:

Port Mode: Trunk 7

Native VLAN ID: 1 (1-4070)

Allowed VLAN IDs: 100,200,300 (1 - 4070)

Protected:

QK Cancel

e TP R R S HE LS Tt 1
(Al e BA B P s i vl .
—AT U IR 2 AL 200 MR ONEFSRIZERD .
¥im O4&3 (Port Mode) ¢ F 4 (Trunk).
e VLAN ID (Native VLAN ID) “FBHr, BB IGAZ Hellim H ) A VLAN, JaHEA-T 1 H14070
Z [
BRIN AR, VLAN ID 24 1,
RN L BEAT N ASHL VLAN, {H&35 C1 A VLAN 1] LUAH At o] LA ) o

7ESLIFHY VLAN ID (Allowed VLAN IDs) B, Sp A 4k 117 VLAN, [+ 1 514070 2
[P

ey L bR Oy 2 0 R % 20 4MD:

* L—4q'5 (n)
* YEH (n-x)

o FHIE S SRS I, o
5,7-10,13,45-100
6 TT AN SRR T AR S

RAE B P AL S A H VLAN, WK ZUE %A H VLAN; M R IEAH VLAN FEE, gk
RS VLAN frid. B4, AR RSB VLAN frid i & .

(AIE) P S24RP (Protected) S HE LURE EACH LI 1 ¥ B 2 RS 1, DRI AmT ARHL i AZ
bl 1 5 [R— VLAN _E Al S OR3P A8 3 b L 1 BEAT A5

FELLTREOUT, S mT REAREL By 1 EAZ A L A L2 [ HEAT A R B ILAR VLAN 5 ) IX LA HepL
g BRI AT SOV VLAN [R5 1005 Gt B0 7 el At 22 4 i, ) 0 e 26 A L

wmpsosEn )]
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BRESTT. B, WAL 3 & Web R4 1 DMZ, IS AEA el 111 i H Z4R4P (Protected)
Je s WIATLCKE Web 45 @ AH FLRR 2. BRI 28 AN I £ 2y ] LS 0K 3 6 W 2% i 25 s EATIAS , )
IR, AHIZEE R 2% JI 55 g A L TR JCVE A T A

$£IEe  (Wik) MR E (Hardware Configuration), BE X T AHEST .

7 X

. Edit Physical Interface

<, CT Hardware Configuration

| | Duplex: auto v

| Speed: auto 5

i | Auto-negotiation:

QK Cancel

7 B 3 (Auto-negotiation) SIEHE CERIND DL A SIS BRI 1o an SR E i, BT LT
BV TR T

« ERER £ 5

* R (Speed) - % 10mbps. 100mbps 2k 1gbps.

10 SEHHRE (OK).
TN LHERE (Save).
IBI, 0T DL R ERE > ERE IS s B P A L WA . 7ERSE I G, A AR

Bo & LUK M it

PAKKY 1/7 FILAR M 1/8 SCRF TP HTh sl o de e N A5 e 4 I LUK M it L, (PoE) . Firepower 1010 SCHF
IEEE 802.3af (PoE) Fi1 802.3at (PoE+). PoE+ fif FHHEH )2 & HLEMX (LLDP) K LhZE 405 . PoE+ A
PAK 52 LB A 4R 30 BUIMTh A . ANAE T ZER SRt h .

T SO A D B R B OV E o B ki O, 224 4% rLYR
SRIAE LR, ZECLR M 177 LUK 1/8 _F S H PoE. Bhit BE /48 ey 25 F A0 5 FH PoE LA &z o] i &
CIpi 28

B EwpriosEn
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fic & EtherChannel £ .

UK

HIB1 K IKE & (Devices) > & & &1 (DeviceManagement), Jf i UMD W& 4ig (£ . &
ZLERINERIED (Interfaces) VUM .

182 il Ethernetl/7 5% 1/8 [¥) 4Ri8 (/) .
$£123 5 PoE.

Edit Physical Interface ? X

General m Hardware Configuration

Enable PoE:

Auto Negotiate
Consumption Wattage:

(4000 - 30000)mW

QK Cancel

$12 4 % 3 A PoE (Enable POE) & 4E .
BRNTESL R, PoE 4T3 IR A

$£EBS (k) BUNET Bt EThETIE (Auto Negotiate Consumption Wattage) & HE, Q1 5 148 40
Prs bl hEe, i A IhFEINZE (Consumption Wattage).
BAIANEHUT s PoE i G652 LT 24 0 1K) LK Wil B 845 1% 2 52 Ha bt %5 - Firepower 1010 i H]
LLDP @D Wp i (A0 Fo . an S AE s 2 FUAO AL 225 H LLDP ViR, 1% AT 4000 F130000
ZTLHIME.

PIR6 RiE (OK).
PR S RTF (Save).

UL, fnT DA AR E > ARE T K S A5 B P ML BEo . AEME e n, AR

fic & EtherChannel =0

KA U BL S EtherChannel $511 .

wmpsosEn )]
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. % F EtherChannels

\)

] X} T Firepower 4100/9300, W 7E FXOS L% EtherChannel. 15 < TPEAN{E L, 142 ¥ Il EtherChannel
g HHED o

% F EtherChannels

AKF 444 EtherChannel .

% F EtherChannel

mmwmmwmmdmﬁﬁﬁm(Mﬁﬁuﬁﬁﬁm>,&%Dﬁ*ﬁi@%MﬁM%%(ﬁﬁﬁ)
%, DA AT DA i A R IR 5 o T B LIA ST RERS, v UG F A B 10— R SR A FH s 11
mEH A,

% 0] LIE S 48 4 Etherchannel, H AR T A5 3 Frm: L& .

&
("1*

HizO

BAGIEA I Z 0 LI 16 MG sh#E10, {H Firepower 1000, 2100, Cisco Secure Firewall 3100 #5355
Ah, THESAMESIEE O o XA 8 N AL, i T L 16 N4 i s — Nl
A A 8 MO I EE A O, R O BB DU ) I 0 FAE 2 I BERE . 0T 16
ANEREO, HFRAHNSCFRIDIGE (Eln, A F2 &40 10 TIE LUK AL Nexus 7000
LFILINRE) .

A AL BT AT $E AR 20 e T ] — SR H AT AR IR o AN B 2 A 58— VR E IR
RAFIHSE

EtherChannel {1 SR8 o Jr A7 o) VG203 0 EROWE . R EL H A5 MAC Hihik. 1P #idik. TCP
S UDP 3 S5 VLAN 4t 5 4 I A7 ISR R 1
E1E R H b1 & _£ /Y EtherChannel

18 B HI EtherChannel 3% 422 21 11 18 #4538 20 57 £F 802.3ad EtherChannel; 911, W] LLi%#23] Catalyst
6500 AT #HALEL Cisco Nexus 7000.

WA N E TR RIAT e RS (VSS) B [l iE (vPC) —3#B43, WA LLKR [A]— EtherChannel
AT B B 4B 1 342 21 VSS/VPC HR R A bl . A # ALz 11 )2 [ — > EtherChannel Jify |- 18 18 £
R 5L, DA G S A BB LI AT A it — & A bl —FF .
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s asimiy ]

& 1: E5EZE VSSHPC

VSS
Switch 1 Switch 2

—4

I —
Firewall

)

ER E B B A TIE D KA, I ERE BB v % T4 VSSAVPC AZ AL Z 1],
W ORAE AL ] EtherChannel J 42 31 Jal il 7 480 52 45 1K1 I A7 A e bl 11125 1 54 (n) BE B A0 (UDLD)
WA H UDLD, WAz el 1 n] 80k B 75— VSS/VPC X I & A8 #d/L1) UDLD %dis
o BT MG B B T 0PRSS, JRRE “UDLD A8 ASILAL” o

QTR AE 3 /2% R e B S B AT B DA e e%, TS ZEAE VSS/VPC TR AS H AL 1 B sl H
(1) EtherChannel, %N B &GI8 —A. ERA BUWPIH %% b, 54 EtherChannel i
RGN BT LUR B A IO AS e L 11 23 20 BE R AN B8 ¥ %% 11— EtherChannel
BOCEXFHOL N, AT EtherChannel, KN gBhH R 40 ID & Hr) , (HEHAA
EtherChannel FFAN AT HL, - PRUA A SR i i 0% 228 FH W Bt 1 4%

[ 2: & /& R EEsE#5 VSS/vPC

VSS
Switch 1 Switch 2
e —— 4

L s s

port-channel 2Gig3/2>  Qiga/3» }glgafz,: Qig6/3> port-channel 3
| i L el ) i |

port-channel 1 ¢ glgo}l_ """""" méb}ﬁ-?@ﬁ‘_} port-channel 1

Primary Firewall Secondary Firewall

HERE R ARt

BEBIT R P B (LACP) B AE P W 25 8% 2% 2 0] A8 M B I S8 sl Wi B 226 (LACPDU), 3k
CREO,

& 0T LUK EtherChannel HP AN BRIV & -

| wmpsosEn )]
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* Active - & IEMBEUE LACP 8. ¥ EtherChannel 7] U455 3 F 58 % ] EtherChannel 2237 3% 2.
B A4 75 B K R b/ LACP WidR, 5 W0 A = AR

* Biah - et LACP B87. %5 H] EtherChannel M fi§5 3= H EtherChannel #3734 . fEMEAFRS I
A2

* JFJ3 - EtherChannel #8451 )8, - HAMEH LACP. “JFJ)2” 1) EtherChannel R e 5% —A> “IF
Ji” 1) EtherChannel 37 i% 42 .

LACP ¥ W08 E 30 I A 5345 7] EtherChannel (I8548%, 1MAT I Tl. LACP b2 AbFEfC & 4
W, IR B e K P i e T R R IE AR A 2 o T SR 0 R A s RS A A, T
a7 REECE AN RE A GE TE 4 P i A R 1

YR PN 875 A 8% A6 30 3o s 5 (KO TP kil AN A TP Ml BEA T 081 A BEROKS $idi 1043 & 45 EtherChannel
O (IRAHFTRCED o EREOEE T, KSR 0 EIME R DL BRI, 1920 1 4% Eof e B
MEOWAE R E . hash value mod active_links 5 54 0 (1T A £ 4 G148 & 43 EtherChannel H (1) 25—
A, GO RS AN, 85508 2 PR R AR AN, AR, Bilan, iR
A7 15 AN ETEER, WIBEGE SN 0 2] 14, WRA 6 NEFBE, WHE N 0 35, MRKIERHE.

AR T 1 e A e HOR el o PR VAR, WU 2 AR TR AR O BRI 2 (W) BB I o b o SRS
2 SR A AN 3 JR i R PSR, DAL D o0 oA A 2% 0 5 B I 1Y

EtherChannel MAC 11t

JB TlIE A B T DAL= R — MAC Hhbik. M ThREfF EtherChannel Xt /A 4% v F 1 FH J %
B, AT RE B — AN EIER, A GE SR

Firepower FA Cisco Secure Firewall & {4

Uit 1 300 42 144 FH A 55422 11 Internal-Data 0/1 [F) MAC Huhl. B0, #%n) DL Ao s O Fah it &
MAC Hitik. HU46_LHIFTH EtherChannel % D #EFAHRIF) MAC Hbtk, FobiEEE, Flan,
FJ SNMP %1, W2 AN 0% A MR ) MAC Mtk

\}

ER R A TR B JE A R A 0/1 MAC k. R TR S 26T, RO A S MAC

Mokt o U RAETOFT IR SR A IR (R DA EE 1, A 25 T AR Bl LU HT I MAC it

EtherChannel B4 N

W%

EM R, SRR 45 B AR 0- 52 XK EtherChannel 422 I E M40 i 2« Firepower 4100/9300
1) Etherchannel 7] Bz B4 B I
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EtherChannel &0 .

= A A
* WK ER: EtherChannel $2 FUHAE il IVE BERS,  WAZ5AE arn] FAE X e g i 65 a0 4% L TG 22
T RORE 1 ANREAE BB RICE IR ORISR e 2 Z BB s, DY RHIFE sl
PEBERE AL

* 41 EEKs EtherChannel £ 1 THOIRARERS,  WIJCTRFFIRIECE AT DURUR A\ T B2 S HINC .
Firepower 4100/9300 HLAS [IFTAH:11 (345 EtherChannel) 47 7EW & ¥ % LT HACE

* AJ LL# ] monitor-interface 4 Wi#% EtherChannel 434% 11 LASEZELm vl k. 40 58 3 Rl % 0
W D) 38 £ R 11, DU SR Bl AS 2 76 MR 48 0 2% 2 i ] FH PRI 3 35 EtherChannel 32 11 H IR
AN AE BT Yy BAE 11 S B B (15 10 R, EtherChannel 422 8%, EtherChannel 422 1 44 H B

(4} ¥ EtherChannel £z 1, 1] it & A4 H LMo 1 ol 5 1 V550D o

* 41 4LKs EtherChannel # 1 HH T il PR BCIRASBERS, SRS B b o e Bl a0, WAL 2 AT H
EtherChannel " ¥ —/N 1. US4 R AE R, 248 EtherChannel H1 (1) F —AM% 1,
TEABELE EtherChannel e & FHAE =y o] F PR AR B 0 FEEA T B 0. BB O e, 1 7 R I 42 1
Al FH P, BABT b A b0 1A) % A s mT R

BSXH
 JCIEALE B HEA UL IS I T Firepower 4100/9300 5X, threat defense virtual ) EtherChannel. Firepower
4100/9300 32 §F EtherChannel, {HAZRAEHUA 1) FXOS #1417 EtherChannel [T i {1 L E

* Joi54E Etherchannel "/ ] Firepower 1010 22 #eAlufi 8 VLAN #: 1.

3% F EtherChannel M) )
o B2 [ LIECE 48 /) Etherchannel, B ARERT- A5 0] A% O $E.

s BfEdHEZ LA 16 NMES)4E 1D, {H Firepower 1000, 2100, Cisco Secure Firewall 3100 45
Heprah, SR8 AMESIE O o X TANSECHE 8 N B A Hebl, w2 v LK 16 A8 11401
gy ANMEIEA: (B 8 AN T AR T, AR e R O A ol N AR H
BEEE . X 16 N, WEH RIS R DIRE (B, A5 F2 &A1 10 TIRLUK MBI
(¥ /8 R} Nexus 7000 S Fr i) B

T TE 2 T AR A A R A RS TR FE e ) o A IR AT DL JE: RJ-45 5% SFP;
AU A R IAIZE T CIZERIGET) () SFP. ANAE I il 7R R0 K 758 5 4 10 oW P8 4 ¥ N
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B8 AT 1A 10000 Z W F VNI ID.

I ID A A4 FTAR AR o

$1®9 VNI MEZ ID (VNI Segment ID) & h 1 Fl 16777215 2 [il{H .
% B¢ ID J T VXLAN #Ric

HIE10 AL IEA P itk (Multicast Group |P Address).

W AT R VNI 82 0B E 364, 500 B VTEP Y58 D0 E M EOAA Cnsit) « mBEFahik
H VTEP Y% 1) VTEP X254 1P, WIJGTE K VNI 32 045 2 41 4% 4 .

PN kT NVE 285128 VTEP #0 (NVE Mapped to VTEP Interface).
IEE I 2K % 11 5 VTEP Y5 ARG

L2 LHHE (OK).
13 SRTE (Save) MR IR E .
14 fE IR EGERE OS5 SN E K R REE R, 2 32 T,

fit & Geneve 3Z[]

F1)y threat defense virtual it & Geneve M, 54T LN H !

\)
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TR EHFRE > REEE.

$H1E2 S ERCE Geneve W4 5510 448 (£).

PI3 il VTEP.

$£®B4 kBB NVE (Enable NVE).

$ES LR VTEP (Add VTEP).
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FE10 SHRTE (Save).
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$£2  ERCE Geneve MW 55IA 4R (£).
I3 AdiED (Interfaces).

$B4  SRNED (Add Interfaces), , #RJEES VNI #ZO (VNI Interface).
$IEE AL &FR (Name) FIiERE (Description).
FIB6  HAEAT 1 H110000 2 [H ) VNI ID.
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wmpsosEn )]


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/regular_firewall_interfaces_for_firepower_threat_defense.html#task_2DE3DE8500AE4C1DBDAAFB075CA3CE08
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/platform_settings_for_firepower_threat_defense.html#task_42B3A06C70E8415E8C024AE76FE79774
management-center-device-config-72_chapter38.pdf#nameddest=unique_403

gapadEED |
B s=samsmestzEn

b) X} F HTTP(S), &I GWLB IP Hiht4: 4t 4 threat defense virtual #Mi#2 11 1P Huhik; 4R 5440
201 1P Huhik ¥y H (¥ Hb % 4 HTTP(S) Mi4s4s 1P Hubik. 152 RNLE H & T80 NAT.

AL B R FERERENIZO

ASHRG> S+ A3 e 1 BE W B KSR S AT 2R 58 1 R 1 L PR AT S AR 55

KT EEBMERERENXEO

B KA 3 1 it BN BT BT KBS Th g, Bl ngEfpis . BRES TP A TCP 2 A HCIRAS . TP 73
JT AL TCP JviAb. 4, & n DURYE 2 43, JEH N ML R ICE. TIPS LhfE.

T LAPC B BT e DRIk T e W B M KR i B IR A OGRS B, 1
2 [ 1B W] ekt BT KB

o B bR 1 U B KSR - AR LA (KR A4 AR AEAN ] (1 R

o WIMFALEE T (% pR A BB KD - T ELE S 2 AN DA 7E IS, Firepower &,
Jolr 7 A 5 A5 A P e R R D 2 AL T i i . BRI s — N R BB 11 (B, it
B HA T — A W25 TP Midik. A6 A, Firepower BUGT I 2546 BVI FIH B0t 10
ZI . EEEECR, ARSI, AH 2 (i) e vknes .

X IP 4% (IPv4 #A0 IPv6)
JE 95 1V 4 AR 11 b [ I S 4 1Pv6 FT IPv4 Mk . AR G B — 4% R I3 T IPv4 1 IPv6 [FIERIA

%o

31 AL F MY
P O, SR AAE 3T T ML )y e TP kb . 314 T S 2 ANkl T,
% W S — AN R e — AN BB TR TR 4%, DIk, ASal 4 A 2 ANk 7R, =
A&, WA SO g, JF HATFEI A5 Rk, W 31 477 M2 7E 1Pv4 4R B Huhik (74
Frale B, 2 A BPMBHAE 2 1) ) O P e % LT B 2 ANl s B A e AT AT B
K R, BT . B LI I21T SNMP 8RG8 H G 1 — /N EIEE B

3 L TFMANERE
W] AR IS AR S, (A5 B L RAE B SR B [ o1 o

31 L F M AR FE )3

PEAT SN AR B 7 A 12 10 TP M BEAE ] 31 A7 5+, WJE o 4% BG4 TP Mk,
PN BAT L ik, G0, TS U DA A A TP i, DU BT BT
P CUOR A OR 26 T4 D IE 384T o AR ST & T IP Mk, Ui B AR JCVE AT AT R 2 It Mg
PREAEHOIRES o

B EwpriosEn


management-center-device-config-72_chapter18.pdf#nameddest=unique_572
management-center-device-config-72_chapter4.pdf#nameddest=unique_124

| #mpsagED
nrmange

Xf TR AR AT R SRS BE R CRON FGERS . BT DMEH] 31 25+

3N FRFANERE
WURASA EARGE R A BT ARG, T PB4 1K) SSH 8 HTTP, w4 BT AR, F i) SNMP 5§
Syslog, R ] RO RiEHL .

31 RLF AR S HF AT RE
PL R DI REANSCHF 31 471

* MIMFALE) BVI 421 - WAL TG 22 58 /0 3 A EHLME: BV FEELSIPIAS MBI 0 86 FT R &
T BZAE I /29 Wl BN T

* LAk

s FH F03% AR AR 205 T 45 B A0 PR

SR A, SRS LA
© WH R AT PR PR BRI O . OGRS R, ES R
o MTHBHED, WS CHERET —E T REKR.
o PSSR ORI TR AR O (FEIE R sk il )
o FEAE T RV, JURAZRU, B B VT A B 1P Hu kAN Rl ;. ASSCRF DHCP 1 PPPoE.
EMREEOX T g & > R EEE > B A AMEED R LRcE & 1P bk, HOCEME R, i
S vl R
IPv6
« JTAH N LS PG,
o HEAEEWIRGUT T30 E 1Pve Mkl
oSBT BEBE# ANSCRE IPve AT R ML

BISME
o XF T HA M ixgbevf #2111 VMware [ [fjthreat defense virtual, HrEZH A2 S0 FF.
* X}T Firepower 2100 %1, {E#& N ASCREMIBR A

1% AR 4B AN P 475 2B AE T
LGN B 2 250 MR, REIHHERLL 64 DR
o B HIEM L BIAER T M _E.

wmpsosEn )]



gapadEED |
B =erEmeznEamms

o SN D REIBE 6 AN SRR B I 2% IR AT S BVIIP HUIEAR [ (¥ 9 45 B IR A 52 58

o FRFANFEEAZ 2L BV (1) IP Hohk, DL T4 BEAE IR W 45 I U S Rl o B il 975 700 3¢ 4% o
SF T IPv4 i, 1545 5E [Pv4 Hilib. ST IPve Ui, 1535 5E IPv6 Hudll.

BT B E Ipvo Hudik.

* BVIIP itk A2 5 D 48 A7 T [l —F W b ARRRZ WM E N B
(255.255.255.255).

o ANSCRRREE B AR N BF A R A
o XTI, SRR OOARSCR T RIBR AL  4 1H (AEIE IR i iR .

o T HA M ixgbevf #2 1 1f) VMware L] threat defense virtual , % WA AN S HF, 76 B Ak
A A2 SR

* %I T Firepower 2100 541, 7E 6 BT AN SC R R4 .

* XtF Firepower 1010, ANAERIZH VLAN £ DR ELBG K858 TR A E R ANl .
* X§T Firepower 4100/9300, AN SRS En I35 LR MR 6

s EEYIBT, WA 1 AR Bl D2 TR AL

« FEEWIRECT, 1204 BVIIP MUhkSR e A IR s (ERIA DG, Bt T 2O A7 T U o 11
i ) B P A E A BRI RO

s TEFEIIRLUT, BB ChE R RER AR BT EED OEH TR B — Mgl
M E BRI . IX R DR A BRIA S B2 i e R AL b 9 11 DA R AR A I 28 L (1) i e 4 TP btk
MR MRS o RIS ATk A 2 AW R W 2% (1) B i, ) 84 e 1
AN FH A A TS 2 A B R P Y 8% o

« EEHBT, 12 A SRR PPPOE.

* Amazon Web IR55. Microsoft Azure. Google Cloud Platform F Oracle Cloud Infrastructure 3%
] Threat Defense Virtual SZ5) A 372 5% B AR A

s FERHREEUT, BEAEM AR LA i O 2 M K, ISR BV,

o LR ISR, S A - AN SRR EtherChannel £ 1 5E SCh 41 1 . Firepower 4100/9300
/) Etherchannel 7 LA 2 WM 2H )% 7 o

o ff T MR R GRS, AN SO ) 8% A A I (BED) [ 3 % A 3@ o Bt 4 5 g Joih i 480 1)
— Ui PANRB 24T BED, W gt 43 R 2 HAT A ] 095 TP ki A H bx 1P Huhik H AU
T LAND X1 5 BFD [R] N £ £ .

Hitfs B E

o BB SRR A A 802.1Q # Sk, ASCRER K O Z ARk (FRA QinQ 52
FB) o GEE: AT ANBEERIBE B, FTD 7R850 FF Q-in-Q WA 802.1Q ik, H
Firepower 4100/9300 X 3 FF—4> 802.1Q k-

B EwpriosEn



| #mpsagED
mEnmetzn JJj

o B IR RO
BEREIFA T B4 %2 AN TPy

\}

AR JFARPTA I RS T 7 B

FIRZ B
* Firepower 4100/9300
1. AcEYH BN
2. (k) WCEARATRRRIE .
* 5N EtherChannel (i 13 1%)

o JRARSLBIA N VLAN 782 1 E FXOS H
s USINTHED S B 19 T AE A B
* BiE VXLAN #Z11, 5527 0
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* {£F DHCP 3%EXBk A2 H (Obtain default routeusing DHCP) - A\ DHCP IR 45 23 35 B ER A 1%
.
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* VPDN £HZAFR - $7 2 R LRI 4144 FRR R R ISR .
* PPPoE A P4 - #&57& ISP 24t 4.
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* BIELY$EHE - (IXPR Cisco Secure Firewall 3100 ) X+ 25 Gbps M 5 @ fiHe 11, i g H ar i 44
5 (FEC)o *F EtherChannel i iz 1, Z5EHCE FEC, #RJ5 A BEK L7 I 2 EtherChannel .
i B 5 (Auto) I BRI 1 B H R FISOR #8287, DLEE T2 e 8211 (N ED I A W 4545
el

* 2HATEMREBIA FEC

Wk AR LR & E i O BKIA FEC (LUK 1/9 | P48 45 3R LA FEC
Z1/16)

25G-SR Clause 74 FC-FEC Clause 108 RS-FEC
25G-LR Clause 74 FC-FEC Clause 108 RS-FEC
10/25G-CSR Clause 74 FC-FEC Clause 74 FC-FEC
25G-AOCxM Clause 74 FC-FEC Clause 74 FC-FEC
25G-CU2.5/3M EREIING] H i
25G-CU4/5M DY SR

FBN (W) BAE IPV6 TR LECE IPve -0k, 1S MECHE IPve T4k, 25 43 1,
$IE12 (k) TAESERETR ETFNCE MAC Hubk, S5 ECE MAC Hiht , 25 53 7.
$IE13 AUHEAE (OK).

LE14 SHRTE (Save).

SIS, 0T U 22808 > BRE TR SR 8 B P A e AERRE ERCZ e, S ARG

fic & M E#L4E DO (BVI)

BEAN YA A A5 2 — AN g JEIC TP Huhk ¥y BVIe B A1 A5 FH G 1P bbb A S5 B 9 2 1 4
PRl . BVIIP HuUhk 25t BT i I E5 A7 T [A)— 7 W o X5 T IPva it i, AT A it e ) A% 4 4TS
it ZAEH] BVIIP. XFT- IPv6 ittd, G620 % /0 0g B Sk At bk DA &, (H S Se B 58 2 D) e
(AR ReE BN AR S B, B UCR A 4R i Bk .

WP, Wi BVIRE— A2k, W BVIKS 5. WRASRMERTR, WL/ B
KR R ORRE R AR

wmpsosEn )]



gapadEED |
B ==rmsszoen

\)

ER TS WL L, R E RIRRAL (ID 301) 23 B IR E . SERUR AR L S 7R AR AL

BRI o
FHiaZ |l
TEANRERS BVLIRIN B 2 X3 DRIk, ANBERE U ) 22 SR B 21 BV 4 Z0AR 3 L X RS S b
LV VD Ak Ju
iz

£ K IKEFRIEE (Devices) > & & &8 (DeviceManagement), I il BB W41 4wiE (£ . &
GERNEFEFED (Interfaces) T

W2 EFHRMED > MAFEZED.

P33 Gl ERIRTEY, MAKER KA 48 NI ATR.

WS EAE MR A R 03 2 A R e, 90 G i pR B AR 1 sl A AT AL A B, DA 2R BV i
%o GEAX KNG,
TIEA  {EMFE 1D B, fN 1A 250 2[R M4 1D,
LIS (EIRBAFB, SN B .
L6  FEAENR L, AmEAMNMEOX, KRG AERM, LUEILRE A 2R EREOX . eI,
MR MR A b3 T e D R LD IR
FIET]  GEWE) S IPv4A TR, 76 IP #hlb B, #i\ 1Pv4 il A1 RS
%214 BVI A EALHEE (/32 8 255.255.255.255) o B4k, 28 ENLHBHEAR L 34 ORI
T LU b a% . R UTES A ANE B kD AR, /30 T/ (255.255.255.252) . BB AEI
WS EFAENF WP — AR G — Nk SN AL BT ARP $ds . B,  an A4 ]
/30 T/, FEMIZ TR R B R e T AT Mk, A4 BB A A N NI
SRR L AR ARP 13K .
KTl M, MO E > REEE > g AR -RP s &/ 1P bk, Wik
WCE T IP fuhl, ) 45 G240 T W 2 Rk s g6 T e 11, AR ER R B IR A
S8 (BB S IPvA TR, BERCE P HhbE, E 1P B R Ry R I R ET Y —.
e ] P AR R IV S R RS TP Huhb e & ANSZRF DHCP.
« [FRERS IP-H N IP HuhE R M FERD . X T mml P, Al A& IP Hodk. ZEMSFS4EOX
PR E > IREEIE > SR RAMET R LR E &M P bk, R E &M P sk, W%
FH B2 Toik A 2 R I s o F e O, L BE R R B IR A o
* {F DHCP - it & LA F ]S4k

* 1§ ) DHCP 3XEX2IARE  (Obtain default route using DHCP) - A\ DHCP flit 55 %5 1R HUBR WA i
-
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* DHCP & H1#5 4% (DHCProutemetric) - 7 Ft 2 FT 3k & 4% th 0 BREE 25, AT 1 A1 255 2 1],
AR I ERIA T BEPE Sh 1.

$EO (iR HSHEE IPve Jh, 5 43 TIECE Ipve St

T (k) EEE ARP FIMAC &5, WESRSIIES ARP 45 H , 48 54 JURIASINERS MAC Hilik
TR MR MAC 22>, 5555 00 (SO Bl .

TEN SHRE (0K).

L2 LR E (Save).

VRIS, SR DAR AR E > ARE K S E B P L B AEMSE LR, AR

B & IPv6 St

AT A AT AR B i AR 2GRS W AR 2 R G TPve S0k,
% T IPv6

ATTAFEIET IPv6 15 B
IPv6 S1it

AT LL Ky TPve Bic B P AP i B Rk b ik

o SRy - SR AT IS AT A k. 0 TR AL, 2N BVIE GiAS 2 B4
RO BRI IR . SR RT DO IE IR R A BERE L BC B AR TPve ik,

o BEERAHD - BEER AR I REAE FOE RIS AT T ik o B Ry s AN P B B A M ik e
REAEA: e U TAER e W BB Fafs . S ARtk v] F bbb i 5 540 JE I B,
Blan LT ERIRL T, S O D R SR Ak BV B B A L.

DT EBCE R A NE, TPve A 2ol AE . WUERBCE ARl RO By A3 B A
dohik, DIMTET 540G T I B s At Ik . 0 T RIBFA R 4% 1, AE BVI ERCE 4 Rk,
PSR A R O R B 1 B A AN M i . IURANEC B4 s, I 2 B B el T B e B
P A o

&2 #Y EUI-64 31 ID

RFC3513: HIRMI RS 6 M (IPv6) - ME AR LK T Sk 1Pve Mk (LA 1EHIE 000 FF 3k 1)ttt
BRAMD I AR R R 64 47, - LME MU EUL-64 A% NEH TR o BB e 46 7T Ky 3%
PRI A MBI 1) FHLPAT IZ B K

FERE L3 SR ThRERT, 28 V) 1Pve 2l A Y b BEAR 5 Y8 MAC HhhEEAT 00, LA fR 3 1
FRURFAE A 208 EUL-64 k%K. W IPv6 i A IE 1 BUT - 64 A% UM TH: bR RS, W<
ERHIAIFERLL N R HENE:

wmpsosEn )]
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325003: EUI-64 source address check failed.

SATEQIE RN A S AT bR SRR AREOk B RE SR . ehh, HAE A
FR AT BRI E .

BcE =5 IPv6 itk

SN AT A B AR URDZE W] st t S BVIAC B 42 JR) IPve Mk, 1E#UATLA N P ER.

\)

AR ONCE R A S E R A b, TRIRTC R SO0 HOAE AT S . X TR, 7R BVI LRCE

FTIE4

$IES

eyt 2y F SRR AT B A% 1 E G B A b

XFTAE BB b SO 0, @BV RT3 18 MAC Hiulik, 302 PRA e AT A8 A28 1 AH
AL MAC Hitik. T IPv6 FERS A bl & J T MAC HuhbAE ifts,  TRRs i — ) MAC Hbtik
Oy EREE T2 12 FVEME— (1) IPvo BE R A H b i, IX e 38 G JalFoir B 481 L4 s 9] oA & 2B it i v Y
WS E MAC Hulik , 55 53 .

Fi&Z miI
HFF- BRLLIE) TPV A% Ja A B0, 148 WA 250458 FH L] 5 1) A 0U) B ffy Fe /40 S i sk (TICMPv6 2571 135) Fil
AR fEIE S (ICMPv6 257 136) Hdn i s fi I #r2H s 52 4 11

UK

IR FEE & (Devices) > & &8 (Device Management), Jf s BB &4 11 SREg (#) . &
SR FEIED (Interfaces) T .

AR O dEE ()
Eds IPv6 T .

X H, B2 (Basic) BRI Tk RAS . X TIEMIRG, ik (Address) TUEIBRIAAL T

(A[3E) {EEA (Basic) nif I, &+ /EH IPv6 (EnablelPv6).
G A R B R A Kb b, TS IR . B, ACE IPve Hihibks A 30 E H IPve AbBE .
AR DA o —Rp 7 VA 4% R TPve Hbdil

o (B DRAANE - k1 B 3B & S EHE.

FERE I LR FHIOIRAS A ShBCE I, R T 3% sl 25 v B P B2 B0 i A 2K I & TPve Hiuhik . 3
FTCIRAS AR E R, 5L TE 00 BEUL-64 $5 11 1D [ B 2E 0 111 B % A Hi k-

H AR RFC 4862 ¥ g 3 TR A B ahlic & P & 10 BN & 23l 25 8, 8 g i fe s
FEIXFRE L T A SE 2 RS 8l 5 v S o BUHIE 1 Pve> 1% & > & F RA & EHE LAFIHIHEAF: o
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« FHNE - BTG S IPv6 Huhl, 5T LT B
1 ikt (Address) BU I ik (H) hnett (Add Address).

2. fEHbhE B, HiNSEdE4 R IPve Mkt CELEREEC ID) , s TPv6 HiZR LA TPv6 14k
K. G RGN RIZE, i 45 0k haas) EUI 64 5EAE, LU EUL-64
KA RA%E D ID. 4, 2001:0DB8::BA98:0:3210/48 (5g#sHihk) B; 2001:0DBS::/48 (i
2%, Hiks EUI64) .

ST Cin R ¥ 58 % EUL 64 (Enforce EUI 64)) , i 7Ei%& & (Devices) > & &£ & 18
(Device M anagement) > & A] A 14 (High Availability) 7 [fii () 5 ¥ #=42 0 (M onitored | nterfaces)
[X el % A% TP Hiuhk o dn SRR W A T TP Sk, U S R A ST P R 4 AR, 1 e %
e, HAeiRER RS

L6 X T, &l DUEFAAERAK (Basic) Ul L E N YIME:
o BAEAHWEERS T IPve Huhik Fhsm ME FI B 20 EUL-64 #4303 DR RAT, 15k aEH EUI-64
s BRI E M AN, TE7ESERR A bk B AN bk

BEEMK A ERY DL FES. FE9. FEA 8¢ FEB J3k, 1 £e80::20d:881T:feee:6a82, WIH AN
HARHEE, H TR E R A L, T DUE BT w U At hl . R, FRATTE
BB YRS B EUL-64 k%20 A 80 70 Bl BE M Aol . i dn, o SR HAh % 4% 5 i 4 18 240 EUT-64
R, T Bh 20 E A BE I AS i s ik T g S B0 SRR 1

o kgt BCE /R B DHCP SREHE LLLE TPv6 i phr i 8 1 Hodh 00 h B B A i ik e B bR o

IPv6 4% H 2830 75 o bR B TE A0 IPve H s IE &% 7 it WAl F DHCPv6 SRR et bt DL IR A&
ITCIRAS B BB E Mtk

* ke B E IR B DHCP S IEHE LALE IPv6 i il 8 o Hiodls 0 e B A s bk e B AR A

IPv6 4%t #5815 o 1 bR S T8 40 IPve B S & % P i A% DHCPv6 )\ DHCPv6 RERHAd(E
B, 1 DNS AR452s bl

LB NTEEZED, ESRE IPve A8 E &KL, 5 46 T1LARLE 8148 (Prefixes) g & (Settings) T I
IE . AT BVI# L, iEZHIE (Settings) Wi ERILL T S4L:
* DAD St 3 - DAD 22 R[5 K, AT 1 F1 600 2 8] % H I E N 0 0] 25 ] 2 Hhhl &
(DAD) Jitfd. BLik & n e E 240t IPv6 Ml 34T DAD I, %0 BRI IESLAR fa i sk i B
e BRIAMEA 1 IR,
* NS [8)FF - #2 0 I Ipv6 4B fEiE Sk e d 2 B FE, -+ 1000 F1 3600000 =502 1], BRIAE
#1000 2=,
o ALART 8] - IAVERA S R A SR FE IPve 5 S A Al A I, AT 0 1 3600000 22K 2
o BRINEH 0 ZZFb . 2ZAEN 0 B, CKE A IE A a2 AT 7 n) I 8] o p 2 08 6 SR 8 TR B
AT ) S TR AR o A e m] s ) s TR ] e P ASINAS ] FH A8 Fe A PR o T W B TR, A AN v FH 4R

wmpsosEn )]
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Jo AT R AR R, P, IS TRIAR BTN AE T AT IPv6 45U i FH T 58 22 (1) IPv6 I 468y 55 Al Ak
BER . AEIEH IPv6 R4 ip AN A AR K E [

PIE8 nitifE (OK).
P9 AHRTE (Save).

SR, fnT AR AR E > ARE T K SIS 5 2P LM B RSB LR, A R

BCE IPv6 SF /B & TN

IPv6 &5 R I RS H] ICMPv6 1 SR KT AL iRk, e [R)— & CARMUBERK ) th &8 1) i
S L BGAE AT i PR R R R R AT A e o

T CENL A AR FE A B OO0 B AR RR R B i T 0 i X B 22 b ik R A DAy e
GeAr . EHULERIAR R AR AR A O BRI AR e thds . BbAh, 7 U B a:
B EREAIIRLE A0S Jo AT i) SRR S ANET U ), RN S S B R I k. 2 e 2 e e
PR AR, L SR FE AR AR

FHIEZ Al

IAE RS B N 32 3CRe . A7 B IR R 340 IPve SBJaWE, TSI E 4R IPve ik , 2 44
e

UK

HIB1  KIOEFHEE (Devices) > R &£ 18 (DeviceManagement), Jf iy BB ¥ & 1) wig (4 . &
ZLERINEFIED (Interfaces) VUM .
=2 S EgENE O &E () .
®3  pili IPv6, ARG Rl ETSR (Prefixes).
B4 (AR EECESLE PV 5 Al S ) IPve BIZR, IHPATLL N RR.
a) il () RmETE.
b) FEHEHETF B, M TSR IPv6 Hukk, B P BRI S AE DU FHER A TSR .
o) (M) HUHEHiBEEIENE, DIRRAE S IPv6 ATZ.
d) 3% SR R SERE S HE LAFR A5 B (AT 2% L BC A BEM o 1700 & i e BT 2R IR M il A It i 1 1 s 4
B H bR ed g BRI Ui . AT T e EaRE .
e) TR CHIIRIAT AL E, EiEkTh BEEE E LA,
f) NHTRIBENHEE, i iiFEaTE 2 HA B HA.
o $RLERTIE) - DIFD O BT NI B IR B R . i B L5 2 1) TPv6 HT4%E 5 A 21
N de KAEARR T K HRE R 0 3] 4294967295, ERIAE K 2592000 FF (30 KD . LA
TR BT T N AR B A . LB R R 2 10 IPv6 R SLHE 5 N i ki H] . e KMEARER
5 K. ARAEH 0 £ 4294967295, ERINIZE A 604800 F» (B K) . 83, ik FBR Eik
HE LA B AN 52 R 1l AR R 92 ]
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* BIEIEHA - LR E RN IE H A IR

g) Miidi OK.,

HiigE.

(HJIE)  BEEAT 1 F 600 2 7)) DAD SRR Bl KA. O 1 IREAR. Bk E N 0 ]
A5 A LRI (DAD) iR .

DUV E T 96 IPv6 kAT DAD ), 2 0 F &6 A3 240 e i SRk v B e .
FETCARZAS A B B R, 5543 A 045 5000 3 B 4% TPve Huhik i — 1k, PR by e dz 0,
PR RS S, ZHE PR A 2B ) DUPLICATE, B AT iZ bk H A2 1 DL £ o

325002: Duplicate address ipv6_address/MAC_address on interface

R R R O s R A bR, M ZEBE O FAA A IPve SR A ACEE . o S A bk 2 A R
Mk, AL A iz bk

(Al3E) 76 NS [BIRE S B ECE IPv6 2 Jaih K Sfr & 2 (R 1 [alB%, /-1 1000 A1 3600000 ZFb2
1

ERIME A 1000 Z 55,

KB JE SR B (ICMPv6 257 135) il 223l A A s i b A Y o5 P B B S22 b b (4 A A S e 1%
kg, AECEIAT G R R G, HAR SOE R AR AR R EAR Il A T R (ICPMve 287 136)
fEH N2

YT SRR R 5 5, YR NS H AR T EI AT IS o OAAR R B S bt S, AR R SR B
FHF IR AR R O m s ) e 2470 A B G AR i A T Uy ) PRI, AR sk SR ) H bl 2 A0 1
IR

A HBE % R — AN R BE 2 bk A AR AR, 4 AR Al e S T R

(AJ3E) ERTIART(E) B, B ks PN AR R AL 5 IR TPve 19 s A A rIA NG, AT 0
F1 3600000 =K 2 JA] .

BROMEA 0 =R %54 0 I, K ARG E R RT U I INTR] o F 2805 2% o0 158 B RN R B ] ) i) s
[B) FRAEL o

A8 S RTU 1] BF () R e RS AN v R AR e o PG W I TR, ST IUDAN w40 1 3 bl EL, )
[B) 45 51 2076 T AT 1Pv6 28 2 5 FH T T 22 16 IPv6 4515 5 AL BRI . 75 1E % IPv6 BffErh ANzt
TV AR ) R S [] o

CRTak)  BEARF M th bl 15 A4, TEIEH B A RA RIEHE. 05 )H F s th 288 15 &4, WmT A
WE RA A RARE B

% A A S (ICMPve 25 134) 2 HEN A%, LA N d #3 s K1 8 (ICMPv6 K4 133)
B s sk B EAVE RS A st &2, DUE N DIZED A shBCE, TSR N — 4 Wie B
FH 7 18 75 7 B

CEARTEE Bt 3248 IPve sU T E 10 (Flan, AhEder) b, AT aeAi gt fax sy 5
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* RA BXER - 75 IPvo % i 5l 75 rh e & % el A3 A ROW e, A1 0 F11 9000 F2 1H].
BRIE N 1800 5.

* RA [EIB® - FiC'E IPv6 B ph il 5 AL 4 [ iRl kg, /1 3 F1 1800 FPZ i),
BRIE R 200 5

HE10 SHBE (OK).
LB SHRE (Save).

VRIS, 50T DU 23R8 > BRE A SR 8 B P A i AEARE TEZ In, S AR

RRESREOKE

ARGy A U Ay i B K B G MAC ik, G e 8 de K AR B 70 (MTU) LA Qi

B BB
XTFedEORE

AT A A B

XF MAC Htuit

AT LAF B0 BE MAC Mk DA f5 BN . 6T S261, FXOS HLFE S B30 B e 1 A2 ik —
MAC Huhik.

\)

ER ATRRARED B A e SR TR I T ME— MAC Mk, PRUA S AT A AR D B AR IR A
MAC Hihik. 1, %0085 /T GER IS MAC Mt AT U5 ¥l BbAk, BT IPve BER A M Hb ik
BT MAC il A= plfr), IR ME— MAC k73 Begs 422 1125 SR/ fd F ME— IPve SER% Atk
IXREMEE G S B A bt e S P e A R T

\)

AR P TAS S, EMERCRILE D, MRS TEIACE MAC Mk, SRR [ SR R
73 HIME— MAC Hulik, i TR 50281534

2XiA MAC bl
3 F A S :
ERIN MAC HbikJp o vl T4 H 287
PRI - PR AR ] 20 MAC Mtk
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* VLAN #2111 (Firepower 1010) - # fH B K38 Frfy VLAN #2324 MAC Hibk. #fifR
P AL AN ] SCRFI T 5o an B AT H L TG E— MAC Hiudik, v F3) 55 MAC
Hihk, WS ECE MAC Hill , 25 53 1L,

IR KEERE: & VLAN 2 0 H ME—1 MAC Hhhlk, W &5, @l T340 MAC
k78 55 A P MAC $ihl. 5SS MAC #isilk , 25 53 T,

* EtherChannels (Firepower Y5 ) - %} EtherChannel, & T-iHi& 2 )T 5 £ 1 ¥ L= M — MAC
Motk BEIIRESE EtherChannel X 43 AT Frag B, UOMARAT G B AN E80EH:; mA
TESAEERE . iy DEE S O R Bt M — MAC Hhht; 32 000 S0 AN 520 MAC bk,

* EtherChannel (ASA #Y5) - Sy [ 30 TE #2148 9 S /> A TE 20 4% 1 MAC $bdibAE Ay g 1 38 16
MAC Huhb. 8%, #&n DO s M E$2 G S MAC il FRATTEE AR 4L I 42 11 Rk 03 S0y 58
HURF, TC L E 1) MAC Hike i R R At 385 MAC Hihik 42 11, ) 38 3 MAC H
WSSO N — N5 Fe /N IE O, T B = T K

o THE GG AE s SO - MR D T R A AN MAC ihk . 8] REAECA T
L3 BOHME— 1) MAC k. a0, %8102 78 56 n] e 4l MAC Mok AT vy [l 9 i. bh, T
IPv6 FE I A Hb b 2 HE T MAC HuhlE A= 5l DRI i — MAC $ihik 73 B 45 742 12 e VAl A e
— IPv6 HERE A HI L, X BRI G PSR F AR S P R A T R

X T A ERLH:

« A E M MAC HiliE B ELE — MAC #ihibi. P 780, B ke BT E MAC H
HE, EMREME— MAC Huhk TR 0 BIETE T, TR 2K IEf . G S A
ZRSLEEE M H 3 MAC bk,

XxF MTU

MTU $8 58 JHr A5 2% 7625 52 DA 4 1 AL i d i 61 28K /N e MTU A B0 PR R K
VLAN #rid 8l HAl R T E 0 R I N B, B MTU & &R 1500 B, FUHmWT N K 1518
FAY CERS) 5% 1522 0 (] VLAN) o 1520 25 40X a4 S 178 MTU [ % it & .

AT Geneve, sk 2 B DLAIBRAL, DRIBCTTIO TP B @0, AN MTU: 4571
% ASA VTEP Ji4% 11 MTU % & %% MTU + 306 -5 .

42 MTU £ I

JBUSITAE R 7 SCRFRAE MTU RHL (U RFC 1191 FRTE SO AT P> AL T F) 94 244 B 452 v £
P B B ml B MTU, - LB E AT DASRHEAL R A2 R (R MTU .

ZXIA MTU

BB ERERIA MTU 24 1500 745 . ZAEAEEHS 18-22 FHT LUK ML . VLAN Frid fiit
L TF4 o
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B vuase

MTU #15 Ex

gapadEED |

X IPv4, WAL B IP Bl A K TR E MTU,  WZE (R 20 b 2 sl B it 1 BAE HARAE (7
IAEFR AR R AL SE4L, Mooy Jr Al RESs S EWERE FRE. X T IPve, M A SRVEXT Sl it o BL.
Plt, 1P Bt KD RAE MTU K/NERI, DA% 53 e

St T TCP 4, 2l &4 e 10 MTU KR E TCP & AR LK S (Filhn, MTU-40) . 11
R JGSINERANME) TCP 4Rk, I ansss Tk S0 ) VPN B, ) TCP MSS 1] & 75 22 i b 18 4% 4 sz 44
| N3, 5T TCPMSS , 2 50 .

XFF UDP 5 ICMP, N HINK MTU % REEWN, LB 5/ Bo

\)

MTU F0 E 25

XF TCP MSS

AR BT, BB BT O TR MTU i,

MTU K, S REAE MER RO . B rTREAT R T3 e 2% 2% . 152 B LA HE

o GRS LI MTU FITSRE - TR OR T Iy e 1 Lt B s A e 4 e 11 I
9 MTU BT, DS MTU A7 11 o 1) A SO LT 40 )«

 FANERT - A2 ERWUN, MTU W 3CEh 9000 75 B e de KGR T 1L

TCP e KRB E (MSS) /& TCP 8L AT TCP A1 TP L HT K/ UDP £idfi A 252 3
SO, FRNTIEEN, 2P um RS 28 A = R IS #: TCP MSS i .

& T LU FlexConfighunique 139 ; BRIMELL . B A TCPMSS W E A 1380 747, 4 JafbBi i i
T B INAE ALK E LAAT IPsec VPN H1361), LBt EAER A M. Ak, XFT3E IPsec iy, [
1 BB e 2S5 K TCP MSS.

W BE T TCP MSS Wi NAE, AT — 201 K 1) TCP MSS KT Bl b7 15 £ v e A
B, S BRI % 2 A Ja Pl 97 A 18 6 i KB 7 2 1 SR B L 1) TCP MSS. i S MLk IR 55 4
BAER TCP MSS, B b ke & 2w K H RFC 793 IBLIAME 536 =717 (IPv4) B 1220 7715
(IPv6), EARSENEWR. B, AT LUKERIA MTU R84 4 1500 745, Wi MR MSS 4
1500 92 TCP Fl 1P HLK B, X4 MSS W E A 14600 W | il s 4% LK TCP MSS
01380 CBRINED » BB 25 2K TCP i SR Z i b ) MSS {55Ch 1380 K5, RS #aK
1% 1380 A B AL . ARG, BU S v] I B b i 2 120 Rk, IF HAT
SRFFA 1500 1) MTU K/h

T3] ARG S B/ TCP MSSs Wil LR 454538 K — AN /N1 TCP MSS, ) il B 11 e 45 1)
Kz e . BRANSL R, B/ TCP MSS A A

T e e, 45 T SSL VPN M, SBCE A . gl & i H MTU >k
#E5 TCP MSS: MTU - 40 (IPv4) 5, MTU - 60 (IPv6).
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Zti\ TCP MSS
PINTEON, B 4% LSk TCP MSS 42 1380 715, MERMERF& VPN S Ek (fF
VPN iEfE, ki 2 ik 3] 120 7795 5 HEAEERIA MTU (1500 F-745) JEHIN .

EiLHIE KX TCP MSS i &

ERIN TCP MSS {558 BT % 245 4 IPv4 IPsec VPN Ziit, £ H MTU 4 1500, >4 J& Wi %
FA4E IPv4 IPsec VPN £, ‘B F84 TCP F1 IP L FHNHZ 120 NFT5.

RIS MTU (B 1] IPve, sl AEH] BB il e #6450 IPsec VPN i, U B % TCP
MSS %'E (ffi[f] FlexConfig H[¥] Sysopt Basic X} % .

\}

AR MRS T MSS, Q1% TLS/SSL fif % sl IR 45 s & I A 20 2F 75 B ANER 52 MSS, et 2 iR His

B2 MTU ¥ B 1% MSS I ZB& 6 15 5 () MSS.

WS L HE .

o IEWRIE - 25 TCPMSS Wi, s e e 2 M e . i TR & — e MMTU
3549 TCP MSS, EIIE 1Psec £ £1.30 % £7-4 tk TCP MSS.

* IPv4 IPsec & - ¥k TCP MSS #&E i MTU - 120, #l01, 40546 H E i IF6 MTU ¥ &
49000, N7 TCP MSS W& 4 8880, LLAIH#HT MTU.

* IPv6 IPsec & - ¥8c K TCP MSS % & A MTU - 140,

P47 £E 37 = 7Y ARP 48
ERINHEOL N, WAL 2 10 VR ARP B, T LU ) ARP UK ARP HO (110

Nrai =R
UILE -

ARP R0 m By 13 2 P Al Hofth =L o8 (R ARP ISR ) - ARPIKIWEERS ) H “rhial N7
Yoakio BN, AL DG i #s A 0% ARP R 19 DG i #0509 G B H 28 MAC HuhEJEAT 0 Y. o

HE, Bubi#F T BGEE MAC Hitk (A2 2% s MAC Hidik) fF At ARP iR 0% 2 F ML, iX
FE, B BIATAE T A N LI R 2 th a2 niks L.

ARP Rl O H 2525 ARP R MAC HUIEAIAH S TP sdik iR, Bl st Joii A Bt MAC
HihE A% ARP Wi .

53 H ARP KA, OB R A KT ARP R AT Y MAC #ihik. TP Ml fysi$E 0 5 ARP
KPS L HIATHR, AT F A 3AE:

o WS IP Huhlk. MAC HuhERIE$E 5 ARP 45 HUCHD, % A nT LAt .
o WS MAC bk, 1P bk sk 0 2 [RIANUCHED, ) iy i e 4 & EF 5.

* W ARP Hn 0 i 45 ARP R A AR 55 HAANUCEC, AT LIORE g By 8B o BEE 0 WIT
AN R Gzt BE EFT .

wmpsosEn )]



B wvacieu=

MAC it 3%

AR E

gapadEED |

Y

AR MRS HOCE D flood, LIS WL D e ANy IZ it S ien (.

R AR LLINT, B AR LS R AT A LA 77 2R B AT i MAC Rtk 454
WA I it AL AR B BNy, b7 A R e LR A I MAC Hulik. 3K MAC #ihik 5580
AHOCHR,  DAASE i 915 0 T T e G A by 2 e 36 112 6 AT ] Bt B0 M IE A I B2 0 R i o Fl T AR AL
A S ST B A e A sem, DRk an SRR AL 1 H bR MAC shhbARLER R, ) g B
B RS AZ — A RE LUz it 5 AL B T 2 O B s A E 0. M, 4k B A s i
B DL S
o T ) LI W A5 BB - B A B A A X B b TP Mk ARP iR, DU RE T AN
F192105C ARP Wi [V,
o TH] [7) 328 R 0 25 PO B0 60, - SR B 40K 26 ) — AN BT X6 H B TP Mkl () ping, DA E BE T b 1
B2 ping N2 .

REie BT Untdn .

o WA ARP R, MPERIATE BT 2 Lz 7 U4 AN VT IE R Fobie 4 .

* A& MAC HihkE 45 H IERIAEIME hy 5 4340

o BRATSOL R, SANEOS AR RIE TR MAC Hodil, I HL U5 45 2380t N (1) 4% H
VSINE] MAC HuhlkZrp .

N

iE#  Secure Firewall Threat Defense A % 5 B £ 45 10 DL B IR AR 5 | 2236 4411
W, EXHE, BARK HER MAC HilEAS 2RV ARP £ HRFEN, M
BN R GEED kU .

ARP #&;F0 MAC it 5% 4 N

BcE MTU

* ARP KA SZHE AR
* MAC Ml R0 A R R4

HE S H B MTU,  DUESEBL fe i B i s H .

B EwpriosEn



| #mesaogzEn
mEmac it ]

XFF- ISA 3000 Fll threat defense virtual: Kf MTU 524k 1500 =15 LA 2 BN Emifi g . #802i
THESIRE, RIGA M EMW. XT3 RFEEREY threat defense virtual, 1] LATE DayO it H A
HEWRE, KX PEOL N T ER G, EHEahE, R ILEZEHEMWTE . threatdefense
virtual FIBIAMEDLZ, 0T LATE Day0 FCE P2 EW R CiRsCRE) o Wi Ae WIAR Al %

F, WA MTU &E . (A, EWOR S NI OG; B oy i 1 BRI 22 148 9000
TR TR EMRE, AU F MTU #E R 1500 775 L F

BOATHOLT, b & 2 m AT .

AR CYTRERCE SO, B s BB MTU (2557 3) Snort HERE, AT IR oh BT
A, P Sl O BRI ES S T, AR AE S SUR R D R . Sthh R IR
AL R 3 1 AN BE— 2D R R gk S A B B S5 R LSRR . 35 ANE T 12 W 11 sl (0 B
. AXREAMEE, W2 Snort BRHET N

g2

FIE 1 K IRIE % (Devices) > R & E IR (Device Management), I fiili BB ¥4 1) Rig (£ . &R
GERINERAHED (Interfaces) Tk

S®2 BN O wE (4
FIB3 7 BPMEWE L, WE MTU. S MEME IR T4 .
BRI 1500 5715 o
$I4 sl OK.
YIS LR (Save).
BRI, 0T DU 23R8 > FRE N SR S B P 0 A . AEARE L n, A AR

IR 6 X T ISA 3000 Il threat defense virtual, 1RBEOK MTU B8 R 1500 FA5 AL, MEE R 3) &S LA
JE P U OR B o 3 2 [ 2K AT BT /A Bl B

BCE MAC ik

A RETRE T30 MAC Hiht. #0687 DIFEIR & > IR&EIE > SR AE~ LReE B
MAC Hihiko QR BEAEPIAN b de TP BB AL L MAC Mk, W0 > SREni-~ LRl B4
Bt

\}

AR T, EMERORILE T, RS TEIRCE MAC Mk, SRR [ SR 1 T
AT O HIME— MAC Hulil, AR OR 70 81524 .
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management-center-device-config-72_chapter3.pdf#nameddest=unique_61
management-center-device-config-72_chapter1.pdf#nameddest=unique_29

s AiEED |
B smssare 28

UK

HI1 K IKEFIE & (Devices) > & & &1 (DeviceManagement), Jf i UMD W& 4ig (£ . &
ZLERINERIED (Interfaces) VUM .

FI2 AL EREE DN wE () .

S8 3 i Advanced LR,
¥k 15 B (Information) £+ .

$IR 4 £FFH MAC Hbtik (Active MAC Address) “#BcH, fir N HH.H #:X1 MAC Huhk, o H %R 16
A aA iclE
B4, MAC Hulil: 00-0C-F1-42-4C-DE ¥4 75 E4iy A 000C.F142.4CDE. ANl MAC Hiht 5 & 413847,
RIZE 8 38 AN /N EH A e AT EL

125 {£& A MAC ik (Standby MAC Address) 7ZBc, S A Tl I 9 MAC Hidik.
W & R A e, & AR B, KT IR 3 FH s 48 T AR A8 35 MAC Hiik,
DA R BIR 5 Rl 2D 9 28 i i, 1 SR 1) 3 FH 1 A 2% FH btk

PE6 LdifE (OK),

BT AHRTE (Save).

USRI, T U 23R8 > BRE A SR 8 B P A e AR 2 n SO B

n/NFRZS ARP 5 H

BRINTEOL R, MRl A 2 18] o VF BT AT ARP 0540 . v DL 3 ARP Ak #2561 ARP 24 4111
Vit GEZFARP D . ARP Bl 2% ARP $dE 05 ARP R H#4 ARP 4 H .

ST, AU AERAS ARP 45 H, (Rl AL HE 2 7. AT n, i ARP £
) B EHASA B AL . BAR AR A AT AR TP bk R B £ H bR, ABAE LR M B S2 Bras 4+ Bl 40,
AT LUK MAC Hiuhik. it 88 5k B LA B0 U 2% L AS A Bl B, e ki%k ARP IEKK
FREZ 1P Hihk B MAC Hutik, SR 5 A4 ARP Wi oK B A2 4 21 MAC Huhk.  FEH1ERES &%
AT B ARP 38, JIT AAS 0o %) 75 BEAZ AT B RN Eidl (0 4 &% ARP 3Kk . UBIAE M 4% Ik i% ARP i
N, fESE)ATER ARPER, HUUR BRI H, WeasEr. wmREAKHE R (g
S TP Huhik i) MAC HhhEeAs) , %4 H W EBIN G, AR L HHE .

X MR, R B DORTRE g B A R (s B R I H] ARP R 87 ARP 4%
Ho

FiaZ |l
PEBf A AUE I i€ 8 1

B EwpriosEn
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| #mesaogzEn

N
5

B

G %\
>
= w N

B

Fmass MAc skt msazmmac 23 [

UK

W REFEIR % (Devices) > & & B8 (DeviceManagement), it BB &1 4iE (£ . &
ZLERINERIED (Interfaces) VUM .

R T R ()

BB, R AT ARPIETIR (FEEWRT, #8 ARPFIMAC) .

sl P m ARPRE.

Ftd LBt R & BRI ARP B & 6HEHE .

76 1P #utik 7B, SN ENUTR TP Hohik .

£ MAC itk 7B, BN LN MAC #ibilk; #1400, 00e0.1ede.3d8b.
BENFZHHE AT EE ARP, ik B R BB Sk HE .

W B9 1 3 e 236 7 1P Hulik ) ARP 53K, 23 Ad F 45 MAC Hbidik i ma iy

MR, WG RXGERER “mg” WE.

29 il fRTFE (Save).

USRI, 0T LU 23R8 > BRE K SR 8 B P R o AEARE T In S AR

A INESRZS MAC ik 3+ A MAFLAZE F MAC 5]

$iIE2
SIE3

$IE4

W, sk AR E MAC HUlE R EEA AN O, MAC Ml £ 3h &S] MAC Hihk &b, o]
PAZEF] MAC btk k7% SARIMBR AR MAC dhlib B in B R b, 5 W8 s T LUod s Jg i B 1
W% o B A LLH MAC Hihib R th iR mEs A MAC ik, WINEASS H I — N2, T LABT 1 MAC
o RS EAS H BA A MAC Huhik )% ) i 238 1 S s 4 B AR USRC #2106 &, )
JEHN B A B A s B IR R ARG R . MR INE A ARP 4 HIN GES R INEER S ARP 4%
H o, 25400 , #3 MAC Hibib4k H & AR ing] MAC silikZd.

FHia Z |l
UE SR OGS TR E K

i

MR FRIR & (Devices) > & & & 18 (DeviceManagement), I fidh BT 41 HiE (£ « &
SGREREFED (Interfaces) U .
MR O SRR ()
M SR (Advanced)iE I, RJm sl ARP #1 MAC (ARP and MAC) £ .
(Ali%) T EGE LT B MAC 33 S HEKEE ] MAC %5,

WIS LORINEAS MAC Hitilk, 15 A% MAC BL& (Add MAC Config).

wmpsosEn )]



B cszcmuEsy

gapadEED |

eI B R An MAC BE B SHEHE .

$IZ6 £ MAC Hbiit (MAC Address) 7-Be, S\ EHLE MAC Hubik; 101, 00e0.1ede.3d8b. fidiffiE

(OK).

$B®T SLHE (OK) LB RH I E .
YR8 LR TF (Save).

VRIS, SR DA AR E > ARE K SIS A E BUP U B AEMSE LA, AR

RELRERESY

N

AHR IS AT 1E TP KR L FOVF e B 23 B 4 DL i A B IR E TP B 0 B A BRIA 2 B
BH.
[ B

AR AL AT AR 11 13 B B s ) B AR K o B4 RPF AR % b SRR ORI i (037 5 1F
BRI T DR KU TP Mk, ATT8E S0 TP 30k C IS A0 458 F R IE A U TP bk DU 35 JLECIE R
T .
WFEDLN BN A A 8 ] A R s A A H brthl . SRR RPF SRR £ d A
Felrtnt; JLRMERERRA “ RMEARE R o XTI SR VEE G b B AR g AT, R
2 LR [ B HE R B B e A OCTRAIME B, 1214 RFC 2267,
B, xEFAN T, P A A T BRIA B R R A SRR RPF R o B A gk
AN TS F AN FTE PR, e S 1 T BRI B Fh oK AR R R R D YR
U R R AN R A ) AR e N AN R 1, (B R L OCE, ) B A A S %
BPiAl . [FRE, WS AR BE N YR L, W& S EF i t, DUOAUCR RIS H (BR
N D FRRAMTE .
3% RPF (WSt B an R
* ICMP Fl A 251, DI A A AN S A
« UDP MITCP A 431, DRI A A0 £ oK s 1 i R A o ST 2 14 09 1) 38008 1) I B a0,
1 FAE R BB 21 R AT RS TR A . RS A IWIIGEEE L, LA e 185 4)
A S A A Y IRl — 2

BT YRS R

BRINTEOUT BB A 5 4 R VFREAS TP S0 i 2 5 24 Ny B, DU Z 200 NS AL 5
Bto B AEAT 2 I B A T BE N (4 NFS over UDP) R AE TS Ei k43 B 1488 () R 4%
o AHGE, AR BN, BRAT T S AN EE AV o Bl ik O b A e g . A BRI AR
P A0 38 ¥ FHAE DoS Bl

DERES
JEUHBITAE BEAE AT AR 7 B AL R
* RGP 2B, HLEDB I B sl 2 N A1 FR o

B EwpriosEn



| #mpsagED
wazemEsy |

© RS BARTEHG WA BAEPAT e R . SR AR O S Jo RS MO Y
o FE BB B AL AL TP 2> BUGE g TR AL
MRS T RESBRER CRNBE) , WoBURSH R B2 A — DA B,

cWRBEM T RESBRER, WHBEHAS IR P At W5, %A TP i
Fer 2tz DtEE b AL EE.

FHiaZ |l
Vb O T iR e (R

UK

HIE1 K IKEFIEE (Devices) > & & &1 (DeviceManagement), Jf i UM DT W& 4ig (£ . &
SLERINEFIED (Interfaces) VUM .

TR2 i E IR e (L) .
TR fiSRLIF, Re A RERELIF.
TR A R AR, ik BRI RIEHE.
SRS LR B, LT RIF TR RESR QL.
FER6 SRR T RV B, iR TP B EROAD BORE R EHE, i E L M-
o Koy - BEE TP HA K A b A Ay A N e KA . BOAE 2000 Rz 1 4%
5B
© 8% - BUE SR TP Bl W T K s KA . BOAE 24 MR .
© BBRT - BEE SRS B W RA R KA R AR R A B RIE R I R R Bl

U RAE SR E PR Bl B I 70 Bk AT A iaian, 0 el i Bl e i Ay 2 BUls gl 37 B
A 5 Fb.

FET HHBE (OK).
LIE8 niilifRTE (Save).

VRIS, SR DA AR E > ARE K SO E 2P L B AEMBE LR, AR

wmpsosEn )]



gapadEED |
. Cisco Secure Firewall Threat Defense 8% #IF5 A EEO R FIEHE

Cisco Secure Firewall Threat Defense 5495 fip5 N IZIEOH
$itFE

i Version |it4mi=a
VXLAN 3 #F 7.2 ™I T VXLAN 534,
BB A5 S

* &% (Devices) > ¥ & &2 (Device Management) > i& % (Device) > VTEP

* %% (Devices) > i& & & 1# (Device M anagement) > i& % (Device) > 3% (I nterfaces) >
hR¥EO (Add Interfaces) > VNI ##0 (VNI Interface)

* 1% #%& (Devices) > & & EIE (Device M anagement) > 1% #& (Device) > 0 (Interfaces)
iR > General

SCRFIR B Al

Geneve Y #F Threat |7.1 “}j threat defense virtual 3§ /il T Geneve 4¢3 ¥F, LLSCHF Amazon Web JIR55 (AWS) ¥ 2%
Defense Virtual BRI A5 SR AR . AWS W G B B34 i A4 32 B I 2% 9 O (TR i 48 — A
PRI D S50 3SasAgs &, % IS nT 73 FoUi 5 97 i€ threat defense virtual
PADEHC it 5 7 2K
DR 24 H Snort 3.
B ME ) B

* 1% % (Devices) > i& & & (Device Management) > i% % (Device) > VTEP

* %% (Devices) > ¥ & &2 (Device M anagement) > 1% & (Device) > £ (I nterfaces) >
ANFED (Add Interfaces) > VNI #0 (VNI Interface)

* % #& (Devices) > & & & 1E (Device M anagement) > 1% & (Device) > %0 (I nterfaces)
GiAE L > General

T4 AWS H1ff) Threat Defense Virtual

31 47T M HERD 7.0 XF T T, BRI DAE 31 AT o s R TP kb, 314 AL 2
ANHibEs JEE, %P N R e AN R TR T AR R, DR, ANl
RS 2 A B 7M. (H2, R S %R, I AT M el # ik, )
3142 F M SELE TPv4 FR AR B bk O K. B, 2 A FTD 2 Ja) b U] e i L5
B AL R A AT T B AR 2 R ) e, TR . R nT LA
11847 SNMP 8RS8 H A& 1 — N ELEERS, o MRk AL 3% 2% h (0 BVIAS SRR IL T fg

TG TR 5 e«

%% (Devices) > & & EIE (Device Management) > 0 (Interfaces)
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Cisco Secure Firewall Threat Defense B9 & #if5 A EIEO R FiCHE .

it Version |{f/H{52
Firepower 4100/9300 | 6.7 Firepower 4100/9300 HUARBILAE v) LLKE mlWihols A 3o AT R RS B Hctls 52 1 14 2R R IR
FR) B P 875 0 S A T SFEZ. Hir, HEFX0S HHARAN “i217” HYBEEIREH N “12177 , #1kK
NS PR UET AT ORA, TN HE BN S LV ERRE . R N I 8
Z By [A] 2 A, R O nTRELE BB N 54 BZEZ AT AR T “Up” WIHRE, BE R B)
AR DG S I — BRI EREE “Up” RS AT NIBEE, IR A ULEC ] fess 2
HHAR L ER, BIOASME tHA8 T e 278 BUPrB7 48 m] LA PRI B 2 {iy FF 4 1n) iS5
RILTE . %I AEBIA N ZERPIRA I AT AE FXOS %@ &% — 5 .
e EHE. A B LA Radware vDP 1&g 1) J8 b B 481 ASSZRE LI fE
ASA MASHF LD HE .
B HME T Firepower HIAHE EEARhEAE: BN & > BRAERKE
BB M) FXOS fiv4: set link-state-sync enabled. show interface expand detail
YHHSEG : Firepower 4100/9300
Firepower 1010 fifi {427 | 6.5 Firepower 1010 SZREIE 8 LUK 42 118 A A b L 1135 K Rz 1 o
bl B 0
* %% (Devices) > X & &I (Device Management) > [ (Interfaces)
&> IREFEE > O > HEMERED
* %% (Devices) > R & &2 (Device Management) > 3£ (Interfaces) > i1 VLAN
0O (Add VLAN Interface)
Firepower 1010 PoE + | 6.5 TEBEICE R AWl 1), Firepower 1010 SCRFLUK ML T 1/7 F 1/8 _F [y i LUK
SCRELLURI 1/7 FILLK WAL+ (POE+).
M 1/8 N -
BTG B
1% % (Devices) > & & EIE (Device M anagement) > #£ 0 (I nterfaces) > 445473 O (Edit
Physical Interface) > PoOE
FH T 2548 5245 1 6.3.0 B OR R 11, Wl LATE FXOS H g VLAN 800, v LIFE 2 ANz
VLAN 71 [IEi = JR

BrE/M& ) Cisco Secure Firewall Management Centeric 51101 :
WE > REEE > RHIEBRIR> BEOEN R
P& M) Cisco Secure Firewall HLAG & FE 25 57 7

0O (Interfaces) > FAF1ED (All Interfaces) > #i& (Add New) N3z > F#E0
(Subinterface)

A& M) FXOS 4
subinterface

create subinterface. set vlan. show interface. show

X5 Firepower 4100/9300
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. Cisco Secure Firewall Threat Defense 8% #IF5 A EEO R FIEHE

ESHE Version |itspi=s
T 728 s i gl 6.3.0 PR R TG AT R 11, AT DAE 2 AN 2 =R
St HT ST ) Cisco Secure Firewall H1LAR B 25 55 BTN .
BO>FaHEO > £8
BrME ) FXOS #ir4: set port-type data-sharing. show interface
N HPY 5 Firepower 4100/9300
SRR B A 6.2.0 AL RS B AT B (It T AE UM AL RN % el 2 1 2 TR BE BRI Th . PR LR S BB 18 Y

M GidEs D FBz 4l BB JEAE B IR AT, PR g AR A5k 4k 8 76 B
Kb O Z ST R Ew], H HAE A B KR A . DAAT, S L BRLEIE BB
KIS N ECE AL, T CTEAE AL ) o Tk e RE, T DAFE R H 5 K AR
AONBCE PR, FELEMIRTLL 2 18] LA S MR 20 5 i f e 2 TR A T P o TR A )
MrRE R 10 (BVI) 1E W MARALI M ¢, mtbZs 5. Wl ghpif s wishg o
AT RCLE MR AL, S R F R T R AR AR FH A A 2 IR A LI S 7 6 . 7R
AR, BVIATDUE O &80, JFrlhor 1k gz 02 5 ReThfe, a0y i) )
1 DHCP %578 .

CUN ShBEAE B IR T 52 308, (AR iU N AN SCRE: R0 BUTRZfEAE BVI &
WAZCRE: s AR .

BT A5 S B
CRE>IRFEE > O > HEVIEED
IRE>IRFEM > EO > RMED > MFEED

Y4 Firepower 2100 Fll threat defense virtual LMK FTAT &

B EwpriosEn
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