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* IUAE TAC 1B T BGAE Firepower I/ SCRY #4528 ] Linux 4452

o TR ORAH R BRI AT CLI Uy ) AU 7 410 36

* FEFZT CLI VG IBLRIN, il o HAT “BCE” 2000 U5 BRI 1

* THZIAE Linux Sh5e P BRI s 35 DURE A 3 rh R IX SR e o

* BRARIA} TAC fi7n 8l Firepower HI P SO R AT HIAA BT, A5 WIEASEAEH] CLI L 5 AR 2O Vs 1)
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CLARAR
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P TEiEAE A AT BSR4 o
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RAR#
o At N ER AN P ES AR TR 2 44 o an AN IR S5 ds A S A 44, IR & 31 v %
PPN
* H 02000 Linux A3 %4 :
s % 32 ANFREUAERE, AMINETRT () MR RIZ O
BN
o ARELLEFART (<) TFk: AREREEET: ARREEMA (). at {5 (@) 3R (/)

BIANE

T B A —A> admin J1PAE R ASHBHT ik s BANBEMBR admin HI . BRIAWIERE D4
Admin123; REERFIELEAIGAE R SO E . A RREVIHARTEAE R, ES R
SHINTTHRR .

BRKkFREE

&8 % I LA Cisco Firepower 2100 £ 1000 415 014 43 MK .

ZEZCqu”umﬁﬂPQJﬂFHf:

8 CLI AT e Jgih o G s

RS

SER A AR E BRI 6 sk 57 CLI.

EEE IS BA PR RBR, ERA R E BRI # AT LLAT 85 . BT LUEH] SSH 2
Gy

Sof T-IEL g RS, G i 2 sk N FXOS CLI. 18 connect ftd i3k A @b £
CLI.

FE2 QAR
configure user add username {basic | config}
s U a-wEM 4. M1 4402506 Linux £ 24
© R 2AFREUS TR, AMINE AT () MR RIZ O
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P ATELUETAT () Pk MREAHEECT: MEEEIE O, a5 (@) 5L ()

* basic- FE B AV AR . BB A R VE I P NG E S .

* config- $EAL T BCE VT IR o AR CR T F ™ e A P OBCRR, Lk T DU N P B i

4.
il
ARG  johnerichton FLEUAT L ) BUIRLHG AP

WoR.

> configure user add johncrichton config

Enter new password for user johncrichton: newpassword
Confirm new password for user johncrichton: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn

admin 1000 Local Config Enabled No Never N/A Dis
johncrichton 1001 Local Config Enabled No Never N/A Dis
TR FFH P ARATTAT L] configure password 4 51 UK A

CRIIED MR 22 4 BRI EAZIK ™ R
AT LUEHI LA & SEBOA IR AT 4

* configure user aging username max_days warn_days

o TEEHENERSIN, AR

Str Lock Max
No N/A

No

5

BCEL P SR B« TR, DL R BT PP % B 00
SIRRAL PN T 1519999 2 1], (HRS S RECSAUN FRREL 501K B,

HBA M.
* configure user forcereset username
ST PR O8I B e

* configure user maxfailedlogins username number

BCEAEUE M L BT SO VF R R IE SR IOE K R, BT 1 829999 2 [A]. f#i 1] configure
user unlock i AR ™ oSBT IRERIMECA 5 ISR 5 .

* configure user minpasswdlen username number
PR RN, BENT 15 127 206,

* configure user strengthcheck username {enable | disable}

JA FHEAE R B A i RS A, RS, e SR ) 7 S 50 B I 29 R TR 3 4 . ISR P
1 E A H T configure user forcereset 4, WIILELRSTER R &k B 3h)E H .

SRR A W E B K
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{R)RE DAY IR

* configure user access username {basic | config}
S IR BIALRR
* configure user delete username
AR 2
* configure user disable username
ZEMFRE IR, AR LR . H iR s, BRIV R I O 1k,
* configure user enable username
Ja I 3EE B IR
* configure user password username
SR P RS . RSO, P A ] configure password i 4 B LR E R
* configure user unlock username

PR DRV Y e RO 8 SR S I B e B R P

B & FTD BY5MER S 30 E

A FTD B (AN S Uik, 8 BRI NN G O S0 IR 52 o

KT BLBhBEHENSNGR SR B E

LE Sy S SR P R AN G Oy SRS, B AR 248 FH AR B A B0 AE X 5 b 48 %2 1) LDAP X,
RADIUS Jli 25 %5 56 iE H A IE

R R BT A B AR T AN SR IR B o AR AR I A, e B,
EATRIEA R XSG o T U, R REAE 2 2 11 & BB P AT — AN S A B XS
%

\)

ER UM A A B RIS AR, R, W SR IEEERT S, SRR AN ELE T B R B N
IYE C6F LDAP 24 1-30 #2, %FT RADIUS 24 1-300 ) o Qi SER B I B8 s o 5 s (e, ) gk
TSI A A0S 3 56 T K AN A o

SATHNES G G B UERS G rf AN TR T BOT AT T U B A SSHUS 1) o WSRO e 7 B, BN THE
B o TR T A B R SR WAL IR 5, ARG AT LT B
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iR

%F LDAP

T RADIUS

A BB E

15 root BUFR, AR A ARG . H PR
o BRIIEA Linux A58 75 AR 313
* W2 614 Linux 4 H 7.

HATBC & 25 B ) 7 AT LU A] CLI expert v V5 7] Linux #b7ef . Linux #h52 I 7] ASR

W G H VT P (LDAP), W AfER 2 s AN H s, HTE - AMEP I EASN S,
FPAEUE. SR)E, 24NN 0T LS i X e AR UEF A TR AT e s B SR TG B O 7 AR E, )
AT DALE— M B AT S

Microsoft £\ B Afi Active Directory JIR45#8 K5 4E 2020 FEITUH5L0E LDAP 455 Fl LDAP 2544 . Microsoft
B e — IR 2R, [RIA RS BRI % B i, Microsoft Windows S A7AAE — MU RIE TR, 127
AT g A VE R RN B0 208 S B0 R SR s D #  £1) Windows LDAP e %54k . A RTEANGE R, 1S
% Microsoft 43k 25 I Windows 2020 LDAP & 4 & 1 LDAP 4544355k

W M AR PAT AR, FRATE B ITUA4 ] TLS / SSL I %} Active Directory 45 #5347 5 3 46
E

TR B B UE AR N PR ZS (RADIUS) A FH 560 UE /A2 BURT 3 W FH 7 6k 19X 488 35 905 (140 )5 ) F)— ol B 473 565
WP . FTLLAFFS REC 2865 AL RADIUS AR5 Gl B 4 Bl X 52 o

Firepower 1% % S F5l H SecurlD 4k, i ] SecurlD il i i 45 25 K HC & G 4 BRI, R H % %5 7%
AT B BRI FH P 25K SecurID A RUE I 213 SecurlD PIN (A,  JFAH H BbARRD /5 2 Hog S
. {E Firepower 1% #% [ JG i e B AT AT HoAh 5 5K 3 HF SecurID.

in A0 LDAP SMNER SR TG IERT &

VN LDAP -2 B EAM T PHAET BRGS0 2550
A, AU ST L A B .
RIS RN K

B R BT A e A AN LDAP X5 . A By Rl g al LS A — x5, Loy
EATEIEAF X5 .
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iR

XFFLDAP, g A A e B Ly R I VE AN, DRk, W RS S, R ORAS BRI
B INEINYEE (1-30 B8) o ROREEE N5 B0 S e AR, DI BB 1 28 4
BLRN BT S FRIFER

WA LDAP X% p—ANFAE R 7 BOaT F T g o i SSH Uy i) o W RSE N LA 7B, A 1R 3 20 .
T RS S B T A B, PR A X e 7 B . IR R AGRG J SR F B . X
HAb T B, S PIN & BE A0 ) LDAP A5 -53 56 UF X 5 .

RAR#&

FH P 44 200 A - BB 7 e s () B 7455 (<) I Linux A 800 P 4, HACT R NS
AT FAWER R A, B at 755 (@) BRI () ARENIMBE M IR INEREZH . X
PR INANE P (MR M ANE S AR R 585D 5 ARELE CLI FPas Al i =
F P HBEE CLI s, AREEE EH LI IN .

WA 2 i H] configure user add i<y P OB AR R BT 4%, DU s 7 A0 e 0d St
R R s i, WK, A LDAP IRS5a% . R Bo)a ASBEFRRS HATAR R 4 FR 00 3 78
RPN SB s AXSCRE AR AE B A

SR
LDAP HI FIp#BA “HE” AR,

T,
T

FHiaZ |l

TINAE B # R 2 DNS R4 a8l T4 k. RIAESS/E AR 7 o LDAP RSG5 2446 T 1P Huhk:
IMAETENLA, LDAP iRk 55 a5t n] el [A] m] e 45 EHLAL (1 5 40 B0 URL. fif b LA 75 2261 DNS
Ao IS FAE CLI "B sl 2 BERE FIRES I DNS k5545 o

UK

wHFRGE 3 > B (Users).
ity External Authentication T F .

Al (1) RNAMEBE A 18I & (Add External Authentication Object).
K BRIIE A ERE N LDAP .
N BFRAN AL 15 BB o
MBI ik FEAR SRR A B
T ERSES, FAENRA/NP k.
WA FE 5 3d ok TLS 8% SSL AT 4z, WUIE 5 1) AL A4 0 400 5 17 B A T 1) FE ML 44 DB T
UEAL, I A SR IPv6 il
CRrE) B s A FH (R BRI
(i) AR IRE RS
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FIR12

ffii)\ LDAP £ ESH.

a) FEEAL DN F 5 E P50 ) LDAP H 4 A\ LAl DN #l1, ZEXt Example 23] [ Security ZHZ3
E‘J%%ﬁj}fﬁ%ﬁ}%jﬁ, lgﬁA ou=security,dc=example,dc=como EZ%“, ){—‘—RT—EKER DN, ?‘)\E}ﬁ/‘A‘F
FLB 2 P IE AN B ) S AT 3 A B

by  (FIE) MAEATIERR. G0, WERH XM S BAT physicalpeliveryofficeName
Jg Tk, I H New York Jpo % A (L X Tz @ v R AT JE PEAE vewvork, ZEAUKIER New York 7024
%EF‘E':J)EHF, T«%ﬁ)\ (physicalDeliveryOfficeName=NewYork) o

) N AMBILUER Y LDAP RS54 IH AR P& B, WASZERE] OpenLDAP iR 55 4%,
HApH A X% EHE wia JE1E, FF H Example 2 5] Security 3B G X G0 wia [H A
NetworkAdmin, )”JJVE:ﬂuffﬁﬁ]\ uid=NetworkAdmin, ou=security, dc=example, dc=com.

d) {EZERGAEINERD T BT AN 6

e) (Wik) Ml BRSHRIERHACE LT gL

o % - AdiF. TLSHE SSL.
WA ¥ ity 115 S o vk, e 10 T SO % TR BRI . KRB TLS, i
UK 25 D BROAE 389, AR IEFR SSL Inss, i K5 E A 636,
* SSL EH _EfEREIZE - 6} T SSL 5k TLS jna, AZiimnd fik B e k£ —AME 15
W2 Ay O AR I R O e, 1 ARBIE P O E B B, LRI
Bk,
IR TLS I ER T V-6 EWAUE . X1 SSL, BB ARG U . X
T HAb -5, SSL AERAUE TS . HEATE IS L AL SSLUE LA iE A
Britio

o CRAEAD R BRI - i R AL

< BE () BRI B RAIER AT E (130 ) o BOAEDY 30.

TR JEN S A AN A EE A B RS AN, DRI, RIS, RS B
J S B PR A N B IR JE R (1-30 B0 ) o SRR B I 8 A S R AR, )
1 LDAP e &K ANEAE R .

Cafe) A BB I P w20 e 8 2 Ay CLI V5 o) J@ Pk, 15 ¥E CLI if B @14 (CLI Access
Attribute). %11, 7 Microsoft Active Directory Server I, il 7F CLI if7ia] /@ 1% (CL1 AccessAttribute)
FETHEN saMaccountName KAl samaccountname CLI 37 7] J& MR CLI Y5 FH .

iR A2 7 1A A AT LU CLI expert iv4-7 ) Linux #M5EF2 5. Linux 5%
F P AT LASRAS root AR, 7R 24 . A AR PR H1RAT CLI 5% Linux 4b5e i i) (1) H 7
IIE

pE s P8E SCVE R ELAT CLI U5 R AR KT 1R 08 5 473 B Xt 5 m] g o 3 BUHR 35 N A2 A%
(SRAUFIEVAIN PN

BEE CLI i Eld RS,
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WHLL Rk
o LHEHIBCE S IO UE VO E IR E AR 1L ug &, L SRR IEIRERE LA,
s WHUERIEERARE &R, WA ZEAMEL ISR . BSE HAF AR O
SRR o B0, T R L P R AT SR AEE R shell ) manager B, WATLLBCE
FEARLJESR (manager=shell) .
FH P 44 25 2506F Linux 41724
© RE RAFRETFFRF, SMINEFRF () AN RIZ O
* BFNG
* RBELLETRF (1) FF ks AREREREET: ARRESTAUM O, at iy (@) Rt ()
pEd 2 U RS R AN A G B A RO 44, U e s 0 2 e S it R PR

WAL, ARG, MR R LDAP RS TR, MR ABERRS HA MR A FR N
PSP BRI s DGR LARTAZAE (KT A BT

HTHRTE
JA I BEIR S5 %5 o TS AN S I

W LS £E LDAP g5 ds B Inaml Bz il -, s 200087 P O FAEFBAE Beak RS “ P ai
B

a) it LDAP fR&-seashmRiE (©) .
R AR KA, BRI N, FEUUE R &S T E T .
b) HEEACE O 1S B

T
BRI

P58 Microsoft Active Directory Server [f] LDAP &5k & 43 B UEXT G AR E . bR
) LDAP RS 25 (10 TP Mok Kk 10.11.3.4. 1348 FH 3 11 389 #4751 .
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External Authentication Object
Authentcation Method LOwAP v

CAC [ Usé for CAC authentization snd suthofization
Name * Basic Configuration Example
Description

MS Active Directory -

Senver Type
A Set Defaults |

Primary Server
Haost Nome/IP Address ox W or hostnanms

Port® | 389

Backup Server (Optional)
Host Mame/IP Address @x P o hoatname

Port | 389

LDAP-Specific Parameters
oussecurity, DC=t, U'E=E:;EBFHIJJE. [ ]

Base DM * | A%, do=socating do=oom
Fetch DNs |

BaseFilter | I — oo st o
User Mame * | CM=admin, ﬂﬂw:an'q:.l.la. MWJ o, cn=jsmith,de=sourceing de=com
Password * | ,,,,,,, ]
Confirm Password * | ------- ]

* Show Advanced Options

b7 S s Xt 7 8 24 ) R A R B AR U 1) 22 A A U A RT3 44 B

OU=security,DC=it, DC=example, DC=com El(]ﬁ::j%o

Attribute Mapping

U s Anbuts * | sAMACcounmEme i

U Accass Anibute © | saMAccounmiame

» Group Controlled Access Roles [Optional)

CLI Access Filter
CLI Agcess Filter i || Sarma as Basa Fiker
e [omsiniin), (Mt [Ecn=gsrndm] (on=ooamith§ errecsimiind

(Mardatry for FTD dindces) |
-

Additional Test Parameters
Lisar Mame |

* R Fatd

B &=
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BB 7 LDAP shmamniEr s ]

M P OE Sk BRI, samMAccountname ) CLI i Al E S S8R & H T X %11
sAMAccountName E'[ﬁuﬁﬁﬁ@ﬁalﬁo

TEER, BT RIS ARS8 N SEA L I8 D%, Rt BB 248 2 H s SEA AT 43 3 44 Fx
Fria s A S E . SBR[ B (8 LDAP 4528 LB RERED &, 5k
225 NE R R I o

N

B 15135 ] Microsoft Active Directory Server HJ LDAP & 3 G356 X G S R & . IR
i () LDAP AR4524 16 IP Huhikhy 10.11.3.4. DEIEREAE 3 11 636 BEAT15 )

External Authentication Object

Authenticaton Method LDAP .
Cal Lise for CAC authentication and authonzation
Mamea * Mufvanced Configuration Example

Descniption

Server Type MS Active Directory » | | Set Defaults

Primary Server
Host Mame/IP Address * 11154

Port* G346

[N RTAZID S B RN | /AR R TR = S v N 10 A el T oA B ) o= B 7 NI I 2
OU=security, DC=it, DC=example, DC=com HJIZEFE . HIEFR, MRS A AN jERS
(cn=*smith) o %ILIEATIF MRS AR R BT P BREIA A FH AP smien 5 RIH ).

LDAP-Specihic Parameters
Base DN * | Dllesecurity, D=t DE=ceampie, D Feich ONs

Bt Flter [ZM==amith)
Ulssr Name * Chi=admin,DC =example, DC=cam
Password * | -—-

Confrm Pasgeord ™ | o=
* Show Acvanced Qplions
Encryplion @sse OIS ) Neea
5L Cerlifcate Upload Path | Chooss File | cerricats pen
User Name Template | %s

meout (Seconds] | G0

Attribute Mapping

LI Aatoeres Atribute A ACCouniName Fetch Alire

CLl Aooess Alribute * saMAccouniName

LR 55 25 (K FRAE ] SSL AN, I L MIZERRM — 4N certificate.pen [RIE
oo BEAh, Wi @R (B WE, SR ARIERAE 60 PR RN

TR 45 4% /2 Microsoft Active Directory e 55#%, RIIEILAE A savaccountname J& PEA7 i H
FIATA R uid JE@ .

&
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2 g Sk BRI, samMAccountname ) CLI iF Al E S 3R & H P T X %11
sAMAccountName E fiuﬁ?kllﬁ?—‘iﬂlﬁ

FELLR 7R B, CLI Yy 1) e BN S A D25 41 ] o

CLI Access Filter

CLI Access Filter
Same as Base Filter

(Mandatory for Firewall Threat
Defense devices)

Additional Test Parameters

User Name

Password

*Required Field

73 BB A 4E 750 RADIUS M ER 544 38 UE XS 5

AN RADIUS JIi 55 4% LA SCREANES T EAT I8 B3 480 o
FEZBRE T, ANy B UE X GAXAE B SR A b v
HZ I EFHIIERT R

B B AL AR, WA LU ENICIEAN RIS TRER, BB SRR
RADIUS 55 & L5 I, 10 A8 B G SR BEAE SN S 3 AR G € I 8103 . ] LAk
FEEEXT BB E AL I TUE XK Tri%, BURZEAE RADIUS ARk g5 as EE SCH T, WU B
0 A0 A PR RO B SR R B

\}

ER Ui R RO R RNEE AR, E, WRILER R, SR ER I OB RN

YO (1-300 2D o Wi RE Iy e B o0 B s (e, ) BB 18 RADIUS BCE R AN AEH o

BLRR BT S FFRIFER

HH RADIUS WG H—AFERFZB A T B P SSH U5 o Wi I AL B, BT 2
Mo A SRR X S F T A& By, WP IX 7 B, R P o5 b5 A S R 7 B
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HRHALFB, 155 H (Cisco Secure Firewall Management Center 45 FLFR ) 4 & HE L 50
RADIUS 45 3 S UEX 5 o

ARz
RN S IR M E R B o U BEAEE B OIS NN P CFE R 88 5 A B R S 1) —
23D 5 ANBELE CLUERINMbA . TR, A BT HBELE CLI RN, AR B LA .

W AE 2w configure user add iy 4>k PR PG B AR RIS T = 44, D) g s A o S e Uk
PR PR A8, WS, FERG Y RADIUS R4S 28 . W=, MG R AEFRK HLA AR 2 AR A
SR PRI SN s ACCRRDARTAEE NS 7. X T RADIUS leds-#s b SR, i 450
Y PR ) 8 kg 5 AT Ao P S FH P A ) RORC B )5+ 45 DA TGy A FH A0 P P 3 o % o

B2

1 AT Service-Type J&1E{E RADIUS i 454% b XKH .
DR 2232 52451 Service-Type Ja AR :
IO (6) - F2 it CLI fRCE ) M AL IXEEH] ) w] BLAE CLI HPE BT i %o
* NAS $275 (7) SR 6 LASMEAT AT - $2 4L CLI PSEA DT B2 AL 18 P m] LU A sk
w4, Hilnshowdr 4, T M FIHOEFHERR .
A FRAAZE Linux 452001 1 4«
© BE 32 ANTREUTARE, AMINETARE () B RIZ O
< AN
* RBELLETZRF (1) Tk NREATRET: ARRAS at 715 (@) 2kt ()
B, AT UALEANB S A R T R P (BHPBOVIR 12, 5 1450 o BN Eh it
i/ Service-Type J& Y I¥T [FII 6 B D74 F0 A7 2 b A3 AH R ) RADIUS JlR454%, i B nr 1403

HHIA] RADIUS g5 ds B ASAMEEE (g bt G Jorh— S0 AR TUE LK CLI i g gss i
CHT BRI SR CLI ipiElidiEss i O T gUhBit) .

$®2  fEEHTO T, ERRFE 3D >R (Users).
$E3 MBS IEIE (External Authentication).
@A fid () SRMAMNBSA IR R (Add External Authentication Object).
PES  HHBWIEAEBE N RADIUS.
L6 EAZFRA N EIRAR .
LT T ERSSE, WMAENRANP ML,
I SCFF 1Pv4.
R AR AT U538 1 TLS 5 SSL #EAT3E e, WHEF i B4 20 b7 Berp A i 32
BLAG VLI .

e
| I
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B e 70 RADIUS ShERS I8 IE R &

CAl3%) o e OV FH R BRA

i\ RADIUS IRE £ 4.

(AT MIANERRSESRSH

(%) N\ RADIUSHFESE.

a) {ERBEY (R R ANFIR FIRSS8 20T RVFIA L (A1 1 A1 300 2 08]) o ERIAE N 30.

iR BB A AN B O RN VS EANE, R, RIS, SR AT L

i A A NI R (1-300 ) o SORHEE I 0 0 B s (4R, U B £ RADIUS
B E AN EAEH

b) BN BSOS A 2 BT R EIROREL. BRI 3.

(AIE) AEAEH RADIUS & XH ™ GES P DL, 9513 50 , 1£ CLI sl diEss (CLI
Access Filter) X125 CLI i 8 A% (Administrator CLI Access User List) 7B, HiARN
A CLI Vi AR 1 4 JFLAE 540 B% . #iln, %A jchrichton. aerynsun. rygel.

Tas ] GEAECELAL T B8 1) CLI 7 18 i 88 5 ik LASE N Jal ilh 7 80 R0 HCAth - 45 SR A [+ () A0 8
B RAERT S o

iR WA H RADIUS & LR P, a2 CLI iz 1a) i3 888 (CL1 AccessFilter) B 4%,

TR ORIZLEH] ) 44 VLR RADIUS Jl554% LRI 440 AR 2 Linux A 44 -
© % 2 ATFRHEUT AR, AMINETARF () AT RIZ O
* &G
* RBELLETRF (1) IT ks AREREREE T ARREEAA O, at i (@) BuRlZ: ()
pE s HATTCE 05 BB ¥ mT LS T CLI expert @47 11) Linux #M5Ef ¥ . Linux 4b5%

AT LASRAT root BLPR, iy K224z o A DR BRI AT CLI B Linux #b5e s il (R H]
AIE

R HE VR AT CLI Uy IR R T A8 B 3 30 1R XS 5 nl g o 3 B0 B N T 045
Rl PN

(afik) SR (Test) LLIA 5 RADIUS 45251 85 B0y 45,

e hRe LRI & B0 55 RADIUS RSS2 1%+ %A H TR % 15 RADIUS JIR%5 #3114

X fE -

(Ara)  sesh, e w] DL A E AR S Eok MU m] LLARAT 5 gy Bk i ] T AR E: AR P

ZMERY, AR5 it

B DRI Y B AR A B AN IR, BIAE IR 55 a5 O B IEA, DIt R IR
IR g5 AP B R AT IR, T AR, e e R A S T Brh A R
U ssh, RO R R AT I A R R

i
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% BLBHBH 70 RADIUS shzp s itiEx s [

BRI AL W] LAE Example 2 AT ZR 2 ssmicn HAEIE, %A osnien FIEM )%

FE5 PdiRTE
FIR16 SRS WS S Oy gk

w51

SENARABERE
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