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NAT ID: griffontaxes3 _ Add Device 3;

IP address: 10.10.10.3
NAT ID: griffontaxes3
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
L, s 2, W S A1 T NAT 2 s A3t 1P bk ek B84, i AT & .
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B& > R E > DDNS BR & it & )4 DNS.

G0 SR AR B A A N B B0 2 BTG B DDNS, ) B9 ¥ 45 23 1 84 Cisco 5215 1T

i CA RGBT R CA IS INUES, DA i B 48 v £ T LASGAIE - F- HTTPS %421 DDNS it

S AUETS o UM 4B S FFEAT A8 FH DynDNS Sz Ft APT MY f¥) DDNS 55 4%
(https://help.dyn.com/remote-access-api/).

T B 15 ) 4 PRI, ANSZHF DDNS.
MR (Connect). SEMPIRZS A EHE R DI 2] 7 B PO 1 PR . A RFE R HL/CDO i
M E ABG, FRE R, IR NP K.

DRSO D) B A R, B A BUEEM. S0, T REEEPLO/CDO EMRE PR
Ja R e A B DA AT o WURIZAE, R s, JF AR IR R e i B
I A .

ARG REFEE P L/CDO EMZE D IJA R FFIERD] A A, SR Es SEEHO
HIRLTN 4T CDO W INHE. RORFIKTIT 1y s iy PRLES (RIE4%

[ 8: i ThiEE

Registration Status

Ciirracefitll Cannartinn with the
Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

{£F CLI 52 BB AR Bh il 435 B &

HERER) BUPPTE CLI DARATRIAGBEE, AR B 1) 3 BB P 1P Hudik . ORI LAt R A 9 2%
BEE. THATBE 0 A RAT B ORI BB RRIE 1 o A RGN F e R L ) P
A LMEH] CLI AC B A 3 1. BOOKICE A B0 AR BCE . ] I B T HIIR I E

weegE |
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I, ARSI R R L AT R, R I ORI RS VS R RSN, AR WA A o
BRI R ARG R . TR, AN IR AR BOARC B BCE, By e 2 1) SR
Before you begin

BEILARIE HI Bk Firepower 4100/9300-Z SMFTA #5251t Firepower 4100/9300 283 4 ¥ 4
SERAIEGBCE , 55 4 Firepower 4100/9300_F 1132 H¥% 4%

Procedure
MGt DZERE R BB A CLI, sl & BEEE D i&EH: % SSH, BRARE U T~ 3 M DHCP 3REX 1P

Mtk W REHTE E AE VR, AT U I G, USRI .

(Firepower Al Cisco Secure Firewall B £FR5) #5440 11482 5] FXOS CLI. SSH 41 % f3)
J& P B CLI.
{fFF P 4 admin FI2400 Adminl23 25k,

(Firepower Al Cisco Secure Firewall BEfF815) 7Rl & 1, &80T LUEHE] FXOS CLL. 55—
Sk FXOS B, RGEPRE ISt . b3St T SSH B9y 41 5 5% .

Note WAL D, ARSI, WU)DA 2T AR e DA B A O BB . X T
Firepower I Cisco Secure Firewall il {1415 1527 FXOS MFsHibryarm, T Bk
BREY . XT ISA 3000: 52 Y PR TEET T AN

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **kkkxkk

Your password was updated successfully.

[...1]

firepower#

(Firepower Fll Cisco Secure Firewallfifif- 75145 ) Qi O E: 2450 & o 11 11 FXOS, 1 ERR) @i
Bifil CLI,

connect ftd

Example:

firepower# connect ftd
>


management-center-device-config-72_chapter5.pdf#nameddest=unique_21
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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TR B VOGS BUMPIEN, RESFOREEZ (AP VFrPML) (EULA)HL, Ui SR A8 ] SSH i+,

W2 PR Y admin B 5. SRJ5, RG0K Es CLI BEE A .

Note BRABERRACE , WA ER CLI 23 mS (Fln, Wil dEFrdrmg) . Hi, nL
THJE7E CLI H i ] configure network i & B U A7 IX S8 B o 20 @By & 2

*%,

BRANE B CART T AN 2 Won RS 5. B2 2 Wi N MM, 1i59% Enter 4.

Note RIS A B 42 10 L) A LSS U ), A SR B g . B, Tk Hi #2100
FERFR % pH RS B0 7R Bl A FH /S BH99 11 DNS JIR % 284t FQDN, iy A FH et 432 1
DNS Jk452%

WS LA HEN] .
s REERE |Pv4? A/ EBRERE IPV6? - &/ Pk MmN y.

M NEIRIZOHY 1Pv4 BIAR X (Enter the | Pv4 default gateway for the management inter face)
Fl/al NEIBIE O /Y 1Pv6 ERIAM 3 (Enter the | Pv6 gateway for the management interface) - il
LAY H s e M AN 2 Al A B LR T B B s ), IR REFR . HARIEAT HAT
PREELT, RNV E IP Hudik, lanG ik o S8 PR 13 B 8 DHCP, WGk e B 5o B2
O, OB B H (202 data-interfaces, 152 F— AN A gk A
DHCP [l 55 #is X1 #6111 75 i o

 MINEIRIZOHY 1Pv4 BIAR X (Enter the | Pv4 default gateway for the management inter face)
/5% @33 DHCP. FEH#ExFah AR FKEE IPv6? (ConfigurelPv6 via DHCP, router, or
manually?) - 4 FAR LAY ] cdf 2 i RS PR 3T BREAR VT ], TR G BB A
data-interfaces. ik BEGAE T AR FF R PR, o] g phod e A AR U M EORE . indR
ST HVE PR BT AR VT R, AR /1 RS L RCE I OC TP k.

c MREBHMBESEEY, FEEMEE - WAL CE SSHIER, HAYMBEN TN T 1P
Hohit, JERCREWIIT . AEHDET TP HUREAN S 65 BOPT A TIE R . SR G ERA R I

s KHERIGE? - AN & UATH EHA 0. [FIERREIEE S Firepower W &5 1A% .

« LB AOER? - USRI AATE BN BB KGR AERIAR BB B O KB R AR 2
FRIEAEIZATIORCE . TER,  FUA B th By KRR S Bl 1 A BE AR U )

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

weegE I
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Enter
Enter
Enter
Enter
Enter

gggE |

an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17

an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

the IPv4 default gateway for the management interface [data-interfaces]: 10.89.5.1
fully qualified hostname for this system [firepower]: 1010-3

comma-separated list of DNS servers or 'none'

a
a

[208.67

Enter

a

If your

Setting DNS servers:

.222.222,208.67.220

.220,2620:119:35::35]:

comma-separated list of search domains or 'none' []: cisco.com
networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3
Setting static IPv4:
Updating routing tables,

10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO
please wait...

All configurations applied to the system. Took 3 Seconds.
Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally?
DHCP server is already disabled
DHCP Server Disabled

(yes/no) [yes]: no

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode
Device is in OffBox mode - disabling/removing port 443 from iptables.

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add

However,
NAT device,

key.

[hostname | ip address ] [registration key ]'

if the sensor and the Firepower Management Center are separated by a

you must enter a unique NAT ID, along with the unique registration

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later,

using the web interface on the Firepower Management Center, you must

use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

i e LU S O B R
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]

[display_name]
Note R EAE ] CDO

HEATA PR, 7 00 B F CDO A= B configure manager add i

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - &5 & #H0 1) FQDN HY IP #
blo fiR RO ARE

E e, 3548 DONTRESOLVE JH455E nat_id. 24/ MK



| weee

e |

2% CEFRCy 8 ghBi D EAmI V5 () IP Hodik, A BELE AN 345 2 [A] i 8 R) SSL N5 i)
WAEWE. RS FE 5w DONTRESOLVE, M FTD 2AZ545 v 3 [al i 1P Huhik el =414 .

* reg_key - ¥5 € BIRFE A — RME S, W B AR R R B L BERE . MR
AFE 37 MR AT EIE AT (A-Z a-z. 0-9) REFEFRF (-).

o nat_id-Fig & Bk BRI ME— 1 — IR PE R R, VR B B AR, 25— 7 YA 6 5 AT 7 n) 1) TP bkl
THLA, W EE Rty bR e . B, Sk &ty 3% ) DONTRESOLVE, I
TR . WA AR AT, RIS TE e T IP Hubl, WA ZiFEE S . NATID
AEHBRL 3T AT AP TF RS T (A-Z. a-2z. 0-9) FIEEFFR (). M ID AFEH
TRAT AR HoA o £33 W 2 B HE P,

Note G SAT A s e VAT A B, WIS R N R e T AN TP ki, e 20 RIS SRS
B A cp0y E3BE NAT ID.

+ display_name - i 1] show managers fir & #2 it FH T~ 7R b PR AR 10 Wos #FK . a0 K CDO A
PURAH T 2007 0 6 F A B AR FUA M 30 38 P B by, MR TR A H . iR TR 2 b S 4L,
B K AR LA R 7k 2 — A B AR U 7R 4 R

* hostname | IP_address (15 A1 H DONTRESOLVE JG8# )

* manager -timestamp

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

Example:

RO T NAT &2 )5, 1AM NAT ID PLAGF 4, 3148 € DONTRESOLVE
mAEENLS, Bl

> configure manager add DONTRESOLVE regk3y78 natid90

Manager successfully configured.

Example:

a2 U BITAE A7 T NAT B 2 5, % AME— ) NAT ID DLK B Bl IP sk s 044, il

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

WURGEAEH] CDO 14 E2AE AR, I SACK A2 A Bty HI 120 M, 1 Al A s 25 4 2
1

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Example:

LR 7RI 5 CDO B a2, IIER %K “CDO” , ARG HE & U T2 (R A 0 8 457 2
Hip

weegE I
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> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natidb56 analytics-FMC

Manager successfully configured.

(Optional) it B FH /& BLES U ] () B 4 11
configure networ k management-data-interface
I, RGN B 72 0 B A I 2% B

Note eI, NAR PR G o WERAEH] SSH Vs )8 B 11, ERLFTRESWIT, &
WA EBE R G . A% SSH ANEIITEANE R, WS F 3.

WS LD MR My & M TEAE S o SiES A U B S5 1 3479 2, on page 4.

o WG R BRI T R, U SR GA R B T Evk 4 A DHCP. ﬁﬂ%@%ﬂﬁﬁ&ﬁﬁﬂlﬂﬂﬁ
T3 & 1P ik, W n] LUE ] configure network {ipv4 | ipv6} manual 4 37 EI¥ B . i
A AR B B LM S W B data-interfaces, B 285 7RI B S .

Mk BB ISR A E LI, EELO SRR ORE, BN RE: #0
KFRAIP Mokt W OCHER At . DNS 452311 DDNS JIR 45 8% . 17 9% DNS [R5 g lic & 1V E4n 1
B, TESI NS AE FE T, AT DAY JE R LB U7 [ B B AT S, H A R
AP A B A P b0y B FE R WU R, U Ky
configure policy rollback fiy4 LAV & LAY 1358 -

U SR CE DDNS Ak 5545 505 URL, U g B i 25 EHZhis ok B Cisco 25 HER CA HRIB LI
A EZE CAUET, DUE W B 7T LASIE R T HTTPS #:4% (%) DDNS IRZ#HIE1S o Uiy 2
F#{# ] DynDNS G2 API #3t (https://help.dyn.com/remote-access-api/) [FJfL17] DDNS AR 4525 .

o b A E P4 11 DNS kg4 o A E A (84 H configurenetwork dnsserver sfir %)
VOB P DNS R4S a8 F T4 PR & . Bds DNS AR 2381 T DDNS (Wi Cid'®) s T
WO 1 (1) 22 4 SRS

FE AR b, B 1 DNS RS A AE R BU4S I S8 B8 - 5 BB SR T B . A ks
PN A N2 B I, A BCERE R, H DNS RS S AR IR 5 B E SRS .
TR, SR & 1 SRS 2 L2560 1 DNS B 1 S0P o 180, D22 B0 7 s AN b R
AT - B BC A PE BB VLR DNS PG BEE, DUl 4 B AT g B i [5120

BEAh, BSCALERIURTE NN A B DNS g5 &, A B0 A PR B A DNS g5 &5 Biltn, ik
T4 A B B2 VR T ¥ %%, {ELB i 4 configure networ k management-data-inter face fir 4 it
B L, WA B R L TCE I XL RCE (U5 DNS kg4 . LUMIEL FTD
=Y

K PP A R A B T, BT UK B 1R SO A B 1 s — B .
TEAE 223 ) 3 PR FQDN K Ttk .

Ry O iy ST BR A BRI AR SR A R I, H AT A RS A IR B A
SIEH B E

o BEHAIEE L, iE¥i A configure network management-data-interface disable i %

3
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Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://jcrichton:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(Optional) PR Hll7E s 2 9 255 L3 ik H s 2 11 U ) 5 RS
configure networ k management-data-interface client ip_address netmask

BOAHOLT, SRVFFTA 4%

What to do next
P AT R A EE L,

e EEMEO

IR TS T BEAE P O RSG5 AN B O, 40, Firepower4100/9300,
WURT LA AN S i 1 R e




B e==6z0

FHia Z |l

PG M A O, TR EAE Y BRSO . 1525 (Cisco Secure Firewall
Management Center 5 #F5H) -

UK

JEH S AN B D A A SRR
configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

s LI FRAE ] configure networ k management-inter face disable-events-channel iy 425 ] 14 BiL%
e ANE RSO, B Al 22l S & Jd 4 D Rk iE, Wz L oG], Al
{ERS2A ] T FpFmiE, w2l 8 #1634

p RGN e AN M R G S TR ER RS IBER

w5l

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

e A O TP ko
e OO DL B DAL T AN M 2% b, ] DU T [F)— M 25
a) MiE IPv4 ik
configure network ipv4 manual ip_address netmask gateway_ip management1

TR, A gateway ip T AR A GIEECAR B, Bk, R%HIA T4 4 management0
FEOWE M EAS AR DA S A o a0 SR AE S5 8 B VAN W] (1) 9 2% A
PR O, FRATE BSUE O A A D A i A B

oRE

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

b) ML IPvo6 it
* TR F B BL A

configure network ipv6 router management1


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
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Al

> configure network ipv6é router managementl
Setting IPv6 network configuration.
Network settings changed.

>

ERZW-¥

configure network ipv6 manual ip6_addressip6_prefix_|length management1

Al

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

PR3 W PO RS b, WERE D SRR DA A el I, AU O e Bl

F1 5 BRI 2% HH UL
configure network static-routes {ipv4 | ipv6}add management1 destination_ip netmask_or_prefix
gateway _ip
ST BN B, WA 2448 H] configure network ipv4 B ipv6 it A I, FUAEEE ICERIA
PR MG IP il GES PR DB 2, 524 70 .

TP

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

ORERASK, i show network-static-routes (A E BRI ) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1

Netmask : 255.255.255.0
[.--]
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& 9: ik &
Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

PRI WREL CDOFEE B NI B A A& H b0 3B T-20 47, ikt CDO #E&1& % (CDO Managed
Device)

ARG Ve B e s, RO EN T CDO &R, fin] DLkl ix e b g%,

weegE I
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10: 73 CDO NIk %
Add Device

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None

Advanced
Unigque NAT ID:t

test

Transfer Packets is configured in CDO

| Cancel |

FEEN BT, AT B 1 TP bl sl LA

BRI TEHUAL A2 56 4 PR e B4 B R A DNS Al Afr A2 TP LBk 4 PR i SR R 464 DHCP 2k
JrBc IP Mk, AT A4 AN TP Mtk

75 NAT b, U AR A & B B OV BN DR A F 0 ) TP ks A4, )
A RETC TR TR WA Y TP MU B BN . A ORTRAME B, TS INAT 358, 25 6 1T,

75 L AT PRI R, A A AL T NAT Z A, SEAe B 4 B0
M BRI, R AEER (Host) TBP R E —ME

pE

ERFBIRTBON, WA AR O SR B 2 AR
(EEME R B, MR R OB B B OV BN T T R e . R P A
SRR E Y YIS TR PR AE R () .

e
LB, TR UAiEe 4, #RZ % &0 Beg .

W ATEOE T, WS B INE R G R BTN A e, U A S A 20 e B - A
RElCE W&o — BB AR T — M,

CHJIE) KA N2 e %48

TP UR T 1E) 4% ) SR G LUAE VR IS 3 2 3 4, AN R

WL PTIE RIS A, BRI RS Z M Rer RN, QFFVFrIALE, 25
PR Blsh 5 Pk ) A LAB B S 5% . TS AEAR R R EIGH  8S ,  TF- sk S 5 B4
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RPN 20 A& VAT e

TERIN A% )G, al LN ERSE (System) > ¥R ATIIE (Licenses) > & &E1F AIIE (Smart Licenses) T i W
YFAE,

VXt T~ threat defense virtual, #IEUINIEFFIEEER . LS B F )V AT UEAR VCEC A9 20 AR F 2,
TEIEFERNZ 0T, I £ BRI A FTDVS0 . 5 5<0] F T threat defense virtual H14: GE 43 JZ VAT
WA IR 5 B, 1§21 (Cisco Secure Firewall Management Center £ #$555) FHJ FTDv 14 7]
k.

R WK threat defense virtual T+ 2] 7.0+ fi, nILLEF FTDv - &2 (FTDv - Variable)
R ARFE 2R (R TR S

IRAE B 2 BT T T NATID, 7 B%k (Advanced) #5411, i {EM— NAT 1D (UniqueNAT
ID) 7B i AR T ) NAT ID.,

ME— NAT ID (Unique NAT ID) fi5 & I B ME— 1) — X AR5 i, 45— T AR4E v i) 1P ik

BN, Gt T DUEE RGBS AR B A AR e T . BN, Rk AL (Host) T

R, TR AT, G SR AT AT B A Rl e T B, RS T IP Hihik, A ZidR

‘Bo NAT ID AMFEIL 37 NFF ARFFOREFRET (A-Zy a-z. 0-9) FUIEFESF (-). Uk

ID ANREF TRAT Ao At 8 2533 0 31 A B s o

iR WURAE ] B4 B OB B, RS RIS 2 7 AN TP ik, 25 )
HE BOVNS A A EBE AL R € NAT ID.

i PRI AR B A HE DU VE B A M AL fan 21 A B L

BRUAHOL N, kI 5 o W A e M I fid & TIPS B Snort S5, B S8 S o dils
15 BANEEE A AL 3] B O TR . A RAR R IR T, IR FHE BB E E L, A
RIEH R A

riili Register

By B RO T RE T EIA P ) BIOR KR B (OB EAE . WUERFEM S, BRI I8+
WEREMRIG B B W o Ry M R, iR A LR 30

* Ping - Vi In] ¥4 CLI, X5 H LA fir4 ping & B0 IP Hiudik:
ping system ip_address
R ping AEETh, ] show network i 6 28 2% B AR 7 22 B i a4 1P ik, ]

configure network {ipv4|ipv6} manual fiy4 .

o VEMFES . NAT ID FH RO IP Mkl - A R 78 PN T £ A3 R AR [R] 30 A 2 85 A0 NAT 1D (i
HAERD o Al LAZE 4% B4 T configure manager add iy 4 ¥ & VM5 5 R NAT ID.

HRHE 2 EHERR (S B, 1EZ W https://cisco.com/go/fime-reg-error.
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By osmne g ausEm &8s

N BRI MIFR (BUHEM) %

pZ

U AR B PR P A, AT LICREIC AN A B bty PO VT
SR MHERE . AR s s XS, 1SS X S B ) 7Y
RO M e 4 -
XU A B L RNZ A 2 R T A
« MIREEIR (Device Management) UL T Il 15 % .
o QURBEAR P F BB SR IC BN A0 H] NTP A RO BTN ], DR 80 5 30 [ A e i i) 7 2
c AERCEORFFAAL, DU B QRS A B B
NAT F1 VPN, ACL “5 3 LS4 I E AR FF AL .
K VA FROCE JE B0AH [ AN [ 7 8 B s 25 R SBORC B AN B, PR B A R AR i s 1 A R . 4

T DA T U I e 565 T 47 TR s, AELAZBUAEE W I B I P FEAL SRS, SR 5 7 PR AR B 12 i v
HILE

B2
HFgE > REEE.

S ATHON NN B 500, kMg (W)
S 3 WSERON T B4

YIRS e |

T

EHL SRV B AL, NI AT DAFE 2 6 B FRRAA 08 Mg R 22 28 Sy o 8 mT DU T AT S 41
PRSI,

TEZSEE T, BT LR A B s 4 . 418k 2L iU Cisco Secure Firewall Management
Centerlt), HAT B A MIBR 80T LAAE 53 S 0 0 BB AS X 284 .

IR v AT R P E RIS BN, RGN & s s MBI A b o a2 IBUH Al
PE, Py & B SRR IZ A T .

UK
HFR & > REEE.

S 2 A (Add) Fhsgid, EREARn4E (Add Group).
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TR I AL, 3 AL SR AL SRiE (4

FIE3 fi A\ Name.

T4 (A AR #& (Available Devices) |, EH - HHl%E G ERINBIRAH M. R HEINATH Ctrl
5 Shift WL 5%,

WIS AR (Add) F TR B SRR R AL .

U6 i, TR MBI, i s R 1 A S RS (W)

FBT LHTRE (OK) s ingl.

KA EF B E

IEFRHRGAR R 2. A % T OG0T e S ECCIE R R UA . WictE, A1
LR — HAE G BI8AT, R BRI IR AN BE 1 H DR AT K

TS LRSS DUE# O A BT AR 48

N

AR EHASRAE, BARESE BT A A B R . ARG, R LR
et es 2 izl k. ROk A EBER:, JFNAE 15 20Bh N 3%

UK

S LIRS > REEE.
$1®2 EEEHEAMEARIL, ik EE (4 .
LTS, WRERERMRT, RS REI.,
F$IE3 L% % (Device).
SIm A WE R
o st EEges (Go .
b) HIIRRE, AT EEE K.
BB B
a) TEZRLE (System) 4t it ximigs (@) .
by BRI, B
C) IS S5 KRS T PG R, I AER K I B R R . B B L, R R

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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B ==isss

IR BATE TG, UKL 3 2B LU IR REL E R

| === | \n- A Y | == =]
MEIXEEE
&> IREEIE WG — R 5)E BRI
o “B/HEFIN” (View By) - LTI HRIGAL . VFaliE. B, sl m) bl 5ens & 5 % .

o “BRIRE” (Device State) - f14 n] LIRS B RS KR AF vt 0] LIRS B br 25 F s
TEMRB R, 55 AR SRR I ) 0 e 2 o

o “4BZR” (Search) - 0T LB HR L A A FR . EHLA B IP Mkt k48R Ol & B o
o “UNINIETL” (Add options) - W LIS INBE & manl M SERERIAL.

o YR ALEEME” (Edit and other actions) - £I X AN CURCE )W &, 1811 YRR () Bk
G A SHAEIE. S ES O EERIFIT bR

o “UFIFEHIZEME 7 (Access Control Policy) - i i U in) 3211l SR 511 v ) i DU 75 3 38 B e %
) s

o “MHBR” (Delete) - MG 4% o

o KR BLERERES” (Packet Tracer) - ‘M1 2 H0H L ER R AR DU, DA I el b S R i 0 v N
RYUKAS A A LIRS I .

o Uk (Packet Capture) - TR Edls SR 0TI, AT DIAER P AR R SR A AL
P I B R 5 R

© “WKETHYL” (Revert Upgrade) - T _ERTH G Pt TH RANBC B S o BARAR 2R B0
P BT AR RRAR o

o “IBATIRULIEIESS” (Health Monitor) - ST 48 4% (A8 4 R0 W 42 w1 o

o “WREHERR SO (Troubleshooting Files) - 2F B HERR SCF, & AT DAL R IR PR B AE RS
SRR NP E/TE AN

* %IT Firepower 4100/9300 R4, Mg HIAHE BEAE Web S0 8ERE o

MR, REH BN A IEDR R &R TR . ] DR IET R R A W AR, U
KWCE R B0, NEEEER DHCP.

[ | ';Ll.l Ay [===]
wETENIZE
%% (Device) T 1 B # (General) #/r 4 s N RIRME .
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Fz 2. “EM” (General) T4 KT

FEB 1t AR

ER N =g LMW & I A7 2 N

i pCiae) BRI B R T OB B R OE B L

B BRI ERR R BRER OB A,

P SN BB 2 ANIESRE . A RUE A CC. UCAPL A1 None.

TLS Jina i S8R TLS I hnsde i U I 2 TR

BT RVFEEE. FHBFARE. WSHAKREESH RN 5%, 3B
B3PI HA G ANRARE , 535 .

T AR oy g L rh LA

UK

TR L RE > REEHE.
T2 EEB SNBSS, mili g () .
FEZ WA, WAREAERI T, MRS ST

P®3 i %E (Device).
HE 4 AEEM (General) i, il g (4 .
a) HASLE BB FR (Name).
b) EPEEIREEREE (Transfer Packets) & YEAE DL 7o VR 500 G0 808 BE 51— A7t AE B Evpy 1
c) MR HIERE (Force Deploy) A5 kS 24 Hi o w4 5% e B B 2 21 &
iR S I 2 Ll R S T B ), DRUA e R BT B B L S ) SR U )
SEREAE

PERS ARRFEE B, WSHIEEHRR S — ks, 533 NS ABRRRCE . 5535 7,

FPR6 sidiERE (Deploy).

T—5HHtta
CHERETEY, WA B E T

BEEEFE S —8KE

FE R 2% B B e A Iy, AT DU R R TG e RO IC BN SRS, TG o T S EBT G BB e %
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FIAZ Al

A

o VR E b b B AR B A 25 A ) RIS AT 7] — WA IR A«
* JE VL AT Cisco Secure Firewall Threat Defenseii # 5¢ Cisco Secure Firewall Threat Defense
AN o
o FURRBE A T T N A o
o PR bR b 9 A A B A RO ) R
o JERTE B S5 B8 2% BT AR 2 CAH [F] - % by Bl

o PSRV B Jlin 9 0 8t 25 1) 22 A AIE S PR S CAT ]
o WAH bR B BTAEBE S AR

* VS H bR BN B A v A ERAE HEATIE B A
iz
TR G E > REEE.
T2 HEBSINBA AR, aidi wEE () .
FELHHE T, WAREAERI T, MRS IERETIH.
PR3 il k&
TR AEERE T, PATEU MR
« e RENRERE (X)) LUSHARLE WIS A S BRI E R E I,
MR IR E TR AR PR

N HEEIEEEE () LU R A & S I . SRR BB I L,
MBRIE & Fhy) R P IEEE R E W B AR &
]

FIB6 iliHE.

(r[ik) P EEHEZKIEE E (Include shared policies configuration) & HE L& il S
SN (Y5 R FEHI SN . NAT. -5 ¥ B FlexConfig SKI%) IEZ AN a6 Z A 3L 5

TP LAAEVE R b i) 255 (Tasks) W 52 e & I BAT 45 IR AS

TR AT S S, T ABR AARR A LIORCE, JRH i (0P 5 30 A7 %
A
e

SEME IR AR BRI, JooR H AR B8 J5 L A6 e

B osses
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SHMSENEREE

TS AT LA H B A A8 O C B -
s fZH
* PYIREE
* #%
* DHCP
© KEAS

SRJE, ASETDE LD R S TR O IR A SN DA O

* R BRER AL B BTl B B0 - 1 50 A s A B O I R B A, SRS R BRI BB 1 B
Lo RJa, AL ARAFHIECE

CAERZ BB A - AL BB, SRR SR RO, DR WS A
SRS (FISAR S EAD o SAERB AR AR, 150 I IR 614 03]
%, PSR AR

o P IHECE - QR P 8 A B e o e 2 KA T P A i, AT LN A AR E 4603
A, DMK AR 121 IR s

o BUFEN A - RN B O IR A, BB R ARSI, WA LR AN AR R
TS LU .

c ARKICE S ARIF 3% (UUID AZILED o« BRI E T AR %, RIAEEH
— IS .

© THIIAET AN R RS i g EABAT IRRCAS s A DL
KA I F R AL I, HAR R A2 S YRR AR ] o
* MR BAMAE, REHAIEIZN S . WAL, BEAR, ST

R IMEINRE

W= SNEE
FAAE BATIR AL FR AR B AN S
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B stnsazems

b7/~ FNRIE
AAAE PR RMEAE AN [ R0 5 o Z A 105 - A e BE A% B R
THS N R

 PEIK S - QUEHIN S Blhn, s
Ca AR 40D RN 2R A (4
bn, B EEAT ) ANUCHED, U2 et
%,

P HABR 5 - BUAEAE AN, vl B A A
MBS .

X BAMAE SR DoE 3

UK

SB BERE > REEE.
B2 AETAA A, A R () .
FELHE T, MR TR, R SR .

T3 miili ®E.
PB4 FHACE.
a) EEM (General) ik, idiSH (Export).
B 11: S HigERE

General Fahary
Name: 192.168.0.197 FTDv
Transfer Packets: Yes
Mode: Routed
Compliance Mode: None
TLS Crypto Acceleration: Disabled

me Dowrllo

Device Configuration:

ARG ERINTH; SBE (0K).
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12: f NS

Device Configuration Export

Device configuration export task
initiated. View the progress of task
from Tasks view.

ETLIAEAESS (Tasks) T & 5 L .

b) 7EiB%A (Notifications) > {£55 (Tasks) Wi L, #iffSH e SiliTEHSHE (Download
Export Package). o, ] LLsidi®E M (General) X3 H ¥ T8k (Download) 4 .

E 13 5HES

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ success

Q Device Configuration Export

essfully

pdalalammill=] 2 aren
Download Export Package

RGPS TR, AU R T EEEE (Click hereto download the package) LA
HRAE SO, ARG S AN (OK) DL H 6 EHE o

B 14: THRHEE
Device Configuration Download

Backup taken on 03-Nov-2021 01:15 PM is available.

Click here to download the package

FIES FABE.
a) {EE#M (General) Xk, rmifiZEN (Import),
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15: SNEEERE

General

Name:

Transfer Packets:
Mode:

Compliance Mode:

TLS Crypto Acceleration:

Device Configuration:

s ary
192.168.0.197 FTDv
Yes

Routed

None

Disabled

I| mport || Export | | Download |

ARG B B ATICE .. AR (Yes), R SMAIRCEN (A% sfo; TR,

BESCHES S RS SCAEANFD
B 16: SAE A

Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

Yes

17: SMERHE

Name

DeviceExport-0434ef00-15bb-11ec-bb94-93bdde3ad19d.sfo

=

RGBT MBI (OK).
& 18: HIAF AN

Device Configuration Import

Device configuration import task
initiated. View the progress of task
from Tasks view.

T AEAESS (Tasks) DU &G S ABEE .

b) BESAME, UEEESAMKHNE. 45 AESKEE (Notifications) > {£55 (Tasks) T L,

A EES AR E (View Import Report).

B osses
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19: BEFESARE

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ sw

Device Configuration Import

ations imported successfully
View Import Report

REEES AR (Device Configuration Import Reports) T H {1 m] 1 45 R % .

Cisco Firepower Management Center

Device Configuration Import Reports

Device Shared Policies Device Configurations

0434ef00-15bb-11ec-

bb34-93bdde3ad19d Report does not exist Device configurations import report

WA AR E
18 & (Device) U Il (¥4 ATIE (License) #54 i/ i  Jet FH 9 VF AU
A S TP LA IV RTE, T B R A b AT

UK

TR G E > IREEE.
$IR 2 7F S B YF A E e 4% 5530, il e () .

ML IERE T, W REALER R, ARG S Rn ).
$IE3 iR &E.

$IB 4 /EIFATHE (License) #7r, Al 4wig (#£) .
IR Gk B k) 2 R P AR R (VR R 55 3 1 ST IR E
$IE6 HiRTE.

T—5Mft4
- BRI B,

I weegE I


management-center-device-config-72_chapter3.pdf#nameddest=unique_34

B =s745e=

BEERFER
%% (Device) TLIHIM “FR4” (System) i Bon RS G AL, W FRPPTA,
AT LG AT B EE 3 ) sl i o

R 4EZFBIRFTR

gggE |

FER 15t B

itk WAL S LGS

J¥ %1 (Serial) ZE B HINAA R P .

s i) B T RG] 6

X WRIIX

Version WA LT AT RROAS

o TR AU P B DX s | A IR AT RG], DAV 481 & B TR R 0 (R X

EFWENGIE

1% %& (Device) TLIHIK) “Hl 5% (Inspection Engine) 115734 i 7~ 5 1) 18 4% 2 A ] Snort2 i£8 52 Snort3
T WA G %, 15S W  (Cisco Secure Firewall Management Center Snort 3 it 5555 ) -

EFEITIRRER

1% & (Device) WL _LHIEITIRR (Health) 3 2 Won TR TS .

FE 1t AR
s (Status) R T
WS YESS” (Health Monitor).
T — AR A TR E AR B LIRS AT IR SR ) S RRAS IR
CHERR — AR “IBATIRGCHERR 7 (Health Exclude) UL T i858, #50] DLZEZ 0T
10 b5 A s AT RO BR BT
| =L A ==
WIEEIEIRE

R EBITRABYRFTR

a5 LA/E B TR (Management) [X ek o g A4S PR AL E


https://www.cisco.com/go/fmc-snort3
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wg gmhohmEas e [

B B0 PRI EN ASIP Mk

BRSNS B ) EHLAS B TP AR I3 A R by i, o HLE A T AR (A T B 9 CLD
n]RE AL LU B E D BT SR B A E 0y B EA LA BIP Mk

BV A B TP Mk (R B8, S0 AF CLI H s ok g b i A Bz 1, 55 52 il
RS T NAT ID, W)iZ% 1P ZE 6 U E¥ 75k NO-IP, & Jo7 58T 1P Mt/ &=
LA

RS

HPIEE > REEE.

TEBE O BRI B 70, il iR () .
TEZHERE T, WREAER T, MRS SR BT
AR & (Devices), H&AEIE (Management) [X 1k,

SO AR AR, I T AR A (A

Management /@

Host: 192.168.0.147

Status:

RO PR AR AERTE B, Rl &
Disable Management

Managing this device will not be
| possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

| No | Yes

S B BHLE A B D AN B A5 Z RS, (HA 2 A B OV IR B 4%

SIS WA g () SR EM 1P bk hL4 .

Management D
Host: 192.168.0.147
Status:

FIB6 EETE (Management) XHEHEF, EEH (Host) FBH S MRk 1P Hutik, 2R )5 S difR7E (Save).
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20: E32 IP it
Management Q

Host: 10.89.5.43

(oo ] X

LBT SREtED R S, AT EARES (W)
& 21: BREEERE

Management /a

Host: 10.89.5.43

Status: o

1B E TR AR o) O\ B T8 BB o A BifE

PRAT AL T A8 LI, ol MKl T A B P e i BRI o e 22 A BP0y 5 T
ARV, S U T DR B LR 2R 1. ERER AN, IS R B
A U7 1R 12 MO SE SO B, 26 45 1L

JA BN BB B ) BEAS VT R AS o 80U B AE SR 2 P A I N BHL Lk o S R
e, VA L HVE B ARV ) .

THZ LU P B UUR 8+ 0 B SV, R E AP A B

UK

BB VHHEDITE.
a) 1F %% (Devices) > iR & &I (Device Management) W[, SR/G A& &ig (4 .
b) #3ig%& (Device) > E1E (Management) 5, AJ5 miiE 228171814 0 (Manager Access|nterface)
Bz .
S8R a1#% O (Manager Access Interface) 7 Bras s Ml Bl L. I i By, 76 &
G &KYE N RIER TR R BEEO.
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22: EIBEE I aEO

Manager Access Interface 7]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

| Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.

¢ HiifRTF.

TEIAE L SE U AR P TP LR P IR, A R e 1 BJa A B U i) . B3 (M anagement)
XELE S B BB TiaiEN: $3EiEN (Manager Accessinterface: Data | nterface) LA & B 38
£iFElEMEE: BLE (Manager Access Details: Configuration).

& 23: &3228 19)
Management e

Remote Host Address: 10.10.1.12

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

W 5 ELE (Configuration), KT T &IBES 18 - BLE1¥4015 2 (Manager Access- Configuration

Details) X ififlt. E=IBEiHE1HRR, (Manager AccessMode) ¥ ks ““545#5% 7 (Deploy pending)

L2 1Fi&#& (Devices) > & & &8 (Device Management) > # [ (I nterfaces) > 4wiE 4 £ O (Edit Physical
Interface) > &I 281/ 5) (Manager Access) Uit I i FHECHE#E 10 F A4 B 287 ) o

THZ A A o ST AN O B R FHAE BEES T ) o A DRt A A4 BRI TP ik
AT TR RE, JFHERM.
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B seesmozoi sy

CAa) G #: {E HIDHCP, 11k % & > % & B2 >DHCP>DDNS i fii I 3 H] Web 267 DDNS
Jiikie
THZ ARG E 54 DNS. Wik FTD 1) IP #idik & 47484k, DDNS m AR 5 B Oy Hai 504 B E 4
(FQDN) Iy Jgipsis i
B O Sl 97 A mT DATE sk ik e 1 % e B R Ly R R, 7E % & (Devices) > & &£ EIE (Device
Management) > 2 (Routing) > 8275 H (Routing) LR INER AR .
T2 R DA 2 i o

(ATIE) 7R W SIG TP G E DNS, JRR NI 206 T & > &I E > DNSH k4.
S HDNS. W RAE ] DDNS, 7% DNS. %4 a LU DNS 122 42 5 i) FQDN.

(Al P& E RIS EERE 103 ) SSH, JHiliid & > T AI%E > fE&INFHHN T
IR
W2 [ %4515 (Secure Shell). BRNTEOL T, E¥s# FoRE M SSH, Bk, iR B SSH & 2
JBU BRI A A .
P E O 1S A T
B R Y B LR I E . S S, BRI M, (RS R IR AR
POEFA A TG SIRES
70 BB CLT Gl NI i 1), R R VU3 O AT S TP ik, IR W9 G i A A
a0,
configure network {ipv4 | ipv6} manual ip Hulik (4548 data-interfaces

* ip_address netmask- AR EANFT BAE A FEEE O, (HAM R BEE FR TP E, fltn & i bhlk, DU
FPCBCE) HEED GEZM N ANIHATS) o« BAH DHCP, FMERAESH (A2
& BEREDD nRE PN DHCP 45 45 Y 321 i 4% rh 78 25

* data-interfaces - % B 7E TP 06 R 7 B A, DRI IHG ] i ey o A 2 ) K 4 1
FAT TSI AT 4 i 5 v 1 T AN 2 SSH 4, DAIA 2 8 0 50 B2 1 I g B2 I, 85K SSHL 23 100
W FF
WA A EE, TEEBER B, AR BIA R O B B HEL.
75 G E L T, ZERIA B, Ei1R % (Devices) > 1R & & I8 (Device M anagement) > % % (Device) >
E12 (Management) #43 H BFr BB fE (1 E# (Host)IP ik (IP address), 4R 5 =T 5 FHE L

VS B ST AL ) BRI B IP Mk, B 41 B W SRAENG S B A AN n E) AR Oy I
T B BIAE ENLA S T NAT ID, WA SRR %A (Hod, e BRI IF 3007 8 A B
HA REHURT R BhIER .

B PR BER CHERT A,

e B b, fE 8% (Devices) > % & &8 (Device M anagement) > i& & (Device) > &8
(Management) > & 1888179 - BLEi¥4M15 82 (Manager Access - Configuration Details) > EIEIRES
(Connection Status) i K 25 BLEBRIR A
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1E BB # CLI, i sftunnel-status-brief iy 4 UL H & BLIE LIRS

PLURRES Won g8z D e D& 8, WoR Wik “ tap nlp” #21.
& 24: & IRTS

Manager access - Configuration Details Qo

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
_
sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

21 connections with peer went down

Close ‘

WERFHr L E T EL 10 0 Bh LA L, WIS HERRIE RS . 15 S D HE SR A 2 11 i A 4 e Wi e
, 6l L

BEIEEITEIEON IR E A EE

PRATELNE TR A B ST, MKl ST B B o U SRR N B2 21 A B b0 ) S
BV, WHER LR D RMAEGR R TR R B 0. 2R AT, S R B
Vi IRl 1% O BRSSO B o 42 0T

JE B0 NS 0 PR ) A PR U7 1) IE RS 2 B0 B ROy AR SR B B A8 IS T PR SN E AL
e 11 AR BER U 1Rl PR A4 RE N B Al Bk

THZ LA B DEEE % 1 E R EAS V, JRI B A P G 1 B

UK

WIE DT .
a) fF %% (Devices) > E&E1E (Device Management) Ui, #RJ5 Adiik&H &wig (£
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B seessagonsrsEssge

b) #F)i%#E (Device)>E1E (Management) 7, A )5 diii B E251718]#% O (M anager Access|nterface)
Bz .

EIREE i EE O (Manager Access I nterface) B2k i & B 1 o $idls o SRR,
v B ERIE FRAIR TR R, E1EEO.

& 25: &3 &ip )&

Manager Access Interface

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface -

Switching the manager access interface from Data to Management causes the deployment

to be blocked. To unblock the deployment, ensure none of the data interfaces are set for
manager access. See the online help for detailed steps.

c) HilifRTEFE.

TS ILAE DA ARS8 SRR P I L AP IR, A REAES Iz 0 s A BEAS Ui ) . & 32 (M anagement)
XA L BN ETESRAEEN. BIEIED (Manager Access I nterface: Management | nterface)
DL EIEER I B EMIE R BLE (Manager Access Details: Configuration).

[&] 26: Z 3 2Ei 9]

Management rd @
Remote Host Address: 10.10.1.12
Secondary Address

Status:

Manager Access Interface: Management Interface

i B E (Configuration), #FT &R 0] - Bo B i1¥4015 2 (Manager Access- Configuration
Details) X 1fiHE, EIBEE7 )45 (Manager AccessMode) ¥ iE7s “%545%” (Deploy pending)
R
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P$IB 2 7Ei%#% (Devices) > & &FETE (Device Management) > ## 0 (Interfaces) > 4riE¥)32#% 0 (Edit Physical

$IE5

$IE6

Nil

B

Interface) > &I 281/ i5) (Manager Access) T [ b2 FH 4t 42 10 E A BB )

S A0S B A 1o I R M I 350 B PR L

W AR AT A, HTE “PFHWE” KIS ORI E DNS W8, R & > Fa’
B > DNS LN & 346 .

THZHDNS, fEECE 1 1 AR PR U I 1K) 7 PR ROy BRI B AR AT A DNS PO i 2Ri%
DNS Il 55 & F TR 22 A 5, 91 an 7 1) RO H ¥ FQDN, - ILAZiA Y A5 B rpoLy H08 ) DNS i

et

Ho
BB E O 1S R A

A EE Ry TH 2 R 1 T O

Wi A, IEFHER: UM PIAE, DU T DARE B O R AR
7E BB CLI A, {H A 1P bk o DHCP fic & 25 FE4% 11 TP Mk R 5K o

MR E T T F 2 U5 R R O, B FI NG Al data-interfaces, Bl i T A % & i PR
ViE, DU DA e Uy i SR B . I R T N 2% L R O TP Hhdk .

Ba7S |P bk

configure network {ipv4 |ipv6} manual ip_address netmask gateway _ip

DHCP:

configure network {ipv4 | ipv6} dhcp

76 FHL AR PLERE, PR & (Devices) > iR & B IE (Device M anagement) > 1% #& (Device) >
&8 (Management) i 75H SEHT JBUbB 480 1¥) 4L (Host)IP kil (IP address), #AJi5 #H7)8 A %4k
WES R WO F LR I ENLAZ B TP Hubk 2 41 U WURAER BB AN B B R AL
T BB ERLA BAE ] T NAT ID, WA SRl B, BT I Ese i B
BeA R A B .

DR B L E o

£ EHF.L H, KARE (Devices) > XEETE (Device Management) > 1% #& (Device) > &18
(Management) > K7 (Status) 7Bt F & BOERSRAS A F & B0 g s .

15 BB CLI, i sftunnel-status-brief iy 4 UL 2 G & BLIE BRI A

IR R NOE R 10 0P LU L, I HERRE SRR . 152 D HR R B 1L B A P R
, 61 L.

ERENEEOEENEERTEFEARER

5 SR D BT 48

AR R CVREA T A B R A BRI AN A A B OO, A A B R B
(K UM 2 BB, DA el o St ml AAE Ve e EACHI S Dl 1 e, I SR e ey

weegE I


management-center-device-config-72_chapter12.pdf#nameddest=unique_45
management-center-device-config-72_chapter17.pdf#nameddest=unique_48
management-center-device-config-72_chapter3.pdf#nameddest=unique_34

B =ssepnemnersrnitmEs

oty RIS . 1% & (Devices) > IR & &I (Device M anagement) > 1% & (Device) > & &

E1E (Management) > B2 &9 + BLEI1FH{E 2 (Manager Access- Configuration Details) X 1 fE

AT WS At ke A T L R R 907 A A b R TR PR AR AR 2

W, A BN IS R A B 2T, ST DA IAG B AR T ) ok A A
i ) B 1 s A s B A E O R, O SRIUE4EEE OCE, BERCLR
WE: FHAARRRIP Huhl . OGRS B, DNS JiR45#% Rl DDNS 454t . X DNS IR%-4%, Wik
TEENHHIAN I T8, WIFEAR A BCE, HASR IS B3 gL PR & B E 5 .

¥ BT A E] & O 5, SR8 ] configure networ k management-data-inter face i 4 75 Jak
Jp AR b A b T O B, ) AR G S AU B S G, PR B BB A . R
HL S AT LA T332 SRAS I e 2 o

o« SRE B B . TS AL 20T, eI E 2

* 0 (Interfaces) Ui 1 E % (Sync) #4l.

- E5TE 2297 0) - Bl Bi¥4M{5 2 (Manager Access - Configuration Details) %1 HE_I- {1l (Refresh)
i

LR L, B2 PSRRI - BLE#F4{E2 (Manager Access - Configuration Details) X 1
HE, RJ5 SERIA (Acknowledge). N GHTE I, BBy FC BN 56 UMD E AT ] 98 2 1 58
WHE . EEERE A, A TR O hTFEMEENE.

2 B R AR o 1 A

&
B RO A0 g B AR AR B RS R B 1 AR C B X EE

PLR 7] s T 46 BBt 1 %i A configure networ k management-data-inter face iy 4 [ 2 1 &,
RS A FLEVEANS R DU AL A BRI N A o T A SRS B A 22 e HAR LG A5 38 0y i id
BN BB R R . DA (S ORI N R B TR AE BB BB E . DS
S BRI N A s T RS N2 g B e E .
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Manager access - Configuration Details 2]

Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values
accordingly.
Configuration CLI OQutput Connection Status

Last updated: 2022-09-02 at 20:35:58 UTC [ Refresh ]

Configuration on Manager Configuration on Device
~ 4. Ethernet1/1 =
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPvE Address 10.89.5.29/26
Static Route Configuration
1Pvd Gateway 10.89.5.1
IPvG Gateway
~ 5. Ethernet1/8 3,
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

PAR 7 B A B ot M BB S AT B iR, JF HE MR AL G B

Manager access - Configuration Details 7]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Qutput Connection Status

Last updated: 2022-09-09 at 07:10:54 UTC [ Refresh ]

Configuration on Manager Configuration on Device
Web Update Type -
~ 4. GigabitEthernetQ/0
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
IPv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1
1P Gateway e
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

‘ Close

CLI i H
A G R B O CLIBCE, R E#GRIEE CLL, XA .

weegE |
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& 27: CLI %

Manager access - Configuration Details ]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

Model
UuID
LSP
VDB

ci

o

BT
FEMIERRE . DUF R ER T EERA A H “management0” 211,
28 EREIRTE

bt

123}

Manager access - Configuration Details (2]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]




| weee
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PURES S s Bl 42 s D4, WoR iR “ tap_nlp” 451
29: RS

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
[

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘
WS A RKER R L RG] BB “EEE EE, WA B 0BkiE e

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

HZ LU KT O OER N R, L s TR SR TE AL

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

| weegE I
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B = cu i mmpe gEEn

£ CLI R {E2q BuBnBA ) BE3R4ENO

i CLIB U A B LR L DB E . RSB E T A VF 2 2 BAEPIT VIR BB IN BRI it
PEAVFEE BOX B, IR BB, Flan, BHSHE N CER R IS SCRE) s inig s
HEEH

\)

AR R ERUEH] T R . Sl T DU PG B O e W R SO TR M S R, U
5 A B AR A2 AE CLI AT IR ER A o R R 0] o W (0 4 BRI P T e bR, OF HLfs 22
FLELE BB R TN, S BT CLT R TR B A B, 5 S8 L.

¢ @B CLI f{Z 8., 1527 Cisco Secure Firewall Threat Defense i 3% .

\)

WP {0 SSHIY, (M PR LT S G T B BTG B 0 75
W P G R

\)

ER R O A TP Hukk, TS LU AT OC RO RIS, BRI TR AR R R
JHR4H] configure manager add command i 4 R0 B #0153 GES B R0 & B O
’ ﬁ/—"; 76 ﬁ) H

o IPHbUE—TCIRAE. G SRl o] U ) (TP RE ) B B by, L2 54 B shE g A P
R, BABEE BT E BTG RIS TP Mk, DUREEERIR 2 ES 0 15
O BN B TP Mk, 2B 41 Ul DREREA BTG E T g R W EEE
TR R ) B TP ik, 5S04 R IHIY NAT ID L.

* {XPR NAT ID-FHEFHELEREE. WURIE T NAT ID R & Frty, WIJGHE A8 EpidariE
P FEXAMESLT, IEARTE SH RO ) LA B TP Hikik L 55 41 G S L R
WA T 1P Mk,

EB EETT M SR B, MBS CLI B S RO B ECE BE IP Mk, BUAEE HA [R5
Jeis BHBD B ELA O AN SR O, R AR B T EE RO E R, BRI B 2 (A3 A
o, AHHERY B O EH B ARG S R O A B LI B O 2R
AT 1P Hudl,

FHia Z |l

* BRI configure user add fir 4 QI & AT 6k 2 CLI I K™ s 20 ££ CLI FR s
HIP o 8 R LIRS S B 5 B il BC B AAA )™
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UK

i ) £ g AR SSH M 2 ¥4 CLI
THZ s B v B AT SR, B 10 UL,
i “RFEER 7 (Admin) ]/ 4 R S B 5
({X Firepower 4100/9300) ) Ji FH 28 AN BRI A R R4 1 .
configure networ k management-inter face enable management1
configure networ k management-inter face disable-management-channel management1
TR SR T P A A0 I o I SRS e 50 AV B 1, AT DU AR AR R R
ZIEH .

s ] LAk $A% H configure networ k management-inter face disable-events-channel iy 424 ] 3= 5 B 4%
e ANE MRS DL, dea ol L m e D AR, iRz 1 oCi, AR
fERAE I TR, Bt th o il B B L R

T TR I A A 11 F S A B A

PG S R O, e TR S BRSO . 1525 (Cisco Secure Firewall
Management Center 5 2 F5RI) -

i

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

e F A B R/ A2 R TP sk

WEARAARE management_interface 24, B BRA Y B LTI 2% i L. OB SHPFER DN, iR
f13E management_interface 24, i 1l LU P B OV ARG R, thon] AR [R)— M 2%
o WAGERRBIEIEAERCE AR L, BOR WO ERE . 0T LUSDFERR R8P Mk

a) fiCE IPv4 Hbuhk:
s FHIME:
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]

VR, AR T _ip T R & GIERERA S e WU E SRR L, W Zi A
FT P _ip fE A A0 —0r: B2, thac B USRS lic s 83 e L, HFHASR
AR OO PRSI B U AT 5 P DN RI R N 48 A A A ), AT
PEBE 1177 _ip DU PR 0, #R)5 18 A configure network static-routes iy & # il kA
HUF QA .

T

weegE I
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B = cu i mmpe gEEn

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

DHCP (H A BN B 1 EA SR -
configure network ipv4 dhcp

b) ML IPve Hidil:

PRINNSEILC R

configure network ipv6 router [management_interface]

5l

> configure network ipvé router managementO
Setting IPv6 network configuration.
Network settings changed.

>

ERZW-¥

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

R, Uty A ipve_gateway ip TN B A ERIN K o W R ECEACS O, W)
Wt ipve_gateway_ip 11 i s EIE, A H R BRI e O 96
BOME, I HANSS A S Va1 S e A it e o 0 SR 5 A8 B2 AN [ A LA AR
TR, AT NS ipve_gateway_ip BBk 5 HE ORC G, #8518 configure
network static-routes fir % F A A 142 1 G i A% i

Al

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

DHCPv6 (REBIARKE RO LA ZE -

configure network ipv6 dhcp

FIRS KT IPve, i I EZE ICMPv6 [N 2 H FHAN ATk . BRIAEDL T, R e IR .
configure network ipv6 destination-unreachable {enable| disable}

configure network ipv6 echo-reply {enable| disable}




| weee
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T REAS AR X L e 0 AR LB AR TR AR 4 I 55 ety o 258 P [l 2 1 2 ol B R R BV AL M) TPv6
ping BB PR L, DLHEAT I
P

> configure network ipvé destination-unreachable disable
> configure network ipvé echo-reply disable

FEERIE BERZ 1) E R DHCP IR 554%, LM 1) COERE A AR 1P Huhik:

configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

il
> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254

DHCP Server Enabled

>

HNEFIixEEHE O IP bk, A #fCE DHCP R%5%%. management center virtual AN 32 Fr ity
4. iGN DHCP R4 2 HIRAS, 1%\ show networ k-dhcp-server :

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

prUIB2 R = AT (VAR R v A2 U o e 5 O e 2 MR N1V 1| I T S i (8 B T BUR= B 7
FIEERIA K HH VLG .

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

T BN B, 2 a4 48 configure network ipv4 5% ipv6 iy A, HUAETE IR
RS IP Ml S DB PER 4, 58 53 10

T

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6 add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

PEORERASEH, i show network-static-routes (A ERERINEEH) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

weegE I
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WE N4
configure networ k hostname name

IR

> configure network hostname farscapel.cisco.com

FEFFR BN q, REEH G BA L RBOET ) ELA
P F

configure network dns searchdomains domain _list

T

> configure network dns searchdomains example.com,cisco.com

AR BB R, HE SR WEREA & iae e e esl4, #lal pingsystem, NIJiXL
BRI B LA o XS TR O, Bl B a2

WHE 21k 3 1~ DNS kg4, HEE SRt
configure network dns serversdns ip_list

-
> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3
WE S B B O A e R A B

configure networ k management-inter face tcpport number

Tl

> configure network management-interface tcpport 8555

AR M S A e g AR IR . SSLOINa AOTEARIEIE GBI B0 H 7E 3w 1 8305 1) HEATIESS .

pE s SERISEZU A IR B IR B 1 AR, (H SR B 11 g o 2t v R S LAE A5 b 5%
A DA P A 1o R O B 1, DA A S e R A LA R B e LA
%

IR BB D B8 3 B a2 1 MTU. Rk MTU 24 1500 5715 .
configure network mtu [5~75] [interface id)]

o FAT-WE MTU (LUEHT AT o XFFEFRO, )5/ 1Pv4, WE R LT 64 F1 1500
Z0al; WS A 1Pve, WIME T LA/ T 1280 1 1500 2 ] %F T4 10, Wi s A 1Pv4, %(H



| weee

= cu iz mimpsw wmEn |

A PAAT 64 F19000 2 [6); 4 s I IPv6, %A v LT 1280 F1 9000 2 [1] . 4 5 [ml st j3
IPv4 F11Pv6, WH/IME 1280, WIE AN T, KRGS RN

* interface_id-¥& € ZL i & MTU #2101 ID. ] show network iy &5 F 1] HI¥#: 1 1D, i 40
management0. managementl. brl fil eth0, HAKERTF&. WERARIREHET, W& R
Mo

i

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

BC'E HTTP ACHL, Z & 008 EEEE B 2 H M - ¥3t 1 TCP/443 (HTTPS) F1 TCP/80 (HTTP).
f A LUE R HTTP A AR 45 2 3 04T A AR . A iS5, RECKHLR 1 HTTP A kAN
i, EEHEITAESMRAE, WRTE, AP RHEA 4. B EMEAACH A

R T B LR, R A-Z. az F10-9 F4F.
configure network http-proxy

i

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

YR T O A BT B TP Mkl ISR LR O BEL O AT S, HARE TS AW MR B A R
A H configure manager add command 2R 51 B H UL B77 X GES B REHT ) & 8t
’ ;f/ﬂ: 76 T)I) H

S o ch il vt -2 | S IBE R A E I RO ETHE 90 0 2 N R AR = e S D 0675 2 D S g B B) IEEW T S VA= 1
BER . BADOEBE S B L o BRI B 1P bk, DURFHE BRI WS S0 B
RO BN BCTP Hd 5 41 U0 SRERAEAT B TR DU A . E R WREEE T
TCVE VTR B TP Mk, WA ZBAE AT SR A B O P I LA B TP Hk 5 41 00 T
) TOFT R T

* {XPR NAT ID-FRIEHEILERE. WIERIUE T NAT ID 50 BB A0y, WTEHE A shFp s
B, FEXFRGHCR, IEARTE BB AR R G BB TP HhE L 2B 41 T S FHEAL
A 1P Hdik .

weegE I



B excummTemn s suEEn

&4 CLl A A T &R 8 EUAhBA1E &iEiED

HIR

HIR

LS BB A AR Oy 2 (AR BT, O B SR o AR C R B IR L, i
A5 S B A LI i BT 11 o SRR (B e SR B ) — I 4 1 e VR e IR 10 o G A5 B
AT SRAS, DDA 5 o o IR B e I AT B . A e B A LR L W UR e
W2 AT CLISE Ui B I LA EC S . 26 17 BT 1) configurenetwor k management-data-inter face

AN
[IIJ/?\c

\)

=1
=2

=3

wIE4

AR AFBGEH T O EERCE B D, A ST R R O . G S A R I
HZ W 1E CLI B i B 18 7 BEFE 10, 38 52 Tl

% B CLI ffE 8., 152 % Cisco Secure Firewall Threat Defense Ay 2 %% .

FiaZ |l

« T LEH configure user add iy & v &% 2] CLI WA P IK s S 45 CLI s N
e e AR SN S 0 LS AAA HI .

UK

G G B B O O I, R ST D SR e .

ERRBE 44 CLL,

IR Ly A0, AT S G b o WS IEAEPATIGR B E, ] fe 2 W 548 B g+
S T B W E AR, JF EL HAE T R B 1 SSH Uy M BLFR , AT DA %
SSH %$:,

W8S BB % L AT A, 28 10 1L
{EH] “FH 7 (Admin) F 7144 F188 055 5% o

ARHEE I, DM R .

configure networ k management-data-interface disable
ENGE

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a gateway
on management interface using the command 'configure network'

TP T8 EE Uy ) PR BT B e 1
configure networ k management-data-inter face

I, RGN Bt 1 C B AN W 26 B
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| weee

fea ou A F e mpvee eEn

SRR B A 1 Ok [ — M BRI D, AT S MR AR I (D ID B
A8 o WAL, KT RERBENBZANERTBIREEE? (y/n) [n]: LT EPEy. HEDUREER
IH AR B A PR O RC B, DASE R mT LS D A8 4 11 i (I TPk A2 11 A4

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CATIED)  BRAAESRF e W9 2% bl ik Hiedi 22 11 Uy ) A5 8 0
configure networ k management-data-interface client ip_address netmask

BOATEOLT, SRVFPTA 4%

EERRE B ShEPE ST, (HAE B RO TR A AR DR R A B T S Pt B T . 12
E%M@¢®¢%$m%ﬁHWWE,%4Uﬁ

For A A BB A A LR AT
sftunnel-status-brief

S LR R T CAOER IR s ], o B 7O Sl IE AL B B

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

fEEEHL Y, EPEE (Devices) > & & ETE (Device Management) > 1% #& (Device) > &8
(Management) > EIB 881719 - BL Hi¥4M{E 2 (Manager Access- Configuration Details), #X 5 il
¥ (Refresh).

BT o AT I 1R ER DA P P T B e, e BELL 0 8 B S B A o e e A AR b B i e 1
WEN, S &P PRSP AKX E K. ST LA E (Configuration) JEII-R L&A 5 2E
rHC R BB 2 TR 2




gggE |

B szessonmze nFpnERE

$IE10

R RE > REEE > O, REMIE— T

a)  MIHECHE T ELRE C Rk TP MBI, A b D 0 A B AR DT 1) .

b) AHIAE (FF CLI A2 11D 10 S G BB s a5 3 11, oA )8 A B as Ui 1) .
P IRE > REEIE > IRE > BN, AR5 ERUAS M IHECH 4 B 1 5 SOk BT
RAIEIREEiHE) - BEEIEMISE (Manager Access - Configuration Details) %iGHE, SR )5 s iffIA
(Acknowledge) LA 5 e o

NUGRER, RO BB S B AT AR R . SR, BT
fEAE .0 PFEIMEERE .

BBER] “HE CERE” (Config was cleared) FIl “F LAY 17 i) £ 50 0IF A A (Manager/FMC access
changed and acknowledged)” FJ I B .

MREEFOMTFEE, WFHEIREE

D AERE T PR B 1 ) B AR U IR, O N B o P S i W S B (B S, W]
LICRE i B A (R 0 B PR B AR B A BC L, AR B R . SRS, BRI DL AR A B rp L o
MIRCE B A, DMEORFF M AERIF TR S . RIMEScAT B 0ER:, T MERI IR RE; e AR
TR R T DL o

St WU K, T LU TR (S WS SRR 5 72 T
B HL YN

PV LIRS T DI BRINTA ARG, TR BT TR T

© SRFIAR ISR T, (R R R E,

o [P A S i nT DAAE s o R B R E . B, [RRRASZ Re 5 L H A B A O AT
AL E, LREAE BT CLI Wl TICE . VR, WEREAE Bk S B 5 S A
H configure network management-data-interface iy & 5 ¢ T Zuds i D &, ARG T Ry
%, WXL R AR AR R 2 E UG BP0 E

* UCAPL/CC F& X ok mNER
o TCVRIRIR b — V3 3 18] 5B () 45 4 SCEP iF 15 %5ds .
s FERIEIHIR, EHs e Ear, B S arie B s .

iz

£ BB CLI A, B 30 2 Fi A BC

configure policy rollback

IR, BB Sl B R DI IRR . AR R o, A BERERE s A B,
VIR E R
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Nil

B

ssurEn roemsays ]

R SRR B AL E R, T2 https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T &
W OB ) AESEESE AL, YR BB L B MBS FIR A RE s R FEIX
PEOLR, EnT DA B0 BOE R, JRAN EE O ST

T
O T8 T ek 1 R AT A B U7 100 £ S5 48 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R BOE B AT LA AL

£ EHH.LAF, 1E 1% & (Devices) > IREFEIE (Device Management) > 1% & (Device) > & 18
(Management) > &1 28ij718] - BLE1¥4A15 2 (Manager Access- Configuration Details) > EIZIRTS
(Connection Status) G{[fil F A &8 FLEHRRES .

75 BB CLI, i sftunnel-status-brief #ir4 LA &4 BLEBOR A

R PR ER T 10 220 LLL, WIS HERRE R . T2 DR A 1 1 L F e B e
, 61 L.

HERR &R O LR E IR iR E

A Bl CVREA T B AR U ) 1M AN A AR B N, AR A R E R v S S U BT
T R AN 2, DL P IR . WSRAERS JUb o A AN 21 8 B by 5 S SR B 1 Y
CANE 2 2T, s BRI EA ) , SRR ORI SR EOR IERRC &, WA A2 2R A8 BHIE % .

A BT S B A A B e 5 2R T
EEEEERRE

£ EHHL H, 7F 8% (Devices) > i & &8 (Device Management) > 1& % (Device) > &2
(Management) > &I222ij718] - BL B i1¥4M15 2 (Manager Access - Configuration Details) > ZE3%X
7S (Connection Status) 5[ s A BUIEBRR A .

76 D CLL, i\ sftunnel-status-brief 4 LA B S FNERLR A . b 0] LT H
sftunnel-status && 5 56 3 115 B

WS LD M RRMBERI S n Bl BB “ERE “FE, B B LEE R

weegE I
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BE BB WEER
75 BB CLI b, A7 8 BNV B8 Uy [n) B0 4 11 10 2%

> sftunnel-status-brief

PEER:10.10.17.202
Completed.
'10.10.17.202" Attempted at Mon Jun 15 09:21:57 2020 UTC
Mon Jun 15 09:19:09 2020 UTC

Registration:

Connection to peer
Last disconnect time
Last disconnect reason

gggE |

Both control and event channel connections with peer went down

WS LR T S IR R s ], L R 7O SR (E TE AL B E B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"
Peer channel Channel-B is valid type (EVENT), using 'ethO',
via '10.10.17.222"

Completed.
IPv4 Connection to peer
Heartbeat Send Time:
Heartbeat Received Time:

Registration:

show networ k

> show network

Hostname
DNS Servers

Management port
IPv4 Default route

Gateway data-interfaces
IPv6 Default route

Gateway data-interfaces

[ brl ]

State : Enabled
Link Up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 28:0F:7F:D3:CB:8D
—————————————————— [ IPv4 J-———————————————————
Configuration Manual
Address 10.99.10.4
Netmask 255.255.255.0
Gateway : 10.99.10.1
—————————————————— [ IPV6 ]-———————————————————
Configuration : Disabled
===============[ Proxy Information ]
State Disabled
Authentication Disabled
======[ System Information - Data Interfaces
DNS Servers :
Interfaces GigabitEthernetl/1

System Information ]

'10.

10.17.202' Start Time:
Mon Jun 15 09:02:08 2020 UTC
Mon Jun 15 09:02:16 2020 UTC

5516X-4

208.67.220.220,208.67.222.222

8305

connected to '10.10.17.202"

Wed Jun 10 14:27:12 2020 UTC
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===============[ GigabitEthernetl/l ]===============
State : Enabled

Link : Up

Name : outside

MTU : 1500

MAC Address : 28:06F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual

Address : 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— [ IPV6 ]—————————————————————
Configuration : Disabled

& E B O M BB

75 JU B A CLL b, R A B L VMR R 8. TR, Mir & As Bon s BSR4

show manager s

> show managers

Type : Manager

Host :10.10.1.4

Display name :10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Ping the &3 /0>

75 BB CLI b, AT BATE dir 4 B B2 FOR 7 B ROy 09T ping #8245
ping fmc_ip

75 B BIAE CLI b, AT LU dy& VB BRER UG A5 B Ry $0AT ping #8641, %488 DV IE 14K
i ph B -

ping system fmc_ip

3k BRI REME D ERMEEREE

76 BT CLL b, i3k A A% 1 (nlp_int_tap) BRI, DAATG &AL T & B
(X

capture 7 Fx interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

MERIEORS, SitEREE Y

75 BB E CLL I, A& A KA T A H nlp_int_tap K115 5
show interace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

weegE I
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(Full-duplex), (1000 Mbps)

Input flow control is unsupported,
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, O
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

overrun, 0 ignored,

0 interface resets

0
0
0
5
0
0
0
0

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

TR BE NAT

"

output flow control is unsupported

0 abort

ot

B

Z |

FE I BAE CLL b, A 215 SN INERIARS (S *), DA EREZI (nlp_int tap) A& 75 A7 £E N0

NAT Fi.,

show route

> show route
Codes: L - local, C - connected, S - static,
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,

R - RIP, M -
O - OSPF,

E2 - OSPF external type

Is-1s, IS-IS summary, L1 IS-IS level-1,

IS-IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,
SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

i - su - -
ia -

+ -

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected,
L 10.89.5.29 255.255.255.255 is directly connected,
>

show nat

> show nat

mobile, B - BGP

IA - OSPF inter area
N2 - OSPF NSSA external type 2

2,
L2

VvV - VPN
IS-IS level-2

U - per-user static route

replicated route

outside
outside
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&

Auto NAT Policies
1 (nlp int tap) to
tcp 8305 8305
translate hits
2 (nlp_int tap) to
tcp ssh ssh
translate hits
3 (nlp_int tap) to

(Section 2)
(outside) source static nlp server 0 sftunnel intf3 interface service

= 0, untranslate_

(outside) source

= 0, untranslate_

(outside) source

ipv6 service tcp 8305 8305

translate hits
4 (nlp_int_ tap) to
translate hits
5 (nlp_int_ tap) to
translate hits

HittigE

Z UL S LR B R AR T HoA R & . I T LA
IE (Device Management) > 1% #& (Device) > &I (Management) > &2
(Manager Access - Configuration Details) > CLI #it (CLI Output) 7

= 0, untranslate_

(outside) source
= 174,
(outside) source

= 0, untranslate_

show running-config sftunnel

> show running-config sftunnel

sftunnel interface
sftunnel port 8305

outside

show running-config ip-client

> show running-config ip-client

ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used

Inspect Snort:

preserve-connection:

TCP nlp int_ tap

bytes 86684,
TCP nlp int_ tap
bytes 1630834,
>

10.89.5.29(169.254.1.2) :51231 outside
flags UxIO
10.89.5.29(169.254.1.2) :8305 outside
flags UIO

&% DDNS EF 2 E I

1E BB CLI H,

debug ddns

> debug ddns

DDNS update request

DDNS: Another update completed,

DDNS: IDB SB total

U AR EHT R
E A

Ki#r DDNS W38 &

0 enabled,

spspen rnemssgs

hits = 6

static nlp server 0 ssh intf3 interface service

hits = 73
static nlp server O sftunnel ipv6 _intf3 interface

hits = 0
dynamic nlp client 0 _intf3 interface

untranslate_hits = 0

dynamic nlp client O ipvé6_intf3 interface ipvé
hits = 0

EEEF"DEI’J %% (Devices) > R &

2ipiE - BEEIFERER
U ARV X A 4.

0 in effect, 0 most enabled, 0 most in effect

10.89.5.35:8305, idle 0:00:04,

10.89.5.35:52019, idle 0:00:02,

Gy AF

= /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

=0

i8] debug http 1 debugssl fir4. X T-E PR E 2,

outstanding = 0

i R

CAEB
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show crypto ca certificates trustpoint_name
LRI A DDNS #8245, 1 AT LU R AE:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

mE EFEL BEXH

15215 https://cisco.com/go/fmc-reg-error.

g%i $ \iélﬂ 1I:| e
& (Device) Wil LM EFFMIER (Inventory Details) #77
1%
30 EFBIEMEER

Inventory Details
CPU Type:

CPU Cores:

Memory:

Storage:

Chassis URL:

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

EE A, i RE G

mEE [ F B SR B

%% (Device) TLIHI ) F B SR B% (Applied Policies) 4 2

gggE |

11 2020

2 WoRHUARTVELNE B, il CPU R

¢

CPU Xeon ES5 series 2300 MHz
1 CPU (4 cores)

8192 MB RAM

N/A

N/A

N/A

N/A

N/A

TS5 KA R LA SRS«
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& 31: [i R B SR R

. Applied Policies e
Access Control Policy: Initial AC Policy @
Prefilter Policy: Default Prefilter Policy
SSL Policy:

DNS Policy: Default DNS Policy

Identity Policy:

MNAT Policy:

Platform Settings Policy:
QoS Policy:

FlexConfig Policy:

X RS B RS, RRT DL RGl ER DL A S

ST m g, it Be (O bR ol e B TS R 7 1 55 {5 8 (Access Policy
Information for Troubleshooting) XJ1FHHE. 20 TEAE T 17 a4 Uiy 1) DU R g U 1) 428 1 4% H
(ACE).

32: [l T RS HRR B B R IR R 2

Access Policy Information for Troubleshooting ? X

004294968119

nt from
i

AT LANZ & E TR (Device Management) UL [HIHE S5 lE 7 B 45 AN B4 o

I weegE I
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UK

TR G E > REEE.
T2 (O ARSI B 5510, mich %ig () .
FEZ AT, WAREAERI T, MRS ETIH.
PR3 niili ’E.
HIE 4 (ER AR (Applied Policides) #5734, s 4ws8 ()

\

)

33 KEE L
Policy Assignments 7]
Access Control Policy: Initial AC Policy g
NAT Policy: None 57
Platform Settings Policy: None L
QoS Policy: None v
FlexConfig Policy: MNone g

FIRE N FRERRIE AL, TN NSRRI SR 2 g8
FIR6 PRTF.

T—%#ita
o BREMCE G ES I

= E— \rl_ [===]
WESNLE
1’ % (Device) WIS Ki&E (Advanced Settings) #54 Won s id B R B %, W NPTk, &arbl
AT AT IX L

K6 “BR” (Advanced) F 5 RFE

FH 1t AR

N84T (Application Bypass) | %45 I “ HEINHZ81T” (Automatic Application Bypass) FfIR 25 .

5 1% A “H3NHLAT” (Automatic Application Bypass) B (LLZ=ZFE A o
7).
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FH 15t AR
MR AR B EAT R AL RAPIRGS . 1817, FTD e 2 iR Uy [ B o A

FHFIAEAT R 28 B LR R IO, K U5 I T 2 224Uy el 4
HIZF A H o G507 DO I 5 X G 20 49 3 Rl D 1 2R 5 ) B U BT s £
WA, AN BAR R, REASY MBS NS, e
X 5 SCAEVT )R R R VL HC I R SR 4 R AN S U7 [ L)
(¥ 7 e A e Firepower 35 8 o K s 77 20, 1 H2x 500
KR Uy 1) 2 T R DU DG B ¢ 4% G e FLEA T R A AR 2

iR BOAEOUT A8 IRAEE B O g B A, ks
JA 3 & 4B3% & (Object Group Search).

B0 gk B IR OO GAIAIRAS o T8 AR, U7 1) 458 ) SR M AN P 8245 2
W A8 R PR 1 2E R 2 4 DX sl A i R T N5 H R4 00T ) SR R
Mo an S JE OO A0, RGN e 1k AN ) 42 2/ 1t 98
AR B — AN, X n] A B A i B TP i B PE g . o Rk
PEIETR, IS F7 3L £33 % 4R & (Object Group Search) 21 PL F£1
ek BN AR .

DL 25 54 48 0nn] g v 20 1% 4% i B
Y

ER AL AL (Transfer Packets) W B 115 5, 1S4l w S , 28 32 0.

B & B sh R 55 0%
H BN TEEAT (AAB) SVFEE GLE Snort ¢ BRI S AN, B0 T2 i, an S EE f Ak ot
TR, W o AAB 23 35 Snort £EHIEE A A -3 B A EEBR B, AT I T2 87 Snort i
o Jt DR ) s o i

AR IO AAB T Snort BERE,  IX 2B I ook LA B QU RORII . VATER 7 T T ) 25 A
AR AT B, Bk T HAR B A PR . A OSTRANME R, 12 4 Snort H i Vit
(ISR

WS L FMT A
FTD 174: IR Snort 5CH1, WIFEFRE M THIN &5 FREEI (] e fil . AAB. B8 Snort T H,  JIRIAE
Kl AL PR AC B v #s, A il AAB.

ZHIGEITAH: AAB PRFE I 32 AR BRSBTSV IA) o I P 2% () B0 0 S IR 2 B R ST 1fE
Pa Ao A PRI S

GIIREIE ] AR (EAE N IBRER 2 AT (L.
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AAB BRUCHEER]: 2R M AAB, 15T IR D BRI T HRAE

UK

TR G E > REEE.
TR 2 (R R BB A R E IR L, sk iR () .
FELHHE T, WAREAERI T, ARG ETIH

SIE3 il %&, A5l BRIEE WO mE (4 .

PEA4 ErhENAER.

WIS FANT 250 =R F] 60,000 b2 [0 K5 EE. BIABCE D 3000 ZF (ms).
P 6 L RTF (Save).
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BLEXM KA R
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S FRIE ] RE PR Ve RE, M3 CPU A . BN A%AE CPU SE M 5 B AICRR & Vs i)
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WARE B BRI NAY, AT e b T A —B0IRAS, JFH T Re g mtkfe. WERBKIE1TIE
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FHia Z |l

o RS SCRE-BUY B A

o AT R R AERE G B B R SRS 3A8 . 7R & CLI Y, %A asp rule-engine
transactional-commit access-group 4 .

o SECRUL A T AR B BB 1 ACL N Th W SR G0 . BRAT R BUEAE e 7 1) A B 5 8t
B

UK

TR & > REEHE.

SR 2 (EEEE N P57, sl g (4 .

$®3 L& & (Device) I, KRG imRIRE (Advanced Settings) #7011 g (£ .

FIE 4 35 LEIEE (Object Group Search).

LIRS L R AFERER ML GAMEIE TR S, 1EE T EOXM R (Interface Object
Optimization).
WA P O X AL (Interface Object Optimization), W) Z 484 by REANYS/A3 110 42 B 30
DU, T A 2 A R D e A ) 2 4 DX AORT 32 1 4 o IR 42 AR v ] T X S R R AR

FE6 PR

REZEONRMIL

P8 SUITR] i o 2 ) SRS AT FUIL i 8 SRENGS A 4 1 LMD 22 4 DI A B NI H PR 18 £
FROMCREIN o SRR T R A, DU ZR fs e 1T O iU ) /10t s LU 28—, 3
Al TR B A OB FER A B TR . W AR FRILIE T, AT L P X R 4B ZR (Object Group Search)
eI LA FRAR Be 2 B A A7AE T

BOATHOLT, RS TAERPIRE . — IR R REE— B s LR ook Iia)mm i .

\}

iR

U AREE R O AU, IIBLAT U5 1 22 IR E AN T O SRR 00 N EAT 338, (HIXAE AT fiE
SHERKHRE IS 1] BhAh, WA TR RAMR R, WS AN TR OSSR, I AR
FEBL A5 AIS AT HE B A 25 PR B8 g o WSRY REPT 5 1 NAE B I BE % BT I A, st
ARES AT A EORES, JF AT RE ST fE

FHIa Z |l
T SR - B3

weegE I



B sensss

gggE |

bUK i
TR ERE > IREEE.
HIB2 EEECE MK FTD %555, A #ig () .
$IE3 & (Device) Wi, AR5 HEERIEE (Advanced Settings) #5701 4Rig (4 .
$IB 4 EhEON S ML (Interface Object Optimization).
$IBS LiliRTE.
| - | ﬁ \n- | ===
‘RIEENEIRE

%% (Device) Wi I [F3E1T4R R (Deployment Settings) #57 Bo F & Fridk {5 B .
& 34: HBIKE

Deployment Settings d
Auto Rollback Deployment if Connectivity fails Disabled
Connectivity Monitor Interval (in Minutes) 20 Mins.

F I EERE
FE 15t AR
MER W B B[] & “JEH]” (Enabled) B¢ “Z5H]” (Disabled).

ST DAAE RS FIUE 0 RIS 2B RO T B BB e il R A
Rl 1 B U ), AR5 SR DRI C E T BR R

EE ARl D) R AE R LB A5 AR R I ]

AT LN & E TR (Device Management) LTI & & B . P58 BB A 70 A8 B RZ DA A5 2K
JGCIRE Jet I8 B Bl im0 S R AR it ) - B b 7 ), AR5 SRR MBI B T B 1
fas b T LA H configure policy rollback ir4 T [HRRCE (1 250 i L b oL T8, 20
[FIPRECE 5 60 1) .
T2 LA AE N -
o SV DUHT B0 T CAYE PS8 EACHbR At S TCik IR BT AT 1
o SCRFITR ASEIL T e, AHASSCRFER RS
o [FIR K s ma i n] DR B R b rh R E AL E . B, [FIRA S5 % A B A SR
A, L REAE BB CLL PR TRCE . 1R, WA LR B §5E 5 AT
| configure networ k management-data-inter face ir 4 5 2 7 Bl bz &, ARG T &R fy
Ay MIXLEBCE AR s AT RNR 2] EHEE ) E BE L B

* UCAPL/CC #z0 ik R
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* JCVAIRIR b UCHE YR B K41 4h SCEP IEA5 %4 -
* FEIIRIYIE], ERCRETE, PN ST B R s B

i

\

P EHRE > REER.

SR 2 (R SRE [ #6553, st HREE ()
TEZWERE T, RS, MRS SR BT .

TE3 il RE.

$IE 4 {FEVEEE (Deployment Settings) #7011, i 4wig (4 .

& 35 HERE

)

Deployment Settings (7]

Auto Rollback Deployment if
Connectivity Fails:

Connectivity Monitor Interval (in
Minutes):

(o | TN

HIBS b EER KA B HERERE (Auto Rollback Deployment if Connectivity Fails) LU E 2h[H1E .

HIE6 WEEEKRIZER (4% (Connectivity Monitor Interval [in Minutes]) DL & 76 DRI B & R 545
RETRITR]  BRIAEA 20 2%

WD MR RAERNR, WESHELLTHNELL TR,
s MR ABNPRET), BESEI—FBINEE, fRnERITEERE .
o fRiE ] LIS FERE (Deployment) Fide, ARG AidiFibe (Preview) (2) Blbs L& H CIRR R E

o GEZBE ) . s B RERE L (Show Rollback Changes) LAY A Bk, SR )5 iy
B2 58 B R 2 24 (Hide Rollback Changes) AR 5 24 .
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36: ERE N

Change Log: 10.10.35.97

A\ This device requires a full deployment as auto rollback operation is performed in the device.see more

Hide Reollback Changes

Preview Changes Rollback Changes

Changed Policies Deployed Version

Routing Routing:
- Virtual Router {Global) Virtual Router: Virtual Router (Global)
Static Route IPvd Static Route [Pvd:

Static Route IPvé IPv4 Route:

Static Route Interface(Unchanged): outside
Static Route Network{Unchanged): any-ipvd
Gateway: literal:10.10.35.63
Static Route IPwG:
IPvE Route:
IPvE Static Route Interface(Unchanged): inside
IPv6 Static Route Network{Unchanged): any=ig

IPvE Static Route gateway: literal:20::20

 FEME DD LRI, AT AR FIRE M. 1S

Bz

K A B D E T T

fEEHPLOT, Fi8F>REERE > & >EE >FMCIHRHEMAER >

ERIRZ

7E BB CLI, %\ sftunnel-status-brief iy 4 UL 2x 45 B
W T E T 10 B L E, N HER IE s . 152

, 561 L.

B FH SRR

FELU NI OUIN,  E0nT e 220 cose s LA BELs

o QiR B A R0 TP HibkEG =LA, A 75 T -
VURE 3 4% AT 1P Hbik ek EH144 .

Legend

Version on FMC

outside
any-ipvd

literal:10.10.35.64

inside
any=-ipvé
literal:20::23

P A B 7 S Al SR T

ERARES .
S AR B 1 B

gggE |

| Added | Edited | Removed

Modified By

admin

admin

EERARTS v AR A A

R

TR T M FMC 1P #ihk ek 144, #iUE


management-center-device-config-72_chapter3.pdf#nameddest=unique_65

| weee

migigs bw gmbn P iutsiEng [

o PUHPHIY A H Ly, 26 76 T - MIH FMC s R B4 (i) )5, #al LUKSH FMC Bd S X
%, RJE K ILN InE] FMC.
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FDM S5 FMC, W FTD i &R i br, o HAK i 2 i 4G .

o MCEERHLG DIE] B LS o 5 80 UL - ANBEXS [ — e A& RN L] FDM R FMC. WEREE M

FMC ¥4 FDM, W) FTD A &R ke, o HAK f 2 i ih .
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B

IR E PG TP M s L4, B NAE R R CLL S, DAMERCE VLS. BRI K2 HN
DU, o S e A B 0 TP Mt i el AT A B AT OB R A BRI, (HAER D RGO,
WAIRINAT AT 55 A R OFT L 3 R BRI 21 8 L R 2 (X NATID.  BIEAESLABTS O
FRA Tt BLORAF A R P TP kb R R A B HrIRAS,  ASEBUEA 194 2% Pk 5L

UK
15 BB CLI A 45 B ARRTT .

show manager s

T

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76e£f602
Registration : Completed

Management type : Configuration

£ JEUP B CLL Hh, 2 A BErpo TP shik s = N4 .
configure manager edit ## 1147 {hostname {ip_address | hostname} | displayname display_name}

R I A0 H 4 DONTRESOLVE FiI NAT ID #RiR,  TIAT DL FH e iy 280 1248 58 o4k =144 8%
IP Mtk ANEEKF 1P btk 4144 5l DONTRESOLVE.

EHERCROCH], RIGEPTE . EATLUMEH] sftunnel-status fir & HEFERCIRAS .
i

> configure manager edit f7ffad78-bfl6-1llec-a737-baa2f76ef602 hostname 10.10.5.1
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IR AT IR RO

WO Py A AR AR DAy 32 e 4 RO T B0 A B b o VSR A A B O (58 P TR A8 B PP 1) TP sl
WA AT LD IR

UK

TR I FBL b, WRAEAE, WENERR A R . S B IR CBOHTEND e, AR
30 L.

WA S E RO RESEEE, WIJGEE N B RO TP k.
PR 2 ERH| B4 CLL FlinffFH SSH.
W3 MUER E RO
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE } regkey [nat_id]
[display_name]
* {hostname | IPv4_address | IPv6_address}- B M4, [Pv4aRiblsIPvoRhtil. 45 .0
* DONTRESOLVE-{f 4 H .0y AN E 4 T-hk, % DONTRESOLVE 1A /& EHL4 5K IP
ikl WAL H] DONTRESOLVE , WIFEAE M nat_id o HSBCKE I BV i 21 & BErbuOny, 3
PR R IR AE Be e TP HUEFT nat_ids JEBEIN Sy 2R AC 1P Hbdik, Wy iy 5 S5 52 AH [ (1) M —
NAT ID.
* regkey-4i A\ WH R EEAE A B b0 R4 2 LI a8 . v DO S HIE A T 1 &
37 ANFRE AR SOARFRT 5y S Pp S AT, 75 24 B O A AAH R ) 2%
e nat_id->Y— 5 RFE 1P Hihb iy, 78 A B0y 5 18 TR AR S ) RO A R
T 18 37T ANF4F. I NAT ID @ AR M RE 0 — R PR S . i {k NAT ID & iE— 1),
NSRS R I AT A A A o SN B4 N, AR A ER L AR e AH F] ) NAT ID.
* display_name - i /| show managers fir & $#2 it T BoR LS B 1) Bos 2 7R . WK CDO #r
PO T 20 A 16 2 A B RO AS M 3 25 A by, MR TR A H . iR 2 544,
Bl KB AEH LU R vk — B3 E B R A K :
* hostname | IP_address (41 Ai{i ] DONTRESOLVE S8 )

* manager -timestamp

T

> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.
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THER, AaORE IR RE, By H s oig 42X .

D) EHrO S, BORETCTATHE N B e B L MBI B

FiaZ |l

BERET KBS CRCE by al IR, i e ] v i g (2R nrfg) sk configure
high-availability disable 4 W o] FIVERCE . FARSOL T, AN 32 FH e v s ] F 1

UK

75 BRI BEAR T, A Cisco B REMATAE BELAS H G EE T B 6 o

CATRERT ) Mo P I .

T RERT SO S B IO, IR T A P Bl e 0 e B o 0 R T AR L

A BERE 1, DA ZIUHB M B Yo A PR
o TR BRS VT 1) (R B 122 1 - A B e 200RE I G i B Bt e BRSO, A BRI
DHCP #W 1P AR 5¢ . S5 M DHCP MBI 0 (lhn, SR % 3 51 1)
20, WM SSRERV A B #E 1, JF B AT AR AT E . 4R G DHCP #4081 MK,
D5 A A S TP kb IC B 1, JFRZ M S BEE % 1 .

o TR AR UG ) (0 B 11 - SR A O RS TP ki, VAR DR O 4 BRI I S 152 A i — )
XK, MAREIEE D . WREEH DHCP, WIEFHHATAMACE, A S i )\ DHCP 3k
IR 5

$IE3 G IEE > BHIEE > EDEE, R0 A0 gk WE SR BB,
T4 [E FEHO/CDO EHAEE.
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP Hutik, B A LLEH 1P ks M4 U 1) g
L, i 2, W S A1 T NAT 2 5 s A 35 1P bkek B84, i AT & .
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DAIRE D — AN CREFBROL B B %) HA I Uil ff) 1P dhhl, A REAEPIAN R 2
R X [a] SSL In (i) {5 1 1

R R 2, N &I a0 /CDO £H4&/IP ik,
15 EEH0L/CDO EMER.

BEE PR B RER)— IRPETE 3, M B 8 v 46 I R A A B b R e e A
AFHEE 37 MR ARUFRURFRET (A-Z a-z. 0-9) FIETFHF (-). UL ID ATHT
2 QRN E] L.

¥ NAT ID.

JEID RN TR, R TE D L. WROE A
$erE P HUE, WIILF B G B B /E AP & Y& 1 TP HIEIY, 34 NATID. NAT
ID AL 37 505, AT T (A-Z. a-z0 0-9) FIEFH (). I ID Rk
FR T4 B 4P M B 5 BP0y NAT ID 15 TP M 26 2R, P T30 U 7K 1 I
W s HATAERT TP HUHE/NAT ID JEA7 S I TEJR, A2k Bk .

Mt E R E .

a) 5% FTD £H.&.
T S A Bt bz D 3k T B3 d 0 /CDO A al3EN Vilk), Tk FQDN ¥ H 1tz .

b) F5E DNSBRSZ2E4H.
EPEIA Al — AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, FLH 5
OpenDNS JIk 5545 -
RS, &R o /CDO i e QR B B3 11, W 5 B 2 U Bl 4% 11 DNS JIRSs 28 . 48
FH 22285 ) S B8 E 15 HE DNS JIRSS s H T B . %ol DNS JIRSS 43 H T DDNS (i CUic &
Bl T e T ) 22 A SR« IS T RESSIE R T3 BRI AH ] DNS R4 w4l DA A 4 BEAUE
T HRIE I AP 1 )ik DNS %S #s .
fE B HRt b, BERE 1 DNS IRES 2 e 0 BOLE 1L BB 116 WO SR TPl E . i
T S A AN N B B, AR ML B R R, JF H DNS RS 98 A S W INEE S R E R
Mo (HAE, WERFRY R T- & BE S 2 lic 25 00 & DNS 2 & 1) BB A 345, )20 Ek 7 o5 A
i E . FRATEUE LS E 5 B VUL DNS & 3R, DS & B rput 1 gy %%
[f] 25 .
BEAh, ACHAERIUGTE W & B DNS 4528, B EH.O A SR A DNS %545 .
W FMC i QEFE 0, WLk E S hCE & 2 DNS RS 45 .

c) X T EEAFL/CDO FEIIED, LB CHCE M,

1 1L 7 AEBE AR B B S, RERT DORE A B 11 S O A5 PILE 1 i s — HdE R

CRTaE) ARG T HE L 0, JF Hazd DAGR MBS L, AT INER A i o

KRR MR, BOREK AR A E O EAR . WREER TN O, akes
e m P ECE T . WS T HAth gz O, B A T AR E R R A R0 2 BT TS ER
N3
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WERGSIE R T O, AT BRI OCHC & A ME— MG, ARG A R e b bR e 4k sl ik
$£BT (W) REERE T B YRR, i AdnRnshZS DNS (DDNS) /3%

WS 1P Mkt & A48 4k, DDNS #fiff 5 H bt n]H20 52 4 PR 2 k44 (FQDN) 16 S8 Bt % % . 214

B& > R E > DDNS BR& it & 554 DNS.

G0 S AR B T A AR N B B0 2 BTG B DDNS, ) i 95 ¥ 45 23 84 Cisco 5215 1T

i CA RGBT R CA IS INUES, DA i B 48 v & T LASGAIE - F- HTTPS %421 DDNS it

S AUETS o UM 4B S FEAT A8 DynDNS Sz Ft APT MY f¥) DDNS 554
(https://help.dyn.com/remote-access-api/).

f A B 115 )4 PRI, ANSZCHF DDNS.
FIR8 fiiERE (Connect). JEMHRZS W UL R R U1 4 B O G RPIRS . 78 REFEEHL/CDO iE
M E ABG, FRE R, IR NP K.

DRSO D) B A R, B A BUEEM. S0, T REEEPL/CDO EMRE PR
Ja R VoA A B DA AT o WURIZAE, AR s, JF AR IR R e i B
I A .

IR REFEE P L/CDO EMRE D IJA R FFIERD] A A, SR Es SEEHO
HIRLTN T CDO W IRHE. RORFITIT 1y s iy PRSI 4%

[&] 38: P ThiETE

Registration Status

e ol I e TR
Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

N EEAD YIHRE] R F B IR

ST LA 224 T ER AR B8 2 A TR L A LI P 7 8L 5 T A O P 45 B s e A
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RnT AN B RO D) BB e A B T O i BT 2 o AR M B POV BB 25 PR AT
TR B BELAS WL M PT A I B 2R . W RO BT B DIHR] A B Py, 165 P M st
RSO L, 5 7T 3.

A,

D2 B0 Ay SRR IR L E, P MERGKEIVAE. (H2, & IP Ml LA (R

g2

e EHr h, g% (Devices) > Z&E R (Device Management) L [im il 55 B5 <k 1 .

T SSH sl i 5 i L2 BB CLL. WERAEH] SSH, iHTITL B3 IP Mk iIER:, JFE
MY admin 740 CHGRAT R B BAOABR AR AT LA AT D) 85 g Bl CLI.

il 6 1 BRIA ) FXOS CLI. 1§/ connect ftd fiv 4733 BoWrBh# CLI. SSH <if I iERE D B
Jlr 548 CLI.

W TCL AR B 1P bk, 5 AR DL il
o B ORAE R B O B I R IS AT R4
 WORN RN S0 T AL TP MR G . 48] configure network ipv4/ipvé manual iy 4 .

BAER i Tm AR A R .
show manager s

i

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bflée-1lec-a737-baa2f76ef602
Registration : Completed

R R B, HEA TG B R

configure manager delete uuid

ToVE AR IR P A B, SR T ZANVE R, AR EHRE AR R (B FCh UUID;
W24 show managers %) o HIMBR AN 2E4 H .

Tl

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers

weegE I



gggE |

. Cisco Secure Firewall 3100_t f4 #4E+% SSD

No managers configured.

RS NCEAHAET LS.

configure manager local
BIAE, AT LS ] Web 3% 8% 76 https://management-1P-address 47 & 1 JF A< i1 &5 3 8% .

Tl

> configure manager local
Deleting task list

> show managers
Managed locally.

Cisco Secure Firewall 3100_t 59 #vifi % SSD

1E
w

WREAT WA SSD, EAISAEE SN K RAID. B K& JEshis, & 0] DAFE CLI B3 AT LA T4
B 5 1

o PUBPR LR —A SSD - Witk SSD ISR, Erl LUE Y. R, WREIAH—A4>SSD, M
TCVEAER KBS TF e B JE R

* JHER—A SSD - WA PN SSD, Al LI ER—A4>.

o WINEE AN SSD - WA —A SSD, 1] LAV INEE =/ SSD I Bk RAID.

A

AR EAEARME RPN RAID 2 ER SSD MO0 MR HAE R . ol figs 3 80dE 22k .
UK

1 MERIL > SSD,
a) M RAID 'l SSD.
configureraid remove-securelocal-disk {12}

remove-secure 8 745 M RAID il SSD, 25 BN i it thae, JExt SSD $AT 2 - #E%
S AR RAID H iR SSD FErRFrEE AR, v LUE ] remove JCBET .

451

> configure raid remove-secure local-disk 2

b) Mif# RAID RA, HEF| SSD A PR RAER HH
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Cisco Secure Firewall 3100_t f4 #4E+% SSD .

show raid

M RAID H#filEx SSD J&, RIRAETE A1 IRENEFIRTS K 0o P& . 55 AN IKSh KA T80 4
BTG -

w45

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:
Device Name: nvmeOnl
Disk State: in-sync
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c)

Disk Slot: 1
Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

MAUEEHECH SSD.

$I82 7N SSD.

a)
b)

¥ SSD W EETS in 212 il
4 SSD i i E| RAID

configureraid add local-disk {1|2}

HBr SSD [F]2L 2 RAID W] e LA, AESEIIRIG K g 4 IE W I8 1T 2= n LLE A
g, [FIDRAE R R dkst. {EH] show raid fiy & Wk .

U SR A 221 SSD LLRTAE o — N &R ge BRI, JF A TSR, IHmA LT drd
configureraid add local-disk {1]| 2} psid
Psid EI7E SSD 15 IAIFRAE Lo s, BT AR RS R SE,  SSD R Fiks SN I In £ RAID .

I E A RIS FREALENIR

Ihe R AR HFHIER

SRS SCHRERIRE LS I iy ml | 7.2 configure policy rollback fiy4 3z 5 il Fl 1.

FE

EAES LSS 7.2 BATBINT ZAAT R B0 o 22 A8 A B B Ol TERLB A B 4% (CDO)

a, BN IR eI &g G, WA T BaR K.

BATRRCAR 7.2+ (REAF BB AVE B LT DL “ LR AR B, EAUR T
FHFH LS H Ko S8 TCVR A B0 0L 2 v Caofy SRS 38 211X 28 12
Fro

i As SO BB AR fiv4 . configuremanager add. configure manager delete,
configure manager edit A1 show managers

PG ) o

o B o FE T AR N B k0 B b, i BT CDO B IR &
(CDO Managed Device) & i HEKS A5 e A T 747

* 1% % (Devices) > & EIE (Device Management) 1 2 & MF L1 AU T
I3HT .

ARG R, W2 H CDO 3.
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wagrnpeieztame [

LigE

RRA

FRER

BRI T 2 i il
HUU R AT AL

7.2

MRRAS 7.2.0 FFif, FLAE & BN A F 33 5 4H38 Z (Object Group Search) ¥ .
1Fi% & & 18 (DeviceM anagement) U - 4uiR % &4 W B I, IR T BRIEE
(Advanced Settings) 773+ .

PR B BRI
OREEIEIFFN

7.2

T 2B U B e OO 95 A 2 T A BT T, S BILAE el T DL
HIANE. 20, A configure policy rollback fir4- 3K T-3h nl 7
=

/G DR LI

* %% (Devices) > i &% &I (Device Management) > i% & (Device) > B 2% &
(Deployment Settings)

* #ZE (Deploy) > R ERE (Advanced Deploy) > Fii % (Preview)

* #RE (Deploy) > ERE H £ (Deployment History) > Fi % (Preview)

Cisco Secure Firewall 3100
) SSD ¥ RAID.

7.1

SSD J2& H IN# K 5)#% (SED), WnREH 2 4> SSD, W'eAi1& 4l i RAID.

B/ 250w 4. configureraid, show raid, show ssd

A B RE

7.1

BT LA e Ay e G E, SRS T BAAE LU AT S0 h o Al — e e A B AR
A7 P

* Kbt 2 HAl FMC.
* KR EIHRCE
© TN .

PG b5 R (Devices) > i & & T2 (Device M anagement) > % & (Device)
> E# (General)

T Ve i PGS SR
JEBN A, DU e R
I G2 N

7.1.

AT B RIS BATHILA W E RN, WSROI b TR, B
A ARV N BCE SN, 7R WO BEAS PO T DR E AR OR o
HRL, AR HAREOARCE W&, Iy )42 6 S el 2 42X . A & g
Ay CLI I, ALLR B BONVE B ESU7 10 BB (B am,  ASER B BRI P9 i T
B .

DI 3] BB 5, BRG] SR BAS ORI

PG AT TS A RGIRE (System Settings) > &I Al (M anagement
Center)

EUS) RSN UR 38

" #&E 1 (DeviceManagement) T IIIL/ES AT AT B IMTI AR R, 5k
T IEAET R (TR o AR EIR T i id & R

B RS %% (Devices) > & &I (Device Management)
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Thie R AR HFHIER
FEOBT BB L | 6.7 T B O O TP bk, IUAE T DU 8P4 CLI SR ke 6 o
1P Jd: BTG U BB fE CLI 74> :  configure manager edit
FEE O 15 B By | 6.7 IRAE T DRSO 11 G B 1 A RO B, A AT A
il BiE JuIN
BRI SR IR A B0y A By ST LA ) FTD 5 SR AR 1 A B gl
JopBI A B, b D RET T AR AR A . a0 SR g P A 8 i DHCP Jy 4%l
B0 H TP Huhik, DR DARE R I web ST 5 X 2 L& 202 DNS (DDNS).
g BB 16 TP Hudik % 22284k, DDNS nf fifif 45 PR Aoy 830 58 4 PR E Bk 44
(FQDN) P4 11) S Jih8is 480 o
iR AT B v PR, AN SCRE A 36 R AT 45 B b D).
BTG U
* %% (Devices) > % & &2 (Device Management) > % %& (Device) > &I&
(Management)
< ®E>IREEE > %O >FMC i
< %% > R EEIE > DHCP > DDNS> DDNS E#i A 3% i
BTG i JBPM B A CLI #ir4>: - configurenetwor k management-data-inter face.
configure policy rollback
BN S P 7Dl
—HEVTIn) AR RERY . |04 X}F Firepower 4100/9300 #4114, “W&AEEL” (Device Management) T [ 43
PEOULFR ) HLAG RS Web FUIRIBER: o
BB MU % 1R (Devices) > i& & &2 (Device Management)
FBATAR AN SR RS L | 6.2.3 “PAAEHL” (Device Management) U1 [l ML ZE P (52 8 W & RS &, IF Hig

MV AERAMGR.

W F B AT IR AN BRI B B £ o
B RS %% (Devices) > & &I (Device Management)
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