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interface $ifname
key @keyname
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#if (StcpMssMinimum == "true")

sysopt connection tcpmss minimum $tcpMssBytes
#else

sysopt connection tcpmss $tcpMssBytes
#end

e B, Rl FlexConfig Xt 5 gt AUFE AN StepMssBytes 25— NI, (1
AT LUELREAE #else 1T HHHBEANAS L
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ARG SRR G A RN R — I ZAME . 10, F8 1 09 288 06 G 2 %o 5 A AT A 2
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AT PLA AR B ZAME B SO G i, T5E W SCARXT S enablelnspectProtocolList A BA
5 Z AR

AT g [R5 1) 2 AR ROl A AN E K. B, EERUcRiEam 4 T ig EnE
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Rl A IR AR AL BR IR — SR A & . il F35E ) FlexConfig
Default_| nspection_Protocol_Enable {i F #foreach ¥ >k ki JJj enableInspectProtocolList X % Jf-4b
BEAME.

policy-map global policy
class inspection default
#foreach ( $protocol in $enableInspectProtocolList)
inspect $protocol
#end

FEMORGI R, A YO REAMIE /3 L4, Sprotocol 28R, ARG TE ASA inspect i 4 Hi il F %748 7
U ARSI G 1 FEIXFME O, A BN Sprotocol 14T AFR . AL FHEENE R
e, BUNEBAA RN R RGUH A BCA 1ZAL w . H, DI FHR NS L N

$enablelnspectProtocolList.

F 4T #foreach Fl #end < MG JJ1AXAS, H 2| $enablelnspectProtocolList H A7 Fl 4= [HIME -

ZNMETE, EEBEAFRIRYER

AL ZAME ARG, AR A . B, FE X netflow_Destination AR
GRLAT 3AME, Sy BIACREE N 4 FR. F AR 1P MubL A UDP 35115

LU 7 2 SO G HAT W (A A0, A R AR AR BT

fUTHT get JTIRARFIIX LS B o (EXS RAFRTIAR RN get(n), I n B X R iR S 0 IR
TG BIMESCRXS SR 1 IT AR 51 H AR IR A2

%41, Netflow Add Destination X§ % F LA F 17°Kf netflow Destination " (1] 3 MEZSIIE] ASA
flow-export 4.

flow-export destination $netflow Destination.get(0) $netflow Destination.get (1)
$netflow Destination.get(2)
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TR R, RS FlexConfig % 4 4 2% (13 NS 95 I $netflow_Destination (15— i
., RJE%IN get(0). (HA4 7] LLE %4 $netflow_Destination.get(1) A1 $netflow_Destination.get(2) #i
LHENZA .

BITEERNZ METE

FHEe R G AR IR N —MER . XA ARG LT MAP, %l
$SYS FTD ROUTED INTF MAP LIST. B D mshR b8t R s Ch TR, 3
THAT) -

[{intf_hardwarare_id:GigabitEthernetO/O, intf ipv6 eui6d4 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipv6 link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6é_eui64 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipv6 link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6é_eui64 addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=, intf ip addr_ vi=,
intf ipv6 link local address=, intf logical name=},

{intf hardwarare_id=Management0/0, intf ipv6 eui64_addresses=[],
intf ipv6 prefix addresses=[], intf subnet mask v4=, intf ip addr_ vi=,
intf ipv6 link local address=, intf logical name=diagnostic}]

e LRy, B 4R EME R, RN OEARE— MR e ER. FIW, intf hardwarare id
ST VR FRJE Y AR, FERFIR [R5 41 GigabitEthernet0/0 [1)7-FF 5

RIS T WA EATE , DR S AR BOR A P . (R OE 75 20K SR V' A AR I 2142
EAMT, DR ER R M.

B, 1S-1S o' 75 B b2 L B ALK ASA isisir 27 25— HAF 8 A Rz 0. (H4&s ] L
i i R R A RRE NAZAE . DRI, A 2 e TR e 1 S ﬁﬁiﬂ%*fln SR AN A 3
T2 AR AR O, Tilse LT ISIS Interface Configuration HJ FlexConfig i ] ik EAE A B Y
if/then &5 M KIAT ICERAE . 76 FHIARAS T, W] LG 2] #foreach AN fiy - 23K B A48 LIS N 48 2
$intf B, SR)E #f 1B DI KTLSS (Sintfintf logical name) F1H] intf logical name {8, JfH. 1R
ZAENL T isisIntfList Tﬁﬁi)\(ijg@?%qj%)\(m A, WEEH intf hardwarare id {H

(Sintf.intf hardwarare id) fi \N#z 4. 75 24w isisIntfList 48 & LAS N2 4E L ECE 1S-1S 42
FITR) 4498 o

#foreach ($intf in $SYS FTD ROUTED INTF MAP LIST)
#if (SisIsIntfList.contains ($intf.intf logical name))
interface $intf.intf_hardwarare_id
isis
#1if ($isIsAddressFamily.contains ("ipvée"))
ipv6é router isis
#end
#end
#end
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WMAEERHRERQTATS
PPALRE 23R [l A AR B Pl ] 507 O B MR FlexConfig X5, 200 Bk T A BR A AT 1T
AR IIR LA, AT ABERAE . BEJS rIR 200 B Be 4 2 — FlexConfig M,  PRAF %5
WML —BEa, DRAFIZHRENG, RSB MM E . TR s br R . 7T LIS
FRGESCA, 2 Ctrl+C B, R JrRe i RS U 20 SCASSCAE 0 e

Y

ER (UAZDHIE FlexConfig #8211 %, BN E NS EATMA BRI HIGR 2. EORIEFT S 1%, 75
RAFIN S, 185 M FlexConfig Helig IR 1% FlexConfig X%, SR 5 IRAF1X RIS .

i, w7 LAREELAR FlexConfig X4

Following is a network object group variable for the
IPv4-Private-Al1-RFC1918 object:

$IPv4 Private addresses

Following is the system variable SYS FW_MANAGEMENT IP:

$SYS FW MANAGEMENT IP

Following is the system variable SYS FW_ENABLED INSPECT PROTOCOL_LIST:
$SYS FW ENABLED INSPECT PROTOCOL LIST

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

$SYS FTD ROUTED INTF MAP LIST

Following is the system variable SYS FW _INTERFACE NAME LIST:

$SYS FW_INTERFACE NAME LIST

IERT G T T AR R 7R C THE AR L, W T 847D -

###Flex-config Prepended CLI ###

###CLI generated from managed features ###
###Flex-config Appended CLI ###

Following is an network object group variable for the
IPv4-Private-Al1-RFC1918 object:

[10.0.0.0, 172.16.0.0, 192.168.0.0]

Following is the system variable SYS FW MANAGEMENT IP:
192.168.0.171

Following is the system variable SYS FW ENABLED INSPECT PROTOCOL LIST:

[dns, ftp, h323 h225, h323 ras, rsh, rtsp, sglnet, skinny, sunrpc,
xdmcp, sip, netbios, tftp, icmp, icmp error, ip-options]

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

FlexConfig SRA%
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[{intf hardwarare id=GigabitEthernet0/0, intf ipvé6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipvé6é link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipvé6é link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=},

{intf hardwarare id=Management0/0, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=diagnostic}]

Following is the system variable SYS FW_INTERFACE NAME LIST:

[outside, inside, diagnostic]
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ZABCE FlexConfig AN S , 45 26 .
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Bly Mgt ya i, HAARRT RN A SR %.

* RERXE - ST REKEEEE AT . NHRPIERED, RREERM > 22 XE
SRR . 2 A DA R DAy TG B 10 0 AR [ s N I D SR . i S P
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BER IR AR, 59 T,

AR IR A B B

AR
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SYS_FW_OS_MODE

B HIEAE RS . AT RERME fLF5 ROUTED 5 TRANSPARENT,

SYS FW_0OS_MULTIPLICITY

BAAE L BB UL 2 218 SRR I2AT . T REMMA 45 SINGLE.
MULTI & NOT_APPLICABLE.

SYS FW_MANAGEMENT IP WA B TP Mkl
SYS FW_HOST NAME BeAs EHLA

SYS_FTD_INTF_POLICY MAP

LA VR RRAE D BT SRS R (B AW . SR e b8 e Sk
THOT IR ST Ems AR R AN IR [T A

SYS FW_ENABLED INSPECT PROTOCOL LIST | 1 i T # # fr sl [ 51 35 .

SYS_FTD_ROUTED_INTF_MAP_LIST B i e DR B3R . BRI A — 2 i e 1 PGB AT
ENITEA R

SYS_FTD_SWITCHED_INTF_MAP_LIST W BATH B I 513 . A WU AL £ — 41 S AT L C A
ENIIE R

SYS_FTD_INLINE_INTF_MAP_LIST Bk BN DU 813 . AN A 35— 41 N IDRER R I T
EPNIEA R

SYS_FTD PASSIVE_INTF_MAP_LIST

BE# BN IE LU 151 . BRSSP A
PN IEGEZEIER

SYS_FTD_INTF_BVI MAP LIST

B L RIHFRE AL LIRS (213 o BN #R 65 — 415 BVI BCE
FHR I i 44 fEL o

SYS FW_INTERFACE _HARDWARE ID LIST

W% BRIP4 FR (40 GigabitEthernet0/0) {1514

SYS FW_INTERFACE NAME LIST

W FEIEE AR (D 1A,

SYS_FW_INLINE_INTERFACE NAME_LIST

P B0 4¢3 8 ERSPAN #7280 (142 1 (V324 4 PR 8114

SYS FW NON_INLINE INTERFACE NAME LIST
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Description

KERBISCA X &R

Default Inspection Protocol Disable

1t global_policy BRI Sk B Bl 5 4% F
W

disablelnspectProtocolList
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FlexConfig Helg, W MBRAEATA A SR A . FAKIER, F5 2 TFhgmiae N34 = LU A

FrEaZ Al
A Kt FlexConfig X R 25 E., S BlE FlexConfig 0% , 22 Ui,

i

B Yl FlexConfig JBEXT G0, IHEPHRN > ZH.
IR 2 {E BmANERA e, PAT LN SR
o BEIECH S, RN ER, RS IS LN ME B SR
s BEHBIR - LRI HAFREIRTE FlexConfig X%, Ll @ MHTE .
* R, FMOIAEED - HHEA R, AR RS 3T R
* BF FlexConfig X G A —/ MR &, 1 1L TP iz A8 fn B 1 S A
© BRI R I, S IZT RN BB (L) o TSR SR
o BRI R, R R (W)

T3 PlRTF

fic & FlexConfig LA X 5

H# FlexConfig X G R SCART G I SRS 0T GRAR LI H AR o 48T LU AR ok SR U REAE IS AT IR 3
BEGE ] RER B AN TR 0 R AEREER R, 810 SCAON BT R REEHN SCAR B A 7

ARG LS B g 74 o, nTRUROCHE T B ARR. A TP b SEE . ARG T
T&AE FlexConfig JHIA HAJ HH X 2645 B 5 2

FERIIE B A SR S 20, THHER I E 75 BN A X EIT AT A B 5, SRAT B T
FERE LA R B AT O B Z TR E o 3 AR A

* FlexConfig & , 5 U1
s UL AR R, B 6 L
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LI
$IE2

$IE3

PIES

fit & FlexConfig 3T 5 .

UK

WP R > HRETE.
MK} 2K 51 5 Fh 1 % lexConfig > XA & .
PATLL N AL —

o RN AR XS SR LAAIE NN &

« Bl R () DIGRIEIUE XS. ET DAGRAE IS I SCARKE S, i AT LA e
FlexConfig ¥ %, W7 ELXFEA.

TR B NIRRT CAIIE) 19,
UFR S . ) MW FhpIRPEFT S LA,
o B RGN AL T A IR FERF R
B - RGN ALG CARTFFFHRIIER,
PRAFI G, MGk B s 2 A,
W RAR R A4S, WA ) AR R f Sk de 2 T AL
TE OBy, 2/ G s n s e 47 o
) X BN I N 2

T LAAEAR 5 55 1 ) SCARE P fiali R BN —AME, 0] DO RN KE Bl 2 O S A I SCAR X B 1)

FlexConfig X G [ & W B W & E it T LRI $AT IR RN 51k, FEIRFIEOL T, FEREAN S

FPC TR 45 i A T a5 AR IS OL T A B .

TEGmi P SO G, A e o, IXFF, X T rl e 2AE AN [H] FlexConfig SR B& H A FH %00

ZHIAB I Pkt RGEBAIMERAEAE . ST R 5B T A 2k

N FEECTIE UM R T E A, Hh REAMEHEE R I8 A7 40 s B SCAS DA o 6
S . RS OUT, XL B4R R A R 7 w5 A S A . R
/& enablelnspectProtocolList, K IoikHE AN AT Snort A A ASHE A 1ML

WER eI 8, AT AN B AT

a) & RFES KIEHE.

b) BIT “Hih” K (IRHE , RE AR
WR et CAFAE R o, T 5 1278 2 A G B U SE 20

) AE “UNIIN BN FRHER BAR Kb, RO HE S B, SRR sl v R LA sl 2
“IEEBLET IR

d) s B, RIGHEMEE 80, KRR T B mdi A B 1 {E .

e) sididin (Add).

R

FlexConfig SRA% .



FlexConfig 8% |
. B & FlexConfig SRA&

T—%#ita
© WSS G I SRR B, WA E O E G TH S I I

fic & FlexConfig % A%

FlexConfig M5 £ FlexConfig X G [N JTHIZ, — MIUESIERF—ANINGIL . AR FiE/
BN fgt ke, 1S BLE FlexConfig X[ % , 5 22 Ui,

FlexConfig S & if A7 Beds 2 A B4 3L 52 5k

iz

P11 EFEE > FlexConfig.
P2 PUATLL FHAEZ —:

T ETE R IR QBT K FlexConfig Hls . REUGHERBRALIK. (AR kde “n il
PRI, A AR nE REE LU BB . iR TF.

o niihi HREE () LAGwIHILAT HENE . T DUE ARG TR Ak A AR RS AT S
-t gs B LI AR WA 5. RAHERERA SR, A2 NEIARE

B .

o s e A T R AN () SRS

$I%3 A A FlexConfig 414 Tk £ 5% T 5 1 FlexConfig X%, ARJ5 sy > # e AT 10 21 5emg
XGRS FlexConfig x5 5 E (1825 S8 1 A Shvs I 2 FUE sl n g2 v
TGRS G, 1 R RS MR (W)

SEA X TEHAFEN S, MEE S A () A LRI R T A

BT RGAE (NSYS TR » R IR AR R RIR I RA 25 o AEEA T I BAT AT P 7
BEBUAR T [ R G AEIRERIE ZAT, ET E I B

pE =3 WARAE N A T, WX AL WoR A e B, S ERIMEA — 8 Rk
AP AN 5o I IC BH B AR B 5 0 45 T8 WA IR ATT . 1S BTG
FlexConfig %l , 2 29 T,

TS HRTF.

T—%Hft4
© WENRIEH HAR ¥ 1S4 FlexConfig SR & HAR %, 55 29 UL,
© PRENCE NG WS A E I E

. FlexConfig SRHE&


management-center-device-config-72_chapter3.pdf#nameddest=unique_34
management-center-device-config-72_chapter3.pdf#nameddest=unique_34

| FlexConfig %%
 FlexConfig 588i¢ & Bivigs ]

77 FlexConfig SR8 B BHr g &
104 FlexConfig Wi, T LR AP 400K 10 o 165 BLBE S TR A AL, 0 R
A\
R WA, BTG AOA, FAATE FUHE (I SMBOCERCE . (2, 1T FlexConfig
RGN T M 1 X A, I B TG M FlexConfig 085K 2 B 1 FlexConfig

X ERBCE A2 o AR EST SN B4 MO B IR FlexConfig 2 i) fir%>, 152 B M 48 H FlexConfig
NCE DR, 56 32 Tl

UK

S LR E > FlexConfig 4 FlexConfig 52 .
B2 RIS
B3 1 BiogE b, @ HERIR:

© W0 - B AR RIRE, Wa AR AN SRS SR TR IR & R . T LRSS
Pogr BEsh s n] PR R B %o

o B - AR SN MR (W), SUEFEEANRE, Sl RS IEEE MIRREE.

PR fhEE, RAFEE.
IS MUHRTFLLRAE FlexConfig RIS .

T—% it 4
o BREMCE G E SR

Ill’t

i 5% FlexConfig S5 Bg

il % FlexConfig 5 n] LL#E % FlexConfig A R UMA #4524 CLI iz %o %NS 7 A\ FlexConfig %4
rRASE T PR A R Ay 30k 7 R A B i 2 o ﬁ%}[iﬁTw%m@aEﬁﬁﬁﬁﬁ, DRI A mT LAVE 2
T R AT A

AP0 R] A 4K FlexConfig X B A7 AE AT AE M, BEIEX SR, ELBITIUE B U 4 0 1k
AR P B B A IR IC B, DR A IR S8R ] DA T B0 45 1E B AT AN R R

UK

HIE1 R % > FlexConfig 34w FlexConfig 5l
B2 WRATTRE A E S, o i R T
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B zinswms

AN S 7 B T ARAE PR SFE s B AS H () S 2 FlexConfig %% 45 B o Db Z5URAT SIS A RE A BT it
E SR

PRI AEMRERE.

FRA NIRFRE T yIR Pk .
FGE B FIC B S PR R A5 L, A R AR T T 2 21 B I A2 iR 28 CLI fir %o s mT DAk
Pl I Ctel+C R A B B BY NGRS T LR R ORI 21 SO S A v A AT 33— 20 23 7 o
TS AL HE LR 4)

* Flex-config Tl & CLI - X4/ (] FlexConfigs /£ M4, Xem4d .

© M2 THREA K CLI - JX 2852 D7 57 B b O 0 L A SRS A ) fir 2o B RO S 2 1) i
s BRGUHE AT I T S SR AR i A o I i & I A SIS IC ) S 5 1) A
Lo AT ATAT Ay 2 HANIE M FlexConfig 3 52 1 7E Bl

* Flex-config B il CLI - IX 442ty FlexConfigs ZE Rl 45 B hn 2HC & 1y 2 o

FIRE i i FKH LLOG A T T A o

WIERNERECE
{645 FlexConfig HeMs MWBHIR S, WIAEMBLT ML), LU ASIMRC B R HUNAG . 2
Sb, URE VA AU LA

UK

SR ERAEAE S G, AT LT 1A
a) R B, B ERE N ARG MIA M A

AR RORAE L R IR, IR, A S AT
TR - R LTS S
R —ARE B - R RS LA A T
CHRT— S MR R RG LA RS
b) { EVE L REHE LA
o EEEELEMGL, R TR E, 5l BT LR
d) {EAE BTN 5 i R B
P LA FIRIRS SRR i e FHIR TR
&) (LA T B 1) B FUSH KR AL
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wirnsnes [

P AN AL F58 I BB A R i 2 DA M A IR [ R AT A i 1 o 3 26 )3 ] DL B PRV B B
B o KT R, 15 A ks i) FlexConfig &% i fir A HHR I B o IXSeg8 5 ) 4
B 2 1E 22 B X e iy 21 FlexConfig X 4L (114 .

pa e NFEE DIRE RIE M 1T 2 5 M FlexConfig Sl Az 1) iy & 2 AT {2 35 2

B, LAUR RS Eos BT KIE T a4k GigabitEthernet0/0 Bt B AMBE 44 . B 1) Y.
2 BN Z RGO RCE N 0. BB A 2b 2 g0 F TAETE4E . 5 FlexConfig AH 2 1) &
FEAZIAR) “CLI N 353

FMC >> interface GigabitEthernet0/0
FMC >> nameif outside
FTDv 192.168.0.152 >> [info] : INFO: Security level for "outside" set to 0 by default.

PR 2 KA AR E R A S PO 2

fET LUl I 5 e a5 (A 3 TP Mkl V7 SSH & HE R 58 ik I T AE . {1 show running-config iy 4 1
ENE.

#, 1L Cisco Secure Firewall Management Center " {{i [f] CLI 1. ..
a) EFE > BITIRR > 848, AR5 sl 4.
fEn] e 2 S HPIRAS R T I B 3T G i Sk BB AT B 4%
b) miSREPEHRR.
) i BBEETE CLI.
d) E$% show fEA 4, SRJEHEA running-config 18 24k
e) mii#T (Execute)

IEAEISAT BC B s AR SCAHE o S AT DA FEIC B T 4% Crl+C, AR i K TR U 21 SOASCA o DA
LS T o
IR B A A2 4L U A% .

/5 ) ge *ﬁ?‘%ﬁ’] show iy A A A VRS SAMGETHE B i, W E A T I A,
show service-policy it &AL G B . BE DI ar & S5 DhREAI DG, I EHLNAE S oK T flthn ] i
H UL RET) ASA Eﬂﬁ%‘é?‘ﬁﬂﬁ SHEEE K

IR R GEHE R PR B T AR R AR (B, drrh ok RO EEE) . WIRCE T REA AL
HARAT R S o W R REE S EAE I N AT s (B, ARG B e b I A . i,
NAT 55 [ U T e 28 257 s o i, 4 Rext N ] sk D fig

s nT LA SSH 2wl o 45 B o0y CLI 1 B A# ] show 4.

{HIE, a0 G EAE F ) show iy 2 07k B4 BUU B CLI " kAs, RS 25 5 4% 2 37 SSH &%
A el X iy 4. 7F CLI H, éfau)\uTnn A JPAILAEEIZ B CLI R AR EXEC #i3, #m] LLFE
I A A N IX SN 52 S R show fir o

> system support diagnostic-cli

FlexConfig SRA% .
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Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> enable

Password: <press enter, do not enter a password>

firepower#

fIB& 1= A FlexConfig i & BYTH At

an S vk e T BB A# A FlexConfig M & ) —4HMC & a2, W] BE RS B F- 2 bR il & . MR A HL
/1L FlexConfig SRME ] BEAN S MM ER T AR E

BEFENMIBR AR S, 1 G1EDHTY FlexConfig X % LA BRBIGH B & Ay 2 -

Fia Z |l
L T A T BT B MIERO G A AR R 2 B A L, TP T LR 3 A

1 K ARCE W, Wi FlexConfig Hms , ZB 29 TR TR . W1 #4#cLT generated from managed
features ### i BBV BRELAT A8 12 LUIER FlexConfig X R B A i %, 18 75 M FlexConfig
SRS BRIERS 5, ORAF T BT

2. U\FlexConﬁg %%*ﬂﬂﬂﬁffﬁ%, {%FEE&: %Eﬁ‘/ﬁ\ﬁ'ﬁﬁ@iﬁo ﬂﬂ% ###CLI generated from
managed features ###%Bé%ﬁﬁﬂ<flf?ﬁﬁﬁ%E@ﬁ%&%éﬁ%?ﬁéﬁﬁ<%, mﬂdﬁﬁﬁiﬁﬁ@ﬂtfﬁf?ﬂ3ibﬂﬂ&%Eﬂ%ﬁo

UK

PR WL BN RC B a4, LR > M REE I FlexConfig X £ .

QR BEAS T B EAT AT DU B A I B8 S clear w4y, WM bdr . filtn, FiE i
ISIS_Unconfigure_All X Gl & —AN ] EAMBR T 47 55 ISIS AH K L& iy 2 1R i 2

clear configure router isis

WM DI RERAT clear fip4-, W LA HAEAS BEMMBR (1 i 2 1) no JE 2. i, FiiE LI
Sysopt_basic_negate % M i ik il X [¥) Sysopt_basic X 4L E 4 o

no sysopt traffic detailed-statistics

no sysopt connection timewait

HH, BORRCE A FlexConfig X%,  LATRUE A — Pk o S T M BRC
PR 2 LR E > FlexConfig QI T 1) FlexConfig SIS ol g i DLAT S o

Un SRR B B G B A2 ¥ FlexConfig 0%, 58U N T T IO dr & BB ems,  JHf e 7
BCL NS . SR)T, K HT 1 FlexConfig X 4L I 21 5w .

. FlexConfig SRHE&



I FlexConfig 555
I FlexContig 3612 h & memhas I

WS g MR FlexConfig FCE X %, 5 MWILAT FlexConfig S0 A IH R IX L1y 4,
FERE AT e kg B T C 0 5

P 3 RERTFLURAT FlexConfig 5K .

P4 TR BB I AT BR R 423 IER 2R R

PES EFRFP ) FBE > FBE , PR, R A #RE
NP

FE6 Kb mCMERa 2.
BHE B LIEBITHIIE, DX Sar & CBMER. AREAMER, S IRIESE N E
%530 5,

PR T Y FlexConfig HEMEIS, S SRBE O BCITMIBRIZ 8% . Calik) SRR IER FlexConfig X 4.
fEE FlexConfig SIS UMM BR AN T B HOBC B i 4 WIFEMNBR 5¢ BOS T0 75 DR B 23 O 4 1 B0 2% 1Y) S
B, Wi FlexConfig HEM&OR B T 184075 AR e & BICE MBI, 5 SRS H I BRIUE X . AN FE

i ZORE AT

M FlexConfig 353% /) E IR I g

FEAN AT 2 10 77 AR INAE T D) RE,  aitie 8l I 7 FlexConfig AR 428 il 1) SR M B H 0 B 1V )
AE. XAl fAess s IS 4T Y FlexConfig iy 4 WAL E A2 AahFH . fETH)a, ki
L7 I 2ok BC B8 FlexConfig X %o fETHR AT, £ FlexConfig MG AIX 4 .

LE{# ] FlexConfig it & I Th RE T U632 SC e E A FLE ThRERS, 480520 MAE ] FlexConfig 3 ¥y fi H %2
EIhE. ERZHEEOT, EBIA Y FlexConfig Bl & SETH G a4k e TAE, AR T LA i0 28
AfER s AU, AT S a2 RS FEGHE M. ASCFEFRIIE GUI AT FlexConfig HlC
Ui,
puk

HIE 1 MIBR FlexConfig, WIMIFR M 1] FlexConfig Fit & HIThAE , 25 32 T TR,

LB 2 UE RO SRR E DR iR E .
WRAR U L B T RRA B h e 513

FlexConfig 75~ 51

PLF 218 H FlexConfig ff)—247:5 41

FlexConfig SRA%
|
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B ot @ i ik (1SA 3000)

an{eT Be & F5 B A 8] 3% (ISA 3000)

X 1 DL (PTP) SR L5 D, PR T B 1 20 4 R A OB ke
46 I B B LA R IR R SRR . iDL oy TR R R e et 1 Lt 4
FAATRRGE, F0 LT B2 SRR BT 4.

PTP &G0/ N AT N R Ge, 7% PTP B4 FIAE PTP 45 415 - PTP W10 7 i WL I 4
I GRS WIS, AE PTP YA 5 AR AT B L % H 2 0 HL A LAt 1 it 1 45

FTUAKS U B B E BNl BB B A SR LI B PTP B R2E . B s
BEAORHE T PTP BRIAECE SCAF, 0 PTP I L& o

RO PTP WA, %0 B REAT I VA S ABG S . [, ATBURCE £ PTP B, ARJF 4
FE/ME PTP 40 5 U PTP 6.
i 2 B

i 52 Vet WA £ PTP IS BB JRC B AR sk 5o 9B PTP s 50 100 534k, T5E AR e vl Tl
WIRLE 5 1 RIE 0 1) PTP I

PAF A% PTP P& HE 4% -
* HIhfEAE R ISA 3000 Bear LARATHT .
* SR} PTP (U SCHF414% PTP W E .
* PTP {0 HI-F 1Pv4 W%, ARl T IPv6 %45,

o W DO W B 2 O SCFE PTP BCE, o @My ok 2 Ml sl in . B0, 80
Etherchannel #2171, 4 RERIE O (BVI) BiAT A0 AR R R T AN SR R A .

o A E HAAIE X PTP fic'd, WISCEF VLAN F#: 10 B PTP i

o MR PR AR PTP 4 A 1E 1 5 45 . PTP Yt & i UDP H kit 1 319 F1 320 BAK H 5 IP Huhk:
224.0.1.129 ki, DRI SR e 8 e AATEART U T 42 SR DU 34) 1 A 2 o

o JEE G K BEAT, N PTP AH3R 410 AR i . b, @055 PTP A4 1 ARAE R
A, A% DL E A NN IGMP 414% 40 224.0.1.129, L S Hifs & MR e b1, )
ANEG A E NN IGMP 4% 4

UK

S (DU O R HAUEE R, A DRCE IGMP 4.

EM BT, UAUS HARER B . seah, XTI PR 0 (RIAEMIMR AL ), B A Z0 e '
FRAIIA 224.0.1.129 IGMP 4. & TG54 AL A A BC & A N IGMP 41, {H 4L Ak 51 L[] PTP
Tt B AE AT IGMP RS 30 T 3L

X EENCE PTP 14 6 W& AT IR
iR i PN AN R PTP I Ad 482 R4 FR, B0, GigabitEthernetl/1,

. FlexConfig SRHE&
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s ERsw et iy (A 30000 [l

a) kPR E (Devices) > & EIR (Device Management), I H2wH k% .

b) miTE&H.

c) ¥ LHIBIXE > IGMP.,

d) #E/E 4R B R R EAE.

e) miiANA4E (Join Group)s

) R, . ARJETE RN IGMP IINESE WHGHES, FLE DUR IR, AR5 S HRE

* 0 (Interface) - L FE (Al [] PTP I £ 1
* IANEE (Join Group) - miili + LA IIVHT 4 % S o AT HbAE 224.0.1.129 K BIEE EHIX %
AL E AR O, W EEERIN S GES AR LS. D
XFBE AN ) PTP BB b i 1V 3 53 oD B
g) A “Bhi” (Routing) T R TE (Save).
)4 FlexConfig XJ %, LMEAREH PTP DLAAE#E D EJHH PTP.

DL R R B 8 S8 E AR G B 1 RE A B4 LT 7] PTP I 8 IV AH [l o i SRAEAN R i e 4 AT T
AR, WL A AR A S A R % filhn, REfrdes A B FATH
GigabitEthernet1/1, 7Ei%#% C 1 D L i ] GigabitEthernet1/2, L E Fl F L [F]HHEH]
GigabitEthernet1/1 1 1/2, WEFFE 3 A HJH] FlexConfig X1 %, B fFid T2 3 A~ ¥ FlexConfig
delg CHAE T — 2T i) .

a) JEFERTER (Object) > X5 EE (Object Management).

b) M H&H ik F FlexConfig > FlexConfig ¥t % (FlexConfig Object).

¢) Aidiifin FlexConfig 35 (Add FlexConfig Object), Fl&E LA FJEYE, K5 AdiiRTF (Save).

» Name- %% 4 ¥k, #i4n, Enable PTP.

* 82 (Deployment) - 8% (Everytime). HALEREANEE DR IXILICE , DABIR AR R
(RN

* 2B (Type) - R EREFI IR (Append). X482k HESCRF DI RE I fir & G k1%
BB IXHE AT ORAE I8 i & 2 TG B2 1 P BT A A A AR BE

* FRIEIL (Object body) - FEXT G IESCH, FEANAEREANHE ) PTP I BRE#E: 0 L4 RECE PTP
B 4. i, PTP kL 10 43 )5 & Al GigabitEthernet1/1 _F 422 L1 & BT s 16 dir &2
4

ptp mode eZetransparent

ptp domain 10

interface gigabitethernetl/1
ptp enable

BN BAE SO o :

FlexConfig SRA% .
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Insert v Deployment: Everytime Type: Append

ptp mode eZetransparent
ptp domain 10

interface gigabitethernetl/1
ptp enable

I8 3 0% FlexConfig S 6 Lo Bl ah % % o

An SR PTP A2 LA R4 5 B T 24 FlexConfig X5, U 20 RS0 S A H A )
FlexConfig 5, JFHR- P it 2 M0 E A ORI LU 7 Fo g IR B o MR BER R LU R

a) K F > FlexConfig.
b) siliEREEEE (New Policy), Bi# 41 I FlexConfig Mg N 04 (BRC /0 HC4s) Hbrve#,
D) B 05 G 12 SR o

TEBIEDH 1 SRME I, V57 R W i 44 (IRHTEARE ok H AR 158 8% 7 L 465 SRS
¢) 7F H3%H) User Defined ST ik $% PTP FlexConfig %1%, 4RJ5 it > W ILus N2 simg
I 5 4 75 0 B B 1 M An - Flexconfig (Selected Appended FlexConfigs) %14 H1 .

-2 Selected Append FlexConfigs

# Name Description
1 Enable_PTP Quw
d) HdifReE.
e) WIRMAKEFTA H bR 7 Hogs sk, 15 il “ORA77 (Save) I I 15 & 43 BL (Policy Assignments)
eI L BT 20 B

f) mifsEECE (Preview Config), RJaEHU IEHEH LR — A C O BCIBE% .
RS R IL BB ARG E CLI FiYE . 3:1E M PTP FlexConfig X % A4E il ¥ iy 2 & i K S
TIERf . XEIEEFUEE RN s . THER, BOLRE B FE5 D) e i FHAt 58 o 25 Bl
a4 X1 PTP find, BN AZSH BRI N %

###Flex-config Appended CLI ###
ptp mode eZetransparent
ptp domain 10

interface gigabitethernetl/1
ptp enable

pz L I

T8 O FF FlexConfig HMS 7 FL2h v es, ILIBIRZ I BB, DIRBEEAT ¢ FlexConfig 1
i Mdakss (Proceed) LL4KLEHSE

FEMSESE RN, BEmT LU A Dy Ll RO AR B A . R EE R, X — U R, WS
Pl o P G, 5 26 30 Uit

LIBS RGBS LWL PTP FUE .

FlexConfig SRHE&
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safaTad e A RS R 2 w32 5% 15A 3000) ]

M SSH sk il & S UG B 5 W &, il PTP B :

> show ptp clock
PTP CLOCK INFO
PTP Device Type: End to End Transparent Clock
Operation mode: One Step
Clock Identity: 34:62:88:FF:FE:1:73:81
Clock Domain: 10
Number of PTP ports: 4
> show ptp port
PTP PORT DATASET: GigabitEthernetl/1
Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1
PTP version: 2
Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4

PTP version: 2

Port state: Disabled

anfrr xS R B BR BC B B S AE 1455 7% (ISA 3000)

T AT LU RIBEAT 55 % A% I8 5 0 W P S0 () 4 e A e U0 2 TR 8l o SCRF IR 42 LR Sy A i 1
GigabitEthernet 1/1 F1 1/2 LA} GigabitEthernet 1/3 F1 1/4, Wi G4 H (12 4R LUK S, )
HZE LA (GigabitEthernet 1/1 £ 1/2) S HRAIAE55 8% o

S B 55 BRI, I B AR IR S O 2 A 2R 1 2458 . FTD CLI 2% o A TR MR & . AN
{EHIBE KB ThAE, [RIE A AR T i Fe2rint mel ik e 2% 1 XUBG:

7& CLI #5545 8¢ SSH 215, {4 show hardware-bypass iy 4 LA 21 IRZS o

FHIa Z |l
TR RE55 B «
o BRSO TRCEAE ] — R AL o
o IMZBURSF I TR B AT LA HE N S 1 o ANRERE EATE R 2 b Gk 1

PN A UL T A ] B 1) 0 TR 4 W% 4% 14D ) 47 Sl SREMES 4D S W 95 0 IR 45 SR mes , SR 4 R AR ] TCP 751
SEEHIAL . BRIATESL R, ISA 3000 2838 i Hoft) TCP R MIMILEF55 (ISN) 5 BN S . Al

FlexConfig SRA% .
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B ot i ins & B shiE 55 5% (1ISA 3000)

P55 M BT I, ISA 3000 ANFEAL T i tarh, WAFHHSTI S . BlCE P im W RN T4,
JEEFER, NITEERE TCP &if. BHEAEH TCP P45 babLib 5, K4l TCP EE BN
BFR AT, DR A B AR D 3 1) 2 i B O AT

UK

1 I FlexConfig ¥ % LLUA F B 3h 551 .

a) EHFEFR>WREE.
b) M H3%Hi%$E FlexConfig > FlexConfig ¥t % (FlexConfig Object).
¢) Hiidii#hn FlexConfig % (Add FlexConfig Object), BL'& LA FJEtE, KRG At RTE (Save).

* Name- X R4 FK. i, Enable_ HW-Bypass.
* 82 (Deployment) - 8% (Everytime). HALEREAN I h AR ILECE , DA AR RE

fic ER A
« KA (Type) - (R ERIAEMIIN (Append). XLy &S BRI DIRER & 2 G 8 k1%
Ef g
. R'JL?RIEi (Object bOdy) FEXRTGAESCH, BN ) A ShREf: 55 % B ils a4 B, #ASTT
e AL 6 BT e B A4

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

IR S E SRR T :
Insert - Ed Deployment: I Ewverytime * | Type: | append -
hardware-bypass GigabitEthernet 1/1-1/2

hardware-bypass GigabitEthernet 1/3-1/4

1B 2 {4 FlexConfig Helg -4 HAr FL4s B2 45

a) PR (Devices) > FlexConfig.
b) A EEREE (New Policy), o 41 BHIAT FlexConfig SIS N /3 lcsy (s lcdy) HbRk 4,
D) 25 i 2 12 SRS

FEGNEUBT IR SRR I, TE 5 A W iy 42 (R0 TEHE hots H AR B0 % 20 U 45 S
¢) fFH %1 User Defined SCFE32 b #6081 55 4 FlexConfig X%, ARJE il > $5 Has i 21 s5ms o
I 5 A 75 0 21 BRI M An Flexconfig (Selected Appended FlexConfigs) 412 H1 .
=7 Selected Append FlexConfigs
4 Name

1 Enable_HW-Bypass

. FlexConfig SRHE&



| FlexConfig %%

mmmggmuns

d) RdRTEF.
) WURWMARE A HAR A /M HCas 5ns, W niddi “ORA7” (Save) N ISR 43 EC (Policy Assignments)

f)

HEHIF T HIEAT 20
M ST ECE (Preview Config), AAJa AU IEHEH LR A OO BCI B

R BOR A ROE B B A5 IO TC B CLI T . S0 iF AZE 5% 2% FlexConfig X 528 i) i 2 L
KIS IEHf . XA TRE S RN R o TR, 2 BRI AT Dl e B 1t At 5 5y
AR o 0T TS5 A, AR BT IR 2

###Flex-config Appended CLI ###

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

pZ R IHIE U

T4 ©OFs FlexConfig Sem& 3 ACLA W&, RIS IR e 845, DU IR A1 2% FlexConfig [
. fdiaksE (Proceed) DIARSETSE .

FERRE eI G, Rn] OB AR g Sl sk P AR B A . W R B8 R, X R, WS

N

Be B P2 RIS 5 2 30 DL

F—H it 4
TR S T LB 55 B R T A4 JUO0, WA QUL A FlexConfig 1Y%t

« ASETEIASNGHT, KPR E LU A s A, BRI T RO A 0 A 84T

hardware-bypass manual GigabitEthernet 1/1-1/2
hardware-bypass manual GigabitEthernet 1/3-1/4

© T NRTEIRH S, PRSI AN AN L

no hardware-bypass manual GigabitEthernet 1/1-1/2
no hardware-bypass manual GigabitEthernet 1/3-1/4

IRIF, ST AN SR INE] FloxConfig S0 FMB H i, BT IRl eEgeAT, 1k
5 BB S A FlexContig S0 MBR 015, S SRASTA YA FISEAT, U5 2 T ST L Pt LA
VK ELEEA. I, 0 M T 50 7 B B £ 40 i FlexConfi S5 FECHL L%

an{ry BC & SR IR BL P R

] LA FH FlexConfig K3t 5emg A % th (PBR) Thfig. B, FEER T W HRIEI5 1P Hhuhk 78 M 4%
Z ISP AT . FEIXPIE LT, FRATTRHE R 10.1.0.0/16 W& A s sE i, XSy
o 388 3t A Y P AL B ) ISP-A, 1M 10.2.0.0/16 ARSI, N8 . BRI R AL
FI| ISP-B (171 B i o

FlexConfig SRA% .



FlexConfig 585 |

L e

GigabitEthernet 0/0

10.1.0.0 10.2.0.0

FIAZHI
IR PP B e 8 et B 7 AR & 1
* GigabitEthernet0/0.
« B4 HR: inside

« IP Hidik: 10.1.1.1/24

© VEVERE, M R LAt Al I E S 10.1.0.0/16 F1010.2.0.0/16 Hudik 2 1] 1% £ 11

P
* GigabitEthernet0/1.

* BEO&H: outside-1
« IP Hubik: 192.168.6.5/24

* GigabitEthernet0/2.
« O 4FK: outside-2
 IP #ihik: 172.16.7.6/24

. FlexConfig SRHE&



| FlexConfig %%

Mame

high-pricrity

Entries (1)

Sequence Action

1 & Allow

MName

low-priority

Entries (1)

Sequence Action
N ?

! & Allow

mmmggmuns

UK

B ACL A%, LUEIGHCK [ 10.1.0.0/16 A1 10.2.0.0/16 Hubil- =5 [a) (R 500 2061 g s g

ACL,  [RIA R 6T 185 ph Bt S e PR e . FH AN (] R84 o

a) LR > WREE.

b) MHxFEFEIHEIFIFR (AccessList) > 3 & (Extended). MEAINECE Y Re Vi8] 7)) 3K DUEFR E i =
YR L,

o) miliEdRINY R e FAw A

d) AV BRI AAFR, Flhn high-priority.

e) miiidRAn (Add) #dH, IR S Btk A G . BRI R

< BRIE- RIF.

* R4 (Source Networks) - 7E5115E T 5 [ gmHAE 4 N 10.1.0.0/16, #RJ5 riidiidwmn (Add).
B, T LA R g b i R

) s IR KRN (Add) o IXFESKE A I 2 Vj ) 512

Source Source Port Destination Destination Port

10.1.0.0/16 Any Any Any

g) PdifRTEF.
h) EEILERE, DUEMAH LN MR A A S

* BFR (Name) - IRIRTER
< BRME- RIF-

* IR 4% (Source Networks) - 7E51I3 77 g 4RHE 4N 10.2.0.0/16, #RJ5 &N (Add). =%
& BTN b LR S

Source Source Port Destination Destination Port

10.2.0.0/16 Any Any Any

P2 QU T SOX S ) iR — Bkl ) % e s

FlexConfig SRA% .



L e

FlexConfig 8% |

a) PifExTg i B, sl H s B BB ST (Route Map).
b) s TEIRANES HARET (Add Route Map) #4411
c) HAXNRIAFR, #ln load-balance.
d) sUlERAN (Add) FAEHT DU R PE A it 56 g s O R -
* £S5 (Sequence No.) —10.
« EFHHE (Redistribution) - 215 (Allow).

* It F4) (Match Clauses) > | Pv4 > #iit (Address) - #E+¢i718] 513 (Access List) ik 4l
SR )5 FR AT AT 181513 (Available Access Lists) > 48 (Extended), JE¥ st ACL B2
Prik s
Sequence No:

10

Redistribution:

[ & Anow v |
Match Clauses Set Clauses
N
Security Zones Address (2) Mext Hop (0) Route Source (0)
- B
_ Select addresses to match as access list or prefix list addresses of route.
IPv6 ® Access List
BGP Prefix List
Others Available Access Lists -
| Extended v |
Available Extended Access List{™ Selected Extended Access List
Q Search high-priority v
high-priority
loww-priority

* & BT 4] (Set Clauses) > BGP F 4] (BGP Clauses) > HAth (Others)- £ IPv4 iR & (IPv4
Settings) > T—Bk (Next Hop) ', EF4FZE | P (SpecificIP), #RJ5:¥ ISP-A 1]/ ¢ 192.168.6.6
B N45E | P (Specific |P) gwtEHEr .

. FlexConfig SRHE&



| FlexConfig %%
mmmggmuns

Sequence No:
10

Redistribution:

| & Allow v

Match Clauses Set Clauses
N

Metric Values AS Path Community List Others
N
BGP Clauses
Incomplete
IPvd settings:
Mext Hop:
Specific IP v
Specific IP :
192.168.6.6

Use comma to separate multipls valuss

e) sLdiiRAn (Add), K5 RIS I 2 WU .

) mdiRAn (Add) FFEAEHT AR I PE ARG B e B R -
* F518- 20,
« EFHE (Redistribution) - 21 (Allow).

* It F4) (Match Clauses) > | Pv4 > Hiik (Address) - #E#%if18] 513 (Access List) ik 44,
SR 1L AT T a1 51 3R (Available Access Lists) > 3 (Extended), JHRHERILES ACL B4
Prik s

* % EF A (Set Clauses) > BGP F 4] (BGP Clauses) > Hfth (Others)- # IPv4 & & (IPv4
Settings) > T—Bk (Next Hop) ', E$E4FE | P (SpecificIP), 4R J5F ISP-B ¥ /¢ 172.16.7.7
i\ | P (Specific | P) 4mitEH .

g) LR AN (Add), 5 REIAS N 2 WU .

Mame

| load-balance

» Entries (2)

Sequence No a Redistribution
10 & Allow V|
20 & Allow 7w

h) HdARTEF.

PR3 UHIE ek B 2 /E A B 1B JS H] PBR 1) FlexConfig X %t .
a) EXT R BN, St H sk ) FlexConfig > FlexConfig 315 (FlexConfig Object).

FlexConfig SRA%
|



B reomsEzmuns

b)

d)

2

FlexConfig 8% |

%] Policy Based Routing %%, 5 i g4 @) |

KAt RGE LIRS, ARG BTCVEE o BN R I 5T DA 348 Y 8% e WS A PRt A7 3
BHISCARS G o BB IR R I R GEE LI R B A 2 5.

R HIERR, RESITITF— NS FR SR, HENATR N
Policy Based Routing Copy. #Ff7 LA FFEAH .

« &R (Name) - I NA = X4 B, Wi+ FTD1 il & PBR, AJfgE PBR_FTDL.
* 152 BA (Description) - MHIBR 6 W] sl A8 HOH B 1) H A 2 e
* #8& (Deployment) - {5 —& (Once).

* A (Type) - {& {0 (Append).
X GHIESCR S BUR LT
interface GigabitEthernet0/0

policy-route route-map $r-map-object

HVER, “interface GigabitEthernet0/0” 47 T4 4 A b/ I BC & IE A D42 11 . A 208 PBR Y.
F T HABE T, R F5 0 IE R A 24 PR
$r-map-object A i S PR _EIFAE— N EIENAR S, EATRAMEM NS .. BRI S
MHER $r-map-object F4F i, IR EAE “policy-route route-map” 17 L=, 7E route-map J&5 [ ¥ —
AR
TEFAEN (Insert) > ENEEE AT R (Insert Policy Object) > #& it [El (Route Map).
7F “Bg A5 & (Route Map Variable) XfiFHEA, FE LU N2

« TEZR (Variable Name) - n] LU AR 447K, 15140 pbr-route-map.

* IEEXTR (Selected Object) - K H A I S IR0 G T HIZIZRAS 22 Tk 5113

. FlexConfig SRHE&



| FlexConfig %%

mmmggmuns

Insert Route Map Variable @

Variable Name:

| pbr-route-map |

Description:
Available Objects Selected Object
|Q Search | load-balance =

load-balance

h) 7 “H AR (Route Map Variable) X{ U AEH i d5 4R 7F (Save).
FlexConfig X S ILAE N AN N s, 8 AR S I TR IS HE R S AR g1 R b

FlexConfig SRA%
I



FlexConfig 585 |

L e

Add FlexConfig Object

Mame:
| PBR_TD1 |

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verif

‘ Insert v | Deployment: | Once v | Ty

interface GigabitEthernetg/e
policy-route route-map fr-map-object

i) RTE
HIB 4 ¥4 FlexConfig XF S8 0 273 B 45 13 45 11 FlexConfig TN .
a) k¥ &% (Devices) > FlexConfig.
b) R AR N I £ C FlexConfig 5K0S, 15 AU FTIE SR BE (New Policy), 4 SEMS TR & &Pk IfiE
£ FTDI S LhIn) HAM BN, AR5 SR 7F (Save).
c) TERTHXZRFIFK T “UserDefined” SCHFR NG, K5 sl > B LA N PriEx 55113

FlexConfig SRHE&
46| I



| FlexConfig %%

mmmggmuns

*# Selected Prepend FlexConfigs
Available FlexConhg - FlexConfig Object

[ Name
x
w Usar Dafined
« System Definad
=y r o
o Dafault_DNS_Configure
o Defauli_inspection_Protocol_Disabile
*& Detault_Inspection_Protocol_Enable =7 Selected Append FlexConfigs
" DHCPwG_Prefix_Delegaton_Configure # Hame
oF DHCPwG_Prefx_Delegaton_UnConfigure
1 PBR-TD

“# DMNS_Configura

=¥ DNS_UnConfigura

d) ifi Save fRA7 SN .

e)

RS ECE (Preview Config), RS AETH XS IGHE P ILHE FTDI ¥4 .

Tl 53 E445 A\ FlexConfig Yo S A8 I MC B iy Sl (1 5 B b FLA RO E 820 B B CLL. “EA1 I
IrRT 2RI RIEATEARGIT FriddTROEAE, ASHCE L N Ao SR AR T SR
LA TTA R T HE R

###Flex-config Prepended CLI ###

###CLI generated from managed features ###
configure session OBJECT
object-group service ProxySG ExtendedACL 4294969626
service-object ip
object-group service ProxySG ExtendedACL 4294969648
service-object ip
commit noconfirm revert-save
configure session FMC SESSION 1
access-1list high-priority extended permit object-group
ProxySG ExtendedACL 4294969626 10.1.0.0 255.255.0.0 any
access-1list low-priority extended permit object-group
ProxySG ExtendedACL 4294969648 10.2.0.0 255.255.0.0 any
commit noconfirm revert-save
route-map load-balance permit 10
match ip address high-priority
set ip next-hop 192.168.6.6
route-map load-balance permit 20
match ip address low-priority
set ip next-hop 172.16.7.7

###Flex-config Appended CLI ###
interface GigabitEthernet0/0
policy-route route-map load-balance

Mk R (Close) LIS PA T S 1A

FlexConfig SRA% .



FlexConfig 8% |
. 1T %% FlexConfig 5RH&

T—%#ita
TEBILAE F] LUK IC B 8 2%

1T #% FlexConfig SR f&

B 45X FlexConfig FaWs A (GE 1 T3EH EIGRP 2.

1 FH] FlexConfig % SR LA IR A 45 BE O (1 SRS IIC B T EIGRP S o f8ILAE ] DL E A B0
UI "G S EIGRP 0% . M FLIRRA T BRrbOD N, REE2{£ B FlexConfig Fl & . {H)2, ZM UI
ERLSENG, BSMIE AN 1&E (UREE) > IR > EIGRP WU EHATECE, JEM FlexConfig FF
BRECE . b TR Fad i, SIN T a7 LRk EIGRP Flex [ & 1T # 2 EIGRP % (5
W o ANTAHAMAH T RIATIER MR .

FraaZ |l
* TERESE I FlexConfig HEME E 50T, MIAZILI 1. QI s g e & b, 108
THWTCER LT TR 4 3
* WIRTE FlexConfig A H.OHELE T EIGRP S
« MR CAE 8T (4 > B > EIGRPHELE T EIGRP 5%, LB ALaks:.
s EAF LA, RO BoR— 440 B -EIGRP il FlexConfig M %L E, JFAER
%y -> i EIGRP FHEATHLE . 7E8 1 EIGRP 5 FlexConfig 1 4E4* EIGRP il .

o DTS P P R I e D AEAE TR By, TR, eI . TR R,
L5 1P W DCRLIK I 26 6T G AT N, 2B —ANH I 20t %, 1 bl BN R R A A 4,
{541 bb_<timestamp> _<integer> . X T-ZANHKIILE0 %, SR b K0 BB —.

i

HIR1 L root HI /" B 43 ¥ 5 A5 BP0 SSH 23

ssh admin@<FMC_IP>
sudo su -

HIB 2 BN BE45IZ1T FlexConfig SRIEITHS, 77 2545 UUID:
a) 384T LU fir & LLET A WIS B 0 S 1 1 46 -

i

eo_tool list NGFWPolicy
0. a285b674-9560-11ec-b85a-e03b355b632b (10.10.24.44)
1. 125905dc-9557-11lec-aab3-14fc5e88b45d (10.10.24.43)

b) EIREUK & UUID (B Bk /w411 10.10.24.43) , 1HIE1TLAF 4160 4

. FlexConfig SRHE&



| FlexConfig %%

PIE4
PIES

$IR6

L1

FlexConfig 8971 £i2F .

i

eo_tool print 125905dc-9557-1lec-aab3-14fc5e88b45d

'deviceUuid' => 'fbld1322-9556-11lec-9e6c-b7ea5e88b45d"',

BENCLU R4, & UUID 181715 % T H (Jopt/CSCOpx/bin/migrate_flex_config.pl):
il

perl migrate flex config.pl -m fb1d1322-9556-1lec-9e6c-b7ea5e88b45d

FEHI 6 SR TR T AR 45 A0 R

R TR EIGRP CLI X%,

BEEFRIIBME, D RE > BT > 8%, A6 0l Flex iBEITHE HA.
ARt & (4R48) > B&H > EIGRP HiE& 1 EIGRP it B ¥ & .

T\ FlexConfig H IR 15 % (1) EIGRP AHOCHC &, 1575 H B LHAT DL N HAE:
a) ffiE w1 CIT# FlexConfig MK .

b) i F S HIE I i FlexConfig SH& IR R A

c) MK FlexConfig 5% -l EIGRP CLI %f 4.

d) K ves RIS I 1) FlexConfig & o

IRAF IR -

FlexConfig B9/ £1i2 3%

ek Version 158 BA

MHE% FlexConfig * i) EIGRP il |7.2 5]\ T X H4%AE Cisco Secure Firewall Management Center [ 7 4
[P A E EIGRP [SCRF. BRIL, HTHCE EIGRP SR (1)
FlexConfig S HF O MR o

F FlexConfig H #flFx ECMP X 41 | 7.1 I T X HHZAE Firepower B 2 HU0 ] ST H L E ECMP [X 3k

HSCRF B2 R, Bk, FTHECE ECMP X1/ FlexConfig 37 £F C 4 M)
Ko

FlexConfig SRA% .



. FlexConfig A1 5E 23R

FlexConfig 8% |

I

Version

152 FA

FlexConfig.

6.2

FlexConfig ThfE1L# HEM# ] Firepower & H FpLoki L T- ASA CLI
DI fReTlE ) FTD ¥ . Mg R )8 H FTD 4 49 aiA
AT i HANME ) ASA DhRE. HLDhReR: 45 k4 A 8 Sk b
P E AR % . JEERE TAC 1E A SR BRIASEAR .

Wiht%E: & & (Devices) > FlexConfig. M4k, 7EXF% (Objects) >
FTERETE (Object Management). FlexConfig> FlexConfig 3¥ %
(FlexConfig Objects) fil FlexConfig> X ZA&Xf & (Text Object) .

Y HFIFSF-G: Firepower BHH £

FlexConfig 58T

6.2(1)
6.2(2)

MRIEBOMAUF LR, 2R, R AL 3= 8 g s e I
FlexConfig X G H 1 Jr 47 R S0 A FH %85 H A% &k LA B?
Wi. H FTD HB NIXSehRA S, FlexConfig X% v if) AT A BBUSAR
SVHR 2 Bl e DAy A AR A 2

UEAk, BTSN T LA B FlexConfig FAK -

* Default_DNS_Configure fAR L5 E4% A H 2R DNS 41,
DA FH - Ard e B 2 11 AT 44 Bk 1 i 2 B h RE ) = 4L
E

 TCP #EA ZE$E PR #I| Fn 48 A B B AL 148 AE 8 Iic B ) 300 2
PRGBS CLI, ARG 1 SYN 32 it DoSATLH »

* 13 B AST BE & ADE BRI LE RS BE 4 TCP £2i Al X
B B I S S R

* |PV6 28 4R Sk A A AR L F 45 REC & TPV Kyl Sk, LAE
P SOV /BH L SR R R A R S (i, SUYFRHZE
2. B .

* DHCPV6 BTERIRHUB LS BE N 1Pv6 AT AIC & — N7k
BB (PD %0 FI—ANR I (BB RTZR s -

SFFHE G FTD

. FlexConfig SRHE&



| FlexConfig %%

FlexConfig 8971 £i2F .

I

Version

152 FA

3+ H 1] FlexConfig %1% .

6.3

ZE LT 8 A A 4 ] FlexConfig Bt & 1)L/ T EUN 4 E4F FMC
B R I FE AR A X 2 FlexConfig K%, #8F5 508
B, SRIERECE ORI %, LLR & 2 57 H 1 FlexConfig
W GRN LA G

* Default_DNS Configure, {4 defaultDNSNameServerList

F1 default DNSParameters SCAX 4. WZE, HM AT GXKE
KW O B dh 2 G . DNS.

* TCP_Embryonic_Conn_Limit, LA tcp conn misc Al
tep_conn_limit SCAXT S, 75 FTD 45 SR mE e B X L6 D fig
T nT LAAE 43 B2 B2 (1 U7 Il 2 TSRS 1) “ 340 ” (Advanced)
pri Uil St s €N R

* TCP_Embryonic_Conn_Timeout, EAM tcp conn misc I
tep_conn_timeout SLAXT %o {E FTD Mg 55 SR b Hh IC B X L6 2

&b
Heo

SFFINP & FTD

& F T ISA 3000 % £ KK Hff I 8] 1
W (PTP) il & .

6.5

AJ LU FH FlexConfig 75 ISA 300015 £ b & R i 1 AT 3130 (PTP).
PTP & —FB ][R UM, T 70 55 T4 G 1 9 % v [ 20 45
WA B, AZ L Tl IS R b R Ge it it

AR, FATARVFE FlexConfig Xf 4L ptp GEHEAD A d
H14: A4 ptp mode e2etransparent 1 ptp domain

B/ e 4 show ptp.
SCFFFG: FTD

FlexConfig SRA% .
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. FlexConfig A1 5E 23R

. FlexConfig 35 B
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