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KT 2 SR, A5 EAEAEREPE ] FXOS 5 A VLAN 742 s B L =5 0. A RN
EX TR . RVEAME R, iESFX0S 42 11 5N 1.

i “aEE” 28 E: 5 EtherChannel. 152 478 I EtherChannel (i [3H1E) BiAC &Y FE 1D .

R R TEN WEER, S O SN T B NUAR T B LUOR R (FEFXOS H,
T e~ BINUFEE B8 1 275 8 MGMT. management0 B¢ A 2L 4 F50)

T2 HURERAE, RSB EASInAR TR B4 R
X2 SCBIERAE, AT LAAE Rl HURR b 10 2 AN 2 i) S T Se il e m] A e 1

XT??WJF@%E? W R S I B AR BRI BE 1% EtherChannel CERIAE B0 T Ry i 1 il 1 48) &
#2Z:1 ¥is N EtherChannel (¥ I1IHIE)

WH2) 05— Firepower 9300 HUAR PY 12 A A HL I 2 AU SRS IR 382 1 0, SRSk
b1, NSO LSRR A 2 LA, R DR VPR A P 5 DX LUK R T i

ORI SR AR SO 2 0, g T 48 SRR O B TR Bk
K. Xf T[4 Firepower 9300 HLAH P )22 A BEHLE 25 () 828, Itk EtherChannel JG 75 T B 7t
B, fEn] 28 IS AT IR

S LIRIA RIS R4 0 . SRR B I B LA L1 15 4% A EtherChannel s £EAZ
AU _E X REAS AT H] B Etherchannel. 43 9% EtherChannel [ TEAI{E S, 155 [ AETEAE IR
BRI, 259 T .
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Qe

Qs

g g

w N
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T2 sl AERE, T LA A SE R 2R Etherchannel. 587 B UAN[H],  AETERS ShIBE B AN AT £E
B s, AR T E—AMER O B, @UUEH VLAN T A &
2~ EtherChannel; 152 N2, ¥ VLAN T INBIEER O .
d) XFFZSLBI4ERE, B VLAN 78 7 N 2428 EtherChannel,  LUEREAMEREEAT — T80 . 1
S ARSI N VLAN F#:10.

BR W AN R I T, WIARBERS 4% DU T AU AR

e) (L) RO,

Zx[7 ¥ N EtherChannel Ciii 38 iE ) A HE ) FE 0 .

IO A AR B (A B B 1. B O, S ZiAE B fE CLL F e B L TP
HuhEFIICA 240, B, EaT DR S RS (B 23523 otk . 1S
B 1E fiv 422 H i) configure network T4 .

X T2 URAERE, 7B AR SR

B4R IE & (Logical Devices).

WU 7RI (Add) > &28% (Cluster), JFiCE LI 24

B 1: A ERRE

Add Cluster
I want to:
Device Mame:

Template:

Image Version:

Instance Type:

7%
Create New Cluster i
clusterl
Cisco Secure Firewall Threat Defense 2
7.3.0.1676 N
MNative o
oK | |, Cancel
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[ 2: % SLPIERE

Add Cluster St
I want to: Create New Cluster i
Device Name: clusterl
Template: Cisco Secure Firewall Threat Defense iy
Image Version: 7.3.0.1676 b
Instance Type: Container i
Resource Profile: Default-Small i

SM 1 - 72 Cores Available
SM 2 - 46 Cores Available
SM 3 - Unknown. Module offline

@ Before you add the first container instance, you must reinitialize
the secunity module/engine so that the disk has the correct
formatting. You only need to perform this action once.

oK : Cancel

WEFEFRIE: (I want to)) > #iiZ & B (Create New Cluster)

RALgE AR,

W A4 TR LA 5 B 15 | S P 0 P T B U R A IO s AN A I A P R e 4% 44
FKo

XFFA8HR, 1 $E Cisco Firepower BRABHTH

e PEARIGRRZS (Image Version).

XTSRRI BY (Instance Type), KAk HEA M (Native) B & 88 (Container).

iy S ABAE P 22 A At/ 5 R K BT %805 (CPUL RAMAIREREAS 1)), DA ] 22— AN A
S RS SBNE 2 R S B A TR, DR 0] L2 he 2 A s S
PR R 525D X T &R ZERY (Resource Type), i M N4 26 b5 — AN e & S0

Xt Firepower 9300, IHHCE SCPFRE N TR~ 2 A iibe ERRENSEG]. B, WRIEAEH]
AN 22 AR, I HARBAE A AL LA SE 2 CPU I, W] AR Je e s R rh B4
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ZARGRYVCEA R IBCE S @ BUEAE R L HNE R EF R E SO W R 2 ad B
PLESCAE, TG SRRFEEERAE, SRS A o 7 S N S B SO I — AN B LA

g) HiiE (OK).
by Won ARG - W& AR 1.

p Y R A S I JE

Provisioning - clusterl
Clustered | Cisco Secure Firewall Threat Defense | 7.3.0.1676

Data Ports gt

Etharneti/s

Ethernet1/g

Ethernet2/2

Ethernet2/s
Port-ch 1

Ethernet2/6

Ethernet2/7 %

Port-channell FTD - 7.3.0.1676
Port-channel2 Security Module 1,2,2

Port-channelz Click to configure

Port-channel48 -

XEF AR BOAEOL T SRR . WERE ST SRR 1, G IE+
Br—MEDAM BT AR 1

XTSIt PR BRI M AR B 1, JF RS A M g 1 - T el 11 -3 4%
o

FIRS sl B PO B KA

ARGUR BT E, T AFEZR A HE L BN AR T | SR P B . X BCE AU T O 828 B A
WA Dy TSEBLERIEAT, Rl DO SO AT CLI BeE H 1k 2 B

L6 {rEREE (Cluster Information) Ff |, 5EM LA N4k,
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/1X

Cluster Information  Interface Information  Settings  Agreement =

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID: 1

Site ID: 1

Cluster Key: .

Confirm Cluster Key: aee

Cluster Group Mame: clusterl

Management Interface: lEthernetl.-'el :vl
CCL Subnet IP: Egoa.x.0.0

0K [ Cancel |
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7/

Cluster Information

Resource Profile Selection

Securty Module 1:
(72 Cores fAvailable)

Secunty Module 2:
(46 Cores Available)

Secunty Module 3:
Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:

Cluster Group Mame:

Management Interface:

CCL Subnet IP:

Interface Information

Default-Small

Default-Small

Default-Small

mi-cluster-1
Ethernetl/4

Egox.0.0

Settings  Agreement

Ok Cancel

a)  (fU&H T Firepower 9300 [ 7545 545 {ER £4EIR (SM) F1 % IR B & L HIE#E (Security Module
(SM) and Resour ce Profile Selection) X s H,  fi4n,  an R4S 1R A R ) 2 e sielgl, JEH
AVBLAE R RS LAl %2 CPU I, A LI REANBR B 15 B AN [i] 1) 5 Y e 1 S A

b) X T ZHUAAERE, 75 #F 1D 1, FANUAH ID. SR IR HLAEEB L 25048 HIME— ID.

AN 22 ) R ) B 1% v | I 48 N I R L, A S BRIk B
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d)

e)

2)

FAF Firepower 4100/9300 A9 5 % I

XEF-uli s R R, 7ESh R 1D (Site ID) FB R A MEAUAE 03 25 ID (1 F1 8 2 [A] [ #E4)
FlexConfig Difig. Xl il A 4 BE 0> FlexConfig DhfE, SKACE F T3 9w LA MR e M1
HoAth i s R AERE A e LIH , Bl 'S mds Al sof TR MERERB s PE .

EEEBE A (Cluster Key) 7B, AR HIBEM b A0 i i & 5 0 3 E 25

LB K AT 1 F 63 NFAF 2 01 ASCIL 44 8 . st s ] TR il 8] . ik I
W B B AR, L REE BRSO R R B L, eI A S kIE,

WEER AR, WHE N ANCE TR LK.

SRR E T 1 3] 38 AT ASCIT 77 H

GREEEQ.

M O P LS W . e DT LA B P .

T P A A — A SRR 55 B D RE I VR A A B 11, USSR 31— 42 Ah 0 B, A B e s
EAE I

(A& ¥ CCL FM IP ¥4 a.b.0.0.

BRANIEOL T, R 127.2.0.016 M4, (HjE, FLUpZEE AN RVF127.2.0.0/16 i
. EXMESL R, W EREE e Mg BT /16 Mg bk, FRR] (127.0.0.0/8). 4l
% (224.0.0.0/4) FIPHE (169.254.0.0/16) HihikBrAb . W B %5 358 0.0.0.0, W RS 4 Al BRIA
2%

USRI HUAN 1D R 1D A 23h A2 i & B & ISR A2 I B 12 1 1P Sk

ab.chassis id.dot _id.

FEIRE (Settings) TUI L, hAT LT 45
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration

a)

b)

Cluster Information

Management type of application instance:

Search domains:

Firewall Mode:

DNS Servers:

Fully Qualified Hostname:
Password:

Confirm Password:
Registration Key:
Confirm Registration Key:
CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP:

Firepower Management Center MAT ID:

Eventing Interface:

Interface Information

2
Settings  Agreement
FMC b
CiSCO.Com
Routed b
10.89.5.67
td2.cisco.com
10.89.5.35
test
W
(]34 [ Cancel

15 EME SR TBCh, AN ARG SRR A A S R .

DO IR PIEREA T 1 2 37 DAL

s AR R 9

e N AL S B3 4 2R 53R F CLL 5 il Y 25 S
7T, Firepower IR0 IP By, HANHATE LA BRI 1P ok dn RS JE 2 B

TP bk, TR T B A, FEALE Firepower &2 H10 NAT 1D (Firepower Management Center

NAT ID) FB AN 14
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#

AR SCAS AT 855 S IREUR B RN, 5 2R B



e

d)

2)

h)

i)

FAF Firepower 4100/9300 A9 5 % I

CAfk) R FARSsep], RHEER R FTD SSH £iFERKER (Permit Expert mode from
FTD SSH sessions): =& (Yes) BiA& (No). & 5T AE Bt shell 15 i) AN B LA {7 S0
b HERR o

SFF IR, W R AEIERER (Yes), A ELFE A SSH 2115 1) 2% 25 S (BB 1 FH 7 nl LU N
LA W REEFER (No), HAHIH M FXOS CLI Vi In) 78 %% Sl FrBdBR (1 FH 7 vl LU N %
S AT BGEEET (No) LU sS4 22 18] ) I 5

ACH AR 748 H 0 250 BB R AR SRR A O BR A L KA, A L i ik
ANICAEACR, 1E7E b CLI A8 H] expert 4o

(AIk) 7E#¥FRIE (Search Domains) 7B, i A\ HL I 26 1O RIE 5 70 FR 41 3%
(Ar)  MBAKEEART T 1z & i AR s A

FERR R, SN A R A 190 26 P (i P R e A L) i ol PO B S 1 VAR T AN )
T b ST, B KT AN 2 JRB K, 78 RSP I B BB K
57, AN N 2 B TR (0 o AR

REANAEHI AT B N B E B KB, R B p N 5 SRS, WAL A g
(T[i%) 7F DNSBR% 2% (DNS Servers) 7B, A HIEZ 5531 DNS fk4-4:513% .
By, AR E ARt EH4, )RR B 13 ] DNS.

(") 7t Firepower B30 NAT ID (Firepower Management Center NAT ID) FEt T, %
NTETINEEREAE R v e I IE G AE B E L BN R4

W, TCRAEE PR S R, AT IP bl GERI—AMEMESD o R
PR 4% TP fhulil, BE&HRE & FEdL TP bk, (HE, SR g b — A 1P ik GX
SEILE B IR IR DA SR I B 1) P i i ME— 1) NAT ID, DA S 4l £
PEAT, IFERIEMIEM 2. ST KN T 1 2] 37 M ERFZ TR SO E R e
SEN NAT ID. B H A O B4 A I 3 A NAT ID - (i A2 TP Hiuhik ) XHRIaavE M 32E4T 5
P BEAE R FZAL o

(k) fER2REEMNSZ (Fully Qualified Hostname) FE T, SN B9 #15 # 1 52 4 R
EA TR

HRUATE M a 3z F2BE N0 29 BB, 5 () REFTF()s K FRECHh 253,
(i) M BEED FRyEERT, SRR N YA . SRR, RFERKE
PR .

LR E L F T AR 11, 20K 42 LG ¥ firepower-eventing #2 F1 o B4 43 it —A
SCHRPREAE S5 % DO REM R LT N SR L, e — 408 T R, DAA RO R I 20 e
7.

$IE8  IEOMER (Interface Information) TUTHI L, AR R e B ELE — AN EL 1P Hhhk. i
1R (Address Type) R4l a& Pk Bhbl2R A, AR5 N A LA REIES DL N7 B

a4

RN A 3 MY B 1P Mk, RIS 2o e il SOANIC ' 40
3B, SRERE AL IER TAE.
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [?//X

Cluster Information

Address Type:

Secunty Module 1

Management IP:
Metwork Mask:
Gateway:

Secunty Module 2

Management IP:
Metwork Mask:
Gateway:

Secunty Module 3

Management IP:

Metwork Mask:

Gateway:

Interface Information  Settings

IPv4 only e

IPv4
10.89.5.20

255.255.255.192

10.89.5.1

IPv4
10.89.5.21

255.255.255.192

10.89.5.1

IPv4
10.89.5.22

255.255.255.192

10.89.5.1

(0.4

a) A& IP (Management |P) “ZBt T, Wl IP Hudik.
FER]— W2 bR e v — TP Hiuhik
b) A MEIERGOATERAKE

¢) A ML R K.

SIE9

FEMRBOETR £, B BT 52 e 28 P VRl B3 (EULA),

W10 SHFRE (OK) JCHIELE X I AE .

SEN PERE.

Agreement

Cancel
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WUAR L 5 2 SRS s FFH8 5 3 THC R 57 B 11 06 & I P S 91 e 8 i ke 4% o

1EiZ48% % (Logical Devices) Ulifith, AEFIEHIEAIPIRGS . @M ARKIL KE Bk 1L

B, fnl DL s ingl 43 AR REN AR s B T [Rl—A Firepower 9300 HLFE P 1 22 A HL B 25 O EE8E, U
AT LLFARTE N B E AR . ST Re SR R P B e BRI R OIRES s IR A IEHAR
A, I H 2R,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
l(“._'.‘)ﬂnlinvs: &0 ## (A5

YT ZHAEERE, BT DHUER IR e
a) TEEE— A HIAME RN B, s BAN B rRRERR , SR RERTE
b) R AHUAE B MUAEE RS, NSRRI RS IS R A
c) EHIZMBE: (I want to:) > IIANINE EEF (Join an Existing Cluster).
d) siiE (OK).
e) TEERIERIEMEEAEMED, K — MU RERBCE, K5 AEHRE.
D) AR L B bR . SRS R CTUE S, (R 20 5T o DL R e
* HL#8 1D - B AME—IHLAE ID.

* SRR 1D - P T AU IRARRE, A BEHURRIZE R0 ID (AT 1M 8 Z i) o ATl i A A 7 B
Huth FlexConfig Difig,  SRMCE T HY 3R TU AR MM E M i FAt oty i AT 1 SO H - il
Sl AL B RUCRIERERE BT

« EREH - ORI WAMFERERE Y.
© B IP - R R B S SO 5 SR D A R P R R E - TP Mk

W E (OK).

g) HiifRTE.
HUAG T R 308 8 RS, 55 | SR e T TR A% T 5 1 88 6 3 I ) S 491 35 S8 i s
o AERFERER A 1B 481] % (Logical Devices) T W, A& BB & IPIRE . SBREANERE
R R 2 B RS BoR AR I, T UJFAAAE N B i B4R . S nT e S AE Lkt R b o 2
Cop AREERARI N7 ORAS HOIRE N IERIRA, I H IR .
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smEz g

System Tools Help

% Refresh | | () Add Device

87% (40 of 46) Cores Available

al Al
Status
@Dnline G -*# (5=

PR3 AT B TP M hb R i e U 2 A B
AT SRR A L AU T FXOS B Sr MARRE D, A feks eI im ) & B s,
W, BTG 2 A INEE B .

NNESZERHTA

FEBUA SR RS N B e UMM DA SRAE Y Rl AE FXOS s iiof IUARAE 1Y s, B O 2 H )
AN R

)

ER RPN FXOS P IERAGEH TU BT HUAR s a0 SR B beds in sl 5 4 21 2 3 HA#FSE Y Firepower
9300, N BB 0.

FHia Z |l

© WA, W2 BB O A BRI SRR Y R R Oy — BB R, e
WA L B ASET R

* BTHUR LR D RCE L AR ] o f5mT LG AN N FXOS HURRCE DALt i A o
i
SR WERZ A E LTI T BB MR, AR IR BT LR

MM O TN, FXOS BEE 0 SRR R, JF FLBUAR Lo s B i R I piA
0 F BB TSV, LR 1S 4 LA T I B 0 AR A A A SR

pE s USR] T AN T RS, Wnr LAk s AP 3R . Cisco AN h T HR BT B A0,
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B snEsenss

a) M RG> BH RN L2817 BBt mg
b) sl B , Rl WERARE (B o X RG22 Firepower 9300, 1 1% &
FEAN BRI RRCAS o
BEIAA SR B AT R e . HRTRRAR o TR B ROA o
c) TEERRA Fhiseir, W LAERRA ., AN 5 SR HETARA VCH, 5 A sh A %
N SR L AL .
d) TEBHAE b, BiRee T Hmug .
IR 2 EIATERNUAE PR B B, G BERE.
F®3 it LANEREERNR: R ERAE.
WA BB L B RS ARGl R > BEEE
$BS N TR BFR (Device Name), i W% &R M — DA,
PIE6 LHE (OK).
PR CEHIERFMESITHED, AW MU ERIE, AR5 SEHE.
P8 sl ar LA bR ERE B O TR, (ML AUHS LR i

5:EBIER

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information  Settings  Agreement

Security Module
Security Module - 1, Security Module - 2, Security Module - 3

Interface Information
Chassis ID:
Site ID:

Cluster Key:

Confirm Cluster Key:

Cluster Group Name: ftd-clusterl
Management Interface: Ethernet1/4 Y,
CCL Subnet IP: 0.0.0.0

OK Cancel
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7/

Cluster Information  Interface Information

Address Type: IPv4 only B
ecurity Module
1Pva4
Management IP:
Network Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 3

Management IP:

Settings

Agreement

Network Mask: 255,255.255.192
Gateway: 10.89.5.1
| 0K Cancel
788

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information  Settings
Management type of application instance: |FMC
Search domains: cisco.com
Firewall Mode: Routed
DNS Servers: 72.163.47.11

Fully Qualified Hostname:
Password:
Confirm Password:

Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35

Firepower Management Center NAT ID: 93002

Eventing Interface:

Agreement

0K

Cancel

smEz g
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B s mme

* HL#8 DA ME— B4 1D,
« S5 ID - PR, AU S ID (A 1R Z IR o eI BT ] A5 B
.l FlexConfig D) REREATHLE

« REER- A A L.

o BRI PG AR MBI A B B SO L PRI A7 TR R4 R ME— TP Mk
* TEMREENZ-EH HE EHLA4.

* BRG-HA A 6

< SEMESA-f AR EE .

M E (OK).

T PR
WU L 8048 8 AT IRAS, IR 5 R P C R0 B 11 W Ak s I S SR s 28 B %
FEREAN MR DA 125818 % (Logical Devices) Wik, A FrEHBE# MR SRR MR
AR R HORTS W o &N, W UUHRAE N HT L BRI . T e et R b 31 “ 2o 4
BRARWIN” RES s BORE N IEFIRAS, I BRI K.

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

& #* a
Status
@unline {ZC;' .*:B el

Parlax \ N, s
BIEFL: RINEERE
BEERER & 2 —1E TR 2% N %) Cisco Secure Firewall Management Center; & 2 /.0y 2 H 2046 By

A7 HARERAE RO
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-

Z3

wmdn: smes [

FHia Z |l

© AR A U2 T FXOS E @R R, A R SEIEN INE] B Oy B NAS AT
A RPERI T, TES RN 2 1B581% & (Logical Devices) 5 Feui A4 FH 21 18 show cluster

info iy 2.

2RO, AR RE > IREEIE, RN T > g & DU S 2SN 2 RO )
IP A — AR T

& 8 ik &
Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel
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b)

c)

d)

2)
h)

i)

FAF Firepower 4100/9300 A9 5 % I

fE EM FEA, AR 1P ks LA
EARGE AT LIRS .70, (H B AT BOAS I il oo % AR A e (L R

WA B A BCE WAL T NAT ID, R BEANTT E4m AL Bl AT RTEAE B, 52 FINAT
B,

£ BRARR TP, AR RO BRI RO A AR

VLR BARANE I TR EOGE T 248 P s . SnT OB Ja S SO A B il 01 1) 44
PRAERAE SR A4 K

FEGEMESR TP, BAAE FXOS Hi B AR A i R —vE s . e s pIe — A —
ALY

FELWEE T, TSR A, R % o gs .

AN A TR A, By H SIS I B S i W RS TN R, S e i) B
B4 RERC B B

CATEE) RN 2 e 4B

PRI A6 177 18142 ) SRR LAAE I AN &5 B e e, BB S BT S

LSRR SR, B B AR TR o R UR Je R i 22 19 2 SR

‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

WEPRENY FH BB I VFATE

WRAE R R BT T NAT ID, 5 RIT &R, HAEME— NAT ID FB i AAH 7]
fJ NAT ID.

T HH R RUE B R IR HE DL AV B A B AL S B A EE A

BOATEOLE, i s o Qi RAe e e 5N fik & 1 IPS BY Snort 5=, W o S0
TR AT BN EHE B X B B B O TR I . a0 RAEH kT, WO R FE S 2
B, ANRIEHHE A

fiihi Register.
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wmdn: smes [

B RO S POIIFENHE RIS, SEEE M EE ot WURFER R ITRIEN S, WA
IR WERAERERAENUAG LB AT B AE SO R 1) R, IR 2 R FESX PP OL T, 3K
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Access Control

Name Model Versi... Chassis Licenses Policy Auto RollBack
~ Ungrouped (2)
10.10.1.12 Snort 3
FTDv for VMware 7.3.0 N/A Essentials wix_automation
10.10.1.12
TD_Cluster (1)
Cluster
10.10.1.13(Control) Snort 3
( ) FTDv for VMware 7.3.0 N/A Essentials Wrx_automation N/A

10.10.1.13 - R

T IEAEE MR B 2 B & br o

5 TD_Cluster (1)
Cluster

10.10.1.13(Control) Snort 3
10.10.1.13 - Route

T LUE R R B BAR T (R SR I A B A O o A B P SRR AT
MR S “BEREEM” AE55 . WHATAEAT R TIRTENY, B S IR EERE I 5 42 1L,

Deploy Q Qe T+ @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures Filter
© 10.10.1.12 Deployment to device successful 1m 54s
© 10.10.1.13 Deployment to device successful 1m 3s
© TD_Cluster Deployment to device successful 35s

SRR 2 W AR R () RS ERE.
K2 BB AT DN S 4R, 0 ANGE T AR AR P (K bt et o 00, mT DASE SehE 65 BEAE 1 SR
HFR, AHHBERC B RAMEREE D

FER3 {EIRE > IRFEE > K8 Jisi L, TLEE BH. IFRNE. RN BITIOR BE.

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

——
1010113 =
General £ET | System oG ‘

VDN S HE Rl
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© BHL> BRI T dREE () TESUERE R B R

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster
Transfer Ves
Packets:

Status:

Caontrol: 10.10.1.13
Cluster Live P
Status:

WRIGBWE BIR 7B
General Q

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel m

« B> ERERRS L ERERRS BEEOKITIT &8RS XHGHE.
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
Name: @ TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13

Cluster Live @
Status:

AT SRBPRZS MUEAE P sl W98 DL EDHE MR Hc

Cluster Status (2 Nodes) ? %

Status Device Name Unit Name Chassis URL

In Sync. 10.89.5.20 unit=1-1 https://firepower-9300.c...

In Sync. 10.89.5.21 unit-1-2 https://firepower-9300.c...
Dated: 14 Jan 2020 | 01:51:51 | OK | | Reconcile

« YFANE- it dREE (4D TRE VI IERAL.

TRRA (L& > FEE > RE L, WA EIT IR R s AR AR R O FRCEL LR B
< B> BB A WIE () TEEERERUL BoR AR

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled
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B == mEs R D

WIFBLE AR 7B

General (2]

Name: | 10.10.1.13
Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

o B > FA-WORAE B HCE P T B TP Mk, WA A B by v DT CRT R bk DU
BRIP HuhEy ) 4 ERBEE gl IR D AL ks

Management @:3

Host: 10.89.5.20

Status: v

T EESR. BIEMIZH Z0

IR P L B A FXOS i B AL ) o JL B AN 5 8 L I SEAR S 2. X T 2 IR, Fdl
PG 24 205 M 25 [¥) EtherChannel 211 . X¥ 15— Firepower 9300 LA P 1) 22 41 e b 5 1 S
PRS2 MTU MERIAMESE N #0E v AR E 2 Wi 11, & e ME— ] fE /N R
e T .

)

AR RS 4% EtherChannel I T ZHUATAREIN, i O TG 1 AEARRE S8 2 0 HT BT A S 3EAN TARIRES .
SR BESR T (5 1FoRE A A e BN P AR A TS SRS IR e 4 o

UK

T G RE > REEE, RSN ERSIAN RE (4D .
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FE2 fiEA (Interfaces).

HIR3 o R .
ST ZHUAAERE, BB RIS MTU W& N LB D 0 i MTU £/ 100 775 . i FEERE
PR R e R A A, DRI AR TR hI R I T B R 2 4 58 38K/ IN IR B0 0 A S SRR e T
o BATEVCK MTU & NECK 9184; F/MEN 1400 ANF15. #ill, BT &K MTU iy 9184,
I S AR O MTU W LU 9084, T BREAEFE I B i Ul mi] DL B 4 9184,
ST ARAERE: BRUEULR, S REs B M 2 1 Ay o 130848 . fn S AR A s A4 1 S AR o
BE, AT B AR RS T RS A HLAS 1) FXOS i o
a) Al #wiEE () DT TSR HIRE M I%
b) FEH T FIMTUB S, Hi AN 140071918427 [A] (1R o FoAi T 3048 ] e K AE 9184
c) HHRE (OK),

L4 filE SRR,

a) (k) fEHEf N LRCE VLAN 740 ARPIIRESEN T 0. WS #%
Ho

b) SRR O wE (£
c) MR e E M i D a B E MM AR, BB AAR. TP Mk R HAR 2 .

AR AR AR HIBRE R 2 1 MTU A EEEEE £ 1 MTU & th 2220 100 S50, RORF 2144
AR MTU (8 R. TSR D3, 55 35 00 DU ISR e il s
MTU, 2 Ji B n] DAARSERC B 844 1

d) XFZHUAEERE, 754 EtherChannel 3% T34 )5 MAC Hiht. 35 &%, 7 £H Mac tbiik
FEL BN HHH #3RH MAC #ihk, Hrb H 2R 16 A7/ d5T .

4, MAC Hihk 00-0C-F1-42-4C-DE ¥ 75 Z4i A\ 000C.F142.4CDE. A3y MAC Huht i & 2 7%
£, BRZEAE S AN BERIEC A AN RE 2 A 40

iH v E & Mac Hiflh; & o 20 .

305251 4 1% I 4% EtherChannel it & 4> J5) MAC Hiuhil,  DUIE S0 955 70 (1 9 28 342 1) . i SR S F-3h i
BN MAC Hihk, % MAC HibbB G248 T ar i il & . RAE S MAC Mk, D i
IR R AT, B I3 A 2 2058 1 MAC ik FH Ti%3 11, 103 7] fig S5 35 R 99 28 i i

e) MiifE. I N EE EIRV K,
FI]S () BUEIZME

W R ME— AT AR SN DO M ISAT IR e 0, TR G H AT R B SNMP Rl LU ez
[

a) EFE FR > FHREIE > il SRS IPv4 /88 IPve Mkt . 15 Sk .

EAOEE SRS BCEA F Kl . MR TP b AN JE ki, HE A TR RS
oS AR ATRE 73 L BURE 6 B & IR D) At

b) 7 i&E>IREEE>EO L, AdekEOm &E () .
c) {EIPv4L, %N IP it FIHEhs. It 1P Muhl2AEREE e bl 648 T 2400 i Hl s %
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B rxos: mimsmiss

d) M IPv4 sk R s, PR A A b
e) fEIPv6>EZA, IPv6Hllbith s, BRI M.
f) IR A E A OB .

Y6 LHRTF (Save).
UBI, AT LA AR E > ERE IR SR8 BT 0 T e e o (BB T2 5, SESCA ARk

FX0S: fMiIfREEHEHF
DL 340520 48 G AmT 1 e 187k A A 5 B R o 11 15

e B A Bk

i, LR sl ) 2 iy, SRAETY 2y A SRR INER . SRR IR TR, SRR A,
ATTAT AEHT IMANEERE . St vl AT Bh 25 T AR

LA AR AR, Bk WU LAY B AR I A A SRR :

i

Gateway Management Port Status
10.89.5.1 Ethernet1/4 @ oniine @& F; ¢
Attributes
Cluster Operational Status: in-cluster
FIREPOWER-MGMT-IP 21089520
CLUSTER-ROLE : control-node
CLUSTER-IP 127211
MGMT-URL - https:/f
UuID S 95507124-32aa-11ed-b9da-d0ald37634c

F T A E Oy 1 A, N AZKE A B AT B EL O B SR, DUMEAE E A ARG,
B LR E .
o TEN FRE PP 2R FAE T - S ] LU S R CLI 28 FH4E/E. %\ cluster remove unit & F% fir
A IS4 B 14 SR R B 25 LIAM BT 15 e 51 SRR B AR AR, I o5 [R5 i d o il &
WARFEAAS, R TR o RN I A S ERECE . BRI S A e 4
KA T A, S Ik R i T a5
M AT AR ERPIRASR, Frfa ez O e, RS R O n] DUR SRR . BIRE R
U, W EOHTA AR R LB AR T, AEH Y SONG | SRR B TP Huhk . E
BT HOME, N SRR AT AEFERPIRES , B IO AA .

BEH A AR, VETE B LN cluster enable.
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FMC: ZIREFEM R .

o BRSBTS 70 HUREYBIES 1) iBARIR A& TU, Ak BRERA (W) . LR
A erasE (S mmame.

o Kb My - 1 BRI TR RSB BT, ok S F R AR
o WU 76 DURGY RIS 10 “HESS” UM, Aiili SEHUEIHR.

8 ]173
S0T LI LR T3 K A R ST .
T B E O (1) S A, R ORAEALRS EAR ARG, M B EIL B B R IMBR T 5

« ISRIH A 75 HURE BL0S (1) “IBSREE” TUN, AUl MBR (W) . SRJE, T LI E
SLIRIER A ORISR, IR LALE LR SR TR AR I R

o MRS M BRALAS 222 A - SR AR 55 R B 8 o, U R KR A S5 15 0 0 SR AR (147 1
Ko

FMC: EIEEfERR

BRI, 65T DL B AT SR A

IIJ\\ 7]1] "']"'ﬁ El,] &% E$ﬁk I

{E FXOS T EERE i G2 i), Cisco Secure Firewall Management Center4y H B35 1112 5

FHia Z |l
o A ORILARBURA K e B 2 B IR DTG EAR TR o

g2

LB 7E FXOS HRfrik & 2R, 150 (FXOS BLETRm) -
ERPHT AN INBIEERE . TE G Firepower MU & P S1B 58 1% % = PR Il f ] Firepower J& b5
show cluster info fi7 4> %é%%ﬁﬂ(*
W2 FrERER O AN, RSB & s oL, EEELL N ER
o ERERTS WEHE AL R AT B & > B EEEB EL O KN g > 88518 > &5 k0
K> XA > EBFLATIRT B —E IEEIMANUE LR B4 on o “IEEIMASERE..”
WA MANERE G, S0 SR EINZ 0, RESHESCY “nlftEm”  seaEM)E, R
BEEUCH “IEERLD” o WRAM RN, R&B A M bEm” RS, B, il s
T8 ] i o T
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* RGURE > EF - EH O BORITATE N AR B .

©RE > IREEE - JEIT AR GUI _LAEEREN, AT UG 30000 7m0 2 B bR B Bk IEAEREAT
M

BRI 5
ST BRI SR L. B 002s (LSRR o (12, e AP L T
SR IFRER B LR P8 AT O I e b JERY, BARROPER A3, (12 B
LR
A
- RS BUR 8 et - B IR .

UK

S WIRATBEIE, TR, 15E FXOS A IFHUR &0 iC B IF T LA .
WIEEEE e Firepower 9300 HFIASEL, MGG HATIX S IR,
WARBAT IR K FXOS &Ml E, W B e ATIR DB I ERRE 0L, 58 37 TUh P IR
ARUTIAZERNER, Wl2M (FXOS IESRHE) .

a) {FFIECE S Ihfe S A Firepower 4100/9300 HUA 1138 454 4% A1 4 it B BB 11 XML SCAF
b) CEHECE AT RALAE o

c) BV,

d) Wiy LB, ] FHLIE R A N S RRAS DARC A SR L A

HI2 (EIHBAN AL, ERBE>BEEE>E O >Hk.

., tdeluster1 (2) Enable Node Clustering
Shigter Break Node

node1(Control) Snort 3 Essentials, Threat (3 hacketlracer
e n ssentials, Threal
T FTDv for VMware 7.3.0 N/A 2 Packet Capture

Health Monitor

Troubleshoot Files

node2(Disabled) Snort 3 ETDv for Viware 730 N/A Essentials, Threat (2
10.89.5.44 AT

PR3 W TR B
SETEANAE B R B A S R R B i 45 o
SR A BN o CHH WA A SRR B DU A BN . BRI B A RS O, T AR LU B

< ERPRAS WHIME (8% > BEER ES O Khrol &% > R &E1E > S8 I > B0 Xl >
SERREPIRES SR — R IEAE AN EARRFIBeas Won o “IEAEIMAGRRE..” B I A SRR
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erns ]

Ja, B S ENNZBE, RS ESCY TN o SERENR, IRESTESCY

CIEAEFRZE” o WRREMPRING B Rt BAE “alEN RZ . sefi, sl thiE PR A
AT i EEE M o

R (35 > (E% - R SR MR S o

CRE > IREETE - ISR GO B AERREN, T LU B A0 270 2 B bR ) B IEAEREA T
M

o

TR T R, DRI A A, SR 4. BERT BRI S A
SRAE B B AR

\}

i éﬁmk?ﬁi%%uJ P St o b U A B ] DURIE AR i . BRI RO
T EDRT A AR B CORRFFTOT, (B NS SR IO E R TP ik (HE, R AR

HINE N i A AEERE PR AL T ARG SIR A, B PR OB S . IRl T & SRIEATATAr] 20F
— I .

UK

ST TR A, R 8E > REEE>ES O >ZBHEH.

_, 9300-cluster (3)
Cluster

£
chassis1-mod1  Snort 3 Firepower 9300 with sco.con  Essentials, IPS (3 o . 4
T FTD 7m0 g B e il o -
Disable Node Clustering
R . Delete
chassis2z-mod1(Control) Snort 3 Firepower 9300 with ;5 o FP9300-2.cisco.com:4: Essentials, IPS (3 R i
10.89.5.1 FTD I security Module - 1 more__) & =

Packet Tracer
Packet Capture

chassis2-mod2 Snort 3 Firepower 9300 with

Y 7.3.0 4. Essentials, IPS (3 Health Monitor
10.89.5.12 FTD

FP9300-2.cisco.com - A
I security Module - 2 mare. ) out NIA Troubleshoot Files

BOETT LN EBPRAS XHAHE GR&E > REEE>FES O > ERIRRE) FHR%.
TR 2 N EAE B ARG
BRRHEIRE > R ERIIR PR A ARG r (BERD

o
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v td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master)
10.89.5.20

A

SRR3R AR, TES M O IMAERE . 26 40 TT.

EFMAEE

R AR INER 7R B (Bl T I BLE R K 1D, BB IR T s A AR, 2
Vil ¥ CLL . ffRisbm g ok, MBS . A 50T SRR A I B e 26 1) Jt DAL B 24
Ko THSI ERIAERE . 58 53 0.

UK

SEA T HERMTO A, WEH 8 > EEEE>FS O > BREH.

., deluster] (2)
Cluster Break Node
Delete
Packet Tracer
'I'Sdf[‘:”‘"m” S FTDv for VMware 730 NA Pt @ in-out N/A Packet Capture
Health Monitor
Troubleshoot Files
':Zd;;;[’f:me“) s FTDv for VMware 730 N/A Eesallide TreaL(2 in-out N/A

EHETT LI EBERTS XHTHE GRE > REEE>FS O > EHTARD) THE .
SRR 2 N BB BRI ARRE

Sl aa " -
kg CBGHEEM TS
U R T SR A MR SRR A (i, G SRR Firepower 9300 1 FRIBEE, sRAMBRHLARD . AN %
R rp o L A
W RAZTT SRS AR IE 84784y, B 0 A HU ARG I AR P 51, T AN B % i B
M FXOS FHIEEREP R AR, W20 FXOS: MIBREERE R . 26 36 Tl. Wi H N B Hrhut
HUHEMN, e R BB 34y, e gk e, B nT R A EE Y - A A A
TRENS B B Fas 5 A
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saghzar ]

FHia Z |l

LTERA R, S A, 539 e AERUHEM Y 2T, W Rt T T aheih s
TR BB I AL T ARE BIRES -

UK
TR ORAER L N B DB E N T . 1R IRE > IREEE, MR AEr (BEA) .

td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master)
10.89.5.20

'y

EETTNES (5 1) EBRIRZS AT AR SR . W HRAR LI, 3 s SEBERTS X
THE L1 18 &R AT 9 i 5T -

S 2 (e AR BRI ORI AL, R RE > IREEES>FES O >k

. 'deluster1 (2) Enable Node Clustering
usta, Break Node

B T Packet Tracer
e N ssentials, Threat e 5
FTDv for VMware 7.30 N/A more...) in-out N/A Packet Capture

nodel(Control} Snort 3
Health Monitor

Troubleshoot Files
node2(Disabled) Snort 3

10.89.5.44

Essentials, Threat (2 AT N/A

FTDv for VMware 730 N/A more...)

TR 3 A EMERIZAY R
MARTHENT A B Ly B8 1R AR IR 275 0

BEEFIRTT
A

AR EHSEEHRIAIC, BIFRTIE R AR AT LA R, SERIB RO S IS ER A .
Rt € BRI B ST, TEAIAT ORI, XA IIEET S, W
S S i e A, WA R AR W, TR A BT O TR B o BTl ST R

L KRR IT, TEHPATEL T P ER:
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UK

SRR 8% > REEE>ES O SERIEURE, 1177 EERRTS HHIHE.
BRI 1% & > K& EIE > &8 Ul > B DX > RBESLRHIRZS #ELD7 ) SRBHIRTS XHNHE.

S]2 AT EBONERIRA RS, HEE ES O > BReESCHR.
PR3 RGP O . PR IENE, )5 A TRE.

R
TR B WG, PR A 1 03 4 MTLAR PR %2 Cisco Secure Firewall Management Center .
B, Hels B ooAE A B A T R A R0 45 ) R RIS G T

UK

ST G RE > REEE>ES O, KRG ERTRRRE KITIT SRR XTI,
BOE TN 18 E& > IREEIE > &8 U0 > B Ml > SERFTRHIRZS BEATIT SRR XTHE.
T2 pid il A
AREREREIVEAE L, WS E RO BN, 5 42 1T

Varlax \ A A s
EIER: MiIEEEf
#n LU #%E Cisco Secure Firewall Management Center HHRT JEWpBfHl CLI L (R 4EHE

CEBORTS A (R E > REEEBEE O R RE > eI > E5 T > BH X5
> SEBETRTRTS B
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gl upes [

Cluster Status

Overall Status: [ Clustering is disabled for 1 node(s)

Nodes details (2) “Reconcile All | @, Enter node name

Status Device Name Unit Name Chassis URL
l Summary ] [ History l
1D: 0 CCL IP: 10.10.101
Site ID: NYVA CCL MAC: 000c.29bb.d7bb
Serial No:  9A4MK10VUVF Module: NGFWv
Last join: 19:17:26 UTC Jul 18 2022 Resource: 16 cores / 32256 MB RAM

Last leave: N/A

: History

Timestamp From State To State Event o
211513 UTC Jul 18 2022 SLAVE_APP_SYNC DISABLED Slave application configuration sync timeout

20:55:10UTC Jul 18 2022 DISABLED ELECTION Enabled from kickout timer

20:55:10 UTC Jul 18 2022 ELECTION ONCALL Event: Cluster unit node1 state is MASTER

20:55:10UTC Jul 18 2022 ONCALL SLAVE_COLD Received cluster control message s

Dated: 08:56:56 | 09 Sep 2022

PRI AT A G E TR R A -
BEEH I KT G LURR A
 IEAE[FDD - Bk Tl B VE .
R EVEN-Veae Jm AR, (HRR 1) A BN ORI R, AT Rl 198 B
B UHEBEM .
o SRBFC A AT OE M BR- B C e, FOR AR A ARE S o A B O U R TSR 5
BRSO, R B ORI AR, B mT UM A IR B 4%

IEFERIANSERE... - B IEAEIANIAE LSRR, ERRGEBINA . BRI AR5 17
EEL AL FEM

XA R, BT E o B RIER.
AT ES O SRR G B, T DT R T
- BREN

- BR%H
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- BRBRENNTHIAR

« B (35 >{ES qi.
155 DU SRR BRI SR “4EmFE M 1155 .
< %% > IREEIE > cluster_name.

JETT B PR I _EISRAEIS, wI G 2P b B, G 1P Ak 5% W I e o X TR
W B, AT BN &b o

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resource usage | service-policy | traffic | xlate count}

LA AR SR A B Al 5 B, WA show cluster i 4.

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |
transport { asp | cp}]

WEEEIGEE, 1HH A show cluster info fit 4.

3N

RIS IS
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BB

sumpiis 1

Cluster Control Link
192.168.1.1, .2, and .3

eth1/8
eth1/8

mgmt

eth1/8 -

<I__ port-ch1 Spanned

| MAC: 000C.F142.4CDE |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

1

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Poal: 8 IPs)

eth1/1
mgmt

>

Switch

= -

I port-ch5 [
o VLAN 10, VLAN 20 Trunk o
L d
= =
S i
= =

—

J

|

r________/

Client

J

\|I

Server

KA A 2 A A B T S AN VLAN SCBG, i, VLAN 10 TN 4%, 17 VLAN 20 H
TANEMLG . B #AT — N R AN A L 2 B O . )8 F b gkl B B LT
B ALEBRY 802.1q 3. & VLAN 10 5 VLAN 20 2 [ (#1Bl k5% .

{5 M 4% EtherChannel I, BT A3 508 B i AEAZ # AL 43 44— EtherChannel, W -—& A
AT, AN UK SL AR B A 2 IR 3 T U & o
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Cluster Control Link

pori-ch1
192.168.1.1, .2, and .3
Node 1
§/\ /\ eth1/6
gl | [ ] ethirz
A =N A ethl/8 \P eth2/1 -
——— \8
—t w
O mgmt | =
o 1 =
== Node 2 >
8‘(\} 55 nga 08 3
- o 273 o
(o] 255 T1d8 =3 &
8 AW §k5-% 5 eth2i1| SBEZ g
z Ondg | o200 o
£ 1889 2887 =1
N mgmt 2”3
= 95 3
o 58 2 O o
WA O=_, B/ ethifb M
ol J o | [Z ] etz o
@/ X | [ 2V ethiss >
V V v vV
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

wn EEIPR, e — A5 4% EtherChannel R R A EAZHHL, T4 DU 55— M5 19 4% EtherChannel
HERLPIMBAHHL . WIRF L, AW LIEREA EtherChannel _E @I VLAN 121

EiBS%
AFR IS ELATAT RARTE L AE [ B VR0 5 B

B BTN Th REFN SR BF

73 BB 1 D REANSZ B SCHE, IRATHR 0 DU REDUAE I et 32 S0 o AT REWT BEXS 1] 1A
FEFILE T S

SERAIITRITIRE
LU R I RETE AR OL FEMAIC T, M S B2
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