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Management Center Virtual

App1 Route Table Edge Route Table
11.100.0.0/16 > local 11.100.0.0/24 > GWLBE
0.0.0.0 > GWLBE 11.100.4.0/24 > GWLBE

'y 11.100.0.0/16 > local

Private Subnet Private Subnet

Threat
e —p Defense
Virtual 1

Public Subnet
prae 11.100.2.11

4
11.100.4.45
Threat
Defense
@ @ Virtual 2

Private Subnet < s
GWLBE GWLB
Threat
L5 Defense
Virtual 3
—
11.100.2.191
App2
11.100.0.139 GWLBE Route Table
11.100.0.0/16 > local Threat Defense Virtual Management Route Table
App2 RouteTable 0.0.0.0>I6W 11.100.0.0/16 > local
11.100.0.0/16 > local 0.0.0.0 > IGW
0.0.0.0 > GWLBE

Service VPC

K H BB AR EIEA GWLB %, 285 H GWLB &l 2643 GWLB. 2R )5, WEf
TR BN B A M R R . SEREP ) Threat Defense Virtual SEGAMN B & /5, B FL8 & 3 HH
ML Appl/App2.

K E Appl/App2 I A L4 2 GWLB i, 485  GWLB &t A 3% 1) LI

£ AWS L #RE Bl B il U S BF B im B i At AR

ETRIRAEZ
LUR SRR I B 17 AWS _E T REAR B35 i 977 A R AL S 1) AR AR o

Download 2 Modify 3 Update 5 Copy 6)  Creae 7 Build zip files
templates and infrastructure. configuration.json cluster_layer.zip cluster_manager from Python files
Local Host files —— vyamland file with file to the zip and for Lambda
from GitHub deploy_ngfw_ inftial lambda python cluster_lifecycle functions and
cluster.yaml settings files folder zip files copy to target folder
4
Linux Host Create
cluster_layer.zip
file
8 9 I 10
Deploy clu's-.‘l‘;ru ;3er Deploy ) Log in and
infrastructure N deploy_ngfw.
AWS Console lfecycla and ploy_ng E— verify
yaml manager fils to cluster.yam! cluster
template template
" 3 bucket P deployment
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% Aws tsmEmmraenssnsnse |

Tiezia e
/—--\: AHE AL M GitHub 2R RS
(2) AL &4 infrastructure.yaml A1 deploy_ngfw_cluster.yaml {4 .

i FHAI 45 1 B K 880 Configuration.json 44

4 Linux T4 B4 cluster_layer.zip (1.
(5) A H L # cluster_layer.zip 3Cf4 5 il #1] Lambda python files 3L/
(6) A ML 1%k cluster_manager.zip Al cluster_lifecycle.zip (1.
“7 A H L M Python SC {124 Lambda & $0#4 % zip SCIF, JF52H2] H
\f kRSt
(8) AWS il G i Infrastructure.yaml F4i .
:-“"é\‘_: AWS ¥ & 4 cluster layer.zip. cluster lifecycle.zip I
Sk cluster_manager.zip "% S3 17fififfi o
(10 AWS il & #-% deploy_ngfw_cluster.yaml F¢f .
11 AWS £l & G IFIAF T
FEEE

LUR SRR I B 17 AWS _E T2l 38 Ui 91 A e AU A 1) AR AL RE o

1 Create
day0
Local Host configuration
. seript
2 l 3 4 5 6
AWS Deploy threat Attach Verily if nodes Cremedtﬁc;a\fts_ Register instances
Coneole defense — 5 interfaces ) have 9"3”: an i to the target group
virtual instance 1o instance joined cluster attach target group using data
to the GWLE interface IP
o
Register
Management Control
Center Node
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THE=[E SR

i’i ) A EHL Al AWS [ Day0 P&
5 AWS FEHl G I U 77 10 B A S48
3 AWS il RHZ PE R4
4 AWS il IOUE ST R SRR
5 AWS il AU H AR GWLB; K H AR4LI £ GWLB.
6 AWS $EHl G A FHER B 1 TP i) H AR ALV S

@) R T R

=R

DL F $& LS nT 75 GitHub 3R . Z8UE—H T8, QB P SIS AR, BIAME. v
EFIE 6
* Infrastructure.yaml - JEA i3 it 358 B AR AR o

* deploy ngfw_cluster.yaml - F 52 R0 8 (B

N

AR BRI N, TE MO B SR AWS SERIRAL G . E A3 A 4E deploy_ngfw_cluster.yaml
B P 1 25 Instance Type (1) R VHH Rk 3,

{$£ A CloudFormation #&# /£ AWS FrEF & %

1§/ B %€ X CloudFormation FEAR7E AWS th 3 B ik

o BT — 4 %% T Python 3 [ Linux P15 4L,

« LAVHERF QN3] 8, BEEAE AL EEIE AN HATE BB AT LT H]
REST API [ /. 152 (Cisco Secure Firewall Management Center & B {5 ) o

o fE AL RN INS B AE Configuration. JSON H1 45 5E ) S W 42 FRUC AL A 17 ) M o
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config

UK
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{823 CloudFormation 124572 AWS 34 ]

P MR

a)

b)
<)

d)

¥t github £74% e 0 % B A SO PESE . 12 [ https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/aws.

18 F BT 75 (1 2 5016 24 infrastructure.yaml #1 deploy_ngfw_cluster.yaml.
1 R4 ¥ B A5 24 cloud-clustering/ftdv-cluster /lambda-python-files/Configur ation.json.

i

"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv50",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

* ¥4 fmclpforDeviceReg 15 & & B ) DONTRESOLVE.

* fmcAccessPolicyName 77 5 5 & HE R0y A 15 1] SRS DT
pE s ANSZFF FTDVS 1 FTDv10 )2

B4 N cluster_layer.zip 3CF, & Lambda pR 3032 {50 B2 Python FF .
#0] LAZE Linux P35 FP 61 ¢ cluster layer.zip SCF - %225 T Python 3.9 ) Ubuntu 18.04.
IZATLUR shell A LB cluster_layer.zip:

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install pycryptodome==3.17.0

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install cffi==1.15.1

pip3 install zipp==3.1.0

pip3 install importlib-metadata==1.6.0

echo "Copy from ./layer directory to ./python\n"
mkdir -p ./python/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r cluster layer.zip ./python

deactivate

Bt K cluster layer.zip SC14F 5 %1 lambda python files U3
f1)7# cluster_manager.zip A1 cluster _lifecycle.zip 31}

] LAE TE A 4 21 makepy SCfF. IXHES K python SCIF IS4 Zip SCHFIF RIS H b5 3C
.
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws

B = CloudFormation 14572 AWS S 4%

python3 make.py build

HI8 2 5 Infrastructureyaml JFc N AERER 2 0 4 A .
a) 1 AWS il & I, #:3) CloudFormation Jf i €2 # 4% (Create stack); EFERFZRIRE (AR

AE) (With new resources[standard]).

b) I _EERERSTHE (Upload atemplatefile), mitfiik 3044 (Choosefile), SR Ja M HAx 13 bk

# infrastructure.yaml.
¢) miii F—% (Next) Hettprf mfE &
d) mliT™—% (Next), 2R st #EH (Create stack).
e) TEMESERUT, H M (Outputs) Jfid T S3 BucketName.

2: infrastructure.yaml H95;

Outputs (16)

(o}

AZ
ApplInstanceSGId

ApplicationSubnetids

BucketName

BucketUrl

CCLSubnetld

EIPforNATgw

FmcinstanceSGID

IninterfaceSGId

InsideSubnetlds

InstanceSGId

LambdaSecurityGroupld

LambdaSubnetlds

MgmtSubnetlds
UseGWLB

VpcName

Value

me-south-1a
sg-02b07af19c3e746d9

subnet-03217efc6049e5fee

neo-cls-infra-s3bucketcluster-13pgzkjjrx66

http://neo-cls-infra-s3bucketcluster-13pgzkjjrx66.53-
website.me-south-1.amazonaws.com

subnet-Ocaf6c4801922d8b1

15.184.208.231

sg-0a0d3797b04370aa3

sg-0522ebe5acb8a2827

subnet-056fdc9fe5389bf88

sg-Obe5b62647eb53dec

sg-0347d191d724b2574

subnet-0989fbaeb522a906¢,subnet-
0c7a9b649d506f930

subnet-08c386d4b06890532
Yes

vpc-0d94d3eaaalf1354d

AR EHHEBHEENESEER |

Description Export name

Availability zone
Security Group ID for Application Instances

Application subnet ID

Name of the sample Amazon S3 bucket
with Private Static Web hosting
Configuration

URL of S3 Bucket Static Website

CCL subnet ID

EIP reserved for NAT GW

Security Group ID for FMC if user would like
to launch in this VPC itself

Security Group ID for Instances Inside
Interface

Inside subnet ID

Security Group ID for Instances
Management Interface

Security Group ID for Lambda Functions

List of lambda subnet IDs (comma
seperated)

Mangement subnet ID
Use Gateway Load Balancer

Name of the VPC created

$1% 3 4 cluster_layer.zip. cluster_lifecycle.zip #1 cluster_manager.zip 4% i i infrastructure.yaml £l

K S3 A7 1 il o
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3: S31@

neo-cls-infra-s3bucketcluster-13pgzkjjrx66 .

Objects Properties Permissions Metrics Management Access Points

Objects (3)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll
need to explicitly grant them permissions. Learn more [/}

© Copy S3 URI Copy URL M Download Open [4 Delete Actions ¥ Create folder

[ Upload

Q

Name Last modified Storage class v
@ cluster_layer.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

[ cluster_lifecycle.zip { September 30, 2021, 17:49:01 (UTC+05:30) Standard
@ cluster_manager.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

$I2 4 3% deploy_ngfw_cluster.yaml.

a) ¥ CloudFormation Jf s ili 8lli& 4% (Create stack); EFERAFTIEIRE (hRE) (With new
resour ces [standard]).

b) #HE EAEESCH (Upload atemplatefile), fiidii%iE 2 (Choosefile), #RJm M H AR SCEJe ik
F deploy_ngfw_cluster.yaml.

¢) FiliT—% (Next) 2t praifs &
d) AT —% (Next), 2R fiditIZE#H (Create stack).

Lambda pRECH & BZd R IR H 423584y, 1 H. threat defense virtual ¥ H s3I 2] & L.
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B = CloudFormation 14572 AWS S 4%

4 ERENER

Resources (19)

Q

Logical ID

ASmanagerTopic
ClusterManager
ClusterManagerLogGrp
ClusterManagerSNS1

ClusterManagerSNS1Permission

Physical ID

outh-1:797661843 a manager-topic [4
1-1-manager-lambda [4
lambda/n -1-1-manay
arn:awsisnsime-south-1:797661843114:neo-cls-1-1-autoscale-manager-topic:ae9962ae-deSa-4274-afa1-b38fb815eedc

neo-cls-stack-ClusterManagerSNS 1Permission-1QUGC6QPBYAMM

Type

AWS::SNS:Topic

AWS::Lambdaz:Function

AWS:Logs:LogGroup

Status

© CREATE_COMPLETE
© CREATE_COMPLETE
(© CREATE_COMPLETE
(© CREATE_COMPLETE

(© CREATE_COMPLETE

FTDVGroup (© CREATE_COMPLETE

calingGroup.
AWS:EC2:LaunchTempl

CREATE_COMPLETE
£ o -

FTDvLaunchTemplate

InstanceEvent v AWS:Events:Rule (© CREATE_COMPLETE

AWS::Lambda::Permissio
n

InstanceEventinvokeLambdaPermission neo-cls-stack-InstanceEventinvokeLambdaPermission-1HIW8J9L3S6E2 © CREATE_COMPLETE

AWS:Lambda:LayerVers

Lambdalayer arn:aws:lambda:me-south-1:797661843114:layer:neo-cls-1-1-lambda-layer:1 i

(© CREATE_COMPLETE

LambdaP¢ neo-c-Lamb-JNZAR9J36KYQ AWS:IAM:Policy (© CREATE_COMPLETE

LambdaRole o-cls-1-1-Role [2 AW © CREATE_COMPLETE

LifeCycleEvent -1-lifecycle-action [4 AWS:Events:Rule (© CREATE_COMPLETE
AWS:Lambda::Permissio

n

LifeCycleEventinvokeLambdaPermission neo-cls-stack-LifeCycleEventinvokeLambdaPermission-7036X3FAVFF7 (© CREATE_COMPLETE

LifeCycleLambda -1-lifecycle-lambda [2 AWS::Lambda::Function (© CREATE_COMPLETE

LifeCycleLambdaL ogGrp lambda/neo-cls-1-1-lifecycle AWS:Logs:LogGroup © CREATE_COMPLETE

AWS:ElasticLoadBalanci

ey amn:aws:elasticloadbalancing:me-south-1:797661843114:l0adbalancer/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5 ngV2:LoadBalancer

(© CREATE_COMPLETE

AWS:ElasticLoadBalanci

listener arn:aws:elasticloadbalancing:me-south-1:797661843114:listener/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5/f8f58ff3f92fcd13 e
ng ener

(© CREATE_COMPLETE

AWS:ElasticLoadBalanci

] arn:aws:elasticloadbalancing:me-south-1:797661843114:targetgroup/neo-cls-1-1-GWLB-tg/0091e49395247c955
ngV2:TargetGroup

© CREATE_COMPLETE

PRSI RBUET A S show cluster info T &K EGIEAAE A

Details Activity Automatic scaling Instance management Monitoring Instance refresh

Instances (2) C Actions ¥

Q > @

| ] Instance ID Lifecycle

Instance ty... Vv Weighted capacity v unch template/configuration v

= i-0a8a98d3bda571dc9 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [4 |\

B i-0f6c3f8ea3ba2b044 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [4 | !

AR BB B R AR E SR RY
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6: show cluster info

Copyright 2084—2022, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.13.0 (build 198)
Cisco Firepower Threat Defense for AWS v7.3.8 (build 69)

[>
>
[> show cluster info
Cluster res—cluster: On
Interface mode: individual
Cluster Member Limit : 16
This is "123" in state CONTROL_NODE
1D a
Version 9.19(1)
Serial No.: 9AWDHS75AGV
CcCL IP 1.1.1.123
CCL MAC @642 .3261.alde
Module : NGFWwv
Resource : 4 cores / 7680 MB RAM
Last join : ©5:58:46 UTC May 18 223
Last leave: N/A
Other members in the cluster:
Unit "288" in state DATA_NODE
ID 5 gk
Version : 9.19(1)
Serial No.: 9AXO2RCE9INM
CCL IP : 1.1.1.288
CCL MAC : B68B7.abked 4442
Module : NGFWv
Resource : 4 cores / 7680 MB RAM
Last join : ©85:58:47 UTC May 18 2823
Last leave: N/A

£ AWS R F DR B &EE

T AUEARE, W day O FLE, BOEBAETL, BB SRS AT L
fll% AWS B Day0 B &

ST DU [ e e ke . FRAT T A e

£ AWS B9 [El EEC & £ Day0 BL &
It e ERE B B A R S | SR I

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"

I AL EA T A D S |
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B =rawswacymsz v mE

}

Bt
{
"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.4 10.10.55.30", //mandatory user input
"ClusterGroupName": "ftdv-cluster", //mandatory user input
"Geneve": "Yes",
"HealthProbePort": "7777"

}
}

)

AR WUREG GRS B IEE, E MR ECE MR //mandatory user input .

XfT CclSubnetRange 428, 1475 M xxx4 TG IP by . Wi fR 182D 16 A AT H] TR AR
IP Huht. T H T IFE (ip address start) FIZER (ip address end) IP Hulik i) —4E R4,

R 2: FFIRFNEER IP sk

CIDR #TUA IP HhE L5 IP it
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

£ AWS B9 B E X ECE £1)3Z Day0 ic &
TS AT LS H fir & R Am AN BN ERE S | SRR

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

B A= BB ERE R
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"run_config": [comma separated threat defense configuration]

}

W 3% fh £ 19181 88 T 1

LUR 7Rl g O fn a8ty ires Qs — MR E, Forp— DM TR R 1 Geneve £ AT T4
PEBIBERS ) VXLAN #1000 WV, B R AT SR E M — R A .

"AdminPassword": "Sam&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",

"ip address dhcp",

"no shutdown",

"interface TenGigabitEthernet0/1",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy single-arm",

"nameif uturn-ifc",

"vtep-nve 2",

"object network ccl_link",

"range 10.1.90.4 10.1.90.19",
"object-group network cluster group",
"network-object object ccl link",
"nve 2",

"encapsulation geneve",
"source-interface geneve-vtep-ifc",
"nve 1",

"encapsulation vxlan",
"source-interface ccl_ link",
"peer-group cluster group",
"jumbo-frame reservation",

"mtu geneve-vtep-ifc 1806",

"mtu ccl link 1960",

"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"aaa authentication listener http geneve-vtep-ifc port 7777"

\}

B X CCL FMYEH, iEfRE CCL 7™ CIDR 1 IP #uhit, ANEFELREI IP ik, 0], S
B b ¢ 2: JTHRANSE o) TP Hudik o= s

X AWS ISR GURT A 1 B, T IR 2 I8 7 b Ab 1% 1) aaa authentication listener http i I o

| AL EA T A D S |
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AR EHHEBHEENESEER |

FEA b T F 39187 2R TR

AR sl Qe —AMICE, T RAE RO, SR R AR AR AS 7 8 e, LARH
TR HIRERR K VXLAN $2 1o TR, BRI R S0 A ME— R (R

"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [
"cluster interface-mode individual force",
"interface Management0/0",
"management-only",
"nameif management",
"ip address dhcp",
"interface GigabitEthernet0O/0",
"no shutdown",
"nameif outside",
"ip address dhcp",
"interface GigabitEthernetO/1",
"no shutdown",
"nameif inside",
"ip address dhcp",
"interface GigabitEthernet0O/2",
"nve-only cluster",
"nameif ccl_link",
"ip address dhcp",
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"jumbo-frame reservation",
"mtu ccl link 1654",
"object network ccl link",
"range 10.1.90.4 10.1.90.19", //mandatory user input
"object-group network cluster group",
"network-object object ccl link",
"nve 1",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable"
1
}

ST AR HIRE RS M 20 5, AR DT i BCR il (B 161 o BURITEH il G2 5 Mk BE .

N

AR R HIERG B R E, SR E B INER //mandatory user input.

PEEET R
BB L DM TR ARE

AR BB B R AR E SR RY
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UK

SRR A A P SO (082 1 SR Day O G EL A0S 28 S 9 A ARSI 491 - 2 SRASE Y I G B 284y 1 2
(GWLB), WIZGPYAE T iR ARA b 83 T as, WO AN fE BRERGIFAERE > &
FIFMIER Ho, KGR dayo BE.

TR TR 4% DA b 2 1 i1 31 s A o
* AWS W ety - DA - . 2W. N ESRIEE R B .
o AEAHE A EIDHT RS - FOANED - R, W, RS SNSRI RS R B o

HRAE AWS %5 Threat Defense Virtual FITE 215 8, 5SS £ AWS L33 B EF B

B2 FEOPER 1 LIRS BT s A N A A

I3 T BT A R A2 5 11K show cluster info fir & 36 1F & 75 T 15 A3 2SR In A SERY
LB 4 BE AWS W I 4 .

a) g H R4 GWLB.

b) K HArdliE#: 2] GWLB.

iR i GWLB Ao & A ERI I 224520 . i R B0 B A S A IR S A 4 &
c) A IP Huhik ) H AR M B 0 CEREE D
HRVEAME R, 1SR OIEM I 32 .
SIS BB A IR B L. TES RS RN IR B (FahEED 5 27 T,

£ GCP ARE &R AT

A GCP B, T DATahil g, s A SeBIROR B8 Se 4. ) ORI S A
GCP i as AR A 8 i o (Bl R 2 kg5 ikt ds) Bo & ] .

)

AR R T AT O NAT JF BRI 64K 4k

I AL EA T A D S |


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html

z AR EHHEBHEENESEER |
RN

kNNt

Application Subnet '

Management Center Virtual

10.10.13.28 10.10.14.27
@)
10.10.13.4 v 11111111
10.10.13.30 10.10.14.29
LB ‘\0’)* TJ’
e Internet
Application VM (\l

>

<

10.10.13.29 10.10.14.28

application-to-ilb

0.0.0.0/0 > 10.10.13.4 Inbound

_
Outbound

B A R T NS R 3 i . Threat Defense Virtual S22 78 Py 3 FI AR 5 2 i s 2 [A)
Management Center Virtual S| FH 1/ BRAEHE

K B NS I 2 NN S A i g, AR5 1% 5 R 1 4 2K e AL 4 1) Threat Defense
Virtual 28, HE#ET ) Threat Defense Virtual SEFIRN B &5, KR ESWHE RPN VM.

SR E N H B RILE i B S B B N i T g . ARG, T E#EEE R T Threat Defense Virtual
R, ARG RIZTNH LM .
7£ GCP 1 ZR 2 Threat Defense Virtual &£ £ pYik% 2l ik 7 72
EFHERBYERE
PLUR AR 36 T 78 GCP b3k T4 428 Threat Defense Virtual 281 LAE R FE .

2
Download Edit
templates and
1] template
from GitHub v_cluster_function.zip
5 i 7 10
Google Cloud 3 Create Upload the & Deploy ",;pmata 1P 8 Uenzr:;ah;iﬂad:;sses 9 Deploy
Google Cloud ddresses ar cluster function Deploy
(REsE thkF' function source infrastructure ed toTrue In infrastructure cluster
e archive file yaml create VPG A " ‘ template
connetor cluster_function_infra.yami
23 BT =;): 5]
Zs
— N . EENERIN
rd
(1) ZS RSN M GitHub AR S A
L 4
() AL G A S KL
LINZ
|\2/| LA Z 2o

B A= BB ERE R |



= PR B B R AT B SRR

#E GCP %3 Threat Defense Virtual 2 2¢t0sszlinniz ]

TiE=18) TR
3 Google =& B4 GCP 7%
(2) A EHL 1% Google Cloud BRI A7 #4 3 A ftdv_cluster_function.zip.
Noid
5 Google =1 & A% Google BEIEAEFI AT
6 Google =& % infrastructure.yaml.
7 Google = P& R R IP Huht, TG VPC iE#E4.
8 Google V& Qo R AN TP Mk, TE57E cluster_function_infra.yaml /1
s deployWithExternal IP % & & True.
9 Google =& 0B R T ) B At B AR
10 Google =& BB AR
FEhEtE
LUR AR 3L T 7E GCP T3l % Threat Defense Virtual £ ¥ TAERTE.
1 Create
day 0
Local Host configuration
script
Create 3 4 Create Create Network 6 Create
Google Cloud Instance template Configure five Instance » load balancers and —— firewall rules for
aliony using 1 interfaces —* goupand attach Network
day 0 _ attach to instance group load balancers
configuration instance template
|
7 Clreate 8
Management Access Rules Cjndtdm\
center H(-.‘a“:'\ULhECk Node
traffic
TiE=id) TR'R
(1) A H L A GCP @) Day0 AL
\\ -/-'
5 Google = V& 4§ Day 0 [t & 1) g S AR -
3 Google = V& [
4 Google = V& B S ZH I B 0 SIS

AL EA T A D S |
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B ==
TiE=18) PR
5 Google V& Gk NLB Bt n 20 52451 41
6 Google = & Gl NLB [1JB7 K BRI .
(7) B IS AT IR GO B 0 5 1 U7 e) R
(8) P E L IR IR R

=R

PR 25 H B AT 76 GitHub H3RE . SEU{E S EMR P45 H NS A HAEA T B,
o RV R AR B AR - deploy_ngfw_cluster_yaml
* ML E MR B - deploy ngfw_cluster.yaml

{5 AL ISR 7E GCP N E L I4E

A8 SEGIREARAE GCP Hh 338 L9 4

FIAZHl
* ffiH Google Cloud Shell HEAT#E . 8, &0 LAZEAFAT macOS/Linux/Windows T &AL A% H]
Google SDK.

o BARVFEME B8 M B OE N, SR EEE O — AN B EEARH , E&HET
PI{#F REST API. 525 (Cisco Secure Firewall Management Center & PRI ) »

o EFF ORI S % AE cluster_function_infrauyaml i 5 1 5 44 FRUCEC 15 0] S0

UK

FIE1 KRR GitHub T8 3 AH 32,
SIE2 AT resourceNamePrefix 240 (40 ngfwvels) FIIHADR BT R B9 H F Sk 4w 4

infrastructureyaml. cluster_function_infra.yaml F1 deploy_ngfw_cluster.yaml.

WA, GitHub 1) east-west #1 north-south SCA 1 #f47—4> deploy_ngfw_cluster.yaml SCf. HR 4
TSR B B AR .

$IR3  TH Google Cloud Shell G-, LA AL Google z= bR EF 4744 SCF ftdv_cluster_function.zip.
gsutil mb --pap enforced gs.//resourceNamePrefix-ftdv-cluster-bucket/

B A= BB ERE R


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp

AHTPHEMBEEIE R E KR

zece mxmnEss [

A AL 1) resourceNamePrefix 45 2 5 #45£F cluster_function_infra.yaml #1455 (1) resourceNamePrefix
AR R UL .
h BRIt ) A — AR AT

il

zip -j ftdv cluster function.zip ./cluster-function/*

AT Z HI B Y Google YiAFAY .

gsutil cp ftdv_cluster_function.zip gs:.//resourceNamePrefix-ftdv-cluster-bucket/

P AT 1) AL VR

gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
WA e TP Mk, WEHAT LR DR

a) ffif] Threat Defense Virtual 45 ¥ VPC 2K )3 s FI B E & FE L,

b) G VPC &E#:2s, LUEHR Google Cloud LhE S Threat Defense Virtual & B VPC iE4% .
gcloud compute networ ks vpc-access Connector s cr eate vpc-connector-name --r egion us-centrall
--subnet resourceNamePrefix-ftdv-mgmt-subnet28

A B RO AH X T Threat Defense Virtual s&328F2, FF H. Threat Defense Virtual 75 24 1P Huhil,
T HIRLE cluster_function_infra.yaml ## deployWithExternallP % '& 4 True.

BB AR D e LAl B o

gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml
HIEC

1 xS FAb-r R

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. RFA-IUH A R

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml

£ GCP RFshafE &R

BTHMELERE, THHES day0 BLE, MEERENIT AL ARJERRFEHIT RS IR L.

71 GCP €113 Day0 EC &

TmT LU F ] 5 e e A g G E

AL EA T A D S |



B &5 ocr wEEERE R0 Day0 BB

£ GCP By [EERC E K3 Day0 AL &

I 5 O B 7R AR AR 5 SRR P L

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Cluster": {

"CclSubnetRange": "ip address start
"ClusterGroupName": "cluster name"
}
}
LR
{
"AdminPassword": "DeanWlncheS$Ster",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253",
"ClusterGroupName": "ftdv-cluster"

}

\)

AR EHHEBHEENESEER |

ip_address end",

//mandatory user input
//mandatory user input

AR R BRI B ECE, SRR E P IES //mandatory user input.

THERL, X T CclSubnetRange 42, ANBEAEH] 7~ P KRS AS TP Hhib MG P AN TP kit A7 K R4
R, WEZ M IPva 7R OR B TP Huhk. AAERIG A 16 DATHI TSR IP ik, Fifigath 7T

SEANGE S TP M) —Le 7R 4]

&R 3 FFIATNLE R IP HpHE R

CIDR LA IP it 53R IP ik
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

B A= BB ERE R


https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
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£ GCP BB EXECE R I Dayd L &
TS AT LS H] fir & R Am A BN ERE S | SR E .

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

DUR 2 SRR R BRI B A0 S5 A B 1L R ORI LGB o TR, B
i SR EME (KRR

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",

"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl link",

"range 10.1.90.2 10.1.90.17",
"object-group network cluster group",
"network-object object ccl link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster group",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu outside 1400",

"mtu inside 1400"

AL EA T A D S |
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FHMBEHTS

\)

AR TR IR AN S, R TR L (R 16D o BOKHIVEHE AT AR g .

FHMEEHT A

PR R, DMEEADERSERE. AT GCP _LIEERE, EAREMH] 4 vCPU HLA28L. 4 vCPU HL
TR 4 MR, HATE 5 MEH . SR AR D MPLE A, FIin c2-standard-8 .

UK

HIE1 i day 0 il & (#E TR (Metadata) > BEMRIZS (Startup Script) #5700 GIdHA 5 LS
BIRERR: AP, 0. A FE. ST AE B R K o

% 2% Cisco Secure Firewall Threat Defense Virtual A [ 7355 .

WIR2 QIEESEEIA, SRS BN SE AR .

WIE3 A GCP W% 738 ey (R EBFIANEED » AR B Insefil 4l

LB A N GCP WM& Gk Il as, ARVFER B B 2 5 h T IZ IR OUS £ . 15 S0 Ui GCP
W9 2 BRI SR AT I AT IR DU A L 2 26 L

WIS R4 S N E] Management Center. 15 Z PR AEREA N2 B0 CTAIERED 565 27 Ui,

) N e = |~ Y & a/ i el Gl [ AR A\

FLIFXS GCP M 4% S1 & s i TIEITIR AR E
Google Cloud R #&HLE TR GUKT 7Y, DARH 2 S5 i A 75 0 I8 5 A i 18
i Z i https://cloud.google.com/load-balancing/docs/health-checks, LA{§ Ay X 4% 61 28 34 15 % 61 2 By <k B
R SRJE, e RO eI Uy RN L e Vs AT RO A i . A R N a e, 15210
https://cloud.google.com/load-balancing/docs/health-check-concepts. 52 [ 7 ] 42 I AL o
I TFENCE ST NAT N, DAER IS A7 RGOS 2 i i 8 1) 207 T 169.254.169.254 [1) Google
TCHAE RS . THS I E S AT 5 NAT.

k-7 NAT LRI ECE

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH

host <ILB IP>
object network ELB-NORTH

B A= BB ERE R |


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg.html
https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts
management-center-device-config-72_chapter38.pdf#nameddest=unique_403
management-center-device-config-72_chapter18.pdf#nameddest=unique_404
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host <ELB IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ngfwv-cls
Enter Description

Rules

e Y Fiter Rules

~ NAT Rules Before
£ GCPHC T ILB-SOUTH

© 6eP-He f ELB-NORTH

77 NAT FL R E &

source dynamic GCP-HC ILB-East destination static ILB-East Metadata

nat (inside,outside)
source dynamic GCP-HC ILB-West destination static ILB-West Metadata

nat (outside,outside)

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ftdv-cluster

Enter Deseript

Rules

e Y Fiter Rules

' NAT Rules Before

Oy nside outside © GOP-HG G ILB-Eest By 1LB-East Ry Metadota Ons:false
LB Health Check NAT ruls

£ GOP-HG B IL5-West By IL5-West By Metadata

REERmMEIEE SO (FIFE)

R TS THRRE, TR R SR I 2 B AR o W R TIRERR, WA 2 B 3hik:

W3] A B AL,
R P (BE s Eaaryl I ETIIN= B2 VU= 2 WSS PiL alll R S R (LR S 5 A

FHIa Z |l

o T SRR A L T I AT AR, A RN SRR N2 A B o I N AS AR S 4 1l
HG. {8 BB A show cluster info 4.
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HIB1 7E EEAL T, PR &% (Devices) > & EIE (Device Management), SR 5 EF AN (Add) > ik
% (Add Device) DL HIE HL 1P SRAS A0 1% 4% o

7RI &
Add Device o

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

a)  AE EHN FBCR, BRI P ksl LA .
EARGTT LIS IR AT AR .70, (ELBRATTEE ORI i o o 4% AR e (L RE

WERAE B A& BB T T NAT ID, AT REANGE S AL 7Bl A RS S, S FINAT
EER

B A= BB ERE R
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2)
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AHTPHEMBEEIE R E KR

weranngeas Fass N

£ BRARR T, AR B RO BRI R T A AR

VRS 7R BARANE T TR EOGE T 2548 P s . S0nT LR e SE SO At B i 0 1) 44
PRAERAE SR A4 K

fESERREEH (Registration Key) FBET, I ALE B BB FF A T 6T 3303
S A L.

TEZIE T, T AT A 4, LA AR

IR BRI B, B E SR INE A ISR, T AT
A L B

T 458 A A 48

P IS SRR LAV I B A, SRR — A7

GRS, (LG REA SN . T LR AR 7 32 15 S S

‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

RPN 209 A& VAl

R A A R T NAT ID, 1§ BTSRRI, JHEME— NAT ID FB b AN A
[l NAT ID.

Ve AR E R B 5 IR AT DL ARV E R A B B AR B A P

BRUAEOLR, ST S o W R S TR S ik & TIPS B, Snort 25 A, WA HAE
el SR L A b Ak 2 B R BE TR . i SRAR ] e T, AR I A S E
B, ANRIEEAR A E .

riili Register.

B SN IR IR T, B T A R WS R M, WA S
ISINAERE . WERAEREARIZ AT BAEAE SLAE R ) B, A R . FERX PG, AT
R F B IR

LR &% > RFEIB N b RBITEN T EGEER%.
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[ 8: SRRFEE

. fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Detault AC Policy
172.16.0.50 - Routed

A 172.16.0.51 Snort 3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51 - Route

AT IEAEE M R 2% 2 W g A
& 9: 5 &M

M ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

a?Z.‘IS.D,S‘I Snort 3
72.16.0.51 louted

T LB R B BRSO R SR I A B I O o A B APy SRR BT
Wi SECET “AEREEM ATSS . WA B TCVETEN, WS AR A, 3 34 UG

Deploy Q, Ge %+ @ adminv

Deployments Upgrades @ Health Tasks (D Show Notifications
3 total 0 running 3 success 0 warnings 0 failures ‘ Filter

© 10.10.1.12 Deployment to device successful

© 10.10.1.13 Deployment to device successful

©@ TD_Cluster Deployment to device successful

TR 2 E AR RE () RUERERERE.
KB E T LN T AR, NG TR T A Bildn, vy DUSE SRR A 1K s 247,
H R RERC B BN

T3 (L IRE > IRFEE > &8 Jisi L, TLEE B8, IFANE. RN BTIOR B

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

| 1010113 - \
‘ General s27 | ‘ System - Ye ‘
|

VIO SHE S Rl
© BH > BRI AT IR (4D SRR LR AR

B A= BB ERE R
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster
Transfer s
Packets:

Status:

Control: 10.10.1.13

Cluster Live

Status: ey

R BLE BFR T B

General (2]

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel m

« BH > EERBRT AL EFERRTS BEECRITIT SRR XHEHE.
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B semnmagmss Fans

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
Name: @ TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13

Cluster Live @
Status:

AT/ SRBPRZS MUEHE P el W98 DL EDEE MR Hc

Cluster Status (2 Nodes) ? %

Status Device Name Unit Name Chassis URL

In Sync. 10.89.5.20 unit=1-1 https://firepower-9300.c...

In Sync. 10.89.5.21 unit-1-2 https://firepower-9300.c...
Dated: 14 Jan 2020 | 01:51:51 | OK | | Reconcile

* YFANE- i dREE (4D TRCE VI IERAL.

FERA (£ IRE > FEE > RE L, WA EIT IR R s AR T AR R PG EL LR R
« B> BB A WIE () TEEERERUL BoR AR

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

B A= BB ERE R
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WIFBLE AR 7B

General (7]

Name: 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

© B > FA-WURAE BB E P T A B TP Mk, WA A B by R DT CET bk DU
BRIP HuhEy ) 2 BB gl BIR D EAL ks

Management @:3

Host: 10.89.5.20

Status: v

AR ERHIRREZ AT, W2 R A

AL EA T A D S |
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B =snos

UK

HIB 0 TEAAH N4, HEFEE (Devices) > I8 &£ &2 (DeviceManagement), fiili % () , AR5
EPEE T s & Ef (Disable Node Clustering).

W2 HINEAE T al FAE AR .
T AR IR % (Devices) > 1% & &8 (Device Management) 71t (35 &S50 Bor (B
([Disabled]).

SR 3 JOH A R, WS TORIAERE , 5 34 Ut

i
/I;

D

BEFMAEE
AR MEERE R IER 1A R (Bl T B ER K 1D, BGE W R T s A AR, AT 5)
REILEDHINNSERE . ORERE Tl ok, PR alED PN o A7 DGTT AR rb I3 e 1) Ji LT () B
ZRE, WSHEFIMALER . 2 45 U0,
g2

BT N T EEFEENRA, L% (Devices) > & &1 (Device Management), i B (D) ,
G kR B T = % 8% (Enable Node Clustering).

TR 2 N EAE R BRI ARR

AR R

USRI R RN, DR SR A DA B 4 N BE A5 b 2 A B L B, Bl 1Y A A B
ety FH A A 14 45 T IV R IR 0 T

i

S EPFEN IRE > REEE>ES (O, RNk EREEEDRA AT IT ERRTS AT,
P2 filithiB£ER (Reconcile All).

B A= BB ERE R
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10: thiE £ 50
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G .0\ Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021
HIRAERCRES A B, S mEERE, 436 1.

MiER GESH) ST R EMBFEE SO

T DU B Bl IO MR AR, AT ARG ORI AL . RO B RE S I 28T 10 A B L,
T v i 1 IO AR -

ROETT UM A B ARy HUFE M, AN T TR R Y e BURAZY A S B AE A E O
L HESREER 7, I HEagksbidiie, HRRERO IR . BICEBUHE N
TR AL WUERTCVE PR BE AL 1 05, T RE Ay SR SUGI M (AR BE
HEREHBRIN AT SR S R (R — 0

B TE R AE
o SUIWT B E O RIZ AR 8 (4 T AT 8
« MIRZEIR (Device Management) UL T MR AL HE
o QR 6 0 SR IIC 7 0 A5 A NTP A B B0 20 [R], DK SRR IR ] Al o ] 7 B
s AMCERIFAAL, DUEARREGRSE AL B &
NAT H1 VPN, ACL Z5 5 UL K4 TG B AR R AN

AL EA T A D S |



AR EHHEBHEENESEER |
| S

R ST M 2 ) A [ PR B o o S SO B B, DRI AR RS AE 1% n s 1L AL B, 4R
FERCEAR OREF AL, DA AT ORI D — ARSI . Jn] AR N e #3605 [ 2 i s, (H
WAZRAETE I JE FHT B Y AR S, SR AE A BRI AR

FHia Z |l

PRI FE 5 2 CLI — A9 1A 5 i BURR

UK

HIE1 LR (Devices) > IR Z B (Device Management), S ERE T AN BS () , RIGEEEMBE
(Delete).

IR 2 RESTREMBRER ST AL Sdi2 (Yes).

IR 3 ] DU R b AN R 5L S 00 A B B A AR SRR M B 1) CEARTRIED R L
a) JERR|ANERET S CLI, FEE] configure manager add 4 Sl PR I B R
b) %EFI&F (Devices) > & FETE (Device Management), X5 A iRINI& & (Add Device).

R R AN R )R I B, SRR (] AL AR R

P4 EHHRINCMBREIS S, SRR T, 5 34 T

T LAAE B B RL R BPM A CLL b M5t

o SEBHIR7S (Cluster Status) XFifi#E, Tl i%& & (Devices) > & &I (Device Management) > &
% (O KhraiIEE (Devices) > & &8 (Device Management) > 8% (Cluster) T > ##
(General) X ik > B ELATIRZS (Cluster Live Status) #4541 TT.

B A= BB ERE R
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11: £ BT

Cluster Status

Overall Status: =l Cluster has all nodes in sync

MNodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control

> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

FEHIT 1A — R R i B TR R %

ERER D IRZS BAE LIRS

wren i

Refresh Q. Enter node name
Unit Name Chassis URL
172.16.0.50 N/A
172.16.0.51 N/A

Close

* IEFE[AZY (In Sync.) - 15 sl & ) & B PO V.

* fFAEIEE I (Pending Registration) - 15 RUE AR FE —B 45, (HMGA 0] B E b0 vl Wi
W AVEM R, AT AR B (Reconcile All) BLEE IR

« B O 25 H (Clustering is disabled) - 17T ) O JEME, (H BRI ARE SISO -
WA TSEON J5 RS AR S, SRR B IR R, Bl T DL IR 15 e

o “UEFEIAEERE..” (Joining cluster...) - 17 SIELENIANUAR LGRS, HMRTERIMAN . #

FAGLEIMAEERE A ) A5 B O T

FFRANT AL, B LU AEHBE (Summary) ok 2185 (History).

AL EA T A D S |
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B e

122: TR E

Status Device Name Unit Name Chassis URL

D

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

B 13 Tafeiex

Status Device Name Unit Name Chassis URL
ot
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER

Event: Cluster new slave enrollment hold for app 1 is relea...

05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER

Event: Cluster new slave enrollment is on hold for app 1 fo...

c R (3 >FE V.
£55 (Tasks) TS AEEEATT SEM S T “4EEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETTBEAG AR I L FARRE , SnT LAE BB A 1 R, B0 TP ik 55 g o HeAf (A 2
Ko XEFATAEE M A, AT BN b

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

LAHBANMERR RS b5 B, 755 show cluster T4«
* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |

health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cpj]

HEERME L, WM show cluster info iy <.

TR &R

FT} 9% threat defense virtual B8, iEHATUL NI,

B A= BB ERE R
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UK

PR K HIRWAG A AL 2 = R A7 it
IR 2 A SEHE 1) H ARG RR AR S SR 1Y) 25 SRR
a) 8 H FRBIG AR AR SR ) g S AR AR (1 i A
b) REHT O AR B n 1 AR R A9 4
IR 3 K HERWAG AT, FAL 3] B 3.
IR 4 BT RN ERPAT R A
LIRS DT R A S, TP 2T .
W6 FHL & IRTHR MR
PR WITHRER G, L SRR
TH G, SEBI 7415 F UUID A8 4k .
iR o AR MNE AL B SR, ERORAE T B8 A B B B Threat Defense
Virtual % % &AM 1EB#E Auto Scaling 28 . ZPTIEIX RGN A4, 1 E] AWS
FhlG, s Bshi R4 (Auto scaling group) -> S ZkECE (Advanced
configurations), AR5 IS PIRDUE & FIE A IE B R . THRGERUS, IR
FEHRECE (Advanced configurations) Jf MR T8 45 LR, LUK ILZ AR EEA
FESE4
« WHUK AWS EICE AT EEE RO TR BIRN T RCAS, SRS 1) B3 AR, WBHr
TR R E L RATIRA AR BAMEF A . K5, BN E B b O F 3
AT TR EMEAME P RS o
i, el LN E N AN T B¥%A Day 0 it B 357 Threat Defense Virtual S5
PRI Amazon R (AMI). EERAEHSEA T AT L AML. 3§ FEER BRI
AR H 1 SR BAT AN P RCAS

\

SRS E
A AT A TR RN B«
B BEAEI TN REFNRE 62

P73 BB 18 D REANSZ BRME SCHE, IRAT IR DU REDUAE T et L3230 o LA RE W] BEXT Wiy 1 Af
fEFHRLE T .

A FFRIThREFIRFER
LU R IOREAE R IS RE I UL T VAR, MKy & S Midid

I AL EA T A D S |
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AR EHHEBHEENESEER |

AR ENEEREA TN FlexConfig Thig (441 WCCP &)

FlexConfig foVFM4HC E & HL A0y GUI FRARAEAEINTF S ASA Thifi

W2 (ASAHMERERCETR ) .
. 15 [ FlexConfig T .

* TN VPN (SSL VPN #ll IPsec VPN)

* DHCP %/ i M55 AL, SZRF DHCP 4k
* JEFUBEIEHZ 1 (VTIs)

o e A

o B AU B AT

* FMC UCAPL/CC #:{

SERFEPILTIRE
UL T DB (R A A, B .

\)

AR GErP I BE MU A B 1Y U I S TR B e B B4 Y

D SRAE T PRI A DI RE, U2 S0 R SR vh D BE VR L P i B AP R e, AR FRREZ TR U2
NEEFIIRE; WORAAEBENE DL, %R R R A& [ Y s

XHER A DIRENT T, WCRIE Y mUR A, AT RO T, i b B B (42 A4 B T

HESLER .

\)

AR EAEWE LRI TP FlexConfig ZhRE (Il RADIUS £ , 1520 (ASA & H#EAE
i B 45 ) o FlexConfig fOVFASHC'E & H 0 GUI FAAEAEIVFE ASA DifE. 15 i FlexConfig 5

W

o LU Y A
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH
* SQLNET

* SUNRPC

B A= BB ERE R
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B} TrustSec FH&EEf .

* TFTP

* XDMCP

o AR A

E %l TrustSec FAEEEE

AR S22 2 bRl (SGT)(EE . ARG, W sk SGT I 78 208 17 i, i 45 siv LA
TR 22 S0 SGT it UAC ¥ sk

R PR SRAE L PR A B S o AT AT MR R S AL VT SRRV R 1 7 Eede (. TR
RS, AEERME T IO A MR PR AT REAN 2 M A% PR AR S . A SRR T4 5 I T 8 AT RE o
i SAIAS BV A PR e NI, AE S i (AR R, A5 s B 1) 110 58T

TS G FAEEBF
FERRSLAR BT, R AN T (R 238 4T s, FLREAS Y S AR 1
[ 14: 303 OHEA T B shAS IR

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

w
2]
[22]
o
[+3]
(8}

Router B

| AL EA T A D S |
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B remss

7 LA, Bias A SRANE 4 LSRRI S R 2 B, HARAHELN — . ECMP T
TEIX 4 4540 2 M AT S a3 s . A5 N5 05 78 S AN 2l A I, A PR A R 6 fh 2%
ID.

REAL 0N i 4% 1D OB AR, AERES Y R A R 2% 1D

FTP fR&E &

© W SR FTP K0l TR 7 A T it phy AN R (KO SRR B3 A7 DA L P A7 4 25 PR I B
B A3 B A BT O OB s WA . (HU, A R EET NSzl o A 8 OF B
TR, WA HORFFA TR IR 2R 2 B I A 2 BT

NAT FO&Ef
X NAT Hig, 520 LR R,

NAT 7] BE2 SE MR M A o NS AN 3t NAT Bod 40 m] 4 A2 26 SR RE R [F) (0 i 48, A
R I FE T TP Ml R 1, NAT 23 S EUN 08 H b 2o 0 2 AN R 1) 1P kil A/ 8l
Mo E A 2IA IR NAT B & 1 BB, S SR flst kit R 2 E ¥, SR
PR AR R R R R, BCT SNSRI BT R R R, A NAT BT 4 i
] BEAN S MR 22 4 R0 SR R 1 45 O B B e i

IR B A NAT, 1558 L0 e

o AMERIREL ARP - %) TRGTH T, 120 g Wit (st ik S J6ACRE ARP 520 ) LATs 1B 4T %
AR CAATEAERE P ASA TREFXAFEIC AR . X T4 1) TARTE 1P sudik p s sk, et
T i S AR B o B 0 SR B (Y PBR.

* PAT M]3 N HRIME - 152 BZ DD RE I LA T AEI -

o BEENUBCRHUE BRBD A AR, T2 AN TR Rl DI, fERE MUK
VRGN EO 1R 3 AN R, WUERAEAEE 3 Y sl _EXR A BN LIRS
AT, AT LA RC 3 AN P, RN

o FESRATRE LN KR BRI, 530t A48 01 B )i VAR AN AR I

o AR HEAT RN PAT REMMETS O PAT St 4B i 1P MBhEJE D, 2 S BRI A3
IS AT A i ) B A T 8470 348 SR A oA RS R AT A i T SR M RE D BE IR A7
e MG INTE PAT ), FUR B TAESR R Y R 2 18] 7 POt DR AT 8 07 35 1 (A i
T

o FESRREFERAE IS, ANBEE A SRR/ R R P BRI B, BiR
ANA AR R E BB, BT DN R AT B BC U -7 Bk B K L
WAHSG RO AT e e e R0, R mT USE OB R/ I 00T G e e 2 e R

o X shA PAT 1 F NAT jh b 43 Tie - FC & PAT i, SRRt b R4S TP Huhk) 2 Hyoi B,
BRINIEDL R, AN ERER S 512 Aot 1, (E S s R B u), D B i . X e
SERE &AL (A3 43 L, DRIMRE/N T R AT — AN B AN HOR Y. PAT i R 534 TP b
Bl PRI, AE—/NERER PAT Jthrml DU DA — > 1P Mk, 08 DASCRERE TN 1) PAT

B A= BB ERE R
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SIP 1l FO S 8%

SNMP Fng&E5f

sip ezt [

YERERCITT . i I HRE 25 R 1 YE EA 1024-65535, FRAEMSTE PAT th NAT 0] o g & % 0k 1
DL S B R 1 1-1023,

o TEZASHUN B S A0 H] PAT it - 2275 22 2 M A Y [R]— PAT v, DA 2503 R ) v f 2 1 3k
Peo WALERTA MR AE R B 11, B AERTA ] “ATR” B2l o ANBELERUN iR
HAHR e R “ATR” B0, BRG] GETCIEA IR [P S A 1 e iy s AT U .
B MR FH ME— P PAT Jitb 2 B vl SE 10 7 6

o AMEH A - SEBEASSCFF PAT b4 1),
o TP FE PAT - S SZF & PAT.

o PEHIT VR PB4 NAT Hedfle - 42100 i O B R O F S BB 19 e 88l 1y i B 22
ZAS NAT MEHIF HAHATER DI, kel SR N s s . B A it sk

o I I xlate - ERFTA LI xlate S RE A BT Rk, 25 IS TR) 4R AT BE 2380 25 B I
5o 23 R T 2 TR BB INE (refent 2 0) , MR xlate i,

© X B A AN S PAT:
* FTP

* RSH
* SQLNET
* TFTP

* XDMCP
* SIP

o WA K NAT M) GEIE—J54%) , WAl A 4% CLI 1) asp rule-engine
transactional-commit nat iy 4 i FH 53 AR A0, 1 AT RE VA I AN SRR .

FERIR AT AEAEAT Y rl LR (i T8, EI Bl i 6 TR — 9 mi L.

SNMP ARBLZ SIS W LA TP kA R A B B . REEAE AR A (0 5 P s

T8 AR 2 A8 AR My b i g JF R AR TP Ml EAT SNMP #8115t SNMP AR EFS 1) 424 1P Huhik,
VU 224 326 245 BT B TR A, ORE B2 T AR AR TR R

{EH SNMPv3 BEATERRERS, W RIS AEWI AR AR AE I B IS DT AR BT £, W SNMPV3 HH P ASE
TIELHTY A G ZUIBR F  FEES N, AR5 R CE I, DA P A BT A

AL EA T A D S |
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B ms5azmnen

R HEFERT

< R IR RSB A QRS HEHE .. ST URE H ARl RN RERSH
AT B RS, 7 BE A AR R B [F] (R e 4 1D il AR R B A 15 A4 ST AL 22 341
MBCE . AR H AR B 0 A BN AR B4 1D, BT Y s A AR 4 H A S A2
ARk E AR M%%B%ﬂi&ﬁﬁﬁ%%ﬁ%#ﬁ%&ﬁ*%%mA%mﬁ%%ﬁﬁ
B ID, RGEHEH S A Lok AR A

VPN Fo&2f
ul s B VPN R IAE ;. HATHEHIT S S0FF VPN I

\)

AR AR RN VPN,

VPN DJREA BRI A, HUORRE R AR RER mnl PR RE . 0 Sy R A s, g ol
ff] VPN EREHCK I E, VPN PO BIARSS k. B BB 45 by s, 2 J5 9 87 VPN 3%
.

XFAfH PBR 5t ECMP I 587 82 D&+, SO in 268 H: 3| R4 1P Huhb iy JE A o bk .

L5 VPN HH IR BATIE e ke B2 2 B A7 45 5o

MEREIRE R AN
V5 WA AL R, T T BUA S 80%% AL & R LIS S T

Bihn, WRE R AL S RIS TIN AT DLAREE K2 10 Gbps [V, WX 8 G B A& MR, R4l
G EZh 80 Gbps (8 5 7% x 10 Gbps) 1] 80%: 64 Gbps.

At R eN =it

&SRR U Sis ti T ST R MR Gl IR
L o0 s AR (B (OB ORI TR IR I, B 3 B H DML SR

2. BAE S B AT AT Al i 25 A2 Wi Ak 283 K s AUSERBCEAE 1A 100 2 18], JLr 1 4w
W R

3. WUERFEAT KA 45 PR AR ) — DN ALY RN, A o R 4 Y

\}

AR WCRZAT RUFSIPA SR AU S g, W SRR A PR 81 ik s e

4. WERAT ARG MA A LR Znaeme, EA S Ash ORI Rl BV SRR N
PEHITT L, BRAREEIEWIN, BRI S b BB IR 7 Y R

B A= BB ERE R
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eunwsThr 1

5. fE “RN” Wpsrh, A AR NS AN, R R e s S R A, I
R0 Bt Y AR

Y

AR AT LAT B RSO P AL RHEETRIIRETT . R S S A T R I
T TR A ZBAE T BP0 Y B BT g 1%

SETHSAAMN

SERFIE L WY AN D I A IR BOFAE Y R 2 T R A RS R G T A

TR TR B4R
BT U I AR B 5 ) AR R ORI Do BRI o S SRR s A v P ) ST PR
AR 5 S R T keepalive Lo K (0 ARG L, D2 00 o 2 SRR o N3 i ot 1
o QRSB T SOR P MmUY R ISR AP

SR o DL D 8 A 1T A DR DA 4 o S B Bt 1 TG e B A P TR B AT T e, SRR e
HEN “R%7 Syt SerP R IR T R R A RPN e B, SR b SR N R
el Ty 4 S & O U EVAS VA RTIEI A GEAT HIRRNSR BN S A | SR AT Wk €/ kSN G L P VAT A DR D
Rk B QR ROFR R A CIERE . TR, ERXMEL T, AR RGR T RES R, KR
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