[ A ETnAb I8 25

LA R 2 0 P T2 A PR K FLC i

o N EWAEEEER T A, BB 1T

o N ETIAC PSS I VFATIE SR , B2 T
o N FH 2 PUA R A% B EOR R A5 A5, B 2 L
* DCE/RPC FilAb#i4s , 552 71

* DNS TAbEESS , 55 13 1T

* FTP/Telnet fi#t4s , 25 17 UL

* HTTP K fr PiAbEELS , 28 24 1L

* Sun RPC TiiAb PSS , 25 39 UL

* SIP TiALHESS , 25 41 10

* GTP iAbFEZS , 5 46 1L

* IMAP FiALFEZE , 55 48 T

* POP THALEESS , 2 51 0T

* SMTP FiiAb# 8% , 25 54 11

* SSH THALEESS , 25 59 7T

« SSL THALFESS , 25 63 1L

L A B Ab T8 28 15 )
A\

B W IE T Snort 2 TRALEESS . 5% Snort 3 B ARHIE R, EZH
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I NAZ R S S B SR T I FAL B AR I, R Ge e A A FE e B, RIS LA 9 4% 23 A7 5K
WS 190 208 1 T DR B AR PR o

THERL KZEUEOUT, BRARFENAR SR R I BE P FUAR 2R s U, 7 WAL RS AN 2 A

Rz F R TR AL T2 25 BY 7 AT IEZE 0K

BB BA 1 3 T E
IPS

ZHFATE
T

Bz BT AL IR sg Y ok AN & 55 1

X

=

=
e din

SCFEFRYSE
&

RRft
< ER

* MR LD (Intrusion Admin)

DCE/RPC FiilIHE 25
A\

IR @ H T Snort 2 THAL S . A 5% Snort 3 R A A G R, 1S

https://www.cisco.com/go/snort3-inspectors.

DCE/RPC W BUEAN ] I 26 AL (W3 RE o] DUGRAE R — AL E— R T I8 AE o XSO () il {5 — Mo

i TCP 1 UDP 7& FHLZ 845, ¢ TCP 4%, DCE/RPC 1] DLtk —5 B3 4F Windows IR %528
H B (SMB) P B Samba H'; Samba J& —F7E 1 Windows FI2E{L UNIX 825 {EL Linux #:/E R 441
JRPR A PR T F T ERE AL AS I TR SMB SEFL. b4k, 4% (1) Windows 1S Web JIx 45 #% 1] Gefd
F 1IS RPC over HTTP, J&#& il ik B ki X3 TCP {44 DCE/RPC it 4 it/ A1 Uil A5 o
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AR, X DCE/RPC FiACEE #3126 ORI 4 156 B .45 DCE/RPC ) Microsoft SZE (X FR A MSRPC) ;
X SMB 326 TiUAI D RE ¥ 338 B9 M SMB 1 Samba.

H AR KL H DCE/RPC Jii i BIAE 5T % DCE/RPC 45 2% (SZbr Ll RE & M 4% Li24T Windows X,
Samba [FATA AL 1) DCE/RPC & F i sk o, ARAE IR 4528 w3 ot ] 58 H I« DCE/RPC il
Ab BRS¢/ TCP. UDP A1 SMB 1% (Cu$5 48 HI 4% 1 RPC over HTTP [#) TCP %4 DCE/RPC)
W) DCE/RPC i KN o I FALBE2$/> B DCE/RPC ki i 34001 DCE/RPC i & i S 847 4
RIERER A . &R HT SMB AU 3 I A I 575 SMB AT 4 Flb R A .

B4 TP 43 T2 FUAL BE 22 A1) TP 43 7 FEZH A0 TCP B it Tikh 3 28 TE 4442 111 TCP et i LA,
DCE/RPC TiiAb 3 #5148 22K SMB 73 Bt #4131 DCE/RPC 43 Jy 841,

# )i, DCE/RPC TiALH 2525374k DCE/RPC Wi, LALHEN ] 5|43k 4 T Ab T

Jo & A0 ) 4% B9 DCE/RPC i =

DCE/RPC i & & Wi A AN [l i) DCE/RPC B3 %6 (PDU) 22—
T [5)7% %89 DCE/RPC PDU 1143

DCE/RPC TiiAbBE#%7F TCP. SMB H1 RPC over HTTP 1% 4% 1l [fi [ 3% 4% DCE/RPC.
Fci%E$% DCE/RPC PDU 1%

DCE/RPC TiAb ¥ #4575 UDP &% i Il G % #% DCE/RPC.

X Fh DCE/RPC PDU 3 B B R SR AV H R Ik o 50, 1] 0] 242 1¥) DCE/RPC (14 Sk K B e
WA 24 4T, TMIJGIE: DCE/RPC HIHRSL K 2 o0 80 7715, BbAl, 43 Froi&#: DCE/RPC (¥ 1Ffff
53 B P AN e I O AL S AR B, Ty 42008 I JCE#: DCE/RPC HRCKE IR (IR IE; ML 2, A&k
P SCRT AR 1 17 3% 4% DCE/RPC 70 7 FE IE A . DCE/RPC THAL B 2545 FHax S ik A FLAd s w2 B
I R 3K PR O SOR: T A7 AE S8 A e R, XA T R R T4, ARG PRI AL
peEalpI WG] %

FE B T DCE/RPC Fikb BEZS F4h i A [Rl A% i kb B DCE/RPC it f2: 11 2

Connection-oriented DCE/RPC

TGP Port 135

| P ITCF‘ ﬁ'jomectim—orlemed DCE/RPC | |_|

SMB Port 139 or 445

| P |TCP Feia|os|sma [Connechon-orienled DCE/RPC [ | [ | [

Connectionless DCE/RFC
UubDpP Port 135

| P |L.IDF’ |c:nnnactionless DCE/RPC [ | |

jeral=cil

= DCE/RPC preprocessor slarts decoding
X B, BT RN ILAL:
* TV TCP 5 UDP it 11 135 35 TCP #1 UDP 4&%if¥] DCE/RPC %t .
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* K K114 RPC over HTTP.

¥+ RPC over HTTP, [f [ %4 DCE/RPC 7£ 5% HTTP #) 45 ¥ & 74 ji BB TCP 4£4 (dn
R .

* DCE/RPC AL BE 4% % B2 0@ FH T NetBIOS 2316 IR 45 H ©. 40 TCP 5t [ 139 8k LIy 20528
(1 2240 Windows ¥ [ 445 F[#) SMB Wi,

T SMB HAFRME% DCE/RPC LIAMNAVFZ Dhfg, BItL, TACEESS 2 1 56l SMB it & & 17
#5417 DCE/RPC Yiis, WA T IEACEE,  Gn G2 )4k e ab #

* IP ¥}3% )7 DCE/RPC 1£4ii .
* TCP &% T4 TH W) 3% 4% DCE/RPC.

* UDP &4 5% 8 DCE/RPC.

DCE/RPC & T H#rBIRES

Windows Fll Samba DCE/RPC [f1SEIAT IR KAIA] . #i4n, 76X} DCE/RPC fit S 3T 70 vy AL, iy
Windows R ASHRLE 55— A5 8 ] DCE/RPC |- F3CID, 1fifTH Samba MUASHS/E i — A5 A
] - FCID. 41, Windows Vista 78 55— AN 43 B v A FH AR g 5 41k = BOR AR i B 20 A
il Samba K HARITH Windows FRASHSAE 5 f — >0 v A A E 9 5 7 B

Windows £l Samba SMB [{) 5B 1R K AR 440, Windows 7F L5 iy 44 &5 18 I &1 1 i ] R 51 SMB
OPEN Al READ 174, i Samba ASREIRAIXLEAy 4,

JF il DCE/RPC FALPELES 2 B 83 FIERAEE T HARIKI SRS . s, nT LIS IR 2 4T AN Windows
5l Samba A (1 HAt EHLB HFRIIHE T H AR SRNE . BRINIE T HAR SR G H] TR 5 7 o
T H AR SRS AT 4L

(ERMIET BRSNS, AT
R AR AR B R s
- FRIFEHE B
S B, UKW BT SMB FHRION L
K AT E R0 SMB SRRSO B E K P B S o 1 H
- B i F e SMB PSS AR P S IR R ST, T DL T S0
R SMB AndX fir 4 HORb R I8 2 B MR 101151

Ki/E DCE/RPC THALEESS )i H SMB it s SCEFRI LA, 38 n] DAFC B SO SR DA 38 1l d 30 RN P
1St BRER IR R AT B R AMP = DL T &, AESEIE TR, A0 AR E AN
Detect Files &%, Block Files H.i% & Bz F 78 4 Any 5% NetBIOS-ssn (SMB) ¥ SCA4 R

RPC over HTTP &4

{1 Microsoft RPC over HTTP, #]PL5|5 DCE/RPC i gk pi-k%, Wi~ & fr~. DCE/RPC Fiitk
T IS MRCA 1 Microsoft RPC over HTTP,
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Port: 80
Blocked port: 52
B % Paort: 583
TCP/IP connection
TCPIIP connection
||
Firewall I
DCERPC|  RPCover HTTP ok RPC DCE/RPC
Client | client connection | Proxy RPC over HTTP Server
Server server connection
R e ——
oo c o o B o
-t — -l
DCE/RPC over TCP DCE/RPC over TCP
Managed Managed
Device Device o
3
Examgple 1: RPC over HTTP proxy Example 2: RPC over HTTP server [

Microsoft IIS fXHE it 25 %5 1 DCE/RPC 45w ol LA - [Al—FHL L, Wnr DA AR EL L. X+
XWFIE DL, FRATIS A AR BN AR 45 283k Tl X F BB, TEF RV LA

* DCE/RPC R4 28 W43 11 593 1) DCE/RPC % Py &, B K HRSRE 1 3% 3% 1
BRANIEOLR, b7 ks 5 2Bk 1 593,
* RPCover HTTP 1 F§ C. 40 HTTP %5 1 80 (|5 Ak B51R vl fE fei4r kw10 i HTTP 4% 4 DCE/RPC.

s fE7R 1 R, K4 %% RPC over HTTP X382 (RPC over HTTP proxy) 3K i DCE/RPC %
F g AT Microsoft IIS RPC fRBEAR 2528 2 [ ¥ .

« LEnB 2 1, W Microsoft TS RPC AR 2 il 45 #5 Al DCE/RPC 45 2 4 T AN L, H k&
PEIXA RS 28 2 I IR, %41k $ RPCOVERHTTP AR %588 (RPC OVERHTTP SERVER)
I

* RPC over HTTP 5¢ % DCE/RPC %% i F R 45 2 AR E B B m, i AL &l ik TCP AL (1 1H 7]
¥%4% DCE/RPC.

DCE/RPC £ /511

DCE/RPC TIAb 3 85 4% Jayde iz sl AR BR A8 1) TAE 720, 1R, BREixZIN7ERSI (Memory Cap
Reached) 1 SMB 1% _t B #h& M % #& (Auto-Detect Policy on SMB Session) iX PiAMETAN, 550X
LU I AT i 20 M B BRI BE 3 T S . R AR O A 2 B L TR AL BE RS K S LS T
DCE/RPC MU 2 [0 (RS H., 75 M 2016 UX Se e 0

U SRAE LT i3 v R 52 S AT Ay POAE RS R, DU R B TR B AL PHLGS KD SR o

B K4 B A/)s (Maximum Fragment Size)

Mk $R B 4 B E4H (Enable Defragmentation) i, 145 & R VFI it K DCE/RPC 73 A K5 . FiALBE
AR P A TR 53 AT o 48 58 I RS DUMEEAT AL B, (RS O sSEpr st B
Bk A5 M I
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iR B K9 B Ay (Maximum Fragment Size) 38 55 kT~ 525 -0 1) 7 A0 0 2] (VR JE

& 4H & (Reassembly Threshold)

kPR B 9 B E4H (Enable Defragmentation) i, 0 R R22FH LI, 834 8 2% i DCE/RPC
ANFITEL, I ARG, TR A 1 R Rk O EE A R B AL TSI N BA A 1) 43 B SMB -
H AR, SBLRL AR U R AR S, (R AT BRSO R R I B TR SR . a0 SR )E P IR T,
AR R BTS2 RS

iR E 4B H1E (Reassembly Threshold) 37 K55 TR i SEAGI 21 A PR o

B 4% K E4H (Enable Defragmentation)

f g 210 DCE/RPCURHEAT 70 )1 B4l b siiab T2EAPIRZS NG, FiAL PGS 7h 2o 00 5 O 1 R
)5 158 %3 DCE/RPC $idfs, (H Wl RES Al A i 70 - DCE/RPC i 13 o

SV I G T AT R 3 1B R & 15 6 DCE/RPC it i ik A7 40y E4l, (A K2 % DCE/RPC J i #4324
IR FrBass B o A8 H ML IE TR 25 200 K 22 80 O i, AT K el o
B2 3£ 2| A 7£FR %] (Memory Cap Reached)

i 2 i 73 He 4 AL BE &5 1A ds K AL A BRI FR IR T o 24k 3 ik Ji K A A7 B BRI, Tk 2 23
SR 3 A A7 BRI (R 2 T AR SR IR T AT Ao A A O M 122 10 (R R AR 0 2

TEAT LU AL 133:1 AR A I T A0 IR b 2 e i I M PR . 38 2 D0 BB = )
SMB £ i& _ B 144 55 % (Auto-Detect Policy on SMB Session)

K MAE SMB session Setup Andx Vi RN AR H AT Windows BY Samba JiwAS . 4 SR 2] A i
ARE T 4 5K (Policy) it B YE AL E 1) Windows B¢ Samba JRAS, Fri 3 (1A £ 1078 o6 A %4
T HCE A

B, a5k sk Eg (Policy) X' 4 Windows XP, 1 FALEE #A5 I 2] Windows Vista, I FilAb B 25 H¢
Wiz 2158 Windows Vista Slg . At 5 B AR 2L

5% DCE/RPC {55 A& SMB (HI&H il TCP 8%, UDP i) , WG BIRA, I H A
ReSOl H B E

LA IR, 35§ I F 288 e % LR i
kPR P (Client), oAz AR 10 iRk 5545 2170 7 i o
© EFERARSS AR (Server), o EriZ RIS I IR 2 7 i 21 e 55 4% Ui
* JEFEPE (Both), o AiZ kS 1) IR 55 45 2% ) S R 2 g 21 IR 55 A AL

f£4; SMB #1|4% =, (Legacy SMB Inspection Mode)

WIRJEH T &% SMB #MI4& 3 (Legacy SMB Inspection Mode), N ZR Gt H 20k SMB 81
T SMB JitA 1 fiisE, JFK DCE/RPC AR R H T H SMB A 1 4F Ay 4L 41 DCE/RPC itz .
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ncerpe £F Biravnstn [

N RAE BRI, R G2k SMB AR RN R H] T3 H] SMB A 1. 2 81 3 ()i i, {H 234 DCE/RPC
NAZF R F T8 SMB {4 SMB A 1 44411 DCE/RPC i it «
HXER

FHEA content Fl protected content BT Z 4

MER: byte jump Fll byte test J<H: 7

DCE/RPC %= T B #RRY SR E&IEIN

RN T HARR SR, #aT LUS FH—4 k£ 4~ TCP. UDP. SMB 1 RPC over HTTP 14 4. )i H
R, R iTEE — DA IGO0 CRE, D40 T4 DCE/RPC JE I 1)

SR IS ER ARSI S 11, X 1 a] DA C A0 1, 0 a] DU S-S o 1. AEARER A
1K %) DCE/RPC ¥t 5 (A5 N A0 LS I 1

T LAZE Windows &1 H bR IR SRS Ok — AN ER 2 AMEH TR e TR 4L A 1 11, DA S W 48 i s LR,
{H2&, 7E Samba FET H AR SEME L GE N SMB A& 4s i i 1

)

ER EEET HARIOBR SRS b2 4 /b F — /> DCE/RPC A4, BRARC sz bm T —AME4i

DCE/RPC &1~ H AR SE& . a0, vl %0 T4 DCE/RPC SEHili45 & FAHL HAKEIL T H AR ERIA SR
W BIRFRE I BN, FERSOUR, AL NEET HARIIER NSNS 3 ] A

i, WRTLLUS R 2 E sh R 1, PR EE 2 4 1 e x ik e LI TIAR,  DUA e e AT AL
i DCE/RPC Wi fe, {AEA I E] DCE/RPC i IS K, FALFE3S A S 4k sE 3k T A

JA A SIS N, A ks i e B BB 1024 21 65535, AR o 48 i N s 119
TEVE R, AR AR AR W 1 v A YUl PR s 11 A 25 B B Bl A DU

¥ “RPC over HTTP L2 B Zh45 % 17 (RPC over HTTP Proxy Auto-Detect Ports) 1T 5Y, “ SMB
A 2 A% 17 (SMB Auto-Detect Ports) T, AN AT 2 i F B8 € B skl 0, FOYBRAR T
8 2 BRI oy 11 b, A5 DU — v 1 S PR () rT R ME AR A B AT RE L B

FEAIET H bR B SEE AE ARVEHR 8 LU & ANE I, a1 A LN il rh R4 S AT AT FAR BRSO, 0 itk
TE IO A 5 oAk S 25 A D) TG o

% 2& (Networks)

JEHE DCE/RPC JE T H AR RSS2 S50 () WL IP Hukik . bk, S inZE T HFRISEIRIN, 4“0
IMBEFR” (Add Target) 51 H % H 4 FI AR S5 88tk (Server Address) B .

A DL 2 A TP kb aldh bk B, ol PR TP M bk R/t bk B (138 5 20 b8 2 . $e %2 n] DAL B R St
255 AN E SO, AR .

\}

AR RGN A R W S S o AR 2SR R, (] SO TP b BB T RE s IR

EANR . T SCRP B R IO B, A A B W] O A IR 2 A JRC
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B ocerec =7 BiRto RS

TR, BRIAKRIE Y default BEE 4558 52 W2 W B AL T~ F AR ) SRS A 00 75 1O BT 1P bk,
ik, ANEEEAFFEHBR I ERS TS 2 1P Hulk 8% CIDR By/RT K58, IF B GE7E 2ot S mg v ol o e
B 2 A B k0 R R R any (140, 0.0.0.0/0 B ::/0)

REG

H br 1852 W 4 B B = H1LAE A 1 Windows 5Y Samba DCE/RPC 231,

WHER, 1 LU Auto-Detect Policy on SMB Session 43 )&k 3, LA#7E DCE/RPC 1% )& SMB I
H 3)) 78 aa TN 2 T (P I I 3

SMB Invalid Shares

TR SR B0 52 L TR, SR TIAL BE A KA I ) — A B 2 /S SMB L2 98 . 4] DAYE
ESRRIIR P2 ANIE, BB LR EE IS S 5 ER AR ERIXFE, HIEAT
ARERD il

"Cc$", D$, "admin", private
J3 F SMB i% [ (SMB Ports) J&, TRALHE #5260 SMB ¥t & H 1 8L =

R, KEZEHIEW T, XTHHRN A LEREE ) Windows fir 44 (IEKEN2%, Nz Hoa b F—A4
FITLFF 5. B, KIRshds C hriily C$ 5 "CS".

FIEER, ERI SMB LRI, @ A5E H SMB i 0 (SMB Ports) B; SMB B #hi&illi% O (SMB
Auto-Detect Ports).

] DA R 133:26 A2 g g8 A 118 N D6 8 A 25 57 eIk I g Mok e 2 0 o 15 2 ) 152 B N AR B UER:
SMB Maximum AndX Chain
FOVFIEESL SMB AndX fin & I ds KA R . W, IS T80 AndX v 2 RIRORFAE AT N, Wl
R PEAT M. F | RARAARVTFEEA G2, 188 0 B2 Ca 2 40E .
VR, PUCHEES S e AR A A EE, Wi R R SMB TAC BEAS LN L E Y, JF HAE a4
BES T B E N, WS S e . ARG SRS T AR B

AN

FE A SMB HE A BT LB SMB Maximum AndX Chains &3 [ 15 8

ATRUE PR 133:20 A2 ST A8 W B h 2T b b I Mot e a0 o T2 D BEE AR FUDIR
=

70N o

RPC proxy traffic only

5/l RPC over HTTP £ #8i 0 (RPC over HTTP Proxy Ports) #5740l 5] ()% )7 3 RPC over HTTP
Tt S UR AR A 2 T e 1 S0 Ath Web RSS2 Uit . Biltun, i 11 80 M g A A QU 0 R0 1L A ko
23 TN

B EREmaEs
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ncerpe £F Biravnstn [

BEIEIAL T AE HTIRAS I, 42 I AL 4 R R I P 2 e 45 aiimi i o0, an SR RS- e %
AREEARZ 2%, VS T 5 P IR0 s, TIIAL 3 25 It et DA e L2 75 4% % DCE/RPC, 11
B, TUALEEZR K& 2 iz, e, WIgRsEi A iR, IAE & RPCover HTTP
X IBi% O (RPC over HTTP Proxy Ports) S EHERIE IR, kA4 .

RPC over HTTP {X¥2i% O (RPC over HTTP Proxy Ports)

W2 4 % 4547 T DCE/RPC %% )75 5 MicroSoft IIS RPC CHE RSS2 2 1], A] LA ] i 326 3 %) RPC
over HTTP 1 ik REAN R 52 ity 11 4£ 5071 DCE/RPC it & it S

A FE TS, AT LA T 2 R 0 DCE/RPC Ji s (10t 11, {EURIX TR AE — MO AN 2, R A P 48 il
45 B3 AT BRI S 145 % DCE/RPC FHARR . 3 RS S, el LUS ) RPC over HTTP X
12 8 Zh#M 5 O (RPC over HTTP Proxy Auto-Detect Ports), {H &1 5Lkl 21 1% /7 ¥ RPC over HTTP
A AR T ANV B HAb M 2 ik S5 i i, AT LUS X PRC K B33 2 (RPC Proxy Traffic
Only).

N

AR WA RS, RS PRI

RPC over HTTP Server Ports

24 MicroSoft IIS RPC FRHFEAR 4523 A1 DCE/RPC R 55 23 A0% T-A [m] 1 = A1 H. 5 & I 51X PN IR 55 28 28]
TREE, SAREANE & 1 Fil i RPC over HTTP &4 ¥ DCE/RPC Yt J5 FHA I .

Ja T S, 8 AN )5 H RPC over HTTP R 5588 B sh#&ilim O (RPC over HTTP Server
Auto-Detect Ports) i I AT 1025 2] 65535 2 [1]) ,  RIHANKNTE /0 4% 15 A7 7EATAn] AR 2 J 2%
4o VHERL, RPC over HTTP R4S a5 i A I S HHICE, EXFMFHIR, NiZ oA L IOk &
HITTC 1) I 25 s iy 1092 Jn 81 ity 11 471 2%

TCP i O

RNt TCP H ¥ DCE/RPC it f2: )3 A

47k DCE/RPC it Al v] fe Al FH 22 Pty 11, vy T 11 1024 (oAt AR5 H . 8 H &S,
IRV R ] TCP B #hidillis O (TCP Auto-Detect Ports) (i H s/ 1025 £ 65535 21D
RIS AN DX 8% 45 A7 AT AT A D 2% AR 25 45 o

UDP i [

N5 5 i H - UDP i) DCE/RPC it i FH A

477k DCE/RPC it s Al v] Ge Al FH 22 Fho 11, & T 1 1024 (1At D AR5 H . 8 H &S,
W HE N S UDP B sh#&ilis O (UDP Auto-Detect Ports) Ciii 135 BT 1025 5] 65535 Z 10D .
SMB i [ (SMB Ports)

AR 2 i 0 SMB H ) DCE/RPC it & it F A

AJ RE 2 AL FH BRI 5 11 ) SMB it te o oAt VAR 20 WL o 30 3 4 FH BRI SR o
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WER, 1 LU Auto-Detect Policy on SMB Session 42 )&k 3il, LA##E DCE/RPC 1% j& SMB I
H 878 i AR 2 E ) E bR SR TG B s SRR
RPC over HTTP Proxy Auto-Detect Ports

N2 A T DCE/RPC % F7 i 5 MicroSoft IS RPC AL HE R 45482 7], W] LU FH k& 15 % RPC
over HTTP i i 45 52 iiii 4% 1¥) DCE/RPC ¥t = )2 1 E Sh 6

JE PR TS, 8 SR E AT 1025 ] 65535 A1 G, DL R 3 I s i VL

RPC over HTTP AR %5 28 B sh#4Mli% O (RPC over HTTP Server Auto-Detect Ports)

24 MicroSoft IIS RPC FFEAR 4523 A1 DCE/RPC R 55 23 A0% T-A [m] 1 = AT H. ¢ & I 51X PN IR 55 28 2 [
JREE, g 1 it RPC over HTTP 14 %1% DCE/RPC 3 H A Sk .

TCP B z1#&Mi% O (TCP Auto—Detect Ports)

g 1 F TCP ¥ DCE/RPC Vite i FH 1 shd i .

UDP B #1144 Mi% 1 (UDP Auto-Detect Ports)

RN i 1 UDP A1) DCE/RPC ¥t &3 F E shAa .
SMB B 3144134 [ (SMB Auto—Detect Ports)

%} SMB H1 (] DCE/RPC it & i3 F F sh A

N

AR WA RS, RS,

SMB 3 #4225 (SMB File Inspection)
Jet I SMIB it i A 7 LIS ST o 87 B 4%
© MEPEIEHE (OFf) 28 HI SO .

o WEFANBR (Only), K SCEEHRHE AR T SMB H ) DCE/RPC Wit . wE£EIIE I n) DL = S
F1 DCE/RPC R = A Pk fe .

« AT (On), 37 SMB I SCAFI DCE/RPC it KERRUILIE AT e < 8 i PERE .
PARN B I0ANSCFF SMB it A 7 -

* Hi— TCP 5 SMB 23 [ IS A4 (1 SC A

* 7EZ A TCP 5 SMB 23 i Z ALK S F

o HARESEA A RS (B, PR T R4 D

o 5 BATAHIR S B AN R B AR I S (SRR ERD

o FEIERER ) i d T IT ] T-9 AT 8 s ORA7 21 ST AR 55 8 1R 3CAF:

B EREmaEs
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SMB 44 Z R & (SMB File Inspection Depth)

U SMB X4 E (SMB Filelnspection) ¥ & A {XBR (Only) ZiFTFF (On), LI L 5 7E SMB Ji &
ARSI ) SRR A R TR AR &I

* IE{H

* o UK A AN S A

o -1 DRI A
TEMTF-BO RN/ T80 T-U5 [ ms b “md” (Advanced) iR “ SCHERNER R ARCE” (File
and Malware Settings) {73 & SCPAE o 40 S ok e T ¥ & (R AR K T 00 BRAIFAAT ST ZEBL AR I B AR 2
Z|#YF 5% (Limit the number of bytesinspected when doing filetype detection) & X IF{E, NIRG i
P Ta) 47 T SR BB A A A S8 e KB
IR SMB File Inspection ¥ & 4 Off, b7 Bo¥ w4k

5 5% 8 5Bt H9 DCE/RPC 31

K% DCE/RPC HUALEL 8 BUINHS 541X SMB. [/ % 1ty DCE/RPC 82 DCE/RPC i i
PUB 5 FOLBE ARAR  F2RBUHE T A1 46 A B

% 1: 52 XBX87 DCE/RPC 1)

i@ AL EEH N GID:SID

/il 133:2 F 133:26, LA 133:48 5| 133:59
[ 7] 4% (1) DCE/RPC 133:27 3 133:39

Ky JG %4 DCE/RPC 133:40 & 133:43

Bc & DCE/RPC FnAbIE =%

)

ER EE T Snort 2 TRACF % . 45 5C Snort 3 K I 2s K5 B, 1S

https://www.cisco.com/go/snort3-inspectors.

FLLE DCE/RPC TRALEESS, W LME S I TAb 88 TAE 7 U4 Jeig i, Jf4Re Az NMETH
FRIIIRSS e sms, iiEd 1P Huhk A2 47T Windows B8 Samba FRAS TR 51 M 2% 1 ¥) DCE/RPC k4%
Ao FETH BRI SRS L A GRS ARSI M 5 2 % DCE/RPC it i A% 4 #1328 = LIty 11 LS %
B AR 55 A S AL 0

RGN BRI SR S AR I S SR o E 2 3l B, P S TP Mk PRI B T e 2 R B
AR . W SRR AR N B, AR S B ) FUARH PR 1 e A R .
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rARmEsE |
B == ocemee s

FHia Z |l

* WA EAESE T HARR B € SCRIETh U I ER UL HD, B0 A2 LA 2% 73 Hr S i AL 2R 19 2%
DXEGAT VLAN (745 ARTEAMER, 1525 B2 70 M Sk 1) v 28 e

UK

$IB1 EFRBE (Policies) > 7 a)#=#] (Access Control), 4R )5 i 4k 5> #i 55 8% (Network Analysis Policy)
HUORREE > IERE > AR, AR5 Al Mg S RS .

pE s U B RE SCH A BRI ARSI H (58— ARV ), A 28 AN AR U ) i3
W85 o

FIB2 ol B4R 1) SRS 5571414 Snort 2 RgZ (Snort 2 Version).
SR 3 AUH SRS SRR (4

WRBRE (O, WIRBHECE B T, B G818 SO & AR .
PB4 pU AN SRR Settings.

$IB5 455 R AL IR 28 (Application Layer Preprocessors) ) DCE/RPC Bt & (DCE/RPC Configuration)
LA, W 2B (Enabled).

$1B 6 LT DCE/RPC EL & (DCE/RPC Configuration) 551 ) 4%g (4 .
PR BN LF/EE (Global Settings) fi4rH L L; 152 #DCE/RPC 43 skl , 45 5 1l
S8 LT LI ik
o VRINIR S BB E SC0E - i AR SS58 (Server) S5IA 10 RN (1) . {EBRZ i (Server Address)
FEHEE A EA 1P HE, U5 AR (OK).
o IR MG 5 B I SO - o SR SRy MBS (W)
o SRR SR LT - (EBRSS SR (Servers) F iU E SCAEI LB HbhE, B B IAE

(default). &P LUME N ECE (Configuration) 7 AT & s 152 DCE/RPC 5T H A1 3K
WEIETR , 257 .

SIB9 BLRAT B LIRS LORAE L SRNE TR 2, 35 A SR 1S 2 (Policy Information), 4KJ5 55
T #IAE X (Commit Changes).

URAEAR I SO DL TR H S0, TSR SR SRS I, e 23 80 A B0 IR IR 247 5 24

T—F Mt 4

o WA RN FA:, )5 1 DCE/RPC FALFEZS AN (GID 132 5% 133) . HRVE4IME R, ik
Z AW ENZ PR A . DCE/RPC 43R , 5 5 7. DCE/RPC Z&T HARHI SRMG LI , 2
7 GRS R G DCE/RPC ¥, 45 11 L.
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DNS TR B 25 2540 £ DNS 38044 1 55 25 0 B ot 15 477 LA BAAds i«
* RData SCASFBerb it 2404
* IhIFY) DNS B s A
XK DNS Ik

I HE LK) DNIS S8 i 55 % i 1 28 TR 408 1k 1 e iy 7 PR 28 0 P 8 42 08 B P — AN B A TP itk oAt
I 55 45 W SR IR B S R ) L s mT R (4 At A A v PO R 95 2 TC IR BRAS R 4 B R B4 IR 55 23

P E AR
DNS i J3 £, 45 :
MRk
AL AN ANE K () B 45
o 55 [ R 43 v PR SRS IR PR = AN 43
EIES
* B

« JLAlf5 E (Additional Information).

TX AN E HH AR I 1 Sk A 55 s AL DR B TR BRI SR (RR). NS HIX = A7)

% 2: DNS 3% R 55 2% RRWALL

%) SRR Gt
(]2 IR A A EmIm s 20— | XN T4 44 1) TP Mk
GIE NS/ ST
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#B5

BEMAR L]l

B (Authority)

CRIIED AR TP FRBUEA IR S5 A3 10— A | T W N (K ABUA% R 5545 ) 24
GIE NS/ TS

HEZMER

(A s “ZZR” (Answer) ¥ | BEA W) 5 — MRS 10 1P Hohik
A3 AR ) H A AR B — AN B AN B R
ik

AVFZ R B, SRR LN 458

Marme
Type | Class
TTL

RData Length

RData

aT7ie4a

RS b, AT R B P50 38 nl T3 44 45 o i o 9 S B2 . P Al B s 85843 . DNS Tl
DI 28 SR A = AN 5 40 R R S5 A7 AE LA I () e ]

“H” (Type) A RData % Y30 56 7 BOAHT DNS TACBEZS R I EEE,  “87” (Type) F-BOAHR A% U5
POk, RData CHEUFEIE) FEARALmI N N 78, RData 7B /NN 25 DR 50 s 28T 5
DNS 3 5L % 8 H UDP A4, B a0 F a8 28 55 EnT S L ali g i SR/l UDP g
DNS 4 B H TCP. DNS FiAbBEEZS 245 UDP Ml TCP ¥ii &2 7 i) DNS AR 2525 W N
DNS TRALFE S AN 24 &AL TR IR YK ) TCP 2%, WERSTH N EW M JRA, DNS flAbH# 285 &
SRR A .

DNS 554 I8 25 1 I3

iwA

I BUR E DNS TRALERAS Nk DNS [ 452 i 57 1 2 (R 5o 1 o AT HIE 540 22 A i 11

Jy DNS THALFE 38 fic & 1) i 8 114 CUN3G 1 53, DNS 344 AR 45 241 7E UDP Al TCP H {£4 1) DNS
T A % 1

#23 RData 3CZAK=FER F AY it H 223 (Detect Overflow attempts on RData Text fields)

MPFACFE A TXT (CA) i, RData 7B K EE R AR ) ASCIT SCA 7L

DR E R IEE I, RGBS H CVE-2006-3441 75 MITRE (¥4 i i AR B0 126 F R 30 e
H%HF IR . IX A& Microsoft Windows 2000 Service Pack 4. Windows XP Service Pack 1. Windows XP
Service Pack 2 Il Windows Server 2003 Service Pack 1 H /1) & 403 o Bk & v DUR) F1Z A A& 3% 55
F S ENEBCE R A RSN, 530 RData UAR T B BT AR, R X, R
AT L

R P BT RE BN AT AT R IE IR B RS, WiZR HIED.
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T RT LLJE TR 13 1:3 4 e ot 17 P 16T 2 o 5 e M I B P B . 152 B S 2 R
23053 B &Y DNS RR 22! (Detect Obsolete DNS RR Types)

RFC 10354 Z RIS ATIBUIA AN K.t TR0 IR, e, SSRGS I
HEAFURUT, AR 557 3R 1 I DNS IR A BB g ot Al U L
6 AT

AL R GURC B A DL I R B Rk R . TR ARSI I i I il s R

< 3: IR DNS #EiRiC R LR

RRZEE | KA | i%FA
3 MD | #B¢FH FH
4 MF M2 4

RET LUR R 11 A e A IR AE A IR 28 v 25 R TR A BGE MR ER B i 2 B B BN R EIAR

#2358 1% DNS RR 252! (Detecting Experimental DNS RR Types)

RFC 103544 2 Ao Yl g RPN R A .l TIX S alBe il s 2R, Plitl, RS RGER
RILHEAT UMY, TREA Jh s R o A5 IE % DNS W A 2B BT S0 s R, B AR HOR0Rs R 45
BN B IR R A

ALK RGBS DI P B ok R . ARSI I F Ui I il s R

F 41 E DNS BFiRiE R LR

RRZE | KFD 15 AR

7 MB IS 4 44

8 MG S -4k

9 MR HIS P T iy 42 1 4
10 NUL BRI K

RET LUR R 124 e A I FAE A IR 28 v 25 R I TR A B MR B 5 2 B B BN R EIAR
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TEZBIRE T, RGEe Bon e QU s, Rrl LU TSt . RG0E 2 BonfEAH oGk
A RSN, AT DO AT i . BEAE MG A BRIk P QR I S, TE DI .

UK

HIE1 EFRRBG (Policies) > if7lal45 ) (Access Control), 2R 5 i il M4 5 #r 55 #% (Network Analysis Policy)
HUOREE > i EIEEl > MR, AR5 mih Mg SRR .

pE i U A RE SCHI A BRI ARSI H (R 58— N ERAR KIS ), AL 28 AN AR U ) i3

1 o
HIE 2 Y K S 554 1) Snort 2 R (Snort 2 Version).
S 3 Ah SR S SN gREE (4

WA B RIE (©) , WEHIRCE & T, oCE B 18 Sl B B .

R4 pi PN IR E (Settings).
HIES N A EFALIESE (Application Layer Preprocessors) 1) DNSHEE & (DNS Configuration) A%,
i BB A (Enabled).

$126 ,iili DNSE & (DNS Configuration) 55411 4e%g (4 .
IR T AEUDNS TALHLESIET , 25 14 TR TR B E .

L8 LURAF H _E RIS A A LKA LL SR h AT I s 2, 35 Rl SR Bg{E 2 (Policy Information), #AJ5 s
T IAE L (Commit Changes).

UERAEANBH I U DL T 3R H S0, IR FUAR SRS I, KE 23805 E A BV IR I 2247 5 K

T—5H#tta

o WA AR FHE, 358 H DNS TARBESS ML (GID 131). A R1VELNE B, WS % &AM
PR A A1 DNS FRACFE2$E 0 , 25 14 Ui,

© BREBCE N WS E I E .

HXER
A 2% 43 BT SRS v 117 )2
PRRFNTE L WZ8 I3 AT RO NAR: S
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FTP/Telnet %523
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FTP/Telnet fifti #8453 H1 FTP Al Telnet X4, X FTP Al Telnet fir 2 HEAT MYuAk, T 005 | 44t
Xy 4,

45 FTP #A Telnet 1£IR

Telnet 1£INn

AT LAY LA SRR T LU E FTP/Telnet fiftid &2 75 5 Bt W A P IRS S sl A &, 2k i n
W FTP o Telnet 233, LA AT (I8 2 Kodhs Ja 4k Sk & 4 it «

WERAE LN HE R 3R B AT A FIUAR BRI, U LB TR L5 U4 2R s M U S 06

IOk iRy

WAL PR ILIETT, FTP/Telnet 845 & ORAPIRE, RS EIR WIS IEN 5, I AU A A
il WERTHERILIET, K 2AERA W BN SC oL~ e .

LRI FTP Hdifletnn, LA HE I

& ANZ 7 2 (Detect Encrypted Traffic)

Rl i Telnet A1 FTP 2¥if.

TSR] LU PRI 125:7 F1126:2 A2 BC A F A0 W IBGHE2h 2 3E bk I ) B M 0 . 1S B BCE N
R RNPRAS

YRETAE TS N ZZE04E (Continue to Inspect Encrypted Data)

TR TRAL BRAR AR AR T 0 5 FREL A A A ant, DA 4R T A 2 ) e 4 o A

A LA FTP/Telnet 5 3% i I SRAEH] Telnet dir & MIFEAL, i FIBRAS ARG SR I 0L, LA MCBEE A
Vi) Are You There (AYT) Buiti (A

DR SRAE LT il o R 3 S AT A PUAE RS KU, DU B TR B AL PGS KA SR o
i 0

TR WIS Telnet Yt MUVEAL 035 o Telnet JE %342 3] TCP ¥ 1 23, wIAELL S T4 H 2N
i 1 22 18 I 5 73 B
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AT N i (SSL) Joikfidtd, DAk, s hnig 1 22 (SSH) rl Re& = AR A A

#3E 1Y (Normalize)

AL ) £ 8 i 1 1) Telnet It S @EAT RLEAL o

Rl

FEVFRLIAATRI N, SE CH A =) 1 Telnet SB- CRHMRIAL D

Telnet SZFFLL SB RIS /) TFAAIF HALZILL SE CREI R 5D SR bhig. (HE,
Telnet /IR 55 % (1) S LE S HLKE 06 o0 B SE (1) SBo IX &S HATH, Al e R AT R T
FTP L4 D E ] Telnet 3, Hb 78 5) 32 04T N 580 o

UIRAE Telnet Yt FH AL I BIXA 25, W LUS AT 126:3 A2 difh, JFAE IRERE b 25 7
Patds WIRAE FTP iy 08 TR B ARS8, mT LU HIR 125:9 ARt 2B E AR M
PR o

Are You There I H1{& 2% (Are You There Attack Threshold Number)

R R L i e B IES: AYT fn 240 . JERHEUCK AYT BIE % &N AN B E 5 .

AT LLJA F BRI 126:1 4 Jl S 2F 70 IR 38 5 3 b I i B PE R A . T 210 W0 B AR TR
2

BN o

Bk 55 28 % ! FTP 1215
FTLLZE 2 A FTP IR 2545 1 80T ARTE T, e A 55 A S M 5558 1P B L J% o
2 B RO I 550 1o T D 5 55 6 5 5 B2 0 U 19 FTP & VT 220 16) FTP %, DT
BRAAABHKIE . T LU BRI SR EF AP 5 fr S B UE 00 Bk Ay & V89%, T i B ARRK
BRI

U RAE UL Rl v R P S AT A PR PR N, D38 20 A 5 A PR R G o

¥ 4% (Networks)
A IR T a5 7€ FTP k2548 (1— 82 /> TP Hulik.

A LR E B TP ik stk e, vy DL SE dy S Ui A stk BRAL O LOZ 5 73 MK s . i
AIHCE 1024 ANFRF, 2 0HRE 255 MECE S CEAEERIARCE SO .

\)

IR

ARG AR SR PSR R 2 o A5 2 3B E T, A SOy TP Hhuhak B e S B T g B
AR TR SRR B R I B, R AR B 5L m] O FOARH A 152 A R e
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| EREmLEE

PO v |

EVER, BRIAKIE R default W E 45 52 W W BE B HABKE T H AR 1 S0 K80 55 10 BT TP Hiudik
BRI, ANAE HASTFEN BRIA SR 45 5 1P Mk stk B, I FLASBEAE F A S5 m& ol b 1 5 81 45 B4 1)
Hodikid ok £ IR any (140, 0.0.0.0/0 BY ::/0) &

im

A FH I T AT 45 28 52 B i g N I O B FTP ARSs 28 Lm0 . Wl AE b A 2w 1, i
Z A TS . i 21 & 241 FTP i 1 .

X4 3£E 5% (File Get Commands)

A FH R TRUR] 5 SCHT T AR S5 1) 25 ) g AR B SCAF ) FTP %o T 20 LI IRUREL,  BRARSZREA
SRR PAT ILERAE

A
EE RIS (File Get Commands) 7B, FRAF 3ok A B RHVTILERIE

X1 E 2 (File Put Commands)

AP 3T RT 5 SO 1 I 7 i 1 JIR 5 S AR S SO (0 FTP v %o TR 20 SR BLIETNIE,  BRAESCREA
SRR T LA

A\
AR MU E % (File Put Commands) 7B, BRAESCRE A A FR/RIAT BEERAE

Mtfin FTP 452 (Additional FTP Commands)

A5 AT PR S A s NS I () S At iy 2 o A FH A B T HA i 2

AT RE T BN N HoAtb iy 20145 xpwp. xcwp. xcuP. xMKD Fl xrMD. f FRIX S S HITEA E B, 1E S
W 2% TAFAL KA RECT75 (T W) H %09 FTP a4 H7E)

ZINE K Z 3K [E (Default Max Parameter Length)

FERBEFAIRKNSHAR RO T, A BEIE AT eIl fir 2 i) e RSB . R LU 7 24
Rrfig 2 AR SR

AT CUE PR 125:3 A2 BT I T A0 W IR T 2 2 e U Mok PE s (. 38 2 D0 BB R R
BREASHIE (Alternate Max Parameter Length)

AP BRI T AT 8 R 20 A A 5 RSB E A%, IR XL iy S I A SRR . Sl
A0 (Add) RTESIIAT, AEASINEAT bRl R E AR B R SRR, DU DN 5 iy &

o

MEFHFFRIERNIE S (Check Commands for String Format Attacks)
A5 LR 3 T v A A i o i 2 IR A A R
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rARmEsE |
B reocnirza

AT RUR TR 125:5 25 B AE AL WIRER 2 b 2 50 SR DU B PEE B . 352 B B BN EAR

N
o

4 B34 (Command Validity)

A4 A 00 AT DA A AN Ak 2. G Add AT I 2 IEAT .

AT LLE TR 125:2 FH 125:4 A il Fe 4 170 Py 16T & b 25 20 b ot 1y B M 5 .. W S I B8 N2
FUMPRES o

2% FTP %% (Ignore FTP Transfers)
A FH AL 326 00 o] A o B A Sl TR S A A 2 AMRI T AR A, AT dE = FTP B A4t R

\)

AR SR AR, LR FTP/Telnet Stateful Inspection 4 Rk .

o FTP 454 A Y Telnet 4% X /X %3 (Detect Telnet Escape Codes within FTP Commands)

A P M 38 50 i A AT IS} E FTP iy A3 38 _E 48 ] Telnet 74 o

AT LS FHA 125:1 A2 B AR e A D h 2 8 I T (1 S PR RO £ . 3 2 D0 10 AR AR
ZRE T 1K 152 B BY#ER& 452 (Ignore Erase Commands during Normalization)

W TR FTP 454 M AY Telnet 45 X X 73 (Detect Telnet Escape Codeswithin FTP Commands),
{8 F LRI T E FTP i B VE AL it Fi b 205 Telnet 7 AP AT HEER A& o IR TN ¥ BN 5 FTP JIRSS
AL BE Telnet HEBR 2107 SAHUCAC . VHVER, B FTP IS5 4538 £ 20 Telnet #2554, 1M IH ik
SRR S AT Wb L

SRR IR : 103 FTP £ 18 FAC & (Troubleshooting Option: Log FTP Command Validation Configuration)
SCREN DT BB R A AE WS BRI I S IR L RS, LAFT EA RSS2 00 H K A4S FTP i & (B & A

Bo
A\
AR O WERTER FTP S WIEAECE (Log FTP Command Validation Configuration), [IEs7#E A G145
INPAT LA

FTP 45 £ 18 IEiE A
4 FTP fir & QI 5 uE g A) i, 0] LUE A SRS ok e — ARS8 B IS
Z s B OR K&, TR () FRFEWASE. s (1) 9ERMSEuE A %
2. HAES (0) 5IERESEE L ES .

HILLEUEE FTP fir & SRR UETE ),  DLSSUEVE SN FTP A5 — &0 Bl M S 80 iE .
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REFTPHS 3B

zrmas e an

TERAVHEM ST FTP i 2 S8R E A .

EASE I A3 IE
int RIS B U B
numbex RIS LU 1 31 255 Z (A )R

char _chars

TR IS HLAUE A 745, IF Ho _chars T2 M 74T A -
B, AEHISAIETE 1 char SBC Kl E X wope [y A7 Rk 24 A mope A4
MZHRBEE TR s FRmti) o e ORI S5 ffe (R
ARG

date _datefmt

Ui _datefmt (7% ¢, PrAQCRKSHLIUEE T
Uit _datefmt (7% c, PrAQCERIMSHLIUE 71T
Ui _datefmt (5 SOV AR H, GRS Bl i 307 745 A AHILAC .

string PR I ZHb 02 745 o
host_port AR 2 Bl 0 A 20 M L B ARE a2 T A4 &A1 (¥ REC959

A=A P BORTE) HRTE) .

A DU A 224 S A R P R ORI S BRI TE £, DU AE 5 2RI i I e IR S0 IR B

™~ FTP #ir 4.

)

AR WUREAE TYPE A E BRI ERIEN, W RE AT 2. Bboh, RRKREA ERAEHUSHE
*%Zl‘lﬂo @'Jﬁﬂy %ﬁ]\ char A | B, ﬁﬁini char A|Bo

HXER
NS5 25 2% ) FTP &30 , 5 18 1L
FTP 2 W FER) , 55 20 1T

& RimZk »| FTP j£In

A P IX SR TR] AL € SCFTP 20 /7 e B SO o WESRBEEE T I AN G TUAR BE 25 U, )i
AN 5 9004 PR R U DT o

o) &%

i I BCIETR T 45 € FTP 27 S ) — i /> 1P Hiuht

A LA € LS TP Mt sl ik B, thm] AR 2 SR s A/ st i R O LOE 5 7 BRI B IR . Be
AIFRIE 1024 NTAF, 2 IHRE 255 MICE SO CRERBOARLE SO .
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B == rreemet iz
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AR RGNS i AR P S S o AR 2SI R (] SO TP Mk BRI O T RE s IR
EANER . T SR B R I B, A AU B n] O AR 52 A JRe

TR, BRI default BEE 48 € 52 W4 W B AL T~ H AR 1) SRS A0 25 10 BT 1P bk
R, A AT E G BRIA NG5 & 1P bk itk By, I FUAR BE2E HoAth SR ook b v B B 2 sl il 1)
HHECV kR R any (140, 0.0.0.0/0 Y ::/0)

B AN 4 E (Max Response Length)
A8 FH IR 00 R] LA o 25 P S 43652 1K) FTP iy (R B R SO VI A o 33X Rl RSN 28] A 1 4 o X Vi

e
RET LUR R 125:6 A2 s AE I AE IR B b 2557 L I B b M A . TS B i B R A

&3 FTP ;B [2] 2% (Detect FTP Bounce Attempts)

A FH A3 TR RS FTP 3R (=] Bt

TEAT LURS AL 125:8 A2 AT I T A8 IR T 2 e ik I Mh PE RO . 38 2 D 0B A= )
stiF FTP iR [@ = (Allow FTP Bounce to)

A6fF P A 32 00 ] P65 B I ML DA RO e L b AR, fEIX 283241 |, FTP PORT #r &AM
WALA FTP B [ 4t
M FTP 455 M AY Telnet 5% X X 75 (Detect Telnet Escape Codes within FTP Commands)

A6 FE A3 3 P ARSI ] B 6 FTP iy 230148 ] Telnet i 4>

AU R 1251 A sl 04 Y IBER 8 vh 25 7 e e 0 Ry MO PR 25 A o 1 2 ) 1 B AR R UK
ZREISE T IE T HYEFR 452 (Ignore Erase Commands During Normalization)

W ERE TR FTP 6y $ M AY Telnet 35 XX Y (Detect Telnet Escape Codeswithin FTP Commands),
R 35 R £E FTP Y SV Ak it R v 2008 Telnet 747 AATHEER v S o LIE TR ¥ B N L FTP %)
Ui AbEE Telnet #EFR 41977 sCHIUCHC . EVER, B FTP &) Uil 3 23 20 Telnet #2FR a4, 1MIH%
2 i 30 S AT AL B

B & FTP/Telnet 27335
Y

ER & T Snort 2 TRALF S . 45 5C Snort 3 K I 2 K5 B, 151
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5 & Fipfeinet @i ]

AN FTP 257 b e &% 7 e BSCf, DAKEFOK B %7 i) FTP i .

ARG PR SR S B I 2 W o A 22 B AP SO TP bk R PG T 2 B
EANR . T SCRF B AR O B, A A B R] O AU A 8 ARG

FHia Z |l

© PN AR T HARAY B € SCHMS T U AR 2% UL, sl FLAC R 2% 23 SEEgs T Ak B )
W25 DX VLAN 78 A7RVEANME R, THZ Y W 2% A s (K] ey 2 B B

UK

1 PR B (Policies) > iy [a]#5 | (Access Control), 2R/ il M4& 2 # 5B (Network Analysis Policy)

HORREE > I EEE > AR, AR5 Al Mg S RS .

iR WA SCH P A RS e AR 41 L R 28— N AR I D7 ), 3 050 FH 28 N B AR U7 )1 3R
1298

B B G A (1) SIS 55 321 11) Snort 2 RRZS (Snort 2 Version).
ph T A LR Y SR S A AR ()
WRERME (©) , WERHEEE T, 805 SR 15 e = AR .

BRI E (Settings).

WL R B AL IR 88 (Application Layer Preprocessors) N[ FTP # Telnet B2 & (FTP and Telnet
Configuration) C.22H, &2 /E A (Enabled)..

M i FTP #1 Telnet BL & (FTP and Telnet Configuration) 5%i41 (1) 448 (#) .

wEEFZE (Global Settings) #7rHH IEI, W14>) FTP Fl Telnet #£151 , 55 17 5irp k.
WH Telnet IR E (Telnet Settings) 5> ILT, 4 Telnet LI , 55 17 JiH ik

BB FTP IR g5 Be & 301

o VRN 2SS0 B S - i FTP BRSS88 (FTP Server) 35311 AN (1) . 7EARSS bt (Server
Address) 7B % R E AN EZ A TP HubE, AR5 ATRRE (OK). A LLFR @ A TP Mk
sk, B AN TP MR R/ B R B S R AR . & AR 1024 NFEAF, B AT
B 255 NS (LRRERIA RIS .

o YRGS ARl B SO - £F FTP BRSS 28 (FTP Servers) it H s X & SO CURC & Hodik, 5%,
F 5 ERIME (default). 0] LB EZ B (Configuration) #82> H A E s 152 IR 45 w42 )]
FTP iETi , 25 18 Ui,

o JHIEG AR 5 S SO - I SRS A R (W)

B FTP 2% ) i e SCA

-%mgﬁﬁmﬁi#—ﬁ%Fm%ﬁﬁGﬁPmmD%ﬂ%%m(+)OECMmAwm$?
Bt o & Pt g — AN AN 1P Hhik, AR5 Al OK .\l RLFR & BN 1P bk st ik B, mlo i
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rARmEs |
B wreremams

A 1P Huhik /B ISR FIE 5 A R AR . 2 v HRE 1024 DNFEAF, B nlBLE 255 MRS (4
FEERAKRNE) o

o Gt P E SO - 7F FTP & P (FTP Client) R i Ty INAC & SCAF ) SR & Hohik, s
M ERIAME (default). AT LUE L “HFiE” (Configuration) T D sk Hh (30 B 155 W %0 i 4%
S FTP &I, 2 21 Ui,

o TR P ST T SO - el L R E SRS MR (W)

TN ELRAEH EUCREE IR DORLE LS TP 3T, 35 S sk B&{E 2 (Policy Information), #AJ5 &t
i #IAE 2L (Commit Changes).

W ARAEARIA S U DL TR SN, WG AN SR N, 45 280 BN A LUK IS4 2

T—¥ it 4

o WA R ANR FAE, 158 H FTP A Telnet FACBEZS A (GID 125 #1126) o A K1ELIME .,
125 BN IR &

o BREMCE NG S I R
AR ER

R

PR 2% 3 BT ANAR S

HTTP & & f4b 12 25
A

B W IE N T Snort 2 TRANEESS . 5% Snort 3 B ARHIfE R, EZH

https://www.cisco.com/go/snort3-inspectors.

HTTP £ & AL BESS F1 57 LA R TAE:
o FRRLFIVEAL K2 B M 25 1 Web IRZ528 1K) HTTP i 3R LUK FiZ RSS2 11 HTTP i Y

o J R IEF] Web IR 2SHIW B4 B URL. 3E cookie 3k cookie 3k J7v iy B IE ST fli i
4, VA& S HTTP Ao N B M e

o KE N Web IR 55 25 MBI B0 BORESARRS . ARSI B 3 set-cookie 3k cookie i kA
P IESCEEA S 5y, LA RS HTTP AH G I AR BE I 12 R

* KrI AT BE¥) URI 9 fidh Bty
o ALY A BRI T PR R A

o S JavaScript S50 i A IR 7 Bk o
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HTTP i A LA APag kAT gD, DRI DA @ 2 M A T4 A o HTTP 6 2 0] 42 14 Fhgwfg,
MR HTTP e 35 ol GE R B a2

AT UAE— MR S5 as i 0 ik 55 4% 51138 42 JR e B HTTP A5 213500

TR, LRSS RS HPAT HTTP Miyetk . a2 it, ©oSB N Ed ik T HTTP F45F &
WYEtk, JFH R BeACE 2t TCP £ v AL 28 4 7 HTTP 245 5 .

£ 5 HTTP #SE 4L In

4 HTTP for & FUARBELAS 1K) 42 J) HTTP G XU Pl PAR B A8 19 AT 3o dn R AR Fi o 4 2% ik 55
e L HTTP Uik, )i X L8 ie 1S ] g8 ] HTTP AL .

TERLL MR

« WA ZBRESE (Unlimited Decompression), A1, s KESHEEIERE (Maximum
Compressed Data Depth) Fil &z A fi#JE 45 504 R E (M aximum Decompressed Data Depth) & 1
X HBWE N 65535,

o MBKEZEHIERE (Maximum Compressed Data Depth) ok & K 2 E 45 835 R/ E (Maximum
Decompressed Data Depth) B TE LA A7 B AN A, 42548 de e«
SN

o FTIR) D i PR S £ 9% 268 20 A RO 8] P A A Aoy A 19 2 SR 8% 90 B S s

U RAE UL I R P2 S AT AT PIAC FRES RN, DR 38 20 A 5 Ak PR R K o

& 58 HTTP AR %% 28 (Detect Anomalous HTTP Servers)
K 26 B A Fg e by X 285 AR 25 2 g 1 8 b L8280 f¥) HTTP Y.

)

IR

TR S RS, ERRAE “HTTP BCE” (HTTP Configuration) UL b 1) 45 gelic & SCAFH 81 Hi 4
B HTTP S A ot 0 o AR, I LA IHade 301 A% B B F T Ak B 2 B0, 5422 il
S a2 B I EH 2 R A . BN RS S lC B SCAF A & I @ H T HTTP W E e 1, H
WRE T LR E SO, AR BRI e LI IN B ) — AN E SR, DA LR A

AT LR TR 120:1 A2 e I8 P IBC RS B 25 5 e R i B MRS A o 15 2 B BB VUK
s

BN o

2 HTTP X F2 PR 55 2% (Detect HTTP Proxy Servers)

KA R th 23 HTTP R IB{ER (Allow HTTP Proxy Use) 355 X IACERAR 45 2511 HTTP i & o
AT DA R 119:17 A2 s A F 8 N IBEHE 2 v 25 57 e I 1 Mo e A A o 15 2 ) 152 N AR LR
K

BN o
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B A E 4 SR R E (Maximum Compressed Data Depth)

Ji H Inspect Compressed Data (%% DecompressSWF File(LZMA). Decompress SWF File (Deflate)
#\ Decompress PDF File (Deflate)) J&, & B H A 6 4 £ (1) B Kb

B K R JE 45 503 7R [E (Maximum Decompressed Data Depth)

Ja i Inspect Compressed Data (&% DecompressSWF File(LZMA). Decompress SWF File (Deflate)
5 Decompress PDF File (Deflate)) Jii, 13 B MLo AR He 45 55080 1 s KR/

PR 55854 Al HTTP #SE {1t I

UL M IR IR G5 38 AR D B AT IR 55 4 B D I 55 2 9 R e B IR 55 2 S0 IE . Iehh, W]
LU FHIFIRE SCIR A 55 s e B SCAFoR B B IR 2 000, m) L se B e AT IR e A R >R o ] LA
TR L I B B X S I A AN ERUAC B SO RAR R ZEVE AL I HTTP g5 & 1, 2
TRV 110 5 2545 o 17 97 3K DU AT A TR G i (1 R 78

AP SRAE LT i3l v R 52 S AT AT POAE RS KU, DU B U B AL PHLGS KL SR o

% 2& (Networks)

ST BB A48 € — AN 2R A RS A0 TP Mokl v DU @ B4 TP okl sl hib B, o] DU & i
AN A s ISR AL SO LUE 5 53 B I 5112

PR ItR % 255 AMECE SO CEEEBOARCE SO BRBILLSE, JEFT LLAE HTTP 55 s & &
% 496 DTAT (HUKRZ 26 N HD 5 I AP IR S8 IO B SCIHE E B IR 2 256 M4 H .

\}

AR RGBT A AR I S S o AR 2SR R (] SO TP Mk BRI O T RE s IR
EANR . TR SCRE B R O B, A A B W] O AR IR 2 A JRC

TR, BRI default BEE 455852 W9 W B AL T~ H AR 0 SRS A0 55 1O BT 1P bk,
R, Afg HA T E BRI SIETE & 1P ikl 5 CIDR Hy/ 2% K, IF B fEfr Hofth s mg o e v
B 2 A B k0 R R R any (4140, 0.0.0.0/0 B :/0)

w0

TRAL LSS5 | 820 L HTTP yi AT YA 6o 1 o AR 38 5 2B 22 A i 1155

13 K89 B F1€E (Oversize Dir Length)

R K L R 2 {1 URL H %

A THAL B AN 2 T8 8 ICREA URL 5K I, S0n] LUS FIREU 119:15 KA eI A8 N B
T Z R .

B EREmaEs |
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% Fimsi & R (Client Flow Depth)
a

oy E AR B (Ports) FE X%/ i HTTP it P Jsths HTTP Bt CRIRHRCSLM B3 Es) i
LRI E 78 QR ) HTTP A 7 IR TR #0335 SR R e s 803, %) i B IR
JEATER .

AR E LM AR

< 1B, RES - AMEE O R TR WERS MR R S I N TR EE, W
AR . R, IEEEN T B EA N HE .

IR {H 300 L RORVEFZ %) i KGR R B KRS HTTP Cookie Jo i k2t o

* O R EPTAT R i, SRS AR, AR BN RO Y R TR
VA AT RE 2 M PERE -

© -1 K2 RSP T i

PR %5 287 2R E (Server Flow Depth)

A O (Ports) i E Kk 5% 2% i HTTP Jit it 1) Js s HTTP 25080 A P A 1R g 8 1 4
Inspect HTTP Responses &b T4 PRSI, 25t & I a6 Sk M 47 28;  Inspect HT TP Response 4t -3
FHARZSISS, AN % J5 465 0 3 1 3
Mk 55 it B R A v O (Ports) Hie SR S5 # dii HTTP it 5 Hh A 2 (R R0 U9 8 25 0 B i Ik 55
AW N EHE (1) E e W] DA A R HTTP IR 55 25 i I 250408 1 PR Be AR B 20 o SR )
R HTTP P8R0 0326 TS 25 Wi N2y JSL PRV RE T8 BB 23 IR SS- #R Ui i IR AT T o
AN TR P i R B, R S5 A Ui B v B Ok R A R U4 o B> HTTP B i ERFA~ HTTP 3K
RNk
A DA AR AR AR P4 25
¢ L]:{E
MEEE HTTP ML (Inspect HTTP Responses) 4T/ BRSNS, AU £ R 4G HTTP My F 3¢,
ALK EAR LA HTTP ik 4% HTTP lakz (Inspect HTTP Responses) b1 i AR &,
T2 [ S S 2 A s A4 AR

MHE HTTP AL (Inspect HT TP Responses) 4b T2 FRASRT, 24 A J5iaf B B ik A 2
W T B B N TN TR e, MU SR 75 27T 2 AN B P A RS B 4 e 451
R T R N B o G RS R L R N T BOR TR e A, UK S AR 7 A 2 AN
A, SRS B 2% 2 U R IR R T A

WVER, MEEEMN T Ae2s SEERs O (Ports) e SRR S5 wam it & A0 BRI . K
ZHOXLERMEL 012, AT REAL T AR SR E (PR 29T 100 459 (1) HTTP kel 2. ik
KREI DT 300 75, AHARK KNI LIARTA] .

TR, FREAEIE T o B A I A

« 0 K4 im0 (Ports) HHow IMATAH HTTP R4 25 imint s A A S 6 (B3I 65535 717
Do R I A
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VER, SLE R RES M PEfE
e -1:

MIE HTTP IR (Inspect HTTP Responses) 4T /B RPIRASE, AU 2 R 4G HTTP Wi 1F 3¢,
AR JE UG HTTP Wi 5 1E .

MHE HTTP ML (Inspect HTTP Responses) 4b T-ZFPIRA I, £ 20 {Eim A (Ports) He X
JIT A IR 55 2 o U o

B KX $R k1< E (Maximum Header Length)

K HTTP i sk H K BE B F 8 e KBk 2 B R B THEHTTP AL (Inspect HTTP
Responses), 4 HTTP W N AT IEIS 2 0 0 25 kiR i, $8 5 1E A W] 3 H ek 1

BT LS RN 119:19 A= e A 7 N IBEE 2 v 5 50 I I ) B PR A 0 . 15 2 BB N2 B )
B2 A3 3£ (Maximum Number of Headers)

Fr I HTTP 37 3K Hh i Sk Bt B T 0. B4 O K 25 ZE FH LR I, 45 7€ IEAE W] JE ek 3
T&nT LS FHALN) 119:20 A2 e F A0 P 68 vh 25 20 e e 2ot ) ook R e A o 97 23 0] 1 AR A )
B A ZE %47 (Maximum Number of Spaces)

FSr HTTP 385 3K (4 26 b 0 5k A0 i 5 T i e B IS O . (8 0 S 2E R bk . $7 @ 1E(H

CINEEEN: sinsi
T LU IR 119:26 7R SH0F I FAE IR ERE 25 57 M UK Mo RO B . 15 2 B BB A

HTTP % i IE CIRBURE (HTTP Client Body Extraction Depth)

i€ A HTTP 25 7 i i K PRV B0 IE SCHR IO 715 8. 8IS 1EHE content B protected content KT
HTTP Client Body 255, #J LU FH AR I DUAS: 7 S B 2508

FRIE -1 2 ZME P IE S 4558 0 K S PEHUEAN R P i 1F 3o TR, A e BRI R A
AR RGN, HUTER, EAHTTP B FIHIES (HTTP Client Body) 1L Ii7E AR LMk AE
H, ik ek Iide @ — AN K FE T 0 H.

INESEER K /)y (Small Chunk Size)

FRIEBN N N P B BT 5 1 B K1 80 FR8 N IE . {H 0 B 25 F T S i 2N
SRR . A OCTELIE R, TS HIES/ VB (Consecutive Small Chunks) 11
EE/NEHER (Consecutive Small Chunks)

S AEAL 2 DA g i 1) 25 ) i it IR 5 A v, ARG KRB I B MR B M
INEUR R K /)N (Small Chunk Size) 1B 74 52 /Nt B (1 B KR b

B EREmaEs
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W, B NEEEER K /)N (Small Chunk Size) B 4 10 FKES N ER (Consecutive Small Chunks)
WEHN S, AR A 10 AN AT 5 N EGE

o} ity A IR 25 s it i, T a0 e SIAR B KU 119:27 F1 120:7 15 i 2 /N Hedb AT 4=
IR IR NGRS T B S SGEEEEA. n S Small Chunk Size &) )a H H LR % &R 0 58 1,
Jit FH 33K LG DU 25 ) REANFi 7 R/ IN BB /N ) i s B fl e A2

HTTP /5% (HTTP Methods)

BERTIH RS SAERET A GET H POST LAAME HTTP &K Jivk. HHESRITEZ/ME.
MNAZFHS content B protected content FEEF 5 HTTP Method 220t &1 FH K38 Z HTTP 1%
FHINZ . WRAER R IE S GET. POST 8¢ 4 BbIkI0fC & /7L LLANR 73k, 480 LLE R
119:31 KA B I AE WIS & b s e e s B0 o 155 [ e B N2 PR S

T 23R (No Alerts)

2R B P T A B 2SR N A T i FR A 22 TR 4

\}

R IR SZE ] HTTP b STAS RN 206 2 5 )

#ME1L HTTP 3 3k (Normalize HTTP Headers)

MHE HTTP MERZ (Inspect HT TP Responses) &b )it FPIRAS IS, 3 I =R A W4 Sk 9E cookie %X
PEITEE . WA FIAEE HTTP MAAZ (Inspect HTTP Responses),  JUUfi i sR ATy 4 3k 4
A HTTP #lt3k (335 cookie) FIRLTEAL

¥2Z HTTP Cookie (Inspect HTTP Cookies)

FoVF M HTTP iR L P42 cookie. 44&E HTTP MM (Inspect HTTP Responses) 4t T i3 FIIR A&
I, 38 FVE A AR SKHEHL set-cookie £l . AT ZEHEEL cookie I, A FH e 1% Tl ] 4 vk R

THTFE R, cookie: Fll set-Cookie: LA AT HHIIHET T 254 LL L OB SAT 1 crur FAE i
S 0  AE cookie H—#8 2 BHATHE TS .
HTTP 3§ 3k A9 #TE 4L Cookie (Normalize Cookies in HTTP headers)

JiiF HTTP i 3Kk cookie [MARTE L. 24482 HTTP @i (Inspect HT TP Responses) 40T i3 FiIR
AW, 2 7 AR SK T set-cookie Hl IRFLIEAL . LATEFAEE HTTP Cookie (Inspect HTTP
Cookies) 2 & A Rei e bk 1l

FoUF HTTP X321 (Allow HTTP Proxy Use)
FeVERs 52 W2 1) Web 4528 HIVE HTTP AQRE . Mk IiAH T2 HTTP ik

{X#2% URI (Inspect URI Only)
IR A B A HTTP 8 K& AL ) URL 45
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& HTTP M@ (Inspect HTTP Responses)

Jet U6 HTTP Wi . () S8 A Ay, AT A TROAR BR AR AN 23568 HTTP 15 K 2T L ARk, 182
PRI Y 7 B AN 5 | B A TR 2 UL TS, R STRIOMNAR K 1IE3C, REICRE A
WA 2 ] 7422 HTTP Cookie (Inspect HTTP Cookies), R4t &4 set-cookie £

ST LU IR 120:2 A1 120:3 SRAE SRR WG h B Bule MERGR 2, T Pig

R 6: TS HTTP Na [z 41 )

H BRI TER A %...

120:2 HBLERL I HTTP W SRS o

120:3 HTTP Wi AN G A 25K R sl v i)

1% UTF 4555315t 1k 4 UTF-8 (Normalize UTF Encodings to UTF-8)

WRJEH THE HTTP I (Inspect HTTP Responses), I EIAG I HTTP i 5 P i) UTF-16LE.
UTF-16BE. UTF-32LE 1 UTF32-BE 4, FE¥4IL85u1k A UTE-8.

2 UTF FUTAG RGN, S5 mT ORI REN 120:4 SR AR AT IR N IBRES 2 b ZSEBGLE T S

M E45E3E (Inspect Compressed Data)

& HTTP ML (Inspect HTTP Responses) B HII, 3T S F HTTP Wi 5. 1 SCH 1) gzip Al
2% deflate [ FR4i 0 (g, LAROR RO AR A R 4 B0 TR RS 7 o RGOS 25 3 ORI 43 B HTTP iy
NEHE . RESHETHEEE — K& 2 AN b P R4 8 Bate i, REASK KB
AL (A PR B B 5 R TR B . MR B R A EFEIR R E (Maximum Compressed Data Depth)
W KRR 45 #03E R E (Maximum Decompressed Data Depth) H1#5 5 (11, B0 12 31 s 4 5ot K 2
I, fRRGE S ik 3RS 282 IR E (Server Flow Depth) Hidi e IRAELINT, it i 45 2508 11
Kt & ao), BrARd kst T ToPREBIARESE (Unlimited Decompression). #A] LIE] file data A

NIPSHES S inaay IR EAC/ T

AT LLE A 120:6 A1 120:24 >k A4E B HAE WG & b 5 Bl e e 62,k ik :

F 7B EYR HTTP N 57 3 0

) BEUTERAL...

120:6 JE45 HTTP Wi S P Ak s 445 2 T o

120:24 JE 48 HTTP Wi 3 (1K) 358 70 i s 446 2L o
T bR R IE

Y JH T E 45 EHE (Inspect Compressed Data) (B ## % 48 SWF 34 (LZMA) [Decompress SWF
File(LZMA)]. fRE4E SWF X4 (Deflate) [Decompress SWF File (Deflate)] ok fi# £ 45 PDF X4
(Deflate) [Decompress PDF File (Deflate)]) i, i 2 /N 078 o i K E G IR RE (Maximum

B EREmaEs
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Compressed Data Depth); Wi/ i5t, IS RFE 2 AN 40 I IR e 4 . Ve, o kit
T2 5% BN B 0 P 10 B K R 4R 808 SR (M aximum Compressed Data Depth) ok & X fi# & 4541
#EIRE (Maximum Decompressed Data Depth). J5idiER, W8 H FH &, i i s XIE 4R
B R E (Maximum Compressed Data Depth) Fl 8z X fi# £ 48 &38R & (M aximum Decompressed Data
Depth) ¥ 2 ¥ E ok 65535,

#3E 1t Javascript (Normalize Javascript)

MHEE HTTP ML (Inspect HTTP Responses) T I, I IELIUE 6 HTTP i Y. 11 3CH Javascript
FIR AT TG . THALFE 232 AR JavaScript 05 (5140, unescape B&%(. decodeURI & %A
String.fromCharCode /57%) HHATHIE . THALEERS 23 %) unescape. decodeURI Fil decodeURIComponent
BRI LLR G 34T R AL

* %XX
* %uXXXX
* 0xXX
* \xXX
* uXXXX
TALBEAS R IE SN, IR HVEA NS . BEREIUA TR FRAS N, B & BUC VB SR &

M) Javascript Zodfs b SR VF I BRORIES S AU . WA 1 B 65535 Z (A {E. fH 0 28 bR
fF, ANE 52 BOH KA TR (120:10) 22755 H .

TRALFE 23 IE 255 Javascript Y5 (+) B HEAFUAT VG, HAERZIEHIFER T H .
EATLMEH £i1e data AR DCHE 24 N AR FLIUIFE 17 IRV AL 1Y) Javascript 24 o
AT LLE RN 120:9, 120:10 F1120:11 LA R4 I AE W BGERE Th EF B EERA, W R AR

R 8: SEIX Javascript E IR

L BEUATERAAA...

120:9 ToAL B N BRSO 200 K T 45 T 2.

120:10 Javascript BRI S Hh (1 A A B0 R T B T 00 SRV R R R I A
LRI

120:11 20 ¥ Ll R 0 e 55 2 A Y K g )

“ % £ 45 SWF 3214 (LZMA)” (Decompress SWFFile [LZMA]) #1 “ fi# /& 45 SWF 3214 (Deflate)” (Decompress
SWF File [Deflate])

J3 F HTTP Inspect Responses Ji, X $81E i 4 {7 T HTTP 1% 3K (1) HTTP Wi i 3= 44 b SO Hs 4
War. .
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\)

IR B OEEME A AE HTTP GET M 57 H 48 20 i) SCOE 1 B 45 345

* Decompress SWF File (LZMA) fi# /547 Adobe ShockWave Flash (. swe) U] LZMA 3258 4 38
yA

pAN)

* Decompress SWF File (Deflate) fi# /5 4i Adobe ShockWave Flash (. swe) SCEEI deflate 3 48 s 4 &6
/4
T o

Y3k BB K IE G EIERE (Maximum Compressed Data Depth) 5 & K f2E 45 #5038 3R & (Maximum
Decompressed Data Depth) H145 5E IME, SE AR R 5 KRR, MEgH SR, ik 3RS
2R EIRE (Server Flow Depth) W8 & MEI, XHRIE S R B S 4, BrAEIRIES: T iR
#IfRELE (Unlimited Decompression). % LI fi1e aata AR R0 S5 5 SRAG 750 A s 406 250

nr LA F U] 120:12 A1 120:13 LA s A0 W IBEES & b s BUh e g 80, ik s

< 9: fRIE4E SWF SCIFIETTTAL M

200 BREIUTE R ..
120:12 deflate SCAFf H 46 R Mo
120:13 LZMA SCEAR S48 W

Decompress PDF File (Deflate)

@& HTTP NaLZ (Inspect HTTP Responses) 4b T+ HPIRAS I, ##E 48 SWF 314 (Deflate) (Decompress
PDF File[Deflate]) 23 Hs 4 A7 T HTTP i 3K () HTTP i 3% 3= 44 b o] B 0 SCRSKE 2K (L pag) SCEFH deflate
RGN . RGEHBME /r1atepecode B LI JEATA# 45 PDF SCAF . ASSCHRFILA s it i 98

B (@ffﬁ /FlateDecode /FlateDecode) o

\}

ER R RGRMR R4 (E HTTP GET W i rb 4% 1 1) SCAF I He 46 43«

ik B KIEGEEIERE (Maximum Compressed Data Depth) B & X f2E 45 #5038 3R & (Maximum
Decompressed Data Depth) HH {8 5E [FE, B0E 1A B R4 s R B, R4 S8R, MIA 3RS
SR EIRIE (Server Flow Depth) W8 MME I, XGRS 4w, AR T TR
Hl#ZE 48 (Unlimited Decompression). %A LM £i1e data AAZ R OCHE 7 A A i He 40 5040 o
$s0] DUE TR 120:140 120:15. 120:16 F1 120:17 LAZE e F I EAE e B b E SR Boh M BaE 40,
WF FR:

% 10: #2[E 4% PDF L5 (Deflate) i 15130 M

A BRI TIERA L.,
120:14 SCPEAE Hs 45 R
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A BEIL TR ...

120:15 I T ISR RN Sy, SO 4 I

120:16 H1J" PDF B i IE2 AN 52 3CRe,  SCHHl s 46 2R
120:17 SCARAT SR

IREUR A% i IP ik (Extract Original Client IP Address)

FENAZ R AR R o e UG 2 7 it TP Mk A 7y . REEMIELE XFF 3R Sk 5648 (XFF Header Priority)
W IH b 5 X ) X-Forwarded-For (XFF). True-Client-IP 5%, [ & X HTTP i Sk 42 U U5 % )7 Sifs TP Hdik- .
T AT DAE NAR 3R T A B P SR UG 25 7 v TP Ml

RrT LUR HE 119:23 119:29 1 119:30 AE e AFIRAE A IGHE 25 i I BEEVE R B . 1
SRBENRNRE .
XFF $R 3L/t %% (XFF Header Priority)

P8 Y HTTP il KR P AFAE 2 AR IS, RGAC IR LA 7 oy 1P ST BRMNEDL T, RESK
# X-Forwarded-For (XFF) #3k, SRJGH A True-Client-IP $}3k . A AR L2 5532 i) ) _E A7)
T Sk B AR T B AR SR

PRI S VFER E Bk XFF 8 True-Client-IP LA 465 7 i TP HRSKSKIEA TS IBCRITEAL o m i iR
An (Add) LURs B € SCHRCK A FRBSIN RIS R . RGNS XFF 5L True-Client-IP i kA ]
MR PER I 5 ARk

P B R TN 0 AE LT LA
o FEVPAN IR % s TP M AR SKIN S ARG R] IR X U i 2 TR AR A 254 I S WY
© WEARAFAEZ AN IRA % i TP 3k, WIRGE AR B 6 2 de i Ak o

* XFF ik 1P k213, iR Tl iR 5 4 . 0B, R8I P %
Ja—A TP Huhil: CRISZAFAEAREE MY Nttty 520 Js 463 7 i 1P Huhik o

H7& URI (Log URI)

FEVF A HTTP 355 sKE i A U5 AR URT CERAT) , JFH3Z URL 5 20 AR R I A7 AR AR AH G
X

Ja RIS, W] AE AR AR LA “HTTP URL” %19 B oR$2 % URI (BT 50 NFERF. Al LA
LERR AL R R 534 URT (2% 2048 741D
HEF 414 (Log Hostname)

FEVF HTTP 353K EHURSK PRI NS CRAT) . IPRZ BN 5 e il A By A= A
MR WERAFAEZ A TEHLRCL, BRI NE MR .

JA RS, A RIZE AR SFHRAE) “HTTP 3481447 (HTTP Hostname) 41 /= $EHX ) EH L4
HIRT 50 745 . Al DAESPR M E T BRI ENla (k% 256 717)
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rARmEsE |
B s %5 wre mss e smism

RERT LR IR 119:25 26 e S AR IR RS h 2 57 MO UK B RO A . 15 2 B BB AR

W

THVERS, WA TR 119:24, &R T HTTP 35K i il 20 2 A ARSI i, MAVE ik
TR LB A AT

=4t

5 0 HTTP W VEAL it 1028 . RGEER AL 7 —NE M T K2 HUR S5 2 BN L B S0 36
HIT Apache IR 55 %% A1 IS Ik 55 4% (45 T BRUNBC B SCAF DUUR B € SCBRIACE, R mT DUGHR 28 30 B kAT
FE S BL AL 32 P A A oK -

o WL ARS8 IS T B IR S5 2 AR v BR A IE B 3
© PR NS KA RGN 1TS Fl & k.

* ¥E#% Apache ¥4 2 i il R HLHLIY Apache FiC & SC1F

* MEFEE E X (Custom) K23 B H IS [ CUI R 55 5 i 1 S0P

AR 5528 4% 7l HTTP ST AL 4mADitIn

s HTTP 55 #4905 BL B 30 (Profile) LT B E A custom I, W LLIRE Jy HTTP Yt R VEAL 1 4 1
M, I A HTTP Fi0AR B2 MU AR (55 AN TR G B2 7R Fg i b ple A

WRAE LUl o R SE AT A TOAL BELAS RN, U e TR 5 Pt Ak B85 AU SC 1K

ASCII 4%%5 (ASCIl Encoding)

XTSI ASCIL FAFREAT S, I e I 5 | 2 15 A2 oG T ASCII 4ifidh URI ¥ A4

] DA A 119:1 28 Bl g 70 P B8 v 25 3 e T () SO PR AR 0 o 05 2 B B AR B DUPAR
UTF-8 4752 (UTF-8 Encoding)

%t URI HH ) kRrvE UTF-8 Unicode /341347 fiftht) .

] DS R 119:6 2B Bl g4 70 P9 B8 v 25 5 e 0 (1) B PR AR 0 o 5 2 B B AR B TUPER
Microsoft %U Encoding

SIS You Zitid J5 LA TARAY, 24 tS )7 A8 T Y%u, JEERPUADN T4 Hrp X YA 7452 5 1IS Unicode
AR S AR SN B G i A

Je

BN BUEIE S AR You gehd, PRI RUREEE BONAE T You 4t i) HTTP S b AT fifhd .

FTLUR IR 119:3 A2 sl AR I 76 A IR 2 rh 25 ST bl I R SO E Bt 0 . 155 [ BB N REIER
&

BN o

B EREmaEs
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| EREmLEE
FEEL TN PR |

#2775 UTF-8 4543 (Bare Byte UTF-8 Encoding)
X b BEAT RS XD kA F AR ASCIL “F 454 M fif# i UTF-8 (B A 2LfED -

Je

RBR B GRIS VR L IS RS 2R AN E A AR AR bR vE R Y . RRME SR BRI, A BERE
Fr A UX P 7 i UTF-8.

FTLUR IR 119:4 A2 sl 4F A6 A IR 2 rh 25 5T bl R B E Bt 60 . 155 [ BB N REIR
s

BN o

Microsoft lIS 4753 (Microsoft IIS Encoding)
{87 H] Unicode AR5 sl LT EAT AL o

Je

' ORISR FBIET, DN 8 32 2 I B B AR 2l

AT RUR TR 1197 A2 SAH T A2 N B EEE h 23T bl W Mot e Bt A0 o T2 D BEE AR FUPIR

=

70N o

WE %743 (Double Encoding)
I AEREANEAT AR RS IR 3K URT AR i 40, fifhs TIS Xdmfthint i SRR USUR H ik it
h el R T RS B

ATRUR PR 119:2 A2l ST A2 W IB S h 22T bl I Mo Ve Bt A0 o 52 D BEE AR FUIPR
=

N o

% $14T38% (Multi-Slash Obfuscation)
BTS2 AR IEA A — AR

ATRUR TR 119:8 A2 e ST A2 W IR h 2T bl W Mo Ve Bt A0 o 2 D BEE AR FIPIR
=

N0

IS & £14T;82;% (IIS Backslash Obfuscation)
B AR VAL AT R 2

FTRUR TR 119:9 A2 e ST 42 W IR IR h 2T bl I Mo Ve Bt A0 o 2 D BB AR FIPR
=

IANRS

BRiBH

X H s DA A 5 E ST RNEAG . SRR P B PR R P4 BRI URA poe T ISR R i P A,
ARES AR, DR A R R st A H il DR 5 1 I SCA

FTLUR PR 119:10 A1 119:11 A2 sl AR I 7 A IR 2 b Zor i I BV E Bt . IS I BEEA
RAMMPRE o
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r R ERE |
B s %5 wre mss e smism

#3758 % (Tab Obfuscation)
FUSGAGAT O 250 2 B 50 FH I 75 (1Al RFC Al Apache AR TIS Web JIR 45 3346 URL i
FAHIZAF (0x09) 1124 53 Bt o

)

AR LRI R E AT, WURBIRAT HTA A% AT (0x20), HTTP or 25 FAL BE 35 #0RE 875 115
1%

AU AU 119:12 A2 s AF IF 70 N IBERE v 5 e i I ek PE s . 38 200 BB AR DR
RFC 22 #F L3 (Invalid RFC Delimiter)

A URL #idls AT AT (\n)o

AU AU 119:13 A2 s fF IF 70 W IBEE vh 25 e e I ek PE s B . 38 2 00 V0B R DR
Webroot B 3%i&J5 (Webroot Directory Traversal)

FrilZE i URL s H ) H sk [ .

AU AU 119:18 A2 e IF A0 W IBEE vh 25 e e I ok P Bt B . 38 200 V0B A DR
#ll = 7F URI 53 B& 7 (Tab URI Delimiter)

SOV F I AT (0x09) 764 URI (20 B4 . Apache. TIS BEH A LL K e H At Web fIR 4% 2% 4F URL
rh A SRR VE N 2 B A

)

AR LRI R E AT, WUREBIRTT BT A% AT (0x20), HTTP or 25 FAL BE 35 #0RE 875 115
1%

3E RFC =275 (Non-RFC characters)

RO 076 A N 7 B s In (0 9 HRBRAE A% N BUA% Y URLES T i 3E REC 2470104 . B But 2B, 3
AT Z A PR SRR 20 dn R B e T, AR E R T, N OB A T
FHARH UL A 775 0] e 2 A 48 i s ) =F .

A LU FREU 119:14 A= g5 4 14 N B 28 b 5 35 i IR Mok PE B 0 o 15 5 ) 168 W A2 LR

B KHR4RAZ K /)y (Max Chunk Encoding Size)
TN URT 24 vp S I 2 He iy oK/
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| EREmLEE

mg nrre wamaes ]

ATRUR TR 119:16 A1 119:22 A5 B IFAE WIRHR 2 h 2 70 BT BGE MR 6. W2 P i B
IR o

A & |8 f#%%3 (Disable Pipeline Decoding)

XF T B RAE N HTTP fif . MUt g AA N, PERESS 32T, b RGEA SRSl Hr i i
SERFI) HTTP K, FU A8 A3l AR QT Bt & AT TEAT R

3E™4& URI fiZ4fr (Non-Strict URI Parsing)

FEVFIE A% ) URI f# . NAXAE$ESZ “GET /index.html abe xo qr \n” k&I AEARAE URT (IR 25 #% 1
IR T . AT MR, RS2 2 (B8 URL AL T3 — AN Sh 558 AN 2 ), BSR4
W 2R BAT AU HTTP bR R4 .

2 #Y ASCII 4375 (Extended ASCII Encoding)

FOVFAARNT HTTP 14K URI 4 e ASCIL P45 . TEVER, I nT 1T B @ IR % S lt & S
74 Apache. IS BRITAT IS5 2 &AL IRV BRI & SO AN aT H .
HEXEMR

HEi&: HTTP content Al protected content < 7> 2%

file data JCHE T

AL E HTTP 1o E Fi&b 125

\}

ER MG T Snort 2 TALEERS . A OC Snort 3 B A AHIE R, EHSH

https://www.cisco.com/go/snort3-inspectors.

ARG PR SR S ) I 2 RS o AR 22 3 AP S TP bk BRI T 2t B
EANER . TR SR AR IO B, A A B n] O AU 2 ARG L
FHia Z |l

© TN EAERE T HARR B € SCRME T U AR 2% UL, s 2 FLAC R 2% 23 SEEgs T Ak B )
W25 DX VLAN 178 A7RTEANMR R, T2 I I 2% A S0 () vy 2 B

UK
IEFE SR BE (Policies) > 7 a# il (Access Control), #AJ5 mlili F4& 9 # 5k Bg (Network Analysis Policy)

HUEREE > I EHES] > AR, AR5 i M S TSRS

i U A RE SO A BRI AR S H (55— N ERAR KT ), A 28 AN AR ) i3
I o
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rARmEsE |
B =weurepamamsan

FIB2 ol B4R 1) SRS 571414 Snort 2 igZ (Snort 2 Version).
S 3 AUH SR S SRR (4
MR RRE (), WERVIECE R TS, B G 18 SO & AR .

LR 4 SN IR E (Settings).
SRS WM AR IEEE (Application Layer Preprocessors) ¥ HTTP EZ& (HTTP Configuration) 4%
M, iR 2BA (Enabled).
$IB6 fLidh HTTPEE (HTTP Configuration) 55141 (1) 4ig (#) .
HIT B “AJRTE” (Global Settings) UL X 48 1 (%50 152742 J5) HTTP ALk s, 45 25 Ti,
SR8 I, BFH SRk
© USR5S A BB SO - R BR S5 28 (Servers) 373 1F) AN (1) . EBRZ BT B L %
Ui de E —ANEE A 1P Mk, AR5 STERE. TR A 1P bk e b, BE A TP Mk
A/ECHUEE BRI IS AR . 2 W ESIR AL 496 N, AT R SS ARle B SO/ s I A
Z w256 Mk H, SR Z A0 255 ML E SO CEFEBUARLE X .
 GuiE R S AR I E ST - TERRSS 8] (Servers) i CUASINACE SO CURC B Hb L, B0 AT BRIA
{E (default). & n] LUEECE (Configuration) HB HH AT AT s i 2 I e 55 4 4 5 HTTP i
JALIET , 2 26 U1, WS N ECE ST (Profile) {EiLHE B E X (Custom), & n] LU il 55 25 4¢
S HTTP ME b gt e I, 55 34 5 Brid (1) 4 i 36 1
o ISR 25 BB SO - e i O S R (W)

IR 9 TLRAT H LIRS LORAE LSRN AT IS8 2, 15 A SR {E 2 (Policy Information), 4R )5 5%
i #IAE L (Commit Changes).

UERAEAR L SRS DL TR H SRS, MR S SRS, K 2380 F A _E A LIOR I 2247 BE 2

T—F 4

o U EA AT A AR T B Mo SR L, 155 HTTP ML 348 9 (GID 119).
ARHEAME R, WS RE N PR .

© BREMCE SN ES R

AXER
HH
PR 2% 3 BT NS S

HAth HTTP 12 & FiAb 18 28 A0

Al LU 2/ Preprocessor Rule GID:SID 41 H (AR, Ay 155 e i B T 5 i HTTP 6 2 Fildd
SR04 A

B EREmaEs
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| EREmLEE

& 11: E At HTTP A ETRALIE 25 H

T3 28 H0 ) A IHE.

GID:SID

119:21 HTTP i#K LA E L T A content-length F B,

119:24 HTTP 5 K& 2 T EHUHRCKI

119:28 HTTP POST J7ikBE#AT content-lengtn 3k, %A HiiEih
transfer-encodinge

119:32 R EIBS HTTP 0.9 . i&F =, @40)8H “TCP RAlcE” (TCP Stream
Configuration),

119:33 HTTP URI {0 & B U I

119:34 TCP HEFAL T 24 AN ulEE 24 TE A HTTP 53K I

120:5 HTTP Wi 3 i B ) UTE-7 gafidint; UTE-7 NAXAE T2 7 47 T AR 4 v
B, %, SMTP i .

120:8 content-length B R/ PNIEAL

120:18 P55 7 Ui 3R 2 i R A HTTP HR 45 4 87 1)

120:19 HTTP i B AL HE 2 A Y 28K BE I

120:20 HTTP Wi N ALHE 22 A4S A 254 i I

120:25 HTTP M WAL G IR AT B I

120:26 71 HTTP Wi W4 S 2w IR ELISAT I

120:27 HTTP M S AL A5 R B I

120:28 el PR N TER B B SN 5 LA AT I

Sun RPC 7 &b IE 28

Y

sunree stz

ER UL G T Snort 2 THALEEAS . 7€ Snort 3 R AR R, 12

https://www.cisco.com/go/snort3-inspectors.

R R ] (RPC) EYEALR T 20 )1 RPC ALk, IR XL A AN s, AT 5 ]
DU se B iic k. Biltn, Hdi nl e ik B A L& 1T RPC adnind 35 H . 5028 UNIX EHLEH]
RPC adnind PATIZRES AT RGMES . WEREHPATIHI S O IGIE s, SR Al se il

mAEmLEE I
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rARmEs |
B sunrecFstmsmT

L FE . Snort ID (SID) 24 575 FIARUE AN (GID: 1) &R e BN, FFRBIANE 41
portmap GETPORT 143K, LA AA I AP Bt o

Sun RPC 1 4b 38 251 IR

i A

Fo 2 B AL FL R St o TSRS I A 2 AN 1, i 1 2 [ IS A RE . JLRL ) RPC Sty 1124
111 A0 32771, WUERMEHE RPC it RIE R Aty 10, w25 B i L 1,

%4> B RPC 12 3% (Detect fragmented RPC records)

¥l RPC 29 Frid 3k o
SR LLA R 106:1 F1106:5 2E sl i pEHAE W BGER2E vh EFH Ik i e v . SR EA
12 PR S

S — A #03E 8 A9 % NME R (Detect multiple records in one packet)

A (B EE ) TR Z T —/> RPC 5K,

AT LS AU 106:244: A1 45 P IBCER 22 vh 25 5 e 0 P BOk P B0 A o V5 2 B 1 T N A R UPIR
8 H— A9 Y R B B9 1E SR AN

For IR I 2 i A B il sk KR .

AT LUE FHACU 106:3 4 i A1 P IBCER 22 vh 25 5 e T P BOk PR 20 A o V2 B 1 T N A R UPIR
SN T — M BEKENRENSRIER

R 7y =%

AT LU FHACIU 106:474: A I 15 P IBCER 22 vh 25 5 e W P BOk PR 280 A o 1 2 B 1 N A R UPIR
2

BN o

BcE Sun RPC fsbIE 28
A

R & T Snort 2 TALFE S, 455 Snort 3 B AT A ME B, 1ESN

https://www.cisco.com/go/snort3-inspectors.
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| EREmLEE
semazs ]

UK

FIE1 L HEERE (Policies) > ifia)#54] (Access Control), SR )5 &Aili M4& 5> T % & (Network Analysis Policy)
HUOREE > i EiEEl > MR, AR5 i MES R .

R W SR E SCH P A SRS e A 21 R R S — AN ER AR U ), TR 5 AN R AR U IR
s o
FIE2 i B4R 1) SRS 571414 Snort 2 igZ (Snort 2 Version).
S 3 AUH SR S AN dREE (4
MR RRE (©) , WERVIECE R TS, B A8 SO & AR .
PB4 S AT IR E (Settings).

SRS W N AR ESE (Application Layer Preprocessors) ) Sun RPC Bt & (Sun RPC Configuration)
WA, 1% E 2B A (Enabled).

$IB6 LT Sun RPC BLE (Sun RPC Configuration) 551411 %ig ()
HIE T 1ESun RPC HALBE S IETN , 25 40 TP BRI E .

HIB 8 ELRAT B LIRS A LORAE LSS AT I SE 2, 3 A SR 1S 2 (Policy Information), #RJ5 5%
i IAE K (Commit Changes).

AN SRAEANTI S SO R 0 IR S, U2 SO SR I S RE T8 AN A UK 2247 B 24

T—5Hft 4

o W RA B BT I AR NI o E A e e B, I R T Sun RPC FRARFEER HLU (GID
106). A RVEAMME S, HSHBCE MR MR ZS .

© BREMCE G ES I E

X EHR
(EREN
PHRANTE L 280 BT RN AR SF s

SIP T4k &5
)

AR MG T Snort 2 THALEESR . A7 OC Snort 3 WA ARG R, TS M

https://www.cisco.com/go/snort3-inspectors.

SR IS (SIP) % i S HT (BT I 2 F s . 2 ORI RIS R W S R S A% 4D
A PR EE A SR IFI T B SIEUY . B4 SIPUE KT “ 7572 ” (method)
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rARmEsE |
B srrmsisn

FBAUNER IO H 1, 355K URL R E SOETER IO H 1. REAS SIP Wiy B AP RPIR AR 4 W35 SR ¢
fEfa R

{FEH SIP ZENEPFNY Ji5,  SERHEHEML (RTP) 51 5tk J5 S SR AR AIOE AR s 25 15 B340 i SRR A
WPV H i 8 ol A A T E . TR EE SR . SE A SIS 1EI%IE, RTPE
SIP 31 BOFE X f# H & 1 iR B (SDP).

SIP TiALPEES 7177
o fEIGA5>HT SIP 2.0 &

* FEHUEL S SDP Hdl CUnRAT) AEWN I STP SN R IESC, IR S B Bt s 2 U 51 4%,
DS i X Wpci s 2 A

o FERGINE LU 45 2F 51 ELAH N 6 P AL BE 2SR &5 IS 00 R, B e A ik
* SIP H0H A A7 A0 7 65 A0 A0 ]
« WH R PEL RT3
o B, 2SRRI G IE
TRALPE 2SS M4 76 SDP 14 S AR R 1) H (s oK IR 5 RTP Il Gl B AALE SIP W EOEcH) , H
THAL BESSAHRAIE RTP PR £ .
1§ SIP TRALFE SIS, &V LR JL A
« UDP il ¥ A& % SIP SRR 215 . UDP Bl i AL BE g SIP FiAL #2842 41 SIP & iF IR

* SIP R DG B 5 Se VR4 17 SIP Hdf (4R Sk Bl RUIESC,  IF BRGIA X453 SIP J7 ik sk At
A7 Hct A o

SIP 74 T 25 1 15

X LU RIS, ERTLARE A 1 2 65535 P IEEL 0, DAAERIEI S F Ak (It 753 i
RIBHD

* Maximum Request URI Length
* Maximum Call ID Length

* Maximum Request Name Length
* Maximum From Length

* Maximum To Length

* Maximum Via Length

* Maximum Contact Length

* Maximum Content Length

B EREmaEs



| EREmLEE

sipmsemsinm [

U SRAE LT i3 o R 3 S AT AT PUAE RS R, DU B TR B AL PGS I IR o

i

fiaE T AR A SIP Ji i H o w485 0 3] 65535 Z [A) 4. Al I 502 AN H 5 .

A 775% (Methods to Check)
€ SIP KT J7 vk . mTLAARE LR 1 € SR AR SIP J77::
ack, benotify, bye, cancel, do, info, invite, Jjoin, message,

notify, options, prack, publish, quath, refer, register,
service, sprack, subscribe, unsubscribe, update

THEAR I RANG o TTEAFRA LIS P REART . U A R RIZ 74T AN RV AR R 717
(UERAS GRIE ZLDIRr e

HI T Kok T g2 e SCBN) SIP Jrid, PRIk, Mol AR S A E UK P RE PR s o RO E SCHF
32 M5, ALEE 21 Al SR TVENT 11 R IR T 2. ZR GRS S RT RERC L AR AT AR E ORI
o

TR, BV E DR AT A0, Rt 32 MO R AR ] sip methoa JHET-R
SE 71
£1F 1 B B K XF1E 21 (Maximum Dialogs within a Session)

FAE U 2 U R SRV B O AR . A R B A (R B i, e R X A 2 4
2%, HATHERCR AN S BB . W HRIE 1 21 4194303 2 AR

TSR] LURS FHALIN 140:27 A2 s IFAE N IBERE b 25 3 e i Mok P B8 A . T 2 00 10 A2 R )
KA.

& K15k URL i< /E (Maximum Request URI Length)

167 Request-URT #3k FBb AV M5 K7W, a7 140:3, IEE K[ “URD” Ak
PEIFAE NI Th 2 A BOE PR R AL . 155K URL FBUR WG K 1) H AR A28 H AR 5L

& XA ID < E (Maximum Call ID Length)

FRE T KB Y. Call-ID k5 Berh VR KT 8. a8 70 140:5, TS “ 1 A
ID” A AT I AL NI T Z A B . “ Y] 1D S Bl M YU SR AN Y o ) STP
231 o

B K1EK B FRIE (Maximum Request Name Length)

TR PR S VFI R K 718 GZAFRIE CSeq SH55 R IRFT AR E IR AR o WRRAT
R 14027, SR E “UERAZFK” A AT AR A IBCAE 5 3 B PEAE
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B ==seoams

rARmEsE |

A& AKE (Maximum From Length)

TR TR, “AAFN” (From) 5k 7 B SAVFII R 1 8. AR TR 140:9, T
CRAENT AR WIS & b BB EER . “RAEN (From) v BO UM BAGE TS -

AW A E (Maximum To Length)

TR TR Y, “WAE N (To) KT Bep SAVRII OR35S ) 17 R 140: 11, JUEEC
WAEN” AR AE WIS b TR B E R . RN (To) FBEI U B A

B A 124 E (Maximum Via Length)

TR REM N, “ B4R (Via) 3K 7B RVFIIERO 7178 A A 700 140:13, WIFEKHY
I ARSI NI T RSO R . “ERAR T (Via) TBURIEORIN R AR, e
IV EIE AN S

= AB &R A KE (Maximum Contact Length)

FE iR R, “IER N7 (Contact) 3k F- B b A VR R 158, an S T 00 140:15, W EE
Kl “BERN” AR e WIS T E A B ESRE.  “BER N7 (Contact) T BER AL H LTS
5T 5 R AT 2 I B Y URL

B K KA E (Maximum Content Length)

T A0V SR B B R IE SC A A SRR ORI A i A TR 140:16, IR N AR
BRI IR S T B s e M .

2% 2 55/4 57 8142 i@ /& (Ignore Audio/Video Data Channel)

Ja RIS Bl o A o TV, WA FH T URIR I, TiAh BE 4 25 4k LA 1 LAt A i i i i

SIP i

FEXER
SIP K7
AL & SIP FiibIE =S

N

AR MG T Snort 2 FRALEESS . A OC Snort 3 B ARG R, S
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HIB1 EFKRBE (Policies) > iy a4 #] (Access Control), 4R )5 i M4 5> #r558% (Network Analysis Policy)

WRRE > FiEEEl > AR, AR5 Al WS TSRS

B EREmaEs
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| EREmLEE
e sip matzsan [

iR U e SCH AR BRGS0 H PR B — N BR AR U ), 3 A FH 58 AN AR U i) iR
o
PIR 2 s TG K HER 551411 Snort 2 B (Snort 2 Version).
HUR3 B R S R ()
W ERIE (O, WIRBACE S T, sOs SR 15 SOt & AR .
PR A pi PN E (Settings).

$IE5 W AR AL ISR (Application Layer Preprocessors) (1) SIP Bt & (SIP Configuration) C.25H,
i B B (Enabled).

$1E6 il SIPEE (SIP Configuration) 551411 448 (#) .
IR T AEUSIP FALBESRIET , 55 42 TUH ATk (13 I

WIE 8 LRAT H BRSNS HH A LKA LE SR AT I s 2, 3 Rl SR {5 2 (Policy Information), #AJ5 s
i #IAE B (Commit Changes).

WRAEATIA S U DL TR SN, W2 R LA SRS IR, 28O B IR LK K G A7 B

T—5#tta

o WEREE A IR NIDEHE Th B Beh R A, 15 A SIP FilAb BE4s AU (GID 140). A%
TAEE, ES B ENZNPRE .

o WRENCE I, TE S AN E
FXEH

(ERLPS

MR e 2820 BT RN A5 S s

H {tb SIP Fiu A3 23 451

N SIP FAL LG AN e T B IUIG K . oA SIP PRUAR BRI 4, o SR AR S
WA Fe A AR IR S8 SR B MR B, A 20 K LA

< 12: E Ath SIP TRALIR2E AN

T 4b 2 28 HL fRIHE.

GID:SID

140:1 TAL LS ¥ R B8 VIR BCK SIP 23Tl 4

140:2 W) Request URT F-BLAE SIP iR H A 25,

140:4 Call-ID 3k 7 BEAE SIP iR a3 o 24 74

140:6 SIP i 3K i B CSeq 7B PR8I S fHAN /N T 231 (1 32 L0459 HE 5L

I mAEmLEE I
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B crrmams

FRALIE 25 A ) LS.

GID:SID

140:8 From # LB AE SIP i SR B b 5 o4 =

140:10 To 3k FBAE SIP i SR sl i v o ok 4%

140:12 Via #k 7B AR SIP 7 sk mlmi v o k2%

140:14 WAIETF) Contact k7B AR SIP ¥ K Bl B H ok 2%

140:17 UDP it & H A SIP i Rekm WA s e & 2 AW 8. a7, [HARAS SIP
SRR AR, H SIP 2.0 fUAERE N R P SCRE— 4T S

140:18 UDP Jit 12 HH 1) STP 1 =R B 3 H i S SCR SRR K S STP i =K Bl 3 )
Content-Length 3k B 48 i AE A VTHL -

140:19 TRALFE 28 TC 1 U] SIP Wi MY 1] CSeq B I 7144 7K

140:20 SIP JIR 45 8 AN Tk 2o 0t B O B0 AIE I8 8 o 1R, 24T InviteReplay 11 2% 4
i, S A L.

140:21 EVE IR Z AT, 2GR RAEE S EFE, 2449 FakeBusy 112 Ml
2 LI P 00

140:22 Mg SR A AR AN = A7 507

140:23 Content-Type it Sk BOAR$RE N A H g B E & 5 .

140:24 SIP fRAAZL. 1.1 52.0.

140:25 CSeq Lk FBUh IR E 7155 SIP iRty “ 5k FBASILE .

140:26 TRACHE 28 TC VL RUIAE SIP ISk “ik” FBohan & ik

GTP 74k 3E 25

\)

rARmEsE |

AR MG T Snort 2 FHALEESS . 7K Snort 3 W B ARG R, TS M

https://www.cisco.com/go/snort3-inspectors.

B4 o2k %% (GPRS) BEiE ¥ (GTP) SEPLIE T GTP #%0 W& BH1 7185 . GTP TRALEL#$ K]
GTP & I, JK a2 mIE E W S R BN S B AT & . ] LU gtp version.

gtp_type Ml gtp info FUIICHE 7Y A GTP iy A1 iE It 72 H e 15 A7 CE I T o

L B IS VE O PRAL BE AR AT GTP i 43 Vi RS A 1 3 & OB A T

B EREmaEs
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erp stz

GTP F 4k 32 25 L

R 13: GTP FiAb3B 32N

WIEREE R LA A GTP FiAL BEES U A e I AE W IBSE T Z o uh PSR, 62008 e
1.

AL 25 AL 152 AR

GID:SID

143:1 D SR TUAR PR A I B JE R A R, F e
143:2 LUE SRS SRS nall EIP s SIRE EPSOIne 3 N S SNl
143:3 LU SIS SRS all EXIP A QUL ERSYIne S e & XL

AL & GTP FALIE R
A

TR W IE T Snort 2 TRALEESS . 5% Snort 3 B ARHIfE R, EZH

IR

TIE1

https://www.cisco.com/go/snort3-inspectors.

A DM LA R FPAE 20 GTP FHUAR PR i 428 AR GTP i 47 JEL o 11

B2

LR SR g (Policies) > 7 ia]#E ] (Access Control), #AJ5 riii M 2% 5 #7 % B& (Network Analysis Policy)
HOREE > e E > AR, AR5 Al Mg SRR .

iR U e SCH A B DGS e A A H PR B8 — AN BR AR IR U ), A8 B8 /MR AR U N R
1298

P o A A 1) SR 5531 Snort 2 BRZS (Snort 2 Version).

s s YR (Y SR S5 A IR () .

WRERME (©) , NIRARCEE THEE, seE SRS & B .

sl 2 ST ) Settings.

R Rz R T4 2 28 (Application Layer Preprocessors) K GTP # < i@EHB.E (GTP Command
Channel Configuration) & 45H, i &2 /B H (Enabled).

Hili GTP %4 ®IBE & (GTP Command Channel Configuration) 5534 (1) %4 (4 .
iy N\im O (Ports) fH.
A4 3 553 B 22 A i 1

mAEmLEE I
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rARmEsE |
- ST

LIRS LLRAT H LIRS HH A LORAE LIRS R AT I S8 o, 1 A SR 1S 2 (Policy Information), 4R )5 55
difBIAE M (Commit Changes).

UERAEAR I UK D0 TR H 0, MR S SRS I, K 2380 F A _E A LIOR I 2247 B 24

T—5 Mt 4

o WHRE R HANMZFAE, W58 H GTP TACBESS ML) (GID 143). HRVELIME R, ESH K E N
KPR 2

© BREMCE S G ES I

IMAP F5i4b 22 25
~

AR MG T Snort 2 FRALEESS . A7 OC Snort 3 B A ARG R, ES M

https://www.cisco.com/go/snort3-inspectors.

LI A N B (IMAP) T AIZEFE IMAP IR 55 25K R M1 . IMAP TiAL #4840 75 e 45 4 21 45 )
Ui ¥ IMAPA R R, QU ARAHOCIR FUAL B BEI0 CJ5 I AR G TS i Vi () < o T H 2k
A CAFRIEURIUARAD 2 7 ity 21 AR 25 25 IMAPA S 5 P (W IR AR, IFKE BB A ik 2N 5 14 . mf BAZE
MNZH AL fite data Jefi oy LLFE 1] B2 .

SRR 8 i 22 SR CIRATD LR I A7 75 2 A Ml B 1R R B A

IMAP Fi4b 3 2817 I

TR WY (EHRE WR MIME HECERAEANZER RS ) IR 2 DN IE (R DU RN A7AE
T2 R P R KT A

P, Y Basebd fRADRE (Base64 Decoding Depth). 7 431/8 {31/ — ¥ | R AR & (7-Bit/8-Bit/Binary
Decoding Depth). Quoted-Printable fi##3;R & (Quoted-Printable Decoding Depth) &k Unix-to-Unix
FRRDRE (Unix-to-Unix Decoding Depth) 326 I (RE AE LA N BB AR, 4 24 St i (L

* BRI B2 T SR
o FHIR] D i 2 T SRS F (1 199 2% 23 Ao DU U P P9 A i JEC Al 1 52 S0 2% 23 A S

WERAELL T HiE h AR SAT A FIAC BRI, U (P 1A L5 U4 B e M U S JEKG

i A

e TR AT IMAP i (135 . AR E 0 31 65535 Z MM, (S 5 /0 b2 i 1145 .

B EREmaEs
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g map szs

Base64 %3 (Base64 Decoding Depth)

15 € 2B Base64 il 1) MIME B BA A S ORI AgE RS (1) B 29 4. ml ¥R e —ANIEME, BiEdR
5E 0 LUETS T Base64 £idi. F85E -1 K2 Z W Base64 Fidi

TR, ANBEWE 4 BRI IEAER ) B N B i 4 550 {H4H 65533 65534, 65535 [&4t,
FAEATR IR N AN 65532,

M FH IR ISR, ST LU AN 141:4 ULAE RS SIS A e 30 T 78 A I 8 vh 25 3R Bk ME S
By RIS RTRE S T AN T 0 10 20 2 B0 A F1 80 25 i PAT T 2R DC o

7 151/8 {31/ — ¥ #2A5R E (7-Bit/8-Bit/Binary Decoding Depth)

i 52 BEMNAREAS A ZERARL ) MIME WIS B b I Es (K K 7 1 e IR LSRR 7 47
8 iy THEMILL KRR Z I WAL (i, 2ESCA. jpeg FER. mp3 CAFSE) o WHRE ANIE
{8, BEIRE 0 HREEUEUH IprA Bds . 185E -1 K2 2SR K .

2R SIS, 0T LS AT 141:6 LLAESR HCRIGOR A 1 A1 I P IDG 08 o 25 5 MOt Mo dhs
B SRR RESS i T BN IR B0t 25 Dt AT 2R

Quoted-Printable f#%3;X & (Quoted-Printable Decoding Depth)

Fr5€ 2 EE Quoted-Printable (QP) #ififh ) MIME M4 B4 Hh 2 BCRI A 1) doe K7 15 8. T disE —
ANIEfE, BCETRE 0 LRI P T QP il i . #R5E -1 452 2% QP 4ih 4t .

2R PRI TGN, 0T LS ATR 141:5 DLAEMRGS RGO A pe A DA P IBC 08 o 25 3 et P dls
Bls ARG T RE 2 T AN TR 10 200 A% A A P Bl % it DRI i 2R U

Unix-to-Unix ##53:% & (Unix-to-Unix Decoding Depth)

5 2 2N Unix-to-Unix 4ih5 (UuEncode Zfi5) [ B S BRI AR5 () e K 1 k. T e e
—ANEAE, 3R E 0 LAESEEE (0 )T UuEncode 4afd 3l . $87E -1 ¥4 205 UuEncode %
e Hths .
)8 FHIEIE TS, ] DR U 141:7 DULEABAD I AR il 21 I8 IR 8 v 5 37 B e Bdis
A5 MRS AT B2 HH T AN A P G 5 403 DA PR et 46 i DR T 2R
HXER

file data JCBHE

BcE IMAP FiilbiE 2%

N

R E &M T Snort 2 WAL S, 4755 Snort 3 AT RSB, 1S
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rARmEsE |

B e e sz

UK

FIE1 LSRRG (Policies) > ifia)54] (Access Control), SR )5 MSiliM4& 5> T % & (Network Analysis Policy)
HUOREE > i EiEEl > MR, AR5 i MES R .

pE U R SCHL A BRI ARSI (K058 — N ERAR K U IR) 3840 T 20 AR U ) i35
W% o

FIE2 ki B4R 1) SRS 571414 Snort 2 RgZ (Snort 2 Version).
ST 3 s GRS A SRR ()

MR RRE (©) , WERVIECE R TS, B G 1E SO & AR .
R4 SN IR E (Settings).

SIS AN AEMAIESE (Application Layer Preprocessors) T IMAP B2 & (IMAP Configuration) £.4%
M, R 2R A (Enabled).

$IB6 fLidi IMAP BLE (IMAP Configuration) 35111 %Rig ()
P BSUMAP WAL FL LI, 5 48 GUh ik (K ¥ .

SR8 ELRAT B LIRS A LORAE LSS R AT I SE 2, 3 A SR {E 2 (Policy Information), #RJ5 5%
i IAE X (Commit Changes).

AR SRAEANTI S SO 0 IR S, U2 SO SRS I S RE T8 BN A LUK 2247 B 24

T—5 Mt 4
o G RBE ANREAE, )8 IMAP TRACFLZS ML) (GID 141); 12 I v B N PR &
o HEME H G IESREHCENE T
HxEHm
NAZF 285 53 Bt S s+ 1) J 2
TRSSFNEE e %M RN A S

E At IMAP F1 4k 32 25 £ |

A IMAP FIAR B g5 RN R B AL IUC K . 5 Al IMAP PRAE RS R —FF, i R AR
SERRIN BE S AR ST AR WIBCHE T E R S MR B, W2 T EATT

= 14: H At IMAP T 4L 3225 H

TRk 2 25 #0 ) 152 AR
GID:SID
141:1 DR SR TUAR PR A I B ARAE RFC 3501 FPE IR % 7 i, R AR it

B EREmaEs
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| EREmLEE

pop istimz I}

Ak 228 2% #0 0) 15t AR

GID:SID

141:2 U SREATAL PRSI ZIARAE REC 3501 H15E SCHIIRSS @M B, K25 2E i
141:3 U SRPAL B A IEAE AT AR G VR IR KN AR, K A i RS L

N, PUCERR AR, BEREAL.

POP Fi4k38 25

)

AR MG T Snort 2 FIALEEZS . A OC Snort 3 BB AIGEE, ES M

https://www.cisco.com/go/snort3-inspectors.

M R B (POP) FH T MIZEFE POP Bk 55 2 A 2 M. POP T AL L2840 25 e 45 4% 21 2% /7 g (1) POP3
i, WSS AR EE S RO U E A, B SO T R R I F . SRR B I T DL RN
it 5 P vy B R 454 POP3 Yt T PE B A s A ik BRI 5 188 . m] DAAE AR R0 e
] file data JCHET-LLIR A HOFEE .

FEMCRI g i i 22 NP CAERATD LK IRIIN AR AE T 2 A Bl b (0 KR B A

POP i QT8 88152 I

TR, MY (EEREC, WR MIME HEPER PR AN RS aE 2 DME (R BRI A7 AE
T2 P TP A

WIS, Y Basebd fRRDRE (Base64 Decoding Depth). 7 431/8 {31/ — ¥ I R AR & (7-Bit/8-Bit/Binary
Decoding Depth). Quoted-Printable ###3;X & (Quoted-Printable Decoding Depth) &% Unix-to-Unix
FRAGIRE (Unix-to-Unix Decoding Depth) IR {7 L R BB AR, R4 A i e

N NE SRS
o H [ 7 T 2 A 8 X 208 20 A LU R P PO A AT At 1 e SR 45 5 A S s

WERAE LN HiE R B AT A FAR BRZS AN, U LB TR L5 AR 2R 5 B U S 06
i A
i TR A POP i (1% 1o FIHRIE 0 3 65535 Z M W45, MRS kg2 M5 .

Base64 fi#%3;R /Z (Base64 Decoding Depth)

7€ ZNEEA Base64 i it () MIME HE B F b SRR (10 55 K 7458 wIHR € — N IE(E, BUE R
JE 0 LAY T A Base64 Hifli. $77E -1 K< 2 Base64 £l .

TR, ANBEWE 4 HEER I IEAER 7] B N B i 4 IS5, {HAH 65533 65534, 65535 [&4t,
FAEATR IR RN 65532,

mAEmLEE I
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B ==rormsms

rARmEsE |

JE U I, 4] AZEARAS IR IS IS i TR 142:4 22 75 A T AE IR 2 b Z e B P 60,
B, H TR AN AR s BIR,  fRAS T RES R

7 13L/8 131/ — i3t I fR %L R [ (7-Bit/8-Bit/Binary Decoding Depth)

i BB AZERARD () MIME IS B4 p SR R 20 i B K5 8 XL PR 2R A 45 7 47
87 HERILL KSR W ARAL (i, SiSCAR, jpeg B mp3 SCIFSE) o alfRE—ANIE
B, BiERE 0 HRHBCEE L A s . 485 -1 B2 2 s AR s s .

JE PR TR, 465 TT DAZESR I IS J RN 142:6 42 A Jle A AT P BB 2 o 25 2 e Pk i 0.«
fltn, T ER A, SRBOT e KIK.

Quoted-Printable #2#5;R & (Quoted-Printable Decoding Depth)

fit 7€ 2B Quoted-Printable (QP) 4t i) MIME A4 B 11 b S IUNIAR-L) PR 5 K715 8. wlHRE —
ANEAE, SEFEIRE 0 DS W T QP Al . JR3E -1 #& Zg QP it i .

JE FH BRI, T AR I IS IS 5 RERIN 142:5 28 28 e A O 7 N IDE T 2 b 25 3 B PR 40
B, AR AN AR sAE R, A AT RE S R

Unix-to-Unix 53R & (Unix-to-Unix Decoding Depth)
8 2 B AEAS Unix-to-Unix 4ih (UuEncode Zfih) [ M4 B A S BURARAD (1) B K21 8. T 48 E
—ANEE, sFFeE 0 LML Eds . (1 T4 UuEncode Zmtt %t . 5 -1 ¥4 2% UuEncode 4
(TEVE/
Je PR IR, 488 ] DUE S0 SR IO J L REIU) 1427 3126 B A A P9 D608 vh 25 3 Mo M 45
B, BT AN AR R, R AT e s I
X EM

(ERLFS

PSRRI e 0 2 3 AT RN A SR

file data JCHHT

Bic & POP FiiilbiE 25

)

B WEIE T Snort 2 TRALFEZS . 3% Snort 3 KB AR IIME B, EZH

https://www.cisco.com/go/snort3-inspectors.

UK

HIE1 EPEEBE (Policies) > i [a]#2 4 (Access Control), 4R skl 4& 2 Hr 58 #% (Network Analysis Policy)

R > RS > MR, R5 sl M S TSRS

B EREmaEs
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=1t pop Faezzzz s [

pE s U5 A RE SCHI A BRGNS ARSI H (58— N ERARKI VG ), AR 28 AN AR ) i
I o

PIR 2 s TG K HER 551411 Snort 2 B (Snort 2 Version).
ST 3 ARG RS A g ()

AR RIE (), MIEIIECEJE T, s B 18 ol B AR .
PR A pi PN E (Settings).

$IE 5 1 55 AR AL e 28 (Application Layer Preprocessors) T (1] POP B & (POP Configuration) C.2% 1,
i B B (Enabled).

$126 Aiil; POP & (POP Configuration) 55411 4s%g (#) .
PR T AEKPOP FAFE LT , 25 51 U TR E .

WIE 8 LRAT H BRSNS HH A LKA LE SR AT I s 2, 3 Rl SR {5 2 (Policy Information), #AJ5 s
i #IAE B (Commit Changes).

WRAEATIA S U DL TR SN, W2 R LA SRS IR, 28O B IR LK K G A7 B

T—5Hit4
o TR HANZFE, 58 A POP FALEESS N (GID 142). A KVFEAIME R, 1ES & BN
TR AS o
o WRENCE I, TE S AN E
HXER
B
MR e 2820 BT RN A5 S s

Hfth POP Fi4b32 25 #0

N ) POP FiAL BE 5 LI 55 45 e BL B AL IUTE G . 5 HoAh POP FIAL BE G I —FE,  n AR 2 AT
RAE AT IFAE NI ESRE T Z A B e e, A 2005 T SR o

< 15: E Ath POP TR AL IR 2E MM

T A2 28 450 it AR

GID:SID

142:1 LR A BRSSO 2R AE REC 1939 e LI P 2, s AR .
142:2 W FRAL B 2R B A AE REC 1939 HE SRS 2sm g, K2 E itk
142:3 WARTAL PR IEAE A R G RV I KN A=, B RO . X i

T, PUCER bR, HEAAT.

mAEmLEE I
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r R ERE |
B swremsms

SMTP Fi&b18 25
\§

AR JEArE T Snort 2 TRALFLES . 75K Snort 3 K AR HIE R, 1 Z W

https://www.cisco.com/go/snort3-inspectors.

SMTP FIALER 557~ LU 51 55 SMTP iy & BEATAEAL . FIAR B 534 mT DL SR IBUR A AL 25 ) g 1 i 5%
UL T ATHBPEBA, IFRIEAN A RRAS, SeHUIRPEI SO 44 sl AR LB, DR R
SMTP Jit e fi A AR SR IR A B3

SMTP Fiisb3E 2518
AU P S PR, T LR BT B LA ST A B R 0 5 3 A

TR WY (EEREG WR MIME HECERAEANER RS MR 2 DN E (SR DU RN AAAE
T2 A P K KA A

TIEVER, 24 Base6A fiRFDRE (Base64 Decoding Depth). 7 431/8 {ir/ — i# %I iR F5R & (7-Bit/8-Bit/Binary
Decoding Depth). Quoted-Printable fi##3;R & (Quoted-Printable Decoding Depth) &k Unix-to-Unix
FRAGIRE (Unix-to-Unix Decoding Depth) S0 [F{E 7 L R BB AR, B2l i f e«

* BRI B2 T SR
o FH ) i 7 T SR (1 199 2% 23D DU U P PO A i JFC Al 1 52 S 258 23 A S

WERAECL T HiE h AR S AT A FIAC BRI, U (P 1A L5 LA 2R e M U S I
i A
i g EVEAL L SMTP Ji & (¥ o m LA KT o581 0 (M. g5 a2 i .

IR7S#EE (Stateful Inspection)

WRIEFEIEIETI, SMTP &R 2 TRAFIRES, RS MR Uit B30 JF R A=A
N WIANERRIIEI, B AERAT 206 B ST SR AR B

HFSE4L (Normalize)

WMRBE N 211, MU E L. SREGLREEHEZDNEHR T .

WARBLE N wone,  WIALX i@ HATIVEAL -

WREE N cmds, BTGB EX S (Custom Commands) H1 41 H 1)1 2>

BEXGE
W R HSE (Normalize) BEE 4 cmds, WIEITEALA KT 4.

B EREmaEs
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smrp marE i ]

AIAESCARE R 2 AT AL I fr 2. &
2% (ASCII 0x20) FHHIZRFF (ASCII 0x09) FFFH A K & H T AL H 1 H Sk 15

Z B 2% (Ignore Data)
ANKEFRA AR A AT MIME S 2EHR S0

72 B% TLS #73% (Ignore TLS Data)
AR SRR A5 i 2 2 A s 2 i £

F23R (No Alerts)
2 B PR T A 28 R0 b T i AR ES I 25 AR 4

&3 >k #0452 (Detect Unknown Commands)
Rl SMTP it & H A K 2 o
w] PLUR R 124:5, g sbik I AR sl G I AE P BECE = RGPS L

B AT E (Max Command Line Len)

Krdll SMTP fir AT (A BEfI I K T Ib (B $55E o AR dr AT 1KCSE .

RFC2821 (¥4 T AR AL R 1 ¢ T fif L M PEAL R S SURE e KA AT KB B BN 5120
ATLUE IR 124:1, D eade A sl i A8 A IBC IR 28 vh 2 F Ba o AL .

B A3 %17 E (Max Header Line Len)
Frlll SMTP B 41 kAT K LA KT H. $87E o BASHI B AT K .
AT LS R 124:2 F1 124:7, 4 e I0UAE s AR 78 PG 8 v 25 3 B ek i 0.

wANIR 171 E (Max Response Line Len)

Fr U SMTP Wi AT IS FEATIN R Tl 485E o Re AR Do fAT K2

RFC 2821 FE UK KM AT KB BEE Y 5120

FTUUE IR 124:3, IR LL R BREXGSITRE (OB ARSI NI & E 57
Bt A

BREAHSITIE (Alt Max Command Line Len)

RHIUAEAT $5 52 2 (¥ SMTP fiir AT IR FEATIN R T . 35 5E o KA INR E fir 2 1 AT KL
AR 2 BUE T AR BRI T K

M E RS SRR e m AT IR AT KIS ” (Max Command Line Len) &

ARUR IR 124:3, JHUbiE L K KM ATIRE (A D BRI W IBGEEE h B Bl
PEEHR

mAEmLEE I



r R ERE |
B svre st

T34 % (Invalid Commands)
RSN iy 2 J2 75 2 R i A HA T
] DU R 124:6, Dy bik 10 DL K Fo s dn £ A5 Al AR A0 Y IDEHR 28 b 25 3 Mo P Ao £

B A% (Valid Commands)
VAR A4

R A3 R 25, AL FE 244 SR VF R 404 %fr 4. ATRN AUTH BDAT DATA DEBUG EHLO EMAL
ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL NOOP ONEX QUEU QUIT RCPT
RSET SAML SEND SIZE SOML STARTTLS TICK TIME TURN TURNME VERB VRFY XADR XAUTH
XCIR XEXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE XSTA XTRN XUSR

\}

% RCPT TO #l MAIL FROM 2 SMTP 74 . WIXPiANar4, TAbH 28 Hc & 20 mid F 4y 4 4 RCPT A
MAIL. #EACHS ﬁiﬁ%AHR@TﬁMMLﬂ%QEﬁMWvﬁ

ATELE IR 124:4, Dbk R e dn e (ARG ED AR I8 NGRS h 25 57 Boa v s
Al

#14E v < (Data Commands)
HIH LLE SMTP DATA iy 24 RFC5321 1R Azt Bt AH [R5 v R Bdis Rk () i %o A
N TE i
— %235 4% (Binary Data Commands)

51t LL5 BDAT fir 4 4% 8 RFC 3030 153K A ik B g AL 1) T v A Bl Rk it i 2o A 2548 4>
BN

B 15E 454 (Authentication Commands)
B H R AL 5 P i R R 55 4 2 0] R SR B UEAS e I i 2> o AR S i 2 N o

#23 xlink2state (Detect xlink2state)

Kol X-Link2State Microsoft Exchange 281X ##i it tH BCt () — 2> OBl . A2 IS

A LR ATREIN 124:8, D4 SEIEIUAE i S D FAE IR S h 2 3 e P A 2

Base64 fi#%3 K Z (Base64 Decoding Depth)

7EZBEEE (Ignore Data) CAAH TSR, $5 52 N EEA™ Base64 gt 1) MIME R4 A4 A S EUR!
RAS R e K F B TR E — AN IEAE, BUEEE 0 UL TS Base64 Bl . 455¢ -1 ¥4 Z % Base64
Bt . I RE R T ZBRERE (Ignore Data), AL B 2B AN 20 St BEA T AR

HIER, ANEERY 4 BEERR IEARDRE 10 b N BB i) 4 B4, (BAE 65533 65534, 65535 B4k,
A EATHE ) R A 65532,

B EREmaEs |



| EREmLEE

smrp marE i ]

R HIEE TR, R LUS AT 124:10,  EMRRS RIS 2R e 0 F 78 A IR B o 53T Bt v e
KGR, RS AT RESS AT AN AR K 20 5 B3 R P 08k 1 2R U

R, R Y s 2 A MIME ##453 (Enable MIM E Decoding) &z K MIME #2853 R &
(Maximum M| ME Decoding Depth) £, J&PHANIEIH T HAT n E e A vE,  DRIfE A N2 g b
£ FEER

7 43/8 {3r/ — ¥ #I #ZF5K  (7-Bit/8-Bit/Binary Decoding Depth)

TE2BEEHE (IgnoreData) CAEHIIEOL T, $7E ZENREAN A EERAFADIK) MIME BB B F A S 2
PR KT X EE AR T 8Ly REI LA R & Rh 2o AR (i, Al SR,
jpeg K% mp3 SCAFSE) o AIHRE ANIEME, BEERE 0 DR W P i . fiE -1 62
RS AEARRSE . W R L HE T ZBEEURE (Ignore Data), THIAL B 35K A 23 R HCE -

Quoted-Printable #2#3;R & (Quoted-Printable Decoding Depth)

1EZBEEHE (Ignore Data) TR MG OL T, F8E MBS Quoted-Printable (QP) 4ifih[¥] MIME Htf4:
B4 BRI AL 1) e K 71 B

FIHRGE 1 81 65535 741, o€ 0 MRS i KPT AT QP it . 487 -1 #5208 QP %
Tt . Wk $e T ZREEUE (Ignore Data), Tl H g K AN 206 B EA T i .

A I TR, AT LU IR0 124:10, EARAS I A B F I 76 A IR 2 b 57 Bk P
PRI, AT RE S H T AN T 0 G ) B R et i 2R L

Unix-to-Unix 53 7R E (Unix-to-Unix Decoding Depth)

1L 2BEEHE (Ignore Data) CUAEH IIEHL T, 45 5E ZEMBEAS Unix-to-Unix 4ifiy (UuEncode #ifd) 1]
MIME HB £ B At S ORI (fy ds R 15 8. mIdR7E 1 3] 65535 715, B FR7E 0 LU AL Es
BT UuEncode il . #8752 -1 %52 2 0% UuEncode Zwith¥din . WIRLH: T ZB8EHE (Ignore
Data), TRALH S A2 Ehs BEAT if A

A FHCIE T, wT DUS FRN 124:13, EARRD RIS A8 B PR A P BGHE h E B v e £
ZEBIRAR, RS T RE S BT AN 1 8 110 G A s A 1 5 1 2R
12 5% MIME {14 & #7 (Log MIME Attachment Names)

fo#F M MIME Content-Disposition ik HEH MIME FiF 3444, ARSI SO 4 5 = s AR e
P NAZ AT . SRS 4.

Ja IR S, AT LA AR SRR A ) “ B LRFE” (Email Attachment) 71 H 22 5 S AH G 1 SC
44
it R A ik (Log To Addresses)

FEVF I SMTP RCPT TO fiir &S BB NStk IR SISO Ak 55 o 2 16 42 B BT A N2
FHEARIC . SCRFZ MR

Ja IR S, AT DA ANAZ SRR A “ IR N (Email Recipient) 71 H £ F -5 S5 AAH G 1
N

mAEmLEE I
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B == swre s

i FE & At (Log From Addresses)

SVFA SMTP MAIL FROM fir - $2HU A A A Ml , 42 B0 A4 N Mkl 5 0 255 A2 i i A5
MNZFFM R . SCREZ AR AL

JE IR TS, AT AEANAZ AR A B B “ 84 & A N (Email Sender) 51 &0 5 SiAHHH 5C O A
N

183Xk 3 (Log Headers)

FOVFPRIHB AT S o ZEHRIBUR A BOR e T #R 3k B SR E (Header Log Depth) 45 118 -
ATLMEH] content Bl protected_content KA F Kb 5K WS HR L H T AEBE N 3&wT B
TENAZ A s CL AR 1 v A SRR A4k

& 3k B ZE R E (Header Log Depth)

e fEIEFEIR K (Log Headers) B8 HFIE I F BRI AT MR AEHGL 15 8. Al FE 7€ 0 3 20480 F
o {H 0 K22 HIEF Rk (Log Headers).

HxEM
FAR content FT protected content J<8E S 4]

BcE SMTP f#83
A\

AR MG T Snort 2 THALEESS . 47K Snort 3 W ARG R, S M

https://www.cisco.com/go/snort3-inspectors.

TEZBIRE T, RGies BoR e T h QU R SEns, Bnl LU T 9. R0 BonfEH e
A RSN, AT OO AT iR . SEEE MG A BRI P QU I S, TE I I

i

HIE 1 EPRRBG (Policies) > i lal4=#) (Access Control), 4R 5 it 4 4 Hr 55 #% (Network Analysis Policy)
RG> TEEEH > AR, AR5 T ME S HTRES.

R W 5 SO A B DGS e A ) S PR B8 — AN BR AR R U7 ), A0 58 /MR AR U N
o
IR 2 A TG B R 55141 Snort 2 BiZZR (Snort 2 Version).
S 3 Ah R S L REE ()
LB RIE (©) , WIRHECEE THEE, B %A 15 it & AR «
PR 4 pi PG TR E (Settings).

B EREmaEs
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| EREmLEE
sshaeEs

LIRS WA N FARMALIESS (Application Layer Preprocessors) (1) SMTP EL& (SMTP Configuration)
A, s 2R (Enabled).

$®6 Siii SMTPEE (SMTP Configuration) 5534 1) 448 (#) .

PR T BSMTP FALBEAREE I, 25 54 50 ik i)k .

LB 8 LLRAT H LRI A LRI LIRS AT I S8 2, 3 A SR {E 2 (Policy Information), 4RJ5 5%
i fBIAE M (Commit Changes).
URAEAN ST IS D0 T AR H SR, 2w 4R J LA SR I, K 2T N LRI LRI Z2 47 50 24

Tt 4
RS A (E BB TGP RR W, R SMTP HUACIR AL (GID 124). 47
KPEAIEH, BB E AR

o BREMCE S ES R
X EHR

gL
TRSSFE M. %M N S

SSH FRAbI2 25
A\

AR MG T Snort 2 FHALEESS . A7 OC Snort 3 B A ARG R, S M

https://www.cisco.com/go/snort3-inspectors.

SSH T4k P g5 Aer i -
o JOTH - S 2% ek X i Y At
* CRC-32 Hifi
* SecureCRT SSH %} 3y G 1 [X i HH B i
* PRSCAN VLR
* SSH M K7 1 AN IEAf
 ATATRRAS R A 1 A0 2 B4

ARG, 4 R AR - N 2% b X S H B AT CRC-32 Bk, ISR TN o XA
GO KR TR 2 5 N R IR 25 f A %R L 20 KB R A K E 3. CRC-32 KliEH T+ SSH i
A1 JF)-M Y 2 DX 3 H B0 SE FH 1 SSHRRAS 20 FRAS 455 FR AE 25 TR TPl o PR RSUAS - 755+
(225 2 b, XA B A3 5 AR T

mAEmLEE I
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B ssumumsnn

BAAAS T, AR R ER:, k4 SecureCRT SSH T Al AVLEC Bt » SecureCRT Mh
O IRE Y S-SRI )7} LX’]‘TLE???:%EE I3 b X v o G SR 3E SSH 2% v I FH ik i 4
P44 SSH AR S5 w504 I 55w AN 7 ity T RROCAS 5 ANDCHE, 25 H I B BUAS R BE it

A LUKE SSH T AL FHL 2% B B R A8 A i ity 1 Sty A0 R A, s [ shAS SSHL . AL BE 2%
SYRLLRT A SSH i, B 2R A%H T ARSI 52 78U s w o o n & di 1, 5o B @il fee
it B R R AR R KT, R SRR HIELT CRC-32 (SSH RA
1) Brar sl uify-ma N 22 P X i Y (SSHIROAR 2) Bty o IR, TRAL B ESA I IN G 75 e B ATAT FRoAS
TP R 1A 2 BRAM)

TIVEVER, SSH b P Es AL BEER U Bk o

SSH 7ii b 22 85178 I
AR AL DL AR — Rl TRALBEZS K45 1 B A S il i £
o XFTRABER IS BI, RE A5 R i MR RO AR AR SREE
o FEIL BT BR 55 28 Fo i [ B 7] & 1% B9 7 1581 (Number of Bytes Sent Without Server Response) 7 ¥
EIMEZHT, IAB B s B e s, Bk A T Bt

AT RN ZEE 822 (Number of Encrypted Packetsto | nspect) 1 & 1% it 4 (BN 20IR
45 B N 2 7 BR 55 28 Jo M iz B AT 4% B 7 1580 (Number of Bytes Sent Without Server Response),
H AR T B AR kAT

AIE LN SSH fiAk BELAR AT & <41
* BRSS28iH O (Server Ports): 22
« Bah#&Mi% O (Autodetect Ports): off
* IR FEFF R & XK E (Maximum Length of Protocol Version String): 80
ERTMMZEHIEEEHE (Number of Encrypted Packetsto Inspect): 25
* Number of Bytes Sent Without Server Response: 19600
* PRI IE A R o
TEARGI T, PRALBEES0R B 11 22 (it WAatevl, Az, Pk U & e 2 1)
Ho
UEAt, WERA AL MR Rl oL, ARG b A BEas 2 45 1A B i .
o B AL 25 AN INE R L, X AR AT 19600 T ERBEBC K AERGT

o B ROR 25 I AR, IX LR B B AL 19600 . KBGO T, FAREEASE]
R A R L A0 A Joid- i 1 2 v DX ey, DU AR I 2518 SSHORRCAS 2 231,

ARG PR FAL B gt A 00 Ack AR o A rp R A R LA AT
o Rgs AR, HIRT 80 FATHIMAS AT H ik, R WION SecureCRT ity

B EREmaEs
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sshatmzinm

* PRCANDEAC
o HlE ) A 7 T B R

e, TACPLEHS B SR AR MTRRAS 747 8 CRRCAS 1 A0 2 BRAM) o
DR SRAE LT i3 o R 3 S AT AT PUAE RS KU, DU B THUAR b PR PGS I IR o

BR %% 28i% O (Server Ports)
¥a & SSH kb B 5 WA £ T &2 1 v 1 .
AJ DA & A A i s 1 RE S 4B 2 .

B ##i% O (Autodetect Ports)

PR B3 5 N 2 H BRI SSH it i .

WL RESLIE I, AL BRAS S A A HEAS SSH A S T A dni i o Q1 S5 7 v A1 25w 500 B0 30 7
B IRA S, TIPSR oA IE AR BE . AR LTI,  FiARBEgs H A4 A /e BR 55 25/ O (Server Ports)
TR T A 2 TR

BB RYINZEIE S 402 (Number of Encrypted Packets to Inspect)

T BN SR AR A R B U A A A AL I R

PRI I Ok 0 K SR VP T A i it

PR RERS A (P 50 AL I B T R 2 8 — L Ml TR U o BN AR 2 00 o 2 i B P B T
e 2 0P BE I 1 A T 10

BR 55 88 ol 2 B AT & 3£ B9 2 7527 (Number of Bytes Sent Without Server Response)

i T AR BATAE ST S 9 i X 3k L B CRC-32 BUaki Z |, SSH %% )™ i /1 AR SJAT Wi S (AR 50 7l A
If] J 55 % A& ) B K7 B

) ST A B B85 T IO -V N 22 P X S B CRC-32 Beahi AR R, 3538 I b 26 2 R

WY AR A 52 557 B B &% K € (Maximum Length of Protocol Version String)
FRETENBAFAE SecureCRT Bk Z T, RS A RRASTAF B vh SRV IR e K715 4K

N BT i8] - Ml )iz 22 74 [X 748 HH I35 (Detect Challenge-Response Buffer Overflow Attack)

Jet Y BB ot 1) - Wi 57 49 b X 3 ) B A o

TERT LR HIREI) 128:1 Ay s X5 AE pe S O P ICHS2 h 5 5 e e i A . 1R, SFTP 31 il
/R A R 128:1

¥ SSH1 CRC-32 I{ it (Detect SSH1 CRC-32 Attack)

J& FHERAE ] CRC—-32 Bri kil

mAEmLEE I



B == ssumams

rARmEsE |

RERT LUS TR 128:2 Sy e T4 P O 76 A BB 2 mp 5 e B P et

M PR %% 2835 H (Detect Server Overflow)
JA P 825 1] SecureCRT SSH % /' it 5 1P X 45 H L A6
SR LLJA HREIN) 128:3 Ay 13 101 A2 e 244 I N DG 28 o 25 37 B s A o

&M A< FTEL (Detect Protocol Mismatch)
Je FH EAE P iCAS DE A
ST DU R 128:4 Sy I 18 10 A pl A1 78 N IG5 5 B e AR e 0

il $EiR 51 2 77 5 (Detect Bad Message Direction)

FOVF B LRI AR g 1) B RGO (B, B RABOE IR S5 4 A i P i i, B )
AR S5 D .

BT LR IR 128:5 Sy e T4 B S O 76 A BB S 2 mh 5 S Bt P el

o 45 E $a 2 B9 52 # K /N IE A (Detect Payload Size Incorrect for the Given Payload)

FOVFECAE AN 7 B NS IER B 6, 0, SSH i A rh g e I B 55 TP 4Rk i e 1 R
JEA G B B (B, T2 8ds 1 T84~ SSH kKD .

RERTLLS IR 128:6 S S T4 T 76 A IS 2 mh 25 S B P et

M $E R AR 77 & (Detect Bad Version String)
TR, JAUTAE SRS, AR IS TG B EAE AT AR R CiRCAS 180 2 BRAM)
T AT LR HIREI) 128:7 A iz B A e A1 0 N DR 8 vh 5 e Bk Mo A .

BCE SSH it IE =8

)

IR W IE T Snort 2 TRALEESS . 3% Snort 3 KB ARHIE B, EZA

https://www.cisco.com/go/snort3-inspectors.

UK

B EPRBE (Policies) > 7 ia)#E#] (Access Control), #RJ5 i 4% 9> i 5k B% (Network Analysis Policy)

R > I EHES] > AR, Rn i M S TSRS

pE U A RE SO A BRI ARSI H (55— N ERAR KT ), 3R 28 AN AR i) i3
I o

B EREmaEs
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ssLmsczzs [

FIB2 ol B4R 1) SRS 571414 Snort 2 A (Snort 2 Version).
S 3 AUH ST S AN dREE (4

MR RRE (©) , WERVIECE R TS, B G 18 SO & AU .
R4 SN IR E (Settings).

HIES W N AR IEEE (Application Layer Preprocessors) | ) SSH B2 & (SSH Configuration) T4,
i i 2 /2 A (Enabled).

I 6 it SSH BLE (SSH Configuration) 55141 4wig (#) .
FIBT BUSSH HAbHZRE I, 25 60 T T A I

SR8 ELRAT B LIRS LORAE LSS AT I E 2, 35 A SR 1S 2 (Policy Information), 4KJ5 5%
i IAE K (Commit Changes).

AR SRAEANTI S SO 0 IR S, U SO SR I S RE T8 BN RO LUK 2247 B 24

T—5#ft4

o WP AN FAE, 5 SSH FALEEZS U (GID 128). A1 K PE4I{E R, 1ES & BN
TR ZS o

© BREMCE NG ES I I E .

HXER
(gLl
TSR M. %M I S

SSL Fi sk 32 =%
A\

AR MG T Snort 2 FHALEESS . 47K Snort 3 B A ARG R, TS M

https://www.cisco.com/go/snort3-inspectors.

SSL TiALBEAS nT LS M & SSL kA, iy vl ARHLE L S B U7 1) 2 dhiler & SO (R & o il
FETTRCE SSL AL, SSL FIALBE g3l 23 70 M AE VR B A I 21 ) SSL 48 T B, T € 2 1 T I 48 n
o AGUHIL N T A S R LU et SN E AT AR AR A, X AT B TR RO R
PR

SSL FHUAL B 25 34 T LUK 7 O 0 2 i 2 LA I Heartbleed Wil B0 2238, FEAEATIN 21 1SS I B0 ok f
GADE

RUINEZ G, AT VR B AN R A A . AR B SSL A, U SSL FilAb B 25
IR S T LABELLE < g s A 7 1 32 A EA T A 2 1 I s I

I mAEmLEE I
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B ossurgmnTiems

8] SSL FiAb BE 88 % NS Mo/ VF R HE. By JoAt SSL MiAb B A5 Dhne (RIRE & Cn
PSS ARG R RNAR, IR Heartbleed JilA it ) 3475 ZARYVF ATIE.

SSL &b pY TR

WAL E T SSL A Y, W SSL FilAbHE 2845 (X O n &5 A da gt A7 AR A SO Ay, AR5 48 SSL SR
S C IR B TR Y . X BTSRRI . SSL TALFEZS 7EAS 7 SSL 48 Fif S 4R &G R, B
PRZ TR PRSI SSL AR . an SR UG FRAR AT I B 1R TR N %, RA S %SGR EAR L
I o K RGO E N TR S U N I LA EE s Sl R T A B e, IR
#I| Heartbleed Jil Bl 22 i A8 i

K FEAEPRAL, SSL TALHIZR A S IR B 2 mE S 1P k. TCP LM TCP 7, VINFE
KAAESREIEH T SSL MAL Rt 1 o X TFF & 4 F Rt i, AR DL S e e i s 2 S e

s,

* REMESIET T AERA, KH RS RHEIEZET (Server sdedataistrusted), JfH
STEELER A MRS 2 I P i < E5eRe” 1B L A D ANk H AR um A B (R Y G
SRAPAEE R DR
RAI TR, AT RSSBiREIEZET (Server sdedataistrusted), JFH&EE /04
B ANk A RS as it R 2 P ity (R 5 6, CRL A AR AT FH i S B T N R SR o
REMESETHIPT AR, C8HRSR[mHEEZE1E (Server sidedataistrusted), Jf H.
SRRk AR ) O R E DAk AR P AR CRLE Y A E SR A,
FERACR) .

Rt EeiE, CHHRSS[IREIEZEE (Server sdedataistrusted), Jf Haif 2 /b
ANk B i L CRL s AR A R S N B IR RS .

.

3

WEARIEFE I I EAL BN A iR, RESAERIZ SRRSO I Ja 23T s S

UEAh, A5 SSL 42 T-WIIA),  Fdd P s MR 42 A A5 5 3 SOMT S o R 31 LU R S, FROAR B 2 pie
G

o AL KT SRR G 1 AR 3K B A I 5 1 oK
o KT “B ARG 5K EE” (Max Heartbeat Length) =Bt A7 fifs FIE ARSI 5 i Y

\}

ER 0T s n ssl_state fll ss1_version KEETF, VMELEIZHNIH A SSL RS EMALE B .

HXxER
SSL T

B EREmaEs
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| EmEmtEs
ssLsezm ]

SSL AL IR 2% 1E 1N
~

ER OBRAEOLT, REHLALI LR HT NS T SSL THALFE A% . ST O 0 s A e ek 1A 1 R 4%
JORHE SUREAE e U 4R A SSL FilAb #E4%

W ARALE SSL 2, mu%éﬁﬂﬁbé CUINZ R R A B R A FINAR T A L EAT i 5
WUERF AT SSL WAL BEAS, B oA S vE I (I (Al 5 A SSL YRALFEAS 5, BRI |4 my DL H 7
Li@%ﬁﬂ%gftfﬂ SSL %*EHWRKV% ﬁu%f%/\)\ﬁ kkH%EF'Fﬁg@iﬁﬁ ssl state }ﬂ ssl version 3%
BRI, I N AE 1 Z S R SSL TALEE RS .

i 0
7 5E SSL FilAL BE a5 N 428 I 2 it i) 1 (R SRR TT) o Has R bt 5 B 48 a2 s 1 0

N

AR R SSL PiAb B A4 I B2 HI T SSL MR 1 LA Al SSL i, Bl iz AR b SSL
FCERATHY, R AL “BURT

2L E N7 2 (Stop inspecting encrypted traffic)
JA S ILAE S ib bR id ol “ s ” SR Al i

Jet FH 3 T DAAE (A A R EE A I %5 1A 43 1« SSL AL B gs S 44 S ulIR A, DRk, enl DAk IRx &
WP IR R . T, RESKRUES lﬁEﬁ)L/\iﬁﬂﬂ@,ﬂéﬁﬁﬁm%ﬂibﬂ ,» ARIE G IR
Bk . NS 4 ﬁAiﬁJﬂshowsnortstansncslm7H’JW’]¢¢&TH’JH&@$§7§/M+§& LtAh,
TS PR BER AT, B SR (1 ke 7 R 8 5 - 0K 2 AN UER R R . 7“1 AN T
SERR TR II(E, POAE RS Snort A A A 6, AN EIESEL iR A 2 5 AT B . X FiAT
hE 13 Bl A AN R R b R R BT R

R L RN, MRS RS E LR A NS 2 iE T R E:
o V)5 H SSL Wikh3
o CIEFRILIETI

WAE BRIGIE I, WTETEAE AR 55 88 in E04E = {51 (Server sidedataistrusted) L.

R %% 22 i #04E = {S 1T (Server side data is trusted)
él “Ast A A N A" (Stop inspecting encrypted traffic) Jii FHE, W SCRRACHE G 25 7 S vt w2 U290

B .

I mAEmLEE I



rARmEsE |
B ==ssumams

B K#&N{5 S 1K E (Max Heartbeat Length)

SRR, SRR A SSL 42 T A KA I 5 55 SRR . LA T g2 75 474 Heartbleed 9 40
ke AT LLHREA T 1 M 65535 2t 8, BidRsE o ZEHIXIL .

D RS B AR AS I AR ACT IR 5 SR AN D B BER T S b A BE O 137:3 SR A, s RS
AN RN T 2R 137:4 C 3 AN O B T0C B R, U T BEES 2R A O £E IR B
ZIF B R .

fC & SSL FiiAbIE 22
A

TR W IE T Snort 2 TRALEESS . 5% Snort 3 M EARHIE R, EHZH

https://www.cisco.com/go/snort3-inspectors.

i

HIE1 EPRKBE (Policies) > if7ial4=#) (Access Control), 4R )5 it M4 4 #7558 #% (Network Analysis Policy)
HORRE > TEEEH > AR, AR5 ST ME S HTRES.

pEEd AR R A 5 SR A BRI AR 21 H 55— AN BRAR AR DT I8, AL 28 AN BR AR Il 15K

5 o
FIE2 i B Y4 1Y) SRS 551411 Snort 2 BZ (Snort 2 Version).
SB3 AU EE GRS A g ()

ARG RIRE (), WIRPIECE R THLek, s B8 i B R BUR .

PR 4 pid PR R E (Settings).
$IE5 155 R AL ISR (Application Layer Preprocessors) 11 SSL B2 & (SSL Configuration) V4%,
i M2 B A (Enabled).
6 sl SSL B E (SSL Configuration) 5534 1) 4Rig (4 .
PR T BUUSSL TALBEZR LI , 55 65 TUh Ik AT EBE .
* fE5% A (Ports) BTN . 2 AMEZ M5 Fa T .
s b EERFE LT INE R E (Stop inspecting encrypted traffic) & iEHE,
s YUREHE I T N R E (Stop inspecting encrypted traffic), ik o ki 4 AR 55 28 i £ =
1S1F (Server sidedataistrusted).
s fERAWMIESE (Max Heartbeat Length) 7Bt Al

RN {59 o AR e T .

SIB 8 ELRAT B LIRS LORAE LSRN R AT R E 2, 3 A SR 1S 2 (Policy Information), #KJ5 5%
i F#IAE K (Commit Changes).

B EREmaEs
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