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c) iR (Add Rule).

d) EFEEBA (Apply Globally) > T—4% (Next).

e)  IEFENIMNGIEKP R ACL X%, KRGt T—.

0 BUNIEHEREN AR TCP F3IS.

g)  (Alik. ) M7 EE U A A I Rk I

VIS Td 2 A0 87 1S/ P 1 S A S WL 3 e e e A D DA
) A RE DAORAT N TR 45 S e P Ak B 0

i) SEER (Advanced) FIHARTE (Save),  LALRAEXT U [l 2 1 SR ms BT A i) 5

PUAE S AT LUKS B 08 152 52 (1 B0 46 o

Ak 55 SR B AL 7= 131

AT T {4t e 25 s s 7= 451 o

RIPAR S5 28 A5 SYN 57 DoS & (TCP #2&D)

MU E R R Y SYN i (0 &L B EHLNE, RIFRIR AR SYN 2 it E 44 k55 (DoS) Biifi. X Le%y
AL TE K AR AR TP Mk SYN Hd 60 (0 FRaz Bk i AR 25 45 SYN BAFILA AL T ek, e
AR EER B Ak P g K

A CABR I E B B0, X B B 1k SYNVZ BT o 2 PR R U5 H AR 2 8] 10 A e pl b 2
BETFMiEBER.

ORI B A R, S A R 7 R S5 AR B, AT SYN cookie J5ik A& S i SYN
SRR SYN-ACK WY, A& HA 2] HAx EHLR SYN A%IIH . SYN Cookie /& 7E SYN-ACK
HOR IR P H S, e MSS. B TEEASLAL I H (W HCE R R, TR %Y. R 3%
(PRI IN [ 7 11 P 7 A0 A 102K B 5% 7 g () L AT 1B AP 91045 (1) ACK, AT LA S B 2% 7 o P B S
T UE, I B AVFERBIRS 2. $ATRHEIALERR A TCP £44 .

BEE R E A LAORS RSS2 SYN iz it il sk, nl LU #E A 1] TCP £ ge 5 BIF i
ARSI LU R 2 i B S A o

FHia Z |l

© PR DR R AT BRI T B AR B IR 5545 ) TCP SYN BUR TAERASI. &0, £ SYN
Ko e), A7 0% T s TGE VT R IR S5 A% o A 1B E W R S AL, TR AT Al BT IR G5 AR A
e SRR G5 A A A O

* {4% Cisco Secure Firewall Threat Defense®! 5 CPU WiZ ¥ &, T WZEHERT 7
ANF], BRI R FNIEAEEE e o] Rl G T e . (ERRRE SO T, R & &% fuir
n-1 NMESMNERRYIER:, Hrbn 2REE. Fla, mRESESH 4 M0, MECET 6
MNIHRER 4 DYINER:, AR TR 3 MOMNES: . Eafe M SN EcE, i)
7E ¥ £ CLI H%i A\ show cpu core T4 o
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Nil

B

1RIPARS R Z SYN 337 Dos e (TeP 120 I}

UK

B U B e ACL, %48 & BARP IR S5 251 %
B, BE RS LS IP Hihik 10.1.1.5 F1 10.1.1.6 {53 Web IRZ-2%, EHAT LT #4E:

a) IEFEEITR (Object) > 3R EE (Object Management).

b)  MHPEFEFETIR > R,

¢ iRy RIAESIR.

d) AW ZIEAN—ARFR, FlUl, protected-servers.

e) TR An LA IR .

0 REFRIFERAE.

g)  WRVIERES, EBRRSIER T A 10.1.1.5, )5 sidawm.

h)y  dbAh, EBRRYIE T IIHEIA 10.1.1.6, AR5 SR,

i) MmO (Port), MRS L AF kPR FMC_CONNECTION, #RJ5 sididiing] B4x (Add
to Destination). WIS #5IEFE HTTPS i&E4z, I THa ki .

j) A CYREUIRAIERSA R SIEHE SR, DO in#] ACL.

k) Al “YTRUIRPIRY S SEHET RTE, LURAE ACL X4

T5CL ] T A S0 2 e PR P I 45 S s )

fian, BRI RYIER R IR E A 1000 AN IERERE2 7 i R R I E O 50 4, EHATELT

A

a)  JEPEERE (Policies) > i [a]4% %l (Access Control), SR )5 4i%E 20 FC 4 75 B2 I IR 45 1 Ve 45 1) SR

b) miliEm%k (Advanced), )5 i BN BATEIAR 55 SR B& (Threat Defense Service Policy) (1) 4miE
O

{EH UL, WEIRERAT KRBIES (More) TH#i kit ERIRE (Advanced Settings).

c) iR (Add Rule).

d)  %“FEE=EA (Apply Globally) > T—% (Next).

e) RPN KY R ACL X%, R AET—%,

)  NEE > RRVIELEREES A 1000,

g)  ABNEPImIEREY > S KVELEEE A 50.

hy (i ) MR TR A LA I R R I

) R SERCCAS DRI o A A B, R U 5 3 R 45 SR v R B R A

J) TR RE DAORAE T IR 55 S P A S 05

k) S (Advanced) HHARTE (Save), LUARAEXT 1 il 42 i S I Ak 1) 5 e o

(Afi%. ) Mid'E TCP #8415 SRR,

TCP AR AE ] LU R S IOR A & AR G vHE R . PrATIE T BAT BN, DI i R LR 4
ERERER, ST LB P IR

o HAIRE - PSR LR, 2B T 1 2] 1440 38P2 0] BRIMEY 30 4. EIG[H] K
Wiy, REGEHAT 30 IRBGHHURRFE

EEL N |
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B ®rms R sYN 7 Dos Bk (TCP 128D

o K FE - KRG HEW B AERMBIE, ZENT 25 3 2147483647 210 BRIMECAEERD 400 4%
R IR AHRN, BB ERRSEHENE 733104,

o SRR - RGEH G R EES R EAE, %A T 25 F 2147483647 216 . ERIME N A
200 498 8. BHCPWHERE, & NASHEHE 733105,

Up R B ORI, T HRAT BT A

a) IEFEITR (Object) > 3R EE (Object Management).

b) ¥ FlexConfig> XA &,

¢)  sili threat defense statistics 2245 5E X% 4wig (4 .

d)  BEAREWT DI SUE, HEBUR AT T E R, RS SR DLG % 7 1

e) IEFRENIAN MRS SIS A GEIE VS i 5 HENS 0 Bl RS AR LK LR ) 2 ik
v,

f) i (Override).

g) MR 3 A4 H, PIIER Y72 f(diit 4 (Count), H23k4% 3 M H.

h)  F&I1-3 TN BT T B A S AR AR . SR AR A o 1 S [ 0 S i B LASGHIE 8%
T AT AR P R A\ AE

i) fE XA MHEES SR

J) AR YR SCRRTR” SEHE s AR TR

$4 5 TCP #4485 .
T ZNEL E FlexConfig Sms LU H TCP #4#4 v15 B .

a) EFIZE > FlexConfig.

b) WHRCABAIHCENS, WA AT . SN, U5 AT SRR K LS S i

c) EFTATA FlexConfig 513 * ¥ Threat_Detection_Configure X%, R it >>. XSO
FIFri B3N Flexconfig 513 .

d) iR TF.

e) (Alik. ) Hw] L) fiii M Se B & Tk £ b — AN B R I UE 2 75 HAT IE I 1
RGBT UGB IR 5 N 1) CLI Ao X 28y 20 A0 45 Ik 25 SR M BT 7 (1) i 2 BL AL
JUMSE I S8 VA7 I R i %o TR BN 3 FHU ) G LA A B iy CLY. i A FHER A, TCP#%
BGHE B 2 N N s Cls o WL O a6 -

###Flex-config Appended CLI ###

threat-detection statistics tcp-intercept rate-interval 30
burst-rate 400 average-rate 200

WIRS PRI T LUK 5T G2 20 525 0 (1 4%
FIB6 FHLLFar S W% CLI Wi TCP #4015 A :
« show threat-detection statistics top tcp-intercept [all | detail] - 25 2 B IET 10 4 2485k
%o all KEEF BoRIT PR EE IS5 25 (1 s 8l . detail JCHE T Won g s RAE S . 7R
WIBGP, REAIAT 30 IRBGHIRECRAE, Rk, 7EBRINK 30 204h i, 4 60 PRIt — IR S iH 5
H

/N o
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e i gz erarsnat

R fn] LMEH] shun iy A BHEXGH: 0L TP Huhik . ZEMIBRFL 52, #5487 no shun fir
Lo

» clear threat-detection statistics tcp-intercept- %[ TCP #8415 A .
5

hostname (config) # show threat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)

2 10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)

{5 BUAPBAfE] 1% & B R RERESH £

BRI OUT,  BU o AN S e R b o o R . B IL R, SRR By 1 v i B
R AEAARTE,  JREE I ICMP ASTT A B R R EESEBLIE H R, 200 R 45 S R
L ICMP & B R

)

AR WERED AN, RGEREFE TTL N 1 KB, Ha ST Mg, AR Bzt
RER S BA K TTL (. TR, R8st (Bl OSPF hello ##aty) KIXM TTL =

LI

1, DRy A AP IR T T R S BURAE R 8 SRR, T XL I

UK

I R ACL, DL CELA IS R IRt 4R 25 i i 2

filtnn, FAPTA AL (EARMHEE OSPF Wik & X2, AT DU T 4k

a) ILEFEITR (Object) > TR EE (Object Management).

b)  MHxTEFREIIR > TE.

c) MRy RiAEYIR.

d)y NXZEANARFR, 4, traceroute-enabled.

e) ARSI, A HEER OSPF.

f) BRSO BRLE (Block), ik O (Port) M, $ OSPFIGP (89) 114 B#rif O
(Destination Ports) %113 T 7 P, SR JE sl idsan (Add) KBS n 2 prik 514

g) fE “YREUIMFIFRSLH” XEHES SR, DO OSPF RS In#] ACL.

hy AR A IR, AT A A

) REFRIFERME, PR <UR” A CHbR AR A

EEL N |
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R

Bt RIS AR AR, SIS ACL.
Hi{R OSPE fEAAMNR AT “ VA . W%, HaHCL R Eh B
W) PRV AR SHEE R, LR ACL M.
S5O 2 U T A L 10 5 S B
Wi, A AR, T B TR
a) RSN (Policies) > A ISIHEH) (Access Control), A JF4iA 4) WLt T B IR 45 10 4 0 S

b) AHE%R (Advanced), X5 A EUMBATEIAR 55 5 B% (Threat Defense Service Policy) HY 4R48E
O
UL, WA RAT R RINES (More) Fhifikhit#a%&i&E (Advanced Settings).
c) AN (Add Rule).
d EHEEBNEA, REAET—9.
e) IEFEIMIIGIE YR ACL %%, KRG A T—%.
)  EHEBERBEETTL.
g)  (Aik. ) AR A A I Rk I
h) AU SERCCAES IR . anA A, R U HE TR B I 45 SR b ) T R A
) A RE DAORAE N IR 45 S e i Ak B e
i) AdrER (Advanced) FIARTE (Save),  LARAERT U )42 i S BT A ) B 4
PRAE ST LU B S0 28 21 57 52 A 1 1 4% o
FIR3 AR ICMP AN n] gk i 5L A PR A
a) LEFEE>TFEaERE.
b) IR E R ELRNE, TEX I T A . A, T BT IR SR B A T SRS s L A i
YRR
c) MHFIEF ICMP,

d) IEIEIRRE], A, WA 50, Gl REEAY K IRA KNI 10, DU PRAE T BRI 3 7
JE AL (I 0 o

BT LK ICMP BRI B, B AR5 ek
e) RHRTEF.
IR 4 DUAER T LA S 0 2 2 S5 (R e 4% o

A< 4o Aehe
= AR 5% SR A%
R DULE % 44 CLI IS ¥ IR SS SRms A fE B LN &S a4

* show conn [detail]
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Firepower i Bs AR Emm 2ias

WORIERAE B VNS B bR SRR R R E R . 9,
TCP IRAELEAT .

“b” RN Y

i1 detail SCHE TN, R AEA A R ROE AT (DCD) PRIAAE R, X2 o A 7 Ay
N HRER A . a0, TR DCD e, JLEETEaE BT pR:

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,

flags UO , idle 1s, uptime 32ml0s, timeout 1mOs, bytes 11828,

cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

* show service-policy
WoR RS RIS G R, B RBOERA (DCD) FeihE &

show threat-detection statisticstop tcp-intercept [all | detail]

BTS2 BOE AT 10 4% R IR 55 45 . all SSHE 7 o B A B I 55 2 (10 D SL 250l - detail 56
%?m?rﬁi%ﬁ?%ﬁ%} FEHCRIAIR N, REEEAT 30 IRBCHRECRAE, I, 7EBRIAY 30

N, B 60 MREE— IR GETHE R

Firepower A/ Fa fE1BR 35 SR B BY 71 SE 12 3%

it Version it RA

YRI5« 10T LUE F Firepower B THIIR 55 52 0K
MRS N T e . LR ReHE TCPIRAESZAT FEAL
AR TCP A5 I JREE 6 W A A7 W) (TTL) i RauE+e
ozl | m%t"mﬁ%ﬁ%%ﬂt/\%)z i 18] B R ORI I e 4 5
BRI LS I3 L 2F P RN 2 DR 2 1) R ) e ]

Wbt SREG > RS > i EHES . SRETR, BB AR
KR,

SCRERIST-G e Firepower &35 1)

REEEPY) “HEERRN” (DCD) 34 |65 UR e HAEE A I(DCD), W] LA % show conn detail iy

3RS T AN 7 A SR o

A RIAT IR NI N7 (45 6 iﬁiﬁ%i&?ﬁ*"vﬂﬂ, fEar LR
FrAREahEESE, I H show conn i 2% 75 IR 8 2w (1R ARDIMA
UEAh, AESRAE T BLAEIE SCFF DCD.

B MG U fir A show conn (AU D
LR Firepower Jaii By 461

EEL N |



B Firepower s AR % s o 2 iR R

e |

kel Version 1 BB
HC B AT T e 1 B Ky BRI 7.1 S AT DABC R 25 KM, DATE 28 0490 332 42 PR it IR A T B I B2 11

(MSS).

SYN-Cookie % B} 55 w5 K3 BeRK/N (MSS)o I 56 13 1 B AT
WHIE R B KA F IR 55 SR mes A T

BT IE BE C BEE N TN/ Al 55 SR ) Y R E
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BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



