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B S ME— R S L P N adming 3§ 207E CLI i iE) i3 i 88 (CLI AccessFilter)
S EERT .

(Arae) MBI B LDAP JIR 55 4% R IERRR DL -

MR A A RORER P 44 . RO P o ME—1, IR ETDVES TRIZ (O, A5 (). 3

FIF (<) B0 WEEE R, 2 UL LR/ R, ik 5 B 1000 A4 BLEH 2 RS 3511

EPAN 2R [A] 1000 NP WiERMNERK, 1S FLDAP S Sk B b Hi by , 25 79 1t

Cae) ek, b n] DU A BN S EOR AN v] AT & 0 58 Uk A P I P AR AP

# uid FIEERG, ARG aidimi .

U 2% B2 3 Microsoft Active Directory Server JE4245 UT Vi In) J@ P RACES wia, 48 %8 M1 1E

KR4 T LA P e e 58 4 BRE [ v] 2 HE 44 R

N QR P A FR B RS AN IEAf, RIS RSS20 B R A, M2 2RI 200 E Rk
KA E R IER, AR, T e MRS B P AP AR R
By, E SR ARSI I R e P AT IR ) H P 4 R R

w5l
TR SE AT 7] LLLE Example 28 7 AR B gsmitn HFFEUE, 154 Tsmicn FIEM %05 .
M fR7F (Save).

IR &% TES O B RO BRI R AN S I AE L 5 22 L.

Gt
ERRA

{58 Microsoft Active Directory Server [] LDAP &5k S0 B UE X I FEARE . R
T LDAP 2543100 TP Mttty 10.11.3.4 BEIEBAE T 5 11 389 HEAT Vil

gral i ]
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External Authentication Object
Authentcation Method LOwAP v

CAC [ Usé for CAC authentization snd suthofization
Name * Basic Configuration Example
Description

MS Active Directory -

Senver Type
A Set Defaults |

Primary Server
Host Name/IP Address = e P o hostnama

Port® | 389

Backup Server (Optional)
Host Mame/IP Address @x 1P or hoatname

Port | 389

LDAP-Specific Parameters
| oussecurity, DCsit, DE=example, [ |

Base DM * A
| Fetch DNs |

dossoumcehng, do=oom

Base Fikter | ] oo st o
User Name * | CN=admin, DC=example, ﬂt:mmJ ox. enzjsmith, de=sourcedne de=com
Password * | ,,,,,,, ]
Confirm Password * | ------- ]

* Show Advanced Options

b7 S s Xt 7 8 24 ) R A R B AR U 1) 22 A A U A RT3 44 B

OU=security,DC=it, DC=example, DC=com H‘]f@*ﬁo

Attribute Mapping

U s Anbuts * | sAMACcounmEme i

U Accass Anibute © | saMAccounmiame

» Group Controlled Access Roles [Optional)

CLI Access Filter
CLI Agcess Filter i || Sarma as Basa Fiker
@i [eemsnin), (Aermgretny, [Eiot=gsmingi] {or=oamit i e st

(Mardatry for FTD dinices) |

Additional Test Parameters
Lisar Mame |

Pasewnrd |

* R Fatd

Cancal Test m

B gEdhiw



EEAL Y

T E1E0H AP S i I}

&, BT UEARSS 43 /& Microsoft Active Directory k45 %%, BRI HATH savaccountname J&
G T A4 TANE via JBTE. 4% MS Active Directory IR45 #8257 I i B ELINE (Set
Defaults) 2% “UI Vi) J&YE” (Ul Access Attribute) ¥ & 4 saMaccountNameo K, 4]
TG X RGN, RASKE SNSRI savaccountname JB I LAET HILEL K - 44

AN, A PO R| R & LR CLLIK ) I, savaccountname [#] CLIZY 3 U A H > 71
ﬁﬁf%ﬂ,‘] sAMAccountName E‘rﬂ: uﬁﬁalﬂiﬁﬁiﬁo

R, HT AR IIRS Y A JERS, R RGE St a H s AT A R da s
FIT AN SR EYE . Sk BN B (3 LDAP 4545 LB D J5, S5k
PRI o

SE Gt

7R3 B Microsoft Active Directory Server [f] LDAP 5% G 43 B UEXT S (1) s L B« R
#Irh ) LDAP R 254316 1P Hudik %y 10.11.3.4. WIS I3 1 636 BEAT Ul .

External Authentication Object

Authenticaton Method LDAP *
S Lise far CAC authentication and authorization
MNamea = Mudvanced Configuration Example

Drescophion

Server Type M5 Active Directory v | | Set Defaults

Primary Server
Host MamefIP Addrass * 10.11.5.4

Port * 63

WA S 7R T2 9 2 ) R A LA Ul 1) 22 4 2H U FH A W] 43 44 Bk
OU=security,DC=it, DC=example, DC=com E’]ﬁ},ﬁéo 151%3/3535:, ﬁtﬂ&%%&ﬂﬁ%ﬁﬂ/ﬁ%&
(cn=*smith) o XIS YEAHE AR ST EAL R 200 7 BRI A A FREL smien SR

LDAP-Specific Parameters

Base DN * ‘QU=security,DC=it,DC=example,Dt

Base Filter (cn=*smith)
User Name * CN=Admin,DC=example,DC=com
Password * | s
Confirm Password * | ==
v Show Advanced Options
Encryption @ ssL TS None
SSL Certificate Upload Path [ choose File | certificate pem

User Name Template | %s
Shell User Name Template %S

Timeout (Seconds) 60

Attribute Mapping

Ul Access Attribute * | sAMAccountName ‘ Fetch Attrs

CLI Access Attribute * [ sAMAccountName| I

%ﬂli“%%ﬂ’]l_%ﬁﬁﬁ SSL lﬁ’/ﬁ*ﬂﬂ% ﬁHAﬁ i T%{ﬁﬁ%*/\zj'g certificate.pem H‘Jlﬂf
oo M4k, T #BRT (Timeout) W8, 54 45 MR 60 F0 5B I

gral i ]
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1Ttk 25 4% & Microsoft Active Directory 4545, BIIHATH samaccountyame J& At H
AT via JBYE. 1EFE, BE SR saMaccountNamell] Ul e E s (U' Access
Attribute). BIt, MH PSR REN, RAESKE LN M) savaccountName J&YE LI
FRULH I 1 4

AN, BB RS R CLLK T P, sAMAccountName B CLI GBI B < S 86 &
HxP A% savaccountName J&PE LA A R ILHCI

PR pE AN I BEE . “HEd 7 AR A s gy BAT w4 @ vk B IEA 4,

j\] CN=SFmaintenance, DC=it, DC=example, DC=com B@éﬂ E‘]Fﬁﬁﬁkﬁ o

= Group Controlled Access Roles (Optional)
Azcezs Admin

Administratar

Discowary Admm

External Database Usar

Intrasion Admin
Mainsenance Llsar CM=SFmaintenancs D=t DC-aka

MNetwork Admin

Securty Analyst

Secunty Amalyst (Fead Oniy)

Security Appraver

Threal Intelipence Directar
(TID} Lisar

Arcess Admin

Acministrator
Lredaudt Usar Hoba

Disc:oary Admin

Exterreal Database Uger

Graup Member Attibate | member

Group Membsar URL Attrbaute

CLI if7ia)id e 88 V'l N HI AN yE s AR, KIUbAH R o] LLEE CLI V5 ) 345, GnfaliE
i web 2 BTV a)—Ff .
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CLI Access Filter

CLI Access Filter
Same as Base Filter

(Mandatory for Firewall Threat
Defense devices)

Additional Test Parameters

User Name

Password

“Required Figld

RN EIE a9 RADIUS S ER S I8 IE XS &
IS RADIUS JIl 4525 CLSCREAMEH 7 AT e 245 B
FEZ IR B, AR S A B U S A AR B X % (e b T T

UK

P11 EEER>RRF.

$E2  IMNBEIEIE (External Authentication).

HIE3 ERMINER B2 I8 IERT & (Add External Authentication Object).

PB4 EEMRIEAERE N RADIUS,

PRSI AR LR .

L6 N TERSEE, MIAENA/NP ML,

WD ) SER OB A

$IE8  fii\ RADIUS RS

PE® (WD) MAERREZHESL

FE0 (W) AN RADIUSHFESH.

a) ¢ BBE PR AT F RS 2 T R VFIIR A (T 1R 1024 208D o BRIMER 30,
ER O UBIE A B L BN E AR, B, ARILEE R, TR B

T8 RN (1-300 F) o G SN I v B 0 B s A, W) B B £ RADIUS
P R AN AR

gral i ]
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B i a0 RADIUS SN S HBIER &

b) HNRBN R MRS s LAV E IR S BOAMEN 3.

) FES RN BUR, HNA T AL BR e 52 N 23 PO 4 X 28 A 0 F) SR k- {ED
K A4 R g v - LLIZ 5 73 B o
i

WRIEEIETE AN “ 2425”1 user-category JBYEIE N Analyst, NIATPAZER
LRI TFBPHIA user-category=analyst, LM ER TXLEH .

A5

B “EHD MO T Ssmith Ml doe, IHAEBIBRTETHIN jsnith, jdoe.

A5l

2@/{% “ ?ETP)EHF ” %@fﬁ%% User-Category 157'3 Maintenance E@Fﬁﬁfﬁ)j» l%EEZE?FHEJF?EﬁEP

i\ User—Category=Maintenance.
d) X FAE AR A, WHEHREIAR R A,
RS P A, B IORAT A S AN S A B e %, JF AN P B RE B BRiZ M . 1ZH]
R USRI 2 B Sk R .
(HiE) EXHEX RADIUSETE.

W15 RADIUS Al%5 28R 0] /etc/radiusclient/ W dictionary SN ANELE B AL, I H&THRIMFE
X s gk B A XS P M e, T X g, o] DUs &5 RADIUS k%%
A E I P B E SR A R A P B [ ) e v

a) MABMERR.
S E LR, TERAUEME AR, B A S PR T TR, R AR B R Y LU
ARG HEAT 53 B o
b) DIEHUEAMARME D,
JEME ID N o3 AN 5 etc/radiusclient/dictionary MU AATATELA JE T ID #h2,
¢) MHRPRTELFERIEHEE.
VSR R YERSRAL: AT A TP Huhb, A H .
d) s AN A e SR

7EAE RADIUS S BT B, RS/t IR /var/st/userauth H P OIEHZN R H H 5%
SO SN 1 SR PRS2 In 2 S0

w5l

WRAE A DRSS 5 1 4% L4l H RADIUS %545, WA REZAY H aAscend-assign-TP-Pool JEE
[0 WNIRF7E TP Ml B R pr s P ## T E fafh. Ascend-Assign-IP-Pool AN ENY, 1T
8 SCRVEH PG sk b, O AR TR LA B TP kit ) g .

BE A SEYE, EAE A A E M, B A RN ascend-1p-Pool-Definition, JEPEID
y{l 218, ﬁﬂ}%'lﬁ%ﬂyﬂ integero

| LY
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WG, nMILUERESH (R (Security Analyst [Read Only]) T-BH ¥\ ascend-Assign-IP-Pool=2,
B 32 2 M BUBR #5277 ascend-1p-Pool-Definition JETEE N 2 MIFTHH .

W2 (W) 1E CLI ARSI KHERR CLI AATIE FBol, AR AT 5055, AR T/ 44
HLLZE .

T RIX L] 7 44 VEIRC RADIUS 2548 IR 44 . ZARAZ0% Linux A RUWA 1 44
© % 2 AFRECETRE, AMINETAF (1) MR RIZ O
s ENE

s ARELLE AT (-) TPk ARERTEET: AREETHAE (O, at f7'5 (@) SR ()

k

JBj k% CLI 7 10347 RADIUS S48 56A4E, b BB 25,
P & FAWEE 25 el A PR i P 7] A CLIexpert #7417 1) Linux #M 52 %5 . Linux 4b5%8H
JUul L3RS root BUFR, 5 ke 4 G o 1A PR B T AT CLI 8% Linux #5217 i) 1 FH 7 41K

ER MERS ARSI R PR I BATAI R S A AR e T A B L,
ME—[J A ES CLI A 2 B3R5, [NULiB 2[RI ek B3R 53 A HI

3 (k) g MR DA S RADIUS 45 #s i B L0 78
L4 (i) pbAh, dn] DU N E AR S EUR AN 7] DLAAT S 0 R P I PSR BN P
ZREZR, R R .
BR L A P A PR B R NS IE A, RIS R 5 e e A, DUt 2 . S50 Al
ZAR BRI, s, Mo E e E AR SR B P A PR Wk
R, VSRR R e P AT IR A R
w15l
TR 7] LLLE Example 23 TR R B gsmitn HPFEUE, 15 gsmitn AR 05 .
P15 SHRTE (Save).
S16 0 HIERS S WESN EEAO L P A HANE S E . 5 22 T,

il

ERMAFARETE

NS 1812 TP #ihk o4 10.10.10.98 #7547 Cisco Identity Services Engine (ISE) (1)
552575 RADIUS X5k S I UEXT G o AR E L& I d5 2«

| gral i ]
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External Authentication Object
Authentication Method RADIUS v

Marme * ISE_RADIUS

Description

Primary Server
Host Mame/IP Address * 10.10.10.98

Port = 1812

RADIUS Secret Key *

LA N7 i 7r RADIUS € 24, A5 I (302Dl Firepower R824 R4 13 IR 55 4%
CHAT) Z T R AR AL

IE7R B35 W RADIUS I ff €0 e B 10 52 225 1 «

2T P ewharton Al gsand Web ST AR .

T coronte Web FH “4Ef 77 B

T austen Web FHIT “ 2470 M)l B

M ewnarton W RMEH] CLI MK ) & % B e

B A R

| LY
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i &3R80 RADIUS S asa T ]

RADIUS-5Speciic Parameatars

T | Seconds]

Retres

Agdmirdsirabo

Discoweny Adrrin

nf Dtakoss s

Inbrusicn Admin

Maintenance User

Matwark Adrrin

Security Anakyst

Sacurfy Analys! (Read Cnly)

Security Approves

Threal Inteligence Direcioer
[TRD] Lisesr

Dedouk User Role

30

Earion. csand

shronis

DEsCoweTy Ao

Esztzmal Ditabase Liser

CLI Access Filter
CRE4H-EXHARAR

T LA Je - (BT TR NSRS R T P i T o R AR K Pt e U A, 0

U] ST B A I ISE IR S5 a8 074 RADIUS %555 5 73 06 UE X 52 10 41 (e B

AN E S PEE X

HE, EHOREIF, BT IEAEMH Microsoft LU M) ik 45 4%, PRI A— A2 AN H P (A
T MS-RAS-Version H%XE‘ﬁo Ijﬁz{ff%'a\, MS-RAS-Version H%XE‘@%?%X$0 T_ELICISZT?WU
1, @I Microsoft v. 5.00 ZEFE VS ) [ 45 3 6 5 RADIUS [T F - #RINAG 2] 224253 B i
(HBE) 7 (Security Analyst[Read Only]) ffi %, FULiEAER 2SI (RisD (Security Analyst
[Read Only] Bt H i N\ J& 1 -{E 4T Ms-rRAs-Version=MSRASVS. 00,

gral i ]
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AIS-RAS-Version=MSRASYE. 0O
Security Analyst [Read Cnly)

Secunly Approysr

Thieat Int=ligence Directar (TI0)
Llgser
Exteimnal Database Lisar
Default User Roie | INIFUSOR Admin
Mlainterance User

Patwcuke Arfmin

CLI Access Filter

RS - P Uaraian £, aining

" —

h e LR R PSR ST

AL PR AN B Y BRUERS 00 2 SN B G IAERT S 5 ) LDAP 5 RADIUS
M5 25 00 UE P P SR

FiaZ |l

AR A R0 A B0 1) LDAP SN S IGIEXS S, 55 10 5T AT 4800 B0 ) RADIUS S5 43 4
XSS, 5517 GURETE, I AN EEZ AN G B UER 5 .

UK

B EFER> P,

T2 NS IIE (External Authentication).

PR3 A Web St H - BCEERAH P AR
BAT T CVEPATAT TR . AN B S0 U0 G SCIATAT T 7 €K 7 o LR A T - £
.
a) MEERINARARME CERUHRIED .
a) (EEANARABEREIEMET, % h 2R,
b) RiifR7F (Save).

PB4 SGHEHMEANINT S G RIEN AR ERR (W) . WREHEZMNS, RESKE
SE MU 2 B 4S # LR T o 65 0 5 B0 B IR 45 2% B0 .

WA AN e S Oy Bk, W AZ5 5 FHALHECL 78] 53 i 88 (CL | AccessFilter) 4N £ 43 B0 UE X 52 o
34t CLI Vi al 7 e 2 U B 0y 56 UE 0 GAE 512 HEFE 28— 7 I IR 45 23 EA T 5 4 B

fr

| LY
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$IE5

7 oap @A tahiE

CRIIED TR0 55 4 RJ S 5 Hh B 473 B0 A 37 SR N 5 17 55 473 8 (K WY o

FE6 WIRLSVFIMEM AT CLI ViR, Ik FEINT B3 550 (Shell Authentication) > BE/3 A (Enabled)

H— AT IRAUE N G A4 FR R B B (Enabled) B o% 1, FEMIE U S — N4 T T CLI.

TR RREFEA.

{3 F LDAP B¢ & 18 375 (8] & 519 35 iE

WA AL UE FE Vi 0 (CAC), 0] AL 'E LDAP &) 56 K560 1IE 2 5% Web 22 111 45 #Erp
O AP i CAC S 86IE, I T OEFE HEOE 3, A % 2 SR A sl g ] - 44 F 1
CAC B8 AIE ik 20 i 7 Bi A8 3 AR IARF (EDIPL) S5 AT 4031 o

ARG SPIRE RS 24 M2 5, WA PED-RH 1 CAC S ERUFH . R EER)5
RESTFINIH S, AE 220 T e 6 0 7 1 (AT T3 3 0K

FHIa Z |l

R AED S T B AT R eSS (AERXAIE LR, RIVEE R0 CAC A 33 23 5 1R300 T &% (13E
1), A HEfE CAC BCE R R ET . BCE CAC SR IRUENIRALL 7, 4% L] b2
FEIL AT A RR LI R N e FF CAC 3. WERAE IR RIS Rk i CAC, W2 B e 2%
1bZesili, I HRGATER ML

UK

IR A 4R /R i CAC.
H4 300 0 28 5 1) 3] https://ipaddress or_hostname/, ' ipaddress B hostname % i 45 [ 14 %
WA, WAL DB 1 AR CAC B PIN,
WHAHE7R, TN N R IR RRAR N RIE TS o
7E “%s%” (Login) Wi A& (Username) F1Z585 (Password) 7B,  LUE A 3 BY R A
G065k, IR CAC FEIFE .
WIGEB RS > AP > IMBR R RIE.
VSN A PG ) LDAP SRS I UEXS %, 2 10 BT EIRE, L1108 CAC Gl#—1 LDAP
GO AN o AR E LA 25

« CAC HIEHE,

* LDAP #ESH > BT EPE > A P 1R,

* BIHRRES > Ul iFRE .

R TF (Save).
JA AN S AR ISR CAC BRI IE, oy & B BRI R I AMB S I IE . 25 22 Tk

gral i ]
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ST EHRGE & >BE, L5066 HTTPSIESR.
BN G0, TN HTTPS RS 4HIE -G R T A HTTPS k55 SE15
T E A A HTTPS g5 a3 iE 5 A1 CAC AP UE 320 it [A] —MIE-B AR L (CA) 25K
$I1E12 (£ HTTPS BAIEHIEE (HTTPS User Certificate Settings) I, %+%/3 A FIEH (Enable User
Certificates). 17 XVEANE ., WS B 7 A7 200 HTTPS % ik 15
L3 MR [ CAC FEIEE % Cisco Secure Firewall Management Center’3 3% % 7% o

B & SAML B 5 & F

RET LU A B AR PO N AR R m g s, R R S O S R 1Y (1dP) D 8 A B Ry R LR AL
ZUA AR N 3R O B I IR UE AR B R GE . BL B A2 3 SSO 22 HE R W IR S R A ik 55 32 1L 7
WSSO HI R 5 8 — IR BRI AT g i) Jgs T+ 7] — 56 S (R AT MR S5 S At g S D

XF SAML B 5% 5

4SSO L' (Y] FMC £ 53 DU b s B m SRRt . MO E N BEAT SSO Vs I sl b, 4%
HEHEE ) 2 1dP HEAT S AR RAEMIFZRL,  TARAE 4 B0 B i R34 A A S . 1dP 1zh
LB Gy B J5 , SSO JH P KA € [n) ] A R bl Web S & 5% A HPL 5 1dP Z WP
A I D) B A D TR A RS R s PRI, B RO AN R 2 R RV R T ) B A R R
J¥

L SCRAE AR T S Oy I UE IR AL ) 22 42 W7 5 R 2 5 (SAML) 2.0 TR HEFIAEAT SSO
R, B H L Web Frfih LUR SSO SR FE PR AL AL E AL T -

* Okta
* OneLogin
* Azure

* [ 1A% 7 ST %) PingID 1) PingOne

N

Note  Cisco Secure Sign On SSO /= fih AN22f A H et TRy TS B A ) AR 25 S AL 7

FMC &9 SS0 575
B B HAL BE A SSO BRE LA, IH A R LA

o BRI —OOURESCRE A SSO R MR, B, REAEER: FMC Be & 4 [R] 8] Okta 1
OneLogin #47 SSO.

o ey A PP IE B A A B AL aT DASERF SSO,  (HAAZIZE AL BL RV R 300 :

| LY
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o AT PERHRI R B 2 TR R A5 SSO B E s #AZ57E SSO N AR s it it & SSO.

o e FIPE R P AS A B RO 25U HTAH ) ) TdP HEAT SSO.  REIAZIAE IdP oA 45 2
s TEE ) SSO FC B R A5 S i v T

* LERITCE N SCRE SSO 1 A F bty vl I, A AT SSO Vi il 4B FMC 2
B, L UE SEAE ] SSO B/ s — Ik E B L .

o Sy ] xS R ) RO SSO
o WERAEE E R0 BRCE SSO, WIANF EAERBY B EE L L E SSO.

o WERAEREY B R E SSO, NI T A £ BRI ERCE SSO.  (XAR A
SSO I J AR R FMC 207 58 /8 56— G A& B, )

* FEAEF 2 AL B BB R, SSO BCE H BEAE AR N, O HE A4 SRR Ay
e

o AL A eE R LDAP 5% RADIUS HEAT 5 3 Bk (K 1A LB A (5 K 7 4 RERC EE SSO.
* EELHL ASCR TP KR SSO.
o EELHRL AR SSO KK CAC SEIE S Sk
* W2MER CC BEAAEHS B I E SSO.
* SSO WEBNLRAE B O HAZHED, JHE T RE T BT R G alii .
Related Topics
e ]
1
ffi H} CAC FEUE % 5% Cisco Secure Firewall Management Center
ZANIEG R
HAZ LK
SS0 ARk F

SRR P ] DL E RS P A B, n] N HAR P B H (140 Active Directory
RADIUS 8¢ LDAP) S AP FIH . AR S/ H W e & & B0 5 1dP BUa ], DASCRF
SSO (i Loy IdP Fl P RI4L) 5 ZERCE 1dP LA Rek | Hoh - 4 BN 0 F P A, 15210
IdP HERY 75 308 o

SSO /T R 2 BK P RFAE. CHLAE T A2 M) RIS AE 1dP T . AEIXAEIK ™ B O s 2 i
XL A2 7R AE FMC Web St H - T .
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\)

Note  Z%:3isk SSO M)/ (I /' 4 DL & IdP 7F SAML &k b b i 44 45 21 b0y 1) NamelD J& PE#T
MTEA R AR AE bk . VF 2 1dP 2 H B H 2308 %MMFMMFéWﬁNmMDEﬁ H
PSRN TP 2 75 SR 0 o 7 AP ABTE B IR 45 3 7 N ) DA B e 452 T ) 4 Bt v
LY SSO V7 AP I IdP Pk P Ny, 3 id AR — R

AL AL Web FUFTRG B > FIF > SRERA A FRLEE SSO 1P LA R KA
SRR
H I A A

SS0 F A RYF F i BR 5

BRUMEOL N, R APTH BT SSO Viin] 4 H bty BRI o e 22 400 i il 8 St
T ASE b BRI, thm] DU AT AT A G 1Ry 5 SSO ™ sl 478 s I ERIMEL. N7 I Ry
DR A HL R0 SSO WLE G, B nT LARCE N M (oW, BLEEST SSO I AE X s N 3 FE A A BE Ly
EDAFIiRi

FH P A8 O S e ks 3y FIICE KR S SSO 1P N b B E AT Wl . m] LUK FH 7 4 (04
m%mpﬁ%¢¢XMQFi@cﬁﬁﬂﬁﬁﬁm&ﬁ,mﬂ%\ﬁ,#ﬂﬁﬁﬁﬁﬁXﬂﬁéﬁ

e AN NI I HAB P A FE R 48 (W Active Directory) $AF] IdP. Rk, EHMACE &
@%u%omﬁﬁé%% NI SSO BRG A2y, BLA W[ 7E SSO 1dP Y. H v 43-fic H
Fis R AR SORY TR A AT L R L 5 TP A AR P AR s ERE 1dP R
Gl P Ed, BeE WH P B BN R 7 8 S N TP, 1E 2 1P IRV 3 S0y

FEF P S e b, IdP 4Edn 5 B b BRSSO R I F AR C ik, JF FLREAS T e e A A B
Tt AR TR 7R B BCRIA A (R AP IR PR ZRANRD o 78 & B i s PR 4 B
& SSO BCE M8 7y, B0 SSO ML B IE & 7 ficss & B b0 R M s R IRIE AR .
FIPEHT SSO g A FLrpLy I, AL 28 N (B i, ARG TRED st
JEPEAE S A B T M ORI G AT UL, A B A R IR S T SR A R
PEAEDERCI BT AT fh e

\)

Note fcny LU/ A - BUBR s 41 A B B 2 WS 1) 7 b S, (HLEAS P R B AN
I SCRFALMIAS A IR A E AR

EEEROERBESE

Before you begin

«  SAML SSO IR, Jfy A Heie RIS BLO RN FE04 PP s SV I 45 Lt
PR
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* B4 Okta MU'E B A0 RSFALE N, 1S5 B Okta FL'E & B0 RS FLALTT A H,
on page 29,

* %9 OneLogin At & O IRSTALFT N, 125 4 OneLogin Bt & 5 #E b0 RS54
HER N H, on page 41,

* T Azure FiLE L IRGHRUERINH, TS O Azure FUE BRI RS HEAL R RV
H, on page 52.

* 2% PingID 1) PingOne % " &R T7 EZECE E I oL IREGHRIER N, E2 0 % )i
& PingID PingOne 1) & B b0 55424555 MY H, on page 64.

o BT A SAML 2.0 1 SSO AL F Phic & 4 Fi 0 ARSI PN, 155 AT
il SAML 2.0 FEZ511) SSO $2{ILFE Pt & FMC RS- FE M, on page 70.

Procedure

SE1ERRE G >HAPR>BEER,

FB2 nih BRER (SSO) BE LA SSO.

FIR3 Huli BLE SSO 44l

TIRA (£ 1E3F FMC SAML #2432 XHEHE , il SSO 1dP [k &, R il T—2.

What to do next
AREEPATIE G L FE SSO FEAERT 1 3L :
* 4 Okta SSO L& #HiH .0 1EZ W 4 Okta SSO it & .0 , on page 30.

* {fi /] PingID (%) PingOne % " =R ¥ J5 %0 SSO FL'E B HEHh Ly 1S K% P ] PingID
PingOne 4 SSO L& & #1.L , on page 66,

* 24 Azure SSO it & FHH.0; 5SS A Azure SSO it & B HH.0» , on page 54,
* i OneLogin SSO BUE & BP0y 1HZ % & OneLogin SSO BLE B 1.0 , on page 42.

o fFEHMTATFF & SAML 2.0 FO$2 R 74 SSO Bi'E B EE .ty WS W AE AT SAML 2.0 FE %%
SSO 2R (1) SSO KL E & Bl , on page 71.

iAid Okta At B BB S &R
EZ 0 LA M4 LT Okta Bit'E SSO:

I gral i ]
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B =5 0wan

0 5 oo o
Okta Ul K1/ReWmNme ungmmgmean \Q/“ _;,’
Admin ~ existing Okta ~ management Configure
Console org —>  center service user role
provider app, mapping
assign
users/groups
EMC 3/ Enable single ‘} _Configure the @ Optiona
sign-on management Configure
—> center for SSO, —» user role
test mapping
configuration
(1| Okta Ul HH i & | &5 Okta 4121, on page 28
)
(2))| Okta ULE BN & | Jy Okta ML 5 HhuLr ARS5 SR BT, on page 29
3 | EEAPD 7 & Ly JE B A U8 S, on page 26
4 | EHAL 4 Okta SSO Bt 'E 4 B0y , on page 30
5 | EHLAL fE B D o Okta BE ST 7 A1 CUBRYY, on page 31
(6 )| Okta UL B ELFE I & | £ Okta IdP 1P 1/ A1 (4B, on page 32
#&F Okta 4A<N

1. Okta ", A5 I AT LLE TR — SSO WK Ui 1 (K B A7 B 75 AN (9 SEARRR Ol 2128 (EXs 4
AL SN2 Okta ZHZAZ 1, T AGEILACE: A5 LR Al

* AR AT LY ) R B 0 ?
* Okta AU o2 T JE 2L K 1 ?

o HP R 58 X2 Okta ASHE )G & M 4 BN - (4511401 Active Directory. RADIUS & LDAP)
FAR?

o BTG 2 ) BRI E] Okta 2123 LLSZRF A PG B SSO?

© WEEMARI I @ (EREERA DB M, EHAH.O 2 AT SSO
AP oyl e B R BRA L S . D

o RN 202N Okta ZHZNN B AL, RASCHRR I o B D AR £ dit 2

| LY
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#okta BB g mEatens

TS, AT RURSE AN AT B s B E B S 1) A B L A, ERRAS A B AN
RE AN SCRFALMIAS N (0 Ff E S

ATCRE B E C 2 Okta 28 UL BRYEHI &, JF HAAT AT LLSAT /5 ZRZ00E B Gy BRI HC B 1)
REFIIK o IR 2 25 5L, TS Okta AIEL TR

71 Okta EC & EIE A0 BRSFIRME N H

i FH} Okta 22 UL % BEFHI & P X S5 350 W 75 Okta B2 4 B eb0y ISRt m N, K H ek
MY ZN o N %3 & SAML SSO M/ F1 Okta & BEAEHIG « A SCRYIF RAHEE LI BEFC 4
(1) SSO LI w5 (M T4 Okta Thigs B, ZEAIEHH ML, s\ ILAh A & BN H S H 2 fdl
€ X, 1HZ [ Okta CHY .

Note fip SRUEKTHRIKE HI P 20 00 ol A B b N, R B B2 o (1 P A A NREAT 23 T

Note 45y ANAESCRAAEHI 24~ SSO JEIER My (LB s Sl IR I P A (Wit sl 4 A et
I BC B AN e 7 LIORE L7 #A €5 L OneLogin %1% 21 4 B0

Before you begin
* K SSO k& M HH R4l ; 1S A1 Okta 4144, on page 28.

© WAL EL, fE Okta AHZRH G HT K™ A/l 4 .

)

Note  Z 45 2ok SSO MK (1 H 44 LL K 1dP 7F SAML il Fvh ik 4 &
LG ) NamelD J& PE#SA AU A AU AT hE . V42 1dP 2 B3l
S8k P 1 P 245 NamelD J& P, HER ST 1dP
SRR OL . 7E 1P AR PCE AR 55 S 04t 7 T DA B R e 3277 6
EHLLT) SSO Vi I BB IK 1dP HL ik P sy, 3 id I R

* ffIA H bR B BTG 8 5% URL (https://ipaddress or hostname)o

\}

Note i JLn] LU HI 24~ URL (flt1, 564 BRE 4 R IP Hbhl) 1 ) 458
o Web FEifi, U SSO HI ™ s Z5UA% Y 5 AE AT 55 C L 1) 5% URL
— B ) B .

| gral i ]
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Procedure

P AE Okta £ UL R G, O BRI OGRS HE R N ] o AT LA B IAC &, 4 Bl rhoy
H:

o b FEEFE web o
o EFE savn 2.0 fEN BRAE
- Rt BEER URL.
XL AR 1dP 1) LRI (E B & HL b URL.,
BT saml/acs MEINE] & BEH L B3 URL. HI81: nttps://ExampleFMC/saml/acso
* JAH BATFREAN URL” 1 “BHRURL” .
* HIN ZAX URI (SPIKID) &
B A AR K 4 JRiE— 4 Bk (P EErhy), AR URL A% 30,

¥ FRFER /sanl /metadata i INE] B PG 5% URL. f#i40:
https://ExampleFMC/saml/metadatao

o XIT BFRID &I, L Kgw.

FIE2 (LR N R4, WATk. ) K PAAS Okta B 0 BC4y A& FEdhn M. Cln SRR 410
fiigs B0 N, S0 R T S R ot 0 R A NEAT e )

PR3 (WERZDH AR SN, Wk, D K Okta 4173 Aoy B HHL N .

P4 (TR A TR R BRSSO WE, AT LK A Ly RSP R A FH ) SAML XML UG
Hedls SCE M Okta R BIA AL

What to do next
JA R RUG % TS0 A1 B0 e 8 5k, on page 26,

77 Okta SSO Fic & EIE 0
7 B EL L web 35 P15
W TR

* {F Okta £ Mt UL B 34540 & b Gt 3 B b MRS UERT N M s 1204 04 Okta L& 5 0 il
S P2 LT N, on page 29,

o RS WES ) E BEHO ) LS8 K, on page 26.

| LY
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Procedure

PR GUPIREEN 78 B0 E USSR, on page 267F4R. ) 11 BLE Okta jT#dE SHfhe, &
TN EFE

« EFFHN SSO FLE (5, AT LL N Ak
a sl FoIEE spikic.
b. I\ Okta SSO &5 HE AR FF N H i N LA R {E. (A Okta 28 it ULEF BEFE ] & B ZIX Le{H . )
« BIMREEFESEF URL
* BRI FMA NG
* X.509 iEH

o WS UK Okta A2 XML Jo8 SCEFORA7 BIA M UHEAL (O Okta B & BE O IS5 ik e
[, on page 29tF AP ER 40, WUIAT DK SO AR 2 A EE L

a g DEXXH il
b. SRR L AU ] S ATEIA BTSN XML Jedls SO £ 301

P2 fili =%,

SR (L WIETT R MEHET, EERESH, Rh sl R’REF.

T4 L MREE. WRAGERHREE, EEE RO 1 SSO ML LK Okta [l g% S 1 i HI i
B, WIEPAHR, RaEil.

FES YRGS AN, midr R

What to do next
AT LAE RN SSO H P BCE H /7 Mt WL s 152 0 A5 7 bt o4 Okta CEH 7 A (L), on page
31. WERREIEREAEL & M amly, WIBRE LR 200 8% Bt MPra SSO M P 7o fsfe 1t &
FErROLy F ol Okta it B H 7 A (L), on page 31102058 4 PR lc & 10 FH - €4

7£ B du0 4 Okta BL & F P fA G Rk ST
Toie IR SSO $RALRT, 7E & B0y web 42 11 4 I A (o Wb e & 1 2 B R A R o (3
JE, VEHCE A K R AE T ) SAML SSO AR 5 it 1 2 A1 € it i) 5 Ko

Before you begin
* #F Okta H AW E B S0 5 F Okta 4124, on page 28.

o EELOALE SSO MRS HRALRI N A 1S5 i Okta il & 4 #E O MRS HEALRT N, on page
29,

| gral i ]
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o 78 B0 B IFRCE S WS AR S E O BB SUS Sk, on page 2671 4 Okta
SSO Pt Ly, on page 30,

Procedure

TR L RE> AR,

PIR2 pih BRBER LR,

B3 I GREE (ABRBED .

FIR4 NBAAF AT TH R Pk BB ) & B P A g BRAE.

WIS WA HRRBM. AT H AATSTE Okta 5 Oy SEALFE R FH b g F P BRAL - A e e i
EWEMEAFRICE. G520 17E Okta IdP FC & A (LB (1 H 7 J8 1, on page 33 WA 1 2P B AE
Okta IdP F-7ic & Ay € Wi i) ) 41 B 1%, on page 33 WA 120, D

FIR6 (L2 lcsy SSO M7 idEA A Blrb0 Rl P A0 o5, WA ENIRAA.  CE R0 ] Golang
M1 Perl S5 (1) Google RE2 1E NI IEAARAER 2 BRICA . ) A B0y RIX LB L 1dP Kik 3] & 3
P A e JE PR AN SSO M5 BT LhAR . A3ty 4327 F P $R B IS FC I ¥ A7 A € 1)

What to do next
o FEMRSS PR RS N e B P A s 1520 7E Okta 1dP _EEC & 7 A (WSS, on page 32,

£ Okta IdP -ECE M P f B ARST
AT LLAE Okta 28 Mt UL 4 BEFZE ] & rPAR s> A BUR B ZH A PR BC & SSO 7 A (st
o BILTF AN P ORRBEAT IR, 525 78 Okta IdP b0 B (WS (19 1 7 I8 1, on page 33.
o SULT-AIRURBEATIAS, 1520 1F Okta IdP _EJiCE A (0 WL I ZH & 1, on page 33,

1 SSO H F1 sk 2] AL, Okta 23 [n) 45 B HOy $2AELE Okta IdP Bl & (1 H F sl A 0 )@ PEAE
B B RS ALY SSO FLE R AEAS BBy F P A 6 0 1 ) SRR 2R AT e, I
PR BI IS T M. CUSRRIRBIVCHCIN, B H b B8 7 F P vl B E B P A
tho ) AECARA FHAUL H P A ERIERUL TS Golang A1 Perl SZHFIN 52 BRAA ) Google
RE2 [EMZik bRk, A H A0 F N Okta H2U5 1 I PEAE AN A8 AR RIARHE R IE M2 IA K, DAY
EHL P gk ST TR

)

Note i AN 455ty AR [ I SR RIEEAS P (K A G s SR0b 250y A5 B IR S5 BRI s 1 FH ik
P M U, FE B E . BEAh, FMC AT ] Okta G B R 45 80 e g%
PRBEE NI — AN UR VRS ARSI R AL sy . T8, X THRAVEZ W B,
TARR WS EAT R N5 FEAERS K Okta 2LV E LA P AL E o

| LY
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#Eokaldp tEERERsnALEYE [

7 Okta IdP EECE A BRSIHIA R B IE

Nil

B

i Okta 2 4t UT 7 BEF ] 65 rP KX LL B WK A€ SO G @ P8I0 21 Okta BRI ™ lC B SCAF
Okta JIi 55 4R I35 2 R AASE P P RS 2R F8) T G SO
* Okta I BCESCHE, TR A 3 SORPEREATY -

o N ECE SO, R AeE A Okta it A 56 —J7 W B H 5 (11 Active Directory. LDAP
oY, Radius) AEHITIE AR MR TY R

T LLAE Okta ZHZA AL HIAE —SRALR T fidss A ORI RC B A1 fR B, 121 Okta SUM. &
VAL WAL K P BE SO, BESRES E HE bl B P A E SR, AR 2B O SO P G
e E N, DORREA I 1)t Ras ik &y B dirht

ASSCRE A E AT A8 ] Oketa JH P C B SCAF HEAT A (OIS s AP P TR SO AT WA T AR S I AL
AR AT A3 =05 P B AR B A8 U . A RTEAIfE R, 1214 Okta ST

Before you begin

* {E Okta IdP ERCHE B0 RSBt ], 2 Okta FCE 3 H by IG5 S AT YT, on
page 291 ik

Bl & SSO H Mty A BErRLy , G0 AE A5 BE AL 4 Okta Bt & 7 £f (4, on page 31+
Pk o

Procedure

o) BRI\ Okta FH /e & SCAFS g s vk«
o NPT BUIREER , THESE .

* $2{it Okta IdP i AR 3| BB L TEAFR , S BILECH - M A Rk . thAr
HAFRDA G AT L SSO IEE 4 AR RIBEM AN TR L.  GEZHYT 78 5B
sy bk Okta BEH 7 #A (LB, on page 312D R 5. )

X AR I C SO A e 2 A B b0 IR S5 AR A A S I RS P, 1 R RN G e (0 P g
I3l ME

ff HERR SRR b0 B e g - P I — AN Mt B E L B 55 of A fE
128 Okta FCEH F* A WS, on page 311205 6 o fic s A & 8.0 F P A (o kAT
b, CHTH GO HPmaREIHTIE, B BN Okta HI JE PEE A 75 &
Golang F1 Perl 351152 FRIAS 1) Google RE2 1 MR IA X brifE. )

£ Okta IdP EFCE M B ERGTRVAE

A1 Okta 28 it UT B B 6 mh A3 L0 A 11 3 SCHY (LR 4 e s on 21 9 B rpoCs iR 5 SO0 i 12
Hlo BEA Okta BB AR R 55 SR AR N AL — AL PR ) 8 B bl RIVAT SR A (LR

gral i ]
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Okta fil 25 &AL N HT I DA F LR AR A 2
* Okta 21, W LMEHAEAT B & BT R .
o M4, KA Okta i i) 55 =7 M H s H sx (4140 Active Directory. LDAP 5{ Radius)
DASRHXSZ S35 J M AR R T AR i) JE

AT LLYE Okta R A AT —2RABR04], Bl id & e MIHRME B, 1ES0 Okta 3XRY. T
WA ST A2, SRR S A B P P P A L, I Z AL E B e SO, DURE LA o
SRR AL IA Y B L

ARG AU 1 ] Okta ZHIEAT A (oWt s 5 T2 JEA T WSl s B AR S o L 23 rp 6 T A 28 =
JUE PN HIRBCE B SUBPE. A STEAIE R, 12 Okta U .
Before you begin

* & Okta IdP LRCE & PO IRFSFAER N s TS0 4 Okta BU & A PO 5 S AEi M 1,
on page 29,

o 75 B ULACE P A A 7R T B Okta FCE H 7 A (WU, on page 31.

Procedure

A E ARy IR G5 PRAL T N BB K SAML 4 ) k-

< 0T BER, AT TE B SSO ALE Ay LB RIB MM MR T . GEZ T T
BRI EOA Okta 2B A (RS, on page 31258 5. )

T HEES, WHEE A RIBEORRR FEP L AR R0 A REAM . Okta ¥
A P TR R4 P 4 FRIEA T LA, SR RO VLI PR 2 AR Ly o B AR UK
SXEELE 44 FR 5 1 AE R0 Bk Okta IUE T A G4, on page 3176598 6 oM REAS
FrR0 F P A R IE U ek AT

Okta F P /i & AR5 7 51

WEL oGl przs,  FT SR R A s i) 47 B SSO R BN 1 N P AU AR . DO
T Okta Hh A By S5 SOk A N K BEEL

)

Note fcny LU/ A A B R AR B C B W 1 5 By R, AN A5 E by RN RELR
IS SCRFAFIA N A (st o sedh, BBy WS A Okta G E (AN 45 F Pl
Ik 55 B A R 2T 18— A2 PRV R SR SCHF AL (0 R

| LY
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N AF P P B9 Okta £ & BRE 7R {51

JE DR E A FRIL AL .

A ABEHAE okt emstws [

FERAS R B WU b, Okta 4 B AP0 IRSS N BA— A HE SO PE, LA PRty A B B4l
(LEAI 2 userrole) o Okta HP I PG E SCAFHA — AN A€ gME (18
ARy 0 rucrole AR ) o N HE B TE userrole M XHE, 4 Okta K FH J A1 (LWL 15
SIS R A LI, e R A T B E SO PEE .

NI T B L A Okta lE B AT O 7 BORMELAE AN -9 A1 ST Hh S e AT T
A EIERAE A B0 M Okta UL BEFEHI & EAE AR SSO BL#, {HAE Okta UL BLIZHI G 104
A RHIRCEA R, DAE A& B o AN 20 BEAN R B0 4

s 7EMLEH, sue@example.com ] FrMcrole {H FMcadmin, S H A FIHO il Bl FE A€

Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator
Discovery Admin
External Database User
Intrusion Admin
Maintenance User
Network Admin

Security Analyst

Security Approver

Threat Intelligence Director (TID) User

~ Advanced Configuration (Role Mapping)

Security Analyst (Read O...

UserRole \

PolicyAdmin

FMCAdmin -
w

PolicyAdmin

PolicyAdmin \

Security Analyst (Read Only) [

Okta IdP

\

Individual
User Profile

sue@example.com

Provider Application

Custom Attribute:

—
Name = UserRole

Management Center Service

Value= User.FMCrole

Custom
Attribute:
Nl FMCrole =
\FMCAd.min

Okta User Profile

Custom Attribute:
Display Name =

Variable Name =

FMCROLIE

y

FMCrole

R RIVE B DU AR A B 5L

« 7EMEE Y, fred@example.com f# ] FMcrole {H Policyadmin, FfH FFEEHLY 43ACZA At /(415 )

gral i ]
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Management Center SSO Configuration Okta IdP

» Advanced Configuration (Role Mapping)

Default User Role | Security Analyst (Read O... Management Center Service
Group Member Attribute | UserRole | Provider Application
I
\ Custom Attribute:
Name = UserRole
Access Admin | PollcyAdmm\
Value =
Administrator | FMCAdmin \\ Individual User.FMCrole
Discovery Admin | PolicyAdmin User Profile -
External Database User fred@example.com
Intrusion Admin PolicyAdmin ~~—_ \ Custom
NN Attriblﬁ}/ Okta User Profile
Maintenance User \: FMCrole“®
Network Admin PolicyAdmin Custom Attribute:
Security Analyst Dlsplay NamFeM:CROLE
Security Analyst (Read Only) | Variable Name =
h FMCrole
Security Approver

Threat Intelligence Director (TID) User |

s HTRUFERRBIZ —, b & PG 73 BC 2 Okta g5 N HT B AR 2 BCBRA T 7 f €8, “ 2
S Hil CREE) 7 .

* MATBCA A Okta HI P LB SCAF ) ruco1e AZE M FLAE .

* Mgy I Okta JH P HCE SCAF Y eucrole AR RIS 0 SSO FLE A B L rP AT A B
Pie B AT o 2RI AR ANIL I o

HHY Okta £ 2 RRGT IR 1)

TEA A WU, Okta g5 BT EAT —A A XAm T, LAk ERA s w4 pRULie (FE
Ak UserRole) o B BEHLVE B0 Okta AL SSO ¥k K IN, Bl H - BUZH 1 03 5 4y
50 Mg g5 N AU e RIA T (FEARG o A(*)Adming) FEAT EEAL. 45 B0V B L Oketa K
L2 J@PEVCEC ] A8 03 S ik Rl o RO RO A R O R A
T B TR IS AT FE R, A N E TP A

R T B R Okta BC . AP A G BONMEAEALHO ™ A Cesh b e A EL0Eo BEA I
RAE G H L A Okta UL FAE ] & AR HIAHIR ) SSO ML, {HAE Okta UL 45 B G F o0 &AM
JUBCHIBCE AN, DAE RO E R S AN R AR 1

* 7ESEEI Y, fred@example.com & Okta IdP 41 45 5y A0, S5KIE ~ (%) adminsVLEC, Okta [7]
RO Fred 1Y gree i AR 3 AR, IF H A& B A B BE R A 6.

| LY
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Management Center SSO Configuration Okta IdP

~ Advanced Configuration (Role Mapping)

Management Center Service
Provider Application

\ Custom Attribute:

Name = UserRole

Default User Role | Security Analyst (Read Q...
Group Member Attribute UserRole\

Access Admin | PolicyAdmin

Individual
Administrator | Admin User Profile Value= Matches regex:
~(.*)Admin$

Discovery Admin PolicyAdmin fred@example.com
External Database User No custom /
attributes set

Intrusion Admin PolicyAdmin /

Maintenance User \&e:ber of Group;
Admin

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

s FEILEH, sue@example.com /& Okta IdP 4] policyadminfIE i, B5HIEN ~ (%) admins VLA,
Okta &i% & HHL Sue I policyadmin 2L 03 G4, JFH BRI @ Bevs & 3o, Kk
LA R AR NAR B HE A o

Sue 172 Okta 4 vaint MG, (HH T LA A PR 73 FE4T Okta B FH ARy IR 55 I HT R LA 7
Sy B PERI LA IERS, Pt Okta ANgy i) A7 BEAON AR 5K Sue H maint B 53 5 43 15
B IF Bt fEvaine HAS S FEAL 2 ECA I .

| gral i ]
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gEhl |

Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

+ Advanced Configuration (Role Mapping)

Security Analyst (Read O...

UserRole ~—

PolicyAdmin

Admin

PolicyAdmin ‘ \

AN

PolicyAdmin \

Okta IdP

[ [/
] 77

Individual
User Profile

sue@example.com ||

No custom
attributes set

Member of Groups:

Pol icyAdmin‘

Maint

Management Center Service
Provider Application

Custom Attribute:

Name = UserRole

Matches regex:
~(.*)Admins

Value =

/

“HEHI A

| LY

s 7EMLEH, sean@example.com #& Okta IdP 41 mMaint [R5 . BLAAFR S KIL ~ (%) admins AT
fic, DAL, 4 sean@example.com 5% FFHIHLMN, Okta A2 AT K Sean 1) Maint 1K G2 Sy
5 SRR FE L, I HSh Sean ECBAH - Mt Canaiit (R ), AR
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@53 Onelogin EL & 2 S & F .

Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

v Advanced Configuration (Role Mapping)

Security Analyst (Read O...

UserRole
g

PolicyAdmin

Okta IdP

Admin

PolicyAdmin

PolicyAdmin

Individual
User Profile

sean@example.com

No custom
attributes set

Member of Group:

Maint

~

Value =

Management Center Service

Provider Application

Custom Attribute:

Name = UserRole

Matches regex:
~(.*)Admin$

IXLCEI ] T AR T A (IR SRS I 382 BT ARI (T 2k o AEAR B AR, AT AT AT U5 ) A B A B

(¥] Okta /" (4 Maint ALIECDT) HAER P BCER A fr o

L SCRFAE L Okta 25 1 H

P AR — A B e CALEPE . M PCes & m M R IA X DL 5 2 VUL 20 R 00k Lo T
W AE A SSO L E I A o B AT R A IR S, AT AR A L T R R
O ECEs RS RO H A R IE U & Golang Fl Perl SZHF11152 R A Y Google
RE2 [EMERE Atk D

@33 Onelogin Bt & &8 5 & 5

P

EZ 3 LL TS LA H OneLogin it & SSO:

gral i ]
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gEhl |

1) (o) . (e
OneLogin (\1 _/Review the 1\2/;Conflgure an \Q/; ot
Admin Portal ~ Onelogin ~ management Configure
subdomain —»> center service user role
provider app, mapping
assign users
FMC -3 Enable single 4 Configure the @ Optic
sign-on management Configure
—» center for SSO, — user role
test mapping
configuration
()| B 7% OneLogin 3, on page 40
U
()| B g OneLogin AL & By JR4H2 4L F N, on page 41
3 )| OneLogin B REGY [T | £E 4 B0 I #L5 XE5%, on page 26
J1
4 | OneLogin FHL 5[] | 7y OneLogin SSO Wi 4 EEHLy , on page 42
)il
5 )| OneLogin & O[] | 7E B0 2A OneLogin ML E I /i (4L, on page 43
)il
(6 )| EEEHL 7E OneLogin IdP [AC# H1 /™ £ ALY, on page 44
&% Onelogin Fig

15 OneLogin 11, L F /= AT LU FH R — SSO I 7 1l (0177 156 4 8 46 1R FE 1 SR b T80 7
4 FRdL VR NE] OneLogin T2 i, THREIACE: %LU F .

* HZ DM AT g R ?
* OneLogin F4 {7 JE A5 2 4L IR R A 2

S —

« S =J7 H3% ({540 Active Directory. Google Apps 5, LDAP) "] /7 FlZH J& &5 5 OneLogin
)5 2

o T AT BN TE 2 H ) B4 N OneLogin 138 ASCHRy 45 8.0 B SSO?

o VRSN ECMRRR AL B R TS A0 IR EIERA DI S M, AR S ASA
FT SSO /- 4 Bic vl ic & BRI P ffa. )

| LY
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% OneLogin B2 & &1z B ettamm |

* WT414% OneLogin F3H I 7 FI4L,  DASCRRAT AR IR 7 A (st 2
WICAE, BT LK B AR E TR P B T A T, RS B L AN
RE RIS SR AR FRAS B P B A B dft
AR RIS 48 37 OneLogin LA T/, IF HAA BABHH BRI . LREH M
MRS, RIS TE BT 3R | € U P 2B r) OneLogin Unlimited vF &), WHARBHFEFLZEE, 1§55
i) 7E R HE L[] OneLogin SCA% o
73 Onelogin Fic & B0 BRSSIREE N A

1§ Ff OneLogin & B[] 7 i R 1% L4458 B 7E OneLogin H 412 & BE A0y IRSSERAERT N FH, I8 H P el
AUCLZN o TV iZ K SAML SSO #E:2A1 OneLogin B L0111 o ARSCRYIERAF L INREF
A1) SSO UL TEHIPTA OneLogin LhRe; B, ZAIEM PR, sNIARH P& BN H S A
FURIAE X, 1524 OneLogin 304,

N

Note i SUATIRINKs F - Al oyTioel By A, ARG I SE 2 o iy B P A A NIEAT 43I

N\

Note 45l oLy ANAESCRAE I 24~ SSO R ML Ay (LIS s S ZI00 % FH P A € it sl 2 A s e
JFBC B AN 1 LIORE L7 A € £ B OneLogin A£1X 21 A B L

Before you begin
* #7& OneLogin T3k LI P fdl; 15214 #F OneLogin 13k, on page 40,
s WAL, 7E OneLogin T G H K .

)

Note =2 misk SSO MK/ (191 /" 4 LA K 1dP £E SAML & kit fevh R 4s &
PR [F) Namel D J& PE A A0S B R IR otk . V52 1dP 2 A )il
FHZAR BT B F %48 0 NamelD @M, (BN BT IdP
ST IXPE DL 7E 1dP AL B AR S5 P 75 N DL S B g 4% 17 %
B ALK SSO Vi RIAL PR K] IdP FH bk s, 30X

* ffA HAs B HE L 18 3% URL (https://ipaddress or hostname/)o

)

Note 4 BT LA ] 224> URL V5 )443 (1) 45 BErby Web #2100, (B4, 58
AL AR TP Hutik) , SSO H P b2 F A8 e AT 25 Hh C B 110 6
% URL —EHhijy i) &3l o

| gral i ]
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B 5 oneLoginsso m& wrp

Procedure

S M SAML MEERR (BP0 MFOVHEA IR & B O RS HR AR M o
FE2 ML B ERCE N

ST ZAR (EIKID) , BFH /saml/metadata FEINE] B # 0y &% URL. #ill:
https://ExampleFMC/saml/metadatao

° Xﬂ‘j—‘ *%qiﬁy 4%’?%2'% /saml/acs [ﬁﬁﬂﬂﬂ %EEF‘/D Zé"i URL. WJﬁD
https://ExampleFMC/saml/acso

« X ACS (G ##) URL 383EF, %A OneLogin M T-HftA LA T 12 IE A 4 B bty URL (%
e AT LB A ACS URL FF42un 77 U8 SOk ) el 1 PR (1 56 LE R

o % ~ % ACS URL [HFF3k.
« 7E ACS URL K0 s -
o FERFAS 7 A1 2 BUTHIFEA \ , 7E ACS URL .

B, *FF ACS URL https://ExampleFMC/saml/acs, & >4M) URL BAFFEF A
“https:\/\/ExampleFMC\/saml\/acs$o

* X T ACS (&) URL, iR 71TH /saml/acs FINE] & H.0 5% URL. fl40:
https://ExampleFMC/saml/acso

o S BF URL, WA /saml/acs MEINE] F# 0 B5 URL. -
https://ExampleFMC/saml/acso

* X[F SAML %7, IHER msiti.

I8 3 ¥ OneLogin F 0 licss & B O AR PRGNV o
SEA (aJik) b TRk FHEIPL BRSSO WE, S8l LUK A A0y IR SRR N Y SAML XML T
H i I\ OneLogin 22 A 11 5HL .

What to do next
JAH R RUE S TS0 AE B0 A RS Sk, on page 26,

77 Onelogin SSO &L & ZIE (s
1E FHEIPL web $2 0 AT AT IX LU

Before you begin

* & OneLogin & EL ] _EAIE 0 RSS20 4 OneLogin B & & # H0 ik
ZARALRT N, on page 41,

o A B RUESk; WES M 7 B EHO S U K, on page 26

| LY
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£ gEdbh onelogin REA A Aens [

Procedure

P GHPERE N 7E B B0 8 H 5 R85k, on page 26T 4. ) 71 BLE OnelL ogin JTE#E XFEHE T,
AW ILERE:

« LT SSO MLE B, AT LA FH#AE:
a i FHEE SRk .
b. M OneLogin iz 2524 N H I A LL R SSO P B AH -
* BMEMIEF B SEF URL: M OneLogin i\ SAML 2.0 i (HTTP) .
« BMEMIZFEMAE: i OneLogin 111 Mk E URL .
* X.509iEH: %\ OneLogin H'ff] X.509 iEF -

* WA K OneLogin A ) XML JoH SO R A7 2IAHTHE WL ( 5 OneLogin L& & B0 il
ZARMLEI N, on page 41 HID IR 4) , MnT PRz S0 F BAE 2] B B A0

a il BRI RIELHL.
b. %GR LU SATEIA TN XML el SO R #2301

T2 miliT—%.

SR {E WIETTEHE AR, EARRESH, R sl R’REF.

T4 i WREE. WRRG R RIER, HEE B0 1 SSO BLE LL K OneLogin ik 55 #2127
N HRCE, SEIEFTH R, KA EI.

P ARG E NI, fid A

What to do next
T LA R SSO FH PR E M - At 15204 £k A 3024 OneLogin FCE HI /™ 1 (AR, on
page 43, WURBIEFEATCE MO, WAL T 2 0 &5 & B0 T SSO I 73 Bl fa4E
7E BB A OneLogin BLE H F A (LY, on page 4312088 4 HHRCE I P A .
7£ B Onelogin F & F - A &S}
TR A SSO $RALRT, 7 B EEHh Ly web 1 24 H S A1 (0 WU B 1) - BUER @ AH RN . (H
&, S E WO 20 FE A8 FH ) SAML SSO HEAHFE 2t FH - £ (s ) 5 58
Before you begin
* 1% OneLogin H P F4l, 1S & OneLogin 1k, on page 40,

« B AUOECE SSO A RHLE N 1§ Z P v OneLogin Mt ¥ &7 B b0y IR S5 2L Y, on
page 41,

| gral i ]
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B % oneLoginiap FERER e ms

o 75 BE AL b IFRCE SR USSR TS AR B E 0 A LS K, onpage 26 F11 A OneLogin
P E A ROy IR SR AT, on page 41,

Procedure

S %GR R 3D >BPR>BEBREA%E> AR,

PE2 B SREE (RAEME) .

PE3 N EBINBRAE THR g sE s F P B & B b P e BOAME.

L4 N ERBM. PR RS 4 4E OneLogin FF ok B A0y RS BRI s N AP 16 £ €0 e B o
) H E X SH T B RRILEL . (iE2 3 {F OneLogin I1dP g & SN FH 7 1 7 1 €6 ), on page
45 P58 1 8¢ 7E OneLogin IdP _EWC 411 H 7 /1 (e, on page 45112088 1. )

YIRS I RCL SSO M A bl F P 4551, N IENIZA K, EEh.0 XL 1dP &
LR RO I A E i JE PR R SSO 5 BT L. BB POy 427 H P SR B UL O L)
HAGMITFE.

What to do next
PR S5 BRAE 7 NH FH C B P AR ki s 152 71 OneLogin 1dP [ 1C & H1 P A (A URT, on page 44.

7£ OnelLogin IdP B E F F A &Gt
&0 LAZE Onelogin B8 03 177 _EAR YA AR BRI A PR BCE SSO H 7 A (i)

o LT BN PRUR AT, 1525 7F OneLogin IdP -t & 5 AN P (4 7 A (i, on page
45,

o PULFAMBRIATHSS, 15554 £ OneLogin IdP - HC & 21 1¢ FH 7 £ (L i, on page 45,

1 SSO H P 6 % A BRI, OneLogin 23 ] B HEHO $2 A OneLogin IdP 2 & (1) 1F & X - Bt
SRECHAR R P el A @ . B B rpL Rz JE M 5 /0 i s SSO B E h &R b FH -
O IE MR IE AT LU, IF M P #2 T ER BRI A A 0. CtRORFRBIVLECIR, & BP0
KT AP ECE KB P A . ) g B RO P A ORISR AT Golang A
Perl SCRFIFI 52 BRRUAS ) Google RE2 IEMIZIA bRtk B HE 0 K5 A OneLogin FSC¥) J& 1: (A0 4
FARFEIRRAER) IE ek 20, DU S A Ede P A el 0T B

\}

Note s AN 5 B epy AN [ I S RELURT B AN F P (0 A G it s S 2000 5 B e AR 5 B3 7 7 T 32k
PE—Fhwed vk, JHF—suh i e, g B OneLogin HHECE M —A H e SUH -
BORCFFMaMU . %, X TRAVFZH 0 ER, ST M ABUR AR BN
%% FEAESE 1K) OneLogin F8, 7 237 (1 FH - g s .

| LY



| #mhnm
% Onelogin 1P LR B2 NAPmALaens |

7£ Onelogin IdP tECE SN PRI F A GRS
{1/l OneLogin &3] Xy & EE O RS FEHE R N H A 1 e XS E0M [ U 7B X880y
OneLogin $#2ft T 71 SSO & srid B rfole HI 7 1 (045 EAL 36 3] 7 3 b (177
Before you begin
* &% OneLogin FHILH P FIAL: 7520% &% OneLogin 14, on page 40,

* F OneLogin T FINC & A H A0y RSN 15204 ) OneLogin FC & B0 k55
AL N, on page 41.

* fid'E SSO H P Aty , 4n fE & B0y & OneLogin it & H ' A LW, on page 43H1 fTik

Procedure

SRRy EH A MRS RN A A S

< 0T AR, EMHELE FEP.0 SSOFBLE S H T AR ERBE MRS GEZH 4
LA OneLogin FL'E P A (B, on page 43 P8 4. )

< WTE, WERBEBICAF IR, B Fucuserrole. XN BORTE ILRR IR 2 TR E I
J B A RRILAC o
T2 Qg A E SN 7B Das B viin & B O AR 4R OneLogin 17 (P M (045 & .

* XﬂLa: %*’Jﬁig("’ %%ﬁtﬁbﬂﬁ%%, Wjﬁﬂ FMCUserRoleo ﬁ%\ﬁﬂ@ﬁﬁbfi?ﬁ@?’% 1 EPFJ?J&EI‘J@
M A E XS HER B EILAC .

o T RERER, WHRINZ T B E S AR, (GXHT OneLogin e L. )

PR3 X TAB N R MRS AL R N AN P, 1 R R ER 2 rh G B SO B
I3l —ME
M PSR SSO sk EEH O I, BOIZH P A B gh I B S B RO HIEAE SSO Bl E H 4y
fiogs e P e Ra ST mE.  GESHEY 7E 04 OneLogin L& M 7 M €4
WL, on page 43/ 5. )

What to do next
o A SSO M AEFRIK 35 5% A EE Ly FEARIA R P AR T o e A 0 P A, IR
SOPEREN P

7£ Onelogin IdP EECE AR F P f B B G

18 J1] OneLogin & L1 A A&7 B A0y R 53R AR N GUEE B 5 XS B € X 7Bl OneLogin
MBI Rn, AEHE SO0 7 BoR A 2 1R g — A sl MW, UE OneLogin AR 45 1]

| gral i ]
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B %= oneLoginiap R E A A EmEt

JURIZLRE 5 S A A E ST B BE— M. 1X480 OneLogin #2441 7E SSO &gl Fe it T
AR s BARIE S A B G 55

OneLogin AR5 $EAEFE T N H AT EH LU R fhdle —:
* OneLogin FIAHBZ .
 MEE=J7 N (Bl Active Directory. Google Apps B LDAP) [Al2D 4.,
TEn] DU FH AR — 2801 B B b0y ALUE T 240 AR (I o AN SCRE A 448 FH OneLogin ZH3EAT #1 €0 Bl Sf) 5

A PR 28 = B A A AR R R A AT 28 =D L A BN . AR PRSI, 11524 OneLogin
SR

Before you begin
* #F OneLogin T3 L H 7 f4]; 18204 #1F OneLogin 3k, on page 40,

* 7F OneLogin T FINC & B H A0 RSN 15204 ) OneLogin L& B #H0 k55
ARG N, on page 41,

* BCE SSO M sttt , 78 A5 Py OneLogin B & 1 7 £ (LSS, on page 437 ik .

Procedure

SRRy EH A RS RO N G A XS

XN T FERAMR, HMHEE FEL SSO BLE T H T AR BB MAHRIAFR.  GEZSMH 76
LA OneLogin FL'E P A1 (B, on page 431 P8 4. )

T E, WERAEICAF IR, B Fucuserrole. XN BORAE LR R DB 2 TR LE I
JR B A FRILAC .
T2 Gl A SN FBL s BT A B BRI AR OneLogin M7 AL A fE R

T BIRFEL RO SRR, B Fucuserrole. XA A LR PR 1 b A (1 B
HY B XS HER BRI (HIL A .

© XFT RERER, WRINZ T B E S AR, (XA T OneLogin e . )
PR3 QAN TR, DUREE T AL Bo s AR IR PP i b B 2 R B U 7
B QUETEECEMWUR, CUE R OneLogin FI /4140 BC IEAA 1 A&7 EL 0y JH P A (.
© MBI A F i, R B B H A R T
s WERGBEZ A FM, WES T AR A ILEC (267 5 gty 25 IEA REREAT AT .

» WG SRR, DU A S LR S IR 2 BRI B SUT P TR SRR
7R, LUK OneLogin Jyili 472 S4F IFTA 2 4} WL4 bt B SUH P 7B 7R R

FHPL B TR S ALE E B OneLogin it & 1 ' A (i8S, on page 431120 3% 5
IBCES RS A B P O R AT LU

| LY
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OneLogin F 7 £ & BREH 7 51 .

s ENESUE, T BN AR .

What to do next
o MR SSO MR F 8 5 A E L FERRIAH P AT o e A O P A, IR
(1) A EL LS T 5

OnelLogin A P /3 & RR & 7~ 5l
WL Rl BT7R, TSR P ff (w5 8 rboes SSO IE BT F AN P R4 M IR . ARl 2
AbTET OneLogin H 5 BE 0y RG-SR AL R N R % L

)

Note  nuA A5 bty ANREIF) N SCRFAURAAN L (KA GO B B0 9 FE e O MR 55 B i 12 P ik
PRI v, O BUb M. AEL SR OneLogin HPACTE (¥ — A 158 SUH 17
BORSCRe M. %, W FRAVFZH 0 gL, TN OB EATH. &N
%7 IEAEE 1) OneLogin -3 257 (K] ) FIZH E o

B At P &Y OnelLogin £ & BRET TR

EN NP AU, OneLogin FEEHLO IR N RA /N HE XS5, HAKRS &t
R AR JEYER A FRILES (FEAA] R userrole) o OneLoginidiE X T —ANH & SUH B

(TEAH A pucuserrole) o N HE XS % userrote 15 XHE, 4 OneLogin i H ™ A LS
15 EEIL R A B, e IR SCH I B e SUH J B eucuserrole [RfH.
UL T G R OneLogin P H AR OC = BOFIE LE AN IR FH P A E S o e AH B G
Moo FEANELE E 0 A OneLogin Admin |17 4 FHAH A ) SSO BL'E, {H OneLogin Admin [])7 |
FAH P WECEANE, 75 B EOREAS S BOAS R AR .

* 7ESEEIH, fred@example.com i H Fucuserrole fH Policyadmin , FFH EEEHL JrHCLA At A (1
RS EN AN 3 NS AR VN CE= SN

| gral i ]
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B =P onelogin & &g R

Management Center SSO Configuration Onelogin IdP

+ Advanced Configuration (Role Mapping)

Management Center Service

Default User Role ‘ Security Analyst (Read O... PrOV|der Appllcatlon
Group Member Attribute \ UserRole <—nou— | | | Custom Parameter:
-—
Field Name = serRole
Access Admin | PolicyAdming Value= FMCUserRole
N
Administrator | FMCAdmin "\ Individual User
N .
Discovery Admin ‘ PolicyAdmin g fred@example.com Custom User Field:
External Database User ‘ \ Custom Field: Name 5 FMCUserRole
N 4_________,_-—»
Intrusion Admin | PolicyAdmin <—____| NN FMCUserRole = Shortname= FMCRole
T PolicyAdmin
Maintenance User ‘

Network Admin

Security Analyst

Security Approver

\
\
Security Analyst (Read Only) ‘
\
\

Threat Intelligence Director (TID) User

s 7EMLEI Y, sue@example.com i ] FMcUserrole {H FMcAdmin, JFH. B FEACY 4 dth 4 Aic i B 51 A
.

Management Center SSO Configuration Onelogin IdP

~ Advanced Configuration (Role Mapping)

Default User Role | Security Analyst (Read O... Management Center Service

Group Member Attribute ‘ UserRole <——01o___ | Provider Appllcatlon
| {CustomPanncter
Field Name = serRole

Value= FMCUserRole

Access Admin ‘ PolicyAdmin

Administrator ‘ FMCAdmin .y

N
Discovery Admin | PolicyAdmin Individual User
" B sue@example.com

Customi User Field:

External Database User

X Name = CUserRole
Intrusion Admin \ PolicyAdmin N Custom Field:

N —~a— || Shortname= FMCRole

Maintenance User ‘

\ﬂ/lCUserRole =
FMCAdmin

Network Admin

Security Analyst

Security Approver

\
|
Security Analyst (Read Only) ‘
\
\

Threat Intelligence Director (TID) User

 HFLUFREZ —, ik &0 /3 E] OneLogin 45 BT 1 oAb 7 2 20 FCER A - f
el D 7

B gEdhiw
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2HAY OneLogin £ & BRET R4 .

° Efl]&ﬁﬁ\ﬁﬂ%\ FMCUserRole EEXH@F?E{H’JTﬁo

* JPAC4S FMcuserrole HE XM FBIIE S SSO FU'E & B rpvrh o4 H P A (T & AT AT 35
B CHRAN DL -

4HEY Onelogin A &R ST R

TR A S 1, OneLogin B #E 0 IR S5 N HH BAT— A B X4, HARRS il B “4

37 TR FRICES (ZEAI T Ay userrole) o OneLogin i X T —AN & SUH P 7B (FEA)
ol rucuserrole) o N E XS E userrote E CHUE, 24 OneLogin K FH F A1 (BRI A5 B A% 1
B B UL, e AT OCH 8 B U P B emcuserrote M. EESCRFHI A, 2
7t OneLogin "V L Bel, DAKRHE 12 H 7 () OneLogin 415 53 5 473 4 BN 1] ucuserrole F-BL4Y
Wi

NEUEEH A EE R AT OneLogin FC & AR OG- BORMELAE 20 1) T £ GBSy v el A BRI o A
KITE & #E.0 F1 OneLogin Admin [] /A HIAH[F ) SSO FL'E, {H OneLogin Admin ]/ E&EANH
RECEAR, 78 RO Fo BT P RO R .

s e, fred@example.com 4% OneLogin IdP 4] FucrolicyadminGroupf)J it OneLogin 5
4%{E_ PolicyAdmin %Eaé/ﬁ\ FMCPolicyAdminGroup EEJE'T_J E/‘] ﬁ %X):HF'ifi FMCUserRole o %IEEP'D
JFred Fll FMcPolicyadminGroup MM A 51 23 B A (U5 R P BE 04 . I AT B AR AR AT 1L 6 o

Management Center SSO Configuration Onelogin IdP

~ Advanced Configuration (Role Mapping)
Management Center Service

Default User Role ‘ Security Analyst (Read O... Provider Application

Group Member Attribute ‘ UserRole ~—

Custom Parameter:
———
Field Name = UserRole

Value= FMCUserRole

Access Admin | PolicyAdmin
Administrator ‘FMCAdmin \

Individual User .
Discovery Admin ‘ PolicyAdmin fred@example.com Custom User Field:
External Database User ‘ M b fG Name = FMCUserRole
ember of Group B
Intrusion Admin ‘ PolicyAdmin FMCPolicyAdminGroup short hame = *FMCRole
Maintenance User ‘ M /
Sl | §§ Custom Field: Mapping:
\‘FMCUserRole =
Security Analyst | PolicyAdmin\ If Group = "FMCPolicyAdminGroup
R . .
Security Analyst (Read Only) ‘ .‘FMCUserRole L PolicyAdmin
Security Approver ‘
Threat Intelligence Director (TID) User ‘ Mapping:
If Group= FMCAdminGroup
FMCUserRole =  FucAdmin

| gral i ]



. 2H#Y OneLogin £ & BT /R4

gEhl |

« 7EMLEH, sue@example.com J& OneLogin IdP 41 rMcadminGroup )/l . OneLogin WL

FMCAdmin Z3Bt4s FMcAdminGroupi i1 I B € X 7 F B rMcuserrole o B FEHLL 4 Sue

FrCAdminGroup AIHA 53 70 BEAE BE 61 A1 (.

Management Center SSO Configuration

~ Advanced Configuration (Role Mapping)

Default User Role ‘ Security Analyst (Read O...

Group Member Attribute ‘ UserRole ~g—

Onelogin IdP

Management Center Service
Provider Application

Custom Parameter:

Access Admin ‘ PolicyAdmin

Administrator ‘ FMCAdmin

Discovery Admin ‘ PolicyAdmin
External Database User ‘

Intrusion Admin ‘ PolicyAdmin

Maintenance User ‘

Network Admin

Security Analyst

Individual User
sue@example.com

Member of Group
FMCAdminGroup

Custom Field:

\\FMCUserRoIe =
FMCAdmin\

\

\

Security Analyst (Read Only) ‘
Security Approver ‘

\

Threat Intelligence Director (TID) User

Field Name = ™ UserRole

Value= FMCUserRole

Custom User Field:

Name= FMCUserRole
Shortnamef FMCRole

|

apping:

N If Group = CPolicyAdminGroup
MserRo e= PolicyAdmin

N

Mapping:
If Group FMCAdminGroup

FMCUserRole =  FMCAdmin

« fEMLIE 1, sean@example.com & Idp 4l rrcMaintGrouplf il AT 5 41K OneLogin e
i, Rt OneLogin A~2 4 Sean [#) H & X H Bt rMcuserrole 2MAC(H. B EEHL 24 Sean 4
BCERA R e, Ceeptirin CREE D, AR “4E i M.

| LY
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i3 Azure AD ELE B S & F .

Management Center SSO Configuration

v Advanced Configuration (Role Mapping)

Default User Role \ Security Analyst (Read O...

Group Member Attribute ‘ UserRole -l—

Access Admin ‘ PolicyAdmin

Administrator \ FMCAdmin

Discovery Admin ‘ PolicyAdmin
External Database User ‘

Intrusion Admin ‘ PolicyAdmin

Maintenance User ‘

Network Admin \

Security Analyst \

Security Analyst (Read Only) \

Security Approver |

Threat Intelligence Directer (TID) User ‘

Onelogin IdP

Management Center Service
Provider Application
Custom Parameter:

| Fild Name = DsorRole
Value= FMCUserRole

Individual User Custom|User Field:
sean@example. com Name= FMCUserRole
Short name= FMCRole
Member of Group
FMCMaintGroup
Custom Field: Mapping:
FMCUserRole = If Group = FMCPolicyAdminGroup
Nevalue assigned FMCUserRole=  PolicyAdmin
Mapping:
If Group = FMCAdminGroup
FMCUserRole =  FMCAdmin

1853 Azure AD it B SR 5 & 3R
75 B F T4 LU T Azure U SSO:

Azure AD 1 _ Review the 2 /Configure an 6 (Optional)
Portal ~ Azure tenant ~ management Configure
—» center service user role
provider app, mapping
assign
users/groups
FMC /Enable S|ng|e 4 ,‘Configure the :\\§//'(’Opff0/’73/)
sign-on management Configure
—> center for SSO, — user role
test mapping

configuration

1| Azure AD [] )™

7 Azure fiL)7, on page 52

gral i ]




gEhl |
. &EE Azure FA

f/é\ Azure AD [']/7 N Azure BC ' B0 IR SSHEMERT NI, on page 52
3| EHL 71 B B A H U6 K, on page 26
4 | EELL 4 Azure SSO P& B #EHL , on page 54
5 | B 7E EHL 1R Azure L& H A AL, on page 55
:6\; Azure AD [])" 7t Azure 1dP ¢ E 17 A (A, on page 56

#&=E Azure A

Azure AD J2& Microsoft &1 ZHL P 2= 1 G MU I B EEAR S . 7E Azure W, A5 H P AT LA lﬂ~
sso VK5 0] TR BT A IG5 T B TR SRR L . R A BE AL IS N B Azure FLP 20T, IE AR
M, LR [

* B ATLL; A B R L ?
* PR 8 AL Azure B 61 2
« HP AR TR F LA H o dh
* SET i A Azure AL7EASINSE 2 HI T B DLSC Ry BB BIK SSO?

o MRS ECMRRR A BB TS A0 R EIERAEH S A, R S EBA
FT SSO /- ZBid vl i & BRI P ffh. )

AU ZY Azure AL AR ORIAL,  LASCRRPT (KD S (kg 2
TG, BTRLRE B f OB B T RN B T A AT, E A AR W
AN BE [ I S35 ZH R B A T P 1) € RS

ASCRHE € 18 T K Azure Active Directory [, FF HAAT BAT Azure AD 7 W FH 8 B O3 RCBR K

Fro 1EICAH, BT ERL AR F R R 1 R RS S R B R R i 1) Azure SSO. A ZIELAT

Azure AD Premium P1 5% 58 5 iR (R R IERD 42 R 7 2 GAOBLRR s A CTEAIME S, 1654 Azure XY .
73 Azure B & EIBd0 RSB A

{§i[] Azure Active Directory | ])"{E Azure Active Directory Fll /7 WP 615 & FE FhCy Al 45 B0t v Y FH ot 2t
MFEARRCE R E

\}

Note fip LA TIRIKE HI P 20 o0 ol A B by B, R B B2 o (1 FH P A A NREAT 43

| LY
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# Aure B & w0 RsaeEns [

\)

Note %5l rbly NAESCRFEHI 2 A~ SSO JE MMM (LML BbAIUNERE ] 1y WS sl LA (Al
F RO A P LR AT (65 B OneLogin %1% 2] F B A

Before you begin
* & Azure L I PRI 15210 B85 Azure #1)7, on page 52.
s WS, 7 Azure FL A K5 F1/8R4

\}

Note =2 3isk SSO WK/ [ FH /7 44 LA K 1dP {E SAML & sk b F v ik 45 4%
HEAL 1) NamelD J& PEAS 6 20U A A Hhbl . 172 1dP 2 F 3
2R G S I P 44 4 NamelD J@ 1k, {HZ N AN IdP
FETTAEIXFPE DL . 7E 1dP &b IR 25 B A 7 I FH DL R G st s e 32 1 %)
EFRrUME SSO V7 IR IR TP JH Sk i, A e AT

° H%U\ H *i‘ %@EP'D E"]%ﬁ% URL (https : //ipaddressiorihostname)

\}

Note i JLr] LU HI 24~ URL (flt1, 584 BRE 4% Rl TP Hbhlk) ) 3
oy Web FEiiT, W) SSO I s Z5UA%E A 45 AE LEAT: 55 7 BC L A 5% URL
—Eb Y ) B L .

Procedure

SR ] Azure AD SAML R AR SLAit Gl 57 B bty ik 55 B2 A Ra BT
PIR2 FHUT BEAXR SAML BB RENE N H:

o XFT FRIRFF (K ID) , BFFFHP /saml/metadata FHINE] 45 B0 B URL. #120:
https://ExampleFMC/saml/metadatas

* XF B8 URL (MIS{ER&ERS URL) , KT /sanl/acs FEINE] &2 A0 B3 URL.

fBUn:  https://ExampleFMC/saml/acso

o X BFR URL , BFFFH /saml/acs N3] & b0y 238 URL. 0.
https://ExampleFMC/saml/acso

PR3 G N T E—APRIRFTEIR (BRID) , DUKE s & B0 I P 48 5 R P ik = O
) S A ik
* XUL? iﬁ ’ iﬁ% JE ko

° Xﬂ‘? 7&%"& Ii% user.mailo.

| gral i ]
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S 4 A RE P UM &gt B SSO. SFIE 3T Y DA R 210
o N EINEFRZE 44 SAML W N FIHT 5 .
o N HVRIERE SHA-256.

WIES UL Base-64 fRA FEBIA M HHL; (E L Web FHIALE Azure SSO I 75 2 H #'e
HI6 N HIIET SAML & 565 B, i s Ll R A:
« % F URL

» Azure AD FRiRTH

1E B B0 Web FHIACLE Azure SSO R 77 ZIX LL1H .

PET (AR) Jy 7RG ARG () SSO BeE, BT LIOKE ARy iR S5 BB T SAML XML ok
P3P (FE Azure |17 AR BRE TTEHRE XML D N EERIAHTT S
P8 KA Azure H PRI /IS B BEH L RISV

Note  fuRESTHRIRK ] Aoy oy A B b W HT, 1S 20K X e 2 vh i) T P AR S A NBEAT 23 1E

Note 4 SRul-RMC E 0 7 A Gy, Dy DURR S AT B PR s 2 A 2 e s 1 S €, fEL PR
ARG N HIASRE RN SCRP AT AN TP B A T

What to do next

Ja B R85 WS ) A8 B E O i T 08 5%, on page 26.

77 Azure SSO L & IR
1E BP0 web 20 B X A6 ,

Before you begin

* 7t Azure AD [ ]/ LA B B0 IRSSIRBERT N TS0 b Azure BUE 4 H 0 IR SSSeAE
i N, on page 52.

* ARG SR IS A8 A B0 R TR 3K, on page 26.

Procedure

S WD ERE M A5 A B0 R I RO %, on page 267740, D 1 BLE Azure JTTEURE XHLHET, f&
AN IEFE

« EFEMA SSO BLEAF R, AT LUR #RAE:
a piii FEHEE Pkl
b. HIAM Azure SSO 55 FEHERE > I A R K1 -

| LY
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X T M REEFESER URL , BIANGELE N Azure L& B0 RSSFEAUETRT R, on
page S2PEE 6 it M B 3K URL

T BIMRMEFEMAE , MAEIE N Azure Bl E B HEU ISR N, on page 52
A% 6 HFil R Azure AD FRIRFT.

* X X509 e, IHM AL A Azure FUE B H A0 IRSFEMERT N, on page 52425 5
N Azure FEUETS . R SCAR G 24T FFUE T30, S0 P9 205 ORI 21 X509
IR FE. D
* WER K Azure R XML JCEE SCAFRAFBIAITESEHL (4 Azure BC'E 57 PO IR 55 5240
Fi N, on page S2(F20 38 70, WIAT DK SCE EAR 2] B
a. mith &3 ks .
b. R pERE I U TR A B SO LK) XML el SOtk £z st

P2 fili =%,

FER3 (E WIETTEHE MGHE, AR ESA, R R REF.

SR plMREE. WAR RSN E, EEE RO DL Azare IR S5 SRR N 1) SSO FL
BRI R, Ra .

FES MARGHR R NI, fid B

What to do next
AT LR e SSO HI e B AR (ki s HZ M 7 B B0 12 Azure BCE H 7 A (AR, on page
550 WERREIEREAEL G M amy, WIBRUIEOL T & o0 8 sk Bt MPrE SSO M P e s fe 1t i
BEALL R Azure BiCEH P A LSS, on page SSHI IR 4 I E BRI P .

£ EEd0 E A Azure BL E P A & IRET
TCIC LR SSO AR, 78 B B0 web #2114 FH P A (o BRI IC B 1) 7 B AR 2 AR IR o (H
2, BECE R 02 Fe S Ad F Y SAML SSO $ AR 2 it 1 - A (o i B 1) 7 2K

Before you begin
* MEIMAN Azure I F4L; S0 A F Azure #1/7, on page 52,

© h EBALECE SSO MRS R RIN s TSI T Azure BCEL B AL AR 55 BT, on page
52,

o fE BHEAL FEMIFRCE R AESR: WES W AR S B0 8 R SUESKR, on page 261 4 Azure
SSO L& By , on page 54,

| gral i ]
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Procedure

PR LR RG> AP

PIR2 piih BRER LR,

$IB3 BIF SRRE (ABME) .

PIE4 NBANARPARE Fhg R GBI AR ) BRI

FIBS AN ER BB, HFERF RIS A Azare oy B B0 BRAS R N G 2 i FH P 7 W B 44 0
AHUCHL; T2 76 Azure 1dP ERCE AN A P IR P A B, on page 56 205 1 8 71 Azure 1dP
S E AR A AU, on page STHIAER 1.

PO ELALLs SSO H IREAS 45 H 0y F S M ss i, N IENIZFRIEC.  CHEFLP.L ] Golang
H1 Perl SCHFI) Google RE2 1 WIZIA sARMEI 2 BRARCA . ) B BErL RFIX {5 1dP Kk B 45 B
ORI P S C s S8 (AR SSO A5 BB AT LA . P R rpty #5227 FH P R BT BC I ) T A € i)

What to do next
TENR G5BT N G & P A (s 520 AE Azure 1dP B P A (5 BR5S, on page 56.

7f Azure IdP EFECE F P £ B IR &Y
TEATLAE Azure AD |17 AR A AR B ZHABLBR IC & SSO I 1 (43
o BRI AR FORBREA TR, 520 £E Azure IdP 1 BN A (R A Gt o
© BULTAARBATHUR, 530 75 Azure 1dP FCE 110 H A (AU

24 SSO I 45 sk A BB, Azure 23 () 45 B SR BEH] P s A (B P, (8 MAE Azure AD
M ECE RN A R L Kz @ (S 7 Bigs SSO BLE rh AR FH L HI P A I
WHGEXHEATLLRS, IR 2 PR BIVCRCIUR AT e, CACROR KB DLRCIT, b 45452 7
AP AT E BT A e D rRega AN A B 1) M (iR IA A 0T & Golang Al Perl 52
FF1 52 BRARCA TR Google RE2 IEMZIAAbRE. A FL A Ff M Azure ) PEAELRL A A2 AR [l
AEMIENRIA S, DM A B0 1 i 0 308 AT B

\}

Note ruA A3 bty ANREIF I SCRFAURIAAN L (0 M (it s S50 9 B O IR S5 B A i 12 3k
PG %, JF S0t e . RO LR Azure TPCE ) — AN ISR A
Wi o H, W THAWZ R ARG, FETARM O A N%IEEEA Azure
ML ARSI P AN 2L E S

7£ Azure IdP EEEEN AR FRIFE P A &Gt

T Azure H Ny B RSSO A AN TP ST A G, TS Azure AD 1) ) TR i HE
G, KA AN RN E G B ORGSO

EIRRL B
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Before you begin
* BF Azure fil)7; 1S & Azure #1)7, on page 52.

* 7 Azure PEVERINCE B B0 IRSTIRBERT N TS0 A Azure BCE B HE L RS UL RS
I H, on page 52

* BCE SSO M Moy, n A5 AL B0 Azure BCE TP A (WUR, on page 5510 ik

Procedure

TR ) B L RS SSO BE B INEA LU RFAE K H] ™ H A3

o FFR: ATHEAE FE L SSO BUE N HR BB MR AR R, GESF 1 58
tl B2h Azure BUEHT S A (O, on page 5528 5. D

R

« BB M: EFPE user.assignedroless
Gy A FR PO RS BT . CRIT TSON 420D JRIN IR A1 (4 LA R S8 45 B4y Fid 4y SSO JHI
(B FH P AR SR AT SR IR T S A I A € SO RSB R g Atk

* displayName: FFZ/R7E AD Azure |1 H M A4 FK .

il ORI Y .

© 1d: —ANFEREECA AR, (R ) ID @b U M1

s Ron o AEEA FEAL AR TS GER: Azure ASRVFILPAF R A5
e D

N
5
N

W3 N Tl B0 RS N RN, O DA BN H s SR i — AN N H A .
P SSO 3 B Hiut i, L4 1 H Y A €602 Azure 75 IRS5 R H IR AR 006 28 45
B M. BE L AL AR SSO B E i gs B 0 T A A RIA T IR G
Z (E FHL R Azure it & 7 MO EBES, on page SSHIZE 6 25) , JEAH P A RCUCECHI BT R
EEL A

What to do next

o MRLAEH] SSO AR ™ 45 35 A B0 JERAIA ] 4L OB ZrBC 45 B Mg, IR
INFRENUS T

1€ Azure IdP EFECEZHAIFH P A B ARET

By Azure T BB ARSI H AL A (A RLES, TEEH Azure AD [ 7 ) N S I ER A, )
HIEMHE s A, R A iesa 4.
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B A AP meRsRo

Nil

8

Before you begin
* BF Azure fil)7; 1S & Azure F1)7, on page 52.

* 7 Azure P EVEMINCE B B0 IRSTIRBERTN T TS0 A Azure BCE B HE L RS UL RS
I H, on page 52

* BCE SSO M Moy, n A5 AL BN Azure BCE TP A (4WUR, on page 5510 Tk

Procedure

I A5 PR IR S5 T R SSO MBS IEAT LR Ak (09 ] H 4

o FFR: AT HEAE B EL SSO IUE Y HR BB SN IAHIF AT . GES D A1 R
L b2h Azure BCE H A UG, on page S5 5. )

o R JEPE mr.

° 7@%"‘% J.Z}'_ﬁ,ﬁ user.assignedroleso
Py B hL IRSS Y R B CRAT JSON #%) JRES IR A €4 LA R 1843 B 4 i SSO HI
(B FH P AR SR AT SR IR T S A B A s SO RS B R gtk

* displayName: J47E Ad Azure [ ]/ BRI O 2R

Bl AT KA IR .

s 1a: NP REUA AR, T id s PR s U ME

s M R AMEEA RO AR R . (Azure ASRVFRTFAT B P AE % D
T ey BB O B 4SRRI, 15 23 O I8 CLas N B0 8 FH 3 b i — AN N A e 2 H
JUEH] SSO B3 By N, B BCas 1M ALK R A (0t Azure 75 RSS N ) R A D ik
2 . B B RS AR SSO ML E Ry A L FH P A ) ek SN T B

B GEZE E EEY0 o Azare BLE 7 A (UL, on page SSIUEE 6 22D, A P A BCHTA L
BCI AL H P A

What to do next

AL H] SSO AR ™ 5 A B L FEAHT T CAE o ie & 2 vbG L e, R
ENS T

Azure FH P 3t BREF 7R 151

WL Blpzs,  FF SR R A G 1) 8 B L SSO S BN 1 5N T P AU AR R K. DX
T Azure 1 FMC i 55 4R A 75 I 1R 0 B

| LY
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A ABEM A Azre 2 &is w0 [

\)

Note fcny DU/ AASUBR s 41 A B B2 WIS 1) 5 b A €, {ELAEAS FMC AN B[] i SR
AN A tmess . FEO HAEMEH] Azure FHCE 10— A DRSCRA (AT

N ANH P A EY Azure £ £ RRET 15

TERA T I st i, Azure B3O IR N HTEIGE S e T A Ut (FEARHBIH,
2 FMCAdmin fl PolicyAdmin. ) XL n] LIAECLTH s Azure R8N I A1 (050 BOAF A A
%M 1) assignedroles JEPEH o NI E X T —ANHE A, FF H IS B E 8 W EH SSO
Bk FMC [ 0B A (3R IUHE . Azure 78 SSO & i FErvf B4 AL B4y & R
B HL g HATE S B0 SSO WL E AL REAS B E L F P A I A B AT LR
VLA T L T Azure FCE HH A O BERIIELAE SN K P 60 FH P A €ISt o e AH LG R o
REANEITE B HH0 F1 Azure AD [ BAEFARIAT SSO AL, (HAE &R0 Azure AD ] %
Aoy BEAS [R] A 8 R A AN

s MY, sue@example.com i F assignedroles J& HAE rucadmin, I H L0 0l 1) 45 21
o EEL R A

Management Center SSO Configuration Azure IdP

» Advanced Configuration (Role Mapping)

Management Center Service
Provider Application

——|Custom User Claim:
| Claim Name 2~

Default User Role | Security Analyst (Read O...

Group Member Attribute ;UserRoIe | | |

UserRole
Access Admin | PolicyAdmin Individual User Source Attribute =
Administrator | FMCAdmin ~_ sue@example.com }r'-vasmgnedroles
Discovery Admin | PolicyAdmin
User Attribute 1 Custom Application
External Database User | N . droles = sas . .
NN assignedroles = Role Definitions in Manifest:
Intrusion Admin | PolicyAdmin FMCAdmin
: ~—h isplayName” : “FMC Admin”
Maintenance User “value” ™wpMCAdmin”
Network Admin

“displayName” : “Access,
Discovery, Intrusion Admins”

Security Analyst ‘

Security Analyst (Read Only) “value” : “PolicyAdmin”

Security Approver |

Threat Intelligence Director (TID) User |

s e, fred@example.com 1 i assignedroles J&"E{H policyadmin, JfH FFHIHL 3 ECA
YR B0, RV AR B B .

| gral i ]
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Management Center SSO Configuration Azure IdP

. Advanced Configuration (Role Mapping)

Management Center Service
Provider Application

T |Custom User Claim:
P T —
Claim Name =" UserRole

Source Attribute =
Individual User

Administrator | FMCAdmin user.assignedroles
‘ fred@example.com

Discovery Admin | PolicyAdmin
External Database User | \ Custom App“Cation
Intrusion Admin | PolicyAdmin

Default User Role ‘ Security Analyst (Read O...

Group Member Attribute | UserRole <@——____ | |

Access Admin | PolicyAdmin

User Attribute {11 " . .
\Q\ asslgriediples Role Definitions in Manifest:
Maintenance User \:‘PoliCyAdmin “displayName” : “FMC Admin”
Network Admin \ \“Value" : “FMCAdmin”

Security Analyst :

Security Analyst (Read Only) |

Security Approver |

Threat Intelligence Director (TID) User |

T RUF IRz —, b 8 AR Azure 5N LA 20 2 T B 7 1
“Crag i CRED 7

o BT A cgh H: assignedroles & PRI .

* rIcey Hassignedroles JE {5 SSO BL'E & BEH O A iy P M BB IC & AT ] IR B AS
NI

2HHY Azure f ARSI

TEA R WU, Azure BRI IS5 N IS AR E T HE At . (FEARGIT,
FMCAdmin. AccessAdmin. Discovery Admin fil Maint. ) XYM E AT LI ECS A ;  Azure FAFAN2H
(1)1 00 53 oA 3 25 20 ) D3 1) assignedroles J& T o 12N FHIEE LT —A H @ SCH P FRAI, - 1k F AT
H WAL SSO 5 A B ALy (1 B E 20 BT A (R IUOHA . Azure £E SSO s B2 HoRf H 4
fEAE IS, L, L R HRAE S L SSO FLE /A Begh fEAS B E L FH P M)
TR AT R

NGO T O R Azure FCE P RAHOC - BORME AR AL T A (SR o e AR B S A K]
5 B H O Fl Azure AD 1) EAEAIAHEIR SSO BLE, (HAE B H b Azure AD 1) Eoh &AM
S3BCAS [F) A ) L E A T AN ]

« e, sue@example.com S 4] FuMCAccessAdmins Fl FMCDiscoveryadmins R 51. I A IXELZ]
éHjﬁ( E%X%@ AccessAdmin %ﬂ DiscoveryAdminoe %l Sue ’fjii‘ﬂ% SSO %‘i '&F%IEEP'L\) Eﬂ’, '&F%IEEP
> 23 Rt Ay E U7 v B 3R R IS BE DL A £

| LY
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Management Center SSO Configuration Azure IdP

Management Center Service
+ Advanced Configuration (Role Mapping) Provider Application

Custom User Claim:

Default User Role | Security Analyst (Read O... ‘ Claim Name = UserRole
. 4
; = Source Attribute =
Group Member Attribute | UserRole */-r user.assignedroles

Application
nitions in Manifest:
Name” : “FMC Admin”

Access Admin | AccessAdmin \ Individual User
\ ‘ sue@example.com Role

Administrator |FMCAdmin

Discovery Admin | DiscoveryAdmin Member of GTOL'[PS e” : “FMCAdmin”
A S FMCAccessAdmins
External Database User | \\ FMCDiscAdmins | displayName” : “Access Admin”
“value” : “AccessAdmin’--————

User Attribut

Intrusion Admin | \

//

Security Approver | Group Definitions

ang Role Assignments:

Gr}«{p\ Role

FMCAdmins N\ \] Fucadmin
FMCAccessAdmins ccessAdmin <@

“displayName”
Maintenance User |Malnt ‘ “Discovery Admin”

“value” : “DiscoveryAdmin” <eg—:|

Network Admin | ‘ \
“displayName” :

Security Analyst | ‘ “Maintenance User”

( \Qlue” : “Maint”
Security Analyst (Read Only) | ‘

Threat Intelligence Director (TID) User I

FMCDiscAdmins DiscoveryAdmin 4

FMCMaintUsers None assigned

s fEME Y, fred@example.com & Fucadmins AL, MIXZH Ak ) A 8 Fucadmine. 4Fred
{EH] SSO & iy i, FHIrG 2 Ao Bl BE O A .

HabL
|
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Management Center SSO Configuration

Default User Role

Group Member Attribute

Access Admin
Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)
Security Approver

Threat Intelligence Director (TID) User

+ Advanced Configuration (Role Mapping)

‘ Security Analyst (Read O...

‘ UserRole @

‘ AccessAdmin

| FMCAdmin

‘ DiscoveryAdmin

Azure IdP

I

Individual User
fred@example.com

AN

Management Center Service

Provider Application

Custom User Claim:
Claim Name =_UserRole

Source Attribute =

userissignedroles

Application
efinitions in Manifest:

ayName” “FMC Admin”
Member of Groups : “FMCAdmin” g
FMCAdmins U
“displayName” : “Access Admin”
User Attri “value” : “AccessAdmin”
\(ssignedrole “displayName” :
FMCAdmin “Discovery Admin”
\ “value” “DiscoveryAdmin”
“displayName” :

“Maintenance User”
“Maint”

N
\Kalue” :

Group Definitions
and Role Assignments:

Group \\{F Role
FMCAdmins MCAdmin
FMCAccessAdmins | AccessAdmin
FMCDiscAdmins DiscoveryAdmin
FMCMaintUsers None assigned

« ZEMEE Y, sean@example.com J FMCMaintusers ZHIR K 51, (H T RYE Azure B B0y RS54
BERT N Y rucMaintusers 200 HE XA, DG, Sean RFECATAT M€, U SSO %
EHPO S HATEAMA O i s 7 .

K E AL I,

B gEdhiw
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Management Center SSO Configuration

v Advanced Configuration (Role Mapping)

Default User Role | Security Analyst (Read O...

Group Member Attribute | UserRole */T

Access Admin | AccessAdmin

Administrator | FMCAdmin

Discovery Admin ‘ DiscoveryAdmin
External Database User ‘
Intrusion Admin ‘

Maintenance User ‘ Maint

Network Admin ‘

Security Analyst \

Security Analyst (Read Only) \

Security Approver \

Threat Intelligence Director (TID) User \

Azure IdP

Individual User
sean@example.com

Member of Groups
FMCMaintUsers

No Assigned Roles

Management Center Service

Provider Application
Custom User Claim:

%UserRole
Source Attribute =
user.assignedroles

Custom Application
Role Definitions in Manifest:
“displayName” “FMC Admin”
“value” “FMCAdmin”
“displayName” “Access Admin”

“value” “AccessAdmin”
“displayName"”
“Discovery Admin”
“value” “DiscoveryAdmin”
displayName”
“Maintenance User”

vvalue” “Maint”

Group Definitions
d Role Assignments:

Grou}\ Role
FMCAdmins \ FMCAdmin
FMCAccessAdminx AccessAdmin
FMCDiscAdmins

‘Di scoveryAdmin

)
FMCMaintUsers | None assigned

iBid PinglD BLE R S5 R

HZ I LL NS, LMEH] PingID /) PingOne % /7' 7= fh it & SSO:

| srhim ]



gEhl |

. & HE FIMER PinglD PingOne

PingOne for
Customers
Administrator’s
Console

FMC

7\
<\1 _/Review the y
~ PingOne ~ management

N
| 2 |Configure an

environment —» center service
provider app

l

3 Enable single ‘} _Configure the
Sign-on management
—»> center for SSO,

test
configuration

()| % 7 ) PingOne | #1 % /7 M5 () PingID PingOne, on page 64.
R R PER S

(o) T 7 25 7 f) PingOne | 4% it & PingID PingOne ) 5 B L I 55 20 i NT], on page 64

CEE RS
3| EHEAFL 7 & B0y B LSS, on page 26
4 (EELil I H3%& P # H PingID PingOne 3 SSO Mt & & B0 , on page 66

& E % FIRERY PinglD PingOne

[ 7] %% 7 1] PingOne 2 PingID H =08 G4 BUARSS (IDaaS) 7= . #ETH 7 %% ' f) PingOne H, &
FH AT U [R]— SSO K P 7 1) () BT A3 B6 A5 BE A& () SEARFR 3 8% . B4 & B0 5 N2 PingOne
B2 /T, SRR AL, BELUR &,

* HZH AT A B R ?
o RO EEANINE 2 P R SRR A B 0 (¥ SSO 1) ?

ARSCRBOE 18 C 22 3% PingOne 20 B B Al &5, JF HANA RAALVE B M anikr .

A% P BcE PinglD PingOne A9 BIE 0 BRSSIR RN

A5 F T8I 1) 2 7 1) PingOne 45 B 53428 1 & £E 1H 17] %% /7 1¥) PingOne PR P @1t 457 BErboOy Ik S5 S it 7 Y
M, PSRN B BEE . AR IE RN A7 I REFS A 1) SSO MBI 7% I T A1 PingOne %5 F' i)
Aes i, ZEIEM Y, 1E 20 PingOne % 73U,

Before you begin

o BRI 7% 7 1) PingOne P53 AL H P

| LY
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% P PingID PingOne 8y 2320 fR ettamA |

TS, QT
A

Note =45 %5k SSO MK/ (191 )7 44 LUK 1dP 7 SAML & sk id R b & %40 &
H 0y ¥ NamelD J& 1 #8060 A5 240 0 s Mok . 17 22 1dP 25 H s
SRS PR P 48 NamelD J@ Pk, AE 4 N RfA S (1) 1dP
ST AEIX PRI . 7E TdP A FC B IR 45 $ Ak e 8 FH DA R B el o e 452 7 55

E LU SSO V7 [P IR TP 1 ik i, e AT .

* BN H bR R 1% 5% URL (https://ipaddress or hostname)

\}

Note fyi Sm] LU 24~ URL (fll1, 584 BRe 4z Rl IP Hbhl) Uy i) 8
s Web FEiiT, W) SSO HIJ™ s 5% Y 5 AE IEAT: 55 7 BE 5 1) %5 5% URL
—E YR B

Procedure

L1 {4 PingOne 75 )45 B 1451 & A1 UL N B AL RS IR O Y H -
* E$E Web App W 11257,
o EPE SAML KA,

B2 ] SAML HEHE I LU BB Be B -

* X T ACSURL, W45 /sam/acs MEINE|E % &0 URL. 11
https://ExampleFMC/saml/acso

T BRI, WA R
W BEESE , S RSA_SHA256.

* XT KK ID, BFFFH /sanl/metadata FEINE] E RO E 5 URL. flt0:
https://ExampleFMC/saml/metadatas

« X} SLO 4b%E , #%#$# HTTP POST.
 XT WRS B, HA 300.

FR3 AN SAML JERAF B, TER L ME:
c BRERRS

* WA 1D

£E B Web SUifT LA PingID (1) PingOne %% )7 77 ShC & SSO I, 75 B IX S,

| gral i ]
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B 5= 125 PingiD PingOne 2 S50 B & & e

FRRA X T SAML B1E, 4 AR PEREAT DL R L
* PINGONE FIFB14E: kit
* RAREM: saml subject

WIS N X509 PEM (.cre) AR UETS, TEHHARAE R AT B

PIR6 (k) ZE EEL 1) SSO W, T LUK A H L ARSI ET N Y SAML XML o
SCAF R B A T AL

FBT BN,

What to do next
JA L RUE R TES 0 A8 B0 JE L8 SR, on page 26,

A% £ PinglD PingOne 5 SSO it & &I A0
1 B A0 web B2 10 _F AT R IX SE A

Before you begin

* 1 PingOne 7 V& B 1= & EAIE B RO RGP BER N T S0 4% 7 L PingID
PingOne [ & # 0y IS5 3R ML N ], on page 64,

* AR RS S AR A B0 R TR SR, on page 26.

Procedure

SN (PR E M E S H R0 e B 508 5%, on page 26T4f. ) 7E BLE Pingl D JTHEE MHGAES, 4
HRA LR

s BFGHIN SSO it &5 &, HHPITLL N EAE:
a Sili FohifeE Pk,
b. MM PingOne 2 )7 & B 63 4 Il 5 R R {1 -

o T BYMEMIEFESEFE URL , WAL % E PingID PingOne [ 45 B0y
R4 AR N, on page 64038 3 Fid N B s B FRE .

T BIREEFRMAE , EWMABE HESECE PinglD PingOne (1) 45 BEHO A5y
FEALTT N H, on page 6455 3 Hid N & E 1D

o XFF X.5094E, AR A% L E PingID PingOne ) 45 BE b0y JIR 5 AL T I 1,
on page 6453 5 HH M PingOne for Customer F#IUEP. (il ] SCARYmbE 2551 TFUEP
A, SN AR SR 2] X509 i EH FEB. D

| LY
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EREMES SAML20 bkw sso pierR g2 a2 [

* i1 C¥ PingOne for Customer 4 il ] XML JuHs SCAFRAE BIA T FAHL (% ) i & PingID
PingOne (1) & BE ALy Al 5 F2 BRI N H], on page 6411208 6 ), MIRT LUK SCAF EAL 3 7 B b

a.  widr BRI LA
b. %GR L U] SATEIA BTSN XML el SO R #2300t

T2 filiT—%.

SR {E WIETTEHE MGHET, EARESH, R sl REF.

T4 T SREE (ABRED .

TS N EOAR A AR NSRS EI ) K BB AL H it o BRI

FE6 sl MINECE. WRAS DR IHE, EE EEP.O 1 SSO Be'E LA I [7] % 7 ¥ PingOne Jik
FPeftr A, HIEPTAER, RIEER.

TR UARGRE AN, fidi A

{EREAFS SAML 2.0 #rER) SSO IRt IZFELER TR

EHL LRSS SAML 2.0 SSO HRSLIATAT SSO S 2 (A2 /7 (1dP) AT L mi k. M &
Pl SSO $EALFE 7 18 FH U BH D6 Z0 i P BEAE IR S BN PAT AT S5 s A FH AR SRS rh R B A B % IR B A v
A7 SSO TR AR TIL ) IdP, X H(T-45 n] 5 I 4 b i 4 FHATAT 75 A SAML 2.0 brifEff) SSO $24it
PPl B H Aty B B S0 TR
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4 %’r’fi '_h L
5 B
(6) 1dP & HIL N
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FH 7 L, on page 73,
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* SSO $RALFE AL FHMELEARTE R 7R 7 LK) SSO MEA? B, b THRA— ARG RS- v

M, Okta flif] “41ZR” , iy Azure fIH] “FA/7 .
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o IdP FI K P T ML PR 4 BERL & SSO?
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1 ?
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IdP DSR4 E Ol & T A R
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JFRCE A 1k LR TP i (6 BN TdP ARIE 2 A B ALy

Before you begin

* A SSO BEG M AL 625 #47% SSO S 4 L7 1 SSO B3 B+ 3 B 1IE, on page
69.

* BN 1P K HAT AT BEAE 55 BT e AL
WA B, AR SSO Bk R I AT K AN/ .
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Note =4 uisk SSO WK/ (1111 /7 4 LA K 1dP £F SAML & 5k ib b ik 4h 4
Frpr0y 1) NamelD J& #6450 A 25 iAo V722 1dP 23 B 30 fi
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B FHULME SSO D7 IR A IdP JH Pk iy, dE CATIX .
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A PRE A LA TP kb)), SSO I s 254 FH 43 7 AT 45 Hh id 5 1Y)
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#30h URL. BAIEE, KR /saml /metadata FINE] B L0 B 58 URL, 40
https://ExampleFMC/saml/metadatas

© HLRUES URL. W A URL. W5 0 RS URL: 3 B8 3R 1dP 1) JEAGR AR B I g5 S it
By CGEEETL) sk AU, TR PR sanl/acs M3 & B ¥ ok URL, #l40
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HEE 1dP W] REZESRIEAE H IDP 2 11 AR A E 15 .
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What to do next
JA LRSS S AR B B0y A PR S8 Sk, on page 26

A{ERER SAML2.0 57 SS0 12{ti2 59 SSO Bic & BB O
7E FHEIL web 20 AT IX LU . ZAE ARG SAML 2.0 [ SSO $2fiLF2)7 4 SSO fLE &
ALy, BFESKRA P G R

Before you begin
* B SSO B4 ZL R I H P R4

* fE 1dP FPCE B RO IRSIAERT N iHZ M A AT SAML 2.0 345 SSO $#241LF )7 1)
SSO fit % & # Ly, on page 71

o M IdP W AERR S $RAE R N H I LA SSO FL B AR B o BT ANFIY SSO A &5k 7 X SAML Mt
{EHAANFEIARE, R s R4 0E T IX 7 B s A K, DL BhASHE 1dP N vk 21 IE )
1H:

o SRR S B sk URL. &k URL: WIUE s8R & rho0 &k 65 B IdP URL.

o GUMRIEE TR F . GO RALE IR URL. Wik URL: 1dP (4 RiME—&H, W
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« ORGP 7 By A1 1P 2 (A3 A Y X509 £ ik 1o

o A B UESK: TES N AR B RO 8 H L UK, on page 26
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S PR AE B0 3 5 8 5%, on page 26TF86. ) 16 BLE SAML JTHUR XHGHE , &
A AN IEFE
* LT SSO FUEAE B, AT LT A4k

a. sl FIEE Pk .

b. A ZHTA SSO 55 H AR e B HIRIBC LL R A :
- BHRHIEFRESAER URL
© BIMREIRFM AN
* X.509 iEH

o R IELRAE T IdP A=) XML JoBdl SCF C ATA SAML 2.0 FfE 7511 SSO HEfF2 )7 i & FMC
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P33 F WIS EIE xHEHE, SEEIESH, K5 SE RE.
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What to do next
AT LAE R A SSO H B H P A s WS F B LTS SAML 2.0 Fr#E1) SSO &
PEFE PP ECE - A S, on page 720 U1 SR EEREAELE A AL, MBS OL T & 8 8ok A Birh
L IFTA SSO 4y Bt fas e AF & B0 B FF & SAML 2.0 A5kt SSO AR P fic ' H - A (fu ik
iJF, on page 7210058 4 HHECE B S it

£ B0 EAFTS SAML 2.0 tr 4R SSO 1= iZFECEF P A GRS
55920 SAML SSO i Mt sst, %84 Z04E IdP A1 & FErputs BT PR E .
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BAEAFRBUG, 2RI 88 BARR 2 & B .
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X P B2 & P St v PR s A, e ST AT B X e K 1) A1) € A4 FRR I W Rk s v
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Before you begin
o 4 EBHPLACE SSO MRSHRAEE N WS AL SAML 2.0 A2 SSO $ALFY 7 ic &
FMC IR - $EHEFE 7 ., on page 70

o AE L B HFIECE RS, S0 AR B R A TR UGS, on page 261 4 FIAE:
fil SAML 2.0 #e%¥ SSO $#&ALFE 711 SSO ML 5 BE L , on page 71,

Procedure

TP RE > AP

il BEER LR,

R SREE (REHE) .

M EINB R AR FHalRrhisSE 0 -~ i & Bt P A ErE s ERIAME .

WMANEREBME. AR E IS 1P B EE 0 BRSP4 R N A oA T P BRAL T A (e s
B & R ARILAE .  GEZS M LE IdP oA S SAML 2.0 Ay SSO $2 L FE it & 45 #E bt
FHAO MU, on page 73055 1 . )

RS ILLE SSO FH A AR B by Rl P Mt s5id, N IENZIA.  CEHEYO T Golang
I Perl SCRFIP) Google RE2 1EMZ A A brHE) Z BRI A . D B BP0 R IR BE{E 55 1dP Rik 3] &
P f e JE (A SSO I 5 Bk T Lhi . B ELH Ly 425 F P $R BT EL I ) BT A A € 1)

What to do next

PEMRSS PR N H A C B P A s T2 A8 AP EON AT SAML 2.0 AR7EEF) SSO $2 LR 7
ARG A (B, on page 73.

£ IdP L2575 & SAML 2.0 #7/68) SSO 1212 FECE BP0 AP A BREGT

FEAS 1dP e & 7 A O VRN D TR A ANAH IA) o 468 DA Z0AA S QAT oAy IR 25 BRI 1 I FH A0 28 1 2 U]
JUERALE Y, FAE 1dP AR SR R PR, DORE T s PR A ik 25 45 Py 1R R L
TR0
o WERAR 1P MBS =5 P& BN - (0 Active Directory. LDAP 5§ Radius) 5 A 54l
T S, 3K ] R s A L e A5 P Ja AT A E R
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Pc B S e PR UK P A0 A RO TP AR 1L 3 A FE AL
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b THE s BEL A MERILES, RO N 1P B P A A 8 AR R £F
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Before you begin
* MR IdP K A AT AT 55 Bl il B R

o 76 1dP e L IR N (GEZ 6 A T SAML 2.0 3211 SSO $EILFE it &
FMC iz 55 L 727 M. H, on page 70)
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PR AE1dP b, QISR E EOOR ] RO s, DS RS A R R X RER
R g 2L PEsONIE (i TdP B558 =775 A8 BN Al (K P s SO BRI I oAt
JEtt.
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£ RRER>BA.
$1® 2 5l User Roles.

FER3 MHLL AL i -

&5l Create User Role.

- shEg s eEan ge FB) |
o MHARBEA S [ 5E S

1L %A E, fd 8 (5D S meanrsem pe.
2. B b, RG> TR >SS,
3. sl EREUEE, KR ORI A S NS B

SRA AP A N aRR ORI KN,

FIES

CATEE) SNt AR «

PIR6 P A R T SR B RIRUR.
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CRIE)  aderh SNBSS By (8] 52 b i ) €0 v 50k P U7 1) AR
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I gral i ]



gEhl |
B »rursecvmrse

ST H AR SRR TG il i B RATB T % H AR B .

AR EBEXHFAR
SO ICR TR b 20 1 A TH R IR € SO f . LOR P BRA e B 5E ST f
[EVEDEPIE /S
N HE X ORCETH I, W% B AR WERERAE B S AN TN, W e 2k
P — MER 78 TGOS R o RS SO T s S s A, R S S B
AT 5 m . TR AR, T AR It i B P A T JUHGR AR IE#E T DL
A 5 3 B T R DL T
FHia Z |l
WIS BCETH R H bR, 58 77 SRR HARH ) M.

UK

I
I

g

1 JFAGICE A XK s, el A U fta . 5 74 soh pnid.
2 75 REEBRT, EF RBERABUARE: HIFAR SEHE.

MRTTH R A b A ST ARSI .
TR 3 IO T IR E . T AT PRI %
o WURA S BA A ORI ETHRINAE I IE A SR, 1EIEEER S ECRY A P EEET 4
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TR NHP AT RR T, IEHEARNR (Escalate Permissions).
IR T BRI, A PR BE O3 R S AR R TR

T2 WMAS ORI,

PR3 iR (Escalate). BiHT A LIS, BIAERAT TG H bR A IR BT A AR .
THRFFEE R EFREE N BAGRPIBEA A ORI, BIAUER, RIGTTARHT 1.

LDAP B {418 iF iEIE M fEHER

IR A LDAP SR IAEX 5, JF HILTCTE D 3 Bk PRIk 55 4 sCVE R R T s i 1 31036
WU T LA EEZ NS S P R iR

U RAE MR N2 R R, 35 22U LT S O 0 B EA T b F R
* {3 ] Web Fit 157 %2 TH0 RS A0 1k H A7 PO R o G AR £ 75 T - ) A
« BT XTSRS 15 A

o K R B EBOE I F 58 =75 LDAP 3 W23 ZE 72 3] LDAP IR 4528 13 ¥ 58 FE A v] 79 3%
P IR VNS

« Kr Al 4006 T LDAP RS54 1) H % A5 R IS 77—

o GURAEN S P R LDAP GRE 808 49, TIZRHIR] B0 P 405 R, i 2ialilad 25 —
T3 NS MRS 2R HEAT S AR SO AE, LA T AR 0 Bk AT I 48 2 5 R UC

KA LT O U IR 55 A%

o KRGS #S TP bkl E LA A 5 IR

o RO AT AT A Ml 1 26 B EEE R 1) 5 4 B0 UE IR 5% 23 1) TCP/IP Vg [ AR

o LA IR S5 B8 AU il A2 15 A BT KRR, DL AR S P AR 1 T AT T

. ﬁqﬁiﬁiﬁﬁfﬁﬁEﬁ3ﬁﬁiiTIjSEiSSIJHEffii%ﬁ, DUEAS iR LA 2005 T IR S5 23 K 0144
VLHC o

o WIRGEXNT CLL V5 il EAT SR S0, 1R AR 15 AR IR 45 2 E AT A IPve Hudik.

o WURAEIT TR AR IUBRONE, VA AR T AT IO RS AR R A, IR OSTIR B BA
{& (Set Defaults) LA B ERIAE .

o WURBEN T EEAT] 2 HE 2R, 13 s 3K B DN (Fetch DNs) AR AR SS #5114 i A il 3 Am] 4y
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© WERAT A RAT RO v s . ViR m e s R, W AR U AT HAE R
* WAL RAT L ISR ViR PE SR R, B BR A BB AT S B X R
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ldapsearch -x -b 'base distinguished name'
-h LDAPserver ip address -p port -v -D
'user distinguished name' -W 'base filter'

@Uﬁﬂ, ﬁﬂﬁ%ﬁ%%?ti{fﬁﬁ domainadmin@myrtle.example.cmnFﬁfaﬁuggjifiﬂggg(cn=*)f§£§§”
myrtle.example.com [MRZZ A, U] DA H] DAR 8 A loE B

ldapsearch -x -b 'CN=security,DC=myrtle, DC=example, DC=com'
-h myrtle.example.com -p 389 -v -D
'domainadmin@myrtle.example.com' -W ' (cn=*)'
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BEE MG PR R AT AL ) SR AR 52

USRI, AR B RGERR R BRI B3R, AT LA N el B e AL g 4 el CLI U 1) i JE S
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Bk,
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