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code)
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7E4B4] (Organization) g AN L4 FK .

i NEEER BT (BRIT) 4K
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WL FAL ] CRL, 2L PRI IE TS AR BB K, ST AR TF RIME 55K BB CRL. RELRorR

CRL ¥ bl 8T o
Y
IR PR R R S UE TG U W) Web FEIHT, WSS A AN AR P R TS CERS ) [ 15 2

#AH CAC) .

B 7am=E



| 7gEE

gareid HTTes fes iE s |

FHIEZ Al
« FAMEE M TIERRS ) e (R IR B AU U KR5S 2 b 1S 1§20 S A HTTPS
g5 asiEts . 25 9 1.

o MBI P ARG ZRET8E; 1E S 5 HTTPS k4545 k15, 25 9 Ui,
SUE ]

$E1 LRRgE 3D >ERE.
$1E2 fidi HTTPS Certificate.
$1®3 LB AKX AIKIED (EnableClient Certificates). U1 s, 15 A #7412 b B B fRAE 15
PR 4 BSF R A ED

o BH A A CRL Bk % P umiiE ), 15E# /3 A CRL 3REX (Enable Fetching of CRL) Jf-4k 4k

PAT A 5,

« ZAFF OCSP KilE% /il 45, 15 IE PR/ OCSP JHgkik 2 0% 7.

© B ARETIEOL N 2R P e, E P R PR 8.
FIBS A CRL X7 %% URL 45540 CRL (Add CRL). F&E LA ERLIZ N 25 4 CRL.
$IB6 1idiBIE CRL (Refresh CRL) LLAFERE ) URL Nk 241 CRL.

ER A CRL SR nl 6 g B8 CRL I RIMESS . AT 55 DL B SR R 4%
TR T KU UL 2 T N e L e MU LRI RS, DUAIR 5 Al 52 15 e im0 Y A
PAFAEX T U . (XEUESRUE BRI AE A .
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P 7EFMC ] PR RCE T, AR ATE BN SE R TR o FRATAS R I N 45 FDA S AR 1) R4
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A7 ik Ehie -

LTHMER AR, A FEAEES.  GRER, B 6.6.0+ 1, ARELLXR I AT lER
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Device 1 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
IP address: blank
NAT ID: griffontaxes1

Add Device 2: _ _
IP address: blank De\ﬂ_ce 3 IF_’ address: behind PAT
NAT ID: griffontaxes2 Register with

Management Center: 192.168.45.44
Add Device 3: NAT ID: griffontaxes3

IP address: blank
NAT ID: griffontaxes3
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—/NHE—Tf] NAT ID, J7E B EE Ly B4R e e TP ik,

2: PAT [ %9 FMC NAT ID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

Add Device 2:

Device 3:10.10.10.3 IP address: 10.10.10.2

Register with NAT ID: griffont 2
Management Center: blank === S
NAT ID: griffontaxes3 Add Device 3:

IP address: 10.10.10.3
NAT ID: griffontaxes3
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PA R 7 k7 Al FH SR 142 1111 Cisco Secure Firewall Management CenterFl57 55 % 7% o

zgRE I




zaiE |

B exemse gmen

[& 5: Cisco Secure Firewall Management Centerfil & &% & L M B BB 4E O

Management
____________________ ngmio Managed
Events mgmt1 Device
Management ©th’
Center
Management
_____________ ngmto Managed
Events

~ mgmt1 Device

PL R 741 i 7R Cisco Secure Firewall Management Center b 2 AN EiE: 11 5 AR DR G, LK
A5l FH SR b A 1 sl P A A8 B ) S A TR

B 6 REERMEBEMEORZE

Management
_ {amio Managed
Events e Device
Management eth1
Center
Management
gt Managed
——_ Events  mgmtt Device

g EEP L EEEO
A

=
pE =N

el

D SR P ARG B0 T B R, TE 20 A UM R 2% R VPN BEIE RAEIL B
ol #E . HESD BB RE AT e S FIBEIE I WOT A B RO AT BB A KRR
MO T PR B T RE S AR, Tl BERATACHE M R I R o I R B e A Ll
M E R SO AI I MK ICE Bk, K5 W A e B T O ) BOAME. AR
FITPEANE L, T2 P Firepower & B A CoC B 5 R 1Y) 788 0 A5 B0 o dme (S B o

&84 Cisco Secure Firewall Management Center L[5 BLBE 1V & . #8m LRSI ] A 2 BB 11
B E R AR .

B 7am=E



https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

| 7aEE

e wmao gz [

AR OO PTIERRAOAE BE AT S N SR, Rl T RCE BT R T R, MR
G BRI 6 S 1) DTG B Linux Sh5e O RZEBEE . B2l JOR TACTR AR, ASRIUA
RAATBLIRAF 45 T

A\

IR R E R AP TP HuhE, 530 (Cisco Secure Firewall Management Center 38451t & 45 5 )
HRE) G s e B BRI 1P HuhEER EHLAS o Gn B O B R TP b B ML, BN AE
W& CLI o, DMIERCEVLAL. BRI RZEGOLT, ol kst L) & B0 1P
BB LA BT R A EE R, HAER D —FEN T, ST AT S A R E R
B BB IR S F L IR BN NAT ID.  BIEZE HABAS IR, FoAr Tt SRR 5 PR Ao
1P bk B8 AL A EHIRAS,  DASEELAA M W9 2 Pk 53 e

AR fEanT R E T, MBS CLI B OME 2 O M Firepower 13245 ¥ 21 TP Hiuhik i,
RUAEYE HA W22 )5, i) &bl A4y o o, SR ORI B B B rboly ST, 1M
EEOZ M)A, AR AR O . 7RG ETE SN A B O I A A
T MBS EE M Firepower W44 HIE B IP Hudil,

FHiaZ |l

s HREZANEHLEORNTENMGEE, 1S (Cisco Secure Firewall Management Center 15 7% il & 15
MY T R TE RSN .

o R R AR
* f# ] NT LAN Manager (NTLM) 5 {7 5AF (A CHEAN 2 S 5
o G ST Bk A R e VE AT, IR FQDN NGB 64 D717,

B2

FIB1 % Ry (3D >BE, RngFEEEQ.
S22 EREOKEA, Sl 4 1 A 4Rt
ARG T A . ARe s Nz 1.
A DAFE AR B 1 b B DR 07«
c BRA - BHEEED . EARELEHEOAN eth0 FHE . LR 2 eth0 £21.

c EE-DAURA R AR BEIRE O TR E MR D e B
O ERCE —AFE . EHATILERAE, RO TP EEIR 8 LI, IR B4R E Z L
fe T rRES . R TILRAE L, WIS BHRE . LRSI, B 2l

zgRE I


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

E
B exemse gmen

FFRIE B RFAFE L W RAZE DM, MRS PR 1 B0, Rl O] i IE .
T R A P 0 PR SR R R P T

o B3 - FRE REMOR . TETERL, XS “EBIYRT T AE T T OB T I DAK 4 1 2
* MDI/MDIX - % E Bz MDIX %HE .

s MTU - % B i KA EAL (MTU). BRIAE N 15000, MTU 5 50 ) BE PR 785 R4z 11 289 1y
=N
Jto

BT R4S A E 1) MTU {EA5 845 18 75,  RITAME T 1298 H{EIIATT & /)N IPv6
MTU ¥ & 1280, fEfM&T 594 FM{EIAFT &/ IPv4 MTU W& 576. BN, FR&G4 HsEd
B AH 576 1587y 558,

* IPVAELE - % & IPv4 1P bk, i%EF%:
« Ba7s - TN IPVA EIE | P kA | Pv4 4R HEAD,
* DHCP - 8 B A H DHCP (fX eth0)

« BZH - 221 IPv4. H AN ZEH] IPv4 F IPv6.

< IPv6 BLE - W' IPv6 IP Mhhik, i%+%:
< B - FhiN IPv6 IR IP Mk Al 1Pv6 BISRIKE -
* DHCP - $4#% N B A 4 H] DHCPv6 (AR eth0) -
c ESEEARE - HHLREAZRE.
« B2M - 251 IPv6. 1WA AEH] IPv4 R IPv6.,

* |Pv6 DAD - 4f&)A H 1Pv6 I, o H Ek2E H ST kAl (DAD). & 7] g5 45 H] DAD,
KA DAD n] 2 S B4 R4 Aok o W ZAH LS, WIRE BT At 1 R A Ak
A5 E 23 BE R bk

SIB3 A Bee XU, il 48 (4 GRE AR, SOm A R T .
W Rl o KREFH K.

RSN Y TR B AR, A REVT AR 2% . A TN T S0 R TR S B, 53
BoebL RO B , 2 18 T,

TR XHFERAME . HRER U OC TP skt . DK HE e e UL R b B 4%, RS Hahik
OO,

TR LA B R A DL R I
« BER - BCE AR B0 2 1) H AR
* MEEHRGELBIRICE - V& ML I L% HERD (IPv4) BUHTZEACEE (IPV6).
< BEO - WEHE RN,

B 7am=E



ARG E

e gt wn |

© P - BCE O TP MLk

TR AHZIRENXCT, WEIAE DRSS

o2 WA eth0 B2 EFRE T DHCP, WITCVE T35 A DHCP JIl 45 25 UR A (1) B e AL =y

] ARCE DA R R R

 EHE - WE FHEHPOINSL . BN DL TR BT I RS R, LRGBS TR B

FOETR . W TN, WRERSEAERG HEHE B RWOH K N4, EEE FHd

Lo FEEBZ G, RGHEMNEA S WOHTH N .

o S5 - N L BRI, FHES . W% ﬁEW7¢%i%é@iﬁz 4 ping

system, MXLEHREZNINE] EHLA o XA TR B 0, sl B O i A .

o = DNSPR%EE. 4B DNSARS 2. £ =2 DNS PR 8 - ¥ B B3 17 % 48 FH 1Y) DNS k4%

o

AR EIRIR O - BE TR H O T 52 W AU TS . B E ORI 2 A B A SR

SSL hn#x (Pl {510 CBRINE O R 7ES 1 8305 1) HEAT AR .

iR mﬂﬁﬂku%%mFM@%Dm%m&E A D R AR T S 1 5 X % R 1) A 33 A5
o AT DLE PRI At s 1o R A By 11, DA A SR T A LA R B &

%Lﬁﬁaﬁﬁo

LIES 76 ICMPV6 X, BL'E ICMPv6 B .

o SVFRIEE R R EERE G - T s P B A e A S RT BE A B AR P S Al R LA B 1
FENIHR L 55 et o A 1] 0 A L R JCI A TPv6 ping 1) 7 B ALV B 11, DAt

Ao
* RIFRIE B MR RNAKEE L - o H B R H AN A Bt . T ey A X L Bt
LAIs 1E P A (130 £ I 55 ot o

PIR6 ENRIBXRT, BUE HTTP ACEE AL

B PR rpUOVAC B A IS 1 TCP/443 (HTTPS) A1 TCP/80 (HTTP) B FEiE 3 H M . 148 n] LUd F A3
R4 %%, LB HTTP 4 86 AR AR 45 2833047 5 43 Bk

THZ YA T 25 26 AP I AR EEEEK

a) %P ERA (Enabled) & iEHE.
b)EHﬂpﬁﬂ?&¢,ﬁAﬁ@m%%mmmmﬁ%émﬁﬁzo

S A LB AT EOR

19) EEDPWU?F¢ N 1145
d) I ERE A RIES B IIERI O SR UE I, RSt P&,

TR NIRRT (Save).

zgRE I



ZGER |
| EEZEET

SIS WM AR TP Huhl, 1S . Wi R TP Mk, 152 (Cisco Secure Firewall
Management Center WAL E TR ) I Gt e & LI A Euty IP bk s M4 -

AR S A F R TP bR ERLA4, BN AE B CLI P fl, DMERCE LA, HARAE R 2 A
DUT, Jois S b i A B O TP Mk s LA B AT FOR i A B R, (AR R MELL T,
WIRPAT AT 55 A RE TR A S 4 KA VR I 31 A5 BP0 IR E (X NAT ID.  BEAE LA 20 T
ATt g WLORAF A AR TP M hb sl BB N oBrIRAS,  ASEBLAA 19 2% P 52 E

KAREFHEE
8 Web FtRAE S FMC _EREERE 5 AN EDRT R 3o B80T DARAT BUR 4
© KMl BB IR R R
A\

IR TEE ] YR DG ] Firepower BE4ys IX AT BE S 2B F k.
WIEAE ] Web ST (80 CLD , mlikRGMUrEs, EAEKIHE
BTN 2 W B 8 8l .

c mHGIT: REPFIERER.
s ERASESIG: EHUESIEE . SRR HTTP IS4t i . Xl 7E i HERR L AR A

Je

B TR, SRR G RSO . RrlExd T VMware,  H 52 SCHYEIETIUE VMware
THE—HB)

XA EFE 1 FMC

UK

SB1 GRS G >BE.
IR 2 EFE#IE (Process).
PIB3 PATLL P EEZ —:

KM s REAEEALSSIAN BITHSL
ER )] sl EFEISERAOFILN BITRS
IR EH AR, RESPIT R E /N4 RESE UK
Wl e

B 7am=E


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

| 7gEE
mieritez |

OB A shEdl & s EfEER A0S BITRS
ER EHR S e BOCMER I LT Bas e g

s\— TO vy A
TR A e T
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L% SCAE R GE (NFS)
o JR45 280 B (SMB)/GE FH B LR A R 45 (CIFS)
* GAHME (SSH)

ABERF AR SOR B DMIEFE R G MBS SRR T A, HE, TR —FH 2 RIEPIEfE R
48, ¥ — MNFAELE Cisco Secure Firewall Management Center .

Je

RN (RN EIFIEFIE A e, REERMEINEEERE BRSO, 4T LU e A HAr
fifi o

B FD IR 7 - SR FARR AR

EIR LR NFS iz SSH AR A& SMB FE A
6.4 V3/v4 openssh 7.3p1 V2/V3

6.5 V3/V4 ciscossh 1.6.20 V2/V3
6.6 V3/V4 ciscossh 1.6.20 V2/V3
6.7 V3/v4 ciscossh 1.6.20 V2/V3
AT RRMh AR aS

LA root Hl G402 47 BA R x4 LA 1 iSRG AS -

* NFS—/bin/mount -t nfs '10.10.4.225':'/home/manual-check' '/mnt/remote-storage' -o

'rw,vers=4.0"

* SMB—/usr/bin/mount.cifs //10.10.0.100/pyallapp-share/testing-smb /mnt/remote-storage

-0 username=administrator,password=****** yers=3.0
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SB1 EHRFE 3D >EE.

$I8 2 FITIEFIEIR & (Remote Storage Device) .

$IB3 NTFE2E (Storage Type) MR hik AR (FLTI27EME) (Local [No Remote Storage]).
R4 iR

AL FHEECE NFS

FHIa Z Al
o W ORAMBIZREAT At R G0 ] IEH TAE FLRERE AN 45 B rpLy BEAT VS 1)

UK

SE1 ERERFE G >BE.

$1® 2 i Remote Storage Device.

S 3 NTFERKE (Storage Type) T HrF1l HiLHE NFS.
T4 BINERLRE R

« fEEM (Host) “FB I AAFfif RGN 1Pv4 Hihl s =414 .
* {£ B (Directory) 7Bt HH i N A7 X 51 642
$IBS mi ¥, wh{ERSRIER (Use Advanced Options) 5L HE 4 ATAT Fir i dir AT 16T 1155 i e e
AT B R RO T, 2R 30 L,
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s LA TF &M (Usefor Backups) LUK & AEAit AE 45 € T ML E.
 WHA T & (Usefor Reports) LURHR 5 A7l FE4R 2 AL L.
* 8R), 1L Disk Space Threshold " N Z2 & AR A7 (M RG2S () (B . ERIEN 90%.

PR EARE, AR (Test).
T8 iR TF.

B 7am=E



| 7gEE

mmermnEsve [

HiLi2FHEECE SMB

L1

SIE8

FHia Z |l

© HER, RGNS SMB L2, AREUUN B F AR, BT ] Windows SKIL T
FAE AT H %

o BOARIEK T FMC 5 i) SMB L =211 Windows F F B A5 S =27 B 1 BT G AR/ o B A B .
« NS, N2i%E SMB 2.0 B Ei A .

UK

RS 3 >EE.
#iili Remote Storage Device.
MIFAEZEY (Storage Type) R gl ik SMB.
IS IERAE R
* {EEH (Host) 7B T AAF-if RGER) 1Pv4 Mk s E 414 .
* (= (Share) FB I AAF i L=
« 1%, {ri (Domain) - Bt N REAE Gl R4 o
* fEA P % (Username) FEB A RGN P 4, 72 %55 (Password) “FB A ZH P i)

RN

W, kP {ERSRIER (Use Advanced Options) & I HE I ANATAT Fr s iy 247180 165 i it
A B ORI, 55 30 L.
ERG(ER (System Usage) T:

 WHAT &% (Usefor Backups) LI & A il fE TR 52 ML .

< R TR E (Usefor Reports) LURFR & A7 (E 4R 2 EHL L.

AR E, R (Test).
RHHRTF

MInIETFfEECE SSH

FHia Z |l

o TIRINEFEAFAG RS 0] 1E % TAE H.8E12 M Cisco Secure Firewall Management Center #4735 1]

zgRE I



ZaEE |
B zecnemsmim

UK

SR EHRFE 3D >EE.

#1122 i Remote Storage Device.

$IE3 NIFEZER (Storage Type) N sl ik SSH.
PBA RNINIERAE R

* fEEM (Host) TE AL RS 1P Huhk ok EHLA
* f£E 3% (Directory) v Be [ i A A7l X I 47

* 7f Username 7B A7k RG24, {F Password 7B h i NZH 7 30 . B0RE 2%
R N P A5, EER P AR E S BRIERHT ().

« ZffH SSH %4H, 1i# SSH Public Key FBtH 1) 4 28 & il E1| authorized keys SC/FHT

PLBS o3, EHERSRIER (Use Advanced Options) & IEHE 4 AT BT i dn SATIE T 15 S e i
LG B ORI, 5 30 L.
TIE6 £ “FREMHEH” (System Usage) T :
 WHAF &% (Usefor Backups) LLKF #43 F7 ik E 45 € AL L.
 EFHTHHE (Usefor Reports) LURHR & A7 fE 4R E AL L.

SET UREIWRRE, LA (Test).
LW AdRTE.

IR FEEE S RIEIRN
S IS SRS (NES) Bl 5 20 B L (SMIB) Dok s LU SCPHAE 4 B (SFTP)

KA &, T LLE R R S RER Kk, DIEH LA — AN 228 = gk I,  WNFS.
SMB 5k SSH %% 3 U1 [ T id 5% o

0 SMB 5 NFS ERE2A0, AT LIE P A i SU7E Ry 4TI 72 B i i i B i M A
%;

vers=version

oA A JE ZAEH ) SMB Bk NFS R I IRA 5o B, ZEESE NFSv4, 1HHIA vers=4.0,

WA SCPEIRSS #5355 T SMB s, WA S vF SMB 3.0 JRE T i o 1) SCAFRSS 7% o B2 Ly
ViRl ) SMB SUAEIRSS a8, AR Ar AT TBCT A LUT A7

vers=3.0

PN K SMBV3, #2500 34 B BE A Oy B sl RAF 2N 25 1) SMB U IR S5 5%

B 7am=E



| 7gEE
zxat |

s =H

BT
S ¥ P 3T B 5 SO e 1A S A 2 ke v, mT LUK RS0 HRC B D o g A ik o0
o 2224 /N N T IR B O FEGE IR B o BESH TRAES RGO C B S O, s A i | . B
SR TR Y R e IR S S, DAER AL &R G0 o O TS T 2
PLUR 7- il B 3R B7n B8 SO TS RS 7~ i “F 7 3584y, 1 B AN e B 5 SOy FUsE B50s e,
WH P Z R EMR-ACE, 5523 TR 51 H AR [R5 O 2, el 1) B et S 50 HH
B DLVE G 1 25 24 /NN BT AR BE A

FcB B AT

FiaZ |l

o ML E NSRS 2%, DABGE 25 24 /NI R BEAT I BE B iR 5 R 2F; B RTEANGE R, ES R
BB 4R EHLAEEN AL, 5 43 T,

UK

S EFRGE 3D >EE.

SI2 S EBUAT.

SE3 i ERREEE.

HIE 4 NIZ{TEFE (Timeto Run) #7413 ik B0 75 38 R SRR R H 3 el 445 1 AR 1)
HIRE AR A (Email to) 7B A IBAE Hb il .

R S INHBAR LS, R E & E E—HR & (Resend Last Report) LA ) e f N kik i — Ao
S SO AR R EAR o

FIB6 WIREALSHEMEHEN, HiLEhEESEIREE (Incude Policy Configuration) & 4.

BB WREAT 2 24 /BT P A B, T BN T B iR 12 3% (Show Full ChangeHistory)
RIEHE.

T8 iR F.

% Em
T B ek e
2§15 REpviA

BIERBEECE (IncludePolicy Configuration) 32 1 FH 144 il 28 48 e 107 76 50 O 15 4R 2 v A0 46 SR B o4
e XALFER U MRS . AR RMG RGNS ISA7 IR I00 TR W R 28 I SRS 1 B 5o 2R

I zgRE I
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ZuRE |
i Ee

RIEPAZIEIN, A FEA L Wb AT AT SRem (1) BE 2. e 03U F T Cisco Secure Firewall Management

Center,

RRFTEE KA FIEFE (Show Full ChangeHistory) 123 F -5 28 4 /2 1548 30 SOl A i A 46 ik
2224 /N R AE I T SE U IE o WHR R IEBZIE T, A5 AL G AR 200 ) T e 4 A A

\}

AR WSO IR AR X Firepower JaH55 18142 10 RN 4%k i 8 A B0 4L

& 31 X

Eﬁlﬂﬁﬁﬂi/i F
MBS . AR BRI LE 3 HT SRS I, BT PATC & Firepower R 48 LA E R I REIREE Z A
TR AH O 1 B 4

E 7 P SRS SE SR R 00 15 /8 B D3 T DABRIEE DA 8 SO 2 P (R OGBSO (1 L DA o 1, T LAKE
X AR S A 245 A SR 14 5 55 N B 7 A H A

fic B BRER SR M BB DAL YT HF

A LUK R GEHC B AE B S0 Tl P s . AR SR 104 2% 20 SRS I 4 s A AT A i ke . AT L
AR REOR BRI S AR TR 5L AT o 20 SRR SHEm SE SR ) T UERE D RE, T DICRR R 0 D vl ik
BASHIR . RECORAT X SRS AR (RFT SE U, RSS2 P L B AN TERE

UK

$E1 LHRgE G >ERE.
R E U AR A SR TR
FIR2 LU &I E RS R e T
o Al e EI B 1R IR (Access Control Preferences) JiJ7 )45 il SF i i B vERe 19 1B T
o ST NRERREIELR (Intrusion Policy Preferences) iy A {2 S i &y 8 1 1T
o MG TR R BRI (Network Analysis Policy Preferences) S F 4% 73 b S5 i e B e 1 1k
T,
PIB 3 BRI LU R R
« B2 H (Disabled) - 25 ] 5 M3 R
* A% (Optional) - ik o] DIAR S 75 ZEAE R rh b L BE 24t
« 5 (Required) - R H I ECRAT 2 AT AEF RS il JL R 04
P4 T NR N T SRR, BT L

s BN EERPAE NS NE#HE (Writechangesin Intrusion Policy to audit log) LU T
N2 RIS B U N % H 3

B 7am=E



| rgmE
7 18151% (Access List) .

s EFIE MBS TR PR E RS NE# HE (Write changesin Network Analysis Policy to audit
log) LAKE T A7 W) 4 43 A1 SR B 505 N i H &

HYRS A LSP OB R SR AT O o X AR 408 SCAORNBE e iig3ai TS i ORI R B8 EMIERAY Snort
MMM REBE HUEHE. RPN, RN IEFIRGS, &P LRI, RIS/ LSP
SEHTR AR AN BT SR U v O BT o TN RS AE RS S5 AR AR KRR T (R SS LR

o RE) .
TIE6 SR TE

718151 3% (Access List)
$&nT Lhg 1P bk Fn o 11 BRI FMC (050 o BROIATEOC, o] g ATAa) 1P bk i B DA R o 11«
* 443 (HTTPS) HT Web # H1j in] o
* 22 (SSH) H ¥ CLI Vil o

WAl LAFES 1 161 ¥R hnFe ] SNMP 15 S 105 M B « BT BRI~ 228 H SNMP, Rl 420i 5%
JiH SNMP, #RJ5 4 REVS N SNMP U5 n] B A OCTHEANME B, 1S HBCE SNMP 5], 25 45 T,

A
AR BOAEOUN, USROG AR e AR AR, 55 B E 1P MRS I AR,
SRJE MERER N any JETT .
BcE iR 5%
PEs ) B RAN 1 MBI 20 7)o 2 B R FOA S e AR U ) 5 5 12 02
A\

AR N TEH R RERS] FMC [ 1P #uhk,  dr R IMER T &MV AR, 1 HTE “1p-any
port=443" X—4H, BRRLUTTAIBIR,

FiaZ |l
BRAINTEOLR, ViR EFS HTTPS A1 SSH M. o SNMP HUNR 2 v5 5102, 620458 5 H
SNMP. A XFE4EE, ESHECE SNMP 48], 2 45 1L,

UK

HE kHERGE D >EE.

I zgRE I



7oA |

|
#
S
m
cht

P2 () HENG SNMP BN NS5 M A2, 1 Al SNMP BABCE SNMP. BRIAMEDL T, SNMP
MFAERARA; 1S BLE SNMP 48161, 28 45 L.

PIE3 ridiifEFlk (AccessList).

IR A LRI —ANEZ AN TP HulE D7 R AR, 3 AR (Add Rules).

WIES 7L IP itk (IP Address) 7B, fpA 1P Hihik s bl v 5 any .

WIE6 EFE SSH. HTTPS, SNMP sl L4l &, DUfig e oI e 1P Huhik i FH R £ 11

PIRT R (Add).

FE8 LR TE.

X ERM
Firepower R4t 1P Hihik- 24 &

H}
W
111
f;H

Cisco Secure Firewall Management Center LA 325 #% H S TE Al S8 BT 7 I35 8) o S850] LU H] 22 7
Ti AEE H % H S

* fH] Web 2 H: HIEZM ARG H .

HZH & ETT*T@%@F&IEP BT DU R L R AR I H A HEe AL s e % H
B AT LU M R AN W R A5 L, R nT DL L B S PR R 7

Kz HEH B RIER RS B HERERBIRGEHE, B34 0.
o W H R HERAAMD HTTP Ik8S4s: B H BT HTTP k554, 5 36 Ui,
B 8 H BB R SAL W B R S0 H S HTTP IR 2%, Al LA A ¥ 45 Erasial. iR,
B %A BRI BI A URL 1] ﬁé/g%ﬂm%éf PERE o

B, T DL O A% H B AL e 22 4, nT DM TLS UE-15 )8 ) TLS AU E S 56AE ; H
KGR, ESH 9 ZHE&E IDIET , 237 7.

/J|L1:§5f§|J g A~ ?Q}E H j:l |:u:|

Rt 2 T LR o % H S Ba AL 2 A RGEH MRS 4% . (HE, Ay i HSEWA i T TLS,
PR BER AR A 2 A R G H MRS s

REZBAEREREREHE

WA A UeThgE, F 8% HS e a2 UL MR B E RS H G

Date Time Host [Tag] Sender: User Name@RUser IP, Subsystem, Action

Forb, ASHUE I NIRRT PR TGS N AT RS L 2 AT, AR B R AR R H A R
i

B 7am=E
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| 7gEE

L1
$IR2
I3

IR 4

$IE5

wamBsnennzais [

B, G ok ok B B RO ) A H R TE B R E rvc-aupiT-Loc dnid, MUk EEMCH S #Z H A& H B
NBIT BEL T TR

Mar 01 14:45:24 localhost [FMC-AUDIT-LOG] Dev-MC7000: admin@10.1.1.2, #fF > Wi, WHEH

BRARARE TP BRI, X EAS MBE RS HEW AT Mk, EMab Rl RS H &
THE R ARG EATREAT 2K

FHIa Z Al

iR EMC fT LS R H SRS 8l E . AP E I, Z4iliH ICMP / ARP #il TCP SYN #5056
RS HERS LTV KRG, REMHu 514/ UDP A4z HE& . R RyrmiE (af
W, WESM R HE IDIER , #3701 , WRSMH 6514/ TCP.

UK

wHRRgE 3 >®E.

miiE#Z B (Audit Log).

M E# B A% ER A% BHE (Send Audit Log to Syslog) F 732 rh % 2 B A (Enabled).
PATR 7 BT T A% 31 R 4 H R ) i H &

I 15 AR
FHL W F % H R ROX R R 48 H AR IR 4528 B IPH b Bl 58 4 PR e 440K e 22 T LS I i

MRGHEEN, LLZ5 0.
AR CEOAH RIS SIERAATLSN, A fefee 2R HE L.

Bt GBI T RS

A ARG H S EIRBO PTR BE. Bdn, EREE
e TR

PRI ARG H & VRGO IR I
br2E FAE AR % H ARG H G S il brid .

ST RSB RN, DURRA X 2w H G B S AR R g H &
WHE, BTk ) .

B, R EAEROR PR G H S P % H S LS BTbs 4 rrome,  THAETBL

Hi# N\ FMC-AUDIT-10OG o

(Al BN R G H GRS 2 (IPHLME R A%, i A MK R E B ERSS 25,
ARG RILLN N HHEA UL RS H GRS 28 5 Al i a) :
1. ICMP [BWidsk

2. 443 F1 80 % 1 i) TCP SYN

zgRE I
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7oA |

B swmasnenz HTP Bs s

Y

W6

3. ICMP I [) kA ity
4. BN Eff) TCP SYN

iR IR A E L MRS H SRS AL T A — ¥, IIAEA] ARP A2 ICMP.

ARG R IRSS A4 R
RAHRTF

GH % H &Rzl HTTP AR 3585

WA LT RE, Bk o U A% 20K o % H A5 0 R ) HTTP JIRs5 4«

Date Time Host [Tag] Sender: User Name@User IP, Subsystem, Action

Forr, ACHb YL IS TRRUCAGES FEHLAE PRAL 5 A AT IEFRIC 2 /T, AR B A4 ARAE A% H T R
Z T

B, aRAREARIC R rromae, WU AR H A BB AT BE R

Mar 01 14:45:24 localhost [FROMMC] Dev-MC7000: admin@l10.1.1.2, Operations > Monitoring,

Page View

FHia Z |l
W IR B RENS S HTTP RS avilifs . 2, RYMEIE: WS HIZHE IDIE . 2 37 it

UK

EHARE 3 >EE.

M E#Z B (Audit Log).

B, fEFRIE (Tag) FBP, MANZES AR B R Ibsic 48K, filtn, e i st H &l
SKZATESIN rroMMe, T TEFBLH I FrROMMC

M #E#ZBEREB HTTP AR S 2 (Send Audit LogtoHT TP Server) 41l 114 /B M (Enabled).

{ERIXEZAY URL (URL to Post Audit) “FBtf, e BH T REHZMA B URL. NSRS
W %1 HTTP POST 28 & i W W F2 e AH X M. ff) URL:

® subsystem
® actor
® event_type

® message

action_source ip

® action destination ip

B 7am=E
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N

waxwmis [

#

® result

® time
*tag (WREE X WESHE 3 D)
FE B ARAVFINEREE, E#H HTTPS URL. #8915 B £ 4MT URL 1 Gex 5 R 501
fito

FE6 iR

% H & IDIEF

T M AR 224 (TLS) UE LR FMC IS A5 AT A% H G IR 45 4% Z AN K8 A

BRBILS (BE
AERRHE R K (CSR)  IURATAE BRI (CA) MATAE4, WIRHEHIET F A5
FMC ko (EFIANRGRCE: SROUEPHR 000 DA B IR G P SESS o 0 38 ORI 1%
H% PEAS AL 539 T

BRSSBIEH (AR

o THERE G A, TRATAESUE(E FMC RIHTRE H & IS5 5 2 I AR TS Y S0 e, AR
S AMIE ARSI (CRL) o SRMRA o B I A A% CRL o0 8 6 C A B EF3 00 55
B

Firepower SZ£f LA AT X 5l 4a i HLU) (DER) A% 3N (1) CRL. EVER, XEE RS H T 5 1F FMC Web
FLH ) HTTPS % /il 15 i #H R CRL.

ARG E: 5 2B % H SRS AETS . 2 40 0L,

ZEMEMEZHEE

OB S A B 5 (Y HTTP RS54 ol R G0 H G g5 a,  n) LU HIAL iz %2 4 (TLS) iE+
TRYT FMC AR 55 a2 [R) AR TEIE o 2500 ZE AL I RS B i 2B e — (K % P A5

FHia Z |l
WSS S IDUETS , 55 37 00, T EPT AO3 m AN R 5% 2 e 1545 6 o

UK

TR AL FMC _E3RPOUF 23244 (K% i i 15
a) RIUE FL L SRR R H AR % e, 5 38 L.

I zgRE I



ZGER |
B oeeronessnEAsE RIS

4 R G5 BRI AL AR LS BN EMC AR iE P24 1 5k (CSR).
4 CSR $E42 A v (R I EE AR MR (CA) LATEREE 44 (1% 7 i iiE 15

g FMC R AZ H B IR 4528 2 10) 75 A0 B SOy I0E, WA 42 % il 151 CA b2 5 H T 32
(KR 45 2L F 02544 CA HTH .

b) WENEBMRHGELHERG, KIS AR FMC . SRS HE %) ik AN
5539 UL

T2 MBS MBAEI8IE, LTI %4 (TLS) iR s AR L5 30
2 IR i B % H S ARG5S 2 40 T

T3 MEHZHER, WRMAPATIERAE,
WESHEHF I HEREMBIRAEHE , 5 34 el ditz H B2 HTTP kRS 4% , 26 36 Ui,

FNEEP O EEENFRAETE iRt

| &

\~I

EERW W% HEIER DU A ] H B E A4 H Cisco Secure Firewall Management Center ANl H o G
1L £H Cisco Secure Firewall Management Center$( T HAT-4% .

R4 Y Base-64 Zifig i) PEM & 20 AO5IE 118 K %5 4H .

FHiaZ Al
RN LA
 JfitRz A, AR AN B E E U LAY (CA) 2& B HIETS .

o T GRS T B A e A H B R SS As I BEAT AR L A B0, D)) —1E 5 A0 A& AT A 06 20 ] B
BB P U P AR S5 AR UE D

UK

SE1 ERERSE GH >EE.

$B2  SEEZBEIEP (Audit Log Certificate).

$1®3 il Generate New CSR.

$IE4 FERMXEZIH (FFEKE) (Country Name [two-letter code]) =7 Bt i A E 5 /Hb X AR
$IBS  FE/BEX/ERET (Stateor Province) 7B i AN/ G X/ HEE T MR 46 S .

PIE6 FAHXZET (Locality or City).

$£1B7  {rLHL (Organization) T A ZHLU4 K

L8 I ANLALRBLL (ERIT]) AR,

B 7am=E



| 7gEE
wamaszpmrssageae [

$IE9 LA (Common Name) B i N2 h Hd KU I Ik 4545 11 58 4 B e 1l 4%
R WA 4 F1 DNS LA ARICEL, )8 4% H B30k R0

L0 piE K (Generate).

BN AT SCARG 35 FT T8 102 1 50

T2 GHNEBE R A SO (455 BEGIN CERTIFICATE REQUEST Fll END CERTIFICATE REQUEST 11) ,
SR RG0S [ SOAR S A

B3 K DIAEN clientname.cse, Hi, clientname 2 VIS FUET I & B A FR

X114 riih Close,

T—5#tta
SUETVE BRI BV TR TFRAZ AT 305 1 R o U AL

« AR CBEE A, RIS ARG SR E A H AR e e AN E L, SR
39 5L,

BEZAEZFIHIEBESEANEEDD
L B A RE R, 0 P R

FHIa Z Al
o SRBUE RO DA R H G R e, 5 38 1.
R IEAE S AR IR & B PO B RIET .

 WARAEBUEB A ESRIEGF A PR CA, IEHER AR AL B RIER . (HEEHEE) .
BB S e A (K CA R BAEAS B AT AT RIIEAS (¥ CA A 25AH A o

UK

S EEHTL L, WRERGE 3D >EE.

$IE2 pidiE#ZEKRIES (Audit Log Certificate).

$IE3 L SNEXE FIRIES (Import Audit Client Certificate).

BIR A ECRG B DI FR 7 wiE A, AN SO, {UHE BEcIn cErRTIFICATE Ml END CERTIFICATE
7o B SCARENGFIZ AIRIES (Client Certificate) 7B

WIRS 2 EALRAY], ETT PR SO IR S AN SO, £045 BEGIN RSA PRIVATE KEY FHl END RSA PRIVATE
KEY 170 B SCAKE N 2IFASR (Private Key) B

W6 FIIARAT I i e, SR SO, R E L I REH % (Certificate Chain) B .

I zgRE I



ZGER |
B ==suwempsmesics

TR R E.

FEAVHIHZHERS SF[/IES
YA HPA I AT HAGES A0 (DER) H63R110 5 A CRL R A7 bk 5 95 B 5.
A\

AR WRERAH CRL BAEIET, ARG AR CRL SRIGAE o 4% H & MR 45 S E AU T ER
W& A Web 30 Vi 8% 2 [A] i) HTTP JEFAE 1 o

| &

BEEEL  BICAE ] X 4% H Cisco Secure Firewall Management Center [ 047 MR 7

FFo8 Z B
o TR BN SR B CAE IR A5 (CRL) HUE S, BGME-BRA 2. 55
H& IDUEF , 25 37 1t
o JeMR A AL TR T8 5 37 SO b b SRR AR b g P (0 SR BRI SN SRE T

UK

SE1 PO, BHERGE 3D >ERE.
$IE2 AiE#ZBEIES (Audit Log Certificate) .
HIB3 AR Ak H % H e S B AN IR &%, IEIEREB A TLS.
PR A WIREAEARIE O N2 RS 2T O ER) -
a) WP B RHEESHIEIE.
b) ALl ARTEI B R R A AR 4
FIBE BIGUET I HE RS S IGIE D, ik FBARESHIEIE.
FE6  CUR)EH THESGRRAED 2 A ST G RIET, EHAT LT PR
a) EFEEH CRL 2L,
iR Ji F CRL 3RH Ty g w] Q1 2 08 CRL M RIS

b) HAPA CRL SCAEA % URL JF A5idi7An CRL (Add CRL).
FA L ALY 25 4~ CRL.
¢) HiidiRl#E CRL (Refresh CRL) DL 5 ) URL Mi#k 241 CRL.
PR T WA I B R 3 UE S 10 ) UE R RS AR AT BUIR S5 2R E TS

B 7am=E
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EEE

sggmasrwakAEsrmEs I

FIE8 MiRTE (Save).

T—% it a
(AT3%E) WE CRL BRI . 135 S [ il EHIE A 4138 T3k

AL EREZHEE Pl

HBEEE SRR I % S5 P imiiE A5 o A8 B rpoLy wy al IR rh . BRI s S5 44 R &
HiEASo

UK

SB1 EHRK 3D >EE.
PR 2 pidi¥Eiz AFRIES (Audit Log Certificate).

=l ER I E

PR T AR AT FH G A B A T R GRS O] s A — S iR N AL, W] R AT K
Firepower REL A A 7 THII{E o Firepower RAMACE T H0N e & Hl i A4 14 .

& AT LABLE Cisco Secure Firewall Management Center, PMELEFSHI AR LA« B e ot 1,
HXER
KT P b

B Ri=HImiR e B E X 7 it

A FE X7 (Custom Analysis) P IR F, MG SR (K n] e i) G et R X B
E

UK

SE1 ERRFE G >BE.

P2 AT HIER (Dashboard).

$B3 kT EAEEXSHHE (Enable Custom Analysis Widgets) RIEHELL RV P “ H E Xy
H1” (Custom Analysis) )73 i 2142 ) T A

TE4 LHRE.

zgRE I
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FHEE |
B onsz=

AR EHR
KT FEHI AR

DNS 75

] LUK RS HE AE FA R E T A BT TP Huhik . 3B 0] DLk iR AT I DNS 2245 B AR
PEo BCE DNS Z2AFEE AT LU B2 BTN ol 16 1P Huht, W B FHHATEISNE+e . XFE, 3 1P Huhk
AT, R DAY Y 2% b PR e S R A T P S s

B E DNS Z7=E

DNS fFNTRAF LA X AN RGN BCE, & SCVERT LURTAE TS ) DNS 4RI T 2247 .

B2

FIB1 LR 3 >®E.
HIE 2 15+t DNSZ7F (DNS Cache).
123 M DNS #7477 (DNS Resolution Caching) FHig &, E#ELL Fikmiy —:

* B8 H (Enabled) - J3 247 .
* B2 A (Disabled) - ZEHI 2247

I 4 7 DNSZF#80F (2404840 (DNS Cache Timeout [in minutes]) ‘7B, i\ DNS 4 H 7814
JCTE BT BRHTLE A A7 T SR AE I 2 B

ERINTE S 300 204 (5 /8ED
YIS LN RTF (Save).

AR ER
P B AL I

FiS {5168 %A

DR ERAT LU A, IC B IR 3L
o MM ACIATE T AR R
o S IR AE A IEAT RTUE AT 55 IR T
o LIS A A B A Y AR
o JHIE S A AR N Ak
o RRRSPEA TSR ks SRR SR, AR S ERAEITIRDLF R

B 7am=E
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| 7gEE
mEmeraEnamnes [

BB MR AN, W B ARG WA 4k L 18] TR B BN B T35, Il KR = A ISk 55
sttt S IR EIE. MRS, w LR

B & B 4 Fp 4 = A A0 38 AN M it

UK

S kKRG 3D >EE.
#1182 L5 Email Notification.
PTIB3 AR EN (Mail Relay Host) =B, B AN B FH OB R 45 4% 00 =ML A% BX TP k. AN PR
WL TSV N B IHEAT U7 ) .
HIE 4 7rim 05 (Port Number) B, i 4 N BB AR Ss 2% AT i 5
TR F i T4
< 25, i s
* 465, il SSLv3 i

* 587, i/l TLS It

$IB 5 {EnZE /5% (Encryption Method) 45—l in a5 77 v .

* TLS- Al AR 2 24 I i A5
* SSLV3 - fiff 2 B8 72 N wAE
* J& (None) - e VFAR N s .

ER VAR R 55 A TR N A AN R MEATIE PR IE .

FUR6 LRI (From Address) 7B, i ARG F A0 3% A0 S B Y S A b bk (R A7 280 AR b bk

BT B, BAEIEEBIMAT RS A i P AL H - A s, 15 EPHE R S 38 E (Use Authentication). 7E
B F & (Username) 7Bt 44 . 7EZARS (Password) 7B h i N &1 .

SR8 EAUH CORCE KBS IR 55 a5 SOX MG, 335 ol i BB 4 AR 55 871 & (Test Mail Server Settings).
ARG eALTA 5510 W20 R, DRI 75 e »
RAHRTF

N
8
(1-]

[SF
i
i
]]III'

LU Language U 4% 5110462 AN ) (935 5 o

I zgRE I



|
B = webzomizz

& Web ZOBIES
(ERROUH LR 10V 7oA A T BT R e 1 T LA
- iR
- il
s (R
s CE D
- i

. Wil
UK

SB1 GRS G >BE.
$1E2 i Language.

PBI EPFEEHMES.
FE4 LR

=K

ADMEH “ 8 S AE 7 (Login Banner) TUIHI A % 4 44 B 2 RIS 48 € 1 . 8ok al H e S S

i o

$E0T LU ASCIL A7 R 2200 1 e SOB MR . RGACR T HIR TR o Qo S8 Sl i K mk
SRR, ARG ERIER Telnet 5 SSH & i& I G2 KR .

==y =
B E X & RiEE
igiz
SB1 EHRGE b >EE.
IR 2 PR FHENE (Login Banner).

S 3 fF BN B FHEIE (Custom Login Banner) “FB T, A FH [ 2 R I
S R

B 7am=E



| rgmE
snwp it [l

SNMP 4¢1§]

ST LS 167 P 2 4 BB S (SNMP) 48 1H) . I B 6 SR8 SNMP W28 1 R 58 2 FiAI 2 3 hio
BEINRE SCVF VT M ARAER BME B E (MIB), GFEECAR AN, BHL. fE . IRSE R 1P FhERE hiE S
DL ARSI SO FH ST (5 VA RGNS .

\}

R Ol SNMP Wpiik £ SNMP FRASH, 1573 7 SNMPv2 X323 Hisft X, SNMPv3 X 324 K
o Ak, SNMPv3 I8 F7AH ] AES128 i

JE ] SNMP il e FEUR G A% SNMP FEBE; KR 2l MIB A (045 ST it o 2845 BE R e
.

BoE SNMP 321

FiaZ |l

DRI T ARSI T SLHLES N SNMP Ui B 2 IR T 5U3 4 33 01,
~

E® SNMPMIB & n] TRl B 3B 2 1015 B FRATTE LK SNMP 7[RI A PR 117 1) 1) 22 B 1 hy
B T 469 MIB AR E L. Tl T E S A5 W0 25 45 BT i) ASCBR A ) SNMP3 Al 25 A

UK

$E1 UHFERG GH >EE.
B2 glidi SNMP.
%3 M SNMPRRA Nz, wEPesAi A 1) SNMP hiUA:
* BEA 180 REA 2: 77 HXFHEBE TR R SNMP X 24k, ARGk fFRE.
] ML ERFRTRF (<> /% # & 2" %) (£ SNMP #EX FFFHE LR .

S S
A

c REAR 3: iE AT ARIA R SR E X . SNMPv3 XS R 2 Fili ] AES128 s .

TR4 WMARPZ (Username).
$E5 NS MHIEIEHY (Authentication Protocol) 7412 e F 8 F T 5 4 36 UE A B o

$E6  (EHHIIEET (Authentication Password) T B 1 A SNMP IR S5 34 BEAT S350 0E I8 7 75 11 %5
i

$87  FIRIEEARD (Verify Password) 7B rh FB I AN 5 40 56 1F 2515

zgRE I



eV
B wassiaEs

FIR8  MERFAMYL (Privacy Protocol) 5113 F ik £ LAE I K B AA M, B L FE T (None) LAAMIE I BE A b
W

LR {EBRFATEAD (Privacy Password) 7Bt it N SNMP Jili 55 % 7 211 SNMP B FA%E 8 o
$£IE10 AEIRIEEEAD (Verify Password) 7B S N B fa w56l .

SN LR (Add).

12 TilHRE.

B (8] 5 B [8) [B) 4

BLf Firepower RAMINIZTT, WAZIAECisco Secure Firewall Management Center (55 #iH.0y) S H 524
Wk LA RGE R] o FRATEE A A 30 WA E IR 45 € NTP k45, HIEAT LLERI G
0 B AT FH B v 4 JE A 37 e S R R D

TR P 2% I B S0 (NTP) IR 45 A5 B B rby FITE e BIRD RGEN ). B Ry SCRAEA
MD5. SHA-1 2 AES-128 CMAC X #5# $1IAIEL NTP k55 st AT 2 4l f5; b 7 R ea, Al
AW e Th g

B AL IE ] LUK & oA DGE LT B AR IIF I NTP RS 2% Al ek I0 n) 32 s Ve & 5 B IF PR 45
rR B RGT RS BIANE] NTP RS 230 2241 o AEXF T AT Al U 1) (1K) NTP ARSS 2347 5 43 56 AF 1 3R
B g s R 2 AR

\}

ER O WURAEYIETECE A SR 8 T NTP JIRS2E, 5% NTP RS 2L B AN 257 31|
o AR ZIERNCE, PAiEE MD5. SHA-1 8 AES-128 CMAC #4H.

A

i

il

R B AR A B Z I AN S, 2 S BUEANA R,

BLEE A Ey R B LRI, TS
o fEFE: K FMC RIS NTP IS5 #m20 26 46 1t

A BB R B PO BE N S — B EE 6 NTP g5 Fb U], IR & A 00k =24
WANCE N F— G EBE G NTP RS54 F 5 U i .

o e DI EEAY R 2% NTP g5 ds . 55 48 1T

A E R A VR, A B BRI ] RO L DUTIE NTP RS @i, LAk
N B2 A LS B B0y NTP RS54 725 ¥ Ui B 10 B .

1 FMC L &JRtE1 5 NTP BR &= R &
RO IR 25 4 .

B 7am=E



| 7gEE
% e Lartia s NP s zEs ]

fifi{# Cisco Secure Firewall Management Center il JIT 7 52 £ 15 £ 2 [01) 1EAff [7] 25 B 1) ) e £ 1 QS 438 ) 19
4% L[ NTP JIR55 %5 -

B SCHE NTPv4,
T DA ZRELA B HE O3 B X 4 DAL RR A RE AT IR P o

Fia Z |l
THER LT3R

o WUR B RL MBS B TOTR TG R M2 NTP JIRds s, A EMHIRR . 25 [FD I EA
Vil P2% NTP kg5 4% » 28 48 Ui,

« W EANZAGATH NTP 5528 .
o GRGETHR S NTP IRE 283 TR (BIHT RS LS , HHRIUZ NTP R454% Lid &
] SHA-1. MD5 B AES-128 CMAC 254H %5 Fl1{H .
o 5 NTP R55#% Z I RERAMEH Elc & AR R 3 E .

* Firepower 4100 Z 51|15 % Fl Firepower 9300 % 7% Joi: Al IERE 7 B B RG] AH &, TR ix et
WA IC B R A A8 A MR P T T O AH IR) NTP IR 45 2% . A OCULIE, 1S D Rl AE TR -5 06k 7 ) 3¢
P4

& W Cisco Secure Firewall Management Center & 587 3 1, - H. DHCP JIR45 8% 5 & T AN A T4
FEIX LR E HIIC A NTP IR g5 asic %, W] DHCP $2 41 NTP g5 ds. bt i fl
UL, 1545 DHCP IR g5 Be & b 2> FIAH ] NTP JIR 5545 .

$B1 wHEFRGE &b >®E.

#1®2 il Time Synchronization.

$IE3 WIREE NTP $2/4tATE (Serve TimeviaNTP) 4 T- 2 /A (Enabled) k7, HiEHF S22 (Disabled)
DAZE A B OE ) NTP JIR4545

<

PR KT CRERBIRR LD, k@i NTP” .

LS Nd “ARm”

L6 1 “ARAMNTP H&%a%” XPTEAE, N NTP il 554 1 144 5L IPv4 B IPve Hidik,
FHIBT k) BRPEN FEFL 5 NTP RS 22 MBS, AT L k.

a) M “EHHLER” FRAIERTEF MD5. SHA-18{ AES- 128 CMAC.

b) HIATEE M) NTP RS 2$ % M) MD5. SHA-1 B AES-128 CMAC Z4AS MIZ4AME.
)‘—t\‘:l:—'-:l “ uJ\\jm ”

BLRINEE 2 NTP k5548, WHEEDES 8.

Sk Sk
8 S8
(1-] (--]

I zgRE I



ZaEE |
B essaersamns e mss

L0 (afik) Ll B E O AU B REAT By SAE INTP AR 54, Ik “{ERZIS S 38 IERY
NTP RR$ 8% RILHE,
SEN LR (Save).

T—5Mta
W2 ERAEE N SR G NTP RSk SG 220
s it B WA FEBE: £ (Cisco Secure Firewall Management Center W45t B FR R ) H1 A7 J8 W B
P& NTP B[] [R) 4

TR, B AGREI FMC 5 NTP RS ss iy 2 i ((VERZ S SHMIEIERINTPARSEE)
E51Z R 25 4% W A8 JE R B AN FH 5 A3 B0 0IE o

o FREMCE K, WS (Cisco Secure Firewall Management Center & FEFE ) o

[G]45 B+ [8)4B A~ 177 (8] I 248 NTP AR 55 2%

WAL TOVE AT 0 M 48 NTP k5545, BB MALEA ML NTP JIljkg-4s, ol A ELAE£fCisco
Secure Firewall Management Center>K 75 24 NTP JI45 85

| &

EESEW - IR NTP R4, SRS MR, AU, WK FMC LR 5 NTP
WS, 4 46 50 PR

o RNEUERL Cisco Secure Firewall Management Center H 1 NTP IR45 2%,

¥ Cisco Secure Firewall Management Centerit & & NTP k5548w, WIET-Zh U a), 225k
5P NTP &0, T2 3t m), SR8)5 308 H J NTP 1%

UK

1 1£ Cisco Secure Firewall Management Center_ I 5% & R 45 I 1] :
a) EHEERZ b >EE.
b) At Time Synchronization.
c) W@ NTP 2{tht ) (Serve TimeviaNTP) 41 2 /2 (Enabled) k&, Kk 22

(Disabled).
d MR F.
e) X TIREFHRAIRI, ERARGREPFINLE.
AR TE

g)  FERRHRAEN SRUE RS, T,
h)  fERERTE (Set Time) N4 ¥ & I 1) .

B 7am=E
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| 7gEE
sreEunaRseE [

) WHRERMNXAE UTC, 1§ SN X, RN X 3E N UTC,
) AR TE (Save).
k)  xiil7 Done.
)  siidi Apply.
$IE2 W H Cisco Secure Firewall Management Centerff: 25 NTP IR 2% %% :
a) TEBEREACM TGS, LR EE S .
b) XT@E NTP iRfithfiE, EHFEERR.
c) MtiRTF.
T3 WERZENRS, LMES Cisco Secure Firewall Management Center NTP J 4525 [Fl 2
a) TEAMCESFEE B I & B E SR “IE [F A7 wE T, HRph R E B EE RO NTP

Al
b) K B BT B
IR

X T Firepower J& i1 %, &S (Cisco Secure Firewall Management Center % £ L B TR )
Ky 29 B Bl AN RC 5 NTP B

kY \ — 1 =AY 5 W=
KTEURER T IRE
* Firepower & Bl 0 S H 528 W& i FEHOBAER RTINS [B] o RGEIN B2 4ES Firepower F 40 [A] 1)
REVEM . RGN BCE R PRt S (UTC), B A BRI AR B ) ) 3 2] () A v o

H R E RGN 1] e AL UTC HBURGEIN X, WHAT L 14 75 2218 TR R 1 45 LA
MASSCRF PR R

o W AORE A BEROLEC BN AT NTP S2OEIS 1], AR5 SO AR, 324 e BN NTP IR 55122
TR H R RD I ) o 0 2505 T TR A A 1)1 65 B B RS, DU S (R I e

* '} Cisco Secure Firewall Management Centerii. ¥ ) NTP IR 548 Z 5, WELT-2l 5 oy [a], )%
JNSEAEFH NTP 18500, T2 SESunt(al, 285 H08r A H NTP & 5.

EELRIARZE A, JRF NTP AR S5 S iE RS

I ) 5 B AE K 22 M A AR T Bk I (g “IF X7 i B BRI X (BRAMER “36
[E/212” ) DIAHBIN ] 2o, (HAEH] UTC IR A7 A e B

| o

BR&  INIXIhRE (FE “HPEEI ) B, BOARZNBICE N UTC M. 15202 RS
) WER, ASCRE UTC SRS ], Mg T e AR T 24 HRT R B 2% LA L
FrIPRAS PR

I zgRE I
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B vemssus

UK

7oA |

$E RHERGE 3 >EE.

B2 i Time.

EHAE “H P ik p A K P 8 5 i X s 2 mir i) .
W B & NTP RS- 4% : ARRLHMGER, ESHNTP RS 4-RA . 26 50 1L,

NTP AR £ 2K

WER BN NTP IR G5 A5 AP R], W] LAAE B[] 0O GEFF R4 > BE) EEFERIRE.

= 4 NTPIRTS

5

1t AR

NTP k5528

CUACE M NTP ARk #5 11 TP Huhl B4 FK .

.

NTP JIiR 55 # if i) [ 20 B
« B7EEA (Being Used) X Rk & 5 NTP k45451724 .
* AT A (Available) %7 NTP JIk 45 s Al (A A, (LN [R] AR [R) 20

* AT (Not Available) &7~ NTP IR # 7R MELE ', {2 NTP )5 &5 5F 9"
FEFP AT HIZ 55 4% o

* #¥7E (Pending) %7 NTP iR 55 & 2 B K B NTP Ji5 65 7 47 B Frdsc s 5087 ) 5
ke BEAG IR HERS, BRIk IH KB Y S O E E1E A (Being Used). AT A
(Available) B~ A]F (Not Available).

* R (Unknown) %78 NTP 5 #3 ER A AR A0

AT

BRI L5 NTP g5 & Z A4 R 5 0 IR A -
 Jo RINARBLE S IE.
* AR FRCRE S MIRIE, (HRK.
* BN BRSO e ) -

WER OB E S I0UE, R STOIREEG B % 45 FS 1267 (SHA-1.
MD5 B, AES-128 CMAC) . fillii: bad. key 2. MD5.

fW#% (Offset)

LA I TA] 55 U RE Y NTP IR 452 b i TR] BT AH 25 i s P . SRR s % B TR
T NTP 554, 1EAHKRN B2 I )T NFP 2545

B 7am=E



| 7aEE
spArrsEgE [

5l okl

LI (Last | 1 LS NTP RS S R R LDR 200 NTP R &< PR 2R 27

Updato) TR EAEERB M. i, 8RR E R Bl 300 ) |
SO BRRE SR, NTP R 4 B4 2 075 92 0 A 5
Hiit.

Al oo ML B
ERRAFPEERE
4 Jey P G B W B RS Cisco Secure Firewall Management Center [ FT F e 75 “F P ECE” (User
Configuration) Ui (B4 (3) >BE > BPERSE) FRE FkE:

« WESERMRE|: A B il s b Ik E R A A . R EIIE A A T 1 Web
FURiVi . S Farmma P, dBREEEE T CLIViR ;. &G A REM T 1) i 2 AR B Bl () 25 65 47
Ko FKBRHIEENE CRIME AN EEHPATEMIRE . 1550 % E RS, 5
52 i,

* BRERRTHE RIREL (Track Successful Logins):  FR 443 ERERREAN ] Al ik S Fh s i) 777k (Web Jt
ok CLD B3 5% %) Cisco Secure Firewall Management Center [FJ K%L . I & %)5, RAEES
BIRIELEAL I 4 R D 6 s iR B RERAUINE SRR B E N CRMED I, REGA%
PRERER & DI G KI5 8 o WS EREARI G 5%, 2 52 T

c RABRKAMORE: 2 RGEAE AT NCE N R BE A i IS B K D7 1) 2 /i, TP AT DA S AN B R
(1) Web Fi 5 sk FEUE R E . B R A I IR A 2R 80 Gk 6 s 2k

© RGURAEATEEN T I B0E AU o0 FIRZE D7 e CRIMEAE A 0D
o BRI RN, R GUAR e GRS K 1) SR8 SR
© WURAD AR A R BCE” T B BRIK S RO E I R R R MR FOREL, AR FE A
FP BEFTsE B ™ 2, e R A B RS .
< REIREHIERFREE (58H) « RAKRMEFIRIA N Z IR Web F1fi ] BUE 10 RFEE
ISFIE () .

s RIFHBRAH A SIEH (Max Concurrent SessionsAllowed): A LAFII 4T T (4 2 2880 (g
BE) ik, SRR M RCA A g . IR FOG R P I T R, W
Fiexifia b N CRIZD SERS. W H P BREE B S5 AR A, WSETF RS S
TEBREL . i, WA PR T “HFER” (Admin) fifh, JEHEGIE/SHRAAF/CLI B
FPRISRASIERIE RS, WL OEA AT P&k, WA RVFZH P&, /5 RER.

I zgRE I



74RE |
B c==mzmry

\}

IR O TIERSUEIREIN EH B, REOKHUE H P M 8 e e
WA R, HERE &) >AR>BRMESE G >AR>H
F%%L%%@%**ﬁﬁ( L) o RS kA O
A (3D, WRKINZAB NS, RESASE (R
ﬁ)@%?%iﬁ%¢#m%@ ANBEI I A% SCAR A5 B T Bl
B A RN A (0 1 A L

W FARERRR A2, ATRABEE A 1 21 1024 (5 KIRE. 4 RIFHEAFAXSIER (Max
Concurrent Sessions Allowed) # % A% CERIMED B, JFRSTEEAZIR G,

USRI S T BRI S SO SR I, RGO AN R HME AT A RTTIT I (22, e
BT TR i e B B il .

A

7 B B Y PR

W H H %R E BRI (Password Reuse Limit), JWIZRZiosh B B0 H2 R BN 259 1 el
Ko WP REESE A LD sl sk S . T DO RN P R IR 5 (Web #2118 CLD
R a0 AT ST AN . W SR BRCER S, R GUE D7 sl sk I ER 1H
B BN PREIAN S TR R R

&
i
N

UK

SE1 LRRgE 3D >ERE.

$E2 LARERE.

HIE3 K TR E A R E O A A sk PR B D RO (B KA 256) .
BAS R A A, IEEIA 0.

T4 LR EF

RERPLINE

A R PP o] DAAE$E 52 B R BN A B P BRI IR I 8 s B, JA LR EE T RS )G, ARG S/EH P
Bk Web L CLI B2 7 i T B e 3

\}

AR R REL RGO IERELIH G S0l . WERBE R REINRE], REASKE CMIERR
(RO SR KL AEIXFPE DL T, 3R (K Dl 28 SR AT BE T IR TSI B I

B 7am=E



| 7gEE
aAkEse ]

UK

$E RHERGE 3D >EE.
TE2 SR RFERE.
$IR 3 IR I R BB N PRI ) B s i R E (B KAl 365)

FEE G R IR, T 0.

T4 R E

~

/e Bt s =
& A & B 40 k2
M i € AR BE AR R TR G SOV SR R MO SR 2 U SRR e I 5 I BUE D g

HE1 kHERGE B >EE.

S22 SiEBAREE.

FIB 3 B KB TR MR BB A I I B2 1 2 i dae K 8 e W s 2 e
BAR G AUE, TR 0.

FIB 4 IR SIE R P RIETE (98D BEENBUE Ol & I I BUE 19 7 14 Bhg
B EN, IR RERRBOREA N ZE, 7 RS54 o R B .

$E5 LR E.

RERKFEAZIEH
LA T T PR A L) iR HRE . 2 A 1L iy (3
o AN T PG, T 2 A B 2. ST LA TR A
BRI 2, W2 A RIS 2.

T 2
$E1 kBEREGE B >EE.
T2 AGHEPER.

FER3 W TR (RiE AR5, RIFMERRFESTEE AT FITIT R 2 1n
(e KA

I zgRE I



ZaEE |
B s

FHE ARSI R AN R, A%
IR AR R S I IR S O SR R, RGO AN KRR ST T HE,
S PHLEAT TR 4R E R AR 2 1

T4 R EF

AE+7

zzﬁﬁigﬁq
TN 25 {8 e AT T BEAFAE 22 A R o 1T LB FE /™ ) 55 3 20 R T35 B TR I 2 37 A 285t 1
25 BRI

THERS W TR 2 et I R SR 5%, ATELRRRES € Web ST - (RIS . HAT “4F
P61 (Administrator) f) {4 ) F ™ HAT T S BLIE T R 5 B U7 TR AL B, T 4B 15 [] AN B 52 403 2 A R R X
K, DAHARATIAS REZRAS-25 10 R N3 o

B & = ih BT

i

$E1 kBEREGE B >EE.
HIE2 Sl CLI #8ET.
SIE3 Nl E iGN

* Web Frifl ((XPRFAEHAL )« BE MERSIGEE (98D o BN 0 HAKEAN 1440
(24 /NI

{EH P 532 2T RS A B, 5SS 5 A .
* CLI: A CLI @8R (44D FB. BRMEN o BRMEN 1440 (24 /DR &

TR LR EF.

3T 3[E) A B

Ik 55 AL RISt P A T ID HLJ R R e i Sk B 5 (IR R ARSI, Firepower 5
GEX BRI TP btk ISz 1 5 A 328 B0 B AT N FH IO o ) g s L 223t

X AE R P AN (I R B S IR 55 &%, 7T LIORE AR SEC A 2 15 1 X S 8 I {4 L e TR
AN SR IR 55 o T ] 55 1 5% s U O K

B 7am=E
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| 7gEE
mamzzER

B, ZER—FEHLEEAE SMTP Ji &, HARSKA S LN R BRA T o U1 RAE RS ML & 1 “ Y il
S DU LA SMTP R454%, SR 5B Z IS LR AT 2 8 BELAS I 21 98 & 1 1 4% 7Y Cisco Secure Firewall
Management Center, W JT45 5 SMTP k5545 I I e T #0454 s n 2112 AL LB E ST

TR 2T A5 AT BRI B B B ol (DS 2 T B,
AT 5 SRR R I 2 B A, R 0 T M I S 5 25
RR 5 AR 55 25 i

SR Py e AT AT R REVF W] IE B ORI VF T

i

SE1 EHRG G >ERE.
I 2 EFEREBRET (Vulner ability Mapping).
I3 A LN IEI R
o BERH 11 5 25 35 PR IR R ISR S8 SO B (AL 7 R R A A JEL ) N P B LA S PR L b, 5 DA AR Y

JI 55 i PR L A I .
o TG R 55 45 DI W BB AN 5 (A I 7 A S K R P P BSG  1 EL E, iEIEiR 55
RS VL[ SR -

®#Br WL 2B A (Enabled) 5514 1S HE — VIR b sl B T A7 B2 HE

TR R E

s— 10 4o 2 Sp= N S
RS 81505 E
PRAT LR PB4 LI VGA B8 1 (BRI mh 478 D Linux 2SS HAS

BEATIERE VT AR “HEdl G RCE” Ui, Pl A 412 Firepower A5 (194 HEAL Ja 11k
T o

PERZSCFE T WS PF 1Y) Firepower R40H, W LLELE LAN |47 (SOL) MR #E: 0 BATH L
MNEFEEL(LOM) R P I P s BZ R, 1ML Sk BNZ RGNS 0. e /Mg BEs:
A i A7 ST AT AT BRIGAT S5, 90 W A 5 HLAR 3 510 S A 42 1 L IR st 3k P58 Rt 52 -2 R R0
FF LOM [ M g5 14 4 DR 7 3 gy 70517 5«
o« 5P T A EE L MC1600. MC2600 F1 MC4600 -5, i F CIMC 3y & #: LA 3 LOM. 5500
ZA5 K., 124 1600, 2600 F1 4600 %! Cisco Firepower & H Ly N T 1HRH o

o T PTAT Al B O SRR, T AEHTATERIA (eth0) 5 Bl 11 ISR SCFF LOM. 1%
MRS, 20 I Firepower 45 EEHUL T THRF o

I zgRE I


https://www.cisco.com/c/en/us/td/docs/security/firepower/hw/getting-started/fmc-1600-2600-4600/fmc-1600-2600-4600.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288

7oA |
B ==zsrnnesnags

TR RGNS B ARG P BR T LOM. AEJ3 I RGN e, 38 =T B e1 & 8 B
1 (IPMI) 5 FIRE 5 ) MG BE AR 4

BREARZ LRIREEH S IKE
DU P BT A BT SR

FiaZ |l
o SR A A B BRI T A B =5 A e e & LI ZE B YL (STP).

© WA BN BB, WS BRAIATIRM 1A RN R & B 1
(IPMI) 5 IR PP 45 I

UK

SE1 EHRK 3D >EE.
$®2 NiliEH| & EE (Console Configuration).
IR 3 P AR G Vs T
* LEFE VGA R R 1) VGA i .
o P IR ERITIR O LT Ve i HR AT O
© P R AESTEIE DA B HE 0 LA SOL M4z, (XM REAE F BRIA A Hu 11 5k CIMC 3t 1,
HARR T L B AXRIEAER, WS AEINASI NTHRH .
1B 4 2t SOL fil'E LOM, iHHATLL MRk
< EERGMME BEE (DHCP 5 F3h)
© WFLEPETIEE, AL I IPv4 R
« BINZELAT LOM ¥ | P #biik (1P Address).
AR LOM IP Huhb AU T & Bty B EREE 11 1P Mok, FFEAER—ANF M,

* BN RGN M 418D (Netmask).

s TARGBELAM X (Default Gateway).

PIES MilHRTFE (Save).
PO RGN FES: CRLIERE ) REA GRS SR 7 il BIA SL RIS B E
i BGE MG BB a8 .

B 7am=E
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| 7gEE

s arerfpsaEs [

T—%#ita
o WORPCE T EBATUTI, VSO ORKE S TR A AT 0 1 R BUA M o SR, i IR 55 a B CEL Al T Sy
M DOK R REAT I RE SR ATV I 8L, i ) 0 A B oL RS AT TR TR .

o GARACE T HENESER, WREALNESERAS WS NE SRS M ECE AR
57 Ul

EANEFEERRAKEOESR

WACRE TN L BRI TR A BL D RE I . LOM P 3 1 Rl
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Firepower REST API $& (it & iz 11, DAL SE =7 W HIATH REST %5/ v AUbs i HTTP J7 L&A il
EHRANE . AKX Firepower REST API I TE4I(E S, 1524 (Firepower REST API JUf AT 145
M) .
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PR 4 iR E

(AJ1E) 1+ IR H Web 73 R BF
BONIEHL R, b T 88 Firepower 77, JBFSSCERIEAS N a0 A s, AL FR(EAN PR Da i <8
b VAR PR AR I E, DU LG A TR BE TP MR EALA

B A VAT RSO TR Bt . W RSB AN A B RSB AR WS IX Sl T DAETH 5 14
SERIP

B 7am=E


http://www.vmware.com/.

| 7gEE

UK

zargannzics |

SR KRR RE > EE.

$£I22 Nl Web 947

PR3 dATESE, A R

T—5 it 4

CAIE) HfsE e it O B JNRE R ) W 2 IR 3L = s

Ao BRI R EIEER

Ihae TN FRER
VTR T 1.2 WAL, WAL B (3D >EE > B30 S0 Web DY) 5.
WK 2 HE R kg | 7.0 IAE, Wi ) R KRB (W B N AT AR S S B A,
A3 3R R ) ANTEN RO TR TR BRI . DART, KRR B E A FAGE F] T F R,
AL F A R BRI .
s RS R > EE > BUEE
YETE & AR
SCEENTP R4S 3319 7.0 EHLRUL AT NTP w2548 < 18] 3% 8 0] LU AES-128 CMAC %58 LA S LA =
AES-128 CMAC AilF FEff) MD5 F1 SHA-1 54875347179
s, R BD >BRE > HEREYS
Subject Alternative Name | 6.6 Jy EEALOENE HTTPS UE 15, nJBA$E @ SAN 7B, WHRIE Pt 2 M4
(SAN) 1P Hudik, FRATEUEAE ] SAN. A3 REAI{S ., 15214 REC 5280 55 4.2.1.9
s
PSSR R (B >EE >HTTPSIEH
HTTPS il - 6.6 Hur, BRS IRAEAERIN HTTPS R4S 25iE 64 800 K5 HshFIH. i
T4 (1) B 26438 P () SR A2 TR B FRAS 6.6 2 R A2 BT ERVGE S, IRE F545 24309 PRl A= ok
UE I8 FH () Firepower WA T 5. A STELIME L, 155 2N HTTPS k%% 2%
WS, 585 0,
YEE G BEE R,
24> NTP 6.5 R SCRFE ] SHAT 5 MDS X FRE8 15 4 B iE-15 NTP IR 55 s Z 1] i % 42

A .

WG bR R 3D > BRE > ERE

zgRE I


management-center-admin-72_chapter25.pdf#nameddest=unique_62
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6

B zsmEvmsis

7oA |

LigE RRA FRER

Web 7341 6.5 $%5 BULA Ja T AR M 28 0 b et o FHLLRT A%, SmT AR SRR S 8y
. WS (ATk) EFERH Web 73 HTERER , 5 62 BT,

F 5 CLI Vsli) By | 6.5 1 SSH g B RO, 2 A3 Vi CLL. SRR BONELXAE, (H1

AL CLI %% fiv4 V5 i) Linux Zh5e R 7

R URDDAEA T T RS L TR CLI VT IORA 6.3, ih1 T #T
MR, FEL SR AR RS > BRE > SHARE 1,
U S AR L L

SUBEATE/5 Us 1a] [¥R] e
2l B

6.5

WINT RFRRAFESIEE A HRCE VPSR E T [ N 4TI A4S &
A LB/ E) STl R K E

PR s T IR TR BRI F K, ARG B TE S g 852 X
Mrftads 2% >BR>BR M &% > AR >BRAGNAGCLIR
HbRidoh (gD o R marnmesimhALs (Rig
NIESR/NSRE 3 RPIRE T

BTSSR R

R4 > EE> APRE

R > BR> BRAR

RS 7R B 1 AR
LAY (DAD)

6.4

JAH IPv6 J5, FTLAZEH] DAD. %0l A ¥H25 ] DAD, K{#H DAD ml g4 S
BALIRSS Sl WEREEH MEE, WFHE T A i e S A H O
[l
BT/ GAE U JF :
DAD & i HE

SCFFIT G R

R > BE>EEED > #EO > HEED 210 > 1Pv6

BEMg {E & P 1) 2k
ICMPv6 [B] N 2ZH01 H 1
H AN ]Ik 9 L

6.4

Ja I IPve Jo, ISR LIZEH ICMPv6 [B])3W W 280 H A ml A S . A fg
T B AA I e R b A, LABH 1R VB e AR 4 IR 25 B0k o 2 P Rl 2 28 00 A i vk
JoiEA H 1Pv6 ping B & F O, DAgEAT I .

/B S R > BB > 21EQ > ICMPV6

iz 4. configure network ipv6 destination-unreachable. configure
network ipv6 echo-reply

SCRFRF G B E AL (R web $21),  BulBifEl (R CLI)

B 7am=E



| 7gEE

zargannzics |

RRA

FRER

SRR E R

6.3

NN T RERAINE FORENN S . RG] DUREEAEAS 8 BE Aot K P 3% 2 KB
PATHI R & s k. JH LIRS, M PSR aiE 2 — 40 E, M
et 22 Fric & i R BN I8 K R GEHT Web F4fi L A shell/CLI
Yillo )

W T B ERRENE . ARG LRI P 00 ) il 5%, AR AT
BOE e AT i e . RGBT A P S F e s i s W os i 5
(iGEHF Web S A & shell/CLI V5o )

NINT RABRERMOREAEE GATHIER P RIRE (28 . WX
BEE, EHE G0 DL PR R G e v HC R S TR B P I IS BEL LK 2 i AT DA 4
B NETIRTY Web Fi 118 B UE IR B

W2 ES bR R > KE> BPEE
SCRFF G L

HTTPS ik

6.3

Hur, BRSO ERN HTTPS R 4525 UE TR AE =45 F sh 23 . Wit
H A IS AE TR BIRRA 6.3 Z A A2 I BRI IR & 28 1E 10, TR 45 28E T B E
HE R A I 20 555 213 . WA SR BN HTTPS ARSS #3E 15, WIBLAE
ARG LLEET AR .

B/ 2B i SE: RG> E >HTTPSIEP Wi > B HTTPSIES .

SCREHI G R

AE S HIANZEH] CLI 5 Rl AL
B 7 B

6.3

PR Web $2 TR B T BT SLIEHE: 16 ReE (3D >BE > 1548
BLE vl /R A CLI i 1E14 R .

« . ] SSH &Sk A E L. CLI,
o UM IED: ] SSH %% & PRIl U7 ) Linux 4h5e. MA4ASHIIY 6.3 Fit
ALK LIRS 55 6.3 RUAS T2 T ER VIR &

FERRA 6.3 20, =6 BEE I RGOl E, EI0GEH TR .
g, R I GV S ECE . WS e Hrk i, 2 A B
B UHIAE s AR RO B b R BB A b (H, TR Ly,
S AE S U b R O E— A

SRS AL

zgRE I



E
B zsmEvmsis

B 7am=E



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



