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ST AR N B R S R T ROR ORIAN LRI I AR - TIUE SCIR QIR & #%, - 01 CPU AT Snort;
B I AT R PR A B O AR AR AN F 5 SOOI A IR .

Fia Z |l

FHEIBA PR P AR b A OCIERIN () P 2 8 (BEaedabn) iR I RESTAPT GRE >Fo
& > REST APl EiZID .

)

AR SRR AR DUE T T BB 6.7 M mARCA . BRI, X T 6.7 Z I IR A ARAS, R
JEJH REST APIL, 3247 {ROEMEFA2 TR AN 25 /R IX SE 4R F5

UK

H$IB1 EREREZG B > ET0R > K,
A FH WS 32 S EAS U7 1) 1 2545 0 RIS TR0 I 5 2%

HE2  ERESIRD, SERF () MEE (V) LUBITFRIISZE R &SIE.
PR3 Aahws s s BRI (+) LU I 4 AR .
L4 NEFKEKL (Select Correlation Group) Rz, ERFTUE L IWSBA sk f g [ e L4l
WIS LENTIE ORI G, EIEFd, 2RJ5 AR (Add).
* CPU - £4li~F1i
* CPU - Snort
* CPU - HAth
© WA - Hdi-r i
«
L6 EANE A OB SR, HAT LA A
a) EFFBENX (Custom).
b) i, 7EI=HIERZFR (Dashboard Name) 7 B i A ME— 4 PRl 52 BN A4 7K
o) Tk, MIEERIEHRA TR YR PEEE— N, RGN EERIEER T h a0 IR BEAH DY 45 AR o
« JER ARATHTENR, WS ERA SRS, 531 0.
* CPU; AR lfiabs, W2 CPU 414i3br , 55 29 UL .
o RBEGURE: AKX RS, 1ES M BRI Rhr , 5535 00,

B =z R



| s

Firepower % &f5#5

CPU A f b5

WA LR R

Firepower i 18R .

c CEEIICE AT RN, TS CE R E AL R br . 5834 T .
« Wi AORNTHRNR, 1ES W WA ALIRRS . S5 34 T .

« W0 GORRTHTRRS, WS O RN, 530 0.

* Snort; KA HTEFR, 1S4 Snort 413845 , 25 31 7L &

* ASP B AR TR, 1EZ0 ASP Z3rdabs , 2532 0L,

s ARAFERR LU ) — AP AS AL R bR o
BEMBR B TRAR, W SGEIH AT X o FabBRE SR D o] R %A .
ST (Add) BLSE R TAR SR R P R A n 224 RO I 2%
T LA AR sl B 1 5E ORISR TR -

LUR #4512 Firepower J8U 9 I BE s 42 LI ISR DL B o

IBATIRDLM AR B ER S CPU A AR AR GETHE B, IS R B LR 23 1) CPU AT L -

% 3: CPU 4B¥E+R

L 15t AR -5
P FEBPPfE 25— 23 R -TEY CPU AT %
Hodh-F-1i i~ 25— 3 gy CPU AT %
Snort Snort FEFEHIL — 7 BT CPU A4 %
ARG BT — B R GEHERE 11 CPU A 2. %
PIERZ L Ja oM ETA LT ) CPU AT %

IBATRGL M PR BRI L Bt AR ARG G v 5 B, QAR E-~- T Snort A AL .

R 4 ATFBEIERR

FEHR i3t AR B
e X GAT e X GAT o bytes
Gl AT AAE o bytes
P FNC ] B~ T A T 0 B KN A bytes
5% K Snort Snort BEFRASFH 15 K N AF bytes

bxber ol |



B zoass

ETRR |

fEtR 1JLBR EE
Snort iz K V) Snort JEFAE I (¥ 55 K ATHe Y A7« bytes
Tl 42 N AEER (1550) 1550 “F b iy e] I A7 ey
R AR (256) 256 PR HA R N AE . ey
EYESS ARG N A bytes
51 ST AT bytes
ISRARIIELS AT swap RN AF bytes
Kt 11 Heys P IR 1R A bytes
el A 1ot HClE-~F- A T A AF P23 B %
Snort 1§ H H 73-tb Snort FERAE N A7 T2 EL . %
A o b T ACHHI WAL T o0 L. %
ARG A ARG WAFE . %
ZGEHM Swap 1] 73 L RGN WA BN A7 b %
Snort Snort FERALE R N A7 bytes
EEIERIES A SN A bytes
Snort AL 1 #k Snort FEFALE )R ASHe W A7 bytes

AR bR

BAPIRGME PR IR R B A 38 ORI S B, B LGS A R R Ze v B

& 5 EOSEER

et 3558 Fast
B FHMHAR B s
SB35 e £ NS R ey bytes
N AT bytes
LB AR B, W
A B B RPN bytes
it e it AR bytes

B =z R
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SEE PR ey

Snort H3EFr

gzt

fEHR 15 AR EEM
Ky LA e AR 40, B e
A& BeimeRAs: 1 RRIFE, 0 R KM 150
il HE WP S R B S M NAT B HOT O 4eit
% 6 EIBAE IR
fEHR 15 BA %
K&t BRI KGR BT
KGR EE LRk RS RE IR
BOATEOL T, KRRUEE R K T4 10 2 1GB 1)
Wio KEATLAEH RGETFFR ST iy 4148
;fw%@@ﬁ,uE@%%MCu¢m%k%
ER USRI R B, SRR
PPN ST
A5 FH o (e SR IETEAT R S
e 2 4% TV S FoNDIIpCE 2@ BT
TR R A JIT A R R AR e ¥
R TCP M H:%k TCP MR W RFRDE B BT
TR UDP 345 UDP &AL M R R S
TRE O i {E Snort JEFE G P I OR B % BRI B O LB | B0y
17 TCP/UDP 4.
TR B (1) 4% T TR R R S
TR B S P e 22 1 TR (K IR R iEE
EEinpu A L R B R K i W S
NAT #4 BoRE R ey
NAT e fulée At — U IR R B 0 73 5L KA S

BATIRGUR PR AHIRER 5 Snort BEREAHSCIIZETHE B

bxber ol |



B asp =i

% 7: Snort A3 ¥R

ETRR |

RBCE HATEEBRAERIBLIE,  Snort 23742 UK (0
DA EIER .

Ei=t N 15 BB (5
FH 1121 2R Snort 7E F &l & - E T IR B
P BE L R P BE L R B R B B
WFE L8 AR WAR LA A B . M P P e ARG U | 50T
Ki£F| Snort Z Af EFIRA, IR S N
Snort A iEAE 4 FAF
VRN PR BRSSO, B P2 19 Snort &K% | B
TRA R U
P AL R R P SR M R A A 5 DR I AR A 2 ATV R B o B+
O 38 ke VB~ T e g EEFEF R B BT T i . B
EEFENEIE Snort IS INE] 242 37 K SR U 40 B+
FEAN R Snort B N INBR =R S 5. Flan, |3

IR ST

SE4 (Instances) Snort SEBIEL GHEFE) . v
Ht A2 A B FH 2 7 43 EE | i~ TS BA B B A AR 26 %

FH T~ Snort ZATM &8I FIEE AL | 4 Snort RATIM JGVE AL FEE IR E I, Sk Ailln) | Hov

ACTTHON PG

T Snort ¢ P T G8 Rt (1505 42 | Snort 5 P ISl 46 i iy Bt (0. 50w o Ky
T RX BAZ s i &t i 8 | B TRl A2 i i &t 1 2o 40,48 E2
£

BT TX BAZ s gead s | Bh 115 4 BA 21 s &t i 2 4 G2
@

T NESAE - T A% 3] Snort £ 85 (4K e
WITER WITIE R ECR . X EeFHAA )T Snort BREE | £

ASP Z3TfibR

ARG P a8 BRI 5 I 2 A B 1% (ASP) Z 37 I B0 B B BAH DG I G A5 R

B =z R



INES 0

% 8: ASP EF1gHR

BHR 15 AR (5N
TR Y T 2 P A TR HH S LR DX P Py BT
I B R G5V P R T SR L 2 B A e A B 3 | B
L2 K 2 5% gkl T58 2 I ACL B 4 B e . | $er
L2 Ji VXLAN %37 Gt TN 2 2 ACL i & AR RER S | BT

VXLAN out_tag 1M #4544 1 2 (.45

NAT ¥ [f] 45 2R 0K Gt 4 SR 4 5 1 A USE B bk i B2 3 | 07
R I ENLI IR

NAT ‘KIK il sl xlate LU 1P B4R Sk I | 2007

BAH R va A% X AV A SRR H G R AR TE RIS — Bk | £
(IPv4) 1) MAC M3k ivF 2 57 1) £0cdl 0 i) £ s b AT
.

BRI vo 2 X} 2 A VA SRR AR B G AR JE RIS — ik | 257
(IPv6) 1) MAC HiuhE 25 57 (1 B0 G i £l kA T
R

B Snort FYNPH ISR MIEE | X Snort FBLERLIE SR AR AT T e

4 8 Snort BHIE A F (U

FEMWT - Snort 413 EM - Snort | FF T Snort AHLET HIGIE AT E I | BT
down; ZEMi - Snort E3F BTG Snort BEEt 2L H];  Snort BB K %
o

TSR ) A i ASP R BERE Ik B BAAIRR | £
HFE. e 2 HR T, SRERME
7, I Hobrh Bas s iy .

THELRIGNEE 2 2 H I MAC sk 24k i, | 305
—HAERRMG BRI H FsMAC KIS FE,
H22i il ARP FI/EL ICMP i1 B E 3k EALI AL
.

THEL A R BB H X 48 A B 38 6 JE AT A B | $
R o SR AT A I AE BRI, B %
T ICMP #1Rf5 B, W&k E] 5 ICMP i
S RN MU SC AT AT A (P

IEFIH B2 A5 P il

H#% MAC L2 25k 2k M

I K
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. E B EAIEIR

ETRR |

Fe PR B LR R I

FEFR 15t AR e

NAT & PAT it [f] xlate SRR B H brL PAT 3t A FI B b AH UL ) | $07-
HEREIIRAT xlate HIUREL.

To BN H THA 22 A A5 22 2 VR I B0 AU B R e i oy | 7

ZAKE HEB Edhs B By L 45

TS AW A B B BA S 8 B £
O ETTRENIN SRR Ve ERER (8

ey

ELHEBA SR A I 1 Kbl Bt L 2]

ST HEBN SR 25 B R MR TSI | %

i} il Pl bz
# Snort BLIESFIABLIESZR | et Snort BEBPTIR KA g EF M IREL | By
B Snort R 23 ) K £ it Snort BEHUE K (AU AR Z 50 K. | By

RFEL A TCP Hifiatd

GEHAE N AR AR [ e R ) A Hd R i 2
4F SYN £ tu i) K.

CL A2 R e B 2 e

AT RO AR A IR ERAT OC DB B B I v (5 L, 040 IPS SN HCRT ACE %,

* 9. BEEMEEHIER

FeFR i)z B

ACE %1 Vil B (ACE) 2o, vimssiilyR |5
(ACL) HH— 8 Z > ACE 4.

o WIEe AR SR A (R ) 4 e

AR =g N

IBATIRDL P AR ER R B B AL A A DU SR S5 R, AR 20 DRI AT T

= 10: # 2 EIRRR

f&HR i8R B
B BRI R KN bytes
A B A R ) bytes
ngfw I (%) Ingfw 73 DX AL IR RAAE 2% 1) 1 43 LE %
/ngfw/Volume 1 i & (%) Ingfw/Volume 7 X A4 FH (RS 2% W) 71 43 EE o %
/dev/cgroups i H & (%) /dev/cgroups F3 XA FH R 4 7 18] 1 53 Lt %

B =z R



| s
sz [

FEFR i3t BB B
/mnt/disk0 1 1] & (%) /mnt/disk0 43 X A8 FH P HEEL =5 8] 15 43 LE . %
/var/volatile f i & (%) Ivar/volatile 73 XA R 5 2% 1) 11 43 L %

REEHREAIRPR

IBATIRGL M A IR R A ERE A HERE T R M RIS B AN, X TR SRBEERE, 1847 IREL
AR IR R CPU AU, WAEFI IR IEHIEAT I (A HRES .

= 11 KRR AER

&R i3t AR 5N

CPU ] % PRSP IR T 2L 5 724 CPUE I & (i | %o
Ja—aEh .

HOBT A h KL PP 25— 0 By CPU AT % %

K& it 25— 2B -r ) CPU IR %

IEH 24T IN 1) Snort BERESIT 73 B 172 CPU AT ] %, %o

CH WA WAL PR GEHERE 744 CPU AT %

BTN BT 2R RS2 A
AT FTPR A R F s A

R 12BITIRRIETRAT

KSR A WS EFR PRERRREHE |X3A
HR iR () R TR P 2D AN PIRGUE EAEE H E

b, HL A R A AR R BE I BB AT .
T A SRR AR LR 21RO

Wk B T

FET =z @) 4 FRA TR A PSRBT
CUR TR, O FL% AR

2 we (M) e LR TR A P b MEAPRBUEST

CUB I T BRAFL, I L% il G AR AR 2 o

BORA ISR R P POIRES, PR T,
T e e B A E O Bl e AN T
BUGVEAL T . AR AR R, e RS
ZEEIE.
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ETRR |

B sennssnm

VO RSB R BB R SERE |12

i Fa (0 s, FORYA PO FTATIEA TR B BN T %
T () A B S TG ) BRAEL N B AT

Ck R gikeg () orth TR A IS TIRGUSE (U FeL T “™
7By ST RSB FRTER A T
B B AT R S R T BRAE N BT

i amE () Wit LR AR, 4 B R TIR
VT L L - e[| Wi TS

BTN EHLE

SR =P

STl

CEATIROUHEAEALE i, BT LA E s R U 5 45 75 Cisco Secure Firewall Management

Center H BB T IRDLFAF LR ABITIRDLAT o 584 T B R SCH S RL B R nT DL A b 23 Hr
IBATIRBUE R TR B AT IRBL S o T ISR SR, DU U5 ) ) e IE T & (1 A F AT
RS B o IR TR NS AT IR DU IR 60, 3T LUSE A ROt e B AT IR Dl 0

o

W] DAAEISAT AR RL P DRI T VR 2 bR AL D g

é{%'
LY
iz

Je

TIRIREH

AU ILOY . da Yol 2z o M P A BE AT IR Y
ITIROLFAFRALE” (Table View of Health Events) Ut $i it 5 & v o LA s IR B A1 51

{ECisco Secure Firewall Management Center ' A Health Monitor VLI o) iz f ARG Fe -, 4]
R 2B TS A TR AT

WRERE R, AT DLA A TR R AR A . ASBE B i 200 R s [R] Sk A A i

A

UK

HFE

B =z R

BT DO Z AL AN 1558, Ay DOk [l B b A 5 S Re A PR B SHER s A IR B A 1
PRAURE DU o NSRS A RL R R A A T IE A RN )9 [ P9 (e, (R R 2L, SmT LA
Hf i A e T ¥ B LA PR (K R ST iR

A5 (3D > EBEITHR > B4,



| sFwn
wapmggsssrwnss [

=7 WA B L TAFRBEA RIS RO RAE, 1S (W TIERTRE) ([switch
workflow]). 7& “IEFETAERFE” (Select Workflow) T I, fidnE{TRiREH (Health
Events).

ER O WRR SR, T RET SRR )G .

RIERINLEER/BITRREN

UK

B AR RAISTRILIAE B W SIAR RIS PRIUI  5 26 1,
2 EEHRAIIE (Module Status Summary) B, i 5 A7 A R B I

A PR3 9 DI R 8 B R B
S (e E AT LTI M B0 Alert Detail 17, 17 it Events.
RGN “SEATRULIAE” (Health Bvents) TTIHT, 6 6 DA 46 44 B A2 5 AT IR SEH AL 4,
BRI R 700 R 5 o e S S, 05 R A B T i

S 4 WA BT R A T TR, 115 T8 ZIR% (Search Constraints), 4R AliliHER%E
#R (Module Name) BRHl K I B o

BEEREEITIRREMHR
PSR, T DT AT T PRSI R o 7 I\ R0 0 B L 15 1 20

i

FE1 EFRGE $H >ETRRE > B4,
PR 2 AL Emin] k.
o PR - BOKE ST RN AAE,  DME AT DAPRIEGR [HI BRZ 0, 3 AU STE AN % (Bookmark
ThisPage), UMLK, ARG AT IRTE (Save).
o PSUCTAERRE - TR B HAIZI RGO TAERRE, Wi (W ITIER) ([switch
workflows]).
o MERTFHAF - ZEMBRISATIROLFAE, T e b S ER i R 55 1L SR HE, AR5 R HBR (Delete).
SR 4 H7 2 BRGALE TR i A F A, 1 i Delete All, SRS WAL B3 43 AT
o AR - AR A B T I B s AR R - SR &1 88 (Report Designer).
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B snnssx

A

iz

B =z R

ETRR |

s B BUHE “IBATIRDL” (Health) AL 2 ISR IR TR YIS . R, Wiy

[A] FR A A AL I, DUAE 2 FE L AR IS TR 2 1 AME R E et e R e d e E ) IR
INAESFATRLIE R BSOS A TSN R, BT R A A X AR L

o AL - SRR BT .

o SRR - ERHIR PR I, W AT E R E T ERERE.

o PHEAD - FATEIAD SRR AR OIS

© R - R F AT, ERE R P B is], s R B i

« MAESH - HAEWE T EFRHEETEAGEE, WA TEREE (View All)

« AAEVEME S - HAE S RNSIPROCEF ORI TR R, 39 sl SR 22 i i Sk i
c BEZA - HEE SN SAPROSEF R FEMEE G R, LTS A TR B IS i

AT 551U SIEHE, K5 R EE (View).

s AAERE - EEBREREH P S, Wl ORE” FIR R ORE” BRI RS

Fifs

/SmmiRN [ AEN

ITIRREMR
TEAEIBAT RO Tk £85I “IsAT RO " BEREIe T SR, DA E B & is PRI, 4
IBATRDLIG 5 E AR, RGUK Al — s TR A

I AR PRDL SR W] LA A AR R 7 BL.

R 13 BITRRABEFE

FH 15t AR
BEHAL TR TR A A AT IR DA R ) 2 7K

iy, LEAEME CPU MEREMSEIF, A
cru. FHZRNATRIE ] ) CPU A2 M1 CPU i 5

Hit.
44 B AT PARDUREBR (1 44 5K o
(PR ZO
IS [h) IBATARDLEAF R I TE) 3K o
(PRI ZO
A R REAT IR DU I ik . i, ik

PATRERE I AR AT IR DL FA AR LN vnabie

to Executeo




| sFwn
arwnszne ]

FH 15 AR
fH R B A AR DL AT (K 45 R CHpAE
HE

W, oS AR I ) % A I CPU %%
VRIS R 80% 8% LA I, Cisco Secure Firewall
Management Center’gh 23 /E s AT ARBLFAE, WX
fE AT LEAT 80 B 100 Z M) i — /N

LA SR AR ST . T DMEHT S (%) Gl
[EREHEL 2

flhn, i RILEAE M R B8 T (9 CPU B A
F] 80% kLA LI, Cisco Secure Firewall
Management Center2s “FE iz AR GLFAFE, AT

IR N EH T (%)

R ABEIREIPRE GUE, O, Somoit
D .

i XTSRRI R RO S, Bl IEAT

RUCFAF B 3. %FT Cisco Secure Firewall
Management Centerflt 75 I 1R OLEF A, B4
Fo WHBUIUAAET ZIHE D

B A IBAPIRBLFAF ) B o

BITIR L an = h 52

ik WA |imEs
AP PE 8 UL B | 7.1 | LUF UL STk ekt LB P00 1 T M ol
- e
- Helg

U

il

W/ ARG i RE > BITIRR > REE. B > BITIRR > BIR UL g E > i
TR > IR ER .
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B snnsene

ETRR |

LigE

R

HHER

SR

7.1

IBAPIRDUE R DL B 9 D) e«
 ERGHE BRSNS
© ERRATRAR ORI S K B

JE} Firepower 2100 RAIASCRFZ G I fE .

BrIEA PR OB

7.0.0

TN T B IS4 RGBSR
© AMP BERRIRAS: M BB % AMP 235 % .
* AMP Threat Grid IR7: A JguWrBi 4% AMP Threat Grid 4% .
* ASP E . B N 2 A B A T IR 2

2 Snort R AR S AR IERE . SRR RIS EAEAN S Snort SETHE
E

/N o

« HUAEIRZS FTD: Wif% Firepower 2100 A1 1000 ¥4 EIHUAR I IEIEbR.
o FORTRAS s WA S G 4 g 1R 55— P it W )
* FMC 5 I BC 8 B e 4% HAEAE A B v B EAT 1R U e T B 5 O

* FMC HA R s A B bl DOk s Z A I RIS . o eyl
IR B

* FTD HA RS : a2 IR ) BUYr S i HA b LR BE % 2 8] (R [R5 AR

s VRGBT MRRGIEA T CC Xk UCAPL #, WHAT IR
G R A

B0 W Firepower 9300 Al 4100 “F- & LRI B RS THE B
o A AR a4 SR AR U F i b O
* MySQL IR Wi MySQL il i (IR 2
« NTPOIRAS: WEFHLE A NTP I8P A5k
* RabbitMQ IR7&: Mifs RabbitMQ 7 B & A CH RS o
s M gHE R IRk A BB E ¥ IPv4 F IPve B fE .
* SSE EFRAS: MBIV HE1% SSE =% .
* Sybase IR#: Mifs Sybase Hidls IR
o RAEBTALMR RS 2 Uy 10 28 1 SR A FH 1) R A b 2.
* VPN Ziilf5 B I dsul S A F297 ) VPN BRE Se 015 S

o XTLS i1#4e: Wi xTLS/SSL i« W AEFIZE4EAT 2k

B =z R



| s

arwnszne ]

R

HHER

BRI B

7.0.0

AT ROUI ARSI T LT HY i D g -
o BRI TP PRI, SRAELLR AR
o e n] A
© PRI =
« FFHEATIRIL
* CPU [#{H
* Memory
s PrER
o BEAALE A
o STRAY pg B AR s TR«
o T SIS AT AR EAR

* P APIROUBE B ALK HARIZ AT IR DL R AR

B PR OB

6.7.0

ANFHER] CPU AE B . A5, TSR LL MBI T % CPU i I L
* CPU ML (M%)« MBI 0 B CPU S ..
* CPU ff I % i i IFBcf B A B~ iR 138 CPU A %
* CPU i Snort: Wi¥#E# - Snort HEFL T35 CPU fi I K.
* CPU RS Ifsies LITH RGN T CPU i %,
N T UL AR DLER ER GV -
« ERGHE R MESERLHE B NAT H it 5.
o RBEUERRGETE R WA OCHEMERR RS L VRV RE R TR B T4

s HEMRESOHE R WA RCHER ENSHE R, B ACE £, IPS KLU

* Snort ZvlME & WM. WAIEIE R Snort il .

AN T DA R DR i Py A5 1 O
o WA R BT . W 50 1 it R A 1 240 BE AR
o WARAE TS UL Snort: W44 Snort FEFAE FH 14 B0 Be WAZ I B 70 b .

bxber ol |



B snnsene

BTk |

gk WA | EamEe
SEATIRBL MR INAE 670 | SEATIRGLIE VRN T AT 38 e
o EPARGUHIE TUR, $R4 Firepower 750 0 FIL AR BEFb.0. 45 50 {57 4 1 & (11 £
R I
o U S B Fo VR S T R
o T, SR B SRR (I ED 4
41,
o BT D SR B AT A B R I AT IR e
o TSR AR bR 1 5 BTG . TR Sl Tk 8, 141 CPU A
Snorts BTt T FI S bR AL M 5 11 LA Sk B 1 5 SIS T
DB R L1 [67.0 | AR LA A M B A TR, 7t 2 0 B L M B i S
W B S BT e AR R URL o SR 0 BB B4 1 W i 5 7
Fi et
RS TG B (700 |k 6.6.3 S0l T 8 RIS FFRIN T B E MIRI: FLE A A
AN |
eRERLE 6.63 | 2 BB LB oM B 5 T P AR BN, BRI R B S
TR T8 2 b P 17, LR T P O, AR R o, T o
OB . SR, 18T LA o 22 AR X W 1 4000 A 5
URL I Fss sttt | 6.5.0 | Al A% 80ty Evkib M BURRl 25, URL ik I bl 2 0 1 3.
URL Ryl fdscidt 640 | Ry DIBCE URL 2o PR A a3 B4R K 15 B o
PTG ¥k (630 | Bk uR & T B SR B4

Hh U K S

D SR e 2 PTG 0 P ) R A5 R 00 AR T A A 4R R ISP 1) BN T8 S0,
U A e s S AR

B =z R
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—HZ, UFHBHIRSERAE N,



