EHLEE

AT T 28 e A P S B S

o EHUECE SCHFMZR AL &4, 510
o ALY, 2T

o FHUECESCIFPIIEEAENGEE , F3 W
o EHLRCE SO EIE RS, H 5T

o EHLRCE SCIFR RS A%, S 9 T

o LHUECE SCIEH) Web N, 55 14 T

o EHUECESCAEP ML, 2815 7T

o EHLRCE SO ERIL, 16 T

o FHUECE CHEPH) VLAN FRic, %5 16 0L
o EHLECESCAFR M sadsk . 17 i
o ENUECESCHFR I ENUBME . 17 I

o EHLECE SCPE AR IR A, 5 20 UL
o EHUSCE SCHE RS RS AR, 55 22 1T
o EHLECE SO R 55 22 1T

o EHLRCE SCHFR A L, 25 T

o FHUBCESCHR P stk , 5 26 1L

EHEEXHRIERINL & FMH

X

i}
% Jjn

=

SCEFRYIE
(SN

RRfat

- EELGY

| =



B

E &S

e |

LT

B\

T MR E ST SE 3 R IR SR AL B 1A DG A MU A5 B o U7 ) B UL & SO, AT LA
A

o MAEART o) 2% B S R P EA T3 A0

o AL B2 W P I 2% EHLEY TP Mtk (AT A SR B AT S
ENURC B SO AT SR I B 1) N % RS B, B ENLA B MAC Hihk. KR VF T UER]
RGMEE, FHRE B T ER.

* FEEHL LIBATIEAE RS

© FEENL FIBATIIRS A

* FEENLEABATI% S i A Web [V

* JEENL EIBATHI MY

* B EREFE R 10C) drid

* ML ER VLAN frid

2L 24 NI ERH PSS

5 EHUORERM AR allow i

o WU IR A Fi

* 5N

* LK Nmap F1H 45
P& SCPE IR 2 B AU 18R] LUK 8 1) 0 4 BN 1T 5 T () 7 20 L o B WA T 4
g, T LL:

* SMECEE R EHUITE A B I EN L

o AEH EHUE B VR e R g UL S L, AR B B DG SR AR
NS E SO, 0] DAAYE % EALNILE EHUS M, e SCENUE M.

SR B 3G N G S AR R AR DA (323, AT LUE il R geab B s i 5 5, DUER
BAG G T ENL BN RGNS, DR ENEAE AT AR 5525 20 i o

o, ORI E S FAAT Nmap 3148, LAY 78 EHURCE SCUE P IRIR G S ARAE R GUfE R . Nmap
P T H B3 TGRS A EHL 384T A R AR S5 S (AT A5 B i a R s In 1 3
HLERAE RGNS S5 3 13

| EEDEE
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eI e |

% EE
AR LRI, 3 T

E A B & BRI

A AL

TR E AT eI ANE N T2 ERRES EHL. mTREM B D G S
o AL E T IR T AR 258 IS r R o
o« CIBE| TN
 EHUITLET N BOAS S 190 25 S I SHEmes 1) A2 o

A RER
FHUCE SO R 45 ST BEAR B LIS RN ¢ ML T G Bn 5.
Bl

o Blhn, R RGN REME AR T IP AR (B STP. SNAP &k IPX) TN, W<
ZENE N MAC NS INEN 2w i b, Haz BN MG Bz b1 1P EHL.

* RG] LJHE*ILU\‘% 1) NetFlow % R INE] P 5 i vy, (DR X S8 EALA AT A B
BRI 12 B NetFlow FIS2 45 B & 5005 2 (1 2 7

(JZ1T VRF BYE88) B4 IP it AT RER R E D EH

AR ENUE 13217 VRE B4R a5 1, A 1P bk fr ErraefU& 24 L. VRF ol LUK
VERAES 1P k2 S, DA R 1P bk mT BLAEAE AN R 2% e

EEENEEXH
i
T PR 5

o FEATAR 2% W b, Bl E 2 A0 B PR S B SO BRI TP Mk

 FEARATSAFRRIE L, e AR ST C B S AL TP bk S50 (1 EANECE S 5 RHERY
EM -

ENEEXHFHERENER

BEA M UNC B S35 TR AT A I 2T A LA 3 % 1R AN R

=



e |
B =nEsxsrnarEmnzs

EHUE B SR I RN A T B R IR U

15
5 EHUORERIA

IP ik (IP Addresses)

BT 5 EHUAASC TP Mt (IPv4 FIIPVE) o RGNS ENUHSCH IP Mok, FFH, Wi ZHeiE,
O EHUE R ZA 1P HuhEEAT 2041, TPve THLEH /D5 AN IPve Huhl (Al ARl 4 )= ]
B, WA AEMLS IPv4 Hibik. 4l IPv4 FHLATHIAE 24 IPv4 Hudik,

FAUECE A A R 5% A G 1P fhhik. anvl . #% i AL IP Huhbid o & — A%
YL 1t A S P s L7 et 1 R P b R R AR

RS BRAREOLE, DR RET =AMk S £EBR IR (show all) s ML T A Mkl

F#17& (Hostname)
wER e, AEN R A .

NetBIOS Z#7 (NetBIOS Name)

A, BN NetBIOS & k. N1#FH NetBIOS Mt & ) Microsoft Windows 4L, A&
Macintosh. Linux B¢ Ath & #R 0] A — > NetBIOS & K. #iltn, WM& A Samba iIR55 251 Linux
FHLATHIH 2 > NetBIOS %Ko

& (BEED (Device [Hops])
A DAR AR AE I
o I P 2 R ISR G R AR E S, ML U AR A B A%, s
o AbFRRE LR IN 2 109 45 WS 1) NetFlow S 1) 6 #
O 2 LI BE #5154 2R T BN L T (P 2 kg (AR S0 « WRZ A& UE
SN, RS B K LUK o
R B2, W] REH LA R

o TR 2% R TSRO TR R P R ITAA A2 L £ 9 2% B0 K 2 SRRV Jn 28] ) 4 gt o
o

o CUEH] EHU A DY BERL DA INiZ FHL, {H Firepower F 48 AL E] .

MAC itk (TTL) (MAC Addresses [TTL])

FEHUB I 2N ) — AN ERZ A MAC HihEFIAHSC NIC LR R, H5-5 mf ok NIC AR Ok S s A 22 1 A A7 i
i) (TTL) {i.

WA Z G WA N, ARG ARG L, Cisco Secure Firewall Management Center
B ENUAHRI T MAC #BhEA TTL 4.

| EEDEE



| EmEmy

ER IS b i |

R MAC Huht IR B R, W MAC Hiuht 2 R T ARP A1 DHCP 3t 84630 21 A =LA S i/ 552/
F MAC Hbhk, it ARP I DHCP JR &0 5 1P Huhb A e 4552

R UHLAR s ) MAC sk 24 Bhitidik, o9 5 EHLAY TP sl IR SCIE . 1, 1T Firepower ¥
% AN A S M B L EHIZRE MAC Huhik, 40 3L 8K [ Firepower W #5 K HLEEERE IR B, W)
WAL F I MAC Huhib CEIER i #s MAC Hulib) 02 B o FALATE) MAC #idlk.
FHER
RERMEI B4R WL Bk, BORMB RS B, MHF. NAT 34 ok 6 s i
7% o
RY T X M8 8 ) T VA0 4

o AT BRI (CDP) Y &, AT U 2835 & S FLRAY (PR RN )

o LI AE SR BRI (STP), TR 15 £ U3 kg A 4 MLl Y A

o K ZAME AR MAC HERENL, AR08 T 5 287 MAC ik

o Kl i TTL AEARAL, skl be s 2 f3 S I A1 A2 A SES S TTL A8, 7R NAT B4 A1 4
B ds

* RS T XA BB 1 7 ik Fs:
« STk BB & R S A HTTP Jit &+ i H P AR B4 o
o ¥R E BN HTTP it s

URBE A AR 32 0y P48 B 2 A Bl e e, I B K VAR L

EREERE
e — ORI SEALER TP btk i) HSIAT IS TR)

HAIAH P
A G ENIH
THER, A SIS P AR Gk BN AREBUT P AVENE A 5T

5%

ER . R BB MNR SRR B, SRR A BOA TAR SRR R T B
EHAERI SR WeRaT g, XLEHERE S EHARCHI P 1P k.

ENBCEXHRRIRIER S

I I3 A e R AL RS ) 6 N Y HE B ol A P ARERIR 5 (0 L, RSl sl iz 17
FEENL EEAE RGN S0y b4, RGBS HAKRIRERAE R GE S, thlnmd LA )

=
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B vmsExsrmgezs

AE T A Nmap 4 TH W 8. i fs S M B 0, RGee % 18y B an A S )
PSEG. BOAEOUT, M AR B e, JLUOE N s TR, et TR S 4.
AT, AR Ge e PO A R G0E SCMAR BRI RE SC, - IR A EA S O3 P AT SR AL 6 (1
SOREA E AT PER S 03 . REURERE B FORYS AR L, DU AT RER I f5e PEAH (17 S

HI T A R G W LN TR 2103 LLRBE X EALA S g m ocpe, e n] s 22 T ahfe
L HARMERAERGE R Ah, TR B E (RERSERTERD NI RRIE RS, IR
CLZE R PR (AT ] 2R A

i, R R g E EHLERE &880 Microsoft Windows 2003, {HEHL5EFR_FIZ4T 12 Microsoft
Windows XP Professional SP2, W AHM M 5 B4 RAG G4y B W HARIIEAE KRG S0 7T L se &
EHURTFASIE, DAEZ BN 50 s HLAEF G . e

R ARG I 2 EALERAE R U5 B Rim shi R gD A RS A b o, WSk 5 b
Ko MSATAEL PRI, FRGURE RIS P £ 473 R IR IR RS SC I o

A DL T 190 26 IR SR LUK R SIASCHR VAN N 3132 NetFlow 3 tH 28 MR 2 K N LI S s oo (R, B
AEVCE EHU AT BEOR B EBRAE RS Y, A WIBAT A TR LR B A RS

R ENUSAT I EAE R G e CL0E 1 9 25 A0 SRS o 115 8K allow 44 %%, W] Cisco Secure Firewall
Management Center 23 FJH] allow % 5. B HURbRICERAE RSE B MeAh, W SOBBRM R 8 2% 1 AT
SIP) allow 445, % EIbnas HIMAE % 4 ERVE R G551 .

FRUA EHLRIIRAE R GG 0 BB I SRR PR A . EIR W P A s S ] L E SO
S

AR RN EAE RSSO RE S LS A allow 44 R 3 HURE DL o

TE M 28 B 25 1 ML B SO, “HAE RS (Operating Systems) i 73 IRFRZE SO “ &

47 (Systems), FEEHANER A7 (Hardware) 1. TR “RE” FHH THAFEE, WZAR
GRS ol 20— AN Mg . EIERE, Ba&aea, Wl ael A miit-r
BIE R, [HASKN 2R 3h & RE M- 15 &

MG E SO b Bon R RG0S B Bai B .
LS

) i AT 5 .

BRIERGM L /M

BAE RGN o

BRIER G mlr= &

WP
o FRAGE MBI AT RUSCEE 1) B4 A7 B0l 5 o di P REAE ML s AT 3 R
* pending, WERRGMARVUNERIERSE, I H A7 Hotb 5 3 2ot vl

| EEDEE
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* unknown, WURRGIEMERIE RS, I B3 oAl 5 0 8t vl 1 T4 RS

\}

AR AR TEHUERE REA R RGN RS, 12 (Cisco Secure Firewall Management
Center WAMCEFRR) FHEMIE —F.

1RIE R FRRA/ AR A
BAERGA . WER BN SRR B B, WIRRCAS A 1 3% L2 H678 gailbrokens

KR
WP EZ
* HJ7: user_name
* NiF: app_name
o FI T H: scanner type (Nmap o{HAb33 T

* FirePOWER

ARG e N2 AN AE,  DARE #RAE R LN S

ERREREEHD

AT AT BN N 0 LR E B AE RGNS . R GEA T RUEA e 73 Gokefi & ERL AT 5 6
FEG M FIER, 205 G AR B

THEE, AN MR RS M, EF AW

UK

FHB1 Sl EHUCE SO R 1E R % (Operating System) B3R {E R i 5 (Operating System Conflicts) ¥
SHIEE (View).

PIE2 AFEEHEE P EERS , 65 Wik mE R,

S3 i, TR RS S 0L MR (W)

/firepower/fmc/fmc_config_guide/discovery-host-profiles/t _editing server identities.xml

R ARSI BB RS 0

RGN “EAERZ S5 E” (Operating System Identity Information) 3L & [ #HIBR &4, HAEIE
FHAR L B 38T R ALAC B S IR E R G 41T S

| =


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

e |

B c=zanezrgesn

WEHBRIERGE S0

1E
w

1E
v

=1

%2

] LUf H Firepower 224t Web FLHI B FEHL M ATEAE R S0 76 W25 S 1H 3 B AR UK 78 o6 T A
HARAR RN, DA R TIRIE PR R A oo tE . (2, WUR{EgEIRIE R GRS, R 2]
FHAFEMNRIBEERGE Sy, WERAERERGEMN R EMRRIIRAT, IXPFEEE RS AR A
YHRAE RS

UK

s B E SCIERE R S (Operating System) #7) 1 () 4w48 (Edit).
IEIN A 2 AN
* WNIRIER Gt E X (OS Definition) 4413 1L F HATE X (Current Definition), ik FALEIA
IN ST E R S, RGP 6.
* MIR1EZR S E X (OSDefinition) MR Ik Ui EAE RAE S 0 ALK, RGBS 05K 6.
* WIRIER S E X (OS Definition) '~z 41| ik P E X (User-Defined), SR 54k 24T 58
3,
W, EFMERBEEXERFERFE (UseCustom Display String), 4R 5 16 i B AE R B 2 75 &8 (Vendor
String). FEEFFF & (Product String) 1 ARAZF & (Version String) 7B s i) B E P A5 .
B, BSOS R LY B SR AL E RS, 1 HERZE (Vendor) FIP=a (Product) 7413 ik
¥t
B, ERCEBRAE RGO, N EZEA (Major). RERA (Minor). EITHRZA
(Revision). WEBARZA (Build). #MT (Patch) Fli RARZA (Extension) R4l rhik$t.
B, WRERRCENHBIERENEE, EaHEEZE (Configure Fixes).
fE PR EaE B R, AR5 SR (Add).
¥, {iH] Patch il Extension 8R4 INAHSHM TR R

R9 iR

AR ER
BAERG S M bR, 8 1

RIERG SN IR

WA RS o2 B AR R Y BT RIS Shibe i, 2 AR GuAs i 2 (KB & 03 5 2 ks
SR, SRR PR

PRI R G5 0 5 RAE EHLEC B S U AR 2

HITER G Web Frififilt e S 43 S B E EHLARTNRAE RS fr e £ Web F 111 8¢5 5 03 KA ofi T
A ARSI, AEFE B TR TR VP AL R A O

| EEDEE
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Ehmnperganssxnst [

(IR RAIRIER G B0 A H BT 515

UK

L1 T E BHEE CHIRIER S (Operating System) #47.
L2 MWL R:

o R EBCE N BHURAE RS ERAE RS 0 5510 B8 S AT S 7 (Make Current).
o RN B N 2T SR K B0k QS S, WEIMER ARG 2 B

BRIR(ERGE S

UK

HIE 1 E MU E SO 3R E B g3 (Operating System Conflicts) #54 i i g R (Resolve).
IR 2 A7 LU Pk I] ik
* MIRMER G E X (OSDefinition) 41 R k£ ZHAETEX (Current Definition), i FHLEHIA
UCURTINERAE RS S, Rk 2 DK 6.
* MIB1ERGEE X (OS Definition) 241 3& rhik FAH B P S ERAE R S 4y LI —AARAK, R

B 2L 6,
* WRIER R E X (OS Definition) ~ug& ik M R E X (User-Defined), &5 kST 20 5%
3,

$IE3 o, EPMERBAEXERFRE (UseCustom Display String), 48 Jmifiy N\ B AE 2 B =2 75 & (Vendor
String). F=@F e (Product String) FIARZAF 7 &8 (Version String) 7B Wos i H & A AT H .
FB 4 B, BRSO FRMEN AL ERE RS, T B (Vendor) A& (Product) 481 3& ik

o
SRS o, ERERERGENTRRAZON, §NEZRA. RERA. EITHRA. REBRRA. T A
I RRARZA T f 81K i

FE6 o, WRERR OV HBRERGENER, B EZE (Configure Fixes).
TR LB REMEBEEIR.
T8 riliTTM.

EHBCEXHFRIARSS =S

FHUBCE SRR “HRg5 487 (Servers) 7051 HIAE S 4 P 2% h K EHL_ EAS DN B (IR S5 45« T
NetFlow sk IR S5 4% . sl Eahdil i TR sl AT RES DA R 55 2% o

=



e |
B =nEacarnmss

PIRPREG ENRZ 0B 100 GRS ABIREE, AE IR BTSSR SR 18 RS 415
ARSI, BRI TN MHBR RS2 B 25w R I

W AE A Nmap F45 4L, Nmap SAEHEHTAK I 2 FI7ETF I TCP i 1847 [R5 4 1 45 3 n &
s a2 WIRHEAT Nmap F1#5E0 S A Nmap 5%, nlEIFI “HH25 7 (Scan Results) #73A
2 HPE AR E SCER, F1)H Nmap #7148 L EAE BRI R IR 552845 B b4k, g
DR g WIS rh R AL, MR S5 45 ) Nmap F1H 45 R bk F 57 .

)

AR R LUK AL S K NetFlow % FRASINEI 45 BT, (EOZIX L8 LI AT A B A IR
[¥1; 115 Z B NetFlow 152 B o Sode 2 IR 22 5%

A T UBC B SO (0 R 55 2 AR AR R T3 ) SOy 3

o B RIE T P A8 R DT 1) EAUECE SO, e HBLZIRGT A TR L, AR SR G5 S I A K
R AR L AR AR S 2 PR A R, 3 R RSS2 AR SFIL 1 FE (O .

o WER DA AR 5 2007 1) LA E SCIF, IR 55 a5 8 23 I il B VRN R 1 IR 55 4 5514
¥ E ()

)

ER WU EHOEAEISAT I RS WS 1 OSSR A R allow 44 LR IR 545, W Cisco Secure
Firewall Management Center 2> Fl| FH| allow 44 % 3 R AR iC A A LI IR 55 25

25 BRSBTS

Y
J 55 4 B FH A4

i H

IBAT W55 4 (K35 1o

ISz F #38

LA AL il

* N EMRR A AR

* WERARG M T2 AR Z — ok € sl 2 iR N P, W2 pending

* WER AR GETCIAR I T NI PSR SR N Sl G RAE B AT V8 AT N IR 55 2 B D0, 3l
o WU A D REES IEAT S A5 S I SRS I ik 554% - W20 unknown

R Bl bra i AN AR B, 2 Bonbsid.

| EEDEE
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smExsrmmsiass ]

{7 F1RR ZS (Vendor and Version)

Hi Firepower 4t Nmap s A E AP0 0 sl EH LA D BESAT RO HE N R ARRCAS . T SR
AR M OIS R, FBOb A

EFNEEXHPRIRSFFMER

Cisco Secure Firewall Management Center4) H (4R IR 45 25 ) 4% S0 21 i) 5 0y Be 2 vl ik 16 4. #3)
S5 L FE 9 24 E A B T NetFlow 10 3% o 40 R R GRSl 21 22 AN LR B B & 2 AR, ik 4 4 ]
A Z DRI B, RN RS IEAT A R IR S A 500, 5248 T2 TN 48 ik 5545 4
Z A AR i as ik RGN 2 M HTTP #58hk5 . 1V, Cisco Secure Firewall Management
Center| i HIE NI PR S 2 hn IR B BAA BRI, fltn, AP A B T REEIALN .

Cisco Secure Firewall Management Center’fé LU /4 {7 T AR IR . R GE nlRE IR 25 2% B0 bR iR H T
FA I, ORI ECL EAL. PR AR LG E SO BRI SRS allow 44 L9
PP AH ISR R

Pk 55 2 VE A RV AT Sl os B BT Ak R 452 AH 56 1 BRI JS 1)1 IR G548 15 B

AR EACE SO RS A, RSS2 VEAIME B nT AR RS S8 VRS B T J7 o IRSS de i . IRk
- AR P G T IR S 2R I BAME B, DA BRI IR S 4% o M BGEE A B S Uk 25 2 B - 4 H
I, RGETCE R BRI A A DR R IR 25 2% o TR S5 SR R 007 I 55 2 R ) 380 ) 55— A e 4 9 i
256 NFT . X AT BANAE R G — K B IR S5 A e 4R i HLAOBCEE — IR . R 9 2550 R
S, ZEMICA-FoSERIRR s, A LU N K] ASCIL 7R .

\}

AR BAENS A, BRI Mg KBS 4B 3R 1% MR (Capture Banners) EHE. ERIA
LT IZIEIAL T2 RS

FHURCE S RS T B o s LA E R

8L
k55 4 BT FH PR 44 FR o

i O
1EAT IR 55 2% ()3 1
tH Firepower 4852 ¥ 45 B Nmap F4 T A 20 R IR 55 345 8. BRAE RGEA I 212 iR 55 2%
PE, A FHUR RS 4  f h B 0.

bR {EFARTIE] (Last Used)
RSN B AR A i A H A SR AR RGN RN Z IR S A AR, I AU AN )
L RAE R e ) S e T R as EdE S NI ) . M4k Cisco Secure Firewall Management Center it & 1 )
WE, i FEN A D RE S AR TS S S, RE B PO Web S H P
HAALEBIS

| =



e |
B z=mssumes

[z A iy
IR CEN, IS5 A% T N B SR 44
13 i 78
RSS2 BEN R o WAL R AR A, AR T B
R A
S e AR RSN, A BIR %7 B
KR
HFELL T —
* H}: user_name
* W fH: app name
« F4 L H: scanner type (Nmap i tAh14% T H)

* X+ Firepower 2t BN H, & Firepower. Firepower Port Match 3§
Firepower Pattern Match

* X1 M NetFlow =S Il 1 B 28 U IR 55 4%, O NetFlow

RG] e N2 AR EE, LU E IS5 4% (1 5 6

EERSHFARER

UK

FEENUECE S, sl BRSS 28 M RSS2 5510 1) A (©) .

éﬁiﬂﬂﬁ:ﬁ =1=] %ﬁ}

AT SR LIRSS A A S B NIE B DN B EHURAETE S, DURMIBRZAE S AR R (R I o
BN, 3w LA A 2545 5 43 o

IR B A AN BRI S5 s, RIS BRIE— S th itk . IERAR IR KRR Server Detail 5t % 1
olr, T HIRIER], S RN E SO AR 55 4% 2 BT AR IR

AN BE G 4 B 4% e SR B PR e 26 8 I PR IR 55 4 51 47

UK

B PR BN E I HIARSS 8. (Servers) 7>,

| EEDEE
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Sk S S OSE
S8 N8 N NE

mrmssannz

Ay
S

RITEE (View) LUTIT “IRg5 44115 7 (Server Detail) 5 Hi % 1
TR S 28 S0, 5 A TR R KRS 28 6 43 3 0010 MRIRR (W)
TESURS B Gr, 1 mRSERIIR P IR 355 1A dRig (4D .
EATPIRhIEFE
* Mk BR S5
* MR 55 3%

o
a1l B W NN

Qe
S

2R H A (Select Server Type) FHrdl bk £ 2411 & X.
B2 A (Select Server Type) |41 ik FE AR S5 25257,

L6 o, TN HIZIR S A S AN B R = o, T IR P iR AR S5 2R X AU PR#I| (Restrict by Server Type)

SLIEHE .

PERT o, ERE RS ARG, HEFER B EX BRFH (UseCustom Display String),

RGN R B 8 (Vendor String) FIARAZFEFFE (Version String).

$IR8  {EFmBRET (Product Mappings) #7r, GEFEEAE I RIERAE RGeS FIRRCAS .

w5l
Bltn, S A B AR SS Se et ) Red Hat Linux 9, 1%+ Redhat, Inc. 1E 4 4ELW 7 . Redhat Linux {F
KPR A 9 VE N AR

FB®  WRIERRCNHRSHNERE, ERLEEIZE (Configure Fixes), JFREENIZIR ST % M I 4h

TIRmEBE R,

S0 AT

IR AR S5 25 B i 5

I P A A5 T B USORE R 55 s 5 AR B AR N B E ML I, S SR AR SR e R B 2% 1 E Bk
WIPh R S5 4% AR Ui, U2 BN G5 4 5 43 o R

UK

T EEHECE ST, SARRRSSEE (Servers) 47

P2 sl 55 LR

$IE3 MIEIFIRSS 2R 2B (Select Server Type) |43 h IR 25 #5287

T4 B, EAHZIR S AR A AR R b, T R AR S 8S RBUBR I (Restrict by Server Type)
STIEHE

PIRS wi, ARG HAFRACA, HEER P BEX2RF R & (UseCustom Display String),
RGN B & (Vendor String) MARAZF & (Version String).

SIR6 (- SERET (Product Mappings) &40, PR EE AT IHRAE R4 7= S AIRRAR o

w15l
W, H A IR S5 25 WLt 81 Red Hat Linux 9, %14 Redhat, Inc. /£ 54t M % . Redhat Linux /%
7= BA B 9 A Sk AR

=



e |
B = web mm

FET WRER R CNHIIRS S EE, 1 RECE 2 E (Configure Fixes), IR 20 %Ik 45 s N T I 4h
TiHRmaEERI%R.
P8 milizEM.

EHBCE XA RY Web [

FHLELE AR “Web NH” (Web Application) #4327 R GER B TEE I 2% 4L HisAT &
Ui K1 Web N HH o Z2 458 AT (] B AR 30 R0 = sl RS Y TR0 25 7 i A Web WIS S, {H & M NetFlow id
SKUS I ENUE BB
IR TR0 AR S B 7E ML EAS I 2 ) N 7= S RRROCAS . AR ART w] %% P i B Web AR EL, B
P b= ks 38045 S FH PR B TR]
A e 2 8 H 16 e B EISAT IR P e AEISBIRRTIE, 2 K5k B E3halhl g ks g & -
Ui f R, BBV ENL EMIBRE i b, R GE T2 i P A P i AN FE AL S A B
(B Py .

WEAR, O AR R I 3 R 19 80 s, R Geas W S AR U I IR 100 > Web N o AR5 21 BRI
o, 2RIk A 8 s 3 AR I 5 %00 WA AH G ET Web NV, BB HH IR ZUAE AT Ffefv

o o2 0 W e P s Y. BRI, B

o EAUBCE SCAMIBR 5 Web [ ARG MY A5 L

WER ENUIEAEBAT 12 18 S 28 Bt (K QIR h K 5 0 allow 44 FAKI R T, U Firepower 7 #LpLh2%
A allow 44 5 SRR FRICA SR N -

BN g L A S R e, i Az i Baies (B . 2gonn
SRR R TR T, 0TI B2 N T 2T = RRARAS, L% WL TP Mgk
BRI S S T TR, AN TR

NI 2 SEAUC S R s R N A R

ISz F #98
R MH] CHTTP P 5545 DNS 207 S a5 45D AR i 8 1 s
& Rif

KT = s S Firepower RZEUUM Lt Nmap ik sid EHUAALhRESRAT . Wik
A R RE R, PR At

RRZ
BRI RRAS o

| EEDEE



| EmEmy
mEmEE s web i ]

Web 7 FH

XTI ZE XA, A RSEAE http Ui & PRSI BN N 2. Web N HH{E R K< H Firepower R
FH Nmap i3k Sl EHUR A ZHRESRIF R e RN A (B, WMV 58 QuickTime) « A1 %
o] R AT U E, FBON .

M EHLEC & 3T i Bx Web Rz F
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