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DR b 7 DAT SR 42 LUV S (R 4 A ORI (R A AN 2 “ % (Monitor)e ANE, BE758R AT LA
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.
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T PR I 1 ) s L TRV £ B FH B AL

[ A i ZE 3 FA%RIE (Application Protocol Category and Tag)
JEIR T N HRFE M4 AR UE, D BhIE T RN e .

ISz FA XU RE:

BRI R N R RIR S “ARR R« 7 L R L R BCCRRARY .
HERE AR ARSI A AR AR s 12 B s e et XU o

B EEsHineeEREy



| etz mREs
e L e |

N =P Sk

LRI B N IR IR AL S GE: “HEH T  “mT . R L R B“aR
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MW BAUE A R G H &G T BUAAE; AL HIIAE Cisco Secure Firewall Management Center Web 4t
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ST T BRI Y U5 1) TP stk (AR e 1) DNS fig##fr, e BN .
HES A RKARTTMNTT, I8 H BB AT NG 7B ], 28 18 L.
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B AHIX . BIE AR B, 0020 JE F AR S 4 2 i Ak P B 7 6 4] U7 ) 4 H R

BiEEFim IP (RgERXE: originalClientSrclP)
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£ Cisco Secure Firewall Management Center Web J[ffj 7 :
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FiFKo

1t Cisco Secure Firewall Management Center Web Ft[fii ', DNS. %% (IP Huli-) FI URL 241
WERERMNSE IR LN TB. ARG HEM D, XEHE BAARE KA.
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RiRE
£ Cisco Secure Firewall Management Center Web J-[fj 7, - JH {7 PR il 8 22 A1 P I o
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£ Cisco Secure Firewall Management Center Web F[I 7, 3 S8 SR il 4% 2 A & .
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Ik Ui SGT fHk A i £

ST H % 5 SGT M I 431 H 3¢ 3-8k 1 ISE
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C A
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T T InE S B BB . AREMEMAERTEE, 12 https://www.iana.org/

assignments/tls-parameters/tls-parameters.xhtml .
IS FA F %4509 SSL %
P BEAE Firepower £ F 1.0 Web St i A VRIS 2 7B
7£ SSL R FB i yes 8% no DA TLS/SSL %8 sl (b= & #2
SSL fHAR1E (R HE: SSLExpectedAction)
7E Cisco Secure Firewall Management Center Web JL 1, 7 BAUAH R 7B .
75 SSL BN AR L T, RGeS I T 0 2 e 1R B A
Ny SSL SEBRIZ{E (SSL Actual Action) %1 i FIAEAT{E
SSL kMEE (R HZE: SSLFlowStatus)
FRGE G O 0B e 1 J A
« RAN
« AR
© 5
© RBAFII LG
© REINE B
© INZCREI I A
© ANICREI SSL A
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o S5 HAIE P AL B TE 2K

o MRS BRUETHRLOR AT

« TVEZAAHE# DN

« TILEGATMER# DN

* RHENM) SSL A

* SMEUET SR A AT

* SMIIE B HR BN T

« WEBLET 51T

« WEBLEF SR A A

« WHBIEH AR H

© ELET RGO AT

o M5 Ak A A W]

o M55 AR IE R

© TERRAE

FBE BN ER R TARRR IR 1% SSL ARZS (SSL Status) FBeH .

SSL i fEIR

*AfE TLS/SSL & il W A BRI IN, D HRRAAFRA TN ERACRS,  WROR KB e, WY
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SSL fEkRE
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)o
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* SERVER ALERT
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* SERVER_HELLO
* SERVER_CERTIFICATE
* SERVER KEY EXCHANGE
* CERTIFICATE_REQUEST
* SERVER_HELLO DONE
* CLIENT CERTIFICATE
* CLIENT KEY_EXCHANGE
* CERTIFICATE VERIFY
* CLIENT CHANGE CIPHER SPEC
* CLIENT FINISHED
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* HANDSHAKE OTHER
« APP_DATA FROM_CLIENT
* APP_DATA FROM_SERVER
IG5 EE_ARR_ANLHEC
FES T TR B 1R S5 SAE 15 BA AN B T4 52 38044 1 A FH 44 80 SAN .
* UEH_Z847_HIT
TEGRAT AR B 55 H 344 UCBC IRE -+ o
* k2847 _MISS
TEGAF T AR 5 H AR A VR e

QRN A TLS/SSL Lok g, MPK /i & HEARTBEAT. A CTHEAIE R, 1ESH T
TLS 0Bk
SSL %kB& (RGHE: SSLPolicy)

AP SSL S o

DR SRAE VS 2 S R B E R T TLS MR S54% S DL, JF HBA 5 U )42 1 SR SR IR 11
SSL #es, Wt 7 Be A X AT SSL A FOR B AR A 7

SSL #N (R4 HZE: SSLRuleName)

AL B ) SSL MR RER AT, LU SRR ME AR 5F — A M F 0 o SR DL e A 428
R, 2 7 By Bos A FLE R RN A 0K, R PR A4 B
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SSL ServerName ({XPRBRZHE)

SSL

SSL

SSL

SSL

MW BAAE N R4 H G TFBUAAAE; A2 HBLLE Cisco Secure Firewall Management Center Web 7t
ﬁ EF‘ o

& it T ST N B R 1 IR 4 A LA

2EID (R4 HZE: SSLSessionlD)

£ TLS/SSL #2 T-H1IH], £E% ) i 55 MRk 55 4% Z A B iy (19 + /N 2kl 22 16 1D

R

5 A ) SSL SRBRIEAE  (SSL A BRINRAF B ICTA MR 25 (MR SR AE ) DCIRIHR1E .

IEBKR F51) SSL LB HEgNfE B WRUE AT (Fln, X+ TLS/SSL 42 F4 1M 52
FEER) B bR e Bos K,

WER ARG N R=:, WL o PRI SSL SRBR#R4E (SSL Actual Action) (JEik
fil 3 IR LU 2 SSL R R B (SSL FailureReason). filt1, 1 4L 5 ekl 2145 FH A
PP R R RS D& R e 7 izdht, WLy BUE7S Do Not Decrypt

(Unknown Cipher Suite).

MR T BN, ERA N EE A SSL SKBR#EAE (SSL Actual Action) 1 SSL KR Bl (SSL
Failure Reason) {E L 217 A ZeAb Bl G 4 K COn s i

EAE/MMAEFREER/M X

MW FBANAE Cisco Secure Firewall Management Center Web 1 h i) 1, HAUE IR 7B
5 0 S DGR IR FH 3 B A 3 T AE ] 2R/ HB DX TR R4 1SO 3166-1 alpha-2 [E 5/ X ACH
FIEID (R HE: SSLTicketID)

7F. TLS/SSL 42 T3 1R] A 126 11 43 1 BA SR 1y — A1 7S bl 51

SSLURL Category ({XFRZEZEHZE)

SSL

hn#sih 5217 URL ) URL 2851,

M FBANAE b 28 H & 7B AE; {F Cisco Secure Firewall Management Center Web FL i H, 1
FBPHEAETE “URL 28907 Fihs,

7iEZ [ URL .
MRA (RZEH: SSLVersion)
FH RN 345 1) TLS/SSL WSl iR AR
« RAN
* SSLv2.0
* SSLv3.0
* TLSv1.0

* TLSv1.1
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* TLSv1.2

* TLSv1.3

TCPHrE (R HZE: TCPFlags)

At (8]

XHF A NetFlow $dfa iR, 2RI PRI 21K TCP AR,
PRI T BN, A S5 BEIN TCP ARG HIER A A 20 BAT b — MRS M Py 4%

ARG RIRACE AN LI I (0 5 70 Bl 18 18] B A 45 R 18] o e BEA TR

HiREEH

BT BUT LR 7 B
PRI P A A 1) Bt B 1R R

e (KB)

B AU R 7 B
FEIER AR B R (BLT 8 1D

R B /T ESE MM (R HE: Tunnel or Prefilter Rule)

AL PR (VI BRI RN L FUIE 30 5 A U 0L D 45 SRS BR AR AT

URL. URL Z5IF1 URL 5% (A% HZE: URL. URL 23] #1 SSLURL Category, URL ZE3)

SR 24 EHLE K ) URL BLA 1% URL ZEGIANE 2 (i)

R URL #2575 H.DNS i€ 25 B, W DNS &) F B B ondd, Jf H URL 25151 URL {528
& %8

R RGARBIEBH 1 TLS/SSL W, MGk URL 7 T mEs, RESET SSLiFHiR
MR E. Bk, XFF TLS/SSL M, FB R NEEEIEB @A LHR.

7524 ik SSLURL Category .

RAPRRE (REAE: UserAgent)

MIERZ I 2K HTTP Y LS BRI ACBE 745 £ IS R

VLANID (R%HZE: VLAN_ID)

5 i e V) B4 B SR IBR 1) B A BB ) VAN 1D

Web A (R HZE: WebApplication)

FRoREFARI B HTTP Jit 2 N A B0 K 11 URL 1) Web W H .

2R Web W AN RC A5 URL, izt AW ERERR, Bl 5. W R R gk i 21 HE
i, WaAFMZEE N gy, IRRAZR IS Web B H] .

R RGANREAE HTTP it P UM 8 T, 7B M2 (Web Browsing) .
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R LT

Web 17 F 231 F0#71i2 (Web Application Category and Tag)
JeoR T N RREE bR, DATE B T AN DR

KT EEN 2 HMEYS FR

1t Cisco Secure Firewall Management Center Web S 1fiH, & n] LMEH 247 > FE3E 7205 N IR
BB CAEGRE A I IR 2 .

\}

AR TR R, AR S EER S T Rt A A R
ST BEFIRER 7B

FEAT FO A 0 ) AR S R Gl SIS RE R Ty 5 L ERIRIT TR] 7 57 o

2R PRH

R LA 25 () 7P B ISR KR M S i T AL TR R 2, Bk, AR
RN EE AR R bR AE L A AOE R o A RAE AT R R IR BRAL ZOE R 2, e A8 SCTAR GRS
AR AR U A G 252, WIJC R B SR e A ANE ] (N/A), AR IR 2

REAEFE

RZH T B2 R B /~YE Cisco Secure Firewall Management Center Web FHH A1 248 HEW B . %
AP RS HEERI T BAAEREHEHEPAT . Wiring, —S5BUE RS H &4
fit, JF HIHAh— L7 B AR R G W B o o R B TAE Web SIS IFFB, RZIRR.

BXREERFMIN T, RIBRF0&EENAEW T 7 AR

F LARIELRER

FH EHEE A
KL TT /R Y T HER R IR TS /N T o

EERRI AR T A58 B NMRIR B A SO 56 T AR T o

U/ H b NS Ko iU/ H b
(Source/Destination)

A A AT DA JE R 1R AL Ty B Y o

ROMBIEN |l B | B Sk fE 0 R AT IR
CGEtER., 1 | B R R S B, R DAL T
B
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wasnEE

FELLUREOU, JEREFAFPR “J5 A" (Reason) 7B a8 i skIEFL I J5 A«

= (Reason) 1% AR (Description)

25 PRl (Content | RS 8P B LASE S “ 22448 R ” (Safe Search) B YouTube EDU ZhfEAH X

Restriction) N 25 PR

DNS FHiE RGN AR 4 e IR R 450% 8. “DNS BHIE” Rl “fH
7« BRI ok Sinkhole #AEILAL, AT T DNS MUIHRIE.

DNS Wi f RGN AR AL T 22 AR BRI R 40 B, (HOR R Ge e B A5 i AN 2 4B 44
BUEE

P ik R R B DIPN R & KR, XM IR /N AL BLSE e Ak R ge b fg . BR
WHEBL R, KRR TAE 10 B 1GB (. U REFARR
0 iy R ORI () (B, DAAE BB 48 CLI h PUA K% A1 R TEANAE
K&, #i5Z# (Cisco Firepower gJipitHdr42%) 157
iR AR I VRN A) BRI, AR K B
R LA A e P HITIRCR IR G A A AR TR (4845, 4911 Snort. R
G AL 04 CPU fishs. AOTEAME R, WZ M “INSAHBE R 7 575,

SCAFBH R PSS RGN SO ORI A SO ORI JRRIERE Y “BE
b7 #AEILEC .

SCPE B SR | & L 1 E SR A 3 B R G B AR i ST A

SO A RGP B € R SO

FOVPAREEAT ST | SO AR eI “ BRSO B0 “BHAESEERAE” SCHHNIBH b . AEREE fuvr
SCHFIRGE UG i 5 SR 2 05, ¥ B34k HTTP <xif b D5 H e Bk
T

BHARARSAL SO | RIS 8 AT = B4 SO W] eV ST AR e AR W07 [ 4%
TSRS BH I SO B 2 5, & ABMSE 1 HTTP 2. s R IE Y IR 2
H.

BN AT BREN HIZEAT (IAB) B

Intelli A

Bopae TP R “(HE” (Trusy, W IAB A FAETHER. IR, %

il .

o WRERAESE “ VY (Allow), W IAB A TR, DUHC IR & ] ikt —b
ﬁﬁo
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J& & (Reason)

15 FH (Description)

AR

Snort2 5| - ZR SR BAS T B ARSI B K OMRSRISIERD - “A
R BEIE” T A T BEL R TR BELE” 48RRI A AT BRI )« Fo v
BAEILE.

Snort3 5| - P Rl ZFr” SR, SR, A AR
127 W O RS i GRS DT Y VR .

YN FaE G

ARG BN EIFARBLIER AR I RN oA MR BB “ 42
AR I, RIS R ARG UL o

IP BHLLL

ARG ARG P bk A2 R B E Lk k. “TPPIE” JRIRA Y
“RHLIE” #AEILAC

IP W5

ARGURARYE 1P bt A2z AR Bl R 4 1, (HRCK R G B o s AN e 4R
Yk

SSL FH.iE (SSL
Block)

ZRAHET TLS/SSL A A Bie B 1k & #: . “SSL FHIE” (SSL Block) J5 A 454
L “BH1L” (Block) #:AEITHL.

URL FHIE

RGARZ KA RYS URL A2 R IRERIE 434 . “URL FHAE” JsR2
“RHLLE” VLA

URL Mz

ARGUR RS URL A2 a5 RO E 40 1, (BROK R Ele B0 I AN e f 4
.

RO REZ T

ARG HTTP 53K, E ] Sl 50 i s A A G k. “ 1
J1EAT” (User Bypass) JRNERZL “ " (Allow) #RAEILRD .

EHAEEESEHFERNEXK

TR IR B R S AF SR T 2 P A AR

WEESHVFATIE

VP2 DIREEOR R T A AR ¥ & LIk 2 VPT Zhae, JF HF 2 DhREIAE R B 5 Bl T

AEFFE

ARG EEM SR RER GEERHRND M5 Fln, nraedf 5 AR N NS -,
WAL UAE DNS. HTTP 88 HTTPS (#7348 AR 20 5 FH () ML

BAEM % BFRENENS NetFlow

B4l NetFlow “FB LAAL, NetFlow 13 9 AT H 45 5 b p T3 & PO  AE il i B A B 162
[ NetFlow 152 % 15 & Kk 2 ) IR 22 5% o
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TG B

REISE IR ) it e A A R S AR A dpe R R PEAN PR RE Iy AT

B, AEREAT S 2 B R U PG 20, ARG i St s i IR IR LR,
SRS REAIZN G SV TR RS R (Bl 56 .

IERAZE: EEMFFERER

ARG BESL NS, AT PETOITIRIE R 45N (B I C sz E HE R T s R SERC & N
AT Ak HE % 2

TFUR A S AN BAT 00 I AS £ 2 T RF LI [A) A (R B E IR B (B, JERE rp A S Bl 1)
BRI AR A D o AR RIE RS T Sl M S URL R AR, H
PR E A RS INE R AT VR E B o EHTTIR H A Rl 7 2 52 B4 (R M — 3 331
EEEGER. A S5HE

R BRSSO R KB BT A 5 B e BN, RV DU % B S B A %
Frmfa B, PR ZE R A S 2 s S

LR, EREAE TR R, X DU ABE R AR H AR WER AR GIE N POL S E BT
GEHSCHR I AR 2 L AN S AR T i

HiELE

SR H GO SR (0 LA e A AR AN PR A

« CMAE ST Active Directory 385 il 8% HEAT & 3 56 E 1Y F PSS IE £ h id & ISE I, A3 7
ISE 6B e EBF A 50 LDAP. RADIUS 58 RSA 345 1 34 HE4T 5 403 Wik 1% FH 7 1)
ISE %4k

o 124 ISE Bt & o SO0 VR S N 1 5€ XL SGT MU AEIN, A8 “w4dibric” (SGT) 7K

o AUFE B IO U 4% A AL BEKERE R, A BT e S AR 7B (B 2 4 DX 7 B b I g i
A5 D -

o {NAE T SSL SIS AL TR I N i, A MHFETLS/SSLAH I F B . R ATFE M= R E, W]
L] AN J A A X e 7 B A o

o DA o 55 SO SRS SR IBR (K0 e P TR T S RERE v, A S B SRR 7 B

o AUAE 5 AR SR IR A FH BRI AR (U5 I RN SR KD, A I ANR A R 7B
o AR SZ RIS, A 2318 QoS AT Bl

c ANTERPERE DL (B, 4 sad BRI ER D , A R (Reason) FBL .

o YA E Cisco Secure Firewall Management Center LASZIRZ R Iy, A AE4E “48” 7B
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o Uy [ 438 1 S v 1) — T e 0 B R S8 HTTP 40 b (K52 M 42 =ML SR 44~ URL A2 447
EEREH GG R A B RS URL H Ak, B AR T &5 S5 MM 2
Al CWRAHAE) , HRGA AL LS+ s> URL.

AR ER
NetFlow 1525 B 4l 2 18] (1 22 5%

EEEHFEPHATARER
AR R RAR R RGN ] DU FEE R e AR T B R P SRR LR S AL
o Yo BLEE - AU RG0SR WA KR A B (R B AT
* Jii: NetFlow - 103K H1 NetFlow ‘7 Hi #% 3 tH I 2 1 Fi 44
Al THE - AERIEFF IR ISR MR F AT
sl G- RIS E B F AT

K “R” HFAREKRE RBEVIUERER R B, MRRNEWTUIER. REOEREEM L0 E
hE s OF AR 5 . B, AT i SSL SEms Ab 3 (1 hn &5 BB (10 5%, A 43148 TLS/SSL

MR B

EREGTER B HiE i#: NetFlow |igF: Fi&  |1ER: &R
Ui Il 5 SR I 5 I s
Y e 7 R ) e 5 e i
2 I 5 i &
IS FH e & AT &
JS2 FH B AR i i 5 WA s
S FH IR s 5 AT &
V22PN I 5 WA P
3t e 5 AT &
P B AR i 5 LuEE S s
IRk e e 5 AT &
B i e 1 s
2R e & & &
H bt L1/ICMP 287! & I & &
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EEEGTHR . B iB: NetFlow |iCF: 4 BR: &R
HFx SGT 2 1 2 2
& o & o I
Ik i 2 & PG
DNS #riff v 1 & &
DNS it 2 i & &
DNS i i, i 1 & &
DNS Sinkhole %% & i & &
DNS TTL 2 15 e v
H i 1 2 2
H 22 4 Xk o i o I
2SI DALY i 1 2 2
2 e B SO o i o I
it 2 i 1 P
MR o & o I
HTTP 5| I £ 2 i 1 2
HTTP M 4R o i v v
UNRE;AN i 1 2 2
UNEE ) o i o I
RATT 18 2 2 ASEH] 2
K5 BT AE B 5/ X o i o I
KT 1P 2 2 2 P
R e v e ASEH] I
eyl 2 2 2 2
UNCE LS o i i I
INFEHS 2 1 2 2
10C (JEFHEID o i o v

| ErsEnneeEnsyt I



B sesurprnumpce

EEEtRLERES |

EEEGTHR . HiE iB: NetFlow |i2F: FFi& BR: R
I Je A P P i P
NetBIOS 1 i 1 & &
NetFlow J§/H b H ¥ &%t i P i P
NetFlow Y&/ H ¥R i1 4% = = = &
NetFlow Y5/ H Fx TOS i 2 7 &
NetFlow SNMP #ir A /4 H i e i v
Network Analysis Policy 2 N S e
JE AR T S ] /4 X i i o I
J5i 46 %5 7 vy 1P 2 1 2 &
TOUIE RS SR o i o I
QoS Jd HI4 1 2 1 1 2
QoS EFEM R AT 714 o i i I
QoS Z 71 A 7 Bt .5 P i i 2
QoS Z 7 1y )3, 7 75 4L o i i I
QoS Z 7 1y )3 5 K4 £, 5 P i i 2
QoS HHE ¥ LL L i i i I
QoS K] 2 i i P
J5 K] o i o I
S ML P i i 2
Wi [ 7 715 4 o & A5 I
My 1 7 T A ) 5/ 4 X 2 i P 2
Wi N 75 1P s v & v
M ;75 4030 0, 5 P 2 AN 2
Za s (fLASA) s i o v
A ERIE P i P P
VR E o & o I
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EEEHTE iR B iB: NetFlow |iZ%: F#A BR: #R
JE i 11/ICMP 2874 i P 2 2
P SGT i 5 T T
SSL uFFARZS & i i 2
SSL In# &4 T i i T
SSL i iz & i i 2
SSL Vi bris i 1 1 T
SSL i i & = 1 i &
SSL el Iz i i v
SSL At ) & i i &
SSL £:ifi ID e 5 i &
SSL R & i i &
SSL hit A s i 4 e
TCP #3 & i = 1 P
i 1) 2 2 i iz
B/ T e A ) i 1 i i
URL s i WA e
URL 25 i 1 WA 2
URL 5% s i WA e
AR 2 1 1 P
VLAN ID i & i &
Web 1 HFE 7 i 1 WA 2
Web 1Y 2 5 A i s i WA e

[ERERM 215k B4R

A L A Cisco Secure Firewall Management Center £r & &8l 2B M IER. KRG, TR EE
HIOE BN F AL
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FEZEE T, AT DL TR 5 AU A . AN BE AN B 200 (R sk e 7] 8ok 7 i

i o S VL B A 80 18 T KL P P 8 A SR I A i AN o R DA P 0 SCIK) TAR A, e ™
HAFRAAE . G w] B A CTARGRRE, DU R IL RO € F R M .

A R B 2 A AR AR RN, W] LAPRAT VF 2 1 LA

TR, AR RN RITAR U ELAGERRFAER, R BRI A A ek 2. AR,
W IEAT B CUAERARE, AR E0(Count) SIS In £ 1) R AGHCITET, 025 g i,
B R A S 2.

TR, WERRG A NAERE S 25, WEREEH (Connection Events) ZAL K& Rk & H
aeel:y 1/1\ (1 of Many), A2 n] FH S pF U L.

FiaZ Hl
AN B D s 4 oy ML A BT IRAE 55

UK

W LRI N
© O > ERE > BE GEHTIEEFM
* 534 (Analysis) > &% (Connections) > & £ 3R B4 (Security Intelligence Events)

iR WR R G WomiE R AR, 1% TR RS G 1# TAERZ (switch workflow),
SR IGIEPETE X EFESE M (Connection Events) T/EViFe, o H & L TAERPE. AR, A
Fioe OEEFM TR (BFEIERED) BAMAS-AERNERMAE.,

PER2 A7 LU BT Lk £
© “IFAYERE]” (Time Range) - ZLHEN VG CARAR Bomsfift, WEAERAHD , 35S0 5 o
A% 1 o
Bl - AR M H SR CRHEEE IR e, JF A 780 Bl T ek

B, TEIEREEIE . A OCMIE DI EEYE R, 1S HTE Cisco Secure Firewall Management
Center FI{f 7% (E Secure Network Analytics 375 [ &R AF L T4,

o TR (Field Names) - 2 T il 7 KR P B SIN B IOVEAE L, WS PR 2 a5 F
B, 33 0T

Rr FFERME TR ZA T BAEBOAR O AR T RGECIR A . SRR B i R A
AR ) x AR 7R 7 BOkFEs -

o HAlAE R - EEH RGHME T I B, AR S R B TR ke T o 2R
M, AR A HACRIEH R TERCER I AREE, WS AT Web 15515
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BEATIERE. Bilhn, AT LAME R} Talos FRENAT < T SE 1P U THEARAS R o S8 B AR E TR HX ok
TEARM R ARG LR E RSN RS, TES BT Web 19T FFH A .

o FHURCE SO - EAE 1P Mk FEHLECE SO, i ENEE S (Host Profile) , 5% T
BATEHEN G E LD JOC) Fric ML, iz IP Hihik5534 R 3233 E 41 (Compromised Host)

s HPRCE S - EAFH P G0 E R, RGBT AP &4 (User Identity) 55 1 H 7 Blbr, 8¢
5 10C SR, iRt A A (Red User).

o SCAFAREE AT - EAB AL PR R s B S (BFRERERM WA EEXH
(View Files) , RJ5 W2 7 3 He Fp Rl 2 (O SCAFAG AT o 28 28 TUrh Bk gk sl 4T

o MR- EEE GRDER IR SH0E, KLU AN, 35 sl AMREH (Intrusion
Events) 51/ ) AMRZEH (Intrusion Events) 51, X5 WA H HIERICIII AR FAE 55 29 1
P IR AR SR AT .

Br EREEES A MERRIIIAE . S OB R AR, W TR Rk
HEEHIE S, AR5 WBREEZ N R Pk FE G iIE . TR, e Ed M
IR PPAL 2 i SR, PR TT RERAT 55 AN 2 A AR BHLLE A S R R ORI IR ST A
AR . AR ORCE 2 ok ASER: AR IR, WA UG 3 225 R
HFE .

o AE - B A OCH TR SER AT HE PR B, 157 SSL K7 (SSL Status) #1r Atili
2R A/HIE (Enabled Lock).

o BRI - FERRH RIS, AR SRR T S S (PO RO E DT, fid
Apply.

17 TR s A A, Ve T S R AR N R SR AE, SRS s R A (Apply). BRI LR
B AL E g, 15 IR IR A5, AR5 s “ C45H %17 (Disabled Columns)
FIFI AR

MBRFAT - AR 22 AR 280 S5 >4 i R A ] 8 2 BRI H 1 0k h 2 B
E’Jiﬁ H 531 M, SR )G midh MHBR sty S ERMIRR .
o [0 R RIT - IESHAEH 1T B
BR BAFHVLHC Cad s R ) 2 A N2 —1a) R T, E g N IR . 7
HEEIL IR R R I, R T R R e A ) R R
o “SiItTUl” (Navigate This Page) - i 2[4 T /EURE i f ) 1T H. .

© “YETUMZ A AT (Navigate Between Pages) - 71 4 Fif ARy R o ) BT I 2 W) 390, DR B 40
BRI, 3 el A R DT 7 b AR I (1 D T 2

o “UEFHAMIEZ 1A S (Navigate Between Event Views) - 2 G 22 oAb S 440 K LA B G e S
fF, 5 R BEEZE (Jump to) JEA T s hk P ALK
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« “HEFP” (Sort)- EXI TARRAEH AOBAEHE Y, R IR PR SRR R LS R B GUY o

AXER
bk : TAERFE
P S B

EREETENB B XHNTERHE

WG — A SRR S — AN AU A IR AR OCIRE, R 48 mT LAAE VU RC I ot 5 Fh A SC A CRuds
TR o FH W7 > “IERE” AR A G Sk S s i E B R R SO Cn
H) . Cisco Secure Firewall Management Center /N T7s SCAEFK, T &7ESHF (Files) 1 BoRFLE

S (P, BB LMECT A R R R BRI S RO AR A
FFARPTA SRR B AT R S E AT % RS

o T3 0 AMP R IBI BRI 0E ( “IETAIMINBRA IR ) SRR, X
PP AT 1 35 1) AMP 5.

* VFZ A N IMAP [ s A ] 504~ IMAP 218, OGS B N I A 45 UKz
ITHERE AR GAATICR, (HRAERIRA AT, S RSO A S S RO
FEZEE T, AT DLE A TSR 5 AU 2 . AN BE AN B 200 (R sk e [R] Sk 75 i o

FHIa Z |l
REA IR R A B2 4 oy ML A4 BERAT LA 55

B2

TR FRIT > EHEIFIEFAN G
P2 MHERFMRN, sEEEXXH (View Files).
RGe o Wil A 11, b ORI R TRy T B ¥ SO 81 3 R A R A A B O CUn& D
T3 A LU R ] ik £
s B - EREHRERAE, WA X HESR (MawareFile’ sView).
* MR - EEEGERMFHEMEREAER, A HEERERER MawareFile’ sView).
© BRER - TEERERE R B M ARSI SO, 5 S SRR (File’ sTrajectory).

o P - ST T AT AR B P S T [7] R 25 £ AMIP RS I B R A R C BT R 2%
FEEREAERAE O, WA EEXHEHUERTER TS,
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FBI LRI E O, AT LIRS
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