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“32 URL 3% 2 rYRE " B

“¥ URL KR (e % BASC T B X 0 7 52 4 19 4 v sk s S 6 1) URL 2850 (il
%55 [search Engines] %”?}ﬁﬁﬁg [Streaming Media]) E@Mé%/}ﬁ% (%?%%’/I‘) %MZE%E?%E"J#
o XTAI A URL 2800, BAARIMESE, a4RRERMYE.

B BT BRI AR 0 E7, RIT B VRIS R e i B AR AT o3, RIVAT i) T e
SIRCAEPSE
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AR WURENRFEE,  “4% URL 2800000 it E” IR R

TER, B ATURAT URL MEVFATIEA REME UL TR AL & URL SRIANE 2404 .
VEEE N “URL Sevk-Hiodi 7 A ERRE R -

“#Z URLIEEXI 2 RIRE " Bl

“HURLASZERI R B LT BT R s 52 WP W 46 il SR e 21K URL 52541 (il
SAGAEN B A MR (T2 R R T X T 51 H A URL 24,
BRI RS, A RARERES.

RAEN A =R aw Sx EdB b Sk R (i1 1 M U e e 3 S N e e S0l & e s N T
SIRCAEPSE

)

AR WAUSIEANRFHER,  “4 URL AERIMT R BB K.

THERL B ATURAT URL MEVF rTIEA REAE UL TR & URL SRANE 24 .
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WA SR E B, (R E A S R B30 20 e B A0 BT S e (gl “ N/ B BT “ R
15 E” [Application Information] #84)) H. 7] fg SEUIME LR .
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2 LAl EANERHNE (Reload).
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-
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Bl 52 21 4
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Al e/ MEFI B R ERA I — N B A o TNEAV H A5 ey FLAeE 4y, ml SR A T O ] B KA

B, AR . AR ME “oﬁi%ﬂA&%ﬁﬁéﬁwﬂﬁﬂ” K
USRS B T O A T R 1) e M B KR 2
FEZEE T, AT LLE A R 5 AU 2 . AN BE AN B i 200 R Sk [R] 2 Sk 7 i

g
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3 BRI, 1 S MR b SR P R Rkl (KD .
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Time] BT, ) #ilan, [ NEH “3JHE 1P X1 (Traffic by Source IP) K JEH ] IP Huhlv] 7R
“EHHAT” (Connection Events) &1 “ HA N FEAH(E B 1iEH:” (Connections with Application
Details) P, AELHE 5 Pk 1P Huhik G 1) 500
PP ER A AR R, SR b & B R AR . 5 e TP kAR QIR 1) £l si 4 Ay i 1w
TG Uk 1P Huhik i) WL 4415 R o 5 E e N R AH DGR s i g s i H T &5 6 A
P N FH N A B B P AR SCTR IR s e it e 100 o] I 1= 5 % P (0 P Bl SO
To N HY BATKE Bds nide it 7 A 5% AH SR A N (PR SRS i It 5
R IPHIHEAH IR I e i Bt 7Kg i bbb o 280 B 1 sRANBHL R B R (P I A SGIX 831 36 () TE 4
FE, ESN RS2 e IRYIE .
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UK

B EELSR > EREERE.

$IR 2 {rABER R HERS AR EFINREH (Trafficand Intrusion Eventsover Time) LAAMARAT B2 1, 55
i B A B A

PR3 TR EE AL, RGN R

« BRI D AES T2 G R, THEFERA 24T (Drill into Analysis).

 WURIEFE T B E 1P MU AH IR A s mOF S A G A SRR ENLITEAIE B, Wk EREMN
=2 (View Host Information).

© WARIERE T RATEEE 1P HUhE OB SOF ERHZ M IEAT whois R, T LEHE Whois.

o WUREFE T R N A SRR B SO AR A ZN TR R, R EERARER
(View Application Information).

 WERZEFE T 58 P A OCIRIN Bl RO EABAT RIZM T A R, IHEFEERPER
(View User Information).

o WURIEFE T 5 AR FAE BAN SR Bl T B A A ORI A PR 5 8L, Tk
PEFRNICE: 20, K5 RmRmnseid, DIEE AR E 5

 WUREESE T H4r g IPHU AL SRR A i, Ay SR IZIPH LS I 21 2 4 54 42 Jmy BH 1 B B ANBH
1EF, TS 2 AIET .

IERE R PRI IERS

& T Context Explorer )4 EonFIFEA. |2 BdiAb, nIik$e ok W 4% Hh % 2l (1) 5 RS 41 EI’JJ:_Fi ek
PEZEE . LIERR AL ER URL 17 % AN T 2S5 Firepower RGuE, SCRFHEBRFIGIN, b
B BB B s R TR N, RN B . v DL — IR H R % 20 N jERR .

Tty ny LUd ek 2 R 7 2078 N %2 Context Explorer (4 :
o N “URINILJERS” (Add Filter) AHEHEZR N
o (R AR LR AN EE SN, N SRR N

o WERETEAE BB DO ¢ “ N HPES{E S [Application Detail].  “ FAHLACE XA [Host
Profile]. “HUNTFEA{5 E” [Rule Detail] F1 “H 'L E SCHF” [User Profile]) 2R IR SCAREFER
I R IXEeRER:, AR G5 SN B U T A DCEAR B ST T IR S B . i, AN
AN P VRS R E I SO BEAS LM Y Senkins BRI BEAA 7R 52 H P AR

FEBCI AR R 5L R U A pln, S5 NR ARG IESE (0, %% [Device] F1REL
Z R [InlineResult]) oL SIERFAAM SR JERS (B, i EEH#R4E (AccessControl Action))
RN, PR R TEAL N AR AR o e e P R AT HE . R G0H B S BE L[R]3 F AN e
TP REAREAMANE, A IEIR R RT B WOE I, AN FER R IS 25 4 Bl o
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Application: Reddit %ﬂ User: edickinson Eqﬂ/f?%&%ﬁﬂ?
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2channel-
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MR T OR R AT K Bl A 5 o —AME AR LA

TUAH VL BC PR 5

E‘Jiﬂl?}?ﬁ%‘ﬁi'ﬁﬁﬁﬂ edickinson *ﬂ E‘ZJﬂZchannel Ek@}ﬂ Reddit *H%E%o
EZWERESY, MAFHLE PN SN, ol 2N EARE0k I . XGOS,

ISIN P Hedik (1P Address) i g 2e i, SEEF IR
SCF TP Mk R R G T R4 I AR A

ARG R RFA R SR S BRI X 28 RS ﬁiﬁﬁ

TR, W I B O T S A e VP ) AN 38 B2 e 6 LA 77 L B SR A 1) D RE A AT 3%

\}

pakcd

w55

A yESEHAE M . RIEM TR, WE AR
AR ATEBLE W E, {5 B IT Context Explorer 845
Z: ORI DRI S AL, 26 21 0L

I 1) SR HX A 1Y) Firepower 4k 155 5t o

SIS K. BRI LIS AR BLE DL

HIRELB F E ik IN
ARSI T AL e RS BRI, AT BRI (7S R R 2 S

R 2: IR EIR LR

il wBiE EX

Vil 3 4F (Access Control Action) |Allow. Block Ui )48 I SR kg AoV BB L 3 o 1 SR HY
IDEP (RS

M. HZE53 (Application Category) web browser. email I ) B AR T RE A — e 2K

Eifﬁé%%ﬁ Facebooks HTTP Eiﬁﬁﬁﬁééiﬁo

IS S Very High. Medium o2 FH P 22 4 XU

}I‘Zﬁg*ﬂ:iﬂ (Application Tag) encrypts communications~ sends mail ﬁ%ﬂﬂ%ﬁ‘]ﬁiﬂﬂ%%, }Eﬁﬁﬁuﬁjﬁ&'
BEERRL, SRR L.

F_‘Zﬂﬂ%’l‘{@ Clients Web Application E‘Zﬂﬂa@%ﬂ E\?ﬂﬂ’w\w‘(\ gFﬁﬁ‘ﬁEiWeb
ISR

Mk g5 A A Very Low. High IS5l S5 i B I T ORIBEPE (IR
X

PN i (Continent) North America~ Asia 5557 WS P R 29 LA 2 1 e 2 p TP bl
GEPSENPNEH

%/ﬂﬁlz Canada~ Japan %Mllﬁ#@éﬁiﬁ@ﬂi”%ﬂﬁ%ﬂﬂIPfEH_J,iJJ:
FHIRIR (13 5/ X
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grxnznn ]

EKE A EX
W devicel.example.com, 192.168.1.3 SIS 2% E RS TR 44 R ER TP il .
iﬂf Asia Division. Europe Division Eé’a‘ﬁ%ﬂlﬂl%(ﬁ@ﬁ%@ﬂ‘]&%ﬂ@iﬁo ,[Hf.ﬁ

PRI A AE T 2B

{1432 (Event Classification)

Potential Corporate Policy

Violations Attempted Denial of

Service

MNRZHEIREE D], il A%
R g 5 AU AL B 25 (1 70 SRR E o

FFH B (Event Message)

dns response~ P2P

E RRA VAU REDSPIEY I Ve e AP
VI PR o BT AE FELAR A7 5

SCHPEJR (File Disposition)

Malware~ Clean

Cisco Secure Firewall Management Center
XFHPAT TR B AT = BRI SR AL
KRR

A4 Packages.bz2 o % 3t e ARSI 38 ) ST R 4 R

A SHA256 ATAA] 32 {37 45 5 Cisco Secure Firewall Management Center
X AT T A = B R SR
SHA-256 i 51{H .

Pl il GZ~ SWF+ MOV o % 3t e ARSI 38 ) ST AR

CAFFE A (File Type Category)

Archive~ Multimedia. Executables

¥ 2% it RSN 21 ) SCPFSRARE AY) — Fk
ol o

IP Hhhik

192.168.1.3+ 2001:0db8:85a3::0000/24

IPv4 5 IPv6 Mk, by sl

THVERL, JHRIPHIEI R [, I
iz IR B H AR

M2 ) (Impact Level)

Impact Level 1. Impact Level 2

S ECIE IR AR R AR

PB4 R

dropped~ would have dropped

RERCEF. MOEFERERHARS
b

10C 25| (1I0C Category)

High Impact Attack. Malware Detected

LA (& 3 2B (10C) TS .

10C 4257 (10C Event Type)

exploit-kit, malware-backdoor

HRE fEERIL 10C) ASREAIFR IR
7, PR AR S

TR WU 4 55 (Malware Threat
Name)

W32.Trojan.a6bl

R 2K o

OS % (OS Name)

Windows~ Linux

ARG AIR

OS A

XP, 2.6

BAE RGNS ERRAS o
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B 4 cmmiiEs (Add Fitte) & 0D IES

e i) ~5E EX

ok high low HAPH R SRR .

24N IRIE (Security Intelligence Malware. Spam fekm RN, R E .

Category)

fiélz My Security Zone~ Security Zone X %Dﬁ, {ﬁt%ﬁl‘iﬁlﬂjjﬁ\*ﬁ, ﬁﬁlj*]
I & A 16

SSL yes. no SSL 5% TLS I i i

}:HF' wsmithy mtwain %ﬁi?ﬂ%ﬁﬁ?ﬁ@éﬁi%iﬂﬂ‘]ﬂi)ﬁ%%
e

-

M ISR (Add Filter) & T3 T iE =5

1 FHERERE, G “WRInid g ” (Add Filter) % MK IR Q)AL JERS . CHam] LIS A5 S i g
AP eSS . )
A SRR BTN STIER T e () BRI CUsinitpEes” I, % s LN
WA 7B
« BIELEAY (Data Type) Rz AR & VFL il F T BRI S8 BEES AN A 2R Y 1Y) Firepower 2G5
oo EHE— AR )G, EISTE RS (Filter) F-BOMIZIST SN —ANERE I (Bldn, Sh38K
M [Continent] I —/MEWM (asial) o A TIETHAE, “iIJESY” (Filter) FBUK ik 5
RISRPEZ AN KB R  (FEZF B AL, XERGER 8RR . )

* fEXTIERS (Filter) 7Berh, WLURMARRIERSEL i, « M, AR ES SRR 2.
A LU I g 8 S E O L o RS AR ITAOR B HE R I g 2 .

\)

AR NI IR AN BN 0 B B TR RS (Apply Filters) A g A A s A B A
IENA.

FEZEE T, T LA iR e A B . AN BE AN B ) AR s 7] ek 2 7 e

UK

TB1 EHELSF > BEEEER.

SIB2 640 LA IEESS N, Ak ms (T .

FIE3 NEIERE (DataType) FHylkr, P2l Hh 287,
WA (EiiERR (Filter) TBoh, FNZE gm0 B 28 10 .

WIS Al OK.
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wEgzanzrzsrs I

W6 B, WEELL PBRRINE Z i8R, HRRINGE T il IEgR e .
HIR 7 5l Apply Filters.

AR ERM
B I Bk, 218 1T
FE PR

BRI EZRETIERR

DA S PGS KRR B N, ) i A L SR A R SR AR i e P e
eSSy CRAPESEERRTE) o W B ICRREE N L R BRI R
REER, BUEM A TN, WIEIESSFERE —DMIHE R, bR R Bm e (i
FIECHR K “ NI PEAIE R ) IAHSCTRARAE BT . THiER, ARE I URL $idls .

TR SRR W] TS AN M R AR S PR B A
FEZ BT, AT LA TSR J5 AU R . AN BE AN BE i 200 (14 sk e [7] 20 4k A 76 i
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TB1 EESH > EREIESE.
P2 (ER P B ATATE s C “ B HERS M M2 F00E 7 380 506 2 URL Al 13 2 B Ak
G TE SUR/ A EAE/TI
FIB3 LI PR
© BUZEARAN I AN RS, 1 SRS E S (Add Filter).
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HEMEREERAE

SR B TP S PR oA RS U S A S P P R B I R, VAR P N I G RS
TR BRI . T O IS JE4F C.49 A\ Context Explorer UL URL, fH#iZ vC 1)+
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